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Security  Siemens provides products and solution with industrial security functions that
informa-  support the secure operation of plants, solutions, machines, equipment, and/or
tion networks. They are important components in a holistic industrial security
concept. With this in mind, Siemens’ products and solutions undergo continuous
development. Siemens recommends strongly that you regularly check for
product updates.

For the secure operation of Siemens products and solutions, it is necessary to
take suitable preventive action (e.g. cell protection concept) and integrate each
component into a holistic, state-of-the-art industrial security concept. Third-party
products that may be in use should also be considered. For more information
about industrial security, visit http://www.siemens.com/industrialsecurity.

To stay informed about product updates as they occur, sign up for a product-
specific newsletter. For more information,
visit http://support.automation.siemens.com.
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1 Overview

S7 routing

Note

Overview

With SIMOTION (and SINAMICS), great importance was placed on the flexibility of
the choice for online access. You can choose from the following interfaces on the
target device to go online with SIMOTION SCOUT (or STARTER):

e Industrial Ethernet (e.g. commissioning interface X127),
e PROFINET IO (e.g. X150),

e PROFIBUS DP (e.g. X126) or MPI

e USB (with SINAMICS G only)

This flexibility gives you the option of selecting appropriate online access (except
via USB) also in the case of remote access (e.g. via teleservice adapter).

Since a SIMOTION control supports the S7 routing function between all interfaces,
you can connect the PG/PC to any interface (e.g. X150, PROFINET, or Ethernet)
and still reach controls and drives that are connected to this SIMOTION control via
another interface (e.g. via X126 or PROFIBUS).

Going online via a routed online connection is described in detail in Section 2.4.

S7 routing is supported by all SIMOTION modules.

A list of the SIMATIC modules that support the S7 routing function can be found
here:
http://support.automation.siemens.com/\WW/view/de/584459

S7-1500 modules that support S7 routing can be found here:
http://support.automation.siemens.com/WW/view/de/81659450

Data record routing

Note

Data record routing is a function of SIMATIC modules for accessing parameters
and functions of field devices on the PROFIBUS. In other words, data record
routing only includes the routing of Ethernet, PROFIBUS, or MPI to another
PROFIBUS network.

This function is particularly important in the SINAMICS G120 drive from firmware
versions V4.3.2 to V4.6 since these drives can only be reached via a direct
connection or by means of data record routing.

A detailed list of the SIMATIC modules (CPUs and CPs) that support the data
record routing function is available here:
http://support.automation.siemens.com/WW/view/de/7000978

SIMOTION controls do not generally support data record routing, but only S7
routing. Therefore, a routed online connection cannot be established via a
SIMOTION control to the SINAMICS G120 drive (firmware versions V4.3.2 to
V4.6).
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1 Overview

Note

Note

The SINAMICS G120 drive can be accessed again via S7 routing as of firmware
version V4.7. In other words, even if the online connection is routed via a
SIMOTION control.

A target drive (e.g. SINAMICS drive) does not have to support the S7 or data
record routing function to go online since this device does not have to transfer
the information it receives.

Possible error causes when going online

If an attempt to establish an online connection to a target device is terminated with

an error message, a detailed error description can be found in the “Target system
output” window of SIMOTION SCOUT (or STARTER).

Figure 1-1: Detailed error description when going online
x
E v 4 emarz] Iv 0 warning(s) v 5 infarmation
Level Me=zage
% A R4

1| Information D435: Establishing & connection to the device
2 | Information D435 Access point used: SYOMLIME (STEP 7) -= ASI4 AXE58175 USB2.0 to Gigabit Ethernet Adapter TCPIPT .
3 | Information D435; Connection has been established. Connection to target station: Address: 192.1658.0.1, siat: 2.
4 | Errar D435: Mot possible to estabish connection from device of type 'D445-2 V4 4' ta hardware of type 'D435-2 W4 4"
5 | Errar Dd4335: An attempt was made to establizh & connection to an incompstible device
G | Error Error on: Connect to selected target devices.,
7 | Errar A attempt was made to establizh a connection to an incompatible device (ret = Oxbe0bO052)
5 | Information Start of the online consistency check for all anline devices.
9 | Information End of the online conszistency check for all online devices.

= Symbol browser E Target system output |

Note

This error description should allow you to isolate the cause of the error. Perform
the following comparisons:

1.

The configured and the existing device type (see Figure 1-1)

2. The configured firmware version and the firmware version that exists on the

target device

To be able to go online, these versions must match.

In the event of an error when attempting to go online, it is always recommended

to determine whether the target device can even be reached with the “Accessible

nodes” function (see Section 2.5).

Further necessary configuration steps for going online are described in the
following section and must be taken into account.
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2 Establishing

an online connection via Ethernet

2 Establishing an online connection via
Ethernet

You establish an online connection via Ethernet with SIMOTION SCOUT (or
STARTER) by:

1.

ok wDd

Note

Selecting the PG/PC interface

Setting the Ethernet interface on the PG/PC (Windows)
Checking Windows |IP address(es) (ping)

Configuring the access point

Using the “Accessible nodes” function to determine the modules with which an
online connection can be established

The commissioning interface (X127) on the SINAMICS S120 drive is released for
going online via SIMOTION SCOUT (or STARTER) for:

e CU320-2 DP from hardware version “C” and
e CU320-2 PN from hardware version “A”

For this purpose, an acyclic connection is established and communicated via the
S7 protocol. Further information about the number of free connections via
interface X127 can be found in article 52640646.
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21 Selecting the PG/PC interface

The following paragraphs explain how to set the PG/PC interface to establish an
online connection to a SIMOTION control or SINAMICS drive via Ethernet
(TCP/IP).

Open the settings for the PG/PC interface in SIMOTION SCOUT (or STARTER) by
choosing the “Options -> Set PG/PC interface” menu item.

Figure 2-1: Selecting the PG/PC interface

Set PG/PC Interface @
Access Path | LLOP /DCP | PNID Adapter | Info |

Access Point of the Application:
|S?EINLINE [STERP 7]  -» AS[< 488178 USEZ.0 to Gigabit Etherrj
[Standard for STEP 7]

Interface Parameter Aszignment Uzed:
|51 2388178 USB2.0 ta Gigabit Ethermet Properties...

A Liagnoztics...

bit Ethernet Adapter 1501

bit Ethernet Adapter, TCRIP.1 <bctive:
bit Ethernet Adapter. TCPIP Auta.1 o

4 T I

[Parameter azzignment of your HMOIS-CP
wlith TCPAIP protocal (RFC-1006]]

Interfaces

Add/Femave; |

Cancel | Help |

... depending on the access point

Here, define the desired PG/PC interface
(e.g. “<USB Ethernet Adapter>.TCPIP”) for the access points

e S7ONLINE (standard route) and
o DEVICE (alternative access point).

Here, you do not yet define the access point via which the online connection is to
be established. This step comes later. This window is only used to select the
relevant PG/PC interface for the STONLINE and DEVICE access points.

Note Here, you must ensure that different PG/PC interfaces can be set for the two
S7ONLINE and DEVICE access points.

However, the same PG/PC interface can also be assigned to both access points.
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2 Establishing an online connection via Ethernet

NOTICE The PG/PC interface selected in SIMOTION SCOUT (or STARTER) for the
S7ONLINE access point is automatically overwritten when you go online if
a PG/PC station has been configured in NetPro ...
o with an assigned PG/PC interface
e and active STONLINE access (see Figure 2-5).
This also applies if several projects are open. In other words, another open
project with active STONLINE access can also overwrite the PG/PC
interface settings.
In the case of the STONLINE access point, therefore, the PG/PC interface
configured and assigned in NetPro has priority. So an online connection
can only be established via the PG/PC interface assigned in NetPro.
To go online via another PG/PC interface, you can do one of the following:
e Assign the relevant PG/PC interfaces in NetPro.
o Deactivate the STONLINE access in NetPro.
e Use the alternative DEVICE access point.

Note With the S7TONLINE access point, active STONLINE access in NetPro is

necessary to establish an online connection to target devices that are located in
networks other than PG/PC.

... depending on the protocol

When you select the Ethernet interface, you can also select from the following:
e I[SO

e TCPI/IP

e TCPI/IP (Auto)

The ISO protocol is not supported by SIMOTION controls or SINAMICS drives.

It is recommended that you select the TCP/IP without Auto setting because “virtual
IP addresses are not created automatically by STEP7 in this case.
The correct IP address must be defined in the Windows Ethernet adapter settings.

Alternatively, a TCP/IP (Auto) can also be used. Then, you must ensure that, once
accessible nodes have been searched for, STEP7 automatically creates “virtual” IP
addresses in Windows as applicable.

This has the following advantages:

e The accessible nodes (SIMOTION and SINAMICS) can always be diagnosed
(firmware version and SIMOTION diagnostic data).

e To goonline, the PG/PC always has an appropriate |IP address (after the
search for accessible nodes). The user does not have to define this explicitly in
Windows.

However, the TCP/IP (Auto) protocol also has a significant drawback.

How do | go online?
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2 Establishing an online connection via Ethernet

e The user cannot influence the “virtual” IP addresses created by STEP7. STEP7
may create an IP address that is already being used by another node (e.g.
another PG/PC that is not visible via “Accessible nodes”). This causes
considerable network problems that are not immediately apparent.

Note You can check the “virtual” IP addresses created by STEP7 by entering
“ipconfig /all”inthe command line window.

Bl COMind owstsystern 3 2homd. exe

Microsoft Windows [Version 6.1.76011
Copyright {(c> 2889 Microsoft Corporation. All

C:\Users\SIMOTION>ipconfig ~all »virtual“ IP-Address
created by STEP7

Ethernet adapter Local Area Connection 2:

Connection—specific DMS Swffix . =

Description : ASIE AR88178 to Gigahit Ethernet A
dapter

Physical Address. . . . . . . . . : BA-11-6B-FA-1

DHCP Enabled : Mo

Autoconfiguration Enabled : Yes

Link-local IPu6 Address . . . . . : feB8B::6cf?:98 498c :fBf bx15(Preferredd

IPv4 Address. . . - . = -« . . - . * 192.168.8.99¢ '-ferred)

Subnet Mas : 255.255.255.8

IPv4 Addre : 169.254.11 . 241 (Preferred)

Subnet Mask : 255.255.0.8

Default Gateway H

DHCPve IAID : 335548779

DHCPub : B8-81-80-81-19-22-D3-76-08-8C-29-74-FB-79

DNS Servers

fecA:A:A:
NetBIOS over Tcpip : Enabled

2.2 Setting the Ethernet interface on the PG/PC (Windows)

Open the Windows adapter settings via the Windows Start menu > “Control Panel
> Network and Sharing Center > Change Adapter Settings”.

Right-click the relevant Ethernet interface to open its properties.

Select “Internet Protocol Version 4 (TCP/IPv4)” and click “Properties” to display the
window shown below.

Here, select the option “Use the following IP address” and enter the required IP
address and the corresponding subnet mask (see Figure 2-2).

IP addresses are subject to certain rules that must be observed during assignment.

One of the most important rules is that a station to be accessed (target device)
must be in the same subnet as, for example, the PG/PC from which an online
connection is to be established.

The subnet mask serves as a “filter.” If the target IP address can be accessed
without violating the subnet mask, the telegram is sent directly to the target device.
Therefore, there is no need to define a gateway.

In all other cases, the telegram is sent to a gateway (router).

If a gateway (router) has not been entered in the IP settings of the corresponding
station, devices outside the subnet cannot be accessed.

How do | go online?
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2 Establishing an online connection via Ethernet

Table 2-1: Network classes (IPv4 address range)

Network | 1. Byte 1. Byte LT () Subnet mask Subnets and nodes
. - - and host (H)
class (decimal) (binary) (standard) per network
component
0000 0001
1 - - 128 subnets
A - N.H.H.H 255. 0 . 0 .0 ’
127 0111 1111 16,777,214 nodes
128 - 1000 0000 16,384 subnets,
B 191 -101T_1111 N.N.H.H 255.255. 0 .0 65.534 nodes
192 - 1100 0000 2,097,150 subnets,
c 223 -1101_1111 N.N.N.H 255.255.255.0 254 nodes
224 - 1110 0000
D 239 -1110_1111 NA
240 - 1111 0000
E 255 -1117 1111 | NA

** The bits marked red are constant within a network class.

Figure 2-2: Changing the Windows adapter settings

Internet Protocol Version 4 (TCP/IPwd) Properties

General

for the appropriate IP settings.

Ohtain an IP address automatically
@ Use the following IP address:
IP address: 192 | 163 .
Subnet mask;

Defaulk gateway:

Ohbtain DMS server address automatically
@ Use the following DMNS server addresses:

Preferred DMS server:

Alkernate DMNS server:

‘ou can get IP settings assigned automatically if vour network, supports
this capability, Otherwise, vou need ko ask your network administrator

a

255,255 . 255

.99

Advanced. ..

(7 |l

a

[ ok

]l Cancel I

Note If you need further IP addresses (for other subnets), you can add them by
choosing the “Advanced...” button.
NOTICE Ensure that there are no multiple IP addresses in the network.
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2 Establishing an online connection via Ethernet

2.3 Checking Windows IP address(es) (ping)

An easy way of checking the TCP/IP connection to the target device to which you
want to establish an online connection is the ping test.

You can carry out a ping test via the Windows Start menu > “Run” or via the

command line window. Ensure that the PG/PC is in the same subnet as the target

system that you want to ping.

Note If an 10 device (e.g. SINAMICS drive) on the PROFINET interface cannot be
pinged, the IO device has not yet been assigned an IP address by the 10
controller, which could be due to one of the following reasons:

e The IO controller does not have a connection to the IO device.
e The PROFINET device name of the IO device is incorrect.

The IP address assigned by the 10 controller is only temporarily valid on the 10
device (up to the next power off/on procedure).

Figure 2-3: Pinging a target device

B CWindowshsystern3iomd. exe | = || [=] |@

Microzoft Windows [Uersion 6.1.76811]
Copyright <c> 288? Microsoft Corporation. All rights reserved.

C:\Users \SIMOTION>
C:\Users\SIMOTION>
C:\Users\SIMOTION>ping 192.168.8.1

Pinging 172.168.8.1 with 32 bytes of dat

Reply from 1922.168.0.1: hytes=32 t1me—2m“ TTL b4
Reply from 192.168.08.1: hytes=32 time=11ims TTL=h4
Reply from 192_.168._8.1: bytes=32 time=16ms TTL=64
Reply from 192.168.0.1: hytes=32 time=16ms TTL=64

Ping statistics for 192.168.0.1:
Packets: Sent = 4, Received = 4, Lost = B (@
Approximate round trip times in milli—seconds:
Minimum = Zms. Maximum = 16ms. Average = 1lims

C:\Users \SIMOTION>
C:\Users\SIMOTION>
C:\Users\SIMOTION>ping 192.168.8.1 -t

Pinging 172.168.8.1 with 32 bytes of data:

Reply from 1922.168.0.1: hytes=32 time=7ms TTL=64
Reply from 192.168.08.1: bhytes=32 time=16ms TTL=h4
Reply from 192_.168._8.1: bytes=32 time=16ms TTL=64
Reply from bytes=32 time=15ms TTL=64
Reply from bytes=32 time=16ms TTL=064
Reply from . . bytes=32 time=16ms TTL=h4
Reply from bytes=32 time=16ms TTL=h4
Reply from . . hytes=32 time=16msz TTL=64

Ping statistics for 192.168.0.1:
Packets: Sent = B, Received = 8, Lost = B8 (@
Approximate round trip times in milli-seconds:
Minimum = Pmz. Maximum = 16ms,. Average = 14ms
Enntrul—c

C
C:sUserssSIMOTION>

How do | go online?
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2 Establishing an online connection via Ethernet

Note

Note

24

2.41

By entering “-t”, the ping test is carried out indefinitely until it is terminated by
using the key combination “<Ctrl> + ¢” or the window is closed.

A noticeably long jitter (lasting several seconds) between the response telegrams
is an indication that there is a “poor” online connection. Possible causes of this
can be:

The Ethernet adapter or driver is incompatible.

There are multiple IP addresses in the network.

There are multiple MAC addresses in the network.

If the target device can be accessed via the ping, an online connection should
also be possible. The only remaining sources of error can then be:

e Incorrect PG/PC interface
e Incorrect access point
e Incorrect firmware on the target device

e Incorrect device type

Configuring the access point

To establish an online connection to a SIMOTION control (or SINAMICS drive), an
access point must be selected and configured in one of the following ways:

e For all devices in NetPro (S7TONLINE)
e Specifically for each individual device (DEVICE)

... STONLINE

The S7TONLINE access point has the advantage that it needs to be configured only
once in NetPro to establish an online connection to all modules in the project
(SIMATIC, SIMOTION, SINAMICS, etc.) that are in the same network as the
PG/PC.

Since all SIMATIC and SIMOTION controls support the S7 routing function,
subordinate target devices (SIMOTION controls and SINAMICS drives) that are
connected to a SIMATIC or SIMOTION control can also be accessed.

Prerequisite for this is that the control used is S7 routing-compatible and a PG/PC
station with activated S7TONLINE access was configured in NetPro. Only then is the
required S7 routing information (e.g. from Ethernet to PROFIBUS) stored in the
respective control by downloading the HW configuration.

How do | go online?
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2 Establishing an online connection via Ethernet

...... NetPro configuration for routed online connections

1.
2.
3.

Open NetPro and — if not yet present — add a new PG/PC station.
Double-click the PG/PC station to open its properties.

Go to the “Interfaces” tab and — if not yet present — add a new Industrial
Ethernet interface.

Connect it to the corresponding subnet via which you want to go online and
assign an IP address for the PG/PC station. This IP address is not essential to
go online and is merely used as a placeholder for assigning further IP
addresses.

Go to the “Assignment” tab and assign the desired Ethernet interface to this
PG/PC station
(e.g. “<USB Ethernet Adapter>.TCPIP”).

To route through controls via S7 routing, S7TONLINE access must have been
activated (see Figure 2-5). As a result, the connection line to the PG/PC station

is shown in yellow in NetPro.
This HW configuration must be loaded once into the control.

Figure 2-4: Configuring the STONLINE access point in NetPro

S NetPro - [SIMOTION (Network] - D:\Simotion]

BB~

98 Network Edit Inset PLC View Options Window Help [=]=]x]

S0 G e dalddL BE N

PROFIBUS(T)
PROFIBUS

Ethernet(1)

Industrial Ethernet

T

@ ‘PGIPCU)
||

.

SINAMICS §120

w S150 V4.6

SIMOTION
Da-
2

1

m
3
SIMATIC 300
B |cry. iweuoeisr M3 I
A R 3PN
i | ]
1
[ R
} SIMOTION D SINAMICS | | SIMATIC HMI-Statior
‘ BT (D435 D ORIMPIIOP [ PRAE D435 | PHE % Integrated ‘ g WInGC IF1B | HMIIE
i i |
‘ mm E EE m 3 \ E m
} T 2 |2 \ 7
\
| |
‘ PRPFIBUS Integrated }
- - 4

<

i ]

| Ready

To display the connection table, please select a module capable of a connection [CPU, FM module,
OPC server or application]. To display the network address overview, please select a subnet.

|ASIX AXB8178 USBZ.0 to Giaabit Ethernet Adapter TCPIP.L | X459 w1 linsert [

How do | go online?
Entry ID: 22016709, V2.0, FAQ-01V80AC4, 03/2014 13



© Siemens AG 2014 All rights reserved

2 Establishing an online connection via Ethernet

Figure 2-5: PG/PC station with activated S7TONLINE access in NetPro

Properties - PG/PC

Generall Interfaces  Assianment |

— Mot Azsighed
LConfigured Intefaces:

Mame | Type | Subnet

Interface Parameter Azsignments in the PG APC:

: .0 ko Gigabit Ethermet Adapter.[S0.1 -
A5 AXEBETTE USB 2.0 to Gigabit Ethemet Adapter. TCPIP. Auta. 1

IntellR1PROA000 MT Mebwark, Connection.|50.1 T
' i | » Azzigh |

Subnet S¥0nline access

1abit Ethemnet Adapter. TCPIP. 1 Ethernet[1]  Active

Azzigned: Digconnect |

STOMLIME Access:
4 | 111 | bW Active

Cancel |

H

elp |

If a routed online connection to a target device (e.g. SINAMICS _Integrated) cannot

be established, please check the S7 routing information.

1. Right-click the relevant target device (e.g. SINAMICS_Integrated)

> “Target device > Online access ...”

2. Go to the “Module Addresses” tab to check the routing information.

Figure 2-6: Checking the S7 routing information

¥

Properties - Drives (online)

"General Module Addresses I

Rack: a _l
Slok: a _l
Target statior: " Local

¥ bccessible via network transition

Connection to target station 13t gateway

Type | Sddress 51 subnetID | Type Address

PROFIBUS 3 O01E-D00A IF 192.168.0.1

PROFIBU: 3 N01E-0004 Ip 192,168.0.10

Cancel |

Help
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2 Establishing an online connection via Ethernet

Note

In Figure 2-6, the S7 routing is carried out via a SIMOTION control with the IP
address 192.168.0.1. The PG/PC must be connected here.

The SIMOTION control routes the online connection from the PG/PC to the
PROFIBUS_Integrated network with the S7 subnet ID 001E-000A.

Please note that this S7 routing information must be stored and translated. The S7
routing information is made known to the relevant control when the HW
configuration is downloaded. Only then can a routed online connection be
established.

flexible online access without NetPro configuration

If you want to establish an online connection to a target device via the STONLINE
access point, i.e. if you want to change the interface of the target device, you do
not need to reconfigure NetPro each time.

You can open the PG/PC properties from NetPro by choosing the “Assign
@ PG/PC...” button in SIMOTION SCOUT. Here, you can deactivate the active
S70ONLINE access.

Figure 2-7: PG/PC station with deactivated STONLINE access in NetPro
Properties - PG/PC (3w

- General] Interfaces  Assignment

Mat Assigned
LConfigured Interfaces:

M ame Type Subret

Irterface Parameter Azsignments in the PGAPC:

TR USBZ2.0to |'.|||:| ahbit Ethernet u|j:||:|h-r 1501

.&SIX .-’-‘-.‘><881 T8 USB2 0 to Gigabit Ethernet Adapter. TCRIP. Auto. 1
IntelR1PROA000 MT Metwork Connection.|50.1 T

4| 1n 3
Azzigned: Digconnect

Subret S570nline access
Gigahit Ethermet Adapter TCFIF1  Ethernet(1]

STOMLIME Access:
1 | mn PO Ackive

Cancel Help

You may also omit the PG/PC station completely from the NetPro configuration if
required.

However, it is important to note that no nodes in other networks (e.g.
SINAMICS _Integrated) can be accessed as a result.
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2 Establishing an online connection via Ethernet

Now you must specify the interface (access address) via which an online
connection is to be established.

1. For this purpose, select the target device in the navigation area of SIMOTION
SCOUT (or STARTER) and right-click it to open the shortcut menu.

2. Under “Target system > Online access > Addresses: Modules”, you must
select an access address via which you want to go online
(see Figure 2-8).

Figure 2-8: Selecting the interface on the target device

Froperties - Prograrm (anline) @

General Addreszes: Module l

Back: 0 _|:|
Slot; 2 _|:|
Target Statian: O

~

Connection to target station

Type Address
192.168.2.1

IP 192.168.0.1

IP 1649.254.11.22

Cancel | Help ‘

NOTICE

As of STEP7 V5.5 SP3, the IP address (access address) selected here takes
precedence over the configuration in HW Config or NetPro. If the STONLINE
access is subsequently reactivated in NetPro, the IP address selected here
remains the access address and an online connection may potentially not
be established.

Note

As of SIMOTION SCOUT V4.3 SP1 HF12, the following message is also
displayed in the output window of the target system for improved transparency in
the event of a fault (if an access address is configured):

“No connection could be established. Access address used: <IP address>.”

How do | go online?
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Note As of SIMOTION SCOUT V4.3 SP1 HF12, the new “Delete Access Address”
function enables you to delete the access address. You can access this via the
shortcut menu > “Target device > Delete access address.”

Delete Access Address @

An access address is set, This address is always used For the connection
to the target device via Ethernet. In order ko use the IP address
configured on the target device, vou musk delete the access address,

Current access address: 192.165.2.1

Configured module IP address(es): 192.168.0.1

The deletion will be performed irrespective of the settings For the view of
the access address in STEP 7,

Zancel Help

Once you have deleted the access address, store and translate the project to
transfer the change. The online connection is then re-established in accordance
with the configuration in HW Config or NetPro.

2.4.2 ... DEVICE

As of SIMOTION SCOUT (or STARTER) V4.2, the DEVICE access point is
available as an alternative to the STONLINE access point. The DEVICE access
point offers the following benefits:

How do | go online?
Entry ID: 22016709,

Going online with separate projects simultaneously

An online connection cannot be established from a PG/PC with several target
devices simultaneously via the STONLINE access point if these devices are in
separate projects.

If an attempt is made to establish several online connections via the
S7ONLINE access point, the engineering system registers the fact that the
PG/PC interface to be used is already communicating and so another online
connection cannot be established.

However, if you use the alternative DEVICE access point, you can establish an
online connection to several target devices in different projects simultaneously.

Going online quickly and easily

The DEVICE access point enables you to establish an online connection with a
target device quickly and easily without having to adjust the configuration in
NetPro.

For example, if you want to connect the PG/PC to another interface on the
target device (from X150 to X127), you do not have to change the configuration
in NetPro in order to do so; you simply need to specify, for example, the
relevant IP address of the target device in the settings for the DEVICE access
point.

Please also note the following information.
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Note

Note

e Going online independently of the HW configuration and NetPro

If you want, for example, to establish an online connection via remote access
to modules that are located behind a router (e.g. SCALANCE S) that uses

the NAT router (Network Address Translation) function, you cannot generally
go online via the IP address that is configured in HW Config (NetPro).

The NAT router involves configuring an IP address conversion. In other words,
an “external” IP address is assigned to each “internal” IP address, whereby the
associated modules can only be accessed from outside via the “external” IP
address. For this reason, the STONLINE access point cannot be used. The
DEVICE access point must always be used. Here, you can define any IP
address to which you want to establish an online connection, that is, the
“external” IP address of the relevant module.

The DEVICE access point is also used to establish an online connection

to machine modules, which are often found in a machine network, but for which
there is only one SIMOTION or SINAMICS project.

In this case, only one or no IP address is configured in HW Config

(“Use different method to obtain IP address”), which means that an IP address
must be defined via the DEVICE access point to go online.

This also applies, for example, when establishing multiple connections of a
SIMOTION

I-Device to a superimposed 10 controller if the SIMOTION I-Device project
exists only once but is loaded to several machine modules. It is important to
note that only one online connection to a machine module can be established
at any one time.

It is possible to configure both access points for a target device and to go online
via these points alternately. This enables you to go online via SIMOTION
SCOUT (or STARTER) from different locations and via different interfaces, for
example:

e From the control room via the PN network on the X150 (S7ONLINE), or

e Locally directly on the controller in the machine shop via X127 (DEVICE)

In these cases, please ensure that the correct PG/PC interface has been
selected for both access points.

A disadvantage of the DEVICE access point is that it must be adjusted individually
for each device — hence the name DEVICE. The name DEVICE does not mean
that the PG/PC must be connected directly to the target system. With the DEVICE
access point, the PG/PC can also establish an online connection via a network.

If you want, for example, to establish a connection to SINAMICS G via USB, you
must always use the DEVICE access point.

How do | go online?
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...... manually adjusting the DEVICE access point
The DEVICE access point must be adjusted individually for each device in the
project.

1. For this purpose, select the relevant module and right-click it to open the
shortcut menu. Then select the “Properties” menu item.

2. On the “Device / access point” tab, you need to select the DEVICE access
point.

Figure 2-9: Selecting the DEVICE access point
Properties - D435 @

| General] Settings Device / access point | DEVICE addresses | Object address |

Drevice family: SIMOTION

Device: SIMOTION D

Device characteristic: 04352 DP/PN

Order ro.: BaL1 435-25D00-0440
Wergion: Wi.4

Option madule: Mo option module
SINAMICS: SINAMICS 5120 Integrated
SINAMICS wergion: Wa.7.0

Access point uzed

" STOMLINE[&SIR 488178 USB2.0 to Gigabit Etherne...] Set S7TOMLINE addresses

* DEVICE[ASIX £<88178 USB2.0 to Gigabit Ethernet 4...) Set DEVICE addresses

® . |f the accesz point iz changed, then implicitly the access points of the azsociated SINAMICS
"‘ll) Integrated and the azzociated O are alzo changed.

Cancel Help

You can open the settings for the DEVICE access point either via “Set DEVICE
addresses” or via the “DEVICE addresses” tab (see Figure 2-10).

How do | go online?
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Figure 2-10: Setting the DEVICE access point for a SIMOTION control

Properties - D435 @

I General] Settings] Device / access point  DEVICE addresses | Object address |

Interface set for DEVICE: A5 AXBET7E USBZ.0 to Gigabit Ethernet Adapter

Target dev. reachable

" Via rauter

Address of 15t router

| =]
|

Pleaze select the address to be used for each bype

Target device address

Type Interface Address

PROFIBLIS |4 %126 DP 4
3 %136 DPMPI 2

IP %427 PHxIE 169.234.11.22
{7 %130 PHxIE-MET | 19216821
A %150 PRl 192.168.0.1

QK | Cancel | Help

Select whether the target device can be accessed locally (i.e. on the same network
as the PG/PC) or via one gateway (via a router).

DEVICE access point without gateway
If you select “Local’, you must then select the corresponding interface on the target
device (e.g. X150) via which an online connection is to be established (see
Figure 2-10). It is essential that you specify the correct IP address of the target
device.

Note If the IP address of the target device is changed subsequently in the HW
configuration and then loaded to the target device, the setting of the DEVICE
access point must also be adjusted subsequently to establish an online
connection again.

It may also be useful to load the project without HW configuration.

How do | go online?
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DEVICE access point with gateway

Like the STONLINE access point, the DEVICE access point enables you to
establish an online connection to a target device via a routed connection. It is
important to note that only one gateway can be set.

A SINAMICS_Integrated drive has no direct connection to an interface of the
SIMOTION control. In other words, to establish an online connection to a
SINAMICS_Integrated, the SIMOTION control must route the online connection
from the PG/PC through to the SINAMICS _Integrated (S7 routing).

The following figure shows the settings for the DEVICE access point for
establishing an online connection to a SINAMICS _Integrated via Ethernet (or

TCP/IP).

Figure 2-11: Setting the DEVICE access point for a SINAMICS_Integrated drive

Properties - SINAMICS_ Integrated @
General | Diive unit # access point - DEYICE addresses | Object address |

Interface set for DEVICE: A5 B33 USB2.0 to Gigabit Ethernet Adapter
Target dev. reachable
" Lacal
(¢ ia router
Address of 1t router
Type |IF' j
Address [192.168.0.1

Target device address

57 subnet [D |DD‘IE . |nnm

Fleaze zelect the address to be uzed for each type

Type Interface | Address
PROFIBLS | Internal |

QK. | Cancel Help

In this example, the PG/PC is connected to an Ethernet interface of the SIMOTION

control with the IP address 192.168.0.1 (e.g. PROFINET network, X150).

Please ensure that you select the type “IP.” There is also the type “Ethernet”, which

requires the corresponding MAC address.

How do | go online?
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The SIMOTION control must now route the online connection from the PG/PC via

the Ethernet interface with the IP address 192.168.0.1 through the

PROFIBUS_Integrated to the SINAMICS_Integrated (DP address = 3) (S7 routing).

To establish a routed online connection via the DEVICE access point, you must

enter an

“S7 subnet ID” in the address settings.

For the SINAMICS_ Integrated, you obtain the “S7 subnet ID” in HW Config by
double-clicking PROFIBUS _Integrated > “Properties...” (see Figure 2-12).

Figure 2-12: S7 subnet ID

Properties - PROFIBUS (223w
General |
Narme: JPHDFIBUS Integrated
57 subnet [D: 0ME - (0008
Project path: |SIMEITIEIN\SIMDTIDN DADA3ENDP Integrated
Storage location —
of the project: |D:\S'm°t'°”
Authar: |
Date created: 02419/2074 03:58:42 Pr
Lagt modified: 03/10/2074 02:44.35 PM
Camment: L
Cancel Help

”
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...... automatic setting for all accessible nodes

Note

The settings for the DEVICE access point can also be determined automatically by
assigning the configured modules to an accessible node. The access data, such as
the IP address and the S7 routing information, is transferred automatically by the
accessible nodes.

This approach is useful if you want to establish an online connection to several
target devices via the DEVICE access point.

To use this function, a correct PG/PC interface must already have been set for

the DEVICE access point
(e.g. “<USB Ethernet Adapter>.TCPIP”, see Section 2.1).

1. Ensure that the DEVICE access point is selected for the desired modules via
the menu command “Target system > Select target devices...”

Figure 2-13: Setting the access point for all modules in the project

Target Device Selection @

Devices that go anline with "Connect to zelectad target devices'™

Target device Access paint
[+ D435 CISTONLINE (& DEVICE
[v  SINAMICS Irtegrated (@ [
[+ cu (CISTOMLINE (@ DEVICE
Select all | Deselect all AllSTOMLIME Al Device

Establish state |

Devices not supparted by SCOUT:

QK. | Cancel Help

2. Close the “Target Device Selection” window by choosing OK and then call up
%E' the “Accessible nodes” function in SIMOTION SCOUT (or STARTER).

3. Here, set the access point to “DEVICE (STARTER, SCOUT)” using the
“Access point” button (see Figure 2-14).

4. Update the accessible nodes again.
(See Figure 2-15).

How do | go online?
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Figure 2-14: DEVICE access point for establishing an online connection to the accessible
nodes

Set Access Point for Accessible Modes

Go online via: : : _ :
£ STOMLINE [STEF7] :
[ASIX 42XBE178 USBZ0 to Gigabit Etherr i
& DEVICE [STARTER, SCOUT) "
(RS A1 75 USB2,0 ko Gigabit Etherr B
7 -}

Cancel Help

Figure 2-15: Updating the accessible nodes

B4 Accessible nodes
- Drrive_unit_71 [address = 192.168.0.2, MameOfStation = cu.machine-1, type = SINAMICS 5120 CU310-2 PH V4.E)
%us node (address = 192.168.0.11, type = SCALANCE -200)
Device_1 [address = 192.168.0.1, Mame0fStation = d435-2 #1580 machine-1. type = D435-2'vV4.4]
= Buz node [address = 169.254.11.22, MameDfStation = prie, type = SIMOTION D]
w125 Bus node [address = 192.168.0.10, Mame0fStation = £7-317 .42, type = 57-300)

Extended zettings
Access point: DEVICE [STARTER. SCOUT) Access point

Interface parametenzation used: A5 488178 USBZ.0 to Gigabit Ethernet Adapter. TCPIP.1 PGA/PL...

IP address of the sought node: |

Do pou want to accept the selected dive units into the project?

| Select drive unitz | Update | Cloze | Help

5. Once you have updated the accessible nodes, choose the “Connect to
.;.ﬁ selected target devices” button.

6. The following window then appears, in which you must assign the accessible
nodes to the configured modules, whereby the DEVICE access point is set
automatically (see Figure 2-16).

How do | go online?
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Figure 2-16: Assignment of the configured modules to an accessible node

Al Azsigh Target Devices

Unaszigned devices

Azzigned devices

© Siemens AG 2014 All rights reserved

EI--% SIMOTION Target device in the praject Accessible nodes
=-8E D435 [ Dirive_unit_1 [address = 192.1...
cu D435 Device_1 [addresz = 192168,
SINAMICS_Inteqrated

B3 Accessible nodes
% Bus node [address = 169.254.11.22, Mamel

[a /e

{125 Bus node [address = 192.168.0.10, MameDf
125 Bus node [address = 192.168.0.11, wpe =5
Device_1 [address = 192.168.0.1, Hamedr5I
----- ﬂj. Drrive_unit_1 [addresz = 1592 168.0.2, MameC

Fl 10 F
Current preselection
Current project:
Acceszble nodes:
|_ Connect to agzigned devices | Cancel Help

For this purpose, select a configured module in the top left-hand window and the
corresponding accessible node in the network in the bottom left-hand
- \ window and assign them to each other by using the arrow button.

You can now establish an online connection to the target devices via the “Connect
to assigned devices” button.

If the configured modules in the top left-hand window are shown in gray, this is
due to one of the following:

Note
o The DEVICE access point was not set in the “Connect to selected target
devices” menu item.

e The device has already been assigned.

The relevant module can only be assigned if its type and firmware information is
also shown when searching the network via “Accessible nodes.” If this is not the
case, the PG/PC is not in the same subnet as the respective accessible node.

Note

How do | go online?

Entry ID: 22016709, V2.0, FAQ-01V80AC4, 03/2014 25



© Siemens AG 2014 All rights reserved

2 Establishing an online connection via Ethernet

2.5

“Accessible nodes” function

If you cannot now go online, you can use the “Accessible nodes” function to search
E@J the network on which the PG/PC is located. In this case, please note that

you can see the relevant module via “Accessible nodes” but you may not be
able to establish an online connection to it.

This is because the “Accessible nodes” function is based on the DCP (Discovery
and Configuration Protocol) telegram. In accordance with the OSI model, the DCP
telegram is a “layer-2” telegram based on MAC addresses. The PG/PC does not
have to be in the same subnet as the accessible node (IP address + subnet mask)
for this purpose.

Going online, on the other hand, works using the S7 protocol, which is based on
TCP/IP (“layer 4”) with Ethernet. For this, the PG/PC must be in the same subnet
as the corresponding target device (IP address + subnet mask).

Figure 2-17: “Accessible nodes” function

E Accessible nodes
: % Dirive_urit_1 [address = 192.168.0.2, MamelFStation = cumachine-1, type = SINAMICS 5120 CU310-2 PN WV4.E)

5 Buz node [address = 192,168,017, type = SCALANMCE »-200)
Device 1 [address = 192 168.0.1, Mame0fStation = d435-2 «150.machine-1, type = D435-2W4.4)
Bus node (address = 169.254.11.22, MameOfStation = prxie, type = SIMOTION D]
Buz node [address = 192.168.0.10, MameDiStation = 7-317.x2, type = 57-300)

Estended settings
Access point: DEYICE [STARTER, SCOUT) Access point

Interface parametenization used: A5 288178 USB2.0 to Gigabit Ethernet Adapter. TCPIP.1 PGAPC...

IP addresz of the sought node: |

Do you want to accept the selected dive units into the project?

| Select drive units | Update | Close | Help |

The following information is displayed for the accessible nodes in the network:
e |P addresses

e PROFINET device names and

e Device families (e.g. SIMOTION D)

The “Accessible nodes” function can therefore be used to check the IP address of
a module with which an online connection is to be established.

The exact device type (e.g. SIMOTION “D435-2") and the firmware version of a
module can only be determined if the PG/PC is in the same subnet as the
respective module. In Figure 2-17, the PG/PC is not in subnet 169.254 . xxx . xxx,
for example, and the SIMOTION D module with the IP address 169.254.11.22
cannot therefore be diagnosed.

How do | go online?
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Note

If you want to establish an online connection to a node that cannot be diagnosed
but is accessible, one of the following must be carried out:

e The online, active IP address of the node found must be adapted as necessary
(right-click the node > “Edit Ethernet Node...”).

e A corresponding IP address must be added to the Windows adapter settings,
either:
e manually as described in Section 2.2 or
o automatically as described below.

Several IP addresses can be defined for an Ethernet interface in the Windows
adapter settings.

If TCP/IP (Auto) was not selected in the PG/PC interface selection but “only”
TCPIIP, the following window (see Figure 2-18) appears as of SIMOTION SCOUT
(or STARTER) V4.2 if the network contains nodes in a subnet that is different from
the PG/PC.

The nodes from other subnets cannot be diagnosed and an online connection to
these modules cannot be established.

You can use this dialog to confirm that STEP?7 is to create a “virtual”
IP address in Windows. This creates the basic requirement for establishing an
online connection to the nodes found.

Figure 2-18: Confirmation of whether STEP7 should create a “virtual” IP address

-

Add IP addresses £ subnet masks @

.:o} Information on accessible nodes cannot be fully
- displayed

Al lzast one accessible node has been found in anather subnet than the subnet
af the lozal PGAPC interface. |f zeveral subnets exist, the local PG/PC interface
can only reach the nodes that are in the same subnet as the local PG/PC
interface itzelf.

Ir order to alzo be able to access further nodes, suitable free 1P addreszes can
be added to the local PGAPC interface.

Do you want bo add suitable free IP addreszses for the following 1P addresses /
subnet mazks ta the local PGAPC interface?

-169.254.11.22/255.255.0.0

Ma Help

However, if TCP/IP (Auto) was selected, the missing IP addresses are
automatically added “virtually” in Windows without this dialog as confirmation.
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NOTICE

The “virtual” IP address that was created is not shown.

The “virtual” IP addresses created by STEP7 remain active until the next
Windows restart and are not immediately apparent in the Windows adapter
settings.

You can check the “virtual” IP addresses created by STEP7 by entering
“ipconfig /all” in the command line window.

A “virtual” IP address that has been created bears the risk that it may
already exist in the network, which would result in considerable network
problems. It is not immediately apparent to the user that there may be a
conflict of IP addresses.

Note

If a node that has been found is displayed with the device type and firmware
version, an online connection to this target device can be established if:

e The access point (S7TONLINE or DEVICE) has been set correctly and

e The device type and firmware version match the corresponding configured
module

If only the configured and online active IP addresses of a module are different,
the DEVICE access point can also be used to establish an online connection.
This has the advantage that an IP address to which an online connection is to be
established can be defined independently of the HW configuration or NetPro.

Possible error cause when searching the network

If no modules are found when the network is searched using “Accessible nodes”,
the following information appears.

Figure 2-19: No accessible nodes found

Display accessible nodes (WALIL:1TY @

i | Mo further node found

Ma further active partner can be found via access point S7OMLIME

[STEF 7).

The same information could also appear with the DEVICE access point.

If this is the case, please check the adapter settings in Windows for the PG/PC
interface to establish whether PROFINET 10 RT-Protocol V2.0 has been installed
and selected. The checkbox must be selected (see Figure 2-20).

Open the Windows adapter settings via the Windows Start menu > “Control Panel
> Network and Sharing Center > Change Adapter Settings”.

Right-click the relevant Ethernet interface to open its properties.

How do | go online?
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Figure 2-20: Windows adapter settings

P

4 Local Area Connection 2 Properties @

Metworking | Sharing

Connect using:

l_-'." ASIEH AxB3173 USB2.0 ta Gigabit Ethernet Adapter

Thiz connection uzes the following items;

W Cliert for Microsoft Mebworks *
SQDS Packet Scheduler '
.@. File and Frinter Sharing for Microsoft Metwaorks
i SIMATIC Industnial Ethemet [150]

FS FROFIMET 10 RT-Frotocol ¥2.0
i |pternet Protocol Yersion B [TCPAPE]

m

v |pternet Protocol Yergsion 4 [TCPAPwd] -
1| 1] [ 3
[ Install... ] [ Uninztall ] Froperties

D escription

Siemens PROFIMET 10 RT-Protocol ¥2.0 [ether-tppe 1x8332)

ok ] [ Cancel

If this protocol is not listed, it needs to be installed subsequently.
1.
2.

For this purpose, choose the “Install” button.
In the dialog that then appears, select “Protocol”.

3. Then select “Siemens AG” and “PROFINET IO RT-Protocol V2.0” and confirm

the installation by choosing “OK” (see Figure 2-21).
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Figure 2-21: Installing “PROFINET 10 RT-Protocol V2.0”

Select Network Protocol @

Click. the Metwaork, Protocol that you want to install, then click 0K [F pou have
=== gn inztallation dizk for thiz feature, click Hawe Disk.

-

b anufacturer Metwork, Protocal:
bicrozoft FROFIMET 10 RT-Protoco
Siemens AG

iz dri i igi i I
Y This driver iz not digitally signed!

Tel me why driver zigning iz imporkant

[ Ok ][ Cancel ]

Note If no nodes are found when the network is searched via “Accessible nodes” even
though “PROFINET IO RT-Protocol V2.0” has been installed and activated, it
may help to deactivate and then reactivate the PG/PC interface used in

Windows.

When a “Virtual Machine (VM)” is being used, a restart should be carried out if
problems persist.
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3 Tips and tricks

Tips and tricks
... for creating a new SIMOTION project

When you add a new SIMOTION control into a project, the following window
appears if the project does not yet contain a PG/PC station.

Figure 3-1: Automatically creating and connecting a PG/PC station in NetPro

g =

Interface Selection - D435

Interface zelection for PGAPC connection:

Interface parametenzations in the PG/PC:

I15E2.0 to Gigahit Ethernet &dapter. TCPIP
IJSB2.0to Gigabit Ethernet Adapter, TCPIP.Auto. 1
000 M T Mebwark, Connection. TCPIP.1

000 #T Metwark, Connection. TCPIP.Auto. 1

k. | Cancel

In the dialog shown above, select the interface for the SIMOTION control (e.g.
X150) via which you want to establish an online connection and select the desired
PG/PC interface. Confirm your selection with “OK.”

A PG/PC station with a corresponding interface is then added automatically to
NetPro (e.g. an Ethernet interface connected to the onboard PN interface X150 of
the SIMOTION module).

However, the IP address for the PG/PC station is assigned automatically and
simply incremented independently of the IP address of the SIMOTION control (see
If you were to then add further devices (e.g. SINAMICS drive with PN interface),
they would then be assigned the next available IP address in the project by default
(e.9.192.168.0.3). If the IP address is previously changed by the PG/PC to
192.168.0.99, the next new device to be added would then be assigned the IP
address 192.168.0.100.

The IP address of the PG/PC station in NetPro is not essential for going online and
it serves only as a placeholder for the assignment of further IP addresses in HW
Config. Naturally, however, this should match the actual IP address in Windows.

Figure 3-2).
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If you were to then add further devices (e.g. SINAMICS drive with PN interface),
they would then be assigned the next available IP address in the project by default
(e.g.192.168.0.3). If the IP address is previously changed by the PG/PC to
192.168.0.99, the next new device to be added would then be assigned the IP
address 192.168.0.100.

The IP address of the PG/PC station in NetPro is not essential for going online and
it serves only as a placeholder for the assignment of further IP addresses in HW
Config. Naturally, however, this should match the actual IP address in Windows.

Figure 3-2: NetPro with automatically created PG/PC station

B NetPro - [SINAMICS (Network) -- D Sinamics] o a2 =]
%‘ENetwork Edit Insert PLC ‘“iew Options Window Help - |5 =
=E® g5 aln | £8 Byza 1 w2

1 -
N

|SIMOTION D SINAMICS
By 0965 (OF [DPAFI (DR FHxIE (PRI | FRAIE m Integrated
E : VIntegr |-NET : |

| |
| |
| ' H \ated | |
H= | .. = . |
| e . Interface
| |
| |
| |

Type: Industrial Ethernet

IP address: 192 168.0.1
Subnet mask: 265.265.255.0
FROFIELS I MAC address: -

m

T Ethemnet ) T T T T
Industrial Ethernet A

[
o]t

Interface

Type: Industrial Ethernet

IP address: 192 168.0.2

Subnet mask: 255255 2650
MAC address: 08-00-068-01-00-01

Ready A5 AXEE1TE USE2.0 to Gigabit Ethernet &dapter, TCPIP.1

Note The IP addresses 192.168.215.240t0192.168.215. 255 are reserved for
internal communication in the SIMOTION D4x5-2 (subnet mask
255.255.255.240).

When configuring the Ethernet interfaces (X127, X120, and X130), it must be
ensured that they are present in other subnets.

Tip: Selecting “No interconnection”

Select no interface on the SIMOTION control in Figure 3-1 (“No interconnection”).
As a result, a PG/PC station is also created in NetPro, although without an
interface. You can also add these manually at a later point in time, as described in
Section 2.4.1.
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This has the advantage that all further new 10 devices that are created
(e.g. SINAMICS drives, ET 200 stations, etc.) are successively assigned an IP
address independently of the IP address of the SIMOTION control.

Configure all IO devices in HW Config first, and only then should you configure the

PG/PC station with the corresponding IP address and assigned PG/PC interface,
as described in Section 2.4.1.

3.2 ... for the first download to a SIMOTION control

Tip: Loading to the file system via SIMOTION SCOUT

When commissioning for the first time, it is recommended to load a SIMOTION
project (incl. HW configuration) via card reader to the corresponding SIMOTION
memory card (right-click on the relevant SIMOTION control > “Load to file system...
> Save normally” > enter drive letter of the SIMOTION memory card).

The advantage of this is that the SIMOTION control then has the correct
IP address for going online.

Tip: Loading from HW Config

Alternatively, the first download is to be carried out from HW Config. The
accessible nodes are shown here via the “Display” button. The relevant target
device can simply be selected. If it does not yet have an IP address (e.g. 0.0.0.0
in the delivery state), a dialog appears via which the target device can be assigned
a temporary IP address for download purposes.

Figure 3-3: Downloading from HW Config

Select Mode Address @

Ower wahich station addrezs iz the programming device connected to the module D4357

Rack: 1] _IZI
Slat: 2 _|:|
Target Station: {+
~

Enter connection to target station;

IP address MAC address Module type | Station name | Module nar
|ICEETTNE | 00-1F-F8-08-18-CC  CPU435-2

4 T 3
Accessible Nodes

192.168.0.1 00-1F-Fe-09-18-CC CPL435-2

169.254.11.22 00-1F-F&8-09-18-CB SIMOTION D prixie

192.168.0.10 00-0E-8C-B2-B3-ED 57-300 772

Fi m I

Update
Cancel Help
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Note If the active IP address of the target device is known and the PG/PC is in the
same subnet, the active IP address of the target device can also simply be
entered in the window shown above (highlighted in blue) without having to
search the network beforehand.

3.3 ... for an online connection through a firewall

For establishing an online connection via TCP/IP (or UDP), predefined ports are
used. It must be ensured that the relevant ports are activated (open) along the
entire line of communication from the PG/PC to the target device in all routers
and/or firewalls that are involved.

The ports and services that you need to activate to establish a (routed) online
connection to a SIMOTION control or SINAMICS drive are outlined below.

Ports for a direct online connection via Ethernet

e SIMOTIONC,D,P
- ICMP request (ping)
- TCP port 102 (S7 communication)
-  TCP port 5188

e SINAMICS S, G (except G120 FW V4.3.2 .. V4.6)
- ICMP request (ping)
- TCP port 102 (S7 communication)

e SINAMICS G120 FW V4.3.2 .. V4.6
- ICMP request (ping)
- UDP port 34964 (PROFINET-CM protocol)
- UDP ports 49152 to 65535 (free, dynamic ports)

Ports for a routed online connection (e.g. from Ethernet to PROFIBUS)

e SINAMICS S, G (incl. G120 FW V4.3.2 .. V4.6)
- ICMP request (ping)
- TCP port 102 (S7 communication)

Note The following must be observed for an online connection via Ethernet:

The UDP port via which the online connection to a SINAMICS G120 drive FW
V4.3.2 .. V4.6 is ultimately established is negotiated dynamically beforehand
using the PROFINET CM protocol between the PG/PC and the drive is within the
range of free, dynamic ports (49152-65535).

Therefore, it is essential that either this range is activated along the entire line of
communication or the routers involved are able to identify the negotiated port
and activate it dynamically at runtime.
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Note

3.4

The following link provides a list of further ports that are used for special services

with SIMOTION controls:
http://support.automation.siemens.com/WW/view/de/35680316

For additional information on this topic, refer to:
http://support.automation.siemens.com/WW/view/de/8970169

... for going online without an existing project

Tip: Loading project archive via “Accessible nodes”

If a SIMOTION project was stored as a ZIP archive on the SIMOTION memory
card, you can upload it from there using the “Accessible nodes” function.

Figure 3-4: Loading project archive via “Accessible nodes”

B3 Accessible nodes
Drive_unit_1 [address = 192.168.0.2, NamefStation = cu.machine-1, type = SINAMICS 5120 CU310-2 PN V4.6)
-J22 Buz node [address = 192168.0.11, type = SCALAMNCE =-200)
-8 Device 1 [address = 192.168.0.1, Mame0fStation = d435-2.x150.machine-1, type = D435-2%/4.4]
-3 Files on card
i SY5LOG.000 (32768 Bytes)
- ADDOMLOG.THT (43063 Bytes)
-9 TASKTRACE [di]
- CHAMCOMF.LOG (9581 Bytes)
-1 S¥SLOG.001 (32768 Bytes)

il PROJECT . zip (9370

e [j INFO.THT [192 Bytes Load file from card ..,
E-3 D Integrated [PCI] [57-3 Load file from card and dearchive project ...
F-gg PH-10 150 [57-5ubnet e —ereeeery

-J25 Buz node [address = 169.254.11.22, NameOf5Station = pnsie, ype = SIMOTIOMN D]
=L Bus node [address = 192.168.0.10, MameOfStation = 731742, type = 57-300)

Extended zettings
Access point: DEYICE [STARTER, SCOUT) Access point

IP address of the sought node: |

Do you want to accept the selected drive units into the project?

| Select drive unitz | Update | Cloze | Help

Interface parametenzation used: A51F AXB8178 USB2.0to Gigabit Ethernet Adapter, TCPIP. 1 PG/PC...

To do so, open the SIMOTION control device tree. If a project was stored on the

memory card, it is located in the “Files on card” folder (“PROJECT .zip”).

By right-clicking “PROJECT .zip” > “Load file from card...”, you can upload the
project from the memory card and de-archive it.
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Note

3.5

If a project archive was not stored on the SIMOTION memory card, you may be
able to load the project data to the PG/PC.
1. To do so, create a new SIMOTION SCOUT project.

2. Add a new SIMOTION control to the project in accordance with the existing
device type and firmware version.

3. Next, establish an online connection to the module as described in Section 2.

4. Then load the project data from the SIMOTION control to the PG/PC using
the “Load to PG” function.

Additional data (e.g. ST source file) of a project can only be loaded to the PG/PC

if the project was previously loaded explicitly to the target device using the “Store

additional data on the target device” option.

... for reading SIMOTION diagnostic data

Tip: Reading diagnostic data via “Accessible nodes”

By right-clicking the relevant SIMOTION control in the “Accessible nodes” window,
you can view information such as the device diagnostics.

Figure 3-5: Reading diagnostic data via “Accessible nodes”

E-43 Accessible nodes
Drive_unit_1 [address = 132.168.0.2, Mame0fStation = cu.machine-1, type = SINAMICS 5120 CU310-2 PN Y4.6)
5 Bus node [address = 192.168.0.11, type = SCALAMCE +-200)
Device_1 [address = 152.168.0.1, Mame0fStation = d435-2.8150. machine-1, type = D435-2 W4 4]
% Bus node [address = 163.254.11.22, NameOfStation = priie, type = SIMOTION Device diagnostics
w120 Bug node [address = 192.168.0.10, NameDfStation = £7-317.+2, type = 57-300)

Operating mode..,

Licenses
Edit Ethernet nade...
Extended zettings Flashing
Access point: DEWICE [STARTER, SCOUT) EECETE PO
Interface parametenzation used: A51F AXB8178 USB2.0to Gigabit Ethernet Adapter, TCPIP.1 PG/PC...
IP address of the sought node: |
Do you want to accept the selected drive units into the project?
| Select drive units | Update | Close Help

Tip: Reading diagnostic data via the SIMOTION web server

Note

As of SIMOTION V4.1, you can also access the control via the web server and
read the diagnostic information in this way.

Please note that, as of SIMOTION V4.4, the previous standard login
(simotion:simotion) is no longer supported. As soon as a project has been
transferred to the control, user administration rights are required to access the
extended diagnostic pages.
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3.6

Figure 3-6: Reading diagnostic data via the SIMOTION web server

(B3 Ech =
Q‘f-_l‘_ﬂ @ hitpu/102.1680.0in O - B C H & SMOTION D435 ‘ | {1} 57 fc}
SlEMENS Simotion D435-2 Watch Overview Copy Link
Security Level- normal -
Username .
Messages & Logs - Diag buffer ()
Password L
e Diag buffer | Diag buffer drive | Alarms | Alarms drive | Alarm buffer | Syslog | Itdiag log | Update log | Userlog
> Dovice Inko [[] Show Hex Values
Nr  Time Date Event
» Diagnostics 1 11:02:34.033 14.03.14 One or more runtime software licenses missing ()
2 10:02:34.033 14.03.14 One or more runtime software licenses missing
¥ Messanoaitdos 3 09:02:42.942 14.03.14 PROFIBUS DP 3: Station retum, node 3
~ 4 09:02:42772 14.03.14 Module OK
R HeChE L Eew 5  09:0237572 140314 PROFINET 0" station refum but disruptedfin maintenance
» Manage Config 6 09:02:37.542 14.03.14 Module OK v}
7 09:02:37 532 14.03.14 PROFINET 10 station return
» Settings
Files
»User’s Area

... for comparing online and offline projects

If inconsistencies in the project navigator between an offline and an online project
. are shown after the online connection has been established, you can

determine them via a project or object comparison (as of SIMOTION SCOUT

V4.2) and debug them by means of an upload or download.

An object-granular comparison using the project comparison and an upload of the
complete device is possible if the “Store supplementary data on the target device”

option was previously selected for the download.

Figure 3-7: Object comparison

A Status B
= @@ SIMOTION_1
ﬂ E xecution system
&= 1/0
E— Global device variables
HWw Konhig [Zeitstempebrengleich)
H'w' Config (150 and system interface]
Device settings
System vanables
T0 interconmnections
HMI relevant dats
+ ] AXES
+ ] CAMS
- ] PROGRAMS
- @ ST_D W
M Scurce code (]
M Complation resul €3
P HMI relevant data 3
By ST 1

5 & & &
000005000
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4

Establishing an online connection via
PROFIBUS

Table 4-1
No. Action
1. Open the PG/PC interface settings in SIMOTION SCOUT via the menu “Options -> Set PG/PC

Interface.” 5
I - vc/oceriace |
Here, select the access point via
which you want to establish an Acocess Path | LLOP |
online connection: . Bt of the Aol
COEEE FOnt O e ICation;
e S70NLINE (standard route) or ~ £
. DEVICE  [STARTER.SCOUT] - CPREVII[PROFIBUS) ;!
o DEVICE (alternative access
. <odd/Delete:
point) CP L2 1:
Here. define the desired PG/PC DEVICE _ [STARTER. SCOUT] > CPS711[PROFIBLIS)
; ,, Fw/L_LOAD
interface “CPSxxx" (PROFIBUS) for MFI~ [WinCC] > CP5711[PROFIELS)
the desired access point. STOMLIME  [STEP 7] -—» CPSF11[PROFIEUS)
"HEI CP57 1T (Buite) =] LRgIosTEs:
B CP5711(FwiL) -
B CPS711[MPI) LOpY. |
HRP_S;H1.[|fF.|DF|BL|S]_<f«.ctiyfa_>_ > Belete |
4 I I [ 2
[Uzer pararmeter azsighment af your
communications proceszor CPE71T for a
PROFIBUS Matwark)
Interfaces
’7 Add/Remove: Select... | ‘
Cancel | Help |

Option (Auto)

If you select an interface with automatic identification of the bus parameters (e.g. CP5611(Auto)),
you can connect the PG to PROFIBUS (or MPI) without having to set the bus parameters.
However, transfer rates of less than 187.5 kBit/sec can result in waiting times of up to a minute.
Prerequisite for automatic identification is that a master that distributes the cyclic bus parameters is
connected to the bus. With PROFIBUS subnets, the cyclic distribution of bus parameters must not
be switched off (predefined PROFIBUS network setting).

If you select an interface without automatic identification of the bus parameters, open the
properties and adjust them to the subnet (see next step).
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No.

Action

2. Then open the properties for the PROF

rate used in the network and
confirm the settings by choosing
the “OK” button.

Here, set the PROFIBUS baud PTUPETTIE i PROTIED Ay

IBUS PG/PC interface by choosing the “Settings” button.

PROFIBUS |

~ Station Parameters
[ PGAPC is the only master on the bus

Address: 0 =
¥ Check address

Timeout: 13 -

~ Metwork Parameters
Transmizsion A ate:

Highest Station Address: 126 E
Prafile:
Standaid
Universal (DP/FMS)
User-Defined

Bus Parameters... I

Metwark Canfiguraticn

I Inelude netwerk configuration below

Master [T =] Slves [0 =

ok | Defaur | Cancel |  Hep |

3. Then test the PROFIBUS PG/PC
interface by choosing the “Diagnostics”
button.

Check whether all configured, and also
connected nodes, are displayed as bus
nodes.

If the test is terminated with an error
message, check each of the following:

e Plugs
e Terminating resistors
e Baud rate setting

You have now satisfied the PG/PC
requirements to establish an online con

SIMATIC NET diagnostics - CP5512{PROFIBLIS) X|

FROFIBUS/MPI Netwark Disgnostics | Hardware |
Status/Network Diagnostics

Test | |DK ﬂ
Station addiess: |_

Bus parameters:

— Bus Nodes
012345 1011121314151617 1819

57839
o VEEVEEEEEEEEE EEEEEEE
N RN E R EEEEEEE
A REEEEEEEEEEEE NN
A0 = = = E L EEE ] EE R
B T [ I T T W W Y T A O T T T T
o 0 T 1 [ T 1 T 1 T T T T i T T T T T T
20 o 1 e e rkey———
[ Station passive

¥ Station active

[¥ Station active ready

oK | Cancel | Hep

nection via PROFIBUS.
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No.

Action

To configure the access point for PROFIBUS, please proceed as described in Section 2.4.

Naturally, a PROFIBUS interface “CP5xxx” is used as a PG/PC interface and
a PROFIBUS address is always used as an access address.

When you establish an online connection via PROFIBUS, please ensure that you
observe the following points:

e Terminating resistors

- These may be switched on only at the ends of a PROFIBUS line. However,
the PG/PC must then not be attached here for going online.

- If the terminating resistors are placed in the middle of a PROFIBUS line,
the following nodes will be separated from the bus.

- Bus failures will result if the terminating resistors are not switched on. Such
failures can occur sporadically and are dependent on the line length and
the baud rate setting.

e Only lines and plugs that are suitable for PROFIBUS may be used.

e Check the wiring (A and B lines can be interchanged in the plug).

e The PROFIBUS line shielding must be connected to all plugs throughout.
e All nodes in the network must support the required baud rate.

¢ A PROFIBUS address must not exist more than once in the network.

e If only passive nodes exist in the network, the “PG/PC is the only master on the
bus” checkbox must be selected on the PG/PC.

e If there is an active node in the network, the “PG/PC is the only master on the
bus” checkbox does not have to be selected on the PG/PC.
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5 Addresses for the factory setting

Table 5-1
Device type Interface Factory setting

SIMOTION C240 X8 DP1 PROFIBUS address 2, baud rate 1.5 Mbit/s
X9 DP2/MPI PROFIBUS address 2, baud rate 1.5 Mbit/s
X7 IP address: 169.254.11.22
(Ethernet) Subnet mask: 255.255.0.0

SIMOTION C240 PN only X11 PN IP address: 0.0.0.0
(PROFINET 10) Subnet mask: 0.0.0.0

SIMOTION P350(-x) X101 DP1 PROFIBUS address 2, baud rate 1.5 Mbit/s

X102 DP2/MPI

Ethernet 1

Ethernet 2

PROFIBUS address 2, baud rate 1.5 Mbit/s

Windows:
IP address obtained automatically (DHCP)

SIMOTION runtime:
IP address: 169.254.11.22
Subnet mask: 255.255.0.0

Windows:
IP address: 192.168.214.241
Subnet mask: 255.255.255.0

SIMOTION runtime:
IP address: 192.168.214.1
Subnet mask: 255.255.255.0

SIMOTION P320(-x)

Ethernet 1

Windows:
IP address: 169.254.11.21
Subnet mask: 255.255.0.0

SIMOTION runtime:
IP address: 169.254.11.22
Subnet mask: 255.255.0.0

SIMOTION D4x5

X126 DP1
X136 DP2/MPI

X120 IE1/OP
(Ethernet)

X130 IE2/NET
(Ethernet)

X1400 CBE30
(PROFINET I0)

PROFIBUS address 2, baud rate 1.5 Mbit/s
PROFIBUS address 2, baud rate 1.5 Mbit/s

IP address: 192.168.214.1
Subnet mask: 255.255.255.0

IP address: 169.254.11.22
Subnet mask: 255.255.0.0

IP address: 0.0.0.0
Subnet mask: 0.0.0.0

SIMOTION D410 DP

X21 BUS

PROFIBUS address 2, baud rate 1.5 Mbit/s

SIMOTION D410 PN

X200 (und X201)
(PROFINET I0)

IP address: 0.0.0.0
Subnet mask: 0.0.0.0

SIMOTION D410-2 DP

X21 DP/MPI
X24 DP

X127 PN/IE
(Ethernet)

PROFIBUS address 2, baud rate 1.5 Mbit/s
PROFIBUS address 2, baud rate 1.5 Mbit/s

IP address: 169.254.11.22
Subnet mask: 255.255.0.0
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X120 PN/IE-OP
(Ethernet)

X130 PN/IE-NET

Device type Interface Factory setting

SIMOTION D410-2 DP/PN | X21 DP/MPI PROFIBUS address 2, baud rate 1.5 Mbit/s
X127 PN/IE IP address: 169.254.11.22
(Ethernet) Subnet mask: 255.255.0.0
X150 PN IP address: 0.0.0.0
(PROFINET 10) Subnet mask: 0.0.0.0

SIMOTION D4x5-2 DP X126 DP PROFIBUS address 2, baud rate 1.5 Mbit/s
X136 DP/MPI PROFIBUS address 2, baud rate 1.5 Mbit/s
X127 PN/IE IP address: 169.254.11.22
(Ethernet) Subnet mask: 255.255.0.0

IP address: 0.0.0.0
Subnet mask: 0.0.0.0

IP address: 0.0.0.0

X127 PN/IE (Ethernet)

X130 PN/IE-NET
(Ethernet)

X150 PN
(PROFINET I0)

X1400 CBE30-2
(PROFINET I0)

(Ethernet) Subnet mask: 0.0.0.0
SIMOTION D4x5-2 DP/PN | X126 DP PROFIBUS address 2, baud rate 1.5 Mbit/s
X136 DP/MPI PROFIBUS address 2, baud rate 1.5 Mbit/s

IP address: 169.254.11.22
Subnet mask: 255.255.0.0

IP address: 0.0.0.0
Subnet mask: 0.0.0.0

IP address: 0.0.0.0
Subnet mask: 0.0.0.0

IP address: 0.0.0.0
Subnet mask: 0.0.0.0

Note With a SIMOTION D4x5 control, the Ethernet interfaces (except for CBE-30)
have default IP addresses in the delivery state. These addresses are also
offered as default IP addresses in the HW configuration.

With a SIMOTION D410-2 or D4x5-2 control, only the Ethernet interface
X127 has a default IP address in the delivery state.
The other Ethernet or PROFINET interfaces obtain their IP addresses by

downloading the HW configuration.
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Siemens AG

Industry Sector

| DT MC PMA APC

Frauenauracher Strale 80

D - 91056 Erlangen

Germany

mailto: profinet.team.motioncontrol.i-dt@siemens.com
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