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Legal information

Use of application examples
Application examples illustrate the solution of automation tasks through an interaction of several
components in the form of text, graphics and/or software modules. The application examples are
a free service by Siemens AG and/or a subsidiary of Siemens AG ("Siemens"). They are
non-binding and make no claim to completeness or functionality regarding configuration and
equipment. The application examples merely offer help with typical tasks; they do not constitute
customer-specific solutions. You yourself are responsible for the proper and safe operation of the
products in accordance with applicable regulations and must also check the function of the
respective application example and customize it for your system.
Siemens grants you the non-exclusive, non-sublicensable and non-transferable right to have the
application examples used by technically trained personnel. Any change to the application
examples is your responsibility. Sharing the application examples with third parties or copying the
application examples or excerpts thereof is permitted only in combination with your own products.
The application examples are not required to undergo the customary tests and quality inspections
of a chargeable product; they may have functional and performance defects as well as errors. It is
your responsibility to use them in such a manner that any malfunctions that may occur do not
result in property damage or injury to persons.

Disclaimer of liability
Siemens shall not assume any liability, for any legal reason whatsoever, including, without
limitation, liability for the usability, availability, completeness and freedom from defects of the
application examples as well as for related information, configuration and performance data and
any damage caused thereby. This shall not apply in cases of mandatory liability, for example
under the German Product Liability Act, or in cases of intent, gross negligence, or culpable loss of
life, bodily injury or damage to health, non-compliance with a guarantee, fraudulent
non-disclosure of a defect, or culpable breach of material contractual obligations. Claims for
damages arising from a breach of material contractual obligations shall however be limited to the
foreseeable damage typical of the type of agreement, unless liability arises from intent or gross
negligence or is based on loss of life, bodily injury or damage to health. The foregoing provisions
do not imply any change in the burden of proof to your detriment. You shall indemnify Siemens
against existing or future claims of third parties in this connection except where Siemens is
mandatorily liable.
By using the application examples you acknowledge that Siemens cannot be held liable for any
damage beyond the liability provisions described.

Other information
Siemens reserves the right to make changes to the application examples at any time without
notice. In case of discrepancies between the suggestions in the application examples and other
Siemens publications such as catalogs, the content of the other documentation shall have
precedence.
The Siemens terms of use (https://support.industry.siemens.com) shall also apply.

Security information
Siemens provides products and solutions with Industrial Security functions that support the secure
operation of plants, systems, machines and networks.
In order to protect plants, systems, machines and networks against cyber threats, it is necessary
to implement — and continuously maintain — a holistic, state-of-the-art industrial security concept.
Siemens’ products and solutions constitute one element of such a concept.
Customers are responsible for preventing unauthorized access to their plants, systems, machines
and networks. Such systems, machines and components should only be connected to an
enterprise network or the Internet if and to the extent such a connection is necessary and only
when appropriate security measures (e.g. firewalls and/or network segmentation) are in place.
For additional information on industrial security measures that may be implemented, please visit
https://www.siemens.com/industrialsecurity.
Siemens’ products and solutions undergo continuous development to make them more secure.
Siemens strongly recommends that product updates are applied as soon as they are available
and that the latest product versions are used. Use of product versions that are no longer
supported, and failure to apply the latest updates may increase customer’s exposure to cyber
threats.
To stay informed about product updates, subscribe to the Siemens Industrial Security RSS Feed
at: https://www.siemens.com/industrialsecurity .
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1.1

1.2

1.3

Introduction

Overview

The TCON block is used for programmed connections when establishing a
connection via Open User Communication (OUC). However, this does not provide
the option of an alternative connection path in the event of a connection fault.

LComRed blocks expand functionality of the TCON blocks with monitoring and
automatic connection switchover for up to four lower-level connections.

Principle of operation

Die LComRed blocks search for an active connection from the available connection
parameters. A test connection is additionally established between both
communication partners for fast connection diagnostics and monitored by means of
test telegrams. If the monitoring determines a connection fault, the test connection
and active connection are disconnected and a search is initiated for a new active
connection.

Components used

This application example consists of the following libraries:

Table 1-1
Component File name Note
LComRed Library for TIA Portal LComRed_Library
V15.1
LComRed Classic for STEP 7 LComRedClassic
= Version 5.5

The LComRed_Library library comprises the following standardized blocks. The
specified PLC data types are used internally in the function blocks and copied
automatically to the PLC program as required by inserting one of the LComRed
blocks.

Table 1-2
Component Type Note
LComRed_ISOonTCP Function block
LComRed_TCP Function block
LComRed_ISOonTCP_Classic Function block
LComRed_typeTConHandlingRFC PLC data type Internal data type
LComRed_typeTConHandlingv4 PLC data type Internal data type
LComRed_typeTConRedTestTelegramm | PLC data type Internal data type
LComRed_typeTDisconHandling PLC data type Internal data type
LComRed_typeTRcvHandling PLC data type Internal data type
LComRed_typeTSendHandling PLC data type Internal data type

The LComRed_Library library can be used in the TIA Portal V15.1 with the
following hardware or the following hardware families:

Redundant Open User Communication
Entry ID: 109763719, V1.1, 08/2019 4
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Table 1-3
Component Article number Version Note
S7-1200 6ES7 21.-.....-.... 242
S7-1500 6ES7 51.-.....-.... 225
S7-1517H 6ES7 517-3HP00-0ABO 226
S7-1515R 6ES7 515-2RM00-0ABO | 22.6
S7-1513R 6ES7 513-1RL0O0-0ABO =26
S7-300 6ES7 31.-.....-0ABO >3.2
S7-400 6ES7 41.-.....-0ABO =26.0

The STEP 7 Library LComRedClassic contains the following block:

Table 1-4
Component Type Note
LComRed_ISOonTCP Function block

The STEP 7 Library LComRedClassic can be used on the following hardware or
the following hardware families:

Table 1-5
Component Article number Version Note
S7-300 6ES7 31.-.....-0ABO | 23.2
S7-400 6ES7 41.-.....-0ABO | 26.0

Redundant Open User Communication
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2 Engineering

2.1 Interface description

Select parameters of the TCON Connect interface were summarized to reduce the
time and effort required for parameterization of the LComRed blocks. Definition of

an individual Connect data record for each of the maximum four connections is not
necessary. With the exception of the communication partner's IPs and the HW_IDs
of the local communication interfaces, the remaining values are based on one start
value or are determined on this basis.

This simplified operation, however, cannot be not fully utilized for communication
between S7-300/400 and S7-1200/1500 for the LComRed Classic blocks. The
Connect data record on the side of the S7-300/400 controller family includes
information regarding the interface to be used and its position, thus preventing a
generation based on start values.

211 LComRed_ISOonTCP (S7-1200/1500)
Figure 2-1
"LComRed _
|1SOonTCP_DB"

.. —EN

8152 = anable

interfacelds

remotelPs

connld

localTSelector

remoteTSelector

"LComRed_ISOonTCP"

16#0

activeConnld

connectionValid = fz/

LN

e

error — fal

/ — connectionCount se
false == activeEstablished status 16#0
1#500M5 — testinterval ENO —
Inputs of the LComRed_ISOonTCP
Table 2-1
Input Type Start Note
value
enable Bool False Activates the connection establishment and
monitoring
interfacelds Array[1..4] | - Hardware IDs of the local interfaces
of
HW_ANY
remotelPs Array[1..4] | - IP addresses of the partner endpoint
of IP_V4

Redundant Open User Communication
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Input Type Start Note
value

connld Ulint 1 Start value for connection reference

localTSelector TSelector | - TSelector start value of the local connection
partner

remoteTSelector | TSelector | - TSelector start value of the removed
connection partner

connectionCount | Ulnt 2 Number of connection paths (min = 2, max =
4)

activeEstablished | Bool False ID for type of connection establishment

e FALSE: Passive connection
establishment

e TRUE: Active connection
establishment

testinterval Time T#500ms | Test telegram cycle

Outputs of the LComRed_ISOonTCP

Table 2-2
Output Type Note
activeConnid CONN_OuUC Referen_ce to the active communication
connection
connectionValid Bool Status of the active communication connection
status Word Status of the instruction
error Bool Error status, refer to status for cause

Redundant Open User Communication
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2 Engineering

2.1.2 LComRed_TCP
Figure 2-2
“InstL.ComRed_TCP"
"LComRed_TCP"
= EN
false == gnable
interfacelds
remotelPs
connlid activeConnld 16#0
2000 — port connectionValid — false
2 — connectionCount error — false
false = activeEstablished status — 16#0
1% 500MS — testinterval ENO —
Inputs of the LComRed_TCP
Table 2-3
Input Type Start Note
value
enable Bool False Activates the connection establishment and
monitoring
interfacelds Array[1..4] | - Hardware IDs of the local interfaces
I(z|fvv_ANY
remotelPs Array[1..4] | - IP addresses of the partner endpoint
of IP_Vv4
connld Uint 1 Start value for connection reference
port Ulint 2000 Start value port address of the passive
connection partner
connectionCount Ulint 2 N)umber of connection paths (min = 2, max =
4
activeEstablished | Bool False ID for type of connection establishment
e FALSE: Passive connection
establishment
e TRUE: Active connection
establishment
testinterval Time T#500ms | Test telegram cycle
Outputs of the LComRed_TCP
Table 2-4
Output Type Note
activeConnld CONN_OUC | Reference to the active communication connection
connectionValid Bool Status of the active communication connection
status Word Status of the instruction
error Bool Error status, refer to status for cause

Redundant Open User Communication
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2.1.3

Figure 2-3

2

LComRed_ISOonTCP_Classic (S7-1200/1500)

"LComRed_

1SOonTCP_Classic_

DBII

"LComRed_ISOonTCP_Classic"

interfacelds
remotelPs
connld

localTSelector

remoteTSelector

connectionValid =12

activeConnld 6# O

error = false

connectionCount
lalse = activeEstablished status — 16%0
1#500MS — testinterval ENO —
Inputs of the LComRed_ISOonTCP_Classic
Table 2-5
Input Type Start value Note
enable Bool False Activates the connection
establishment and
monitoring
interfacelds Array[1..4] of - Hardware IDs of the local
HW_ANY interfaces
remotelPs Array[1..4] of - IP addresses of the partner
IP_V4 endpoint
connld Ulnt 1 Start value for connection
reference
localTSelector Array[1..4] of - TSelectors of the local
TSelector connection partner
remoteTSelector Array[1..4] of - TSelectors of the remote
TSelector connection partner
connectionCount Ulnt 2 Number of connection paths
(min =2, max = 4)
activeEstablished Bool False ID for type of connection
establishment
e FALSE: Passive
connection
establishment
TRUE: Active connection
establishment
testinterval Time T#500ms Test telegram cycle

Redundant Open User Communication
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2 Engineering

Outputs of the LComRed_ISOonTCP_Classic

Table 2-6
Output Type Note
activeConnlid CONN_OUC | Reference to the active communication
connection
connectionValid Bool Status of the active communication connection
error Bool Error status, refer to status for cause
status Word Status of the instruction

Redundant Open User Communication
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localTSelectorlLen
gth

localTSelector

remoteTSelectorl

214 LComRed_ISOonTCP (S7-300/400)
Figure 2-4
“instLComRed_
ISOonTCP"
“LComRed_ISOonTCP"
= EN
|se = enable
interfacelds
remotelPs
connld

ength
remoteTSelector
nextStaddrlLen activeConnld
nextStaddr connectionValid =1
connectionCount error = (alse
Ise = activeEstablished status
testinterval ENO =—
Inputs of the LComRed_ISOonTCP
Table 2-6
Input Type Start value Note
enable Bool False Activates the connection
establishment and
monitoring
interfacelds Array[1..4] of | - Corresponds to the
byte local_device_id of the
TCON
remotelPs Array[1..4, - IP addresses of the partner
1..4] of byte endpoint
connld Int 1 Start value for connection
reference
localTSelectorLength Array[1..4] of | - Length of the TSelectors of
byte the local connection partner
localTSelector Array[1..4, TSelectors of the local

1..16] of byte

connection partner

remoteTSelectorLength

Array[1..4] of
byte

Length of the TSelectors of
the remote connection
partner

remoteTSelector

Array[1..4,
1..16] of byte

TSelectors of the remote
connection partner

nextStaddrLen Array[1..4] of Length of the nextStaddrLen
byte parameter
nextStaddr Array[1..4, Rack and slot for the

Redundant Open User Communication
Entry ID: 109763719, V1.1, 08/2019

11



© Siemens AG 2019 All rights reserved

2 Engineering

2.2

221

Table 2-8

Input Type Start value Note
1..6] of byte communications interface

connectionCount Int 2 Number of connection paths
(min =2, max = 4)

activeEstablished Bool False ID for type of connection
establishment

e FALSE: Passive
connection
establishment

TRUE: Active connection
establishment

testinterval Time T#500ms Test telegram cycle

Outputs of the LComRed_ISOonTCP
Table 2-7
Output Type Note
activeConnld Word Reference to the active communication
connection

connectionValid Bool Status of the active communication connection

error Bool Error status, refer to status for cause

status Word Status of the instruction

Integration in the user project

LComRed_Library

The LComRed blocks of the LComRed_Library Library are encoded and stored as
typified blocks. They can be integrated in the user program via drag and drop.
Internally used PLC data types are also adopted automatically.

Ensure that the correct version of the blocks is used accordingly, otherwise you will
be prompted to enter the block password for Compile.

The following versions are available in the library:

e S7-1200

e S7-1500 (incl. S7-1500 Standard, 1500T, 1500F, 1500R and 1500H)
e S7-300/400

A functioning connection between active and passive connection partners can only
be established if the correct block is used respectively on both sides.

The following block combinations are supported:

Communication partner 1

Communication partner 2

S7-1200/1500 "LComRed_TCP"

S7-1200/1500 "LComRed_TCP"

S7-1200/1500 "LComRed_ISOonTCP"

S7-1200/1500 "LComRed_ISOonTCP"

S7-1200/1500 "LComRed_ISOonTCP_Classic"

S7-300/400 "LComRed_ISOonTCP"

S7-300/400 "LComRed_ISOonTCP"

U O B

S7-300/400 "LComRed_ISOonTCP"

The "Classic" block of the S7-1200/1500 is thus provided for redundant
communication with controllers of the S7-300/400 family.

Redundant Open User Communication
Entry ID: 109763719, V1.1, 08/2019 12
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2.2.2

Note

2.3

LComRedClassic

The LComRedClassic Library for utilization in STEP 7 as of Version 5.5 includes
the encoded block "LComRed_ISOonTCP". This calls the following blocks or UDT
internally, which must be available in the program block folder:

e TSEND [FB63]

e TRCV [FB64]

e TCON [FB65]

e TDISCON [FB66]

e TCON_PAR [UDT65]

These blocks can be found in the "Standard Library" in the "Communication
Blocks" folder.

The LComRed_ISOonTCP block uses "Array" as a data type for some of the
inputs. However, this data type is not supported in the Continuous Function
Chart (CFC) language. Consequently, the LComRed_ISOonTCP can not be
called directly in a CF Chart.

Operation

An LComRed block can be called either in a cyclic or in a cyclic interrupt OB.
Before the "enable" input is activated, you must have provided the following
parameters correctly and in their entirety:

e interfacelds

e remotelPs

e conniD

e remoteTSelector

¢ remoteTSelectorLength (only for S7-300/400)
e localTSelector

e localTSelectorLength (only for S7-300/400)

e nextStaddr & nextStaddrLen (only for S7-300/400)
e connectionCount

e activeEstablished

e testinterval

With activation of the "enable" input on the active and passive communications
side, the currently established connection is provided at the "activeConnld" output
for utilization at a corresponding TSEND/TRCYV if the parameterization is correct.
The connection status is conveyed via the "connectionValid" output.

Details regarding the individual parameters are explained in the following chapter.

Redundant Open User Communication
Entry ID: 109763719, V1.1, 08/2019 13
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2.4

241

24.2

Parameter details

Block input enable

An LComRed block only functions as long as the "enable" input is set to "true".
Changes to the other input parameters of the block are ignored with this setting. In
order that this can be adopted, a rising edge is required at the "enable" input.

If the "enable" input is set from "true" to "false", all connections are deactivated
internally via TDISCON. Should the input become enabled again via the user
program in the meantime, this will only be executed following a delay to allow
complete deactivation of the connection. The "enable” input, however, does not
have to be triggered again in this regard.

Block inputs remotelPs & interfacelds

Up to four connection data records are transferred to an LComRed block on the
active and the passive communication side. These include for each connection:

e |P address of the communication partner for each connection
{remotelPs: Array [1..4] of IP_V4}
or
{remotelPs: Array [1..4, 1..4] of byte}

e The interface identifier of the local communications interface to be used for
each connection. For S7-1200/1500, this would entail the HW ID of the
interface being used, and for S7-300/400 the local_device _id.

{interfacelds : Array [1..4] of HW_ID}
or
{interfacelds : Array [1..4] of byte}

It is recommended that the individual connection paths are recorded and
"remotelPs" and "interfacelds" entered in order that the correct data for the
respective connection can be provided on both sides. Examples of correct
parameterization can be obtained in Chapter 3.2 Examples.

The number of data records which must be filled depends on the
"connectionCount" input. If this is parameterized to "2", for example, "remotelPs[1]
and [2]", as well as "interfacelds[1] and [2]" must be filled with valid values on the
active and passive side respectively. The remaining elements can be left blank as
they are not evaluated by an LComRed block.

With a "connectionCount" of "4", both parameters must be filled with values in their
entirety.

CAUTION

Risk of losing communication completely

LComRed blocks do not check whether all connections can be established upon
activation. If only one out of four data records is correct, for example, this will
only become evident if this particular connection fails and the LComRed block
cannot establish any further connection.

The connections or the switchovers in between should already be tested during
commissioning.

Redundant Open User Communication
Entry ID: 109763719, V1.1, 08/2019 14
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2.4.3

24.4

Block input connld

Connection IDs are used as a reference to a connection. The first ID to be used by
the LComRed block is transferred to the block via the "connld" parameter. The IDs
of the block being used, and consequently disabled for other OUC communication
paths, are yielded together with the specification regarding number of connection
paths ("connectionCount"). Additionally, a further ID is used for the connection
diagnostics to achieve a faster connection switchover.

If the "connld = 10" and a connection number of "2" is transferred for the block, for
example, the block disables the IDs "10" and "11", as well as "12" for a test
connection. Three connection resources are therefore required.

With a "connld = 112" and four connections, the IDs "112", "113", "114" and "115",
as well as "116" for the test connection are disabled, which in turn requires 5
connection resources.

The "connld" does not have to be identical for the active and passive side, as these
are only used for PLC-internal referencing of a connection. No adjustment of the
IDs is made between the two communication partners.

If the block is active ("enable = true") and has a valid active connection, two

connection resources are required, one for the active connection and one for the
internal test connection.

Upon activation of the LComRed block and for the connection switchover, the
LComRed block briefly requires the full number of resources for the possible
connection paths + test connection:

e "connectionCount" = 2 - required resources 3
e "connectionCount" = 3 - required resources 4
e "connectionCount" =4 - required resources 5

Thus, if you are using multiple LComRed instances for each PLC/system, these
must be taken into account with regard to the connection resources available for
the system.

Block inputs local & remote TSelector for LComRed_ISOonTCP (S7-
1200/1500)

The 1ISOonTCP communication requires a Transportation Service Access Point
(TSAP) for Local and Remote respectively for each connection. To ensure that you
will not have to specify two TSAPs ("local & remote TSelector") respectively for
each data record, only one TSAP (local & remote) is transferred respectively at the
LComRed_ISOonTCP. The TSAP must feature a length of at least "3", however,
may not exceed "14". The limitation to "14" in contrast to the familiar "16" for the
standard TCON is due to the internal processing of the LComRed_ISOonTCP. For
each of the four maximum possible connections, the TSAP is extended by "_x" (x =
1..4), or"_T" for the test connection.

For example, the input parameter

e ‘"localTSelector.TSel" = ISOonTCP (49.53.4F.6F.6E.54.43.50)
e ‘"localTSelector.TSelLength" =8

with a "connectionCount = 4" in the internal processing:

e Connection 1: "localTSelector.TSel" = ISOonTCP_1
(49.53.4F.6F.6E.54.43.50.5F.31)

e Connection 2: "localTSelector.Tsel" = ISOonTCP_2
(49.53.4F.6F.6E.54.43.50.5F.32)

Redundant Open User Communication
Entry ID: 109763719, V1.1, 08/2019 15
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245

2.4.6

247

2.4.8

2.4.9

e Connection 3: "localTSelector.TSel" = ISOonTCP_3
(49.53.4F.6F.6E.54.43.50.5F.33)

e Connection 4: "localTSelector.TSel" = ISOonTCP_4
(49.53.4F.6F.6E.54.43.50.5F.34)

e Test connection "localTSelector.TSel" = ISOonTCP_T
(49.53.4F.6F.6E.54.43.50.5F.54)

e thus becomes "localTSelector.TSelLength" = 10 for all connections

Block inputs local & remote TSelector for the Classic communication

For communication between S7-1200/1500 (LComRed_ISOonTCP_Classic) and
S7-300/400 (LComRed_ISOonTCP), an individual and unambiguous local and
remote TSAP must be specified for each of the possible 4 connections.

Each TSAP must feature a length of at least "3", however, may not exceed "14".
The limitation to "14" in contrast to the familiar "16" for the standard TCON is due
to the internal processing of the blocks. If one of these possible four connections
becomes the active connection, the test connection takes its TSAPs as a basis and
supplements each with "_T".

Block inputs nextStaddr & nextStaddrLen (S7-300/400)

The LComRed blocks are based on the TCON blocks to establish the connection.
The TCON versions of the S7-300/400 revert to the UDT 65 "TCON_PAR"
connection description via the "Connect" input for transfer of the connection
parameters. The slot and the rack number of the communications processor (CP)
being used must be specified in this description in accordance with the
"local_device_id" with the "nextStaddr".

Communication via a CP443-1 for an S7-400H, for example, thus requires a
"nextStaddr[1]" = 16#24 and "nextStaddrLen" = 16#01 in rack 1 at slot 4.

Block input port for LComRed_TCP

For the "port" input, the port number for the first connection set is transferred to the
LComRed_TCP block. The smallest possible value is "2000" and is used for the
active partner as "remotePort" for the first connection. Every further connection
uses an incremental value internally. The port specifications must correlate on both
the active and passive side. The "localPort" of the active partner is selected
dynamically from the interface and therefore does not have to be prescribed.

Block input connectionCount

LComRed blocks support two to a maximum four connections, between which
switchovers can be performed.

Block input activeEstablished

With the "activeEstablished" input, it is specified whether this involves the active or
passive connection partner, as with the Standard TCON.

Redundant Open User Communication
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2 Engineering

2.4.10

2411

2412

One side must be the active communication partner, and consequently the other
side must be the passive communication partner.

Block input testinterval

With the "testinterval” input, the interval at which the active connection partner is to
send test telegrams via the test channel is specified with a time value. In this
regard, all other internal monitoring times of the block are LComRed. It should be
considered at this point that the smaller the value, the greater the switchover time
is reduced in the event of an error, but the network and communications loads of
the PLCs are increased by the telegrams.

In addition, it should be considered that the value must be greater than the total
cycle time. Factor 5 is recommended. Thus, if the block is called with a cycle of

40 ms, the "testinterval” input should be set to "T#200ms". As the same value must
be used on the active and passive side, the cycle time of the communication
partner with the higher cycle time applies.

If the time selected is too small, the connection will be unstable. This will be
noticeable as the "connectionValid" output repeatedly switches to "false", but the
same connection is always established. The connection itself is therefore not
disrupted, rather neither of the connection partners manage to successfully
exchange a test telegram within the monitoring period prescribed.

For the "1513R" and "1515R" systems in particular, the LComRed block has a
major influence on the total cycle time due to the synchronization via PROFINET.
This should be monitored by the RT_INFO block with "Mode 25". This mode
indicates the actual cycle (cyclic OBs, interrupt OBs, communication,
synchronization). The "testinterval” input must be adapted accordingly.

Block output activeConnlid

At the output, the block with the "activeConnld" supplies the value of the OUC
connection currently established which can be used for TSEND/TRCV. The ID
remains unstable throughout the process, i.e. it switches following connection
errors to a range between

"connld" and "connld + connectionCount — 1"

For example "connld = 200", "connectionCount = 3" - possible "activeConnlds =
200, 201 or 202".

If data loss is also to be prevented during a switchover, buffering of the data must
be additionally implemented in the user program.

Block output connectionValid

The "connectionValid" output specifies whether the connection is successfully
tested. This value specifies whether a test telegram was transferred once
completely from the active to the passive communication partner and back after
establishing the test connection. If the block cannot find a connection, the
"activeConnld" retains the "connld" input parameter value and the
"connectionValid" output remains "false".

As long as the "enable" input is "true" and the "Error" is "false", the LComRed block
will continuously try to find an active connection.

Redundant Open User Communication
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2 Engineering

2.4.13 Block outputs error & status

The "error" output specifies whether an error has occurred. The "status" output
provides the necessary details.

As long as an error is active at the LComRed block, no connection is established.

2.5 Error handling

Table 2-9
Error Status Explanation
(W#16#...)

0 0000 Connection successfully established

0 7000 No job active — enable = false

0 7001 Connection is being established

0 7003 Active connection down

0 7004 Test connection is being established

0 7005 Test connection established

1 8200 connld outside the valid range

1 8201 connectionCount outside of the valid range (min = 2,
max = 4)

1 8202 port outside the valid range

8203 testinterval must be at least 50 ms
8204 Length of the localTSelector is too short (min = 3) or

too long (max = 14)

1 8205 Length of the remoteTSelector is too short (min = 3)
or too long (max = 14)

1 82x4 Classic communication only - Length of the
localTSelector too short (min = 3) or too long (max =
14) - x identifies the connection

1 82x5 Classic communication only - Length of the
remoteTSelector too short (min = 3) or too long (max
= 14) — x identifies the connection

Redundant Open User Communication
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3 Useful Information

3

3.1

3.1.1

3.1.2

Useful Information

Details of principle of operation

Familiarity with the internal functioning is not necessary for utilization of the
LComRed blocks. This chapter therefore concentrates on interested parties or
developers of communication drivers, e.qg. for utilization on PCs or external PLCs.

Internally, the LComRed blocks function essentially in two phases:
Phase 1: Searching for a connection
Phase 2: Validating the active connection

Phase 1

With activation of an LComRed block via rising edge at the "enable” input, following
a successful parameter check one TCON instance respectively is activated in
accordance with the number of connections. With four connections, for example,
four TCON instances accordingly are initiated on the active and passive side. An
LComRed waits until one of the instances confirms that a connection has been
successfully established. If this concerns more than one connection within a cycle,
the connection with the lower number is preferred.

This connection becomes the active connection and the "activeConnld" output is
updated accordingly. This OUC ID can be used for the communication via
TSEND/TRCV.

Phase 2

Upon conclusion of Phase 1, the "connectionValid" output is still "false", however;
the connection is established but has not yet been validated.

Instead, an additional TCON establishes a test connection on the active and
passive side. The data of the active connection ("HW_ID" or "local_device_id",
"remotelPs", ...) is used as a basis for the Connect parameters. Only the "connld"
and "ports" or TSAPs are determined individually.

Test telegrams are exchanged between active and passive communication
partners via the test connection. This is initiated from the active side in the cycle of
the "testinterval" input.

If a test telegram is not received by the partner within the "testinterval” or is
received with incorrect values, the test connection and the active connection are
disconnected and the "connectionValid" output is set to "false". The LComRed
block switches immediately to Phase 1 once again and searches for a new
connection.

Redundant Open User Communication
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Structure of the test telegram

Table 3-1
Element Type Note
key DWORD Key code for the respective connection
telegramNumber INT Numerical value of telegram
telegramConfirmed INT Copy of numerical value as confirmation
watchdog TIME Set testinterval on active side

The "key" element of the test telegram
This key value is calculated on the active side as follows:
key=a—-b—c

With the following elements:

1. A constant (a) depending on the connection type
e |SOONTCP - a = 16#FFFB_BF3C
e TCP > a=16#FFFA_A56C

2. A connection-specific value (b)

e ISOONTCP - b = checksum of the "localTSelector" input of the
active communication partner

e TCP - b =the value of the input "port"

3. Number of connections (c) in the range from 1 to the value at the
"connectionCount" input

The value of the "key" element is checked on the passive side and is copied in the
confirmation telegram decremented by 1.

Upon receipt, the active side checks whether the value of the "key" element which
it sent is greater than that received in the confirmation by precisely 1.

The elements "telegramNumber” and "telegramConfirmed" of the test telegram

The active side sends a value between "1" and "32767" in the "telegramNumber".
Upon reaching "32767", or each time the test connection is established, i.e. when
the LComRed block is activated or a connection switchover occurs, this numerical
value is reset to "1".

The value of the "telegramConfirmed" remains "0".

The passive communication partner copies the value of the "telegramNumber" to
"telegramNumber" and "telegramConfirmed" in the confirmation telegram.

The active side checks whether "telegramNumber" and "telegramConfirmed" are
identical in the confirmation telegram and whether the "telegramNumber" sent
correlates with that received in the confirmation telegram.

The "testinterval" element of the test telegram

The active communication partner copies the value of the "testinterval” input for the
LComRed block at this point.

The passive side updates the internally applied "testinterval” to this value after
receiving the first test telegram once the test connection has been established.

Redundant Open User Communication
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3 Useful Information

3.2 Examples

321 LComRed_TCP - Redundant connection between two S7-1517H
systems

Figure 3-1

S$7-1517H-System — active partner

S$7-1517H-System — passive partner

Note Neither of the two 1517H systems may be connected directly with the same MRP
ring. Both MRP rings of the H systems must be separated from one another by
way of appropriate switches.

One of the two PLCs in a 1517H system must be the MRP Manager, and this is
not possible if more than one 1517H system is connected with the same MRP.

ring.

Device properties active connection partner

Table 3-2

Parameters

Value

Note

PLC

S7-1517H-3 PN

6ES7 517-3HP00-0ABO

IP address interface X1

PLC1: 192.168.0.20
PLC2: 192.168.0.21

IP address interface X2

PLC1: 192.168.1.20
PLC2: 192.168.1.21

Minimum cycle time

1ms

Calling organization block

OB30

Cycle clock: 10 ms

LComRed block

LComRed_TCP

From LComRed_Library

Device properties passive connection partner

Table 3-3

Parameters

Value

Note

PLC

S7-1517H-3 PN

6ES7 517-3HP00-0ABO

IP address interface X1

PLC1: 192.168.0.30
PLC2: 192.168.0.31

IP address interface X2

PLC1: 192.168.1.30
PLC2: 192.168.1.31

Minimum cycle time

1ms

Calling organization block

OB30

Cycle clock: 10 ms

Redundant Open User Communication
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Parameters Value

Note

LComRed block

LComRed_TCP

From LComRed_Library

LComRed_TCP input parameter active connection partner

Table 3-4
Parameters Value Note
interfacelds interfacelds[1] := Locall~PROFINET-interface_2 PLC1.X2
interfacelds[2] := Local2~PROFINET-interface_2 PLC2.X2
interfacelds[3] := Locall~PROFINET-interface_1 PLC1.X1
interfacelds[4] := Local2~PROFINET-interface_1 PLC2.X1
remotelPs remotelPs[1].ADDR[1] := 192
remotelPs[1].ADDR[2] := 168
remotelPs[1].ADDR[3] := 1
remotelPs[1].ADDR[4] := 30
Corresponding to
remotelPs[2] :=192.168.1.31
remotelPs[3] := 192.168.0.31
remotelPs[4] := 192.168.0.30
connld 1
port 2000
connectionCount | 4
activeEstablished | True
testinterval T#50ms
LComRed_TCP input parameter passive connection partner
Table 3-5
Parameters Value Note
interfacelds interfacelds[1] := Locall~PROFINET-interface_2 PLC1.X2
interfacelds[2] := Local2~PROFINET-interface_2 PLC2.X2
interfacelds[3] := Local2~PROFINET-interface_1 PLC2.X1
interfacelds[4] := Locall~PROFINET-interface_1 PLC1.X1

remotelPs remotelPs[1].ADDR[1] := 192
remotelPs[1]. ADDR[2] := 168
remotelPs[1].ADDR[3] := 1
remotelPs[1].ADDR[4] := 20
Corresponding to
remotelPs[2] := 192.168.1.21
remotelPs[3] := 192.168.0.20
remotelPs[4] := 192.168.0.21

connld 1

port 2000

connectionCount 4

activeEstablished False

testinterval T#50ms
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3.2.2 LComRed_ISOonTCP - Redundant connection between S7-1517H
system and S7-1518

© Siemens AG 2019 All rights reserved

Figure 3-2

S7-1517H-System — active partner

S7-1518-System — passive partner

Device properties active connection partner

Table 3-6

Parameters

Value

Note

PLC

S7-1517H-3 PN

6ES7 517-3HP00-0ABO

IP address interface X1

PLC1:192.168.0.20
PLC2:192.168.0.21

IP address interface X2

PLC1: 192.168.1.20
PLC2:192.168.1.21

Minimum cycle time

1ms

Calling organization block

0OB30

Cycle clock: 10 ms

LComRed block

LComRed_ISOonTCP

From LComRed_Library

Device properties passive connection partner

Table 3-7

Parameters

Value

Note

PLC

S7-1518-4 PN/DP

6ES7 518-4AP00-0ABO

IP address interface X2

PLC1: 192.168.1.80

IP address interface X3

PLC1: 192.168.0.80

Minimum cycle time

1ms

Calling organization block

0OB30

Cycle clock: 10 ms

LComRed block

LComRed_ISOonTCP

From LComRed_Library

Redundant Open User Communication
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3 Useful Information

LComRed_TCP input parameter active connection partner

Table 3-8
Parameters Value Note
interfacelds interfacelds[1] := Locall~PROFINET-interface_2 PLC1.X2
interfacelds[2] := Local2~PROFINET-interface_2 PLC2.X2
interfacelds[3] := Locall~PROFINET-interface_1 PLC1.X1
interfacelds[4] := Local2~PROFINET-interface_1 PLC2.X1
remotelPs remotelPs[1].ADDR[1] := 192
remotelPs[1].ADDR[2] := 168
remotelPs[1].ADDR[3] ;=1
remotelPs[1].ADDR[4] := 80
Corresponding to
remotelPs[2] := 192.168.1.80
remotelPs[3] := 192.168.0.80
remotelPs[4] := 192.168.0.80
connld 80
localTSelector TSelLength := 8
TSel[1..8] := 48.74.56.53.74.64.5F .41
remoteTSelector | TSelLength :=8
TSel[1..8] := 48.74.56.53.74.64.5F.50
connectionCount | 4
activeEstablished | True
testinterval T#50ms
LComRed_TCP input parameter passive connection partner
Table 3-9
Parameters Value Note
interfacelds interfacelds[1] := Local~PROFINET-interface_2 PLC.X2
interfacelds[2] := Local~PROFINET-interface_2 PLC.X2
interfacelds[3] := Local~PROFINET-interface_GBIT_3 PLC.X3
interfacelds[4] := Local~PROFINET-interface_GBIT_3 PLC.X3

remotelPs remotelPs[1]. ADDR[1] := 192
remotelPs[1].ADDR[2] := 168
remotelPs[1].ADDR[3] := 1
remotelPs[1].ADDR[4] := 20
Corresponding to
remotelPs[2] :=192.168.1.21
remotelPs[3] := 192.168.0.20
remotelPs[4] := 192.168.0.21

connld 80

localTSelector

TSelLength := 8
TSel[1..8] := 48.74.56.53.74.64.5F.50

remoteTSelector

TSelLength := 8
TSel[1..8] := 48.74.56.53.74.64.5F .41

connectionCount 4
activeEstablished False
testinterval T#50ms
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3 Useful Information

3.2.3
S7-1215C

Figure 3-3

S$7-1517H-System — active partner

S7-1515R
PLC1

S7-1515R
PLC2

$7-1200 — passive partner

$7-1215C

® [ |

Device properties active connection partner

Table 3-10

LComRed_TCP - Redundant connection between 1515R system and

Parameters

Value

Note

PLC

S7-1515R-2 PN

6ES7 515-2RM00-0ABO

IP address interface X2

PLC1:192.168.1.120
PLC2:192.168.1.121

Minimum cycle time

5ms

Calling organization block

OBl

LComRed block

LComRed_TCP

From LComRed_Library

Device properties passive connection partner

Table 3-11
Parameters Value Note
PLC S7-1215C 6ES7 215-1HG40-0XB0
IP address interface X1 PLC1: 192.168.1.130
Minimum cycle time Disabled
Calling organization block OB30 Cycle clock: 20 ms

LComRed block

LComRed_TCP

From LComRed_Library

LComRed_TCP input parameter active connection partner

Table 3-12
Parameters Value Note
interfacelds interfacelds[1] := Locall~PROFINET-interface_2 PLC1.X2
interfacelds[2] := Local2~PROFINET-interface_2 PLC2.X2
remotelPs remotelPs[1].ADDR[1] := 192
remotelPs[1].ADDR[2] := 168
remotelPs[1].ADDR[3] := 1
remotelPs[1].ADDR[4] := 130
Corresponding to
remotelPs[2] := 192.168.1.130
connld 1300

Redundant Open User Communication
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3 Useful Information

Parameters Value Note
port 2130
connectionCount 2
activeEstablished True
testinterval T#250ms
LComRed_TCP input parameter passive connection partner
Table 3-13
Parameters Value Note

interfacelds

interfacelds[1] := Local~PROFINET-interface_1
interfacelds[2] := Local~PROFINET-interface_1

PLC.X1
PLC.X1

remotelPs remotelPs[1]. ADDR[1] := 192
remotelPs[1]. ADDR[2] := 168
remotelPs[1].ADDR[3] := 1
remotelPs[1]. ADDR[4] := 120
Corresponding to
remotelPs[2] :=192.168.1.121

id 1300

port 2130

connectionCount 2

activeEstablished False

testinterval T#250ms
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3.2.4 LComRed_ISOonTCP Classic - Redundant connection between 1517H
system and 417H system

Figure 3-14

S7-1517H-System — active partner

S7-417H-System — passive partner

_—— e e e - —

S7-417H

PLCO pic1 |
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Device properties active connection partner

Table 3-15

Parameters

Value

Note

PLC

S7-1517H-3 PN

6ES7 517-3HP00-0ABO

IP address interface X1

PLC1: 192.168.0.20
PLC2: 192.168.0.21

IP address interface X2

PLC1:192.168.1.20
PLC2:192.168.1.21

Minimum cycle time

1ms

Calling organization block

OB30

Cycle clock: 10 ms

LComRed block

LComRed_ISOonTCP_Classic

From LComRed_Library

Device properties passive connection partner

Table 3-16

Parameters

Value

Note

PLC

S7-417H-5H PN/DP

6ES7 417-5HT06-0ABO

IP address interface X5

PLC1: 192.168.0.50
PLC2: 192.168.0.51

IP address interface X2 of the
CP443-1

CP1:192.168.1.50
CP2:192.168.1.51

Minimum cycle time

2 ms

Calling organization block

OB1

LComRed block

LComRed_ISOonTCP

From LComRedClassic library

Redundant Open User Communication
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3 Useful Information

LComRed_ISOonTCP_Classic input parameter passive connection partner

Table 3-17

Parameters

Value

Note

interfacelds

interfacelds[1] := Locall~PROFINET-Schnittstelle_1
interfacelds[2] := Local2~PROFINET-Schnittstelle_1
interfacelds[3] := Local2~PROFINET-Schnittstelle_2
interfacelds[4] := Locall~PROFINET-Schnittstelle_2

PLC1.X1
PLC2.X1
PLC2.X2
PLC1.X2

remotelPs

remotelPs[1]. ADDR[1] := 192
remotelPs[1]. ADDR[2] := 168
remotelPs[1]. ADDR[3] := 0
remotelPs[1].ADDR[4] := 50

Entsprechend

remotelPs[2] := 192.168.0.51
remotelPs[3] := 192.168.1.50
remotelPs[4] := 192.168.1.51

connld

1240

localTSelector

TSelLength[1] :=8
TSell1, 1..8] := 35.34.49.53.4F.41.5F.31

TSelLength[2] := 8
TSel[2, 1..8] := 35.34.49.53.4F.41.5F.32

TSelLength[3] := 8
TSel[3, 1..8] := 35.34.49.53.4F.41.5F.33

TSelLength[4] :=8
TSell4, 1..8] := 35.34.49.53.4F.41.5F.34

"54ISOA_1"

"54ISOA_2"

"54ISOA_3"

"541SOA_4"

remoteTSelector

TSelLength[1] :=8
TSell1, 1..8] := 34.35.49.53.4F.50.5F.31

TSelLength[2] :=8
TSel[2, 1..8] := 34.35.49.53.4F.50.5F.32

TSelLength[3] := 10
TSel[3, 1..10] := E0.02.34.35.49.53.4F.50.5F.33

TSelLength[4] := 10
TSel[4, 1..10] := E0.22.34.35.49.53.4F.50.5F.34

"451SOP_1"

"451SOP_2"

connectionCount 4
activeEstablished true
testinterval T#50ms

Redundant Open User Communication
Entry ID: 109763719, V1.1, 08/2019

28




© Siemens AG 2019 All rights reserved

3 Useful Information

LComRed_ISOonTCP input parameter passive connection partner

Table 3-18

Parameters

Value

Note

interfacelds

interfacelds[1] := 16#05
interfacelds[2] := 16#15
interfacelds[1] := 16#00
interfacelds[2] := 16#10

PLCO0.X5
PLC1.X5
PLCO.CP.X2
PLC1.CP.X2

remotelPs

remotelPs[1,1] := 16#CO
remotelPs[1,2] := 16#A8
remotelPs[1,3] := 16#00
remotelPs[1,4] := 16#14

Entsprechend

remotelPs[2] := C0.A8.00.15
remotelPs[3] := C0.A8.01.15
remotelPs[4] := C0.A8.01.14

192
168
0
20

192.168.0.21
192.168.1.21
192.168.1.20

connld

1240

localTSelectorLength

localTSelectorLength[1] := 16#08
localTSelectorLength[2] := 16#08
localTSelectorLength[3] := 16#0A
localTSelectorLength[4] := 16#0A

localTSelector

localTSelector[1, 1..8] := 34.35.49.53.4F.50.5F.31
localTSelector[2, 1..8] := 34.35.49.53.4F.50.5F.32
localTSelector[3, 1..10] := E0.02.34.35.49.53.4F.50.5F.33
localTSelector[4, 1..10] := E0.22.34.35.49.53.4F.50.5F.34

remoteTSelectorLength

remoteTSelectorLength[1] := 16#08
remoteTSelectorLength[2] := 16#08
remoteTSelectorLength[3] := 16#08
remoteTSelectorLength[4] := 16#08

remoteTSelector

remoteTSelector[1, 1..8] := 35.34.49.53.4F.41.5F .31
remoteTSelector[2, 1..8] := 35.34.49.53.4F.41.5F.32
remoteTSelector[3, 1..8] := 35.34.49.53.4F.41.5F.33
remoteTSelector[4, 1..8] := 35.34.49.53.4F.41.5F.34

nextStaddr

nextStaddr[1] := 16#00
nextStaddr[2] := 16#00
nextStaddr[3] := 16#04
nextStaddr[4] := 16#24

Rack 0, Slot 4
Rack 1, Slot 4

nextStaddrLen

nextStaddrLen[1] := 16#00
nextStaddrLen[2] := 16#00
nextStaddrLen[3] := 16#01
nextStaddrLen[4] := 16#01

connectionCount

4

activeEstablished

false

testinterval

T#50ms
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4 Appendix

4
4.1

Appendix

Service and support

Industry Online Support

Do you have any questions or need assistance?

Siemens Industry Online Support offers round the clock access to our entire
service and support know-how and portfolio.

The Industry Online Support is the central address for information about our
products, solutions and services.

Product information, manuals, downloads, FAQs, application examples and videos
— all information is accessible with just a few mouse clicks:
support.industry.siemens.com

Technical Support

The Technical Support of Siemens Industry provides you fast and competent
support regarding all technical queries with numerous tailor-made offers

— ranging from basic support to individual support contracts. Please send queries
to Technical Support via Web form:

www.siemens.com/industry/supportrequest

SITRAIN - Training for Industry

We support you with our globally available training courses for industry with
practical experience, innovative learning methods and a concept that’s tailored to
the customer’s specific needs.

For more information on our offered trainings and courses, as well as their
locations and dates, refer to our web page:
www.siemens.com/sitrain

Service offer

Our range of services includes the following:
e Plant data services

e Spare parts services

e Repair services

e On-site and maintenance services

e Retrofitting and modernization services
e Service programs and contracts

You can find detailed information on our range of services in the service catalog
web page:
support.industry.siemens.com/cs/sc

Industry Online Support app

You will receive optimum support wherever you are with the "Siemens Industry
Online Support" app. The app is available for Apple iOS, Android and Windows
Phone:

support.industry.siemens.com/cs/ww/en/sc/2067
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4 Appendix

4.2 Links and literature

Table 4-1

No.

Topic

\1\ Siemens Industry Online Support
https://support.industry.siemens.com

\2\ Link to the entry page of the application example
https://support.industry.siemens.com/cs/ww/en/view/109763719

\3\

4.3 Change documentation
Table 4-2
Version Date Change
V1.0 02/2019 First version

V1.1

08/2019

Expansion with the Classic communication

e LComRedClassic library for STEP 7 as of V5.5 with
LComRed_ISOonTCP block

e Expansion of the LComRed-V15.1_LIB with
LComRed_ISOonTCP block in S7-300/400

e Expansion of the LComRed-V15.1_LIB with
LComRed_ISOonTCP_Classic block in S7-1200 & S7-
1500
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