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Warranty and Liability

Warranty and Liability

Note

Security
informa-
tion

The Application Examples are not binding and do not claim to be complete regarding the
circuits shown, equipping and any eventuality. The Application Examples do not represent
customer-specific solutions. They are only intended to provide support for typical
applications. You are responsible for ensuring that the described products are used
correctly. These Application Examples do not relieve you of the responsibility to use safe
practices in application, installation, operation and maintenance. When using these
Application Examples, you recognize that we cannot be made liable for any
damage/claims beyond the liability clause described. We reserve the right to make
changes to these Application Examples at any time without prior notice.

If there are any deviations between the recommendations provided in these Application
Examples and other Siemens publications - e.g. Catalogs — the contents of the other
documents have priority.

We do not accept any liability for the information contained in this document.

Any claims against us — based on whatever legal reason — resulting from the use of
the examples, information, programs, engineering and performance data etc.,
described in this Application Example shall be excluded. Such an exclusion shall
not apply in the case of mandatory liability, e.g. under the German Product Liability
Act (“Produkthaftungsgesetz”), in case of intent, gross negligence, or injury of life,
body or health, guarantee for the quality of a product, fraudulent concealment of a
deficiency or breach of a condition which goes to the root of the contract
(“wesentliche Vertragspflichten”). The damages for a breach of a substantial
contractual obligation are, however, limited to the foreseeable damage, typical for
the type of contract, except in the event of intent or gross negligence or injury to
life, body or health. The above provisions do not imply a change of the burden of
proof to your detriment.

Any form of duplication or distribution of these Application Examples or excerpts
hereof is prohibited without the expressed consent of the Siemens AG.

Siemens provides products and solutions with industrial security functions that support the
secure operation of plants, systems, machines and networks.

In order to protect plants, systems, machines and networks against cyber threats, it is
necessary to implement — and continuously maintain — a holistic, state-of-the-art industrial
security concept. Siemens’ products and solutions only form one element of such a
concept.

Customer is responsible to prevent unauthorized access to its plants, systems, machines
and networks. Systems, machines and components should only be connected to the
enterprise network or the internet if and to the extent necessary and with appropriate
security measures (e.g. use of firewalls and network segmentation) in place.

Additionally, Siemens’ guidance on appropriate security measures should be taken into
account. For more information about industrial security, please visit
http://www.siemens.com/industrialsecurity.

Siemens’ products and solutions undergo continuous development to make them more
secure. Siemens strongly recommends to apply product updates as soon as available and
to always use the latest product versions. Use of product versions that are no longer
supported, and failure to apply latest updates may increase customer’s exposure to cyber
threats.

To stay informed about product updates, subscribe to the Siemens Industrial Security
RSS Feed under http://www.siemens.com/industrialsecurity.
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1 Introduction

1
1.1

Reason

Motivation

Introduction

Overview

The SINEMA Server V14 software is a network monitoring tool that was designed
specifically for industrial applications. Its diverse features and comprehensive
functions allow early identification of network problems and the timely introduction
of measures.

The features provided by SINEMA Server include:

e Continuous analysis and monitoring of all network components using SNMP
e Automatic topology detection

e Saving data to long-term storage

e Seamless integration of network diagnostics into HMI systems

e Comprehensive diagnostic and reporting functions.

This document supports first-time users and familiarizes them with the basic
functions and setting options of SINEMA Server. It is divided into chapters. This
takes you step by step through the setting options of SINEMA Server and provides
you with the necessary basics.

Guide through the documentation

Note

This document covers the following technological key points:
e Preparing the infrastructure

e Scanning networks

e Basics of the device list

e Basics of events

e Basics of the topology

e Explanation of topology types

The chapters and subchapters normally have an identical, modular structure.

Each chapter starts with a theoretical section called “Valuable information” that
explains the basics and principles of the function. This part is followed by a
practical section that provides detailed instructions with screenshots.

To get an overview of the function, read the theoretical section.

If you already have basic knowledge of SINEMA Server, you can skip the
theoretical section and go directly to the practical section.

SINEMA Server V14
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1.2 Reference system

Network configuration

To make it easier for you to get started with SINEMA Server and understand the
functions, this document is based on a small reference system. The network
configuration monitored in this document has the following structure:

© Siemens AG 2017 All rights reserved

Figure 1-1
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Network configuration

The reference system consists of the following devices:

Table 1-1
VLAN Device IP address
1 Management station with SINEMA 192.168.0.1
Server V14

1 SCALANCE XM308-2M 192.168.0.2

2 SCALANCE XC206-2 192.168.0.11
2 SCALANCE XC206-2 192.168.0.12
2 SCALANCE W761 192.168.0.14
2 SCALANCE W722 192.168.0.13
2 SIMATIC S7-1516-2 PN 192.168.0.15
3 SCALANCE XB208 192.168.0.21
3 SCALANCE XB208 192.168.0.22
3 ET 200SP 192.168.0.24
3 SIMATIC S7-317PN/DP 192.168.0.23

SINEMA Server V14
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2 Preparing the Infrastructure

2 Preparing the Infrastructure
2.1 Installation
2.1.1 Valuable information on the installation

Licensing notice

Running SINEMA Server requires a SINEMA Server license. Different license
types are available that differ in the number of monitored devices.

Testing SINEMA Server

A test license (“Trial 500”) is available to get to know and test SINEMA Server. This
license supports up to 500 monitored devices.

However, it has restrictions compared to the full version. The “Trial 500” license is
valid for 21 days.

2.1.2 Installing SINEMA Server

Installing the software

The SINEMA Server software can be downloaded from Siemens Industry Online
Support (see \3\, Chapter 7.2).
The software is provided to you as a self-extracting archive.

1. Log on to the Windows operating system as an administrator.
Download the files to a directory on your computer (management station).
Double-click the .exe file to extract the files.
Click “Next”.

I Please enter the folder where you want to exiract the setup files. If the
{ folder does not exist, it will be created automatically.

The web package wil be extracted. You can only extract or extract and install the package.

Extract the package to folder:

|G \Sofware\SINEMA Browse...

[~ overwrite files without prompting.

[~ Extract the setup files without being installed.

2. Select the language for the SINEMA Server setup wizard and click “Next”.

SINEMA Server V14
Entry ID: 109746780, V1.0, 08/2017 6
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3. Click the “Open Source license agreement” button to view the license
agreement. Accept the license agreement and click “Next”.

Setup

License aareements
Please read through the following license agreement carefully, including the security information

it rnntaine

The following notes and conditions shall apply for Software provided by Siemens by B
installing on your system, by filing a copy on your system during the installation or by
making available the Software in any other way

1n

Please note:

This software Is protected under German and/or foreign Copyright Laws and provisions in
international treaties. Unauthorized reproduction and distribution of this software or parts
of it is liable to prosecution. It will be prosecuted according to criminal as well as civil law
and may result in severe punishment and/or damage claims.

Please read all license provisions applicable to this software before installing and/or using
this software. You will find them after this note

If you received this software as "Trial-Version” this software may only be used for test and
validation purposes according to the provisions of this Trial License stated after this note
TO USE THE SOFTWARE IN PRODUCTION PROCESSES IS NOT ALLOWED. -

I accept the conditions of the above license
¥ agreement as well as the conditions of the Open Open Source license agreement |

Source license agreement.
< Back ‘ Next = | Cancel |

4. The software is installed largely automatically. The SETUP routine
automatically detects whether, except for SINEMA Server itself, other program
components need to be installed.

5. Follow the instructions that take you through the entire remaining installation
process. This may take several minutes.

Result
When the installation process is complete, a status message appears that indicates
that SINEMA Server was successfully installed.

SINEMA Server V14
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2 Preparing the Infrastructure

2.2 SINEMA Server Monitor
2.2.1 Valuable information on SINEMA Server Monitor

SINEMA Server Monitor is the central program module for administration of
SINEMA Server. SINEMA Server Monitor runs on the PC/PG where SINEMA
Server is installed (management station).

SINEMA Server Monitor loads automatically after successful installation of
SINEMA Server and with each subsequent Windows start.

The taskbar provides a button to open the SINEMA Server context menu. This
context menu provides the functions of SINEMA Server Monitor.
The color of this icon may differ depending on the status of SINEMA Server.

Note You need administrator rights to edit the settings in SINEMA Server Monitor.

SINEMA Server V14
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2 Preparing the Infrastructure

2.2.2 Using SINEMA Server Monitor

To customize SINEMA Server, proceed as follows:

1. Right-click the icon in the taskbar to open the context menu. Select “Settings”.

Start Web client
& Stop SINEMA Server

Settings

Close

2. The “SINEMA Server status” window opens. The “Status” tab displays the
status of SINEMA Server.
In order to make settings in SINEMA Server, click “Enable administrator
mode”.
Note:
If SINEMA Server has not yet started, the “Start SINEMA Server” button is
visible. Click the “Start SINEMA Server” button to start SINEMA Server.

- Sinema Server =

Status | Port settings | Device profile synchronization I System resmre‘

E System started

" “y/ Enable administrator mode " i Startweb client I [ Cancel I [ oK

CAUTION  Avoid a forced shutdown or restart while SINEMA Server is running. This may
damage the SINEMA Server database. As a result, the application no longer
starts correctly.

To avoid data loss in such situations, regularly back up the SINEMA Server
configuration. If necessary, the backed up data can then be retrieved using the
restore function.

SINEMA Server features an automatic system backup function (“Job”) that is
executed daily at 04:00 by default. You can change the automatic system
backup settings.

SINEMA Server V14
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2 Preparing the Infrastructure

Note

3.

5.

Go to the “Port settings” tab. SINEMA Server uses various services for

communication.
This tab allows you to manually define the ports for the following connections
and enable/disable SINEMA Server for this connection;

- Connection using http or https (1)
- Connection using OPC UA or OPC DA (2)

- RPC connections (for checking device overall statuses of other SINEMA
Server instances in the network) (3)

- Use of SNMP trap service (4)

Seans [ Pon s080gn | Dawiew prosie symchronzason | Systm snsasen

HTTFMHTTPS selnga

@ HTTP pad enabied

HTTPS port 443 A Fimsd B port o anablad
Cranin ngw HT TFS conlicaln Craalo
OPC Server
OPC UApon #5841 . Find o pot | anatied
OPC DA o anablad
SRS - RTILfe bOA
RPC pezert 47 - Fised bova post
@S-‘dh‘lﬁ' Traps
Wiiidowd BAp $anee 2 SINEMA Sarver Fap senacs

Simit wab chani Cancal Ok

Customize the ports and settings to your environment or keep the default
settings.

If you have changed the SNMP trap settings, restart SINEMA Server using the
“Status” tab.

If more than one SNMP application needs to receive traps, use the “SINEMA
Server trap service” setting.

By default, you have to manually enable the Windows trap service in the Control
Panel.

If you are using multiple SINEMA Server instances in your network, go to the
“Device profile synchronization” tab. This tab provides the option to define a
central file path for new device profiles or device profiles to be updated. Device
profiles stored in this tab are automatically imported into the local SINEMA
Server instance at a selectable time or after a selectable interval. With this
function, all instances always use the same device profiles and the monitored

SINEMA Server V14
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2 Preparing the Infrastructure

devices are displayed based on uniform patterns.

| Stas | Portsetiings [ Device profile synchronization |System restore |
Device profile directory
S 12 AM 2 24
Startweb client I ’ Cancel ] [ OK

6. The “System restore” tab is used to restore system backups.
If SINEMA Server can no longer be started correctly, the last created system
backup is automatically restored or you can manually initiate a restore.

Select “OK” to close SINEMA Server Monitor:
]

‘ Status I Port settings | Device profile synchronizationl System restore |

Restore System Backup

Force Stop

Force Stop SINEMA Server

Startweb client

| |

Cancel I [ 0K "

SINEMA Server V14
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2 Preparing the Infrastructure

2.3 SINEMA WebClient
2.3.1 Valuable information on SINEMA WebClient

You access the management station using the Apache web server integrated in
SINEMA Server. This allows you to directly use the SINEMA Server network
monitoring software through a web browser from different client PCs.

You monitor the network using a web browser on the clients.

Web interface features

The SINEMA Server web interface can be simultaneously used by multiple clients
to access network information. For each management station, SINEMA Server
supports simultaneous remote access by ten users.

You can access the SINEMA Server web interface using an unencrypted HTTP
connection or an encrypted HTTPS connection.

Options for login
To log in to the SINEMA Server web interface, you have the following options:

e On aclient computer:
In the browser’s address bar, enter one of the following URL addresses:

- http://<IP address of the SINEMA Server instance>
- https://<IP address of the SINEMA Server instance>
e On the management station:

- Use a web browser specifying the address http://localhost or
https://localhost

- Use the “Start Web client” function of SINEMA Server Monitor

Note If you are using a port other than the HTTP default port 80, enter the port number

along with the IP address. A colon “ :” must be entered as a separator between
the IP address and the port number, e.g.: http://192.168.0.1:8080. This rule also
applies to the HTTPS default port 443.

SINEMA Server V14
Entry ID: 109746780, V1.0, 08/2017
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2 Preparing the Infrastructure

The SINEMA Server user interface

The web user interface of SINEMA Server is divided into several areas, some of
which are always visible and always have the same content type. These areas
contain both general information and control elements for executing basic program

actions.

The following figure shows the program window with its permanent areas and the
main window for the specific views:

You are here: Home 12

== R [ Stats. UK

axs

+ 0 Overall status >
+ 0 Local @ 2

@ G: O% 3N ?

oK) Total monitored devices
mamenarce demar | [ TS

4 [ Devices Down
All devices (11)
IP address
PROFINET device na.

+ {0/ Grouped Event class
4 [ Device category [ Notification

[ Access point (1)
& End device (1)

Swt
WLAN chent (1)
4 { Vendor v
4 Other (1)

-1 F [l

Event status Event

Resolving Device monitoring: device can be reached

] |Resolving Device monitoring: device can be reached 2017-03-06 151142 697 92,16
Resolving Device monitoring: device can be reached 2017-03-06 15:1142 697 - 192 168.0.14
Resolving Device moniloring: DCP was enabled for i 2017-03-06 151142 697 - 192.168.0.15
Resolving Device monitoring: device can be reached 2017-03-06 151142 697 192.168.0.11

s8 0 nD

Events Event class Events
0 [ENotification
3% W
8 []warming

4 Weror
v

Time stamp + Event details

2017-03-06

142607

[ <<

Page1 of 14w mf5 v View 1-5 of 66

The following table shows the meaning of the numbers:

Table 2-1

No. Area

Description

Navigation bar

The navigation bar allows you to access the individual
program functions of SINEMA Server.

The first row shows the main menu items. The second row
displays its submenu commands depending on the menu item
selected in the first row.

Status bar

The status bar consists of two sections:

e The left area displays the menu branch you are currently
in.

e The right area of the status bar contains display and
function elements.

Device tree

The device tree displays a grouped list of all devices that are
monitored by SINEMA Server. The different groups are used
for filtered display of the devices depending on the selected
group topic.

Main window

Depending on the selected function, the main window
contains specific views, for example the start window.

Event list

The event list displays network events that have occurred and
system-related events.

SINEMA Server V14
Entry ID: 109746780, V1.0, 08/2017
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2 Preparing the Infrastructure

SINEMA Server color scheme

SINEMA Server consistently uses a uniform color scheme to indicate device
statuses or events.

The following table shows the colors and icons used:

Table 2-2

Icon

Meaning

Device with the “Not reachable” status.

Device with the “Maintenance demanded” status.

Device with the “OK” status.

Device with the “Not connected” status.

Device with the “Fault” status.

Device with the “Maintenance required” status.

Event message with the “Error” event class.

IIEE' K

Event message with the “Information” event class.

Event message with the “Warning” event class.

Possible monitoring statuses

SINEMA Server uses uniform icons to indicate the monitoring statuses of devices.
The icons can be found in the “Active SIMATIC/PROFINET monitoring” tab.

The following table shows the icons used:

Table 2-3

Icon

Meaning

The device is not monitored.

The PROFINET 1O device is monitored passively; this means it is
monitored only by the SIMATIC-capable CPU assigned to the device.

The device is monitored using ICMP / DCP / SNMP.

The device is monitored using ICMP / DCP / SNMP. Depending on
whether the device is a PROFINET IO device or a SIMATIC-capable CPU,
the following monitoring mode is additionally active:

¢ PROFINET: PROFINET monitoring is active.
e  SIMATIC: SIMATIC monitoring is active.

19

The device is monitored using ICMP / DCP / SNMP. Depending on
whether the device is a PROFINET IO device or a SIMATIC-capable CPU,
the following monitoring modes are additionally active:
e PROFINET:

- PROFINET monitoring is active.

- PROFINET collection of port statistics is active.
e SIMATIC:

- SIMATIC monitoring is active.

- SIMATIC monitoring of the PROFINET IO devices assigned to the
controller by the SIMATIC-capable CPU is active.

SINEMA Server V14
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2 Preparing the Infrastructure

2.3.2 Using and customizing SINEMA WebClient

First login
To log in to the SINEMA Server web interface, proceed as follows:

1. Open a browser on a client computer or directly on the management station
and enter one of the following addresses in the address bar:

- Client computer:

= http://<IP address of the management station>

= https://<IP address of the management station>
- Management station:

= http://localhost

= https://localhost
You can also use the button in SINEMA Server Monitor.

2. Inthe login dialog, enter the user name and password.

SIEMENS

Benutzername Administrator |

Passwort (TYYYYY] |
Anmelden bei
Passwort vergessen? ?

When you log in for the first time, the default login data is as follows:

- User name: “Administrator”
- Password: “SinemaA”

3. When you have logged in to the system for the first time, you are prompted to
change the initial password. Enter the old and new password. In “Confirm new
password”, repeat the new password. Both entries must match.

Save the new password.

|

Change own password

0ld password [evesssese |
New password |ooo......¢ |
Confirm new password |nuuuu |

SINEMA Server V14
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2 Preparing the Infrastructure

4. If authentication is successful, you are given access to the SINEMA Server

web interface.

Result

The SINEMA Server user interface appears. In addition, the password for the
“Administrator” user was changed after the first login. From now on, log in with the

changed password.

Checking the monitoring settin

gs

You have the option to define general parameters for monitoring in SINEMA
Server. You can make the following settings:

e Time settings for the scan interval

e General settings such as Duplicate IP detection, Enable LAN port statistics for
all monitored devices

e PROFINET monitoring settings
e SIMATIC monitoring settings

To view or change the general settings, use the navigation bar to go to the
“Administration > Monitoring” menu branch and open the “General’ tab.
- Administration | == ele T

+ Monitoring

| You are here: Administration > Monitoring > General 12 |

a4

-

QOverall status
O Local
Devices
4 Alldevices
0O IP address
0 PROFINET device name
4 | Grouped
O Device category
O Vendor
4 [ PNIO systems
4 { Views

4

-

‘ SNMP settings Polling groups OPC

r—Monitoring settings

— Time setting!
Scan interval ‘15 ‘ Minutes
Interval for device type change ‘TO ‘ Minutes
Ping timeout ‘2 ‘ seconds
DCP query interval ‘GO ‘ seconds
DCP query retries ‘5 ‘

— General settings

Duplicate IP detection
] Automatic device type change

] Enable LAN port statistics for all monitored devices

Learn connections of alternating devices automatically

[ Detect alternating devices automatically (based on the Fast Startup function of the devices)

] Automatically configure ports with several learned connections as docking ports

r— PROFINET monitoring settings

PROFINET monitoring

M PROFINET monitoring of port statistics

Use PROFINET monitoring settings for newly discovered PROFINET devices

It is recommended to disable automatic PROFINET monitoring for newly
discovered devices in the “PROFINET monitoring settings” section.

Note You can manually enable PROFINET monitoring for the required devices at a
later stage (see Chapter 4.1.3).

SINEMA Server V14
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To do this, proceed as follows:

1. Uncheck “Use PROFINET monitoring settings for newly discovered PROFINET
devices”.

— PROFINET monitoring settings

PROFINET monitoring
M PROFINET monitoring of port statistics

[] Use PROFINET monitoring settings for newly discovered PROFINET devices
Duplicate PROFINET 10 name detection

2. Use the highlighted tool to save the change.

General SNMP settings Polling groups OPC

9]

Checking the SNMP settings

SINEMA Server detects the devices using, among other things, SNMP. For correct,
successful device discovery, the SNMP settings in the network devices and in
SINEMA Server must match.

By default, the following SNMP settings are available and enabled in SINEMA
Server:

e SNMP v1 (read: public/ write: private)
e SNMP v2c (read: public/ write: private)

If there are differences between the devices and SINEMA Server regarding SNMP,
you can change the SNMP settings in the devices or in SINEMA Server.

To change the SNMP settings of SINEMA Server, proceed as follows:

1. Use the navigation bar to go to the “Administration > Monitoring” menu branch
and open the “SNMP settings” tab.

The table displays the data records for SNMP that have already been created.

- Administration
- Mnitoring

imunsiration > Monitonng > SNMP settings | E2

SINEMA Server V14
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2 Preparing the Infrastructure

2. From the list, select the data record to be modified.
— SNMP settings

[ 7 x &l |
[]  Status %
v (] SIEMENS IPCs with DiagMonitor
O (=] SNMP Settings - V2¢
O O] SNMP Settings - V1

The function elements in the header allow you to change the data record or
create a new data record.

Element Description

e

Create new data record for SNMP settings

a

Delete SNMP settings

Change SNMP settings

= <, | X

Change status of selected (v') SNMP settings

3. Depending on the SNMP version used (1, 2c or 3), other windows open when
creating or changing a data record. In these windows, you can enter the
parameters of this version such as group name and user name.

Select “Save” to save the changes.

SNMP settings x
SNMP settings
Name SIEMENS IPCs with DiagMonit X Version 2c v
Port 161 Use for discovery

Cancel Save

Note It is recommended to use SNMPV3 as this SNMP version has significantly
improved security mechanisms:

e Protection against unauthorized access, i.e., check of the message’s
authenticity

e Protection against data modification, i.e., check to see whether the message
has been tampered with

e Protection against unauthorized interception

SINEMA Server V14
Entry ID: 109746780, V1.0, 08/2017 18
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3 Discovering Devices in the Network

3.1 Valuable information on device discovery

The basic requirement for setting up network monitoring in SINEMA Server is the
network scan for device discovery.

Time of the scan
The network is scanned at the following times:
e After starting SINEMA Server for the first time by pressing a button
e Ifrequired by pressing a button
e Automatically in appropriately configured cycles.

Scan characteristics
Device discovery in the network triggers the following in SINEMA Server:

1. Depending on the configuration in SINEMA Server, either all devices
discovered by DCP (Discovery and Configuration Protocol) and/or, using
ICMP, devices in specified IP address ranges are detected during the first
scan.

- The found devices are listed in the device list as a table.

- Information about the interfaces of the detected devices is collected in the
interface list.

- The detected topology graphically represents the detected connections.

2. If SIMATIC controllers are found during the scan, the 10 devices assigned to
this controller can also be included in the monitoring. This applies regardless of
whether or not the 10 devices are within the scan range.

3. Based on the discovery rules in the profile data, the devices are assigned to a
suitable device profile. Devices that cannot be assigned are assigned to the
available default profiles (see Chapter 4.2).

4. From then on, all discovered devices are monitored in SINEMA Server.

5. If changes such as adding new devices and/or removing devices have
occurred in your network, these changes are detected with a new network
scan.

If new devices have been added, the device list, the interface list and the
topology are updated.

Removed devices are no longer displayed in the device and interface list and
in the topology display.

SINEMA Server V14
Entry ID: 109746780, V1.0, 08/2017 19



© Siemens AG 2017 All rights reserved

3 Discovering Devices in the Network

3.2 Preparing and starting device discovery

Before starting the scan for the first time, make the following settings:
e Customize the IP address range to minimize the device scan time

e Select the network adapter used

e Set the options

Use the “Administration > Discovery” menu command in the “Scan” tab to make all

of the above settings.

Setting the scan range

Limit the scan range to the monitored devices. To do this, it is advisable to divide

the IP address range into smaller subgroups if the IP addresses are not
consecutive. This division speeds up the device scan.

To set up the scan range, proceed as follows:

1. Inthe “Scan” tab, go to the “IP address areas for network scan” section.
An IP address range has already been created based on the management

station’s IP address.
«» Administration

~ Discovery

[¥ou are here: Administration > Discovery > Scan | I8

Scan Prof

4 [ Overall status

files

O Local " I

4 [ Devices

' All devices address e

D IP address

™ PROFINET devic
" Grouped
[ Device category
O Vendor
" PNIO systems
a [ Views

] ¢ MNodes to scan 0

First address Last address Name

192.168.0.1 192.168.0.254

SN_Subgroup_0

No. of nodes

2. Select the item and use the highlighted tool to edit the IP address range.

— P address areas for network scan

‘ 3% I__QX mE & Nodes to scan [0

[ Edit IP address range
¥ T

First address

192.166.0.1

Last address
192.168.0.254

Name
SN_Subgroup_0

No. of nodes
254

SINEMA Server V14
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3. Limit the IP address range as required for your reference system and enable
this IP address range for the following scan. Save the changes.

Edit IP address range

Basic data

Name |SN_Subgroup_D ‘ M Active
First address [192.168.0.1 |La51 aadress 192.168.0.40 \|
No. of nodes 40

Result

The IP address range has been customized to your environment and is enabled.

— IP address areas for network scan

‘ % 2 X W= & Nodes to scan [40

[~ Status + First address
v ] 192.168.0.1

Last address

192.168.0.40

Name No. of nodes

SN_Subgroup_0 40

Enabling the network adapter for the device scan using DCP

The next step is to select the network adapter of your management station. Using

this network adapter, the network is scanned using DCP and then monitored.

Note The selected network adapter has no influence on where — on which network
adapters — the IP address ranges are scanned.

Proceed as follows:

1. Go to the “DCP network adapter for device scan” section.

The table displays all network adapters that are located on the management

station and active.

— DCP network adapter for device scan

(% B

O Status %
m] =

192.168.0.1

IP address

Name

Intel(R) 82579LM Gigabit Network Connection|

SINEMA Server V14
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3 Discovering Devices in the Network

2. If no entry is visible in the table, connect your network interface to your network
and select the “Scan for network adapters” function.

— DCP network adapter for device scan

D
S fornemworccpters s &

IP address

Name

3. From the table, select the network adapter to be used for the scan using DCP.

Use the “Enable network card for device scan” function to enable the network

adapter.
— DCP network adapter for device scan
LS
O [ Enable network card for device scan L IP address Name
= 192.168.0.1 Intel(R) 82579LM Gigabit Network Connection
Result

The network adapter is enabled for DCP discovery and monitoring.

— DCP network adapter for device scan

iy EE
Status +

i
=

192.168.0.1

IP address

Name

Intel(R) 82579LM Gigabit Network Connection

SINEMA Server V14
Entry ID: 109746780, V1.0, 08/2017

22



© Siemens AG 2017 All rights reserved

3 Discovering Devices in the Network

Setting the options
The last step is to set the device discovery options.

1. You can choose between two DCP discovery types:
“Include all devices discovered with DCP in the result”

- “Only include the devices in the result that are located in one of the
specified IP address ranges”

Select the “Only include the devices in the result that are located in one of the
specified IP address ranges” DCP discovery type.

DCP discovery type

O Include all devices discovered with DCP in the result.
® Only include the devices in the result that are located in one of the specified IP address ranges.

Note If you select the “Include all devices discovered with DCP in the result” option in
the DCP scan settings, it is possible that DCP devices are discovered that are
outside the defined IP address ranges but within the subnets connected to the
network adapters.

2. As an additional option, you can set the scan mode. The following options are
available:

- Automatic scan
- Manual scan when starting for the first time or as required
Uncheck “Automatic scan” to start a scan manually.

Miscellaneous
’7 [] Automatic scan

Note If you check “Automatic scan”, the “Administration > Monitoring” menu, “General
tab, allows you to set the time interval for automatic network scans.

SINEMA Server V14
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Starting device discovery

To start the network scan, proceed as follows:

1. To start the network scan, click the highlighted “Start scan” tool.

P - Administration [JESTEETEY Logged-on user. Adminisirator  Logout
~ Discovery
You are here: Administration > Discovery > Scan |12 o5 N7
sean | proties
4 [ Overall status
D Local . | ~
4 ' Devices S
4 7 Al devices r—I| Start scan jareas for network
D IP address.
B PROFINET devic # 7 X HE ] % Nodes to scan &0 ] ]
+ [ Grouped
O Device category O Status = First address Last address Name No. of nodes
0 Vendor O 192.168.0.1 192.168.0.40 SN_Subgroup_0 40
4 PNIO systems
4 {0 Views
DCP network adapler for device scan
L)
O Status 4 IP address Name
] 192.168.0.1 Intel{R) 82579LM Gigabit Network Connectiony

2. In the “Device discovery” dialog, click “No”.

| Device discovery

0 o you want to enable automatic scanning of the network?

No Yes

3. The network is scanned based on the scan ranges for the subnets. The
scanning progress is indicated by an icon in the right section of the status bar.

SINEMA Server V14
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Res

ult

When scanning is complete, all discovered network devices, including their status,

are displayed in the device lists that can be selected in the device tree.

4 [ Overall status

4 [ Internal
0K (11)

4 | Devices

4
4

SINEMA Server V14

4 4 All devices (11)
L4 P address

PROFINET device name

4 | Grouped

4 { Device category

g

[ PNIO systems
[ Views

Fl

rl

Access point (1)
End device (1)
Other (1)

PLC (2)

Switch (5)
WLAN client (1)

" Vendor

Other (1)

Siemens AG (10)
" Subnet

192.168.0.0/24 (10)
Unknown (1)

Entry ID: 109746780, V1.0, 08/2017
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4
4.1

41.1

Device tree

Managing and Customizing Devices

Device management

Valuable information on device management

When scanning is complete, all discovered network devices, including their status,
are displayed in the device lists that can be selected in the device tree.

- Devices. [Medtace
©)
ek K-l [
-] 192.166.0.2 SC (2GGDO0-2AA2) DO0E-8C DA 3170
] 192168011 SCALANCE PN (2BD00-2AC2) 20:87 56 18 EQED
] 192168012 SCALANCE PN (2BDOI \C2) 20:87 56 18 E1 8D
-] 192.168.0.13 SCALANCE WT722-1 RM5 (1FCO0-0AAD) 00:16:1B.E6 5C.33
V] 192.168.0.14 SCALANCE WT81-1 RM5 (1FC00-0AAD) 00.16.1B.E8.61.35
B 102166015+ picxb1 profinet-schnittsteliexl 5681 CPU 1516F-3 PN/DP (3FNOD-0AB0) 0016 1B-12F1-7F +
v} 192 188021 SCALANCE XB208 PN (DBADO-2AB2) 2087 56 04 23 FB
-] 192.168.0.22 SCALANCE XB208 PN (DBADO-2AB2) 20:57.56.04:24.08
= 192.168.0.23 plcxb2diad CPU 317-2 PN/DP (2EK14-0AB0) 00:0E-8C F8.2F-9C
] 192 166.0.24 io-davicexb 15032 ET 200SP IM155-6 PN ST (GAU00-0BNG) O0C18: 18 5F ES 81
The following table shows the meaning of the numbers:
Table 4-1
No. Area Description
Device tree The device tree displays a grouped list of all devices that are
1 monitored by SINEMA Server. The different groups are used for
filtered display of the devices depending on the selected group
topic.
5 Device list The device list lists devices that are part of the selected group topic
in the device tree.

The device tree groups all devices that were discovered after a scan.

Selecting a device group generates a filtered device list that is displayed in the
“Devices” tab in the device window.

e The “Overall status > Local” group filters the devices by their overall status,
e.g. “OK".
e The “Devices” group generates a display filtered by device property.

e The “PNIO systems” group displays only devices that are part of the selected
PNIO system.

The icons for the overall status always show the worst current status of one of the
device nodes included in the branch.

SINEMA Server V14
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Device list

Selecting an item in the device tree opens the SINEMA Server device lists. In the
device window, the “Device” tab is always the default tab.

Depending on the item selected in the device tree, the device list displays all
devices or only a certain group.

Devices. Interfaces

[Faa® - -

Status P address PROFINET device name Device type MAC address
n 192168.0.23 plexb2d1ad CPU 317-2 PNDP (2EK14-0AB0) 00.0E 8C F82F 9C
@ 102168015+ picxb1 profinet-schitisteliexbi5eat GPU 1516F-3 PNIDP (3FNOO-0ABO) 001B1B:12.F1.7F+
] 192.188.0.2 SCALANCE X308-2M (2GG00-2AA2) 00:0E:8C.DA31.70
] 192168 0.21 SCALANCE XB2048 PN (0BA00-2AB2) 2087 56:04 23 FB
] 182 168.0.11 SCALANCE XC206-2 PN (2BD00-2AC2) 20°87°56:1B-E0ED
= 182.168.0.22 SCALANCE XB2048 PN (0BA00-2AB2) 20r87°56:04 2408
] 192.168.0.12 SCALANCE XC206-2 PN (2BD00-2AC2) 2087 56:1B:.E1:80
] 192.168.0.13 SCALANCE W722-1 RJ45 (1FCDD-0AAD) 00:1B:1B:E6:5C 33
ﬂ 192.168.0.14 SCALANCE W761-1 RJ45 (1FCOD-0AAD) 00.1B.1B.EB.61.35
] 192.168.0.24 io-devicexb15b32 ET 200SP IM155-6 PN ST (6AUDD-0BNOD) 00.18.1B.5F ES 81
] 192.168.0.1 Management Station 00:1B:1B:BF FE:73

Device lists are divided into several columns that display the device-specific data.

With the exception of the first column that is used to select rows, you can select
and customize the contents of any other column as required.

Device list functions

The device window provides a toolbar with functions. You can use these functions

for a device selected in the device list.

[FE % T #X BT 709 v|
& < & ™ M

This includes the following functions:

e Show device details for the selected device
e Open Web Based Management

e Reread device data

e Add comments

e Enable/disable monitoring

¢ Manually add new device

e Delete device

e Change device type

For a detailed description and list, please refer to the “SIMATIC NET network
management SINEMA Server” operating instructions, Chapter 4.1

(see \4\, Chapter 7.2).

Device details

You can view detailed device information for each device in the device list.
The window with the specific device details can be opened:

¢ In the device window

- Using the appropriate icon in the toolbar

- By double-clicking the appropriate item in the device list
¢ In the topology view

- Using the context menu of the device

- By double-clicking the device icon

SINEMA Server V14
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The “Device details” window consists of several tabs that display the data of a
device in a detailed manner, grouped or as a list.

Device details (192.168.0.11 / sysName Not Set) x

Summary Status Description PROFINET Config. LAN ports Events Redundancy Expert

& v I

— Device identification

IP address 192.168.0.11 Name sysName Not Set
Device category Device type SCALANGE XC206-2 PN (2BDO(
Device MAC address  |20:87:56:1B:EO:ED System location sysLocation Not Set
— Pending events.
— Note
v
< >

Close

Which tabs are displayed depends on the specific device type.
4.1.2 Customizing the device list

The device list provides you with a table of device-specific data of the monitored
devices such as status, IP address, MAC address. Each column is assigned to a
specific piece of device information.

The tools in the footer allow you to design the entire table as required. You can
make the following changes:

e Add columns with more information
e Remove existing columns
e Change column width

To customize the device list, proceed as follows:

1. Inthe device tree, select the device group whose device list you want to
customize, for example all devices with the “OK” status.
The device window displays the filtered device list.

I

Devices Interfaces

‘ K - [ > Y
O Status IP address PROFINET device name Device type MAC address Active SIMATIC/|
[} V] 192.168.0.23 plexb2d1ad CPU 317-2 PN/DP (2EK14 00:0E:8C:F8:2F9C o
[} v 192.168.0.15+ plexb1_profinet-schnittstelle CPU 1516F-3 PN/DP (3FN00:1B:1B:12:F1:7F+ o
O ] 192.168.0.2 SCALANCE X308-2M (2G(00:0E:8C:DA:31:70 <
(] V] 192.168.0.21 SCALANCE XB208 PN (0E20:87:56:04:23:FB s
[} V] 192.168.0.11 SCALANCE XC206-2 PN (20:87:56:1B:ED:ED Ed
(] v 192.168.0.22 SCALANCE XB208 PN (OE 20:87:56:04:24:0B ks
O V] 192.168.0.12 SCALANCE XC206-2 PN (20:87:56:1B:E1:8D <
(] V] 192.168.0.13 SCALANCE W722-1 RJ45 00:1B:1B:E6:5C:33 s
[} V] 192.168.0.14 SCALANCE W761-1 RJ45 00:1B:1B:E8:61:35 Ed
(| v 192.168.0.24 io-devicexb15b32 ET 200SP IM155-6 PN ST 00:1B:1B:5F:E5:81 ks
O v 192.168.0.1 Management Station 00:1B:1B:BF:F6:73 oo
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2.

4,

SINEMA Server V14
Entry ID: 109746780

Click the highlighted tool in the toolbar.
O

v 192.168.0.1 Management Station 00:1B:1B:BF:F6:73 oo

8- 65D Page[1  |of 1 View 1-110f 11

The window for selecting columns opens. It consists of the following parts:
- Inthe left part, you can see the columns that have already been displayed.
- Inthe right part, you can see the columns that are still free.

Use the minus sign (“-”) to remove existing columns and/or use the plus sign
(“+”) to add new columns.

Using drag and drop, you can change the column sorting.

Select “OK” to close the window.

Select columns x
6 items selected Remove all Add all
3 Status =] Attemating device [+ ]

1 P address —| Article number + 2

1 PROFINET device name —| Assigned controllers +

1 Device type =| Automation name +

1 MAC address = | Automation role +

3 Active SIMATIC/PROFINET m. = | Category +
Conf. SIMATIC f PROFINET _. +
Contact person +
Cc-PLUG +|wv
NCP rearhahilite

Cancel

You can edit the column width directly in the device list.

Devices Interfaces
\ - K- (o * Y
J Status + IP address b Device type {=» MAC address {==p Article number Active SIMATIC/|
O V] 192.168.0.23 CPU 317-2 PN/DP (2EK14/00:0E:8C:F8:2F:9C BEST 317-2EK14-0ABO
O V] 192.168.0.15+ CPU 1516F-3 PN/DP (3FN 00:1B:1B:12:F1:7F+ BES7 516-3FN00-0ABO o
O ] 192.168.0.2 SCALANCE X308-2M (2G(00:0E:8C:DA:31:70 6GK5 308-2GG00-2AA2 e
O v 192.168.0.21 SCALANCE XB208 PN (0E20:87:56:04:23:FB BGK5 208-0BA00-2AB2 =
O ] 192.168.0.11 SCALANCE XC208-2 PN (20:87:56:1B:E0:ED B6GK5 206-2BD00-2AC2 Ees
O ] 192.168.0.22 SCALANCE XB208 PN (0F 20:87:56:04:24.08 B6GK5 208-0BA00-2AB2 =
O ] 192.168.0.12 SCALANCE XC208-2 PN (20:87:56:1B:E1:8D BGKS5 206-2BD00-2AC2 77
O V] 192.168.0.13 SCALANCE W722-1 RJ45|00:1B:1B:E6:5C:33 6GK5 722-1FC00-0AAD =
O ] 192.168.0.14 SCALANCE W761-1 RJ45/00:1B:1B:E8.:61:35 B6GK5 761-1FC00-0AAQ ks
O v 192.168.0.24 ET 200SP IM155-6 PN ST|00:1B:1B:5F:E5:81 BEST 155-6AU00-0BNO Ly
O ] 192.168.0.1 Management Station 00:1B:1B:BFF6:73 =
4B o 6D Page[1  |of1 View 1-110f 11
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5. To apply the changes, click the highlighted tool.

Devices Interfaces
[f @ (o ~ Y
J Status * IP address Device type MAC address Article number Active SIMATIC/I
[} '] 192.168.0.23 CPU 317-2 PN/DP (2EK14/00:0E:8C:F8:2F-9C B6EST 317-2EK14-0AB0 =
O v 192.168.0.15+ CPU 1516F-3 PN/DP (3FN00:1B:1B:12:F1:7F+ BEST 516-3FN00-0ABO oo
O ] 192.168.0.2 SCALANCE X308-2M (2G(00:0E:8C:DA:31:70 BGK5 308-2GG00-2AA2 b
O ] 192.168.0.21 SCALANCE XB208 PN (0E20:87:56:04.23:FB B6GK5 208-0BA00-2AB2 ++
O V] 192.168.0.11 SCALANCE XC206-2 PN (20:87:56:1B:E0:ED BGK5 206-2BD00-2AC2 ++
O ] 192.168.0.22 SCALANCE XB208 PN (0E20:87:56:04:24:0B B6GK5 208-0BA00-2AB2 ey
O v 192.168.0.12 SCALANCE XC206-2 PN (20:87:56:1B:E1:8D B6GK5 206-2BD00-2AC2 v
O V] 192.168.0.13 SCALANCE W722-1 RJ45|00:1B:1B:E6:5C:33 B6GK5 722-1FC00-0AAD it
O ] 192.168.0.14 SCALANCE W761-1 RJ45/00:1B:1B:ES.:61.:35 B6GK5 761-1FC00-0AAD e
O v 192.168.0.24 ET 200SP IM155-6 PN ST|00:1B:1B:5F:E5:81 BES7 155-6AUO0-0BNO =
O ] 192.168.0.1 Management Station 00:1B:1B.BFF6:73 =
s@ - s Page[1  |of 1 View 1- 11 of 11
6. Inthe next window, you can select the changes that will be applied to
SINEMA Server.
Select “OK” to confirm your selection.
SINEMA Server V14 x
[ Column selection
M sorting
¥ Page size
M Filter settings
Cancel
7. If you want to customize more device lists, repeat steps 1 through 6.
Result
The modified device list appears in the device window.
SINEMA Server V14
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4.1.3 Manually enabling device monitoring

You can manually enable the following monitoring settings specifically for selected
devices:

e PROFINET monitoring for PROFINET devices
e SIMATIC monitoring for SIMATIC S7-300/S7-400/ET 200 CPUs

To manually enable PROFINET monitoring, proceed as follows:

1. Inthe device tree, select the device list for available PROFINET devices. The
device list displays all PROFINET-capable devices.

4 [ Overall status
4 { Local

ok e X} - =y
Maintenance demanded (3)
+ [ Devices Status ¢ IP address Device type Calegory Active SIMATIC/PROFINET monitor
» All devices (11) ] = 192.168.0.23 CPU 317-2 PN/DP (2EK14-0AB0) PLC i
+ ¥ Grouped | | 192.168.0.24 ET 2005P IM155-6 PN ST (6AU00-0BND)  |End device e

4 (_PNIO systems
plexh2dtad (2)

2. Select an item with a PROFINET-capable device, for example the
ET 200SP of the reference system from this document. Open the highlighted
tool to show more functions in the toolbar.

Devices Interfaces

EEEE1CY (& ¥
[] Status Device type Category Active SIMATIC/PROFINET monitor
O V] 192.168.0.23 CPU 317-2 PN/DP (2EK14-0AB0) PLC ey
] 192.168.0.24 ET 200SP IM155-6 PN ST (6AU00-0BND) | End device o

3. Select the highlighted tool to open the “Monitoring Settings” function.

Devices Interfaces
FE TR =X BT T d ]
| r e 'E_'n 'ﬂ' [Mon.tor.ng settings ] = Y
O Status % IP address Device type Category Active SIMATIC/PROFINET monitor
O ] 192.168.0.23 CPU 317-2 PN/DP (2EK14-0AB0) PLC v
v 192.168.0.24 ET 200SP IM155-6 PN ST (6AU00-0BNO) | End device o

SINEMA Server V14
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4. In “Monitoring settings”, check “PROFINET monitoring”. To apply the change,
click the “Save” button.

Device list x

— Monitoring settings

—PROFINET monitoring settings

PROFINET monitoring
PROFINET monitoring of port statistics

—Alternating device

[[J Alternating device

Note:
Global monitoring settings : PROFINET monitoring including port statistics

The selected devices are part of the reference topalogy

Cancel Save

Note You can only enable local PROFINET monitoring manually if you have enabled
global PROFINET monitoring in the “Administration > Monitoring” menu.

Result
PROFINET monitoring of the PROFINET 10 device by SINEMA Server is active.
The icon in the “Active SIMATIC/PROFINET monitoring” column is displayed with

glasses and two plus signs. The first plus sign indicates that PROFINET monitoring

is active. The second plus sign indicates that PROFINET monitoring of port
statistics is active.

O Status + IP address Device type Category Active SIMATIC/PROFINET monitor
O ] 192.168.0.23 CPU 317-2 PN/DP (2EK14-0ABO0) PLC bxd
| v 192.168.0.24 ET 200SP IM155-6 PN ST (6AUOC0-0BNO) | End device k4
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To manually enable SIMATIC monitoring, proceed as follows:

1. Inthe device tree, select the device list for available PROFINET devices. The
device list displays all PROFINET-capable devices.

Devices Interfaces

4 [ Overall status

4 { Local
oK@ LX) ™ =~
Maintenance demanded (3)
4 [ Devices [0 Statuse IP address Device type Calegory
» All devices (11) ] ] 192.168.0.23 CPU 317-2 PN/DP (2EK14-0AB0) PLC
+ ¥ Grouped (m] ] 192.168.0.24 ET 2005P IM155-6 PN ST (6AU00-0BND)  |End device

4 (_PNIO systems
plexh2dtad (2)

Active SIMATIC/PROFINET monitor

o

2. Select an item with a PROFINET controller, for example the S7-300 CPU of
the reference system from this document. Open the highlighted tool in the
toolbar to show more functions. Select the “Monitoring Settings” function.

Drvicis

r-;;;_w—f:—'ﬂm_l“’rim
i o E e . \

" [Ty — Drwrcar hypar Calogory

s

At

vin SIAATICTFROFIMET monidor

3. In “Monitoring settings”, check “SIMATIC monitoring” and all the check boxes
below. To apply the change, click the “Save” button.

Device list

— Monitoring settings

— SIMATIC monitoring settings

SIMATIC monitoring
SIMATIC monitoring of assigned devices
SIMATIC monitoring including assigned devices and SIMATIC event messages
SIMATIC monitoring including assigned devices and SIMATIC alarm messages

—Alternating device

[ Alternating device

Note:

Global monitoring settings - SIMATIC monitoring including assigned devices and SIMATIC events or alarm messages

The selected devices are part of the reference topology

Cancel Save

Note You can only enable local SIMATIC monitoring manually if you have enabled
global SIMATIC monitoring in the “Administration > Monitoring” menu.

SINEMA Server V14
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Result
SIMATIC monitoring

e of the SIMATIC-capable CPU by SINEMA Server is active.
e of the PROFINET IO devices assigned to the controller by the SIMATIC-
capable CPU is active.

The icon in the “Active SIMATIC/PROFINET monitoring” column is displayed with
glasses and two plus signs. The first plus sign indicates that SIMATIC monitoring is
active. The second plus sign indicates that SIMATIC monitoring of port statistics is

active.

O Status IP address Device type Category Active SIMATIC/PROFINET monitor
O @ 192168023 CPU 317-2 PN/DP (2EK14-0AB0) PLC

O @ 192168024 ET 200SP IM155-6 PN ST (SAUOD-OBNO) |End device o

In the device details, a new tab, “SIMATIC”, is active. This tab allows you to view
more information such as cycle time, SIMATIC event messages and SIMATIC
alarm messages.

Device details (192.168.0.23 / plcxb2d1ad) b3
A
Summary Status Description SIMATIC Config. LAN ports Events Expert
N ~
— SIMATIC identification
PROFINET IO name [plexb2d1ad |
Automation role ‘Controller ‘ Module name PLC 2 |
Short designation [cPu317-2 PNIDP |

— Configured eycle tim:

Minimum cycle time (ms) ‘D ‘

Maximum cycle time (ms) ‘ 150 ‘

—Measured cycle time

Shortest cycle time (ms) ‘0 ‘
Last cycle time read (ms) o |2016.08.13 06:22:19:798
Longest cycle time (ms) ‘3

— SIMATIC status of assigned devic

Configured devices ‘1 ‘ Maint. req. devices 0 v
r 1 - = 1 ~
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4.2

4.2.1

Device profiles
Valuable information on device profiles
Profiles give SINEMA Server flexibility during device discovery, device monitoring

and device display. They describe one or more device types that have common
properties.

Profile management

During device discovery, SINEMA Server uses SNMP to determine details about
newly discovered devices such as system hardware type, firmware version, article
number.

Based on this SNMP data, the first step performed by SINEMA Server is to select,
for the device, the profile with suitable discovery rules from the profile database. In
the second step, SINEMA Server determines the suitable device type within the
selected profile and uses the icon defined here for the display.

If no suitable profile is found for a network device during the network scan,
SINEMA Server assigns a default profile to this device.

The assigned profile is used to classify and represent the network device.

Using default profiles

If an assignment based on the discovery rules of profiles is not possible when
discovering a device, SINEMA Server assigns a default profile to this device that
has not been uniquely identified:

e |[f the device ID indicates that the device is a Siemens device, the
“SIEMENS_Standard” profile is used.

e If the device cannot be assigned as a Siemens device, a default profile is
assigned based on the protocols supported by the device, e.g.
“DEFAULT_SNMP_DCP_Device”.

You can manually assign a profile to a device with a default profile. You can do the
following:

e Assign the new device type to an existing profile.

e Create a new profile and store the new device type in this profile.
New profiles are always created based on existing profiles.

SINEMA Server V14
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Profile database

The profiles of the SINEMA Server profile database are listed in the “Profiles” tab.
To go to this list, select the “Administration > Discovery” menu command.

You are here: Adminishation » Discovery > Profiles 1 Er % an?
Sean | Prolies
im 2 X @9 5= 4
Status = Name Categary Descrption
ELS Swich Industnal Enemet Electrical Lisan Switch
e evcenne ] SCALANGE 5675 o ncusiral Eivemat Secuty SCALANCE S675
4 {0 Grouped [ SIMATIC_ST_ET200S_PLC PLC Modular Controller SIMATIC ET2005
4 ) Devie category DCP_017C_Lt:_DRIVES_ Gt Others DCP Profile LTi DRIVES GmbH

B oo Pt ] SIMATIC_ET200PRO End Davics Deiributed 10s SIMATIC ET 200PRO
SCALANGE W788C_AP_11n Access Pont IWLAN Access Point IEEE 802 11n
= SIMATIC_VSTxx ident Stationary code reading system VST
-] SCALANCE_XF200 Switch Industrial Ehemet Switchves SCALANCE XF200
SCALANCE_W788_AP_11abg Access Point IWLAN Access Point IEEE 802 11a/big
] SIMATIC_Thin_Glient PCHMI SIMATIC i Thin Clients
SIMATIC_MVAZ0_MV440 et Stationary code reading systems MVA20MVA40
i SINAMICS_G110M Mation Ganeral parformance converters SINAMICS G
[} osM Swilch trial Ethermal Swilches OSM
SIMATIC_ST_300_CP_Advanced PLCCP SOMMUNICATION PROGESSOR for SIMATIC §
[ ] IE_WSN-PA_Link Gateway E/WSN-PA Link

sm- Paga[i_Jof 15 = wi (15w View 115 0216

Profile details

You can view detailed information for each profile in the profile database.
The window with the profile details can be opened:

e Using the appropriate icon in the toolbar
e By double-clicking the appropriate item in the device list

The “Profile details” window consists of several tabs that display the stored profile
data in a detailed manner, grouped or as a list.

Profile (SCALANCE_S615) x ‘
~
Basic data Discovery rules Device types QID sets Thresholds
— Basic data
Name SCALANCE_S615 ID SCALANCE_S615
Device category Profile module SIEMENS_SCALANCE_MSPS
Description ‘Indusma\ Ethemnet Security SCALANCE $S615
Vendor s for discovery v
Create on 2016-09-27 22:54:47.00 Use for PROFINET discovery ™
Updated on 2016-09-27 22:54:47.00 System defined W
— Default icon
l SCALANCE_S615 png Browse
wl
< >
SINEMA Server V14
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Profile database functions

The profile database provides a toolbar with functions. You can use these functions
for a selected profile.

ims X HE HD ¢ [ %

This includes the following functions:

e Create new profile

e Create monitoring profile
e Edit profile

e Delete profile

For a detailed description and list, please refer to the “SIMATIC NET network
management SINEMA Server” operating instructions, Chapter 4.4.2

(see \4\, Chapter 7.2).

SINEMA Server V14
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4.2.2 Creating, changing and assigning profiles

Creating a new profile

The following instructions show you how to monitor a previously unknown device
using SINEMA Server. A “Brother” printer is used as an example of the unknown
device. Create a new profile to make the printer known to SINEMA Server.

When you create a profile for a new device, you first need more detailed
information about the device. This information includes:

How can you identify the device?

Does the device support the Automation MIB or can the I&M data be read
elsewhere?

Are there useful values you can monitor?
Can you determine the status of the device?

When creating a new profile, you always use an existing one. This existing profile
therefore forms the basis of your new profile. As a basis for the Brother profile, use
the “DEFAULT_SNMP_Device” default profile. This default profile is the best
possible basis as the printer supports only SNMP.

To create a new profile, proceed as follows:

1. Select the “Administration > Discovery” menu command to open the “Profiles”

tab.

Vou are here: Administstion > Discovery > Profiles |8 o

Sean | Profies

=/ x Bl Ao 2% .

Status + Name

Wodular Canlroller SIMATIC ET2008

DCP Profile LTi DRIVES GmbH

osm

SIMATIC_S7_300_CP_Advanced AMUNICATION PROCESSOR for SIMATIC S

IE_WSN-PA_Link

] - - -

IEMVSN-PA Link

2. From the list, select the profile that is the most favorable basis for your new

profile. For the Brother printer example, the “DEFAULT_SNMP_Device” default
profile is the best possible choice.
Select the “DEFAULT_SNMP_Device” profile. To create a new profile, click the
highlighted tool.

Gl X HE HD ¢ [ %

O

Create profile | Status Profile ID Name %
| | DEFAULT_DCP_Device DEFAULT_DCP_Device
] (= DEFAULT ICMP_Device DEFAULT ICMP_Device
] (= DEFAULT_SNMP_DCP_Device DEFAULT_SNMP_DCP_Device
|EI O DEFAULT_SNMP_Device DEFAULT_SNMP_Device
O = ELS ELS
] ] ESM ESM
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3. This opens the “Add profile ID” dialog. Assign a unique “Profile ID”. This name
is used globally in SINEMA Server as the profile ID. Select “OK” to confirm the
name.

Add profile ID x

Profile ID

Profile ID | [Brother_Printer x|

Note: no discovery rules will be adopted from the basic profile

Cancel OK

4. The Profile editor opens. You can enter data for the new profile. In the “Basic
data” tab, define the following parameters:

- Name of the profile

- Device category

- Vendor

- Deviceicon

- PROFINET discovery

For a detailed description of the input options, please refer to the “SIMATIC
NET network management SINEMA Server” operating instructions,
Chapter 4.4.2 (see \4\, Chapter 7.2).

Profile

Basic data Discovery rules Device types OID sets Thresholds

— Basic data

© Siemens AG 2017 All rights reserved

5. Go to the “Discovery rules” tab. In this tab, you define strings that are used to

Name ‘Brolherj‘nmer ‘ 1D Brother_Printer

Device category ‘E"d Device V‘ Profile module DEFAULT_SNMP_Device
Description ‘Printers from Brother

Vendor ‘Brothar ‘ Use for discovery

Create on 2016-09-27 22:54:36.00 Use for PROFINET discovery [}
Updated on 2016-09-27 22:54:36.00 System defined

— Default icon

|

° Brother.png

discover the new device family.
To add a new rule, click the highlighted tool.

SINEMA Server V14
Entry ID: 109746780,

Profile

Basic data Device types 0ID sets Thresholds

NEES ™

O ‘Add arule l Status
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6. A new dialog appears. Define the discovery criteria in the appropriate fields.
Select the strings such that all associated devices are discovered while no
unwanted devices can be assigned to the profile.

For a detailed description of the input options, please refer to the “SIMATIC
NET network management SINEMA Server” operating instructions,
Chapter 4.4.2 (see \4\, Chapter 7.2).

Click “OK” to close the dialog.

Rule x
—Basic data
Name Rule 1 Use for discovery Wi
ysDescr [Brother %]
Idp |
a vRevision |
nOrderNumber ]
onit ionOrderNumbel |
sysObjectiD |
The following wildcards can be used: " (Any number of characters including spaces), “?" (The character preceding this wildcard cannot or can occur only once including spaces),

and "" (precisely one (any) character including space).
So as not to use the named characters as wildcards these must follow a ™", e.g. "\?"

Result
You have added a new rule to the profile.
Profile )
Basic data Discovery rules Device types OID sets Thresholds
¥ /X HE |
Status Name & Rule
| O 1] Rule 1 sysDescr = "Brother™ |

7. If an applicable profile was found for the found device, the second step tries to
determine the correct device type.
To specify single device types within the profile, go to the “Device types” tab.
To add a device type rule, click the highlighted tool.

Profile 3
Basic data Discovery rules 0OID sets Thresholds
W< X [HE
[]| Add device type rule Icon Device type Rule name Rule

SINEMA Server V14
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8. The Device type editor opens. Define the discovery criteria for the device type
in the appropriate fields.
For a detailed description of the input options, please refer to the “SIMATIC
NET network management SINEMA Server” operating instructions,
Chapter 4.4.2 (see \4\, Chapter 7.2).
Click “OK” to close the dialog.

Device type x
—Basic dala Al
i
Name Rule 1 ]
Device type Printer NC-17002h |
peticte numbers |
Use for discovery W
—leon
i
° Brothet.png Reset
r—Criteria
—SNMP/DCP
[Brother™NC-17002n1 x|
automationSwRevision [ |
automationOrderNumber [ ]
DiagMonitor_StationOrderhumbe |

sysObjectiD [

The following wildcards can be used: =" (Any number of characters incluging spaces), "?" (The character preceding this wildcard cannot or can oceur only once including spaces|
and " (precisely one (any) character including space)
So as not to use the named characlers as wikicards these must follow a "\", e.g. "\?"

B v
Result
You have added a new device type rule for the new printer device, “Brother NC-
17002h”.
# 7 X [EE
O Status Icon Device type Rule name 4 Rule
] [ ° Printer NC-17002h Rule 1 (sysDescr = "BrotherNC-170
N

9. SINEMA Server tries to read the 1&M data such as firmware version, order
number, serial number in the Automation MIB. As the printer does not support
this MIB, a new OID set has to be created.

To do this, go to the “OID sets” tab. To create a new OID set, click the
highlighted tool.

Profile x
~
Basic data Discovery rules Device types 0OID sets Thresholds
517 x
O [Add OID Set Name % Description
[ |Automation Basic set of Automation-MIB OIDs.
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10. Enter a name and, optionally, a description of the new OID set.
To create a new OID, click the highlighted tool.

Set OID

r—Basic data

Name
Description ‘Diagnosic values Brother printers
—OID:
e 2 X

[ |Add new OID | Name

oID

Custom type &

Polling interval

11. The OID editor opens. The following example creates an OID to display the
currently set paper size.
In the dialog’s input fields, enter the following data:

Enter a name for the OID, for example PaperSize.
Enter the associated OID.
From the “Data type” drop-down list, select the data type that matches your

OID.

If you select the “String” data type, the “Post processing” section allows
you to define rules to edit the string, for example: use only the four

characters following the “DIN” string.

Click “OK” to close the dialog.

oID
—Basic data
Name ‘F‘aperSlze Custom type [None v|
oID [136.12143821.12.11 Data type [string V|
Polling interval ‘EO sec v‘
—Post processing
Type [Take X characters after Substr v/|
Position X ‘4
Substring X ‘DIN
!
Result
You have added a new OID for the Brother printer.
‘ % 7 X ‘
O Name oD Custom type Polling interval
|D PaperSize 13.6.1.21.4382.1.12.1.1 None 60 sec |

SINEMA Server V14
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12. To add more OIDs to the “Brother” OID set, repeat steps 10 through 12.
To complete the OID set creation, click “OK”.

Set OID x
r—Basic data
Description ‘Dlagnoslc values Brother printers
—OID:
[ 2 x
O Name OID Custom type 4 Polling interval
] PaperSize 1.36.12.1.4382.1.12.1.1 None 60 sec
OperationState 1361212532151 None 60 sec
& B> 6D Page[t ]of1 View 1 -2 of 2
Cancel
Result
“ ”
You have created a new OID set, “Brother”.
Basic data Discovery rules Device types OID sets Thresholds
% 2 X
O Name % Description

[ | Automation

Basic set of Automation-MIB OIDs.

[J |Bridge Basic set of topology related Bridge-MIB OIDs
| 1 |Brother Diagnosic values Brother printers.
Mo den painy Plonin nnt of Mihad e B4R SRS

13. To complete the profile creation, click “OK”.

SINEMA Server V14
Entry ID: 109746780, V1.0, 08/2017

Profile
Basic data Discovery rules Device types OID sets Thresholds
% 2 X
O Name + Description
[ |Automation Basic set of Automation-MIB OIDs.
[ |Bridge Basic set of topology related Bridge-MIB OIDs.
[ |Brother Diagnosic values Brother printers
[ |EtherLike-MIB Basic set of EtherLike-MIB OIDs.
[ IFEXT-MIB Basic set of IFEXT-MIB OIDs.

[ |interface-MIB
[ |interface Statistic
[ |IP-Forward-MIB
1 /iP-miB-L2

[ ip-miB-L3

[ Lac-miB

[ |LLop

[ |LLDPEXT-MIB
O mau

& B o 6D

Basic set of Interface-MIB OIDs.
Basic set of Interface-Statistics OIDs.
Basic set of IP-Forward-IMIB OIDs.

Basic set of IPL2 OIDs.
Basic set of IP-MIB-L3 OIDs.
Basic set of LAG-MIB OIDs.

Basic set of topology related LLDP-MIB OIDs.

Basic set of topology related LLDPEXT_MIB OIDs.

Basic set of MAU-MIB OIDs

Pageofz -

View 1 - 14 of 20

Cancel
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14. The new profile appears in the profile database. Select the new profile and use
the highlighted tool to save the new item

5
= Profile ID Name Calegary Description
Brother_Printer Brother_Printer* End Device Printers from Brother
m ELS ELS Switch Industrial Ethemet Electrical Lean Swit

15. To use the new profile for monitoring, select the newly created profile. To
activate the new profile, click the highlighted tool.

..»./x@zuo 3 .

Use for Discovery | Profile ID Name Catagory Description

|'-/ ] Brother_Printer Brother_Printer End Device Printers from Brother
W ELS ELS Switch Indusirial Ethemet Elecirical Lean Switt
L] SPAIANCE SA16 SCAIANCE SR15 Reuitar Incustrial Fihamet Sacurnty SCALANGE

Result
You have added the new profile to the profile database. SINEMA Server uses also

this profile for monitoring.

Scan Profiles

[EesxEm @9 B .

m] Stalus Profile ID 4 Name Calegory Description
Brother_Printer Brother_Printer End Device Printers from Brother
DCP_0002_Rockwell_Automation | DCP_0002_Rockwel_Automation  Others DCP Profile Rockwell Automation
DCP_0005_ABB DCP_0005_ABB Others DCP Profile ABB
DCP_0011_Endress_Hauser DCP_0011_Endress_Hauser Others DCP Profile EndressandHauser
DCP_0012_ABE DCP_0012_ABB Others DCP Profile ABS
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5 Understanding and Filtering the Event List

51 Valuable information on events

The program user interface of SINEMA Server provides the event list that keeps

you constantly informed about activities in the network or SINEMA Server. The

event list displays all events in a table.

F-3-1 1

Moted Event stalus

Resolving
Pending
pending
Peading
Pencing
Pending
Ponding
Pending
Pending
Ponding
Peading
Ponding
Pending
Pending
Ponding

E|F|F|2 7|2 77 %78 FFEF

Classification

_—

Event Event class Time stamp 5.
v ioreea e I - 5 150451 713
Device mor ng. PROFINET monitoring was stop Waming 2017-03-06 15:04.06.400
Device monitoning: PROFINET monrioring was siop Warning 2017-03-06 15:04.08 400
Devica monitoning. PROFINET monilaring was stog Waming 2017-03-06 1504106 400

Desice mentonng: DCP wes @sabied for the device Waming 2017-03-06 1504106 368

Denice monitoning: device is no longer reachable

s o longer reachable w
il

itoring s No longer raachatle w 35:
Device status: not reachable 2017-03-06 15.04.08 353
Device montonng: dewice can no on 2017-03-06 1504 06 353

Events are divided into the following main categories:

Network events

1P address
192.168.0.2
192.188.0.11
162.188.0 14
192.168.0.12
192168015
162.188.0.15
192.168.0.15
192.168.0.12
192.168.0.12
192.168.0.14
102.188.0.14
192.168.0.14
192.168.0.15
162.188.0.12
192.168.0 11

Network events provide information about statuses and changes that have
occurred in the network.

System events

affected

System events provide information about actions, changes and error events of
SINEMA Server.

Classification

All network and system events are additionally classified by their severity.

The different event classes are listed below:

Notification and information such as user login and logout
Warning such as link down or link up received
Error such as memory assignment failed

Depending on the classification, the “Event class” column is color-coded in the

event list.

Event class

SINEMA Server V14

s|s|s|s
EEIE
2222
e
e o a a
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Event status

Events can have different statuses. The status of an event depends on the overall
status of the network device for which this event was triggered.

An event can have the following statuses:

e Pending
An event triggered for a network device to which a negative overall status
(each overall status except “OK” and “Not connected”) is assigned is labeled
as “Pending”. The event was included in a list of events pending for the device.

e Resolved automatically
An event that was removed from the list of pending events is labeled as
“‘Resolved automatically”. Pending events are automatically resolved, for
example, when the device changes to a positive overall status (overall status:
“OK” and “Not connected”).

e Resolved manually
A pending event that was manually removed from the list of pending events
using the appropriate tool (“Stamp”) in the event list is labeled as “Resolved
manually”.

e <blank>
A triggered event that is not assigned to an overall status has no event status.
Normally, these are system events.

Note Chapter 4.4.4 (see \4\, Chapter 7.2) of the “SIMATIC NET network management
SINEMA Server” operating instructions provides you with more information about
the overall status of a device.

Filter templates

You can filter the data displayed in SINEMA Server, for example events, by criteria.
To avoid having to reconfigure the selected filter criteria before each filter
operation, you can save them in a filter template and reuse the filter template.
Cross-user filter templates can be reused by all users of the SINEMA Server
instance.

The settings that can be made in a filter template can be divided into three
categories. The criteria of these categories are applied to the data to be displayed
in the below order:

1. Prefilter:
The prefilter includes basic filter criteria that are applied, on the server side, to
data to be displayed. Data that passes the prefilter is forwarded to the clients.

2. Complex filter.
In the second step, the data received by clients is filtered using any complex
qguery. With a complex query, filter rules can be created for individually
selectable columns. These rules can be connected using logical operators and
nested within one another using rule levels.

3. Simple filter:
In the third step, the data that has passed the complex filter is filtered by
entering free text. In contrast to the complex filter, the simple filter, by default,
includes all columns of the appropriate data category.

SINEMA Server V14
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Event list functions

5.2

The event list provides a toolbar with functions. You can use these functions for an
event selected in the event list.

-

| 1A EE | |~

This includes the following functions:
¢ Event noted

e Manually resolve event

e Edit and/or delete remark

e Maximize/minimize event list

e Filter options

For a detailed description and list, please refer to the “SIMATIC NET network
management SINEMA Server” operating instructions, Chapter 4.1.14

(see \4\, Chapter 7.2).

Customizing the event list

Customizing the display

The event list displays all events in a table. Each column is assigned to a specific
piece of information.

The tools in the footer allow you to design the entire table as required. You can
make the following changes:

e Add columns with more information

e Remove existing columns

e Change column width

To customize the event list, proceed as follows:

1. Click the highlighted tool in the toolbar.
[IFS-3-X § | [ I EA

INET manitarng was stog) Werming
No Punding (v wars steg) Waming
o Penang Device monitoning: PROFINET manionng was siog Warming
s, dhsablod for the devics Waming

g PROFI

192.168.0.12
192168015
192168015
192163015

No Ponding Devioa monitoring D
o Pending
o Pendng
Mo Pendng
No Punding
Mo Pondng

Mo Pending
N Penang Device status: not reachadle 192.166.0.14
192188015

Mo Pending Device momitoring: device is na longer reachabie w 703
Mo Pendig Device status: not reacheble 182 188.0.12
Mo Pendng Devics monitaring: devica can no longer b reschie 74

192.188.0.12
192.168.0.12
192.188.0.14
192.168.0.14

0406353 - 192168011
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2. The window for selecting columns opens. It consists of the following parts:
- Inthe left part, you can see the columns that have already been displayed.
- Inthe right part, you can see the columns that are still free.

“w

Use the minus sign (“-”) to remove existing columns and/or use the plus sign
(“+”) to add new columns.

Using drag and drop, you can change the column sorting.

Select “OK” to close the window.

Select columns x
7 items selected Remove all Add all
1 Noted Affected - name T
1 Eventstatus Device status + ~
1 Event Event category +
1 Eventclass Interface / slot +
% Time stamp IP address - reporting +
% Event details Notes +
% P address - affected Overall status group +

T Protecol +
Reporting - name + |v
Time stamn - renorted :

Cancel

3. You can edit the column width directly in the event list.

[IFS-3-% | [ -

E)
No

06,400
1 Warning 20170308 15.04.08 400 ]
A Warming 2017.03.08 15.04.06 400 182188012

« Warning 20170306 1504 06 366 182 188.0.15

Ll ”_‘ — : o

4. To save the changes, click the highlighted tool.

| |Pending Device status: not reachable

[] | Pending Device monitoring: device can no longer b

A E: ve column layout
E.

Il

Result
The modified event list appears in the device window.
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5 Understanding

and Filtering the Event List

Filtering events

Using filter templates, event lists can be filtered by various criteria.

You
[ )

The following instructions show you how to filter events using a prefilter:

SINEMA Server V14

can filter events by the following criteria:

Event status

Period:

- By events in the last 7 days/24 hours

- By all events starting with the current time

- By all events within a manually entered period
Event class

Event category

Protocols

Click the highlighted tool in the toolbar.

(Tidgaz=E ™| EBFd

| Noted Event status Event vent class

[J|No Resolving Device status: reachable

[1|No Resolved automa Device monitoring: device is no longer reachable wi

[ |No Resolved automa Device monitoring: device can no longer be reached

[1{No Resolved automa Device monitoring: DCP was disabled for the device Warning

Ne Resolved automa Device status: not reachable _
[1|No Resolved automa Device status: not reachable _

The “Events filter” dialog appears. Go to the “Prefilter” tab.

Set the filter, for example “Pending last 7 days”. Click “Save as...” to save the

prefilter.

Events filter
Filter Prefilter

Note: These filter settings are applied to data o be displayed on the server. If the number of data records passing the prefilter exceeds 5000 only the last
5000 data records are forwarded lo the clients.

r— Basic filter oplions

Noted All ~
Event status Pending ~ |
Period
Last 24 hours
® Last 7 days
One month From To
© Fixed From % To
—Event categories.
& Network events M system events
~Event classes
& Notification M Info B4 waming M Error
Protocols

Save as Cancel
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3. Adialog opens where you can enter a filter template name under which you
want to save the configured filter settings. The name must be unique within the
SINEMA Server instance and not contain more than 25 characters. Click
“Save”.

Events filter x

Filter template
|
( Name Pending Last 7Days ‘l O cross-user filter template

Cancel Save

4. A new dialog opens and confirms the successful creation of the filter template.
Click “OK” to close the message.

Events filter x®

0 Filter template created successfully.

OK

5. To use the filter, click the “Use filter” button.

Events filter "Pending Last 7Days" x

Filter Prefilter

Note: These filter settings are applied to data to be displayed on the server. If the number of data records passing the prefilter exceeds 5000,0nly the last A
5000 data records are forwarded to the clients
— Basic filter options
Noted All v
Event status
Period
O Last 24 hours
) Last 7 days
) One month From ‘ ‘ To ‘ ‘
O Fixed From | | o] |
— Event categories
M Network events M system events
—Event cla:
M Notification ™ Info 1 Warning M Emor
FProtoco\s ‘ v

Delete Save Save as. .. Cancel Use filter

6. All created filter templates are listed in a drop-down list. You can view the
contents of this list using the toolbar. To use a filter template from the drop-
down list, select the appropriate item and press <ENTER>.

| | AR EE ) (™ |Pending Last 7TDays| X | ’E %
O Noted Event status Even
[0 No Pending Interface connection: no mef Pending Last 7Days arming
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Result

Filtered display of events in the event list based on the definition in the prefilter.
The screenshot shows events filtered by the “Pending” event status within a period
of seven days.

Event status Event Event class
Pending Device status: not reachable _
Pending Interface connection: no match with reference. Warning
Pending Interface connection: no match with reference. Warning
Pending LAN: interface inactive and does not match referen(_
Pending Redundancy status: redundant connection activatec Warning

Manually resolving events

You can manually resolve events with the “Pending” status using the appropriate
tool (“Stamp”) in the toolbar. This action removes a selected pending event from
the list of events pending for a device. Then the device is assigned the “Resolved
manually” event status. To view only events with the “Pending” status, use the
“Pending Last 7 Days” prefilter you have just created.

To manually resolve an event, proceed as follows:

1. From the drop-down list, select the “Pending Last 7 Days” prefilter. You get a
filtered display of events in the event list based on the definition in the prefilter.

[TIHBEEE ] | |~ ¥

O Noted Event status Ev Event class

[ /No = SINEMA Server cannot use the Windows trap seu

[mirs R QINFMA Qaniar rannnt nica tha Windawe tran con

2. From the event list, select the desired event and click the highlighted tool

“ ”
(“Stamp”).
‘ ; H,JE’ S EE ) (* ‘Pending Last 7Days | - %
e
] ‘Set pending devices to "Resolved manually” Event Event class
| No Pending Redundancy status: interruption detected in ring Warning

3. A new dialog appears where you can confirm the action. Click “OK”.
Device events x

0 Do you want to set pending events to "Resolved manually"?

OK

4. A new dialog informs you that the selected event was manually resolved.
Select “OK” to confirm the message.

Device events x

9 The status of pending events was set to "Resalved manually”

Result
The new status of the selected event is “Resolved manually” and it is no longer

listed in the event list.
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6 Understanding and Using the Topology

6
6.1

6.1.1

Understanding and Using the Topology

Valuable information on the topology

General information

Monitoring using the topology

Note

The device information that can be detected by SINEMA Server includes
information about neighboring devices. Using the SNMP and PROFINET protocols,
SINEMA Server reads neighborhood information and uses LLDP to calculate a
topology display that graphically represents the discovered connections between
devices.

Network topology detection is based on LLDP information read via SNMP or
PROFINET. To obtain detailed connection information, SNMP and/or PROFINET
monitoring must be enabled in SINEMA Server for the devices to be monitored.

The PROFINET device names of the devices are used to display the topology.
The device names must therefore be unique.

To monitor the devices, you can define DESIRED states for connectors,
connections and protocol availability in the topology display. Deviations between
ACTUAL and DESIRED states are then highlighted graphically.

Topology modes

In a previous version of SINEMA Server V14, you used different topology display
types for viewing, monitoring and configuring networks:

e “Detected topology”
¢ “Monitored topology”
e “Reference topology’.

In SINEMA Server V14, you will only find a single topology for viewing, monitoring
and configuring networks. In SINEMA Server V14, you work with different topology
modes to create the conditions for device monitoring in the monitored topology.

SINEMA Server V14 provides the following modes:
e Editing mode
e Online mode

Based on the topology detected by SINEMA Server, Editing mode allows you to
configure a reference topology that represents the desired state of the network.
The configured reference topology forms the basis for monitoring the network.

Online mode allows you to monitor the network considering the configured
reference topology. For connections and ports of reference devices, deviations
between determined statuses and reference statuses are highlighted by SINEMA
Server and communicated through associated events.
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6.1.2 Workspaces and how to use them

Workspaces
The following figure uses Editing mode to illustrate the individual workspaces.

~ Topology
u are hese Tapology > Topology 12 s O% AN ?

® [ e OO HRM X TR & * w2 2)

< >

The following table shows the meaning of the numbers:

Table 6-1
No. Workspace Description
Device hierarchy The device hierarchy lists all devices that were detected after
1 a scan. In Editing mode, the device hierarchy in the left-hand
sidebar is initially blank, all detected devices are in the
topology display.
2 Toolbar The toolbar provides elements for using the topology.
3 Device hierarchy in The main window displays the devices of the device
the topology display | hierarchy in a topology.
Detail area After selecting a device in the topology display, this area
4 displays associated details about the device, ports and
events.

Functions of the topology

The topology provides a toolbar with control elements.

Whether or not you can select a control element depends on the topology mode
you are in.

The following tables provide information about the specific functions of the control
elements and specify in which topology mode the control element is available.

For a detailed description and list, please refer to the “SIMATIC NET network
management SINEMA Server” operating instructions, Chapter 4.2

(see \4\, Chapter 7.2).

General control elements

The following table shows the control elements that can be selected in the two
topology modes.
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Table 6-2

Control element

Function

L]

Enable Editing/Online mode.

o

Reduce/enlarge topology view.

100% w

Select zoom level.

“

Search device properties of devices in topology display for
entered text.

Select previous/next device if device scan finds multiple
devices.

Reset device scan and scan results.

Export topology display as *.PNG file in *.ZIP archive.

£l o

Save configured reference topology and update topology
display.

Control elements in Editing mode

The following table shows the control elements that can only be selected in Editing

mode.
Table 6-3

Control element

Function

Extended icon view

Allows you to make topology settings. These settings include:
e  Show connections/port names

o Define device labeling

Set size of topology grid

Define topology size

Show detected, active connections between devices.

Show learned connections between alternating devices and
tool changer devices.

Adopt detected statuses as reference statuses.

Selection tool; use drag and drop to move devices along the
configured topology grid.

Drawing tool; manually draw reference connections between
reference devices.

Delete learned connections.

Recalculate device positions.

Reset reference topology.

Fix selected devices.

Fix devices after moving.

Insert background image.

Move background image.
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Control elements in Online mode

The following table shows the control elements that can only be selected in Online
mode.

Table

6-4

Control element

Function

Mo %WLAM Selected «

After selecting a VLAN ID, highlight all the devices and
connections associated with it in blue.
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6 Understanding and Using the Topology

6.1.3

Devices

Note

Representation in the topology

The devices, connections and ports discovered and assigned by SINEMA Server
using the protocols are automatically displayed in a topology.

In both topology modes, SINEMA Server places the detected devices in the
topology display and connects them using their detected connections. Each device
is represented by a node that displays the icon of the associated device type.
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In both topology modes, devices that are not part of the reference topology are
displayed with a star icon. Reference devices are displayed without a star icon.

Devices whose device position is fixed in the topology view are displayed with a pin
icon.

In the topology display, SINEMA Server shows devices without detectable
connection information separated from the networked devices. If a device without a
detectable IP address is connected to three or more devices, the device without the
detectable IP address is indicated by a cloud icon.

The device distribution based on the equilibrium of forces between nodes and
connections can be changed in Editing mode.

Connections

In all topology modes, the connection between the devices is represented by a line.
In Editing mode, the lines are represented using the following color coding:

e Current connections are purple,

e learned connections are brown and

e reference connections are black.

The following rule applies:

e If several connection types apply, the specific connection colors are combined.

e If the current and the learned connection type apply, only the current
connection is displayed.
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Note

Note

With regard to the connected ports, the connection lines in Online mode
correspond to the connection lines in Editing mode. Current connections that were
not defined as reference connections are displayed with a star icon.

If a reference connection between two ports does not correspond to the current
connection or one of the learned connections, the connection color is red.
Otherwise, the connection color is based on the fill color of the two connected
ports. Wireless, optical, electrical and unknown connections are represented by
different dash types. If the connection is, for example, a wireless connection, the
connection line is shown as a closely spaced dashed line.

The following table provides an overview of the connection types and the way they
are displayed:

Table 6-5

Connection type Description

Wireless connection

Optical connection

Electrical connection

Unknown connection

For a detailed description of possible colors and dash types, please refer to the
“SIMATIC NET network management SINEMA Server” operating instructions,
Chapter 4.2 (see \4\, Chapter 7.2).

For current connections and learned connections to be displayed, the associated
options must be enabled in the toolbar. For learned connections to be displayed,
additionally check the “Detect alternating devices automatically” check box in
“Administration > Monitoring > General’.

Partial connections

If SINEMA Server cannot detect a connection port of at least one device, partial
connections are created. Partial connections are indicated by a missing port on at
least one side. This connection is referred to as a “partial connection”.

The following different types of partial connections exist:
e Type A: Port-to-device connection
e Type B: Device-to-device connection

Partial connections are displayed based on the same rules as conventional
connections. Partial connections cannot be directly adopted as reference
connections. It is first necessary to select the ports involved in the connection
wizard.

In Online mode, the color of an added reference connection is created by
comparing it to the detected connection information. For type A partial connections,
the connection color is specified by the port’s fill color if the connection information
matches.
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6.1.4

Description

Options for

Editing mode

In the detected topology, it is possible that the topology does not show all
connections or possibly detects incorrect connections. One possible cause is that
some devices are detected in the network for which SNMP and/or PROFINET are
disabled. Another possible cause is that “unmanaged” devices exist that cannot be
automatically discovered by SINEMA Server.

Based on the topology detected by SINEMA Server, Editing mode allows you to
configure a reference topology that represents the desired state of the network.
This DESIRED state forms the basis for monitoring the network in Online mode
and in view-specific topology displays.

In Editing mode, a connection wizard helps you configure the reference topology.

correcting and adding

The connection wizard is used for the following purposes:

e Setting reference connections

e Setting reference statuses for ports

e Setting reference statuses for protocol-specific device availability
e Adding new devices in the editor

e Adding unmanaged devices and network clouds

Setting reference connections

The following rule applies to the colors used for the connections in Editing mode:
e Current connections are purple,

e learned connections are brown and

o reference connections are black.

Reference connections can be configured as follows:

e Manually draw the connection using the “drawing” tool

e Manually change the reference status by double-clicking

e Change the reference status using the context menu

e Use the current/learned connection as the reference connection
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Setting reference statuses for ports
Ports can have the following reference statuses:
e Active
e Inactive
e Unmonitored
e Docking port
You can configure the reference status of a port as follows:
¢ Manually change the reference status by double-clicking
e Change the reference status using the context menu
e Use the determined status as the reference status

Note It is not possible to change the reference status of ports that have a reference
connection.

Adding new devices in the editor

In Editing mode, all detected devices are in the topology display. If these devices
are deleted from the topology display using the context menu, they appear in the

“Device hierarchy” and can be added to the topology display using drag and drop.

6.1.5 Online mode

Online mode allows you to monitor the devices and the current network topology
considering the configured reference topology. Deviations between determined
statuses and configured statuses are highlighted by SINEMA Server.
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6.1.6

Views

Purpose and use

Note

In the monitored topology, a very large hierarchy of the network topology can
become cluttered.

SINEMA Server allows you to separately monitor individual parts of the total
monitored network. You can use the separate monitoring groups for the following
examples:

e Your reference system consists of a very large number of devices and
connections and the overall view is cluttered.

e You are only interested in parts of the monitored topology, for example ring
topologies.

These smaller, clearer monitoring groups make it easier to manage and monitor

devices and their connections.

In user management, you can assign the views to individual users who do not
have the “View all devices and servers” right. This allows you to limit the number
of monitorable devices on a user-specific basis.

To do this, enable the “View user-specific topology” function in the User groups
editor in “Administration > User > User groups”.

Requirements

If you want to set up views, the following requirements must be met:
e If you create a view-specific topology, a reference topology must exist.

e If you integrate SINEMA Server instances into a view-specific topology, these
instances must be known to SINEMA Server.

e If you have created additional users, these users must have the “Operative
monitoring settings” right. Users need this right to view and edit views.
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6.2

6.2.1

Visualizing the network topology

For visual monitoring of the network, SINEMA Server allows you to generate a
graphical representation of the network structure.

To get the DESIRED topology of the network to be monitored, perform the
following steps:

1. Open and set up topology
2. Make optional corrections
3. Enable Online mode

Opening and setting up the topology
The topology displays the currently detected ACTUAL state of the network. It

shows a network topology calculated by SINEMA Server based on the information
determined using SNMP and PROFINET.

Opening the topology

Note

The “Topology” menu command opens the topology.
You are here:| Topology > Topology |12
CEEET TRy

4 | Device hierarchy
» Catalog
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In which mode the topology opens depends on the following factors:

o If a reference topology has not yet been created and you have the “Operative
monitoring settings” right, the topology is displayed in Editing mode.

o If areference topology exists, the topology is displayed in Online mode once
the “Topology” menu command has been selected.

The status of the “Operative monitoring settings” right can be viewed in the User
groups editor in “Administration > User > User groups”.

The view displays the topology layout of the devices and their connections. It
shows the device status, port status and connection lines.
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To change the mode and view, proceed as follows:

1. To switch to Online mode, click the highlighted tool

E__ n" '\-’

2. The topology opens in Online mode.
You are here =

LRy ]| [\ » O [Novianseesed v] 2

» [ Device hierarchy
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3. To switch to Editing mode, click the highlighted tool.

@ 2raa|
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4. The topology opens in Editing mode.

~ Topology

You are here: | Topology » Topology| 12
(B B &4 QQ [y B R EE LR LT

4 (" Device hierarchy
» [ Catalog

.

s
\

5. To select the extended icon view, click the highlighted tool.

CIBEEEE

6. The topology opens in the extended icon view.
The extended icon view additionally displays up to three device properties that
can be configured in the topology settings.

To return to the normal icon view, click the appropriate tool.
You are here: |Topology > Topology | 12

[E]= 2 & & Q & [ R LR

4 Device hierarchy
» [ Catalog
‘ 192.168.0.13 oy 192.136,0,1+
WLAN Client )
00:1B:1B:E6:5C:33 uo 1B 1B:BF:F6:73
I~ = 192 155 022
. +
n PLC 73’/“-E 10:57:55:04:24:05
192 168.0.2
; £ 192188021
‘ 192.168.0.14 00 0E:8C:DA:31: 4,
Access Point 20:57:56:04:23:FB
00:1B:1B:E8:61:35 3
1 192.168.0.24
End Device
00:1B:1B:5F:E5:81
TR’ 192168012 B 192 1ea 0.11
o 2
208T:56:1BETD ign 2057 56:1B:E0.ED = 1921554:23
- 35
OD:OE:EC:FB:ZF:BC
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Topology settings

You can make various topology settings. The settings relate to the way the
topology and the devices are displayed.

You can make the following settings:

Showr/hide all connections.
Show/hide port names.

Showr/hide circle icon for automatic update progress of topology display in
Online mode. The circle icon indicates when the automatic update interval has
expired.

Select up to three device properties that are displayed in the extended icon
view.

Set the size of the topology grid cells in Editing mode. Devices can only be
moved along these grid cells.

Define the moving behavior for the surrounding devices when selected devices
are moved.

Set the spacing and lengths of the connections between the devices in Editing
mode.

You must be in Editing mode to make topology settings. Proceed as follows:

1. Click the highlighted tool in the toolbar.

H[=[Ex &Q Q (o]
+ (0 Dev{Topology setings

2. Inthe displayed dialog, select the desired options.
“ . H ” H “ ”
In “Device labeling”, you can select up to three items. Select “Save” to close
the dialog.
Topology settings x
— User-specific settings
—Basic setting:
Displ i
spiay connections Show next update in online mode
Display port names
—Device labeling
IP address (internal)y
[ PROFINET device name|
MAC address (interal)
Vendor
[ Device type
[ Device category
[J Device name
[ Notes
L Automation name
— Global settings
—Layout in editing mod
Size of the topology grid O 10px @ 15px O 30px
Move surrounding devices ® Do not move O During moving O After moving
Topology size @ Dynamic O small OMedium O Large
Select the topology size according to the existing number of devices. After changing the topology size the device positions will be recalculated.
Dynamic: topology size is is determined by SINEMA Server, Small: up to 100 devices, Medium 101 to 250 devices, Large more than 250 devices
Cancel
Result

The topology displays the information based on the new settings.
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Checking the topology

The topology shows the physical arrangement of devices and their connections
calculated by SINEMA Server based on the information determined using LLDP.

Depending on the information provided by the devices in the network, the detected
topology may differ from the real network topology.

If the topology does not display all of the devices/connections or incorrect ones,
this could be caused by the following:

Table 6-6

Cause

Remedy

Discovery of devices for which
SNMP and/or PROFINET are
disabled.

Make sure that the nodes can be reached via SNMP
or PROFINET and enable SNMP or PROFINET in
the relevant devices.

Delete the relevant module from the SINEMA Server
device list and run a new scan.

Discovery of devices via DCP, but
the SNMP information cannot be
read.

Check the SNMP settings in the device. For correct,
successful device discovery, the SNMP settings in
the network devices and in SINEMA Server must
match (see Chapter 2.3.2).

Delete the relevant module from the SINEMA Server
device list and run a new scan.

“Unmanaged” devices in the
network.

SINEMA Server cannot specify these devices. In the
reference topology, you can manually add
“unmanaged” devices to complete the display

(see Chapter 6.2.2).

No or incorrect display of
connections.

Not all devices support the LLDP neighborhood
discovery protocol.

The reference topology allows you to manually insert
connections

(see Chapter 6.2.2).

No discovery of inserted media
modules.

If new modules are inserted into a module that has
already been monitored by SINEMA Server, these
modules are not immediately discovered by SINEMA
Server.

Delete the relevant module from the SINEMA Server
device list and run a new scan.
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Topology of the reference system in Online mode

The following figure shows the topology automatically created by SINEMA Server
for the reference system of this description (see Chapter 1.2).

To show you different colors and statuses in the topology view, the ring between
the two XC-200 modules was opened in the reference system.

e V|
»

Note The colors used in the topology are based on the device statuses of the real
network devices. As a result, it is possible that your detected topology is
displayed with different colors.

The following table provides a description of the reference system’s detected

topology.
Table 6-7
No. Description
1 The display of the devices, connections and interfaces is color-coded based on their

status.
Green means that everything is “OK”.
Yellow indicates a maintenance request.

SINEMA Server has discovered the redundant ring connection between the two XB-
200 modules. As one connection is blocked and therefore passive, the passive
connection and the associated ring port are shown in blue.

A ring connection is configured between the two XC-200 modules; however, this
connection is physically interrupted. SINEMA Server detects the ring configuration
and the open connection. The device status of the redundancy master and the
affected ring ports are therefore labeled with “Maintenance request” (yellow). The
uninterrupted connection is shown in red.

The connection type between the two XC-200 modules is optical. As a result, the
connection line appears as a dashed line.

The SCALANCE W modules set up a WLAN and thus enable the CPU S7-1500 to
participate in the network.

SINEMA Server detects the WLAN. The connection line appears as a closely
spaced dashed line.

Due to the “Own” MAC mode setting in the SCALANCE W722, the WLAN client, too,
is visible in SINEMA Server.
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6.2.2 Making corrections in the topology

In Editing mode, you can make corrections and additions to the detected ACTUAL
topology, thus defining a DESIRED state of the network.

Opening Editing mode
If a reference topology does not yet exist and you have the “Operative monitoring
settings” right, the topology is automatically displayed in Editing mode.
The mode you are currently in is indicated by the associated control element in the
toolbar.
e Editing mode is indicated by the [& icon.
e Online mode is indicated by the [ icon.
When you click the ® control element, SINEMA Server switches to Editing mode.

Inserting devices

In Editing mode, the device hierarchy in the left-hand sidebar is initially blank and
all detected devices are in the topology display. If these devices are deleted from
the topology display using the context menu, they appear in the “Device hierarchy”
and can be added to the topology display using drag and drop.

B B &K QQ [ B RE LR ]

4 | Device hierarch:
| # 192.168.0.13, SCALANCE_W722 |
» Catalog

.
?2
m— g
i< ’.F]J

Devices that are newly discovered while a reference topology exists are displayed
in the “Device hierarchy” dialog area. When selection mode is enabled, you have to
add such devices in the Reference editor using drag and drop. This also applies to
devices whose connections are unknown.
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Using the reference without corrections

If the detected topology matches your DESIRED configuration, you can use the
determined statuses for the monitored topology without any changes.

This applies to the following statuses:

e Adopting detected devices as reference devices.

e Adopting detected port statuses as reference statuses.

e Adopting current and learned connections as reference connections.
To do this, proceed as follows:

1. Click the highlighted tool in the toolbar. The “Adopt determined statuses as
reference statuses” function allows you to define the topology detected by
SINEMA Server in its entirety as the reference.

il 1 LR
| Adopt determined statuses as reference statuses. i—
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2. Now the colored connections of the detected topology are displayed as black
reference connections. The star icons are removed from the devices.

<

3. To save the reference topology, click the highlighted tool.
Qe w00 HRM N X &R LS

Save

=0 1

Iv-," B .. I/;./)’ |

N, L\ =
‘w‘ I

Result
The reference topology is the basis for the topology display in Online mode.

SINEMA Server V14
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Accepting single devices and connections as the reference

You can also accept single devices and connections as the reference. In both
topology modes, devices that are not part of the reference topology are displayed
with a star icon. In Online mode, current connections that are not part of the
reference topology are displayed with a star icon.

Proceed as follows:

1. For devices:
Right-click the device and select the appropriate item from the context menu.

[ ]
|
! Accept as reference '!
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5
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Add / Edit Note P
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.
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av
E

—
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2. For connections:
Right-click the connection and select the appropriate item from the context
menu. Alternatively, you can change the reference status by double-clicking
the connection.
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Correcting and customizing ports

The “Port overview” area in the sidebar displays the determined statuses and the
configured reference statuses of the ports of the selected device.

If the detected port information differs from the reference status, right-click the port
and select the desired reference status.

Lt
_— .

SINEMA Server V14
Entry ID: 109746780,

d
&
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V1.0, 08/2017

+ M
& Device
== Port overview

(1T o S

= Port Docking
N Unmenitored

Connection type:  Copper
Speed (Mbps): 100
Mode:  Full duplex
Alias name: -
Aggregation name: -
Detected: connected to IP:  182.168.0.22
Detected: Connected to device: sysName Not Set
Detected: connected to MAC:  20:87:56:04:24:08
Detected: connected to port: X1 P1
Status:  Up
Monitoring setiing: ~ Up
Statistics:  false

4 Redundancy information
= Note
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Correcting and customizing connections
If the detected connection information differs from the refere

nce status, you can

also draw reference connections manually. The selected ports to be connected are

shown in blue.
Proceed as follows:

1. Use the highlighted tool in the toolbar to enable the drawing tool.

L0 >HR

%”X%'SEHS#"'.;"

2w |

4l
:
E

2. To draw reference connections manually, click the devices to be connected

one after the other. This opens the connection wizard.

Connection wizard

Device name - sysName Not Set
IP address (internal) : 182.168.0.21

Device name : -
IP address (internal) : 192.168.0.1

N

E—cces ]

Cancel

SINEMA Server V14
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Click the device ports to be connected one after the other. Select “OK” to

confirm your selection.

Connection wizard

Device name : - Device name : sysName Not Set
IP address (internal) : 192.168.0.1 IP address (internal) : 192.168.0.21

3. To recalculate the topology based on your newly drawn connections, click the

Cancel

OK

highlighted tool during the process. This function causes the device position for
non-fixed devices to be recalculated and optimally placed.

Ao @59 HR R X|SER @

SINEMA Server V14
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4. To save the reference topology, click the highlighted tool.
ve s o n>HRB XERY L2
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Result

You have manually created reference connections. Now these connections are

included in the monitored topology.

Moving devices

You have the option to move devices in the topology view. The selection tool
allows you to move devices along the configured topology grid using drag and
drop. By default, devices are fixed when they have been moved in the topology
view. When moving devices, the device spacing specified by the topology size

configured in the topology settings is complied with.
To move devices, enable the “Select” icon in the toolbar.

mﬁ-ét}‘)jﬂ‘—fﬂ%'ffxgﬁ%-e PV
ISe.ect]
Note In the topology settings, you can define the moving behavior for the surrounding

devices when selected devices are moved.

Fixing devices

By default, detected devices are not fixed. Automatic repositioning of non-fixed

devices can be caused by:

e Moving other devices

e Recalculating device positions
e Adding and removing devices

In these cases, fixed devices are not repositioned. Fixed devices are displayed with

a pin icon.

To fix a device, select the appropriate device and select the “pin” icon from the

toolbar.
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X selecCled devices
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You can also select multiple devices at a time: Press and hold down the <Ctrl> key
and click the devices you want to select.

<Ctrl> + A allows you to select and move all the devices at once.

Using this tool for devices that have already been fixed unfixes these devices.

If the selected devices include both fixed and non-fixed devices, using this tool
fixes all devices.
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6.2.3

Topology in Online mode

The topology in Online mode is the result of comparing the detected ACTUAL
topology with the customizations from the reference topology.
The monitored topology displays the following information:

e Port statuses resulting from the detected topology and the reference topology.

e Port connections resulting from the detected topology and the reference
topology. The ‘port connections’ display also includes the resulting statuses of
the ports involved.

Opening Online mode

If a reference topology exists, the topology is displayed in Online mode once the
“Topology” menu command has been selected.

The mode you are currently in is indicated by the associated control element in the
toolbar.

+ Editing mode is indicated by the [ icon.
« Online mode is indicated by the [ icon.
When you click the [ control element, SINEMA Server switches to Online mode.

Testing the monitored topology

The monitored topology helps you monitor your network. In the following
screenshot, the connection to the ET 200SP was removed in the reference system
for test purposes.

SINEMA Server detects the status change and displays the error.

-] £
B
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6.2.4

In the monitored topology, a very large hierarchy of the network topology can

Setting up views

become cluttered.

SINEMA Server allows you to separately monitor individual parts of the total

monitored network, for example VLAN 2 from the reference system of this
description (see Chapter 1.2).

To create a view-specific topology, proceed as follows:

1. Inthe device tree, select the “Views” node. Right-click to select the “Create

new view” menu command.

»

PNIO systems

4 [ Views

Create new view
W

Change view hierarchy

2. The View editor opens. Assign a hame to the new view.

The left column displays all available devices. As an example, select all

SCALANCE X-200 devices. Use the arrow to transfer your selection to the right
column. This adds the selected devices to the user-defined view.

Note:

The devices must be part of the reference.

View editor

SINEMA Server V14
Entry ID: 109746780,

View name

Devices Servers

SCALANCE X-200

™ Display topology

—Available devi

O IP address ¢

O

Device type
CPU 1516F-3 PN/DP (3FN01-0ABO)

[11192.168.0.1

[71192.168.0.2

192.168.0.11
192.168.0.12
[11192.168.0.13
[11192.168.0.14
192.168.0.21
192.168.0.22

Management Station
SCALANCE X308-2M (2GG00-2AA2
SCALANCE XC206-2 PN (2BD00-24
SCALANCE XC206-2 PN (2BD00-2/
SCALANCE W722-1 RJ45 (1FC00-0
SCALANCE W761-1 RJ45 (1FC00-0
SCALANCE XB208 PN (0BAO0-2AB| ,
SCALANCE XB208 PN (0BA00-2AB

& B s &0

Total

Displayed

Selected

¢

—Devices in vi

Filter

O IP address 4 Device name View(s)

+B s 6D

Total [0 |

Displayed El Selected El

V1.0, 08/2017
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3. When you have applied all devices that belong to the SCALANCE X-200 family
to the right column, select “Save” to save the view.

Devices Servers

Available devices

Devices in view

Filter LY Filter L

O IP address ¢ Device type 0 IP address ¢ Device type

O CPU 1516F-3 PN/DP (3FND1-0ABO0) [1]192.168.0.11 SCALANCE XC206-2 PN (2BD00-24

[ 192.168.0.1 Management Station [1/192.168.0.12 SCALANCE XC206-2 PN (2BD00-24

[ 19216802 SCALANCE X308-2M (2GG00-2AA2 4 || [0|192 168021 SCALANCE XB208 PN (0BAQD-2AB|

[ 192.168.0.13 SCALANCE W722-1 RJ45 (1FC00-0 - [1/192.168.0.22 SCALANCE XB208 PN (0BAQD-2AB|

[1]192168.0.14 SCALANCE W761-1 RJ45 (1FCO00-0 :

[ 162.168.023 ‘CPU 317-2 PN/DP (2EK14-0ABO0)

[ 192168024 ET 200SP IM155-6 PN ST (6AUQ0-0

& B8 « 5D #B8>%D0

Total 7 Displayed |7 Selected (0 Total 4 Displayed (4 Selected |0
Result

You have created a new view, “SCALANCE X-200”. The “Devices” tab lists all

devices that belong to this view.
\

Devices Interfaces Servers Topology
4 " Overall status
b " Intenal
» [T Devices [Fr @ (5 ¥
» [ PNIO systems
L ( Views O Status ¢ IP address Device type MAC address Active SIMATIC/
-/| SCALANCE X-200 (4) O =i 192.168.0.12 SCALANCE XC206-2 PN (2BD00-2AC2) 20:87:56:1B:E1:8D o
O = 192.168.0.11 SCALANCE XC206-2 PN (2BD00-2AC2) 20:87:56:1B:E0:ED o
O 192.168.0.21 SCALANCE XB208 PN (0BA00-2AB2) 20:87:56:04:23:FB Lo
] 192.168.0.22 SCALANCE XB208 PN (0BAOD-2AB2) 20:87:56:04:24:0B =

4. Go to the “Topology” tab. The “Device hierarchy” dialog area displays all

devices of this view. Use drag and drop to insert these devices into the

topology display.

Devices Interfaces

Servers Topology

| R @ s 0N[> H R & s

EEEEERY=T]

4 | SCALANCE X-200

4 | Available devices
# 192.166.0.12, sysName Not Set
#® 192.168.0.11, sysName Not Set!
# 192.168.0.21, sysName Not Set
# 192 168022, sysName Not Set!
~ Available sub views
" Possible unmanaged devices
" Available servers
~ Catalog

R B

v b k&
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5. The devices appear in the view area in Editing mode.
To get a structured display, click the highlighted “Recalculate device position”
tool.

Devices Interfaces Servers

Topology

)

(@ B & QQ [

E L T E

4 SCALANCE X-200

{ Awvailable devices

{ Available sub views

{" Possible unmanaged devices
{ Available servers

Catalog

f
4
-
-
-
3

HEEE

| Recalculate device position

6. The connections from the reference are automatically applied to each view,
provided that the connections exist. In each view, you can choose whether or
not to display the reference connection in active mode. You can also redraw a
connection or edit an existing connection.
To apply all existing reference connections to the user-specific view, click the
highlighted “Adopt reference connections as user-defined connections” tool in
the toolbar.

R REL LG
e
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7. You can select a background image for the view. Click the highlighted “Insert
background picture” tool.

Qe 00> HRM S s

'lInser‘[ background picture F

8. A new dialog opens. Navigate to the storage location of the image and open it.

étSave ‘ - u
Save in: | _ PUBLIC (H:) - #rm-
L
it b e
Recentllems | | oo fo
b, Mo B
| RCTETE el b o
Destop ||
iy 1j
E
My Docum...
| N
Il computer
|
o
m File name: Reference.png Save
ok e [ :

9. The image is inserted into the view. Rearrange the devices as needed. To do
this, enable the “Select” tool. While holding down the left mouse button,
position the cursor on the device and move it to the desired position.

Place, for example, the SCALANCE devices on the corresponding background
image icon.

VLAN 1

SINEMA Server
vis

VLAN 2 VLAN 3
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10. The “Move background picture” tool allows you to move the background image.

T Qe 00D E R s G

[Move background picture ]

VLAN 1

< <
He I—

XB208

S7~317PN|

VLAN 3

11. Use the highlighted tool to save the view.
T Qe s D 0 S[HRE G @
L |
VLAN Savei

£ £
I i I [

XB208

§7-317PN

57-1516

VLAN 2 VLAN 3
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12. To use the view for monitoring, click the highlighted “Online mode” tool.
Online mode displays the items inserted in Editing mode with their monitoring
statuses for devices and ports and the user-defined connections drawn
between them. Online mode does not display reference connections.

E EeY)
!
Online mode |

Result
You have created a new view, “SCALANCE X-200”, and enabled it for monitoring.
‘I:I HQ & [100% V] | | ‘4 @ ® 'O [No VLAN Selected V|

VLAN 1

SINEMA Server

!I _____ |

.7-317PNI | ET200SP

VLAN 3
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7 Appendix

7
7.1

Appendix

Service and Support

Industry Online Support

Do you have any questions or do you need support?

With Industry Online Support, our complete service and support know-how and
services are available to you 24/7.

Industry Online Support is the place to go to for information about our products,
solutions and services.

Product Information, Manuals, Downloads, FAQs and Application Examples — all
the information can be accessed with just a few clicks:
https://support.industry.siemens.com

Technical Support

Siemens Industry’s Technical Support offers you fast and competent support for
any technical queries you may have, including numerous tailor-made offerings
ranging from basic support to custom support contracts.

You can use the web form below to send queries to Technical Support:
www.siemens.com/industry/supportrequest.

Service offer

Our service offer includes the following services:
e Product Training

e Plant Data Services

e Spare Part Services

e Repair Services

e Field & Maintenance Services

e Retrofit & Modernization Services

e Service Programs & Agreements

For detailed information about our service offer, please refer to the Service
Catalog:
https://support.industry.siemens.com/cs/sc

Industry Online Support app

The “Siemens Industry Online Support” app provides you with optimum support

while on the go. The app is available for Apple iOS, Android and Windows Phone:

https://support.industry.siemens.com/cs/ww/en/sc/2067
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7.2 Links and literature

Table 7-1

No. Topic

\1\ Siemens Industry Online Support
https://support.industry.siemens.com

\2\ Link to the entry page of the application example
https://support.industry.siemens.com/cs/ww/en/view/109746780

\3\ SINEMA Server V14 software (including 21-day trial license) download
https://support.industry.siemens.com/cs/ww/en/view/109749138

\4\ SINEMA Server Operating Instructions
https://support.industry.siemens.com/cs/ww/en/view/109748925

7.3 Change documentation
Table 7-2
Version Date Modifications
V1.0 08/2017 First version
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