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Use of application examples
Application examples illustrate the solution of automation tasks through an interaction of several
components in the form of text, graphics and/or software modules. The application examples are
a free service by Siemens AG and/or a subsidiary of Siemens AG (“Siemens”). They are non-
binding and make no claim to completeness or functionality regarding configuration and
equipment. The application examples merely offer help with typical tasks; they do not constitute
customer-specific solutions. You yourself are responsible for the proper and safe operation of the
products in accordance with applicable regulations and must also check the function of the
respective application example and customize it for your system.
Siemens grants you the non-exclusive, non-sublicensable and non-transferable right to have the
application examples used by technically trained personnel. Any change to the application
examples is your responsibility. Sharing the application examples with third parties or copying the
application examples or excerpts thereof is permitted only in combination with your own products.
The application examples are not required to undergo the customary tests and quality inspections
of a chargeable product; they may have functional and performance defects as well as errors. It is
your responsibility to use them in such a manner that any malfunctions that may occur do not
result in property damage or injury to persons.

Disclaimer of liability
Siemens shall not assume any liability, for any legal reason whatsoever, including, without
limitation, liability for the usability, availability, completeness and freedom from defects of the
application examples as well as for related information, configuration and performance data and
any damage caused thereby. This shall not apply in cases of mandatory liability, for example
under the German Product Liability Act, or in cases of intent, gross negligence, or culpable loss of
life, bodily injury or damage to health, non-compliance with a guarantee, fraudulent
non-disclosure of a defect, or culpable breach of material contractual obligations. Claims for
damages arising from a breach of material contractual obligations shall however be limited to the
foreseeable damage typical of the type of agreement, unless liability arises from intent or gross
negligence or is based on loss of life, bodily injury or damage to health. The foregoing provisions
do not imply any change in the burden of proof to your detriment. You shall indemnify Siemens
against existing or future claims of third parties in this connection except where Siemens is
mandatorily liable.
By using the application examples you acknowledge that Siemens cannot be held liable for any
damage beyond the liability provisions described.

Other information
Siemens reserves the right to make changes to the application examples at any time without
notice. In case of discrepancies between the suggestions in the application examples and other
Siemens publications such as catalogs, the content of the other documentation shall have
precedence.
The Siemens terms of use (https://support.industry.siemens.com) shall also apply.

Security information
Siemens provides products and solutions with industrial security functions that support the secure
operation of plants, systems, machines and networks.
In order to protect plants, systems, machines and networks against cyber threats, it is necessary
to implement — and continuously maintain — a holistic, state-of-the-art industrial security concept.
Siemens’ products and solutions constitute one element of such a concept.
Customers are responsible for preventing unauthorized access to their plants, systems, machines
and networks. Such systems, machines and components should only be connected to an
enterprise network or the internet if and to the extent such a connection is necessary and only
when appropriate security measures (e.g. firewalls and/or network segmentation) are in place.
For additional information on industrial security measures that may be implemented, please visit
https://www.siemens.com/industrialsecurity.
Siemens’ products and solutions undergo continuous development to make them more secure.
Siemens strongly recommends that product updates are applied as soon as they are available
and that the latest product versions are used. Use of product versions that are no longer
supported, and failure to apply the latest updates may increase customer’s exposure to cyber
threats.
To stay informed about product updates, subscribe to the Siemens Industrial Security RSS Feed
under https://www.siemens.com/cert.
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1 Introduction

1

1.1

Description

Note

Introduction

Overview

Even in fail-safe automation systems, there is often the need to implement a
deterministic communication between modules or machines that is easy to
configure, to avoid having to use "additional" connection-related means of
communication.

This document describes the following engineering options:
1. Safety-related communication between two F-CPUs is configured in a joint
TIA Portal project.

2. Safety-related communication between two F-CPUs is configured in separate
TIA Portal projects (cross projects).

This document only describes the use of the I-device function in a safe
environment and explains the differences to standard environments. A detailed
description, the benefits and the area of application of the I-device function can
be found in the document "I-device in a standard environment" on the entry page
of the application example:

https://support.industry.siemens.com/cs/ww/en/view/109478798

Schematic diagram
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1 Introduction

The I-device allows a very simple and fast communication between two PROFINET
10 devices (or PN IO controllers) in the same subnet that can take place
simultaneously and on one bus, even in a Safety-related environment.

The safety-related communication between the safety program of the F-CPU of an
10 controller and the safety program(s) of the F CPU(s) of one or more |-devices
takes place via connections between IO controller and I-device connections (F-CD)
(via PROFINET IO, just like in the standard application).

The communication between IO controller and I-device requires no additional
hardware.

Suitable components
The I-device function in a safe environment is supported by the following modules:
e S7-1200, S7-1500
e S7-300 (as of V3.2), S7-400 (as of V6)
e ET 200S CPU, ET 200SP CPU, ET 200pro CPU
e SIMOTION

1.2 Differences to standard communication

General

A safety-related communication between 10 controller and I-device transfers a
fixed number of data fail-safe between the safety programs of F-CPUs.

In contrast to the standard communication, the inputs and outputs of the created
transfer areas of the 10 controller or I-device are not accessed directly.

The data is transferred using the "SENDDP" instruction and received with the
"RCVDP" instruction and stored in configured transfer areas of the devices. A
transfer area consists of an input and an output address range.

Safety-related 10 controller-I-device communication
Entry ID: 109478798, V2.2, 08/2019 5
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"SENDDP" serves the respective outputs of the IO controller/I-device and
"RCVDP" reads their inputs.

Figure 1-2
10 controller I-device
Hardware and
F-CPU1 network editor F-CPU 2
Safety program Transfer areas Safety program
1 10 controller to I-device
| SENDDP: LADDR i RCVDP: LADDR |

I-device to 10 controller

SENDDP: LADDR |

| RCVDP: LADDR

L < N

Transfer areas

Transfer areas are required for the communication between 10O controller and 10
device even in a safe environment. These contain the data to be transferred.

These transfer areas are assigned to the "SENDDP" and "RCVDP" blocks, as
these are used to exchange data in a safety-related environment.

Rules:

e The transfer area of the data to be sent must start with the same start address
for output data and input data (this only applies to the SIMATIC S7-300/400
controllers).

The output data transfer area requires 12 bytes (consistently); the input data
transfer area requires 6 bytes (consistently).

e The transfer area of the data to be received must start with the same start
address for output data and input data must start with the same start address
for output data and input data (this only applies to the SIMATIC S7-300/400
controllers).

The input data transfer area requires 12 bytes (consistently); the output data
transfer area requires 6 bytes (consistently).

Note The transfer area of the input data to be sent and the transfer area for the output
data to be received are created automatically by TIA Portal.

Safety-related 10 controller-I-device communication
Entry ID: 109478798, V2.2, 08/2019
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Example:

"SENDDP" sends 12 bytes to the partner. These 12 bytes consist of 6 bytes of F-
10 data (16 Boolean and 2 INT values) and 6 bytes of F parameters. "RCVDP"
answers this data with an acknowledgment of 6 bytes of F parameters.

Figure 1-3

10 controller

F-CPU1

Safety program

SENDDP: LADDR

I-device

F-CPU 2

Safety program

RCVDP: LADDR

I 12 byte = 6 byte F 10 data + 6 byte F parameter >

6 byte F parameter as acknowledgment I

Limits for data transfer

If the data volume to be transferred is bigger than the capacity of the interlinked
"SENDDP" / "RCVDP" instructions, you can use additional "SENDDP" / "RCVDP"
instructions. To achieve this, create additional transfer areas.

The table below shows how many output and input data is assigned in safety-

related communication connections.

Table 1-1
Safety-related Communication Assigned input and output data
communication connection -
In the IO controller In the I-device
Output Input Output Input
data data data data
1O controller — Send: 6 bytes 12 bytes 12 bytes 6 bytes
I-device I-device to
10 controller
Receive: 12 bytes 6 bytes 6 bytes 12 bytes
I-device from
10 controller

Safety-related 10 controller-I-device communication
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2 Engineering

Prerequisite
The configuration instruction below applies to STEP 7 Safety V14 SP1 and higher.

A configuration instruction for STEP 7 Safety V14 and older can be found in
chapter 3.2.

2.1 Configuring 10 controller and I-device in a project

Creating devices and configuring I-device function

To set up an automation system, the individual hardware components must be
configured, parameterized and connected to each other.

To do this, proceed as follows:
1. Open TIA Portal and create a new project.
2. Add two new devices. Select your respectively used CPU.

3. Inorder to be able to keep both devices apart regarding their function in this
solution, change the device names to "lO controller” and "I-device".

4. Open the device configuration of the I-device.
5. Double-click the PROFINET interface used, in order to open the properties.
6. Select "Ethernet addresses" and customize the IP address to your application.
7. Select "Operating mode” in the area navigation and tick the "1O device"
checkbox.
Figure 2-1

Operating mode

(¥ 10 device

Assigned 10 controller: | Notassigned -

["] Farameter assignment of PN interface by higherlevel 10 controller

Safety-related 10 controller-I-device communication
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8. Select the IO controller from the "Assigned IO controller" drop-down list. Then,
the networking and the 10 system between both devices is displayed in
network view.

Figure 2-2
Operating mode

[ 10 devira

Assigned 10 controller | Not assigned -
10-Controller FROFINET interface _1 el el 10 controller
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(=]
M
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The "I-device" CPU has now been configured as I-device and takes on the role of
an 10 device in the PROFINET network.

Creating a transfer area

Transfer areas are the 10 areas which are used to exchange data between the
I-device and the higher-level 10 controller.

1. Select "Operating mode > I-device communication™ in the area navigation

Click the first field in the "Transfer areas" column, in order to create a new
transfer area.

3. Select the "F-CD" type for safety-related communication. The addresses are
pre-assigned automatically.

4. Change the name to "F-CD_lO-Controller_to_I-Device".

Abbildung 2-3

Transfer areas

. Transfer area Type Address in 10 contr... + Address in I-device  Length
1 F-CD_IO-Cantraller_ta_l-Devi.. FCD Q 1024..1035 =+ 12,13 12 Byte
2 <Add news
(<] Il [>]
Note If required, you can adjust the addresses to your environment.
Safety-related 10 controller-I-device communication
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Note For safety-related communication, the length of the transfer area cannot be
changed, as "SENDDP" and "RCVDP" can send and receive only 12 bytes.

5. Create a second transfer area of the type "F-CD".
6. Change the name to "F-CD_I-Device_to_lO-Controller".
7. Change the address range direction by clicking on the arrow symbol.

Figure 2-4

Transfer areas

. Transfer area Type Address in 10 contr... +» Address in I-device  Length
1 F-CD_IO-Centroller_to_|-Devi... FCD Q10241035 =+ |2.13 12 Byte
2 F-CO_|-Device_to_lO-Controll... FCD 11036..1047 = Q20.31 12 Byte
3

add new>

Programming I-device communication

Safety-related 10 controller-I-device communication

[<] [ [>]
Programming of the safety-related 10 controller-l1-device communication is
irrespective from whether 10 controller and I-device are configured in the same
project. The description can be found in chapter 2.3.

Afterwards, load the CPU.
10

Entry ID: 109478798, V2.2, 08/2019
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2.2 Configuring 10 controller and I-device cross-project

When implementing the solution, two projects are created. The first project only
includes the I-device and a dummy CPU (project B).

The second project includes the 10 controller and the GSD file of the I-device

(project A).
221 Configuring I-device (project B)
Creating devices and configuring I-device function
1. Open TIA Portal and create a new project.
2. Add two new devices:
- The F-CPU, which you would like to configure as I-device.
- An F CPU that is used as dummy for creating the transfer areas.
3. Inorder to be able to keep both devices apart regarding their function in this
solution, change the device names to "I-device" and "Dummy".
4. Open the device configuration of the I-device.
5. Double-click the PROFINET interface used, in order to open the properties.
6. Select "Ethernet addresses" in the area navigation and adjust the IP address to
your application.
7. Select "Operating mode” in the area navigation and tick the "1O device"

checkbox.

Figure 2-5

Operating mode

[

@ 10 device

Assigned IO controller: | Notassigned B

D Parameter assignment of PN interface by higher-level 10 controller

Device numbe I: L

Safety-related 10 controller-I-device communication
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8. Select the dummy CPU from the "Assigned 10 controller" drop-down list. Then,
the networking and the 10 system between both devices is displayed in
network view.

Figure 2-6
Operating mode

[ 1m devira

Assigned 10 controller] | Notassigned -

Durnmy. PROFINET interface_1

el 10 centroller

The "I-device" CPU has now been configured as I-device and takes on the role of
an 10 device in the PROFINET network.

Creating transfer areas

Transfer areas are the 10 areas which are used to exchange data between the
I-device and the higher-level 10 controller.

1. Select "Operating mode > I-device communication™ in the area navigation.

2. Click the first field in the "Transfer areas" column, in order to create a new
transfer area.

3. Select the "F-CD" type for safety-related communication. The addresses are
pre-assigned automatically.

4. Change the name to "F-CD_lO-Controller_to_I-Device ".

Figure 2-7

Transfer areas

. | Transfer area Type Address in 10 contr... 4 Address in I-device  Length
1 F-CD_lO-Controller_to_l-Devi... F-CD Q 1024 1035 =+ 12.13 12 Byte
2 <Add news
<] [ [2]
Note If required, you can adjust the addresses to your environment.

Safety-related 10 controller-I-device communication
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Note For safety-related communication, the length of the transfer area cannot be
changed, as "SENDDP" and "RCVDP" can send and receive only 12 bytes.

5. Create a second transfer area of the type "F-CD".
6. Change the name to "F-CD_I-Device_to_lO-Controller".
7. Change the address range direction by clicking on the arrow symbol.

Figure 2-8
Transfer areas
. Transfer area Type Address in 10 contr... +» Address in I-device  Length

F-CD_lO-Controller_to_l-Devi... F-CD Q 1024 1035 =+ |2.13 12 Byte
F-CD_I-Device_to_I0-Controll.. F-CD 110361047 = Q20.31 12 Byte

add new>

Woopbg =

(<] I

8. Delete the dummy CPU. The addresses in the transfer areas are grayed out in
the 10O controller and the assignment of the I-device to dummy CPU is cleared.

Figure 2-9
Transfer areas
. | Transfer area Type Address in 10 contr... |4+ Address in I-device  Length
1 F-CD_IO-Controller_to_|-Devi... F-CD =+ |2._13 12 Byte
2 F-CD_I-Device_to_|C-Controll... F-CC &~ Q203N 12 Byte
3 <Add news

(<] I

2]

Safety-related 10 controller-I-device communication
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Operating several identical I-devices on an IO controller or in a network (optional)

To be able to operate several identical I-devices in an 10 controller or in a network,
without configuring each I-device separately, the 10 controller has to be able to
adjust the PROFINET device name and the IP addresses of the I-devices.

Note If you use the I-device with a subordinate 10 system, the PROFINET interface
(e.g. port parameters) of the I-device cannot be configured by the higher-level 10
controller.

1. Select "Operating mode" in the area navigation and tick the "Parameter
assignment of PN interface by higher-level 10 controller” check box.

Figure 2-10
Operating mode

[ 10 device
Assigned 10 controller: | Dummy.PROFINET interface_1 -

arameter assignment of PN interface by higher-level 10 controller

P
D'I 10-Device
N Zed startup

Device number: |1 -

2. Select "Ethernet addresses" in the area navigation and tick the "IP address is
set directly at the device" checkbox.

Figure 2-11
IP protocol

(") setIP address in the project

@‘ IF address is set directly at the device

Safety-related 10 controller-I-device communication
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3. Tick the "PROFINET device name is set directly at the device" checkbox.

Figure 2-12
PROFINET

[ PROFINET device name is set directly at the device
@):e PROFINET device name automatically
PROFINET device name: [iohne— |

Converted name: |i-:e ice |

Device number: |0 |V|

Exporting GSD
The hardware configuration is now completed and the GSD can be exported.

1. Compile the hardware configuration.
2. Select "Export" in "Operating mode > I-device communication".

Figure 2-13

l-device communication

Transfer areas

. | Transfer area Type Address in 10 contr... #* Address in I-device  Length
1 F-CD_IO-Controller_to_|-Devi.. F-LCD =+ |2._13 12 Byte
2 F-CD_|-Device_to_I0-Controll... F-CD — 0Q20.31 12 Byte
3 <Add news
<] [ I[>]

Export generic station description file (GSD)

You can export the interface configuration. The hardware configuration must be compiled without erraors prior

to the export.
Expart ,D |

3. Select a directory and a name and export the GSD.

Safety-related 10 controller-I-device communication
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2.2.2 Configuring 10 controller (project A)

Creating devices and importing GSD n
1. Create a new project.
2. Add your F CPU and change the name to "lO controller”.

3. Open "Options > Manage general station description files (GSD)" in the menu
bar.

Figure 2-14
1 Semings

Support packages

Start Automation License Manager

ﬂ Show reference text

L] Global libraries ]

4. Click on the "..." button and select the previously exported file.
5. Tick the check box of the file and click on "Install".

Figure 2-15
Manage general station description files
Installed GSDs GSDs in the project

Source path: |Z:'.Down|oad5'.‘|094?8?98_datac0m_lDe*.rice_Project."-.u‘-.dditionaIFiIes'.GSD | E\

Content of imported path

E File Wersion Language Status Info
SOMLV2 32-#5iemensPreConf_l.. V232 English Mot yet installed

1,

[<] i |

Delers | [imstall | cancel |
=

6. Confirm the dialog using "OK ".
7. Open "Devices & networks" from the project navigation.

Safety-related 10 controller-I-device communication
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8.

10.

11.
12.
13.

Drag the I-device from the hardware catalog in "Other field devices >
PROFINET IO > PLCs & CPs" to the work area.

Figure 2-16
» T]l Field devices
10-Controller i-device o - p_]. Other field devices
CPU 1516F-3 PN... I-Device » [l Additional Ethernet devices
Mot assigned ~ [ FROFINETIO
» r:u Drives

» [l Encoders

» p_u Gateway

» [ io

3 r:u Ident Systems

> [ FLCs & CPs

Il SIEMENS AG

N a1 CIDCIDC
[. I-Device

» [ e S
» [l FROFIBUS DFP

Network the IO controller with the I-device.

For the 10 controller to be able to customize the PROFINET device name and
the IP address of the I-device, go to the topology view and connect the
respective ports (optional).

Figure 2-17

10-Controller
CFU 1516F-3 PN...

i-device
I-Device DP-NORM

Open the device configuration of the 10 controller.
Double-click the PROFINET interface used, in order to open the properties.

In the area navigation, select "Advanced options" and tick the option "Permit
overwriting of device names of all assigned IO devices" check box (optional).

Figure 2-18

Interface options

D Call the user program if communication errors occur

@ Support device replacement without exchangeable medium
[W Permit overwriting of device names of all assigned 10 devices

L infeed inte the network

M u@_z LLDF mode

Keep-Alive connection

maonitoring 30 5

14. Compile the controller hardware.

Safety-related 10 controller-I-device communication
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2.3 Programming 1O controller-I-device communication

Calling up blocks
Carry out the following steps in the IO controller and in the I-device:
1. Open the FB "Main_Safety RTG1" (generated automatically).
2. Call the "RCVDP" block in the first network of the FB.
The "RCVDP" block requires a single-instance data block.
3. Call the "SENDDP" block in the last network of the FB.
The "SENDDP" block has to be created as a single-instance data block.

Assigning inputs
The following inputs of the two blocks can be assigned to establish a
communication:
1. "ACK_REI" input:
Create a tag for acknowledging communication errors.
2. "DP_DP_ID" input:

The ID of the respective associated "SENDDP" and "RCVDP" blocks must be
unique in the network in order to be able to establish communication.

This means: "DP_DP_ID" of "SENDDP" in the IO controller and "DP_DP_ID" of
"RCVDP" in the "I-device" must be identical.

The same applies for "DP_DP_ID" of "RCVDP" in the 10 controller and
"DP_DP_ID" of "SENDDP" in the I-device.
3. "LADDR"input:
- S7-1200/1500:
When creating a transfer area, a system constant with the name of the
transfer area is created in the F-CPU of the 1O controller as well as in the

F-CPU of the I-device. Die system constant includes the hardware ID of
the transfer area from the view of the respective F-CPU.

Create the hardware identifier of the respective transfer area at the
"LADDR" input. You can find it in the PLC tags in the "System constants" of
the respective F-CPU.

Figure 2-19: System constants of the IO controller (project A)

2 i-device~Proxy Hw_SubModule 258
3 i-device~I0ODevice Hw_Device 265
4 i-device~F-CD_IO-Cantraller_to_I-.. Hw_SubModule 261

i-device~01_SYSTEM_GEMERATED_... Hw SubModule 262
i-device~F-CD_I-Device_to_I0-Con... Hw_SubModule 263
i-device~02_SYSTEM_GEMERATED_... Hw _SubModule 264

L

afafafafafo

WMo oW W

-

Figure 2-20: System constants of the I-device (project B)
30 Local~PROFINET interface_1~I0De... Hw_Device 269
Local~PROFINET interface_1~F-CD... Hw_SubModule 272
Local~PROFINET interface_1~01_5_. Hw_SubModule 273
Local~PROFINET interface_1~F-CD... Hw_SubModule 274
Local~PROFINET interface_1~02_5_. Hw_SubModule 275

LEI N )

i ] i i

W W

s
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Figure 2-21: Assignment LADDR in the IO controller (project A)

“InstRcvDP”

RCVDP

ERROR —

-——EN SUBS_ON — -

“ack” — ACK_REI ACK_REQ — -

false — SUBBO_0O SENDMODE — -

false — SUBBO_01 RD_BO_00 —

false — SUBBO_02 RD_BO_01 — -

false — SURBO_03 RD_BO 02 —

false — sUBBO_04 RD_BO_ 03 —

false — SUBBO_05 RD_BO_04 — -

false — SUBBO_06 RD_BO_05 —

false — SUBBO_07 RD_BO_06 — -

alse — SURBO_08 RD_BO_ 07 —

false — SUBBO_09 RD_BO_08 — -

false — SUBBO_10 RD_BO_09 —

false — sUBBO_11 RD_BO_10 — -

falce — SURBO_12 RD BO_ 11 — —

false — SUBBO_13 RD_BO_12 — -

falce — SUBBO_14 RD_BO 13 — —

alse — SUBBO_15 RD_BO_14 — -

0— sUBI_0DO RD_BO_15 — -
0~ suUBLD1 RD_I_0O
DP_DP_ID RD_1 01
T20ME — TIMEQUT RET._DFRD
“i-device~F-CD_ RET_DPWR
I-Device_to_ DIAG

I0-Controller” LADDR . .
S7-300/400:

Create the start address of the respective transfer area at the "LADDR"
input:

10 controller: (1) to "SENDDP", (3) to "RCVDP "
I-device: (2) to "SENDDP", (4) to "RCVDP "

Figure 2-22

Transfer areas

(SRS

. | Transfer area Type @ddress in 10 contr... @\ddress in l-device

F-CD_lO-Contraller_to_-Devi.. F-CD Q 10241035 12.13

F-CD_|-Device_to_lO-Controll. F-CD | 1036..1047 Q 20..31
<Add news @

Length
12 Byte
12 Byte

2]

Safety-related 10 controller-I-device communication
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4. "TIMEOUT" input:

Configure the "TIMEOUT" inputs with the desired monitoring time, e.g. 500 ms.

Note More information on monitoring time can be found in the manual "SIMATIC
Safety — Configuring and Programming":

https://support.industry.siemens.com/cs/ww/en/view/54110126/86651661579

1. Inputs "SD_BO_00"to "SD_BO_15","SD _| 00" and "SD_| _01:
Interconnect the data to be transferred to the "SENDDP" blocks.
2. Outputs "RD_BO_00"to "RD_BO_15","RD_|_00"and "RD_1_01"

Interconnect tags of a fail-safe global DBs on the outputs of the "RCVDP"
blocks.

The following figures show the ready connections of the blocks in the respective

CPUs. For easy testing of the communication, data is transferred from a standard

global DB.

Figure 2-23: Communication of 10 controller to I-device

O controller > [-device

“InstsendDP” “InstRcvDP”
SENDDP RCVDP
.—EN ~—EN
"Data” bool—5p BO_00 "Data”.ack — ACK_REI ERROR — ...
F E false m— SUBEO_0O SUBS_OMN = ...
ACK_REQ — -
SENDMODE — -
RD_BO_00 =— "FData"_bool
RD_BO_01 — --
RD_BO_02 — -
RD_BO_03 — ...
RD_BO_04 — ...
RD_BO_05 — --
RD_BO_06 — -
RD_BO_07 — ...
RD_BO_08 — --
RD_BO_09 — .
RD_BO_10 — ..
RD_BO_11 — -
RD_BO_12 — -
“Date”.int— SD_|_00 0~ SUBI_0O RD_BO_13 — ...
0 s50_1_01 ERROR = .- 0 SUBILOT RD_BO_14 — -
2~ DP_DP_ID SUBS_ON — - 2~ DP_DP_ID RD_BO_15 — -
T#500ms TIMEQUT RET DPRD T#500ms — TIMEQOUT RD_|_00 — "FData".int

RD_I_01
u : RET_DFWR -
i-device~F-CO_ = “Local~PROFINET. RET DPRD
|0-Controller_ DIAG interface_1~F- |
to_l-Device” LADDR - ENG — co_lo- RET_DPWIR
Controller_to_I- DIAG

DEVICE” | apDR - ENO —

Safety-related 10 controller-I-device communication
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Figure 2-24: Communication of I-device to 1O controller

[-device > |O controller
“InstSendDF” “InstRcvDP”
SENDDP RCVDP
o —EN ERROR — ...
"Data” bool — sp_BO_00 o= EM SUBS_OMN — ...
FALSE — SD_BO_D1 "ack” — ACK_REI ACK_REQ — -
FALSE — 5D_BO_02 false — susBO_00 SENDMODE — -
FALSE — 5D BO_03 false — suBBO_0M RD_BO_00 — “FData”.bool
FALSE — 5D _BO_04 false — SUBBO_02 RD_BO_01 — -
FALSE — SD_BO_05 false == SUBBO_03 RD_BO_02 = ..
FALSE — SD_BO_06 false — SUBBO_04 RD_BO_03 — -
FALSE — SD_BO_07 false — SURBO_0D5 RD_BO_04 — -
FALSE — SD_BO_08 false — SUBBO_06 RD_BO_05 — -
FALSE — 5D _BO_09 false — SUBBO_07 RD_BO_06 —
FALSE —SD_BO_10 false = SUBBO_08 RD_BO_07 — -
FALSE — 5D_BO_11 false = SUBBO_09 RD_BO_08 — -
FALSE == 5D _BO_12 false — SUBBO_10 RD_BO_09 — -
FALSE == 5D _BO_13 false — SUBBO_11 RD_BO_10 — -
FALSE — 5D BO_14 false — SUBBO_12 RD_BO_11 — .
FALSE — 5D _BO_15 false — suBBO_13 RD_BO_12 — -
“Data”.int SD_I_00 falze == SUBBO_14 RD_BO_13 — -
0—sD_1 01 false — SUBBD_15 RD_BO_14 — ...
1 DP_DP_ID 0 — sUBI_0DD RD_BO_15 — -
T#500ms — TIMEQUT ERROR — - 0= suBl_01 RD_|_00 — "FData".int

SUBS_ON — -.. 1~ DP_DP_ID RD_I_01

! Lccle I--PFOFII‘-;ET_ RET._DPRD T#500ms TIMEQUT RET_DFRD

IIEELIféE:iceF_ RET_DFWR — --- “i-device~F-CO_ HELD

to_lO- DIAG -Device_to_ DIAG

Controller’ LADDR . ENQ — 10-Cantroller” LADDR - END —

Loading devices
Now load the two CPUs.

Safety-related 10 controller-I-device communication
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Testing communication

1. In order to test the function of the communication go to the two CPUs online.
2. Open the FB "Main_Safety RTG1" in both CPUs and enable monitoring.
3. Control the tags of "'SENDDP" and monitor the outputs of "RCVDP" of the

respective other CPU.

Figure 2-25

O controller

TRUE
"Data” bool sD_BO_00

FALSE —|sD_BO 01
FALSE s0_BO_02
FALSE <D _BO_03
FALSE —|5D_BO_04
FALSE <D _BO_05
FALSE SD_BO_D6&
FALSE —|SD_BO 07
FALSE —|SD_BO_08
FALSE —|sD_BO_0%
FALSE —|SD_BO_10
FALSE <D_BO_1M
FALSE —|SD BO 12
FALSE <D _BO_13
FALSE SD_BO_14
FALSE —|SD_BO 15

17

"Data”.int—sD_|_00

0—sp_|_o1

Safety-related 10 controller-I-device communication
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|-device

TRUE
RD BO_0O "FData" bool

RD_BO_O1
RD_BO_02
RD_BO_03
RD_BO_04
RD_BO_05
RD_BO_O0&
RD_BO_O7
RD_BO_08
RD_BO_0%
RD_BO_10
RD_BO_11
RD_BO_12
RD_BO_13
RD_BO_14
RD_BO_15
17
RD_|_00 — "FData".int
RD_I_01
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3 Valuable Information

3 Valuable Information
3.1 Basics on the instructions SENDDP and RCVDP
General

The safety-related communication between the 10 controller and an I-device is

done with the help of the "SENDDP" instruction for sending data and the "RCVDP"

instruction for receiving data. These commands allow for a fail-safe transfer of 16
BOOL and two INT values (or one DINT value with S7-1200/1500).

These instructions can be found in the "Instructions” task card under

"Communication”. The "RCVDP" instruction must be called at the beginning of the

main safety block and the "SENDDP" instruction at the end.

Please note that the send signals are only sent once the "SENDDP" instruction has

been called at the end of processing the respective F runtime group.

Description

The "SENDDP" instruction sends 16 BOOL data and 2 INT data via PROFIBUS
DP/PROFINET from one F-CPU to the other in a fail-safe way. In case of the S7-
1500, DINT data is used. The data can then be received from the respective

"RCVDP" instruction.

Calling the instructions SENDDP and RCVDP

The figure below shows how to call up the instructions "SENDDP" and "RCVDP".

Figure 3-1
SENDDP

—EN ENO —
=—SD_BO_00 ERROR —
—SD_BO_01 SUBS_ON —
—SD_BO_02 RET_DPRD
—SD_BO_03 RET_DPWR
— SD_BO_04 DIAG
=—SD_BO_05
== SD_BO_06
— SD_BO_07
—SD_BO_08
—SD_BO_09
—SD_BO_10
= SD_BO_11
—SD_BO_12
—SD_BO_13
—SD_BO_14
=—SD_BO_15

SD_I_00

SD_I_01

DP_DP_ID

TIMEOUT

LADDR -

Safety-related 10 controller-I-device communication
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—EN
— ACK_REI
— SUBBO_00
— SUBBO_01
— SUBBO_02
— SUBBO_03
— SUBBO_04
— SUBBO_05
— SUBBO_06
— SUBBO_07
— SUBBO_08
— SUBBO_09
— SUBBO_10
—SUBBO_11
— SUBBO_12
—SUBBO_13
— SUBBO_14
— SUBBO_15
SUBI_00
SUBI_O1
DP_DP_ID
TIMEOUT
LADDR

RCVDP

ENO —
ERROR =t
SUBS_ON =
ACK_REQ —
SENDMODE —
RD_BO_00 —
RD_BO_01 —
RD_BO_02 =
RD_BO_03 —
RD_BO_04 —
RD_BO_05 —
RD_BO_06 =
RD_BO_07 =
RD_BO_08 —
RD_BO_09 —
RD_BO_10 —
RD_BO_11 =
RD_BO_12 =t
RD_BO_13 —
RD_BO_14 —
RD_BO_15 —
RD_I_00
RD_I_O1
RET_DPRD
RET_DPWR
DIAG

23
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DP_DP_ID parameter for several I-devices

The "DP_DP_ID" parameter of the "SENDDP" and "RCVDP" instructions is a
unigue ID in the network of the "SENDDP" and "RCVDP" instructions that
communicate with each other.

When using several "SENDDP" / "RCVDP" instructions, the "DP_DP_ID" input
must be adjusted accordingly.

The figure below shows an example of how the instructions can be configured.

Figure 3-2
10 controller I-device 1
F-CPU 1 F-CPU 2
Safety program Safety program
SENDDP: DP_DP_ID =1 I RCVDP: DP_DP_ID =1
RCVDP: DP_DP_ID =2 SENDDP: DP_DP_ID =2
. L]

SENDDP: DP_DP_ID =15
I-device 2
RCVDP: DP_DP_ID =16
F-CPU 3
Safety program

>| RCVDP: DP_DP_ID =15 |

SENDDP: DP_DP_ID =16 |

Safety-related 10 controller-I-device communication
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Behavior of the instructions "SENDDP" and "RCVDP "

The following time diagram shows the behavior of the "SENDDP" and "RCVDP"
instructions while establishing the communication, in the event of communication
errors, when troubleshooting and when manually acknowledging on "RCVDP".

Startup of Communication Communication Communication error

Figure 3-3

1 1 1 1 1
SENDDP ! ! : : [
ERROR | ' | o I B

1 1 1 1 1

1 1 1 1 1
SUBS_ON (1, ] | )

i i i i i
RCVDP 1 1 1 1 1
ACK_REI o i i i 7 i

1 1 1 1 1

1 1 1 1 1 1

ACK_REQ ' ' f ] '

1 1 1 1 1

1 1 1 1 ] 1

ERROR ! 1 ! I

T 1 1

1 1 1 1 1
SUBS_ON ; | ] : | !

1 1 1 1 1
States 1 1 1 1 1

1 1 1 1 1
of the system 1 1 1 1 1

1 1
F system established : re-established : detected at SENDDP
Communication error Acknowledgment
detected at RCVDP on RCVDP

Behavior in the event of communication errors

If a communication error occurs during the safety-related 1O controller-I-device
communication, the "ERROR" and "SUBS_ON" outputs of both instructions are set.

As long as this communication error is not fixed and acknowledged, the "RCVDP"
instruction outputs the configured substitute values on inputs "SUBBO_xx" and
"SUBI_xx" or "SUBDI_00".

The send data pending on the inputs "SD_BO_xx" and "SD_I|_xx" or "SD_DI_00" of
"SENDDP" is only output again when no further communication errors are detected
("ACK_REQ = TRUE) and when the error has been acknowledged manually at the
"ACK_REI" input.

Safety-related 10 controller-I-device communication
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3.2 Cross-project configuration of the I-device function
using STEP 7 V14 and older

3.2.1 Introduction

Description

It is not possible to use a GSD of the I-device in TIA Portal V14 and older for
safety-related communication with S7-1200/1500.

If the two communication partners are located in separate projects, a safety-related
communication between an IO controller and an I-device must be realized by
configuring "dummy CPUs"..

A "Dummy CPU" represents the "I-device" in the "IO controller” project. Another
"dummy CPU" represents the "IO controller” in the "I-device" project.

Solution
Configuring project B ("l-device"):
e CPU, configured in the "I-device" mode:
- complete hardware configuration of a normal "I-device" (transfer areas,
network configuration)
- Safety program and communication blocks "SENDDP" and "RCVDP "
e "Dummy CPU" represents the "1O controller” from project A
Configuring project A ("1O controller™):
e CPU, configured as "lO controller":
- Safety program and communication blocks "SENDDP" and "RCVDP"
e "Dummy CPU" which represents the "I-device" CPU from project B
- Identical HW configuration like the "I-device"
Figure 3-4
Project A: 10 controller + Dummy CPU Project B: I-device + Dummy CPU
F-CPU 1 (10 controller) Dummy CPU F-CPU 2 (I-device)
Safety program Transfer areas Transfer areas of Transfer areas Safety program
10 controller to Dummy CPU identical | | g controller to
I-device to I-device I-device
SENDDP RCVDP
HW identifier
|-device to : N‘ame |-device to
10 controller Size 10 controller
RCVDP SENDDP
=> Representative of
I-device from proiect B

Safety-related 10 controller-I-device communication
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Note The following settings of the "Dummy CPU" in project A and the actual "I-device"
in project B must be identical:

e CPU hardware and firmware

e PROFINET device name

e Addresses of the transfer areas in the I-device
o Silots of the transfer areas in the I-device

3.2.2 Configuring I-device (project B)

Creating devices and configuring I-device function
1. Open TIA Portal and create a new project.
2. Add two new devices:
- The F-CPU, which you would like to configure as I-device.
- An F-CPU that is used as dummy for creating the transfer areas.

3. Inorder to be able to keep both devices apart regarding their function in this
solution, change the device names to "I-device" and "Dummy".

4. Open the device configuration of the I-device.
5. Double-click the PROFINET interface used, in order to open the properties.

6. Select "Ethernet addresses" in the area navigation and adjust the IP address to
your application.

7. Untick the check box "Generate PROFINET device name automatically”.

Figure 3-5
PROFINET
|:| PROFINET device name is set directly at the device
[ \Generate PROFINET device name automatically
PROFINETdevice name E \Pﬁnet-inten’ace_‘l |
Converted name: i-d)\,((lrloﬁnet-interfacexmq?eﬁ |
Device number: |U |v|

8. Enter the name "I-Device" in "PROFINET device name".

Figure 3-6
PROFINET

[] PROFINET device name is set directly at the device

D Generate PROFINET device name automatically

PROFIMNET device name: |I-De*.rice |\

Al

Device number: |D N_~“ |v

Converted name: | i-device

-
."_<
N—"1

Safety-related 10 controller-I-device communication
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9. Select "Operating mode" in the area navigation and tick the "10 device"
checkbox.

Figure 3-7
Operating mode

:

10. Select the dummy CPU from the "Assigned 10 controller" drop-down list. Then,
the networking and the 10 system between both devices is displayed in
network view.

Figure 3-8
Operating mode

Not assigned
Dumm

The "I-device" CPU has now been configured as I-device and takes on the role of
an 10 device in the PROFINET network.

Safety-related IO controller-l1-device communication
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Creating transfer areas

Transfer areas are the 10 areas which are used to exchange data between the

I-device and the higher-level 10 controller.

1. Select "Operating mode > I-device communication" in the area navigation.
Click the first field in the "Transfer areas" column, in order to create a new

transfer area.

3. Select the "F-CD" type for safety-related communication. The addresses are

pre-assigned automatically.
4. Change the name to "F-CD_lO-Controller_to_I-Device".

Figure 3-9

Transfer areas

. Transfer area Type Address in 10 contr... #» Address in I-device  Length
F-CD_lO-Controller_to_|-Devi... F-CD Q 1024..1035 =+ 213 12 Byte
2 <Add news
[<] [ [>]
Note If required, you can adjust the addresses to your environment.
Note For safety-related communication, the length of the transfer area cannot be
changed, as "SENDDP" and "RCVDP" can send and receive only 12 bytes.
5. Create a second transfer area of the type "F-CD".
Change the name to "F-CD_I-Device_to_|O-Controller ".
7. Change the address range direction by clicking on the arrow symbol.
Figure 3-10
Transfer areas
. Transfer area Type Address in 10 contr... +» Address in I-device  Length
F-CO_IO-Controller_to_l-Devi... F-CD Q 10241035 =+ |2_13 12 Byte
2 F-CD_I-Device_to_lO-Controll.. F-LCD 110361047 = Q2031 12 Byte
3 <Add news
[<] [ [>]
Safety-related 10 controller-I-device communication
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8. Delete the dummy CPU. The addresses in the transfer areas are grayed out in
the 10O controller and the assignment of the I-device to dummy CPU is cleared.

Figure 3-11
Transfer areas
. Transfer area Type Addressin [0 contr... |+ Address in l-device  Length
F-CO_IO-Controller_to_|-Devi... F-CO - |2._13 12 Byte
2 F-CD_I-Device_to_|CO-Controll... F-CO ~ Q2031 12 Byte
3 <Add news
<] [ 2]

Operating several identical I-devices on an 10 controller or in a network (optional)

To be able to operate several identical I-devices in an 10 controller or in a network,
without configuring each I-device separately, the 10 controller has to be able to
adjust the PROFINET device name and the IP addresses of the I-devices.

Note If you use the I-device with a subordinate 10 system, the PROFINET interface
(e.g. port parameters) of the I-device cannot be configured by the higher-level 10
controller.

1. Select "Operating mode" in the area navigation and tick the "Parameter
assignment of PN interface by higher-level 10 controller" check box).

Figure 3-12

Operating mode

@ 10 device

Assigned 10 centroller: | Durnmy.FROFINET interface_1 |'|

[W! Farameter assignment of PN interface by higherlevel 10 contraller

DVI 10-Device
D \ Zed startup

Device number: ﬂ

Safety-related 10 controller-I-device communication
Entry ID: 109478798, V2.2, 08/2019 30



© Siemens AG 2019 All rights reserved

3 Valuable Information

2. Select "Ethernet addresses" in the area navigation and tick the "IP address is
set directly at the device" checkbox.

Figure 3-13

®

3. Tick the "PROFINET device name is set directly at the device" checkbox.

Figure 3-14

Safety-related IO controller-l1-device communication
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3.2.3 Configuring 10 controller (project A)

Creating devices
1. Create a new project.
2. Add two new devices:
- The F-CPU, which you would like to configure as 10 controller.

- Theidentical F-CPU as in project B that is used as dummy for creating the
transfer areas.

3. Inorder to be able to keep both devices apart regarding their function in this
solution, change the device names to "IO controller" and "Dummy ".

4. For the 10 controller to be able to customize the PROFINET device name and
the IP address of the I-device, go to the topology view and connect the
respective ports (optional).

Figure 3-15
10-Controller Dummy
CFU 1516F-3 PM... CFU 1214FC

5. Open the device configuration of the 10 controller.
6. Double-click the PROFINET interface used, in order to open the properties.

7. Inthe area navigation, select "Advanced options" and tick the option "Permit
overwriting of device names of all assigned IO devices" check box.

Figure 3-16
Interface options

D Call the user program if communication errors occur

(¥ support device replacement without exchangeable medium
@ Permit overwriting of device names of all assigned 10 devices

L infeed into the network

M u@_z LLDF mode

Keep-Alive connection

maonitoring 30 5

8. Open the device configuration of the dummy CPU.
9. Double-click the PROFINET interface used, in order to open the properties.

Safety-related 10 controller-I-device communication
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10. Select the "Ethernet addresses" in the area navigation and disable the
checkbox "Generate PROFINET device name automatically”.

Figure 3-17

11. Enter the same device name as in project B in "PROFINET device name".

Figure 3-18

I-Device

i-device

12. Select "Operating mode" in the area navigation and tick the "1O device"
checkbox.

Figure 3-19
Operating mode

:

Safety-related IO controller-l1-device communication
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13. Select the 10 controller from the "Assigned 10O controller" drop-down list. Then,
the networking and the 10 system between both devices is displayed in
network view.

Figure 3-20

Operating mode

T
[l
T
-
[l

[ 10 devira

Assigned 10 controller | Not assigned -
10-Controller FROFINET interface _1

o e
Mot assigned

Prortisend crarnn

el 10 controller

(=]
i
o
L
I

14. If you ticked the "Parameter assignment of PN interface by higher-level 10
controller" check box in the I-device in project B, tick the check box here as
well.

The "dummy" CPU has now been configured as I-device and takes on the role of
an 10 device in the PROFINET network.

Creating a transfer area

Transfer areas are the 10 areas which are used to exchange data between the
I-device and the higher-level 10 controller.

1. Select "Operating mode > I-device communication" in the area navigation.
Click the first field in the "Transfer areas" column, in order to create a new
transfer area.

3. Select the "F-CD" type for safety-related communication. The addresses are
pre-assigned automatically.

Safety-related 10 controller-I-device communication
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4. Change the name to "F-CD_lO-Controller_to_I-Device".

Figure 3-21

Transfer areas

. Transfer area

Address in 10 contr... #» Address in I-device  Length

1 F-CO_|O-Controller_to_|-Devi... Q 1024..1035 - |2.13 12 Byte
2 <Add news
[<] [ [>]
Note The addresses in the I-device must be identical to the addresses of the real
I-device in project B.
5. Create a second transfer area of the type "F-CD".
6. Change the name to "F-CD_I-Device_to_|O-Controller".
7. Change the address range direction by clicking on the arrow symbol.
Figure 3-22
Transfer areas
. | Transfer area Address in 10 contr... #* Address in I-device  Length
1 F-CD_IO-Controller_to_l-Devi._. Q 1024_.1035 =+ |2._13 12 Byte
2 F-CD_|-Device_to_lO-Controll... F-CD 110361047 & Q2031 12 Byte
3 <fAdd news
[<] [ [>]
Note Create the transfer areas in the real F I-device and in the dummy CPU in the
same order.

Programming I-device communication

Programming of the I-device communication is irrespective from whether 10
controller and I-device are configured in the same project. The description is can

be found in chapter 2.3.
Afterwards, load both CPUs.

Safety-related 10 controller-I-device communication
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4

4.1

SiePortal

Appendix

Service and Support

The integrated platform for product selection, purchasing and support - and
connection of Industry Mall and Online support. The SiePortal home page replaces
the previous home pages of the Industry Mall and the Online Support Portal (SIOS)
and combines them.

e Products & Services
In Products & Services, you can find all our offerings as previously available in
Mall Catalog.

e Support
In Support, you can find all information helpful for resolving technical issues
with our products.

e mySieportal
mySiePortal collects all your personal data and processes, from your account
to current orders, service requests and more. You can only see the full range
of functions here after you have logged in.

You can access SiePortal via this address: sieportal.siemens.com

Technical Support

The Technical Support of Siemens Industry provides you fast and competent
support regarding all technical queries with numerous tailor-made offers — ranging
from basic support to individual support contracts.

Please send queries to Technical Support via Web form:
support.industry.siemens.com/cs/my/src

SITRAIN - Digital Industry Academy

We support you with our globally available training courses for industry with
practical experience, innovative learning methods and a concept that’s tailored to
the customer’s specific needs.

For more information on our offered trainings and courses, as well as their
locations and dates, refer to our web page:

siemens.com/sitrain

Industry Online Support app

You will receive optimum support wherever you are with the "Industry Online
Support" app. The app is available for iOS and Android:

Available on the : ANBRGIE AP ON

Safety-related 10 controller-I-device communication
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4 Appendix

4.2 Links and literature
Table 4-1
No. Topic
\1\ Siemens Industry Online Support
http://support.industry.siemens.com
\2\ Link to the entry page of the application example
https://support.industry.siemens.com/cs/ww/en/view/109478798
\3\ PROFINET with STEP 7 V15
https://support.industry.siemens.com/cs/ww/en/view/49948856
\4\ SIMATIC STEP 7 Basic/Professional V15 and SIMATIC WinCC V15
https://support.industry.siemens.com/cs/ww/en/view/109755202
\5\ Description of SENDDP and RCVDP
https://support.industry.siemens.com/cs/ww/en/view/54110126/98654032139
\6\ Monitoring time for safety-related communication
https://support.industry.siemens.com/cs/ww/en/view/54110126/86651661579
\7\ Overview of the I-device function support
https://support.industry.siemens.com/cs/ww/en/view/102325771
4.3 Change documentation
Table 4-2
Version Date Modification
V1.0 08/2015 First version
V2.0 11/2016 Added check lists, selection help, more detailed description
of "SENDDP"/'"RCVDP" and transfer areas.
V2.1 03/2018 Updated engineering for cross-project I-device
communication for TIA Portal V14 SP1 and higher
Layout and structural modifications
V2.2 08/2019 Revised figures
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