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Legal information

Use of application examples
Application examples illustrate the solution of automation tasks through an interaction of several components in
the form of text, graphics and/or software modules. The application examples are a free service by Siemens AG
and/or a subsidiary of Siemens AG ("Siemens"). They are non-binding and make no claim to completeness or
functionality regarding configuration and equipment. The application examples merely offer help with typical
tasks; they do not constitute customer-specific solutions. You yourself are responsible for the proper and safe
operation of the products in accordance with applicable regulations and must also check the function of the
respective application example and customize it for your system.
Siemens grants you the non-exclusive, non-sublicensable and non-transferable right to have the application
examples used by technically trained personnel. Any change to the application examples is your responsibility.
Sharing the application examples with third parties or copying the application examples or excerpts thereof is
permitted only in combination with your own products. The application examples are not required to undergo the
customary tests and quality inspections of a chargeable product; they may have functional and performance
defects as well as errors. It is your responsibility to use them in such a manner that any malfunctions that may
occur do not result in property damage or injury to persons.

Disclaimer of liability
Siemens shall not assume any liability, for any legal reason whatsoever, including, without limitation, liability for
the usability, availability, completeness and freedom from defects of the application examples as well as for
related information, configuration and performance data and any damage caused thereby. This shall not apply in
cases of mandatory liability, for example under the German Product Liability Act, or in cases of intent, gross
negligence, or culpable loss of life, bodily injury or damage to health, non-compliance with a guarantee,
fraudulent non-disclosure of a defect, or culpable breach of material contractual obligations. Claims for damages
arising from a breach of material contractual obligations shall however be limited to the foreseeable damage
typical of the type of agreement, unless liability arises from intent or gross negligence or is based on loss of life,
bodily injury or damage to health. The foregoing provisions do not imply any change in the burden of proof to
your detriment. You shall indemnify Siemens against existing or future claims of third parties in this connection
except where Siemens is mandatorily liable.
By using the application examples you acknowledge that Siemens cannot be held liable for any damage beyond
the liability provisions described.

Other information
Siemens reserves the right to make changes to the application examples at any time without notice. In case of
discrepancies between the suggestions in the application examples and other Siemens publications such as
catalogs, the content of the other documentation shall have precedence.
The Siemens terms of use (https://support.industry.siemens.com) shall also apply.

Security information
Siemens provides products and solutions with Industrial Security functions that support the secure operation of
plants, systems, machines and networks.
In order to protect plants, systems, machines and networks against cyber threats, it is necessary to implement —
and continuously maintain — a holistic, state-of-the-art industrial security concept. Siemens’ products and
solutions constitute one element of such a concept.
Customers are responsible for preventing unauthorized access to their plants, systems, machines and networks.
Such systems, machines and components should only be connected to an enterprise network or the Internet if
and to the extent such a connection is necessary and only when appropriate security measures (e.g. firewalls
and/or network segmentation) are in place.
For additional information on industrial security measures that may be implemented, please visit
https://www.siemens.com/industrialsecurity.
Siemens’ products and solutions undergo continuous development to make them more secure. Siemens strongly
recommends that product updates are applied as soon as they are available and that the latest product versions
are used. Use of product versions that are no longer supported, and failure to apply the latest updates may
increase customer’s exposure to cyber threats.
To stay informed about product updates, subscribe to the Siemens Industrial Security RSS Feed at:
https://www.siemens.com/industrialsecurity.
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1 Introduction

1 Introduction

11 Overview

SIMATIC NET OPC server communication functions for OPC UA

OPC Server provides standardized access to the SIMATIC NET industrial communication
networks.

SIMATIC NET OPC Server supports the interfacing of applications with any automation
components networked over PROFIBUS or Industrial Ethernet. SIMATIC NET OPC Server
offers the following communication functions for OPC UA:

e S7 communication
- S7 OPC UA Server
- S70PT OPC UA Server
e Open communication services (SEND/RECEIVE)
- SR OPC UA Server
e PROFIBUS DP
- DP OPC UA Server

S7 communication services

The S7 communication of the SIMATIC NET OPC Server for OPC UA supports the following
services, among others:

e OPC Alarms & Events
Transfer of process alarms and events

e Historical data on OPC UA
Reading of historical data from S7 tags stored in a database for up to 360 hours.

This application example shows how to use the above services.

The following components are used in this application example:

e SIMATIC NET OPC Server for OPC UA: S7TOPT OPC UA Server
e OPC client: UA Expert

e S7-1500 CPUs

Events and Historical Data via OPC UA
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1.2 OPC Alarms & Events

OPC Alarms & Events is a specification for the transmission of process alarms and events. It is
designed to be very flexible and can, therefore, be applied to a wide variety of event sources.
The spectrum ranges from simple events to complex events and even events with an
acknowledgement obligation.

The OPC specification defines the possible state transitions for conditional events in a state
diagram.

The OPC Alarms & Events Servers have the following functions:

e Detection of events

e Determining the state of an event

¢ Acknowledging an event (acknowledgement)

e Monitoring the confirmation

New events can also be reported without confirmation.

The standardized OPC Alarms & Events interface allows to use these requirements.

1.2.1 Events

Events are special states in the process that must be reported to a receiver.

Event message

Event messages provide the parameters defined by the OPC specification and, if applicable,
accompanying values defined by the manufacturer.

There are the following types of event messages:
e simple event messages

e complex condition-based event messages with or without acknowledgement by the OPC
Client

Events and Historical Data via OPC UA
Article ID: 67295801, V1.0, 07/2021 5
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Properties of an event

All information of an event is stored in its properties. The properties of an event are defined by
the event type.

e Each event type defines which properties it offers.

o Each event type has its own properties or inherited properties. This results in an extensive
event type hierarchy.

Figure 1-1
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The event type hierarchy of the OPC Alarms & Events Server can be determined with an OPC
client, e. g. UA Expert from Unified Automation.

The following figure shows an overview of the OPC UA event and alarm types of the
SIMATIC NET S7OPT OPC UA Server in UA Expert.

Figure 1-2
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1.2.2

Principle of operation

OPC Alarms & Events class model

Note

The class model of OPC Alarms & Events allows the adaptation of the OPC client to the
requirements of an automation solution. OPC Alarms & Events distinguishes between three
classes:

e OPC Event Server
e OPC Event Subscription
e OPC Event Area Browser

Objects in the OPC Event Area Browser class are optional and are not supported by the
SIMATIC NET OPC Alarms & Events Server.

The following figure shows what the classes of OPC Alarms & Events do in order to report
program alarms of an S7-1500 CPU to the STOPT OPC UA server and display them in the OPC
client.

Figure 1-3
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In this example, the alarm block "Program_Alarm" is called in the user program of the S7-1500
CPU in order to trigger the following program alarms:

e Program alarm with required acknowledgement and 2 associated values

e Program alarm for information purposes only

The program alarms are transferred to the STOPT OPC UA Server via an optimized S7
connection. In the STOPT OPC UA server, the program alarms are mapped to objects of the
OPC Event Server class and displayed in the OPC client.

The OPC client registers with the STOPT OPC UA server for receipt of messages and creates
one or more objects of the OPC Event Subscription class. An object of the OPC Event
Subscription class is a subscription to several events.

Objects of the OPC Event Subscription classes manage the necessary filters and properties on
a client-specific basis. Thanks to filtering, the OPC client can define which events are received.

Event messages requiring acknowledgement can be acknowledged in the OPC client.

Filtering

The OPC client can filter for events with certain properties and for the values of those

properties.

The OPC client can define which events it wants to receive by using the following filter criteria:

e Eventtype

e Category

e  Priority

e Event source

An event is only forwarded to the OPC client if it matches the filter values in all filter criteria.

Display events in UA Expert
Figure 1-4
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In this example, UA Expert is used as the OPC Client.

In UA Expert, the events reported by the STOPT OPC UA server appear in the "Event View". In
the "Event View" it is possible to acknowledge event messages requiring acknowledgement.
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The "Event View" consists of 3 sections:

1. Configuration
To display events, drag & drop the object, e. g. server object, whose EventNotifier attribute
is set to "SubscribeToEvents", into the Configuration section.
When you expand the server object tree, you can define the properties of the event
messages to be displayed in the "Details" section, such as associated values and additional
informational texts.

2. Events
The Events section has 3 tabs:

- Events
When an event message is triggered, the event is displayed in the "Events" tab. Select
the event to display more properties of the event in the Details section.

- Alarms
In the "Alarms" tab, you have the option of acknowledging event messages.

- Event History
The event history is displayed in the "Event History" tab.

3. Details
The "Details" section displays the properties of the event messages, such as associated

values and additional informational texts.

Events and Historical Data via OPC UA
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1.3 Historical data on OPC UA

OPC UA HA (Historical Data Access) enables access to historical data from S7 tags archived in
a database for up to 360 hours.

Principle of operation

The following figure shows how to use the STOPT OPC UA Server to get historical data for one
or more objects in the OPC client.

Figure 1-5
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The STOPT OPC UA server reads S7 tags from an S7-1500 CPU via an optimized S7
connection. The S7 tags are saved in the archive by the STOPT OPC UA server. The
timestamp and the quality characteristic of the S7 tags are stored together with the process
value.

OPC clients, such as UA Expert from Unified Automation, use the "HistoryRead" function to
access the process values of the archived S7 tags.
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Display historical datain UA Expert
Figure 1-6
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In this example, UA Expert is used as the OPC Client.
UA Expert has the "History Trend View" for getting historical data on one or more S7 tags.

Drag & drop one or more S7 tags containing historical data from the "Address Space" window
into the "Configuration” section of the "History Trend View".

UA Expert has read access to the S7 tags stored in the archive of the STOPT OPC UA server to
graphically display the process values in the "History Trend View".
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1.4

Components used

This application example was created with the following hardware and software components:

Table 1-1
Component Quantity Item number Note
CPU 1513-1 PN 1 6ES7513-1AL01-0ABO Alternatively, you may use any

S7-1500 CPU and ET 200 CPU
(ET 200SP and ET 200pro).

SIMATIC NET DVD V16 1

6GK1704-1LW16-0AA0

In the Sales and Delivery Release
you will find the item numbers for
the SIMATIC NET products (see
article 109775589).

TIA Portal V16 1 Package: -
6ES7822-1AA06-0YAS
Download:
6ES7822-1AE06-0YAS

UA Expert 1 - OPC Client from Unified

Automation https://www.unified-
automation.com/products/developm
ent-tools/uaexpert.html

You can obtain the listed components from the Siemens Industry Mall.
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2 Engineering

2 Engineering

2.1 Hardware setup

The following figure shows the structure of the application example.

Figure 2-1
CPU 1513-1 PN SIMATIC Field PG
]

[1 || 1P address: 172.16.43.35
L 1| subnet mask: 255.255.0.0 — —

IP address: 172.16.43.99
Subnet mask: 255.255.0.0

Industrial Ethernet

The SIMATIC NET OPC server for OPC UA and the OPC client are installed on the SIMATIC
field PG that will be used as a PC station.

e SIMATIC NET OPC server for OPC UA: S7 OPT OPC UA Server
e OPC client: UA Expert

Note You will need an OPC client that supports OPC Alarms & Events and historical data about
OPC UA.

With this application you get a ready configured TIA Portal project.

Note The project is protected. The login is:

e User: admin
e Password: Siemens.1

Events and Historical Data via OPC UA
Article ID: 67295801, V1.0, 07/2021 14



© Siemens AG 2021 All rights reserved

2 Engineering

2.2 Setting IP addresses and subnet mask

221 Setting IP address and subnet mask for the PC station

In Windows, go to the Properties for the network adapter via which the PC station is connected
to the S7 CPU, then set the IP address and subnet mask for the PC station.

Figure 2-2

Internet Protocol Version 4 (TCP/IPvd) Properties >

General

You can get IP settings assigned automatically if your network supports
this capability, Otherwise, you need to ask your network administrator
for the appropriate IP settings.

() Obtain an IP address automatically
(®) Use the following IP address:

IP address: | 172, 16 . 43 . 99 |
Subnet mask: | 255.255. 0 . 0 |
Default gateway: | |

Cbtain DNS server address automatically

(®) Use the following DNS server addresses:

Preferred DMS server; | . . . |

Alternate DMS server; | . . . |

[ ]validate settings upon exit Advanced. ..

In the "Control Panel", open the "Network and Sharing Center" under "Network and
Internet".

Select the function "Change adapter settings".

Right-click on the corresponding network adapter and select the "Properties" context menu.
The Properties dialog for network adapter opens.

Select the "Internet Protocol Version 4 (TCP/IPv4)" element and click the "Properties”

button.
The Properties dialog box for the "Internet Protocol Version 4 (TCP/IPv4)" element will

open.
Set the IP address and subnet mask of the PC station and apply the settings with "OK",
e.g.

- IP address: 172.16.43.99

- Subnet mask: 255.255.0.0

Events and Historical Data via OPC UA
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Note You will configure the fixed IP address and subnet mask later during hardware configuration

for TIA Portal.

2.2.2 Setting the IP Address of the S7 CPU

Open the "Online & diagnostics" dialog
Figure 2-3
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1. Open TIA Portal.

In the project tree under "Online access", click the arrow to the left of the network adapter

that is connected to your S7 CPU.

3. Double-click the "Update accessible devices" command.
All devices available to the network adapter will be shown.

4. Click the arrow to the left of the S7 CPU to which you wish to assign the IP address and

subnet mask.

5. Double-click the command "Online & diagnostics".
The "Online & diagnostics" dialog will open.
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Assign IP address and subnet mask
Figure 2-4
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1. Switch the S7 CPU to "STOP" mode.
Under "Functions”, click "Assign IP address".

3. Setthe IP address and subnet mask of the S7 CPU, e. g.:
- IP address: 172.16.43.35
- Subnet mask: 255.255.0.0

4. Click "Assign IP address" to set the parameters.

Note You will enter the IP address and subnet mask later during configuration.

If you have an S7-1500 CPU, you can also set the IP address and subnet mask on the
display.
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2.3

"Communication settings"

Open the program "Communication Settings" via the Windows Start Menu "Siemens
Automation > Communication Settings".

The "Communication Settings" program provides a humber of ways to configure and diagnose
PC hardware components, PC user programs and the SIMATIC NET OPC server.

Enable protocols for the OPC server

The SIMATIC NET OPC server supports various protocols for the controller level. All protocols
are activated in the initial configuration.

You can disable protocols that you don't want to use.

Figure 2-5

wh Siemens Communication Settings

File Language Help
¥ & SIMATIC NET configuration v
w [5% OPC setfings v ?
B.. shut down OPC carvars o

/"8 OPC protocol selection a
@ D O 1he oPC server can support various protocols at the same time.

“a Symbols 5
Here, you select the protocols that will be supported.
il OPC UA cerificates

t‘? Autostart ﬂ Changes to the protocol selection may lead to necessary changes to the Windows firewall.

> .8 Modules ] When loading configurations protocols can be activated automatically.
&= PC configuration 9 Downloading remote configurations)
» IE]]] Trace settings o -
B Access points ® [w| Enable OPC COM € The OPC servers are currently switched on.
You cannot change the setfing of "Activate "OPC COM™
T setmemory card parameters ) You must close the OPC servers to change the setting.
K LLDPIDCP ]
i SIMATIC SHELL J COM/DCOM OPC UA
Ej system information [ ] [] (] Allow remote OPC access I
B Name: - - /
[>]oP [] [] @
[>| DP master class 2 ] = \)
[>|FDL ] =
[>]s7 ] []
| [>] 57 optimized = [w]
|
|

t@ |§| SR
\\ [>] sNmP

| | | Cancel |

1. Inthe navigation area, navigate to "SIMATIC NET configuration > OPC Settings > OPC
protocol selection”.

2. Enable the function "Allow remote OPC access" for OPC UA.
Enable the following protocol for OPC UA:

- "S7 optimized": SIMATIC S7 communication with S7-1200 (V4 onward) and S7-1500
via Industrial Ethernet (access to optimized data blocks)

4. Click on the arrow symbol next to the protocol "S7 optimized" to access the extended
parameter list for the protocol.
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Set parameters for the protocols
Figure 2-6

W Siemens Communication Settings

File Language Help
¥ & SIMATIC NET configuration
‘l'.r% OPC settings
B Shut down OPC servers
s
<@ Symbols
¥ OPC UA ceriificates
1 Autostart
» @ Modules
&= PC configuration
» IE]]] Trace settings
B Access points
T oset memory card parameters
B LLDP/DCP
Fll SIMATIC SHELL
Ej system information

1. Port settings:

oo OoOOOOIRIR

OPC protocol selection
[>|FDL [] =
[>]s7 ] ]
[w]| £7 optimized = [w]

OPC UA
Port settinos

Iv|Use defautfor port Port: |55105 | |

Qarurity nnlicioc

C] Allow non-secure connections to the OPC UA server (None) I

Sign messages (Sign)
| Sign and encrypt messages (SignAndEncrypt)

D Allow secure connections fo the OPC UA server (Basic128Rsai5)

[ | [ | Allow secure connections to the OPC UA-server (Basic256)

C] Allow secure connections fo the OPC UA server (Basic2565ha256)

[ | [ | Allow secure connections to the OPC UA server (Aes128_Sha256_RsaOaep)
m m Allow secure connections to the OPC UA server (Aes256_Sha256_RsaPss)

Check of the client cerfificates
Q |»| Always check certificates
O—\|| " nostrct cenicate cneck
|| Accept expired certificates

.@ £
IM Allow anonymous logins to the OPC UA server I Z

| nnin seffinns
@ Test and auxiliary tools
D Provide templates for item definitions

Dmake virtual module (DEMO) available for simulation
[>/sr ] ]
[>] snmP [] [

| | | Cancel |

- If the checkbox is selected, the default setting is used for the specified port.
- If the checkbox is not selected, you can edit the input field for the port.

2. Security policies:

- If the checkbox is selected, unsecured connections (none) to the OPC server are

allowed.

<]

- If the checkbox is not selected, no unsecured connections (none) to the OPC server will

be allowed.

3. Define which connections to the OPC server will be allowed and determine whether the

messages will be signed (Sign) or signed and encrypted (SignAndEncrypted):
- Secured connections based on the security policy "Basic128Rsal5"
- Secured connections based on the security policy "Basic256"

- Secured connections based on the security policy "Basic256Sha256"

- Secured connections based on the security policy "Aes128 Sha256 RsaOaep"

- Secured connections based on the security policy "Aes256_Sha256_RsaPss"
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4. Check of the client certificates

Always check certificates
Enabled: The certificates will always be checked.
Disabled: The certificates will not be checked.

No strict certificate verification

Enabled: Certain certificate checks will be ignored, e. g. CertificateRevocationUnknown,
CertificatelssuerRevocationUnknown, NonceLengthCheck, TokenPolicyldCheck.
Disabled: The certificates will be fully checked.

Accept expired certificates

Enabled: The certificates will be accepted even if the time stamp of the certificate is
invalid, i. e. the certificates are not yet valid or have already expired.

Disabled: The certificates are only accepted if the timestamp is valid.

5. Login settings

If the checkbox is selected, the SIMATIC NET OPC server allows anonymous login of
OPC UA clients.

If the checkbox is not selected, anonymous logins are not allowed. User authentication
with Windows login and password is then required.

Note The SIMATIC NET OPC server uses the Windows user management for user authentication.
In the OPC client, log in to the SIMATIC NET OPC server with your Windows username and
password.

6. Test and auxiliary tools

Provide templates for item definitions:
If the checkbox is selected, the OPC server creates Templates for item definitions in its
namespace, which can be used to easily define a new Item.

make virtual module (Demo) available for simulation:

The SIMATIC NET OPC server gives you the ability to use the OPC interface for tests,
presentations, and development work without a communication module. For this
purpose, the OPC server provides a virtual module or "DEMQ" connection, depending
on the protocol (CP simulation). This option enables activation of the simulation function
depending on the protocol.

7. Click "Apply" to enable the settings you have made.
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"OPC UA certificates"
Figure 2-7

4 Siemens Communication Settings

File Language Help
¥ & SIMATIC NET configuration
¥ 25 OPC settings
ch Shut down OPC servers
dex OPC protocol selection
&7 Sumhnle

(| JlOPC UA cerfificates I

|
£ Autostart

» @ Modules
= PC configuration
» [Z] Trace settings
W Access points
T set memory card parameters
B LLDP/DCP
R SIMATIC SHELL
Bj system information

@

U N N <IN <BC N <<

‘OPC UA certificates

?

@ On this property page you can configure the settings for OPC UA certificates.
QOPC UA certificates are used for OPC UA clients and OPC UA servers to identify themselves to each other
when setting up the OPC UA connection.

Overview of all OPC UA server certificates

- ‘ Issued to Applicant/ DC Issued by Valid to Action
\EI OPC.SimaticNET.DP VW-PRUEFER OPC.SimaticNET.DP 2041-02-02 Select .
\z‘ OPC_SimaticNET 57 VM-PRUEFER OPC_SimaticNET 87 2041-02-02 Select
‘E OPC_SimaticNET S7TOPT VM-PRUEFER OPC_SimaticNET S7TOPT 2041-02-02 Select
\E‘ OPC.SimaticNET.SR VM-PRUEFER QPC.SimaticNET.SR 2041-02-02  Select..
Recreate OPC UA configuration Import server cerfificate (*.p12)
Overview of the OPC UA client certificates
- ‘ i | Issued fo Accepl/Decline Applicant/ DC ‘ Valid to ‘ Action
\E UaExpent@VM-PRUEFER SR,S7TOPT,S7,DP/ — 0O=Siemens AG, CN=UaE 2026-02-02 Select..
\E UaExpenti@VM-PRUEFER SR,STOPT,S7,DP/— O=Siemens AG, CN=UaE 2026-02-02 Select..
\E CpcScoutVio SR,S7OPT,S7,DP/— VM-PRUEFER 2041-02-02 Select

Import client cerfificate

Update cerficates |

e |

1. Inthe navigation area, navigate to "SIMATIC NET configuration > OPC settings > OPC UA

certificates".

The certificates of the local OPC UA server and the certificates the OPC clients used to

identify themselves to the server are displayed and managed here.
2. You can import other OPC client certificates, such as the certificate for the OPC client "UA

Expert".

3. Accept the imported OPC client certificates.
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2.4

Overview of the engineering steps

The following figure shows an overview of the steps performed during the engineering stage.
e Create configuration (see chapter 2.5)

e Configure the "Station Configuration Editor" (see chapter 2.6)

¢ Load the configuration into the PC station (see chapter 2.7.1)

e Load the configuration into the S7 CPU (see chapter 2.7.1)

When configuring the "Station Configuration Editor" and when loading the configuration into the
PC station, there are multiple ways of performing the engineering step. Performing either one of
the options for the engineering step is sufficient.

This application example describes all possibilities for the engineering steps.

Figure 2-8

Create projectin TIA Portal
Create « S7CPUs
configuration « PC station

+ S7 connection

* "Program_Alarm" instruction

« Enable access to historical data

A\ 4 A 4 A\ 4
Configure Manual Configure XDB export:
"Station ;Sta;!on _ Export XDB from TIA

H H i " onfiguration Portal
Configuration Editor Editor” in TIA
Portal
\4 A\ 4
Load Load configuration XDB import:
configuration via TIA Portal import XDB into "Station
into PC station Configuration Editor"
________________________________ LR EED

Load Load configuration
configuration into via TIA Portal
S7CPU
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2.5 Creating the configuration

25.1 Create S7 CPU in TIA Portal

With this application you get a ready configured TIA Portal project.

Note The project is protected. The login is:

e User: admin
e Password: Siemens.1

Requirements
e TIA Portal is open.
e A new project is created, or an existing project is opened.

Insert device
1. Double-click the command "Add new device" in the project tree.

Project tree m 4
Devices
-Li_% =2 j
¥ | ] CpcUa
ﬁb' Add new device
EE'h Devices & networky §g
» &4 Ungrouped devices @
L

b =P Security settings

b [ Cross-device functions

b ;_' Common data

» 5] Documentation settings

] r:@ Languages & resources
b :ﬂ_ Version control interface

* [z Online access

2 ':w Card Reader/USE memaory

The dialog box "Add new device" opens.
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Add new device X

Device name:

[PLC_1 |
vp_[. CPU Device:
» [ cPU 15111 PN
» [ cPU 1511C1 PN ||

=
Controllers » L CPU 1512C-1 PN
~ [ cPU 15131 PN
Il 6E57 513-1AL00-0AR0
CPU 1513-1 PN

D » [l cPU 151 5 3 Article no.: | 6ES7 513-1AL01-0AB0 |
HIMI >rj|cpu151s@
I » [ cPU 1517-
E— » [ CPU 15184 FNIDP Description: 5
» [ CPU 15184 FNIDF ODK CPU with display; work me| KB code and
DL b rotection concept, eepnONTAction:

r= : .
» [ CPUI5T1F1 PN mation centrol, closeddoop contral, counting
PC systems » [l CPU 1513F-1 PN and measuring; tracing; Runtime options;

= g isochronous mode (central); for all FROFINET
D I_‘E. G PNI | interfaces: transport protocol TCPIIP, secure
» L[ CPU 1516F-3 PNIDF Open User Communication, 57 communication,
» [ CPU 1517F-3 PNIDP 57 routing, IP forwarding, Web server, DNS client,
s , OPC UA: Server DA, Client DA, methods,
D F-E. R e companion specifications; PROFINET 10
» [ CPU 1518F-4 PNIDP ODK controller, supports RTIRT, performance upgrade
» [[J CPU 1518F4 PNIDP MEP PROFINETV2.3, 2 ports, I-Device, MRP, MRPD,
isochronous mode; firmware V2.8

Version: |V2.8 |v

» [ cPU 151171 PN
» [ cPU 1515T2 PN
» [l CPU 151673 PNIDP

» r:u CPU 1517T-3 PNIDP
F= coiiac1ame 2 on

R ] 5]

| [v) Open device view I ; ! oK || concel |
P@r

Click the "Controllers" button.
Select the S7 CPU according to your hardware setup, e. g. CPU 1513-1 PN.
Enable the option "Open device view".

Under "Version", select the firmware version of the S7 CPU.
. Click the "OK" button.
The selected S7 CPU will be added.

o0 A ®wN

Note If you enabled the option "Open device view", the "Device view" for the S7 CPU will open
automatically in the hardware and network editor.
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Open the device view
1. Inthe project tree, open the device folder of the S7 CPU.
2. Double-click the "Device configuration" command.

Project tree

Devices

=

¥ | ] Opcla

ﬁb’ Add new device
i Devices & networks
~ (i PLC_1 [CPU 1513-1 PN]

[h' Device configuration

v v w wv v

%) Online & diagnostics

g Software units

[z Program blocks

[% Technology objects

External source files

rL_.a FLC tags

[ﬂ PLC data types

Y

The "Device view" of the S7 CPU opens in the hardware and network editor.

Set address parameters

1. Selectthe S7 CPU in the device view.
The properties of the S7 CPU are displayed in the Inspector window.

J General || 10 tags || System constants || Texts |

» General
w PROFINETinterface [X1]

~enaral

2. Inthe "General" tab, navigate to "PROFINET interface [X1] > Ethernet addresses".

Ethernet addresses:

3
Time-ofday synchroniz,
Operating mode

= Advanced options

b

»

»
We

Interface options
Media redundancy
Real time settings
Port [X1 F1 R]

Port [X1 P2 R]

b server access

Ea

T vl | <«

Ethemet addresses

Interface networked with

subnet: | PNIE_1

IP protocol

@ Set|P address in the project

IP address: | 172 . 16

Subnet mask: | 255 . 255 .

3. Enter the following address parameters:
IP address: 172.16.43.35

Subnet mask: 255.255.0.0
4. Click on the "Add new subnet" button to create a new subnet or select an existing subnet.
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2.5.2 Create PC station in TIA Portal

Adding a PC station
1. Double-click the command "Add new device" in the project tree.

Project tree m 4

Devices

ol b
=i}

¥ | ] CpcUa
ﬁb’ Add new device

i Devices & network] ¥
% Ungrouped devices @

Security settings

»

i3

b |38 Cross-device functions

b m Common data

» 5] Documentation settings
4 p_@ Languages & resources
b [& Version centrel interface
Online access

Card Reader/iUSE memaory

The dialog box "Add new device" opens.

Add new device X

Device narme:

|OPC servel| |
[ ~ [ PC systems Bavdeas arC
» [ PC general Server
» [ﬁ Industrial FCs
s
Controllers b LIl SIMATIC 57 Open Controller

» [l 5IMATIC 57 Embedded Controller
» :_DSINUMERIK operator c:o.mp?nents OFC server
b LIl SIMATIC Controller Application

» [ SIMATIC HMI application @
r Article no.: QOFC Server 5

w [Alcar anclicatinme

3 I Sersion: | S NVTG L

120 Application
@ Description:
OFC server for DP, FDL, 57 (between different

subnets), optimized DBs for $7-1200 %4 and

higher and 57-1500, ISOTCF, DF rmaster class 2,
SIMATIC MET PC software W16 ...
FC systemns

Drives

L

Hhl

0

B) B

oK 1 | Canheel
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Click the "PC systems" button.
Select the user application "OPC server".
Enable the option "Open device view".

Click the "OK" button.

2

3

4,

5. Set the version of the "OPC server" user application, e. g. "SWV16...".
6.

A

PC station with the user application "OPC server" will be added.

Note If you enabled the option "Open device view", the "Device view" for the PC station will open
automatically in the hardware and network editor.

Open the device
1. 1

view
n the project tree, open the device folder of the PC station.

2. Double-click the "Device configuration” command.

The "Device view" of the PC station opens in the hardware and network editor.

Project tree o 4

Devices

(=

* ] Opcla
ﬁ‘b' Add new dewvice
gy Devices & networks
v L@ PLC 1 [CPU 15131 PM]
« [0 PC system [SIMATIC PC station ]

IIf Device confiquration I

: % Online & diagnostics
= b (i OPCserver [OPC Server]
= » [ Local modules

L

¥ i Ungrouped devices
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Configure PC station in the "Device view"

The "OPC server" user application has been automatically added to the slot.

Figure 2-9

PC-Station

OPC senver

T

v | Catalog

|<5earch>

E Filter Profile: | <All=

) (Rl

» Ll SIMATIC Controller Application
» [ SIMATIC HM application

] E‘i Userapplications

~ g Communications modules
~ 1@ PROFINETIEthernet
» 1 CP 1604
» [} CP 1612 (A2)
» (| CP 1613 (A2)
» 19 CP 1616 onboard
» (g CP 1616
» [ CP 1623
» [j@ CP 1625
» i CF 1628
&l IE neneral
» |1gi PROFIBUS

1. Insert a communications module, e. g. "IE general", into slot 2 of the PC station by dragging

and dropping.
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Set address parameters

1. Inthe device view, select the communications module "IE general”.
The properties of the communications module are displayed in the Inspector window.

J General || 10 tags H System constants " Texts

» General
 PROFIMETinterface [X1]

General

Ootions

Ethernet addresces
b Advanced options

OPC configuration

T =i T =

Ethemet addresses

Interface networked with

Subnet:

+ | PNIIE_?

| Add new subnet

ISO protocol

[] use 150 protocol

MAC address:

IP protocol

E Use IP protocal

=)
0
[=]
[=]
2
(23]

=]

-00 -

i i

=
[=

)
I

IP address

Subnetmazk

: [ 172 .18

.43

: | 255 . 255

. 0

2. Inthe "General" tab, navigate to "PROFINET interface [X1] > Ethernet addresses".
3. Enter the following address parameters:

IP address: 172.16.99
Subnet mask: 255.255.0.0

4. Click on the "Add new subnet" button to create a new subnet or select an existing subnet.
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Set the name of the PC station

1. Select the PC station in the device view.
The properties of the PC Station are displayed in the Inspector window.

J General || 10 tags || System constants || Texts |

- SIMATIC PC Station m
General

_

=~

i\

General 2
XDB cunﬁg /"Lé
IName: |PC ctation I

[] computer name identical to FC station name

Computer name: |

Author: |F.dmir1

Comment: |

2. Inthe "General" tab, navigate to "General".
3. Enter the name of the PC station, e. g. "PC station".
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253 Configuring a connection

S7 CPU and PC station are created in the same project

Add S7 connection
1. Double-click "Devices & networks" in the project tree.

Devices

s ==
& | =

> ] QOpcla
E ~dd new device

______ | o Devices & networks | x
Uil PLC_1 [CPU 1513-1 PN] )
1

(D) PC system [SIMATICPC 5
% Ungrouped devices

- v v v

5% Security settings

The graphical area of the "Network view" opens in the hardware and network editor.

h—y‘n Metwork |:||:| Connections |ST-" connection |t% % Ii @l .4
PLC 1 PC station 0PC
CFU 1513-1 PN SHAATIC PC Stat... IE Server

20

PME_1

2. In the function bar, click "Connections" to enable the connection mode.

3. Select the connection type "S7 connection” in the nearby dropdown menu.
All devices that are relevant to an S7 connection are highlighted in color in the "Network
view".
Click and drag the mouse from the OPC server to the S7 CPU.

5. Release the mouse button on the target device to create the S7 connection between the
OPC server and the S7 CPU.
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Result:
A specified S7 connection is created and is configured on both sides.

e The connection path is highlighted.

Ha: s

1 Highlighted: Connection

Connections |5F" connection |T| @ !'g 'i [

ﬁ—f Nem'ork

PLC_1 PC station CP OPC
CFU 1513-1 FN SIMATIC PC 5tat... IE Senver
N
57 connection s

e The S7 connection is entered in the connection table.

| Network overview || Connections || /0 communication || VPN || TeleControl |
¥ Local connection ... a Local end paint Local ID (hex} Partner ID (hex) | Partner Connection type
57 connection [ OFC server [OFC Server] S7 connection |i| |i|[. PLC_1 [CPU 1513-1 FN] ILI 57 connection

e The OPC server actively establishes the S7 connection. The S7 CPU is a passive
participant as the connection is established.

|§ Properties ||"_i.',|nfo "ﬂ Diagnostics

J General " 10 tags " System constants ” Texts |

General ; . .
Special connection properties

Local ID

Special connection properties: Local end point
Address details

OPC One-way

Active connection establishment

The active connection establishment cannot be deactivated if the Partner TSAF in the address details has the value 3.

Send operating mode messages
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Set connection parameters

1. Select the S7 connection in the connection table.
The properties of the S7 connection are displayed in the Inspector window.

g Proper

J General " 10 tags H System constants H Texts
General [ OPC
Local ID
Special connection properties Connection establishment

Address details
O Establish connection on demand (access to tag)

Own time stamp (&) Maintain connection permanently ] :

Alarms

Default priority for alarms: | 500

[ Receive program alarms
E Receive system alarms 3
E Use own time stamp @

2. Inthe "General" tab under "OPC", enable the function "Maintain connection permanently".
3. Enable the following functions for alarms:
- "Receive program alarms"
- "Receive system alarms"
"Use own time stamp"

T = T =
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S7 CPU and PC station are created in different projects
Add an unspecified S7 connection
1. Open the project tree in the PC station's project.
2. Double-click "Devices & networks".

Project tree

Devices k‘

[=H

¥ ] OpcUaPC
B Add new device
o Devices & networks I/"
» (D PC system [SIMATIC PC station]
v i Ungrouped devices
b ET". Security settings

=4

The graphical area of the "Network view" opens in the hardware and network editor.
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PC station
SIMATIC PC Stat_..

w

[} Device configuration
Change device

}{ Cut
25| Copy
_"g Paste

% Delete
Rename

to new DF master | |Q controller

Disconnect from DP master system [ 10 system
Highlight DF master system [ 10 systermn

& Goto topology view

Ctrlex
Ctrl+C
Curl+V

Del
F2

Add new connection

Highlight connection partners

In the function bar, click "Connections" to enable the connection mode.

4. Select the connection type "S7 connection” in the nearby dropdown menu.
The OPC server that is relevant for an S7 connection will be highlighted in color in the

"Network view".

5. Right click on the OPC server.
The context menu opens.

6. Select "Add new connection".

The "Add new connection" dialog will open.

Events and Historical Data via OPC UA
Article ID: 67295801, V1.0, 07/2021

Compile

Download to device }

Upload device as new station thardware and software)
ﬁ Go online Crrl+K
N Go offine Crrl+M
ﬁ Online & diagnostics Ctri+D
¥ Assign device name

Update and display forced operands

Show catalog Ctrl+Shift+C
[3 Expart module labeling strips..
[ Froperties Alt+Enter

35



© Siemens AG 2021 All rights reserved

2 Engineering

Add new connection X

Flease select connection partner for OFC server: Type: ‘ 57 connection |V‘

7
b. UrL senver |UPQ
@ Local interface OPC server
L IE general, PROFINET interface[X1]

I Local ID: |57 connection PC

Information

7. Specify the following connection parameters: "Unspecified”.

8. Enter the local ID, e. g. "S7 connection PC".
The local ID is visible in the OPC client if the OPC client has established the connection to
the SIMATIC NET S7OPT OPC UA server.

9. Click "Add" to add the unspecified S7 connection; click the "Close" button to close the
dialog.
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Result:
An unspecified S7 connection is created.
e The connection path is highlighted.

{ Connecticns |5? connection |v| e % W L

1 Highlighted: Connection

L[]

b—f MNetwaork

PC station OPC

SIMATIC PC Stat... Server

| 57 connection PC

e The S7 connection is entered in the connection table.

| Network overview " Connections || 110 communication || VPN || TeleControl |
ﬂ Lecal connection name | Local end point Local ID {hex) Fartner ID (hex) | Fartner Connection type
57 connection PC [ OFC server [OPC Server] 57 connection PC LJEJ LjJ[_E Unspecified [+[57 connection

e The OPC server actively establishes the S7 connection.

|5 Properties  |7i}Info i) || %] Diagnostics

J General || 10 tags || System constants || Texts |
General [ S ial " .
ecial connection properties
Local ID P prop
Special connection Local end point
Address details
OPC One-way
Own time stamp Active connection establishment

Diagnostics alarms . . 5 5 5 . .
o The active connection establishment cannot be deactivated ifthe Partner TSAP in the address details has the value 3.

send operating mode messages

Note If the connection parameters are not yet fully set up, the S7 connection will be shown with
errors in the connection table.
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Set connection parameters

1. Select the S7 connection in the connection table.
The properties of the S7 connection are displayed in the Inspector window.

2. Enter the IP address of the communication partner in the "General" tab under "General",
e.g.172.16.43.35 (IP address of the S7-1500 CPU).

|§. Properties |
J General || 10 tags || System constants || Texts |
General 1 G |
Local ID enera
Special connection properties Connection
Address details
OPC MName: |S? connection PC
Connection path
Local Partner
m| OPC
N Semver
i —a :
, D a
L]
End point: |DPC server [OFC Server] | |Unkn0wn
Interface: | IE general, PROFINET interface[X1] |V| | Unknown
Interface type: |Etherr|et | |Ethemet
Subnet: |PNIE_1 | =

| 172164335 I

Address: [172.16.43.99 0
[ TCRiIP |
| Find connection path |

3. Inthe "General" tab under "Address details", enter the partner TSAP. The partner TSAP is
composed as follows: 03. <slot of the CPU>, e. g. S7-1500 at port 1: 03.01

|§,Properties |"_i'.|nfo i) | % Diag

J General || 10 tags || System constants || Texts |
General I
Address details
Local ID
Special connection properties
Address details Local Fartner
2L End point: |OPC server [OFC Server] | | Unknown
Rackislot: | | | ‘EI | E
Connection res.
(hex): |10 [+ 02
TSAR: [10.11 [03.01

SIMATIC-ACC SIMATIC-ACC

T

SubnetID: [1A43 -0001 \E

4. Inthe "General" tab under "OPC", enable the function "Maintain connection permanently".
5. Enable the following functions for alarms:
- "Receive block and symbol-related alarms"
"Receive diagnostics alarms"
- "Use own time stamp"

Events and Historical Data via OPC UA
Article ID: 67295801, V1.0, 07/2021 38



© Siemens AG 2021 All rights reserved

2 Engineering

ﬂ Propel

J General ” 10 tags " System constants " Texts
General [
Local ID LAE

Special connection properties
Address details

Own time stamp
Diagnostics alarms
Alarrns

Events and Historical Data via OPC UA
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T BN |

Connection establishment

O Establish connection on demand (access to

{8} Maintain connection permanently 1 e
Alarms \j

tag)

Default priority foralarms: |500

[#] Receive block and symbolrelated alarms

[« Receive diagnastics alarms

EEUSE own time stamp |
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254 User program of the S7-1500 CPU

To generate a program alarm, it is necessary to call the "Program_Alarm" instruction in the user
program of the S7-1500 CPU. The "Get_AlarmState" instruction is used to output the alarm
state of a program alarm. There are 3 options:

e Incoming
e Outgoing
e Acknowledged

The following figure shows an overview of the user program in the S7-1500 CPU that is required
to generate 2 program alarms:

e Program alarm with required acknowledgement and 2 associated values
e Program alarm for information purposes only

Figure 2-10

> DB1
"AlarmData"

InstProg
Alarm

£

OB 1

v

£
FB1

"PrgAlarm"

v

5

Program_
Alarm

5

instProgram
Alarm1

v

\ 4

> Get_
AlarmState
= o
»| Program_ »| instProgram
Alarm Alarm?2
User program System blocks Data blocks
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FB "PrgAlarm" for calling the alarm blocks
Insert a function block (FB) to call the "Program_Alarm" and "Get_AlarmState" instructions.

1. Inthe project tree, navigate to the device folder of the S7-1500 CPU.
2. Open the "Program blocks" folder.
3. Double-click the "Add new block" command.

~ [ PLC_1 [CPU 1513-1 PN]
I} Device configuration
Q Online & diagnostics
» [gg Software units
-

|5 Program blocks

B Add new I'JI::n:kI
4 Main [OB1]

] r*-_* Technology objects

J External source files
v L PLCtags
v [l PLC data types

The dialog "Add new block" opens.
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4. Make the following settings:
Add new block %

Name:
| Frgalarm

= 2

Organization
block

|
Language: FBED -
Number: | 1 Eﬁ%@j

() Manual

{#) Automatic ;

Function blocks are code blocks that store their values permanently in instance data blocks,
so that they remain available after the block has been executed.

Description:

Function block

i

Function

Data block

more...

> | Additional information @ )

Add new and open QK Cancel
)

- Click on the "Function block" button.
- Enter the name of the FB, e. g. "PrgAlarm".
- Select the programming language, e. g. "FBD".

- Select the "Automatic" radio button for automatic number assignment. The number of
the FB will be assigned by TIA Portal.

- Click "OK" to confirm the settings.
The inserted FB “PrgAlarm” is displayed in the project tree.
~ [ PLC_1 [CPU 1513-1 PN]
[ pevice configuration
4/ online & diagnostics
v g Software units
= r:i:. Program blocks
K Add new block
3 Main [OB1]
I 3 PrgAlarm [FB1] I
@ AlarmData [DB1]
@ InstPrgAlarm [DB2)
b 5 Systern blocks
» [ Technology objects
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Create PLC data type "typePrgAlarmVar"

Create a PLC data type, e. g. "typePrgAlarmVar", to define the parameters of the FB "PrgAlarm"

and populate it with tags.

The following table shows the structure of the PLC data type "typePrgAlarmVar".

Table 2-1

Tag Data type

Description

createAlarm Bool

The signal to be monitored.

e Positive signal edge: An incoming program alarm is
generated

e Negative signal edge: An outgoing program alarm is
generated

SD1Value String

Associated value 1, for example a character string

Up to 10 associated values can be assigned to a program
alarm.

SD2Value Real

Associated value 2, for example a floating-point number

Up to 10 associated values can be assigned to a program
alarm.

errPrgAlarm Bool

Status parameter to detect an error in the processing of the
"Program_Alarm" instruction.

stateProgAlarm Word

Status parameter to store the error information of the
instruction "Program_Alarm" in case of an error.

alarmState Byte

Status of the message as a bit field:
e BIitO:S

- S=1: incoming

- S=0: outgoing
e Bit 1: Ac (Status of the message)

- ac=1: Incoming alarm was acknowledged
e Bit 2: Ac (Status of the message)

- ac=1: Outgoing alarm was acknowledged
e  Bit 3: Oc (overflow)

- Oc=1: Overflow for incoming messages
e Bit4: OG (overflow)

- OG=1: Overflow for outgoing messages
e Bit5: Reserved
e Bit 6: Reserved
e Bit7: V (status message information)

- V=0: Message information invalid

- V=1: Message information valid

errGetAlarmState Bool

Status parameter to detect an error when processing the
"Get_AlarmState" instruction.

stateGetAlarm Word

Status parameter to store the error information of the
instruction "Get_AlarmState" in case of an error.
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Create tags for the parameters of FB "PrgAlarm"

Insert a data block (DB) and create tags to parameterize the FB "PrgAlarm".

1. Inthe project tree, navigate to the device folder of the S7-1500 CPU.
2. Open the "Program blocks" folder.

3. Double-click the "Add new block" command.
The dialog "Add new block" opens.

~ [ PLC_1 [CPU 1513-1 PN]
Y pevice cenfiguration
4 Online & diagnostics

J rﬁ@ Software units
- [gl Frogram blocks

E Add new l':ulu:n:kl
2 Main [OB1]

» [ Technology objects

J External source files
v L PLCtags
» [ PLC data types
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4. Make the following settings.

Add new block [%

Marme:
|P.IarmData |

=0
N Type: @ Global DB - 3
Language: |IZ=E |v|

Organization Murnber: 1 -
block | m
() Manual

=i
O

Data blocks (DBs) save program data.

o

#

Description:

Function block

-

FC

Function

Data block r/
maore._.

> | Additional information @

[w] Add new and open r ok /Tl Cancel

Click the "Data block" button.
Enter the name of the DB, e. g. "AlarmData".
Select the "Global DB" type.

Select the "Automatic" radio button for automatic number assignment. The number of
the global DB will be assigned by TIA Portal.

Click "OK" to confirm the settings.

The inserted DB "AlarmData" is displayed in the project tree.
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5. Double-click on the DB "AlarmData" in the project tree.
The data block opens.

v [ PLC_1 [CPU 15131 PN]
I} Device configuration

% Online & diagnostics

» |g@ Software units

~ |5l Program blocks
“"‘ Add new block
2 Main [OB1]
3 Prgalarm [FB1)

I @ AlarmData [DB1] I

@ nstPrgalarm [DB2]
b 2 System blocks

] p_-;ﬂ Technology objects

6. Double-click "<Add new>" to create tags.

AlarmData

Mame
<@ v Static
<M = ¥ prgAlarm1
L] createAlarm
5D1Value
sD2value
errfrgAlarm
statePrgAlarm

[- R T RTTR R

gdbdbdbbbbbbbbbbdad
I B el Y e R R A R R T

alarmsState

errGetAlarmState
10
1
12
13
14
15
16
17
18
19

stateGetAlarmState
prgAlarm2
createAlarm
sD1Value
5D2Value
errPrgAlarm
statePrgAlarm
alarmState
errGetAlarmState

stateGetAlarmState

Data type

“typePrgAlarmVar®
Bool

String

Real

Bool

Word

Byte

Bool

Word
"typePrgAlarmVar®
Bool

string

Real

Bool

Word

Byte

Bool

20

Start value

'Associated String-Value alarm1,'

62

Retain | Accessible from HMIIOPC UAIWeb APl | Writable from HMIIOPC UAIWeb API

a

a

FUNEENNEIORNERERERR®E
FUNEENNEIORNERERERR®E

7. Create the following tags to assign the parameters of the FB "PrgAlarm”. The PLC data type
"typePrgAlarmVar" is used as data type.

Tag PLC data type Description
prgAlarmi1 typePrgAlarmVar Tags for the parameterization of the program alarm with
acknowledgement required and 2 associated values
prgAlarm2 typePrgAlarmVar Tags for parameterization of the program alarm, for
information purposes only, without associated values
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8.

Enable the following options for the tags that you created:
"Accessible from HMI/OPC UA/Web API"
"Writable from HMI/OPC UA/Web API"

AlarmData
Name Data type Start value Retain | Accessible from HMIIOPC UAIWeb APl | Writable from HMIIOFC UAMWeb AP

1 41 ~ Static

2 @ = ~ prgAlarm1 “typePrgAlarmVar® (] I ] Il I
3 @ L createAlarm Bool false = =

4 i L} SD1Value String ‘Associated String-Value alarm1,’

5 @ =  sD2value Real 5.1 @

6 @ =  enPrgAlarm Bool \)

7 @ L statePrgAlarm Word

g8 0 L} alarmState Byte

9 @ L errGetAlarmstate Bool

10 <@ L] stateGetAlarmState Word j j

11 <@ = ~ prgAlarm2 “typePrgAlarmvar® (] I v =] I
12 @ L createAlarm Bool false 3] ]

13 <@ L SD1Value string "Associated StringValue alarm 2°

itl@ = sp2value Resl @

15 -1 L] errPrgAlarm Bool

16 -0 = statePrgAlarm Word

17 -1 L] alarmState Byte

18 @ L errGetAlarmState Bool

19 <@ . stateGetAlarmState Word

20

= <Add news

In the project tree, right-click the DB "AlarmData”.

The context menu opens.

10. Select "Properties".
The Properties dialog box for the DB "AlarmData" will open.
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- m

»

-

PLC_1 [CPU 1513-1 PN]
[l'f Device configuration
%) Online & diagnostics
rﬁ@ Software units
_r:al Program blocks
ﬁ": Add new block
3 Cyclic interrupt [DB30]
3 Main [OB1]
3 Prgalarm [FB1]

@ AlarmData [DB1]

b . . . . . . .

]
- [g

@ InstPrgAlarm [DB2] @
@ Test[DE3] \)

b 2 Systemn blocks

E Technology objects

External source files

E FLC tags

[ PLC data types

E:ﬂl Watch and force tables

E Online backups

E Traces

[i@ OPC UA communication

[if, Device proxy data

z_u"i Program info

[ PLC supervisions & alarms

=] PLC alarm text lists

m Local modules

PC station [SIMATIC PC station]

Y Device configuration

v | Details view

Marme Offset
@:» prgAlarmi i
@ » prgAlarm?2
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11. In the "General" tab under "Attributes"”, enable the function "Data block accessible from
OPC UA".

AlarmData [DBT]

IGeneraI I Texts |

General
Informaticn
Time stamps
Compilation
Protertinn

Artributes

Download without reinitialization
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Attributes

[] onlystore in load memaory

[ ] Dats block write-protected in the device

[« optimized block access

Data

I m Data block accessible from OPC UA I
ta block accessible via Web server

Cancel
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Call the instructions "Program_Alarm" and "Get_AlarmState"

Two program alarms are generated in FB "PrgAlarm";

e Program alarm with required acknowledgement and two associated values
e Program alarm for information purposes only, without associated values

Create two "InOut" parameters of the data type "typePrgAlarmVar" in the interface of the

FB "PrgAlarm".
- alarml
- alarm2
PrgAlarm
Marne
<l ™ Input

[REI S

<l ™ Output

[ =H "'_"
4l ™ InDut
<] = » alarmi
<] = » alarm2

[ IR ¥ 5 B =Y

=

Generate program alarm with required acknowledgement and two associated values

1. Call the "ProgramAlarm” instruction in the FB "PrgAlarm".
The "Call options" dialog opens automatically to create the instance DB of the

"Program_Alarm" instruction.

“typePrgAlarmVar”
“typePrgAlarmVar”

Note You will find the "ProgramAlarm™ instruction in the "Instructions" task card in the "Extended

instructions” palette under "Alarming".

2. Click the "Multi instance" button.

3. Enter the name of the multi-instance, e. g. "instProgramAlarm1".
4. Click "OK" to confirm the settings.
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with fewer instance data blocks in your program.
= )
Multi
instance @

Call options X

Multiple instance

Mame in the interface instProgramalarm 1| E

If you call the function block as & multi-instance, it 53‘\3’2
data in the instance data block of the calling function bigck and
notin its own instance data block. This allows you to
concentrate the instance data in a single block and to get by

+%+
B
Parameter
instance

oK E/‘TEJ Cancel

5. Interconnect the parameters of the instance "#instProgramAlarm1" with the tags of the
"InOut" parameter "alarm1".

SIG: #alarml.createAlarm (triggers an alarm on a positive edge)
SD_1: #alarm1.SD1Value (alarm accompanying value 1)

SD_2: #alarm1.SD2Value (alarm accompanying value 2)

Error: #alarml.errPrgAlarm

Status: #alarm1.statePrgAlarm
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#instProgramaAla
rm1
Program_Alarm
we— EN

#alarm1.
createAlarm — gy

-------- TIMESTAMP
#alarml.

5D1UE|LIE sD 1
#alarm.

sD2Value sp 2

#alarm1.
Errar — errPrgAlarm

#alarm.

Status — StatePrgAlarm

ENO =—

6. To output the alarm state of the program alarm, call the "Get_AlarmState" instruction.

Note You will find the "Get_AlarmState" instruction in the "Instructions" task card in the "Extended

instructions" palette under "Alarming".

7. Atthe "Alarm" input parameter, specify the instance DB "#instProgramAlarm1" of the

triggering program alarm.

8. Connect the output parameters of the "Get_AlarmState" instruction with the tags of the

"InOut" parameter "alarm1".

- AlarmState: #alarml.alarmState

- Error: #alarml.errGetAlarmState

- State: #alarml.stateGetAlarmState

Events and Historical Data via OPC UA
Article ID: 67295801, V1.0, 07/2021

52



© Siemens AG 2021 All rights reserved

2 Engineering

Get_AlarmState

#alarm1.
AlarmState — alarmState

#alarm.
errGetalarmstat
Error — ©
#alarm.
- EN ctateGetAlarmsSt
#tinstProgramala STATUS — 218
ml— Alamm ENO —

9. Select the instruction "Program_Alarm®".
The properties of the program alarm are displayed in the Inspector window.

10. Configure the following settings in the "Alarm" tab under "Basic settings":
- "Alarm class": "Acknowledgement", i. e. this program alarm requires an

acknowledgement.
Note The "Acknowledgment" function will be activated automatically.
- "Priority": 2
- "Alarm text"
QProperties |"_i.'.lnfo y||ﬂ Diagnostics |
General | Configuration I| Alarm I

Basic settings ) )
! Basic settings

Advanced settings @
Additional alarm texts

Alarm attributes LEN O RAEE Acknowledgement
|| Acknowledgment
[ infarmation only
Pricrity | 2* NT |
Alarm text | Message from FLC: “<Keyword: CpuMames" Associate value 1: "@1%
1 20s@" Associate value 2: "@2%3.1f@" |
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11. Set the "Display class", e. g. 1, in the "Alarm" tab under "Advanced settings".

Q Properties

| General || Configuration Alarm

Basic settinos

Advanced BEttIHQB

Additional alarm texts
Alarm attributes Displayclass |1

TE)
Group 1D | 0 \@
D Report

12. Enter any informational text and additional texts for the program alarm in the "Alarm" tab

under "Additional alarm texts".
|§. Properties "_A.'. Info (i)

| General || Configuration Alarm
Basic settings [ .
Advanced settinas Additional alarm texts
Alarm attributes Info text | Additional information text from alarm 1 :
Additional text 1 | Additional message text from alarm 1 :
Additional text 2 | \
Additional text 3 |
Additional text4 |
! Additional text5 |
1 Additional text 6 |
i Additional text 7 |
Additional text 8 |
Additional text 9 |
Note To insert a dynamic tag in the message text, right-click in the "Message text" field. Select

"Insert keyword..." and specify the appropriate keyword. In this example, the name of the
PLC that triggers the program alarm is displayed.

It is also possible to enter dynamic keywords in the additional message texts.
You can include the associated values in the alarm text in the following format:
@<Associated value number>%<Format specification>@

Example:

o "@1%3.1f@" for the formatting of the associated value SD_1 (real number with 3 digits
and 1 decimal place) in the alarm text.

o "@2%20s@" for the formatting of the associated value SD_2 (string tag) in the alarm
text.
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Generate a program alarm for informational purposes only, without any accompanying
values
1. Call the "ProgramAlarm" instruction in the FB "PrgAlarm".
The "Call options" dialog opens automatically to create the instance DB of the
"Program_Alarm" instruction.

Call options

+%+
Fararmeter
instance

instance

%

Multiple instance

Name in the interface linstProgramAlarm? il

Ifyou call the function block as a multi-instance, it 5@
data in the instance data block of the calling function block and
notin its own instance data block. This allows you to

concentrate the instance data in a single block and to get by
with fewer instance data blocks in your program.

mare...

J\r oK 1| Cancel

2. Click the "Multi instance" button.
Enter the name of the multi-instance, e. g. "instProgramAlarm2".
Click "OK" to confirm the settings.
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5. Interconnect the parameters of the instance "#instProgramAlarm2" with the tags of the
"InOut" parameter "alarm2".

- SIG: #alarm2.createAlarm (triggers an alarm on a positive edge)
- Error: #alarm2.errPrgAlarm
- Status: #alarm2.statePrgAlarm

ginstProgramaAla
rma2

Program_Alarm
w— EN

#alarm2.
createAlarm — g5

1-00:00:00 — TiMESTAMP
SD_1

#alarm2.
Error — 2rrPrgAlarm

#alarm2.
Status — StatePrgAlarm

ENO —

6. Select the instruction "Program_Alarm".
The properties of the program alarm are displayed in the Inspector window.

7. Configure the following settings in the "Alarm” tab under "Basic settings":

- "Alarm class": "No Acknowledgement", i. e. this program alarm does not require an
acknowledgement

Note The "Acknowledgment" function is automatically disabled.

- Enable the function "Information only".
- "Priority": 3
- "Alarm text":
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g. Properties ||"1.'. Info y"ﬂ Diagnostics

General || Configuration Alarm

Basic settings

Advanced setungs )
Additicnal alarm texte @
Alarm attributes Q I_S A /&

I Alarm class | No Acknowledgement

[ ] Acknowledgment @ )

[#] Infermation anly |~
Friority |3*

Information message from PLC: "<Keyword: CpuNames” without
acknowledgement

|

8. Inthe "Alarm" tab under "Advanced settings", set the display class, e. g. 2.

Alarm text

Y

ﬁ Properties
General || Configuration I‘ Alarm
Basic settings [ .
Advanced settings

Additional alarm texts
Alarm attributes Displayclass |2 N

/! \

Group 1D |IZI K@)
S
D Repaort

9. Enter any informational text and additional texts for the program alarm in the "Alarm" tab

under "Additional alarm texts".
|§. Properties *il Info

General || Configuration I‘ Alarm

Basic settings .
Additional alarm texts

Advanced settinos

Alarm attributes Info text |Thi5 is an additional information text

Additional text 1 | additional information text

Additional text 2

Additional text 3

Additional text 4

Additional text 6

| BN |

Additional text 7

Additional text 8

|
|
|
Additional text 5 |
|
|
|
|

Additional text 9
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Note

the message state with the "Get_AlarmState" instruction.

If a program alarm is generated without accompanying values, it is not necessary to assign
the input parameters "SD_1"to "SD_2".

To insert a dynamic tag in the message text, right-click in the "Message text" field. Select
"Insert keyword..." and specify the appropriate keyword. In this example, the name of the

PLC that triggers the program alarm is displayed.

It is also possible to enter dynamic keywords in the additional message texts.

Parameterization of FB "PrgAlarm”
Call the FB "PrgAlarm” in the user program of the S7-1500 CPU, for example in OB 1.
The following figure shows the call of the FB "PrgAlarm” in OB 1.

Figure 2-11

“AlarmData”.
prgAlarm

"AlarmData".
prgAlarm2

"InstPrgAlarm”

"PrgAlarm”

EN

alarm

alarm2 EMNO

The following table shows the parameters of the FB "PrgAlarm”.

For program alarms that are only used for information purposes, it is not necessary to output

Table 2-2
Parameter Declaration Data type Description
alarml InOut typePrgAlarmVar Detailed information about the data type
"typePrgAlarmVar" can be found in Table 2-1.
alarm2 InOut typePrgAlarmVar Detailed information about the data type
"typePrgAlarmVar" can be found in Table 2-1.
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255 Declaring S7 symbols to the OPC server

Open the "Device view" of the PC station.

Select the OPC server.
The properties of the OPC server are displayed in the Inspector window.

3. Inthe "General" tab, navigate to "S7 > OPC symbols".

4. To access configured symbolic S7 tags in the OPC server, enable the option "Configured"
and click the "Configuring" button.
The "Symbol Configuration" dialog opens.

J General u 10 tags " System constants || Texts
b General [ OPC bol
— symbols
DP master class 2
FDL () None
" o] o
OPC symbaols
. — @ Configured
OPC alarms
OPC program alarms ma... Configuring... J
IS0ITCF [ Field elements visible during runtime @
SNMP

5. Select the S7 tags to make the following settings:
- Visibility:
You can enable or disable visibility for the selected S7 tags.
If the selected S7 tags need to be visible in the OPC server, it is necessary to enable
the "Visible" option. This is necessary so that the OPC client can access the S7 tags.

Note The "Visible" option is enabled by default.

- Access permissions:
Set the access permission that the OPC server has to the selected S7 tags.

Note The "ReadWrite" access permission is pre-set by default, i. e. the OPC server has read and
write access to the S7 tags.

- Access to historical data:
You can enable or disable access to historical data for the selected S7 tags.
In this example, the "Enable access to historical data" function is enabled for the
associated values of the program alarm with required acknowledgement.
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Note The function "Enable access to historical data" is disabled by default.

Symbol configuration

Symbol selector

- j CpcUa
~ g FLC 1
:D FLCtags
- :D Pragram blocks

« Jil AlarmData

«40 prgAlarm1

Sl Pry e s
i InstPrgAlarm
@ In=tBlock

Elements with active branch

Symbals:

Enabled historical data:

CSV Import [ Export

Name Data type Address Visible Connection | Access EU Lo
createdlarm  Bool True S7 connecti_. ReadWrite 0
i EString[254] True 57 connecti... ReadWrite 1]
SD2Value Real True 57 connecti... ReadWrite 0
EIrFrgAlarm  §ool Irue 7 CONMECU.. REaOwITE U
statePrgAlar... Word True 57 connecti... ReadWrite 0
alarmState  Byte True 57 connecti... ReadWrite 0
errGetAlarm... Bool True S7 connecti... ReadWrite 0
stateGetAlar.. Word True 57 connecti... ReadWrite 0

<] i |

Readirite - I
57 connection - @

High limit:

I [¥) Visible I I Access right:

Connection:

1
8 <
. &

Low lirmit:

| Import file | |

Export file I @Enable access to historical data I

Ve

Access path

| OpcUa 571500/ET2000P station_1.PLC_1.AlarmData.prgAlarm1 |

oK | | Cancel

6. Click "OK" to apply the settings.
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2.6 Configuring the "Station Configuration Editor"

This chapter demonstrates how to configure the "Station Configuration Editor".
You have the following options for configuring the "Station Configuration Editor":
e Manual configuration (see chapter 2.6.1)

e Configure in TIA Portal (see chapter 2.6.2)

e XDB export: Export XDB from TIA Portal (see chapter 2.6.3)

2.6.1 Manual configuration

Note Insert the components in the same order as in the component image that you created in
TIA Portal in the PC station "Device view". If the configuration differs, the configuration data
that you download from TIA Portal to the PC station will not be adopted correctly.

When configuring for the first time it is necessary to enter the station name.

1. Double-click the corresponding icon on your desktop to start the "Station Configuration
Editor".

2. Click the "Station Name" button.
The "Station name" dialog will open.

Station Configuration Editor - [OFFLINE] x
Components l Diagnostics] Canfiguration Info]

Station:  |PC Mode: RUM_P

Index | Mame Type LED-... | Status | Run/Stop | Conn ~
1

[==R = R N U N

3

10
1
12
13
14
15
16

17

Mew diagnostic entry arrived!

| | | |

Station M ame. .. | Igazart Statior ... | Disable Station
\@
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3. Enter the station name, e. g. "PC station".

It is imperative that the name in the "Station Configuration Editor" matches the name that

you assigned when configuring the PC station with TIA Portal.

4. Click "OK" to confirm the settings.

Station name

x

D
k. 7 I Cancel

Help

5. Click the "Add" button.
The "Add Component" dialog box opens.

Station Configuration Editor - [OFFLINE]

Components | Diagnosticsl Configuration Infol

Station:  |PC Mode: RUN_P

Index | Mame | Tupe

| LED-... | Status | Fun/Stop | Conn | ~

1

[==RE N R N SUR N

3

10
1
12
13
14
15
16

17

Mew diagnostic entry arrived!

FlashLED |

Add.. I Ed. | Delete. .
Station Name( @ }Import Station ... |

N7

[Disable Station |

Help |
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6. Configure the following settings to add the "OPC server" user application.
"Type": "OPC Server"

- "Index"™: 1
Add Component >
Type: IDF'I: Server j

Index;

6
Mame; |D FC Server

Farameter aszig.: I LI

Properties. .. |
oK | Cancel | Help |

7. Make the following settings to add the "IE General" component.
- "Type": "IE General"
- "Index": 2

- "Parameter assig.":
Select the network adapter via which the PC station is connected to communicates with

the S7 CPU.
Add Component *
Type: IIE General j

Index; m

Mame; |IE General

Farameter aszig.:

oK | Cancel | Help |
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Result

The added components and the station name will be displayed in the "Station Configuration

Editor":

e Station: "PC station"

e Index 1: "OPC server"

e Index 2: "IE General"

¢ Index 125: "Stationmanager"

"Stationmanager" will be automatically added at this index by the system.

Figure 2-12
Station Configuration Editor - [OMLINE] >
Components |Diagnn:-stin:s| Configuration Inf-:nl
Statiomn: |F'I: zhation bl ode; |HL|N_F'
Index | M armne | Type | LED-.. | Status | Fluna"Stu:up | Conn | A

1 B OPC Server OPC Server @
E-__-I
3
4
a
B
7
a
9
10
11
12
13
14
32
FAL B Shsbtmmanamy Siafemans. @: (v v

|N ew diagnostic entry arrived!

| Add... | Edit. Delete... FlashlED |

Station Mame. .. | Impart Station ...

Dizable Station |

Ok |

Help |
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The following status icons for the components show that the configuration data are not yet
loaded:

Table 2-3

Status icon Meaning

B e The component is present in the current configuration of the PC station.

e The component has a configuration that is derived from a default parameter
set. The default parameter set allows a component to be accessible via
network without further configuration immediately after its installation. Make
sure that the default parameter set you use has parameters that match the
other network parameter settings.

B e The component exists in the current configuration of the PC station, but it
was not created in the project engineering. Depending on the intended
application, you still might have to configure the component in TIA Portal
and load the configuration.

After you have manually configured the "Station Configuration Editor”, load the configuration
into the PC station (see chapter 2.7.1)

2.6.2 Configure in TIA Portal

1. Right-click on the device folder of the PC station.
The context menu opens.

2. Select "Configure PC station online". The "Configure" dialog will open.

Change device

| = 2 Pcstation [SIMATIC PC station] | |
: -u'[ Device configuration 7C/?
ﬂ Online & diagnostics @ ; Open
» [l OPC server [OPC Server] A Open in new editor

-
=) [ﬁ Local modules M cut Ctrl+X
¢+ i3 Ungrouped devices E5| Copy Crrl+C
v 5§ Securitysettings 3| Paste Crrl+
b |3 Crossdevice functions % Delete Del
J i' Comrnon data Rename F2
P . .
b 5[] Documentation settings .
r;ﬂ] - & Go to topologyview
b Q) Languages & resources -
— i i iy GO to network view
b La Version control interface
v [ Online access Compile ’
b P_w Card ReaderiUSE memory Download tf:' device ) g
& Goonline Crrl+K
& Go offline Cerl+m
Ctrl+D
Change object color
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3. Select the network adapter via which the PC station communicates with the S7 CPU, then
click "Update".

4. Click "Configure" to transfer the configuration of the PC station to the Station Configuration
Editor.
The message "Transfer completed successfully” will appear once the transfer has
completed successfully.

5. Click "Close" to finish the dialog.
Configure 'X

Local network

| network adapter |'|

Available computers:
myComuter \j

[ ] Use configured target computer

Target computer:

| computer name |

E Configure i h Displaying |
Message:

ITra nsfer completed successfully. I

=l
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Result

In the "Station Configuration Editor",
according to the configuration in TIA Portal:

e Station: "PC station"

e Index 1: "OPC server"

e Index 2: "IE General"

¢ Index 125: "Stationmanager"

the components and the station name are created

"Stationmanager" will be automatically added at this index by the system.

Figure 2-13

Station Configuration Editor - [OMLINE]

Components | Diagnostics I Configuration |nfo I

Station: |F'|: station M ode: |HL|N_F'

Index | M ame | Type | LED-.. | Status | Hun.-"Sh:up | Conn | A
1 B OFC Server OFC Server @
E-__-I
3
4
]

B

7

a

]

10

11

12

13

14

a2

IE‘;‘FB YL e T L E S @ (] y

|N ew diaghostic entry arrived!

| Add.. l Ed.. | Delete.. Flash LED |

Station Mame. .. | Impart Station ... | Dizable Station |

oK |

Help |
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2.6.3

The following status symbols for components show that the configuration is not yet loaded:
Table 2-4

Status icon Meaning

B e The component is present in the current configuration of the PC station.

e The component has a configuration that is derived from a default parameter
set. The default parameter set allows a component to be accessible via
network without further configuration immediately after its installation. Make
sure that the default parameter set you use has parameters that match the
other network parameter settings.

B e The component exists in the current configuration of the PC station, but it
was not created in the project engineering. Depending on the intended
application, you still might have to configure the component in TIA Portal
and load the configuration.

After you have configured the "Station Configuration Editor" in TIA Portal, load the configuration
into the PC station (see chapter 2.7.1).

XDB export: Exporting XDB from TIA Portal

1.

Open the "Device view" of the PC station.

Select the PC station.
The Inspector window displays the properties of the PC station.

In the "General" tab, navigate to "XDB configuration".

Enable the following functions:

- "STRTM is installed (for example SIMATIC NET PC software)"

- "Generate XDB file"

Click on the "Browse" button to set the path where the XDB file will be stored.

|§ Properties ||"1.'. Info y" A Diagnostics

JGeneraI || 10 tags || System constants || Texts |

* SIMATIC PC Station

Fanars | XDB configuration

Location of the XDB configuration file
4
L

/ @S?RTMis installed (for exa mple the SIMATIC NET PC software) @ )
@ MGenerate ¥DE file

L 2
DB file path | \XDBIPC stationxdb | | Browse J~|

Select the PC station in the project tree.
Click on the "Compile" button in the function bar.
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T Siemens - D:\Projekte\OpcUa\OpclUa

Project Edit View Insert Online Options Tools  Window Help

Cf iR seveproier @ ¥ 3 H X 9 (¢ G| G E R F cooniine

Devices

ol e
=)

> | ] OpclUa

K Add new device

gy Devices & networks
[/l PLC_1 [CPU 1513-1 PN]

| PC station [SIMATIC PC station] |
[i4 Ungrouped devices 2@;
E:.' Security settings

E Cross-device functions

- v v v v

Result

The XDB configuration file will be generated and saved in the directory that you set when
configuring the PC station.

Once the XDB configuration file has been exported, it is necessary to import it into the "Station
Configuration Editor" (see chapter 2.7.2.2).
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2.7 Loading the configuration
This chapter demonstrates how to load the configuration into the PC station and the S7 CPU.
2.7.1 Load configuration into S7 CPU

Requirements
e Engineering PC and S7 CPU are in the same subnet.

e You set the same IP address and subnet mask for the S7 CPU as you did in the hardware
configuration (see chapter 2.2.2).

Compile

Figure 2-14

T4 Siemens - D:\Projekte\OpcUalOpcUa

Project Edit Wiew Insert Online Options Tools Window Help

Gf (B saveproject | Z M 5] [ W )2 {"‘i[ﬂ I [ & Goonline

Project tree ‘
Devices

alls = -

> | ] Opcla

B’ Add new device

i Devices & networks

ITEI PLC_1 [CPU 1513-1 PN] |

"L PC station [SIMATIC PC station] | @ i;
e Ungrouped devices

5§ Security settings
[3 Cross-device functions

v v v v

1. Select the S7 CPU in the project tree.
2. Click on the "Compile" button in the function bar.
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Downloading
1. Select the S7 CPU in the project tree.

2. Click on the "Download to device" button in the function bar.
The "Extended download to device" or "Load preview" dialog opens automatically.

74 Siemens - D:\Projekte\OpcUalOpcla

Project Edit View Insert Online Options Tools  Window Help

j 3 H Save project a }{ _3'5 :5 r SO ENCE ‘T:_“@m % ﬂ Go online
Project tree
Devices

> | ] OpclUa

K Add new device

gy Devices & networks

Ll PLC_1 [CPU 15131 PN] |

') PC station [SIMATIC PC stat] @ i
k4 Ungrouped devices =/
5§ Securitysettings

|3 Cross-device functions

[g# Common data

- v v v . .wv |

Note The "Extended download to device" dialog is only opened automatically if the access path
from the PG/PC to the S7 CPU must be reset.

3. Inthe "Extended download to device" dialog, make the following settings to access the
S7 CPU via TCP/IP:

- "Type of the PG/PC interface": PN/IE

- "PG/PC interface": PG/PC network adapter

- "Connection to interface/subnet": Subnet of the S7 CPU, e. g. PN/IE_1
Select the "Show all compatible devices" option.

Click the "Start search" button.

Select the S7 CPU as the target device.

Click "Load".
The "Load preview" dialog window opens.

N oo o A
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8.

Extended download to device [X
Configured access nodes of "PLC_1"
Device Device type Slot Interface type | Address Subnet
PLC_1 CPU 1513-1 PN 1x1 PHNIIE 172164335 PMIE_1
—1
Type of the PGIPC interface: |—LPNI'|E
5 PGIPCinterface: Rl vrnxnet3 Ethernet Adapter
1 Connection to interfacelsubnet: | FM/E_1
stga |
Selecttarget device: Show all compatible devices
Device Device type Interface type Address Target device
testrackphilplct CPU1518F4 FNI. FNIE 172.16.20.2 testrackphilplc1
TestRackPhilFlc2 CPU 1517TF-3 FN...  PNIIE 17216203 TestRackPhilPlc2
PLC 1 CPLI 1513F-1 PN F'NIlE 172164313 PLC 1
I PLC_1 CPU1513-1 PN PNIIE 172164335 FLC_1 I
Lukas_1500 CPU 1511-1 PN PN"' 172.16.62.12 Lukas_1500
[ | Flash LED CPUHpCam CPU1516-3 PNIDP PRI 172.16.66.15
publisher_plc_profinet-.. 57-1500 Pl 172.16.68.10
Online status information: [ pisplay only error messages
¥ Found accessible device scalancexb208
© scancompleted. 8 compatible devices of 32 accessible devices found.
%2 Retrieving device information... IEI
scan and information retrieval completed. @ ) |7|
— \ Load | | Cancel |

Click the "Load" button to start the load process.
The "Load results" dialog opens.

Load preview X

9 Check before loading

Status 1 Target Message Action
+ & ~ rca Ready for loading. Load "PLC_1" s
1 * Protection Protection from unauthorized access

Devices connected to an enterprise netwark or directly to the
internet must be appropriately protected against unauthorized
access, e.g. by use offirewalls and network segmentation. For
maore infarmation about industrial security, please visit
http:iiwww.siemens.comliindustrialsecurity

0 » Stop modules The modules are stopped for downloading to device. Stop all
0 » Device configurati.. Delete and replace system data in target Download to device
9 » Software Download software to device Consistent dewnload

-
a 3]

1
Finish E " Load i| Cancel |
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Result

2.7.2

2721

Note

9. Click the "Finish" button.

Load results [X
9 Status and actions after downloading to device
Status | Target Meszage Action
4& 0 > PLEN] Downloading to device completed without errar. Load "PLC_1"
9 P Start modules Start modules after downloading to device. Start module
(<] i [>]
= I\ Finish ] | Load | | Cancel

The download sequence is complete.

Load configuration into PC station

For production operation, in addition to the component configuration, you need to configure the
communication links and, if necessary, the symbols of tags.

You have the following options for loading the configuration into the PC station:
e Loading via TIA Portal in online mode (see chapter 2.7.2.1)
e XDB import: Import XDB in the "Station Configuration Editor" (see 2.7.2.2)

Loading via TIA Portal in online mode

Online operation enables direct loading of the configuration into the network-connected
PC station, or into the local PC station if that PC station is also used as an engineering PC.

Loading via the TIA Portal in online mode only leads to successful installation of the
communication services on your PC station if the component arrangement in the
configuration is identical to the arrangement in the configuration data on the PC station.
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Requirements
e Engineering PC and PC station are in the same subnet

e You set the same IP address and subnet mask for the PC station network adapter as you
did in the hardware configuration (see chapter 2.2.1).

Compile

Figure 2-15

I Siemens - D:\ProjektelOpcUa\Opcla

Project Edit View Insert Online Options Tools Window Help
Gf (M B saveproject S M 5 (3 X O (M2 m It [l & Goonline
Project tree

Devices

al e
=]

* | ] Opcla

i Add new device

Eﬂh Devices & networks

[/l PLC_1 [CPU 1513-1 PN]

'_E PC station [SIMATIC PC station] |\ .
i4 Ungrouped devices
E-:.' Security settings

H‘ﬁ' Cross-device functions

v v v v W

1. Select the PC station in the project tree.
2. Click on the "Compile" button in the function bar.
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Downloading
1. Open the "Device view" of the PC station.

SIMATIC PC-Station
Change device
Start device tool...
@ ¥ ocut Ctri+X
Crrl+C

&) Copy
[Ig Paste Crrl+v

Del

Upload device as new station (hardware and software

Ctrl+K |
Ctrl+M
Ctrl+D

E11

Shift+F11

Show catalog Crrl+Shift+C
_-I-b Export module labeling strips...

[, Properties Alt+Enter

2. Right-click the PC station.
The context menu opens.

3. Select the "Download to device > Hardware configuration” command.
The "Extended download to device" or "Load preview" dialog will open.

Note The "Extended download to device" dialog only opens if the access path to the PC station
must be reset.

4. Inthe "Extended download to device" dialog, make the following settings:

- "Type of the PG/PC interface": PN/IE

- "PG/PC interface": Network adapter of the PC station

- "Connection to interface/subnet": Subnet of the PC station, e. g. PN/IE_1
Select the option "Show devices with the same addresses".

Click the "Start search" button.

Select the Station Manager as target device.

Click "Load".
The "Load preview" dialog window opens.

© N o o
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Extended download to device

Device
IE general

4

Configured access nodes of "PC station”

Interface type | Address Subnet
172164399 PMIE_1

Device type Slot
IE general 2x1 PMIIE

@ Connection to interfacel/subnet:

|—L FMIIE ZI
ﬁ wrxnet3 Ethernet Adapter Z| ®
[ PRIE_1 ©

Type of the PGIPC interface:

PGIPC interface:

IET,

Selecttarget device:

| b

Show devices with the same addresses [>

%2 Retrieving device information...

Device Device tvoe Interface tvoe Address Taroet device
I IE general IE general FNIIE 172.16.43.99 Stationmanager I
= = 5 PNIIE Access address =
D Flash LED
‘ Start search
Online status information: [ isplay only error messages
€ scancompleted. 1 compatible devices of 1 accessible devices found.

Scan and information retrieval completed.

@ [v]

S
[ Load | | Cancel |
9. Click the "Load" button to start the load process.
Load preview X
9 Check before loading
Status 1 Target Message Action
+ @ ¥ PCstation Ready for loading. Load ‘Stationmanager
1 * Protection Protection from unauthorized access
Devices connected to an enterprise netwark or directly to the
internet must be appropriately protected against unauthorized
access, e.9. by use of firewalls and network segmentation. For
maore infarmation about industrial security, please visit
H http:iiwww.siemens.comiindustrialsecurity
0 » Device configurati.. Delete and replace system data in target Download to device
[<] i 2]
L
Finish E " Load i | Cancel |
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Result

The configuration of the PC station was loaded successfully.

Figure 2-16
Station Configuration Editor - [OMLINE] >
Components | Diagnostics ] Configuration |nfo ]
Statian:  |PC station b ade: RUM_F
Index | Mame Type LED-.. | Statuz | Bun/Stop | Cann A
1 B OPC zerver OPC Server @ [#fl
2 % IE general IE General @
3
4
a
G
7
a
9
10
11
12
13
14
15
FAL] B Y e T s E S @ v
Add.. | | | |

Station Mame. .. | Impart Statior ... | Dizable Station |

e The components are in "RUN" mode. This is shown with the

column.

icon in the "Run/Stop"

e The following status icon for the component shows that the configuration data have been

loaded successfully.

Status icon

Meaning

The component is present and configured in the current configuration of

the PC station.

The component is ready for operation!

e The configured S7 connection is loaded. This is shown with the " icon in the "Conn”

column.
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2.7.2.2

XDB import: Import XDB in the "Station Configuration Editor"

1. Open the "Station Configuration Editor".
2. Click on the "Import Station" button to load the configuration into the PC station.

Station Cenfiguration Editer - [OFFLIME]

Components | Diagnusticsl Configuration Inh:ul

Statior:  |PC Mode: RUN_P

[riden | M ame | Type | LED-... | Statuz | RunStop | Conn

| A

1

L= B B R ) I S TR I i |

3

10
1
12
13
14
15
1E

17

Mew diagnostic entry arrived!

Add... | Edi. | Delste... Flash LED |
Station Hame... | [mpaort Station ... \\l,\? Dizable Station |
( @ .

T/

o |
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Result

The configuration of the PC station was loaded successfully.

Figure 2-17
Station Configuration Editor - [OMLINE] >
Components | Diagnostics ] Configuration |nfo ]
Statian:  |PC station b ade: RUM_F
Index | Mame Type LED-.. | Statuz | Bun/Stop | Cann A
1 B OPC zerver OPC Server @ [#fl
2 % IE general IE General @
3
4
a
G
7
a
9
10
11
12
13
14
15
FAL] B Y e T s E S @ v
Add.. | | | |

Station Mame. .. | Impart Statior ... | Dizable Station |

e The station has the same name as in the component image that you generated in TIA Portal
in the "Device view" for the PC station.

e The components are in "RUN" mode. This is shown with the % icon in the "Run/Stop"

column.

e The following status icon for the component shows that the configuration data have been

loaded successfully.

Status icon

Meaning

The component is present and configured in the current configuration of
the PC station.

The component is ready for operation!

e The configured S7 connection is loaded. This is shown with the %" icon in the "Conn”

column.
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2.8 Operation

You need an OPC client to access the following objects of the STOPT OPC UA Server:
e OPC UA event and alarm types

e Process values of archived S7 tags.

In this example we will use UA Expert as an OPC client.

Establish a connection from UA Expert to STOPT OPC UA Server
1. Start UA Expert via the Windows start menu "Unified Automation > UaExpert".

2. Inthe "Project” window under "Project”, right-click "Servers".
The context menu opens.

3. Click "Add".
The "Add Server" dialog opens.

u Unified Automation UaExpert - The OPC Unified Architecty
File VWiew Server Document Settings  Help

D PP $ =0 X
Project B X
A f] Project

2 |
Add... ‘

v 3 Dncumentsi i w

[1 Data Acc lew \j

4. Under "Custom Discovery", double-click on "<Double click to Add Server>".
The "Enter URL" dialog opens.

B 2dd Server ? x

Configuration Mame

Discovery Advanced

Endpoint Filter: | Mo Filter -

1 Local
v &% Local Metwork
£® Microsoft Terminal Services
*.‘;jj' Microsoft Windows Metwork
8 Web Client Network
v % Reverse Discovery
# < Double click to Add Reverse Discovery... >
W @!' Custom Discovery
# < Double click to Add Server... >

4
) Recently Used
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5. Enter the URL of the STOPT OPC UA server.
URL: opc.tcp://<PC name>:55105

Note Port 55105 is preset in the "Communication settings". The port can be changed.

6. Click the "OK" button to apply the setting.

B Enter URL ? X

Enter the URL of a computer with discovery service running:

opc. tep:/f :55105] w

m )“ EVJ\@ Cancel

- )

7. Under "Custom Discovery > [URL of the STOPT OPC UA server] > OPC.SimaticNET.S7
(opc.tep)", click one of the visible S7 connections.

' Add Server

>

Configuration Mame | OPIC. SimaticNET.570PT

Discovery Advanced

Endpoint Filter: | Mo Filter

1 Local
v & Local Network
*.‘.‘3' Microsoft Terminal Services
'l'.‘.‘!' Microsoft Windows Metwork
&% Web Client Network
v % Reverse Discovery
% < Double click to Add Reverse Discovery.., >
v E;lﬂ' Custom Discovery
& < Double click to Add Server... >
v O opctep/f 155105
v L OPCSimaticNET.STOPT (opc.tep)
(") Pasic128Rsal5 - Sion & Encrvnt (uatcn-uasc-uahinary
(| Basic2365ha236 - Sign & Encrypt (uatcp-uasc-uabinary)

(-} Recently Used

Events and Historical Data via OPC UA

Article ID: 67295801,

V1.0, 07/2021

81



© Siemens AG 2021 All rights reserved

2 Engineering

8. A user authentication with Windows login and password will be needed to establish the S7
connection.

9. Click "OK" to apply the settings.
Authentication Settings

() Anonymous

Username | admin | Store

© Password |-unuu |

Certificate

Private Key

Connect Automatically
9

Note It is possible to log in anonymously if you enabled the option "Allow anonymous logins to the
OPC UA server" in the "Communication Settings".

QK Cancel

10. In the "Project” window under "Project > Servers", right-click the entry
"OPC.SimaticNET.S7OPT".
The context menu opens.

11. Click "Connect" in order to establish the connection to the SIMATIC NET S7OPT OPC UA
server.

u Unified Automation UaExpert - The OPC Unified Architecture Client - MewProje
File View Server Document Settings Help

NpPBR =0 X4 SR

Project B X Data Access View
~ [ Project E Server
v [0 Servers
O. OPC.SimaticMET.S7TOPT
~ [ Documents g ) | LEmE |
[0 Data Access View \@ IC\" Connect V"\J
>< Disconnect @@
=&, Properties..,
Address Space ™ Change User...
I i
Note If only secured connections are allowed, it is necessary to accept the certificate of the

OPC client "UA Expert" in the "Communication settings" (see Figure 2-7).
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Access the S7 tags in the S7 CPU via symbol names

1.

In the "Address Space" window, navigate to "Root > Objects > SYM".
A symbol table with the existing S7 tags will be displayed.

Address Space
3 | No Highlight
:i;i'l Root
v ) Objects
=) STOPT:
= S?GF'TL
~ |Z) ST1500ET200MP station_1
v 3 PLC 1
~ |2 AlarmData
v 2 prgAlarm1
SDMValue

sD2Value
alarmb5tate

createdlarm
errGetdlarmState
errPrgilarm
stateGethlarmState
statePrghlarm

v 2 prghlarm2

SD1Value
502Value
alarm5tate

' FANNRNRE

createdlarm
errGetAlarmState
errPrgdlarm
stateGetdlarmState
statePrgilarm

2 Clock_0.5Hz

8 Clock_0.625Hz

NN NNNNN

Drag and drop to add the following S7 tags from the object "prgAlarm1” to the "Data Access
View" of UA Expert.

- SD1Value

- SD2Value

- alarmState
- createAlarm

Drag and drop to add the S7 tag "createAlarm” from the object "prgAlarm2" to the "Data
Access View" of UA Expert.

Data Access View Event View

# Server MedeId Display Name Value Datatype ceTimest ver Timesta Statuscode
1 OPC.S5imatichET.STOPT MN56|String|57... createflarm falze Boolean 12:33:0.. 12:33:05.722 Good
2 OPC.SimaticMET.S7OPT MS6|String|57... SD1Value Associated String-Value alarm1 String 12:1%:2.. 121924164 Good
3 OPC.SimatichET.S7OPT NSE[String|57.. SD2Value 5.1 Float 12:19:2.. 12:19:27.976 Good
4 OPC.5imatichET.STOPT N5B|String|57... alarmState 134 Byte 12:33:0... 12:33:05.722 Good
5 OPC.SimaticMET.S70OPT MSE|String|57.. createhlarm false Boolean 12:3735.. 123736524 Good
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Set up the "Event View"
The "Event View" is used to display the events reported by the S7TOPT OPC UA server. Event

messages requiring acknowledgement can be acknowledged in the "Event View".

1.

Click on "Add" in the "Document" menu.
The "Add Document" dialog opens.

u Unified Automation UaExpert - The OPC Unified Architecture (
File View Server | Document = Settings  Help

D Wj [B [E Add... q

Project E femove @

|v B Project ]  Hide/ unhide all dock widgets
rojec

Select the document type "Event View".

Click the "Add" button.
The "Event View" will be added to UA Expert.

B 2dd Document ? *

Document Type:

I Event View w\i,.
Description: @j
This document type can be used to subscribe to events and alarms
of the UA server, It supports the selection of event fields and can

acknowledge and confirm alarms. It also supports reading of
historical event data for a given time period,

License Type: Runtime License

There are no functional limitations.

5]

/4

Add ~ Cancel

Events and Historical Data via OPC UA
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4.

Drag & drop the server from the "Address Space" window into the "Configuration" area of
the "Event View".
The server responds with two initialization events.

’ Unified Autemation UaExpert - The QPC Unified Architecture Client - NewProject™

File View Server Document Settings Help
D PBR =0 XKE& BED
Project F X Data Access View Event View
v [ Project :
v (3 servers Configuration
2, OPCSimaticNET.STOPT Server/Object

v~ [1 Documents

OPC.5imaticNET.57OPT / Server

[0 Data Access View

D Event View .
Address Space 5 x A)
# | Mo Highlight XS
[ Root Events  Alarms  Event History
v [ Objects ® o3
5 STOPT: A € Time Severity Server/Object SourceName
o g ;f,i:TAREAS: 12:27:10.497 OPC.SimaticNET.STOPT / Server Server
12:27:10.497 OPC.SimaticNET.STOPT / Server Server

v I3 ST1500ET P station_1

r;\ )
| .& Server

Display attributes of the program alarm via the S7TOPT event type "S7OPTOffNormalAlarmType"

To display the configured attributes of the program alarm via the S7OPT event type
"S70OPTOffNormalAlarmType", make the following settings:

1.

In the "Configuration" section of the "Event View", navigate to the node "Condition Type >
AcknowledgeableConditionType > AlarmConditonType > DiscreteAlarmType >
OffNormalAlarmType > S7TOPTOffNormalAlarmType".

Select the following attributes:

- "S7OPTAddDatal > Datavalue" (associated value SD_1)
- "S70OPTAddData2 > Datavalue" (associated value SD_2)
- "S7TOPTAddTextl" (additional text 1)

- "S7OPTDisplayClass" (display class of the alarm)

- "S7TOPTInfoText" (additional info text)
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Figure 2-18

Data Access View

Event View

Server/Object
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0 &
vE{€
v [

FirstinGroup
DiscreteflarmType

i OffMormalAlarm Type
] # MormalState

> O f SystemOffMormal&larmType
v (] % STOPTOffNormalAlarmType

[] # STOPTAlarmlid

[ & STOPTAddDataCount

v [ & STOPTAddDatal
¥ Datavalue

v [ & S70PTAddData2
¥ Datavalue

>

L] && STOPTAddData3
] & S70PTAddDatad
0 & STOPTAddData5
(] & S7OPTAddDatab
] & S70PTAddData7
] & STOPTAddDatas
(] & S7OPTAddDatad
(1 & STOPTAAADataT
STOPTAddText1

A A L L

i

STOPTAddText2
STOPTAddText3
STOPTAddTextd
STOPTAddText5
STOPTAddTextt
STOPTAddText7
STOPTAddTextd
STOPTAddTextd
STOPTTime

STORPTConnectinn

RdOOOoOOoOoddoyE]

S7OPTDisplayClass |

STOPTAlarmClass

STOPTInfoText

LR R LY RS L S S S T U L S SR [

STOPTDEMame

MO

[m]

S/OPTS5tationPlcMame

STOPTSysOffMermalAlarm Type
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Result

When a program alarm
section.

Figure 2-19

is triggered, the selected attributes will be displayed in the "Details"

Name
v Caonditionld
MNamespacelndex
IdentifierType
Identifier
2:570PTAddDatal/2:Datavalue
2:STOPTAddData2/2:Datavalue
2:570PTAdd Text1
2:570PTDisplayClass
2:570PTInfoText
AckedState/ld
ActiveState
ActiveState/ld
v Branchld
MNamespacelndex
IdentifierType
Identifier
ConditionMame
Eventld
v EventType
MNamespacelndex
IdentifierType
Identifier
Message
Retain
Severity
SourceMame
Time

Value

Maodeld

3

String

57 connection.alarm33

Associated String-Value alarm1

5.1

"en”, "Additional message text from alarm 1"

1

"en", "Additional information text from alarm 1"
Falzse

"en", "Active"

True

Modeld

0

Mumeric

0

instProgramAlarm1

len=16, Ou2f5f82f4f91f7ed0aac16b97deTc130c
Maodeld

2

Mumeric

43

"en”, "Message from PLC: "PLC_1" Associate value 1: "Associated String-Value alarm1” Associate value 2: "3.1""
True

125

ST1500/ET200MP station_T\PLC_T\InstPrgilarm
15:02:01.537

Enable a program alarm with required acknowledgement in the PLC

1. Open the "Data Access View".
2. Inthe "Value" column, double-click on the tag "createAlarm" of the object "prgAlarm1".

Data Access View

B)

E Server

e o —

OPC.SimaticNET.570PT NS6[Stringl57...
OPC.5imaticNET.570PT NS6|String|S7...
OPC.5imaticNET.570PT NS6B|5tring|S7...
OPC.5imaticNET.570PT NS6B|5tring|S7...

MNode Id Display Name Value [Z— ' Datatype ceTimest ver Timesta Statuscode
createflarm false Boolean 12:1%:2.. 12:1%:20.664 Good
sD1Value msULlatou DLty Vol aann string 12192, 12:19:24.164 Good
sD2Value 5.1 Float 12 W 12:19:27.976 Good
alarmState 134 Byte 12:1%:3... 12:19:31.757 Good

3. Setthe tag "createAlarm” of the "prgAlarm1" object to the value "true".

Data Access View Event View
£ Server Modeld  Display Name Value Datatype eTimes r Times Statuscode

1 OPC.5imatichET.STOPT NS56|5trin... createflarm Boolean ... Good

2 OPC.SimaticNET.STOPT NS6|Strin.. SD1Value Aiss) 3 ing-Value alarm1, +6.6 String i Good

3 OPC.SimaticNET.STOPT MS6|Strin.. SD2Value 6.6 @ Float .. Good

4 OPC.SimaticNET.STOPT NS6|Strin.. alarmState 134 Byte . Good
Events and Historical Data via OPC UA
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Result
e The value of the "createAlarm" tag of the object "prgAlarm1" changes to "true".
e The value of the "alarmState" tag of the object "prgAlarm1” changes from "134" to "133".
e The values "Good" appear in the "Statuscode" column.
Data Access View Event View
# Server Mode Id Display Name Value Datatype ce Timest ver Timesta Statuscode
1 :0PC.SimatichET.5 7 : MSB|String|S57... createflarm Boolean -
2 OPC.SimaticNET.S7TOPT MNS6|String|57... SD1Value Aszociated String-Value alarm1 String 2 12:19:24.164 Good
3 OPC.SimatichET.570PT M56|5tring|57... SD2Value . Float : v 1219:27.976 Good
4 OPC.SimatichET.STOPT MNSB|5tring|57.. alarmState 133 Byte : 12:23%:52.153 Good
e With arising edge in the tag "createAlarm", a program alarm is activated in the PLC and

1.

sent to the STOPT OPC UA server.

Receive program alarm with required acknowledgement in the "Event View"

Open the "Event View".

The program alarm (with required acknowledgement) of STOPT event type
"S7OPTOffNormalAlarmType" with the status "Active" and "acknowledgement required
(alarmState = 133)" will appear in the "Events" and "Alarms" tabs.

Events  Alarms  EventHistory

®

K AIE]

A

A

C  Time Severity Server/Object
12:.. 500 OPC.5imaticNET.STOPT / Server Server
12:.. 500 | OPC.SimaticNET.S7OPT / Server Server

SourceName  Message EventType Active
RefreshStartEventType
RefreshEndEventType

12:.. | 125 | OPC.SimaticNET.570PT / Server ST1300/ET200M... Message from PLC: "PLC_1" Associate value 1: "Associated String-Value alarm1" Associate value 2: "5.1"  STOPTOffNormalAlarmType Active

Events  Alams  Event History

A C

£ Ay Cy
A C Time Severity Server/Object SourceName Message ConditionName  Active
iy 12:27:12.787 I 125 | OPC.SimaticMET... ST1500/ET200MP... Message from PLC: "PLC_1" Associate value 1: "Associated String-Value alarm1" Associate value 2: "3.1" instProgramAlarm1 Active

Select the program alarm with required acknowledgement S7TOPT event type
"S7TOPTOffNormalAlarmType" in the "Events" or "Alarms" tab.
The configured attributes of the program alarm appear in the "Details" section.

ConditionMName
Eventld

Events and Historical Data via OPC UA
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Mame Value
* Conditionld Modeld
Mamespacelndex 3
|dentifierType String
|dentifier 57 connection.alarm33
2:570PTAddDatal/2:Datavalue Associated String-Value alarm1
2:570PTAddData2/ 2:Datavalue 5.1
2:570PTAdd Test1 "en", "Additional message text from alarm 1"
2:5T0OPTDisplayClass 1
2:570PTInfoText "en", "Additional information text from alarm 1"
AckedState/|d False
ActiveState "en", "Active"
ActiveState/ld True
* Branchld Modeld
Mamespacelndex 0
IdentifierType Murmeric
Identifier 0

instPregramAlarm1
len=16, (x2f5f82f4f91fTedlaac16b97deTc130c

¥ EventType Modeld
Mamespacelndex 2
|dentifierType Mumeric
|dentifier 43
Message "en", "Message from PLC: "PLC_1" Associate value 1: "Associated String-Value alarm1" Associate value 2: "5.1""
Retain True
Severity 123
SourceMame ST1500/ET200MP station_1\PLC_T\InstPrgAlarm
Time 15:02:01.537
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3. Inthe "Alarms" tab, click the "Acknowledge All" icon.
In the tabs "Events" and "Alarms"”, the program alarm with required acknowledgement and
of S7TOPT event type "S7TOPTOffNormalAlarmType" will appear with the state "Active" and
"acknowledged (alarmState = 135)".

Events Alarms Event History

RO 3

A C  Time Severity Server/Object SourceName ~ Message EventType Active

. OPC SimaticNET.STOPT / Server Server RefreshStartEventType
12... J500_| OPC.SimaticNET.STOPT / Server Server RefreshEndEventType

A 12... 125 OPC SimaticNET.S7OPT / Server S7T1500/ET200M... Message from PLC: "PLC_1" Associate value 1: "Associated String-Value alarm1" Associate value 2: "5.1"  STOPTOffNormalAlarmType Active

v 12... [ 125_| OPC.SimaticNET.STOPT / Server ST1S00/ET200M... Message from PLC: "PLC_1" Associste value 1: "Associated String-Value slarm1* Associate value 2: '5.1"  STOPTOffNormalAlarmType Active

Events  Alarms  EventHistory

GAC R

A @ Severity Sever/Object  SourceName Message ConditionName  Active

v @345 125 | OPC.SimaticNET... STISOD/ET200MP... Message from PLC: "PLC_1" Associate value 1: "Associated String-Value alarm1” Associate value 2: "5.1" instProgramAlarm1 Active
4. Open the "Data Access View" and check whether the "alarmState" tag of the object

"prgAlarm1" has the value "135".

Data Access View Event View

# Server Mode Id Display Name Value Datatype ceTimest ver Timesta Statuscode

1 OPC.5imaticNET.STOPT MS56|5tring|S7... createAlarm true Boolean  12:28:0... 12:28:08.344 Good

2 OPC.5imaticNET.570PT MNS6|String|57... SD1Value iated String-Value alarm 1 String 12: 12:19:24.164 Good

3 OPC.5imaticNET.570PT MNS6|String|57... SD2Value 5.1 Float 12192, 12:19:27.976 Good

4 OPC.5imaticNET.5TOPT MSE[String|57... alarmState 135 Byte 12:31:0...  12:31:06.934 Good
5. Inthe "Value" column, double-click on the tag "createAlarm" of the object "prgAlarm1".

N\

Data Access View Event View @ )

# Server Mode Id Display Name Value 77— Datatype ce Timest ver Timesta Statuscode
QOPC.5imaticMET.STOPT MN5G|5tring|57... createdlarm l true lBooIean 12:28:0.., 12:28:09.344 Good
OPC.SimaticMET.S7TOPT NS6|String|S7... SD1Value String 1 12:19:24.164 Good

3 QPC.SimaticMET.S7TOPT NS6|String|57.. SD2Value 31 Float 12192, 1219:27.976 Good
4 OPC.5imaticMET.S7TOPT NS6|5tring|57... alarmS5tate 135 Byte 12:31:0... 12:31:06.934 Good
6. Reset the tag "createAlarm” of the "prgAlarm1” object to the value "false".
Data Access View Ewvent View
B Server Nodeld  Display Mame Value Datatype e Times rTimes Statuscode
1 OPC.SimaticNET.STOPT NSE|Strin... createAlarm [ Boolean  10:34... . Good
2 OPC.SimaticNET.STOPT NS6|Strin... SD1Value Az 6 ring-Value alarm1, +4.2 String 11:20:... . Good
3 OPC.5imaticNET.570PT MN56|5trin... SD2Value 42 Float 11:20:... t.. Good
4 OPC.SimaticNET.STOPT MNS6|Strin.. alarmState 12 Byte 11:19.... i Good
Result
e Inthe "Data Access View", the value of the tag "createAlarm" of the object "prgAlarm1"
changes to "false".
e Inthe "Data Access View", the value of the tag "alarmState" of the object "prgAlarm1"
changes from "135" to "134".
Data Access View
E4 Server Mede Id Display Name Value Datatype ce Timest ver Timesta Statuscode
1 OPC.SimaticMET.STOPT MSE|String|S7... createflarm false Boolean 12:1%:2.. 12:1%:20.664 Good
2 OPC.SimaticMET.S570PT MS8|String|S7... SD1Value Aszociated String-Value alarm String 12:19:2.. 121924164 Good
3 OPC.5imaticMET.57T0OPT NS56|5tring|57... 502Value 3.1 Float 12:19:2... 12:19:27.976 Good
4 OPC.SimaticMET.STOPT MNSE|String|S7.. alarmState 134 Byte 121%3.. 12:19:31.757 Good
e UA Expert has received a new alarm state change for this object. In the "Event View", the

alarm has changed to the state "Inactive" and "acknowledged (alarmState = 134)".
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Events  Alams  EventHistory
® o

A € Time Severty Server/Object SourceName  Message EventType Active

.. OPC SimaticNET S7TOPT / Server Server RefreshStartEventType:

500 | OPC.SimaticNET.STOPT / Server Server RefreshEncEventType

125 | OPC.SimaticNET.STOPT / Server ST1500/ET200M... Message from PLC: "BLC_1" Associate value 1: "Associated String-Value alarm 1" Associate value 2: *5.1  STOPTOffNormalAlarmType Active
125 OPC.SimaticNET.S70PT / Server S71500/ET200M... Message from PLC: "PLC_1" Associate value 1: "Associated String-Value alarm1" Associate value STOPTOffNormalAlarmType Active
135 | OPC.SimaticNET.STOPT / Server S71500/ET200M... Message from PLC: "PLC_1" Associate value 1; “Associated String-Value alarm1” Associate value 2: 51" STOPTOffNormalAlarmType Inactive

Enable information-only program alarm in the PLC
1. Open the "Data Access View".
2. Inthe "Value" column, double-click on the "createAlarm" tag of the object "prgAlarm2".

Data Access View Event View

# Server Mode Id Display Name Value Datatype ceTimest ver Timesta Statuscode
1 OPC.SimaticMET.STOPT MNSB|String|S7... createflarm false Boolean 12:3%:0.. 12:33:05.722 Good
2 QOPC.5imaticNET.57OPT MNSB|String|57... SD1Value Associated String-Value alarm1 String 12192, 12:19:24.164 Good
3 OPC.5imaticMET.57T0OPT MSE|5tring|S7... 5D2Value 5.1 Float 121%2.. 12:19:27.976 Good
4 OPC.SimaticMET.STOPT MNS6|String|57.. alarmState = Byte 12:3%0... 12:33:05.722 Good
5 OPC.SimaticMET.STOPT MNSB|String|S7... createfilarm I false I Boolean 12:375.. 12:37:56.524 Good

3. Inthe Data Access View, set the tag "createAlarm" of the object "prgAlarm2" to the value
"true".

Data Access View Ewvent View

2 Server Modeld  Display Mame Value Datatype eTimes rTimes Statuscode
1 OPC.5imatichET.STOPT NS6|Strin... createAlarm  false Boolean 11:20:... Good
2 OPC.SimatichET.S7OPT MS6|Strin... SDValue Associated String-Value alarm1, +1... String 12:02:... Good
3 OPC.SimaticMET.STOPT MSE|Strin,., SD2Value 15.4 Float 12:02:... Good
4 OPC.SimaticMET.STOPT MS56|5trin.. alarmState 134 Byte 11:20:... Good
5 OPC.5imaticMET.5TOPT M56|5trin... createflarm 3 Boolean 10:34:... Good
Result

o The value of the "createAlarm" tag of the object "prgAlarm2" changes to "true".
e The values "Good" appear in the "Statuscode” column.

Data Access View Event View

# Server Mode Id Display Name Value Datatype ce Timest ver Timesta Statuscode
1 OPC.SimatichET.S7TOPT MS6|5tring|57... createflarm falze Boolean 13:20:d... 15:20:46.331 Good
2 OPC.SimatichET.S7TOPT M56|5tring|57... SD1VWalue Aszociated String-Value alarm1 String 12192, 12:19:24.164 Good
3 OPC.SimaticMET.570PT MS6|String|57.. 5D2Value 5.1 Fleat 121%2,., 12:11%:27.976 Good
4 OPC.SimaticMET.570PT MS6|String|S7... alarmbState 134 Byte 15:20: 1 .331 Good
5 . ... createflarm - Boolean : 5

e With arising edge of the tag "createAlarm" a program alarm is activated in the PLC and
sent to the STOPT OPC UA server.
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Receive information-only program alarm in the "Event View"

1. Open the "Event View".
In the "Events" tab, the information-only program alarm will be shown by the S7TOPT event
type "S7OPTInfoReportEventType".

Events  Alarms  EventHistory

® S5

A C Time Severity Server/Object SourceName Message EventType Active
12:... WF500 | OPC.SimaticMET.S7OPT / Server Server RefreshStartEventType
12:... 500 | OPC.SimaticNET.STOPT / Server Server RefreshEndEventType

12, W 182 | OPC.SimaticNET.STOPT / Server ST1500/ET200M... Information message from PLC: "PLC_1" without acknowledgement  STOPTInfoReportEventType

2. Open the "Data Access View".
3. Inthe "Value" column, double-click on the "createAlarm" tag of the object "prgAlarm2".

Data Access View Event View

15:20:46.331 Good
15:33:12.607 Good

5
OPC.SimatichET.S7OPT_NS6[String|S7... alarmState Byte 15
OPC.SimatichET 570PT NS6|String|S7... createAlarm

)

4. Reset the tag "createAlarm” of the object "prgAlarm2" to the value "false".

B4 Server Mode Id Display Mame Value Datatype ce Timest ver Timesta Statuscode
1 OPC.SimaticMET.STOPT MNS6|5tring|57.. createAlarm false Boolean 15204, 13:20:46.331 Good
2 OPC.SimaticWET.STOPT MSE|String|S7.. SD1Value Associated String-Value alarm1 String 121%24.164 Good
3 OPC.SimaticMET.570PT MSE|String| SD2Value 5.1 Float 121 12:119:27.976 Good
4
5

: Boolean

Data Access View Event View

E Server Nodeld  Display Mame Value Datatype & Times rTimes Statuscode
1 OPC.SimaticMET.S7OPT MSB|Strin... createflarm  false Boolean :... Good
2 OPC.SimaticNET.570PT MSG[Strin... SD1Value Associated String-Value alarm1, +1... String i, Good
3 OPC.5imaticMET.S70OPT M56|Strin... SD2Value 16.4 Float . Good
4 OPC.SimaticMET.STOPT MSB|Strin... alarmState 134 Byte . Good
5 OPC.SimaticNET.STOPT NSE|Strin... createAlarm [ a Boolean . Good

Result

¢ Inthe "Data Access View", the value of the tag "createAlarm" of the object "prgAlarm2"
changes to "false".

Data Access View Event View

£ Server Mede Id Display Name Value Datatype ceTimest ver Timesta Statuscode
1 OPC.SimaticMET.S7TOPT MS6|String|57.. createhlarm false Boolean 12:3%:0.. 12:33:05.722 Good
2 OPC.SimatichET.S7OPT MNSB|String|57... SD1Value Aszociated String-Value alarm1 String 12192, 121924164 Good
3 OPC.SimatichET.S7OPT NS6|String|57.. SD2Value 3.1 Float 12:19:2.. 12:19:27.976 Good
4 OPC.SimaticMET.S70PT MS6|String|57... alarmbState 134 Byte 12:33:0.. 123305722 Good
5 OPC.SimatichET.S7TOPT MNSB|String|57... createAlarm falze Boolean 12:375.. 12:37:56.524 Good

¢ No more program alarm will be generated for the S7TOPT event type
"S70PTInfoReportEventType".
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Set up the "History Trend View"

The "History Trend View" is used to graphically display the process values of the S7 tags
archived by the STOPT OPC UA server.

In this example, the following S7 tags are stored in the archive:
e "SD1Value" from the data structure "prgAlarm1" (associated value 1)
e "SD2Value" from the data structure "prgAlarm1" (associated value 2)

The timestamp and the quality characteristic of the S7 tags are stored together with the process
value.

With the "History Trend View", it is possible to have read access to the values of the S7 tags
stored in the archive.

1. Click on "Add" in the "Document” menu.
The "Add Document" dialog opens.

u Unified Automation UaBxpert - The OPC Unified Architecture (
File View Server | Docurnent Settings  Help
D @ B HE=
Remow
Project % smeE @
Hide / unhide all dock widgets
|V [3 Project i ?

2. Select the document type "History Trend View".

Click the "Add" button.
The "History Trend View" will be added in UA Expert.

B Add Document ? x
Document Type:
IHistory Trend View <

Description: E

This document type can be used for obtaining historical data for
one or more OPC LA Modes, The received values are displayed in
a graphical trend view.

License Type: Runtime License

There are no functional limitations.

®)
II/"M Cancel
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4.

Drag and drop to add the following S7 tags of the object "prgAlarm1" from the "Address
Space" window to the "Configuration" section of the "History Trend View".

- SD1Value

- SD2Value
. Unified Autemation UaExpert - The OPC Unified Architecture Client - opclUa®
File View Server Document Settings Help
= | Y, — [ ™~ )
FPPDPQ =0 XKWA B D

Project & X Data Access View Event View History Trend View
v Project

n ros Configuration

v [1 Servers

Q} OPC.SimaticNET.S70PT Server DisplayMame MNode Id Colar
v [J Documents OPC.SimaticNET.5TOPT i createflarm NS56[String|5715... blue

OPC.SimaticNET.5TOPT createflarm M56|5tring|571 5.

[A Data Access View
A Event View

2 History Trend View

. MN56|5tring|571500ET200MP station_1.PLC_1.AlarmData.|

Address Space
4 | No Highlight
[ Root
v [ Objects

> I3 STOPT:

> [ STOPTAREAS:

v 3 sYM:

v [ ST1500ET200MP station_1
v I3 PLC_T
~ |) AlarmData
v |3 praAlarm1

.—r"”’r‘#

W"",ﬂf

> @ SD1Value
» ) SD2Value
» @ alarmState B
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Display process values of archived S7 tags in the "History Trend View"
The following options are available for read access to the S7 tags stored in the archive:

e Single Update:
The displayed range is defined by the time of start and end.

e Cyclic Update:
The time range to be displayed is specified directly as the duration and the data is retrieved
at an adjustable interval.

Cyclic Update
1. Enable the "Cyclic Update" function.
2. Enter the time span and update interval, for example:

"Timespan": 1 min
The values that have been stored within 1 minute up to the current time are displayed.

- "Update Interval": 10s
The display of the values is updated every 10s.

3. Click the "Start" button to start the cyclic update.

Data Access View Event View History Trend View C
Configuration 1 a
= =~ N

Server DisplayName Node Id Color O single Update | ® Cycic Update
OPC.SimaticME... createAlarm NS6(String|S715.. blue Start Time: Timespan:
OPC.SimaticME... createAlarm N56|String|S715... 10.03.21 08:00:00,000 |nn:m:nn : |
End Time: Update Interval:
10.03.21 20:00:00,000 [00:00:10 5]

GetStartTime | Update | | Start

The values of the S7 tag "SD2Value" of the data type "Real" are displayed graphically in the
"History Data" section of the "Numeric Values" tab.

Figure 2-20

History Data a

Mumeric Yalues . NS6|String |57 1500ET200MP station_1.PLC_1.AlarmData, prgAlarm1, 5D 2Value NS&[5tring |57 1500ET200MP station_1,PLC_1. AlarmData. prgAlarm 1.5D 1value

.r“""“ﬂ

r«-"wr

10

£ g £ B ] g £
»@7@ & ,,9"7@ & .§>é’ ,,9"3’ & & .§}<>°
o 58 o S8 o o &P o
o7 & o7 P o7 . &7 W S Q7 S
¥ o & S oo & o oF o o
e ™y e N~ gt o o g
5 ~ = = = = ~ 5
Catch Values Reset View
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The values of the S7 tag "SD1Value" of the data type "String" are displayed in tabular form in
the "History data" section.

Figure 2-21

History Data a

NS6|String|S71500ET200MP station_1.PLC_1.AlarmData.prgAlarm1.5D 1Value

Mumeric Values . NS&|String|S71500ET200MP station_1.PLC_L.AlarmData.prgAlarm1,5D2Value

Source Timestamp

2021-03-10 15:51:00.045
2021-03-10 15:50:59.045
2021-03-10 15:50:58.045
2021-03-10 15:50:57.045
2021-03-10 15:50:56.061
2021-03-10 15:50:55.045

2021-03- 10155051 055
2021-03-10 15:50:50.056
2021-03-10 15:50:49.056
2021-03-10 15:50:48.056

2021-03-10 15:50:38.056
2021-03-10 15:50:37.036
2021-03-10 15:50:36.036
2021-03-10 15:50:35.056
2021-03-10 15:50:34.056
2021-03-10 15:50:33.041

Server Timestamp

2021-03-10 15:51:00.045
2021-03-10 15:50:59.045
2021-03-10 15:50:58.045
2021-03-1015:50:57.045
2021-03-10 15:50:56.061
2021-03-10 15:50:55.045
2021-03-101 54.045
2021-03-101 53.050
2021-03-10 15:50:52.056
2021-03-10 15:50:51.056
2021-03-10 15:50:50.056
2021-03-10 15:50:49.056
2021-03-10 15:50:48.056

2021-03-101
2021-03- 10155045056
2021-03-10 15:50:44.056
2021-03-10 15:50:43.056
2021-03-10 15:50:42.056
2021-03-10 15:50:41.056

2021-03-101
2021-03-10 15:50:38.056
2021-03-10 15:50:37.036
2021-03-10 15:50:36.036
2021-03-10 15:50:35.056
2021-03-10 15:50:34.056
2021-03-10 15:50:33.041

Value

Acsaciated String-Value alarm1,
Associated String-Value alarm1,
Associated String-Value alarm1,
Associated String-Value alarm1,
Associated String-Value alarm1,
Associated String-Value alarm1,
Associated String-Value alarm1,
Associated String-Value alarm1,
Associated String-Value alarm1,
Acsociated String-Value alarm1,
Acsaciated String-Value alarm1,
Associated String-Value alarm1,
Associated String-Value alarm1,
Associated String-Value alarm1,
Associated String-Value alarm1,
Associated String-Value alarm1,
Associated String-Value alarm1,
Associated String-Value alarm1,
Acsaciated String-Value alarm1,
Acsociated String-Value alarm1,
Associated String-Value alarm1,
Associated String-Value alarm1,
Associated String-Value alarm1,
Associated String-Value alarm1,
Associated String-Value alarm1,
Associated String-Value alarm1,
Associated String-Value alarm1,
Acsociated String-Value alarm1,

Status
+3.8 Good (0x0D000000)
+3.6 Good (0x00000000)
+34 Good (0x00000000)
+3.2 Good (0:x00000000)
+3.0 Good (0:xD0000000)
+2.8 Good (0x00D000000)
+2.6 Good (0x00D0000O0)
+2.4 Good (0x00000000)
+2.2 Good (0x00000000)
+2.0 Good (000000000}
+1.8 Good (0x00000000)
+1.6 Good (0x00000000)
+1.4 Good (0:xD0000000)
+1.2 Good (0x00000000)
+1.0 Good (0x00000000)
+0.8 Good (0x00D000000)
+0.6 Good (000000000}
+04 Good (000000000}
+0.2 Good (0x0D000000)
+20.0 Good (0x00DDO000)
+19.8 Good (0x00000000)
+19.6 Good (0x000D0000)
+19.4 Good (0xD0DDO000)
+19.2 Good (0x00DDO0OC)
+19.0 Goed (0x00000000)
+18.8 Good (0x00000000)
+18.6 Good (00000000}
+18.4 Good (0x00000000)

4. Click the "Stop" button to stop the cyclic update.

Data Access View

Event View History Trend View

© Siemens AG 2021 All rights reserved

Configuration
Server DisplayName  Mode Id Color O single Update ® Cydic Update
OPCSimaticNET.STOPT  crestelarm  NSG[String[S715... blue Start Time: Timespan:
OPC SimaticNET.STOPT  createlarm  NSE[String|S715... P TETE T [ovwsa E
End Time: Update Interval:
10.03.21 15:16:00.000 [00:00:10 %
Get Start Time Update Stop
4

Single Update
1. Enable the "Single Update" function.

2. Click the "Get Start Time" button.
The possible start time will be found and entered in the "Start Time" field.

3. Optional: Adjust the start time in the "Start Time" field.
4. Enter the end time in the "End Time" field.

5. Click the "Update" button.

Data Access View Event View History Trend View

Configuration
Server DisplayName  Mode Id Color @ Single Update L QQ cycic Update
OPC.SimaticNET.STOPT createAlarm NS6|5tring|5715... blue Start Time: (mespan:
OPC.SimaticNET.STOPT createAlarm NS6|5tring|5715... ].O 03.21 15:50:00,000 :00 B
End Time: :1ate Interval:
| 10,03.21 15:51:00,000 DJ 10 e
Get Start Time Updi Start
2
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The values stored in the specified period are displayed.

The values of the S7 tag "SD2Value" of the data type "Real" are displayed graphically in the
"History Data" section of the "Numeric Values" tab.

Figure 2-22
History Data a
numericvalues [l ns6|string |S71500ET200MP station_1.PLC_1. AlarmData.prgAlarm 1.5D2value NS6[String|S71500ET200MP station_1.PLC_1. AlarmData.prgAlarm 1.5D 1Value
) r“f’.‘/
| -"._._a"‘“‘.‘,‘
10
r T T T T T T T 1
" " "4 "
s S & & & e ) & g e
i~y VST o sy Oy WY o N Wy
§70 §7F S ST $ ST 37 $.§ Sty
® “'SP a“i‘& e ® ‘&é} \P‘B‘& ® ‘5‘ < ‘&é} \P“e“ ® ‘5E°
~ ~ ~ ~ ~ ~ ~ ~ ~
Catch Values Reset View
n n n : n H H H
The values of the S7 tag "SD1Value" of the data type "String" are displayed in tabular form in
N H n :
the "History data" section.
Figure 2-23
History Data S
Mumeric Values . N56|5tring [S71500ET200MP station_1.PLC_L.AlarmData.prgAlarm 1. SD2Value NS&|String|S71500ET200MP station_1.PLC_1.AlarmData. prgAlarm1.SD 1Value
Source Timestamp Server Timestamp Value Status (o)
2021-03-1015:51:00.045  2021-03-10 15:51:00.045 Associated String-Value alarm1, +3.8 Good (0x00000000)
2021-03-1015:50:59.045  2021-03-10 15:50:59.045 Associated String-Value alarm1, +3.6 Good (0x00000000)
2021-03-10 15:50:58.045 2021-03-10 15:50:38.045 Associated String-Value alarm1, +3.4 Good (0x00000000)
2021-03-10 15:50:57.045 2021-03-10 15:50:57.045 Associated String-Value alarm1, +3.2 Good (0x00000000)
2021-03-10 15:50:36.061 2021-03-10 15:50:36.061 Associated String-Value alarm1, +3.0 Good (0x00000000)
2021-03-10 15:50:55.045 2021-03-10 15:50:55.045 Associated String-Value alarm1, +2.8 Good (0x00000000)
2021-03-10 15:50:54.045 2021-03-10 15:50:54.045 Associated String-Value alarm1, +2.6 Good (0x00000000)
2021-03-10 15:50:53.050 2021-03-10 15:50:53.050 Associated String-Value alarm1, +2.4 Good (0x00000000)
2021-03-1015:50:52.036  2021-03-10 15:50:52.056 Associated String-Value alarm1, +2.2 Good (0x00000000)
2021-03-1015:50:51.056  2021-03-10 15:50:51.056 Associated String-Value alarm1, +2.0 Good (0x00000000)
Associated String-Value alarm1, +1.8 Good (0x00000000)
Associated String-Value alarm1, +1.6 Good (0x00000000)
2021-03-10 15:50:48.056 Associated String-Value alarm1, +1.4 Good (0x00000000)
3 d 2021-03-10 15:50:47.056 Associated String-Value alarm1, +1.2 Good (0x00000000)
2021-03-10 15:530:46.056 2021-03-10 15:530:46.056 Associated String-Value alarm1,  +1.0 Good (0x00000000)
2021-03-10 15:50:45.056 2021-03-10 15:50:45.056 Associated String-Value alarm1, +0.8 Good (0x00000000)
2021-03-10 15:50:44.056 2021-03-10 15:50:44.056 Associated String-Value alarm1, +0.6 Good (0x00000000)
2021-03-101 Associated String-Value alarm1, +0.4 Good (0%00000000)
2021-03-101 Associated String-Value alarm1, +0.2 Good (0x00000000)

2021-03-10 15:50:41.056
2021-03-10 15:50:40.056
2021-03-10 15:50:39.056
2021-03-10 15:50:38.036

2021-03-10 15:50:34.056
2021-03-10 15:50:33.041

2021-03-10 15:50:41.056
2021-03-10 15:50:40.056
2021-03-10 15:50:39.056
2021-03-10 15:50:38.036
2021-03-10 15:50:37.056
2021-03-101 36.056
2021-03-101 35.056
2021-03-10 15:50:34.036
2021-03-10 15:50:33.041
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Associated String-Value alarm1,
Associated String-Value alarm1,
Associated String-Value alarm1,
Associated String-Value alarm1,
Associated String-Value alarm1,
Associated String-Value alarm1,
Acsociated String-Value alarm1,
Associated String-Value alarm1,
Associated String-Value alarm1,

+20.0 Good (0xD0DDO0OD)
+19.8 Good (0xD0DDO000)
+19.6 Good (0x00000000)
+19.4 Good (0x00000000)
+19.2 Good (0<00000000)
+19.0 Good (0x00000000)
+18.8 Good (0x00000000)
+18.6 Good (0x00000000)
+18.4 Good (0x00000000)
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3
3.1

3.1.1

Note

Useful information

S70PT event types

Overview

The SIMATIC NET S7TOPT OPC UA server supports the following OPC UA event and alarm
types:

Statepath alarm
Alarms for the S7 connection status

Consistency alarm
Alarm for an inconsistent alarm configuration

Program alarms
At a signal change, the "Program_Alarm" alarm block will generate a program alarm with or
without required acknowledgement and with up to ten associated values.

System messages

System messages are triggered independently by the PLC and cannot be configured or
changed by the user.

The following system messages are available:

- System diagnostics alarms:
The scope of the system diagnostics is derived from the relevant hardware
configurations. Conditions such as device failure, block error, peripheral access error,
channel error, parameterization error, external auxiliary power failure, and hardware
configuration changes (such as unplugging and plugging in of modules) are reported.

- Overload messages:
Special system diagnostic messages for resource bottlenecks

- Security messages:
Reporting of access violations in case of, e. g. incorrect password entry

The S7TOPT OPC UA server only supports program alarms to the S7-1500.
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3.1.2 Statepath alarm

This S7TOPT event type maps the inverse state of an S7 connection ("Inactive" if S7 connection
is established ("UP"); and "Active" if S7 connection is not established ("DOWN" or
"RECOVERY")).

The status is only determined on the PC side and can, therefore, be reported even if there is no
physical connection to the PLC.

In the "Active" state, no further program alarms can be received.

Display name
"S70PTStatepathAlarmType"

3.1.3 Consistency alarm

This STOPT event type has no acknowledgement requirement. It indicates inconsistent alarm
configuration between a PLC and the PC station. Such inconsistent program alarms are not
reported to the OPC client. In this case, the condition instance "consistency" is set to "Active"
once for this PLC. It is recommended to update the alarm configuration first on the PLC and
then on the PC station.

Display name
"S7OPTConsistencyAlarmType"

3.14 Program alarms

Display name

o "S7OPTOffNormalAlarmType":
This STOPT event type displays the configured program alarms with or without required
acknowledgement and with up to ten associated values. The program alarms of this type
have a state or condition. These can assume the status "incoming" or "outgoing".

e "S70OPTInfoReportEventType™:
This S7TOPT event type displays the configured information-only program alarms with up to
ten associated values. To do this, the checkbox in the "Information only" column in the
TIA Portal alarms editor must be enabled.

3.15 System messages

Display name

e "S70PTSysOffNormalAlarmType"
This S7OPT event type displays the system messages with or without acknowledgement
obligation with an associated value. The contents of this associated value are the 20 bytes
of diagnostic data. The system messages of this type have a state or condition. These can
assume the status "incoming" or "outgoing". To accomplish this, the checkbox in the
"Acknowledgement" column for the module's alarm settings in TIA Portal must be enabled.

e "S7OPTSysInfoReportEventType"
This S7OPT event type displays the system messages, which are for information purposes
only, with an associated value. The contents of this associated value are the 20 bytes of
diagnostic data.
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Receive system messages in the OPC client

System messages are automatically displayed in UA Expert in the Event View when they are
incoming or outgoing. No user program is required in the S7 CPU.

Figure 3-1

Events.

Events Alarms Event History

R G5

A C Time Severity  Server/Object SourceMame Message EventType Active
CPU status message: CPU nat in RUN Current CPU operating mode: STOP

4 10:23:46.219 1 OPC.5imaticNET.S7TOPT / Server 571500/ET200M... PLC 1/PLC 1 S70PTSysOffMormalAlarmType Active
CPU info: Communication initiated request: STOP
Pending startup inhibit(s):
- No startup inhibit set

10:23:46.230 1 OPC.SimaticNET.STOPT / Server S71500/ET200M... CPU changes from RUN to STOP mode S70PTSysInfoReportEventType
PLC_1/PLC_1
3.2 Access to historical data of S7 Tags

Historical data

Historical data services enable storage and read access to the S7 tags of automation devices
stored in an archive. The timestamp and the quality characteristic of the S7 tags are stored
together with the process value.

Enable historical data

Archiving can only be activated for symbolic data tags via the "Symbol Editor" of the
SIMATIC PC station in TIA Portal.

Options for OPC UA clients to access historical data

OPC UA clients, such as UA Expert from Unified Automation, can access the process values of
archived S7 tags using the "HistoryRead" function. The archive consists of a maximum of 360
files. Each file stores the data of the symbols configured for the archive. Each file covers a
period of 1 hour. Beginning at system startup, the maximum number of 360 files is reached after
a little more than two weeks. When new archive files are created, the oldest files are
successively deleted in the order in which they were first created.

Maximum storage of S7 tags
A maximum of 1000 S7 tags can be archived by the STOPT OPC UA server.
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Data types
The following table shows an overview of the data types that the STOPT OPC UA server can
archive.
Table 3-1
Type identifier S7 data type OPC UA data type Description
b BYTE Byte 8 Bit (bit string)
USINT Byte 8 Bit (unsigned)
c CHAR SByte 8 Bit (character)
SINT SByte 8 Bit (signed)
wc WCHAR Uint16 16 Bit (character, UTF-8)
w WORD Uint16 16 Bit (bit string)
UINT Uint16 16 Bit (unsigned)
dw DWORD Uint32 32 Bit (Bitstring)
UDINT Uint32 32 Bit (unsigned)
Iw LWORD Uint64 64 Bit (Bitstring)
only available for S7-1500
ULINT Uint64 64 Bit (unsigned)
only available for S7-1500
| INT Int16 16 Bit (signed)
di DINT Int32 32 Bit (signed)
li LINT Int64 64 Bit (signed)
only available for S7-1500
R REAL Float Floating point (4 bytes) IEEE 754
Ir LREAL Double Floating point (8 bytes) IEEE 754
dt DATE_TIME DateTime Date and time
Value range as of 01.01.1990;
only available for S7-1500
Idt LDT DateTime Date and time accurate to nanoseconds,
Value range as of 01.01.1990;
only available for S7-1500
The OPC UA server rounds the time by
representing it as DateTime. This limits
the resolution to 100 nanoseconds.
dtl DTL DateTime Date and time accurate to nanoseconds,
Value range 01.01.1970-31.12.2553;
only available for S7-1500
The OPC UA server rounds the time by
representing it as DateTime. This limits
the resolution to 100 nanoseconds.
The individual components of the S7
data type "DTL" are not archived.
date DATE DateTime Date and time (8 bytes) (where the time
is always 00:00:00); value range starting
at 01.01.1990.
Image of the CPU data type "DATE"
(unsigned, 16 bit).
t TIME Int32 Signed time value in milliseconds
It LTIME Int64 Signed time value in nanoseconds;
only available for S7-1500
tod TOD UiInt32 Time of day, 0—-86399999 ms from
midnight
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Type identifier

S7 data type

OPC UA data type

Description

Itod

LTOD

Uint64

Time of day, 0—86399999999999 ns from
midnight;
only available for S7-1500

s5thcd

S5TIME

uint16

Mapping of the CPU data type "S5TIME"
to Ulnt 16 (unsigned, 16 bit) with
restricted value range, 0...9990000 ms;

only available for S7-1500

x <bit address>

BOOL

Boolean

Bit (bool)

In addition to the byte offset in the range,
the <bit address> must also be specified
in the respective byte.

Value range 0-7

s <string length>

STRING

String (UTF-8)

The <string length reserved for the
STRING> must be specified.

Value range 1-254

When writing, it is also possible to write
shorter STRING, whereby the
transmitted data length is always the
reserved string length in bytes plus 2
bytes. The bytes that are not required
are filled with the value 0.

The reading and writing of STRING and
STRING arrays is internally mapped to
the reading and writing of byte arrays.
The STRING must be initialized on the
S7 with valid values.

ws <string length>

WSTRING

String (UTF-8)

The <string length> reserved for the
WSTRING must be specified in WCHAR.
Value range 1-16382.

When writing, shorter WSTRING can
also be written, although the transmitted
data length is always the reserved
<string length> in WCHAR plus 4 bytes.
The bytes that are not required are filled
with the value 0.

The reading and writing of WSTRING
and WSTRING arrays is internally
mapped to the reading and writing of
byte arrays.

The WSTRING must be initialized on the
S7 with valid values.

Furthermore, arrays of these elementary STOPT data types are also supported for archiving.
Each array or data tag counts as an archivable S7 tag. The configured number of archived S7
tags can be determined in the TIA Portal "Symbol Editor" at the time of configuration.

User-specific data types (UDT), structures, timers, and counters cannot be archived by the
S70PT OPC UA server.

Note The configured S7 connections, which are necessary for monitoring archived S7 tags, are
established after the PC and the STOPT OPC UA server start up. This ensures seamless
archiving of process values from the S7 tags.
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4

4.1

Appendix

Service and support

Industry Online Support

Do you have any questions or need assistance?

Siemens Industry Online Support offers round the clock access to our entire service and support
know-how and portfolio.

The Industry Online Support is the central address for information about our products, solutions
and services.

Product information, manuals, downloads, FAQs, application examples and videos — all
information is accessible with just a few mouse clicks:

support.industry.siemens.com

Technical Support

The Technical Support of Siemens Industry provides you fast and competent support regarding
all technical queries with numerous tailor-made offers
— ranging from basic support to individual support contracts.

Please send queries to Technical Support via Web form:
support.industry.siemens.com/cs/my/src

SITRAIN - Digital Industry Academy

We support you with our globally available training courses for industry with practical
experience, innovative learning methods and a concept that’s tailored to the customer’s specific
needs.

For more information on our offered trainings and courses, as well as their locations and dates,
refer to our web page:

siemens.com/sitrain

Service offer

Our range of services includes the following:

¢ Plant data services

e Spare parts services

¢ Repair services

¢ On-site and maintenance services

e Retrofitting and modernization services

e Service programs and contracts

You can find detailed information on our range of services in the service catalog web page:
support.industry.siemens.com/cs/sc

Industry Online Support app

You will receive optimum support wherever you are with the "Siemens Industry Online Support"
app. The app is available for iOS and Android:

support.industry.siemens.com/cs/ww/en/sc/2067
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4 Appendix

4.2 Industry Mall

SIEMENS

The Siemens Industry Mall is the platform on which the entire siemens Industry product portfolio
is accessible. From the selection of products to the order and the delivery tracking, the Industry
Mall enables the complete purchasing processing — directly and independently of time and
location:

mall.industry.siemens.com

4.3 Links and literature

Table 4-1

No. Subject

\1\ Siemens Industry Online Support
https://support.industry.siemens.com

\2\ Link to the article page of the application example
https://support.industry.siemens.com/cs/ww/en/view/67295801

\3\ SIMATIC NET: PC software Industrial Communication with PG/PC Volume 2 - Interfaces
https://support.industry.siemens.com/cs/ww/en/view/77378184

\4\ SIMATIC NET: PC Software Industrial Communication with PG/PC Volume 1 — Fundamentals
https://support.industry.siemens.com/cs/ww/en/view/77376110

\5\ SIMATIC NET: PC software Commissioning PC Stations - Manual and Quick Start
https://support.industry.siemens.com/cs/ww/en/view/77377601

4.4 Change documentation
Table 4-2
Version Date Change
V1.0 07/2021 First version
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