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Warranty and liability

Warranty and liability

Note

Security
information

The Application Examples are not binding and do not claim to be complete
regarding the circuits shown, equipping and any eventuality. The Application
Examples do not represent customer-specific solutions. They are only intended
to provide support for typical applications. You are responsible for ensuring that
the described products are used correctly. These Application Examples do not
relieve you of the responsibility to use safe practices in application, installation,
operation and maintenance. When using these Application Examples, you
recognize that we cannot be made liable for any damage/claims beyond the
liability clause described. We reserve the right to make changes to these
Application Examples at any time without prior notice.

If there are any deviations between the recommendations provided in these
Application Examples and other Siemens publications - e.g. Catalogs - the
contents of the other documents have priority.

We do not accept any liability for the information contained in this document.

Any claims against us — based on whatever legal reason — resulting from the use of
the examples, information, programs, engineering and performance data etc.,
described in this Application Example shall be excluded. Such an exclusion shall
not apply in the case of mandatory liability, e.g. under the German Product Liability
Act (“Produkthaftungsgesetz”), in case of intent, gross negligence, or injury of life,
body or health, guarantee for the quality of a product, fraudulent concealment of a
deficiency or breach of a condition which goes to the root of the contract
(“wesentliche Vertragspflichten”). The damages for a breach of a substantial
contractual obligation are, however, limited to the foreseeable damage, typical for
the type of contract, except in the event of intent or gross negligence or injury to
life, body or health. The above provisions do not imply a change of the burden of
proof to your detriment.

Any form of duplication or distribution of these Application Examples or excerpts
hereof is prohibited without the expressed consent of the Siemens AG.

Siemens provides products and solutions with industrial security functions that
support the secure operation of plants, systems, machines and networks.

In order to protect plants, systems, machines and networks against cyber
threats, it is necessary to implement — and continuously maintain — a holistic,
state-of-the-art industrial security concept. Siemens’ products and solutions only
form one element of such a concept.

Customer is responsible to prevent unauthorized access to its plants, systems,
machines and networks. Systems, machines and components should only be
connected to the enterprise network or the internet if and to the extent necessary
and with appropriate security measures (e.g. use of firewalls and network
segmentation) in place.

Additionally, Siemens’ guidance on appropriate security measures should be
taken into account. For more information about industrial security, please visit
http://www.siemens.com/industrialsecurity.

Siemens’ products and solutions undergo continuous development to make them
more secure. Siemens strongly recommends to apply product updates as soon
as available and to always use the latest product versions. Use of product
versions that are no longer supported, and failure to apply latest updates may
increase customer’s exposure to cyber threats.

To stay informed about product updates, subscribe to the Siemens Industrial
Security RSS Feed under http://www.siemens.com/industrialsecurity.

PROFINET-system redundancy
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1 Introduction

1 Introduction

1.1 Overview

Introduction

With SINAMICS S120, G130, G150 and S150 PROFINET Control Units, the
assembly of system-redundant systems (S2-system redundancy) is possible.

Precondition for system-redundant systems is a so-called H-system. The H-system
consists of 2 fault-tolerant controls — master and reserve CPU — which are
constantly synchronized via fiber-optic cables. If one controller fails, the other
automatically takes on the job. This reduces system downtimes.

NOTE PROFINET system redundancy is not supported by SINAMICS G115D or G120
Control units!

SINAMICS drives which do not support S2 system redundancy can be operated
as switched S1-device with the redundant system (S7-1500R/H-system from FW
V2.8). See chapter 3.2.3

For failsafe applications the H-system: S7-1518HF can be used, see chapter
3.2.4

PROFINET-system redundancy
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1 Introduction

Overview of the automation task

The figure below provides an overview of the automation task.
Figure 1-1 Task overview

H-system

SINAMICS
CUs

PROFINET-system redundancy
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1 Introduction

1.2 Mode of operation

Schema

The following figure displays the most important components of the solution:
Figure 1-2 Solution overview

H-system

SINAMICS
CU

PROFINET-system redundancy
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1 Introduction

Benefits

¢ No system downtime in the case of a controller failure

e Component replacement possible during ongoing operation

e Configuration changes possible during ongoing operation

e Automatic synchronization after replacing components

Restrictions SINAMICS

e PROFINET-IRT is not supported
¢ No simultaneous operation of Shared Device and Shared I-Device
e Maximum 2 cyclical PROFINET connections

e System redundancy only via the onboard interface of SINAMICS PROFINET
Control Unit S120, G130, G150 and S150

e For the duration of switching from one controller to the other, the setpoints of
the last connection remain frozen and valid.

Restrictions Engineering system

As Startdrive is not supported yet, GSD files must be used.

Restrictions H-system

For restrictions of the H-system please refer to the system manual:

https://support.industry.siemens.com/cs/ww/en/view/109754833

Knowledge required

Basic knowledge of SINAMICS drives and H-Systems is assumed.

1.3 Components used

This application example has been created with the following hardware and

software components:
Table 1-1 Components

Component Number Article number Note

CPU S7-1517H system 1 6ES7500-0HP00-0ABO with sync modules

bundle

SINAMICS S120 CU310-2 |1 6SL3040-1LA01-0AA0 Firmware V5.2 HF1

PN

Training case 1 6ZB2480-0AD00 Servo motor with
DRIVE-CLIQ

TIA Portal V15.1

STARTER 1 V5.1 mit SSP V5.2
oder V5.3

PROFINET-system redundancy
Entry-ID: 109744811, V1.2, 06/2022
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2 Engineering

2 Engineering
2.1 Installation of hardware

Following pictures show the hardware and the topology of the hardware.

Figure 2-1 Hardware

S7-1500H

The S7-1500H redundant system should be installed either on one shared
mounting rail or on two separate mounting rails. You connect the two CPUs with
fiber-optic cables to two synchronization modules in each CPU. You set up the
PROFINET ring with the PROFINET interfaces X1 P1 R and X1 P2 R of the CPUs

Power supply

The load power supply (PM) supplies the system power supply (PS) and central
modules (CPU) with 24 V DC. If you are using load power supplies, we recommend
the devices from our SIMATIC series.

Synchronization modules (only S7-1500H)

You create two redundancy connections between the H-CPUs with fiber-optic
cables using a total of four synchronization modules

Fiber-optic cable (only S7-1500H)

You connect the two synchronization modules for each CPU in a pair with a fiber-
optic cable

PROFINET-system redundancy
Entry-ID: 109744811, V1.2, 06/2022 8
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2 Engineering

2.2 Topology

Figure 2-2 Interconnection

SIMATIC S7 SIMATIC S7

CPU 1517H CPU 1517H

CPU1 CPU2

IEL IE2 P1P2 |IFLIF2 P1 P2
[1[1

C] [1 L] CIC]
| I

|

|

B PROFINET IE

r

-X150 P1 P2

SINAMICS S120
CU310-2 PN

PROFINET-system redundancy
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2 Engineering

2.3

231

Configuration

Configuration of SIMATIC R/H-system

Table 2-1 Configuration with TIA portal

No Action
Create a new TIA Portal project.
2. Insert a new SIMATIC S7-1500R/H PLC with the hardware catalog
Ja Siemens - DASZ-Systemredundancys?-Systemredundancy
Project  Edit  ¥iew Insert  Online AOptans Tools  window  Help Totally Integrated Automation
Ci il soveprojer @& X = X D2t B NG E R F coonline PORTAL
§7-Systemredundancy » Devices & networks
Devices |; Topology view ”EETJ Network view ||—[|f Device view | Options 2fg]
o M =
& ok Metwork) £F connections [Hilconnecion  [-] " dia
=%
~ v | Catalog z
> ] 57-Systemredundancy Seardhs =
. it
B ~dd new device | HEI E
Devices & netwarks | 37-1500RMGys . [ Filter Profile: ﬂ ;—’
» [mg 57-1500RMH-Syste... SRS S v [ CFU 1518F-4 FMDF ODK, a
3 %‘ Ungrouped devices 4 II.CPU‘IS‘\BF-"& FN/DF MFP |
b 5 Security settings » [l CPU 151171 PN W
a [~
v [gf common data » [ CPU1515T-2 PN o
PRAE_T H
» Eﬂ] Docurmentation set ] r_!-. CPL 15716T-3 PN/DP =
» p_@ Languages & resau 4 r_f.CPU151?T—3 FNIDP :_
v [ online access » [ CFU1511TF-1 PN =
» [5p card Reader/USE mem... » [l CPU1515TF-2 PN &
» [l CFU 1516TF-3 FRIDF ]
» [l CFU 151 7TF-3 FRIDF 4
By
» [ CPUTE13R-1 PN o
a » [ CPU1515R2 PN T
W w [ CPU1517H-3 PN L8
- [l cE57 517-3HPOO-0ARD (]
1 <] i > | » [ cFu SIPLUS =
M= e =
I | Details view » r_E. Unspecified CFU 1500 E
» [ Unspecified CPU 1500 ... g
3 r\;]l Communications modules
3. Assign the IP addresses of the PLCs in the settings of the PLC respectively.

e.g. default setting:
PLC1: 192.168.0.1
PLC2: 192.168.0.2

J General || 10 tags || System constants || Texts

General
Ethernet addresses

Ethernet addre

Time synchronization Interface networked with
b Advanced options

Submet: | PHAE_1

| Add new subnet

IP protocol

IF address: |‘|92_’|68.D 1 |

Subnet mask: | 255 . 255 . 255 . 0 |
D se router

Router address: ||:| I |

PROFINET-system redundancy
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2 Engineering

No

Action

4. Recommended: Enable and assign the system IP address for the interfaces X1 and X2.

Advantages of system IP addresses over device IP addresses
e Targeted communication of the communication partner with the primary CPU.

e The S7-1500R/H redundant system can continue to communicate over a system IP
address even if the primary CPU fails.

J General || 10 tags || System constants || Texts |

General

Titme synchrohization
» Advanced options

System IP address for switched communication

Router address: | 0

[ Enable the system IF address for switched communication

IPaddress: | 192 . 188 . 0 . 3
Subnet mask: | 255 . 255 . 255 . 0

Yirtual MAC address:

00- 00- SE- 00- 01-

2.3.2

Configuration of the SINAMICS drive (GSD-file)

The SINAMICS drive can be configured with the hardware catalog.

Table 2-2 Configuration with

GSD file

1. | Insert the SINAMICS S120 in the network view with the hardware catalog.

|5'? Topology view ||Egh Network view |||]'f Device view | Options EE|

% Metwork 3§ Connections | HMI connection |V| ' =5 = E

E ~ | Catalog §

=l o] ]| 3

5 7-1500R/H-Sys .. & Filter Profile: g

57-1500R/H-5ta... [l simamics 5120 CUS10-2 PR V44 &
[l SINAMICS 5120 CUST0-2 PN V4 4 L
[l SIMAMICS 5720 CUS10-2 PN V4.5 )|

e T [l siMAMICE 5120 CUST 0-2 PN V45 =

[ PNRE_T [l siMamMICE 5120 CUST0-2 PN V46 =

" [l simamIcs 5120 CUST0-2 PN VA6 E

| [l SiAMICS 5120 CUST 0-2 PN 4.7 =

N [l SIMAMICS 5720 CUST0-2 PN V4.8 9
] [l SIMAMICS 5120 CUS10-2 PN WS —

SINAMICSS12... 2 =

SINAMICS 5120... [l simamICS 512005150 CBE20 V2.5 n:J'

Mot assigned [l simamICS 512005150 CBE20 V2.5 3
[l SiMaMICS 512005150 CBE20 V2.6 H ||

[l SiMaMICS 512005150 CBE20 V2.6 L

[l siMamICS 512005150 CBE20 V4 5 =

[l SiMamMICS 512005150 CBE20 V4 5 2

[l simamMICS 512005150 CBE20 V4 4 D

~ [l SINAMICS 512005150 CRBE20 V4 4 [
<[] [>] [100% [+ —y— & <" [ m ||)|_
|_Ci‘, Properties ||"_i'.|nfn ||ﬂ Diagnostics | H |Informatinn
PROFINET-system redundancy
06/2022 11
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2. | Configure the SINAMICS with the desired modules and submodules in the device view.

‘E Topology view @ Network view ||—|]'f Device view | Options
A [snamicssizocuzioorn g R P g Device averview -
~
- [ ¥ Module Rack  |Slot  |laddress [Qaddr. |[Type |V | Catalog
o
g S ) ~  SINAMICS-5120-CU310-2PN [ [ sina_| | | [wit]
& E » FNHO i 0150 SINA | ) it erofile:
& ~ DO Contral Unit_1 (i 1 poc.| -
EN . v [l Head module
Module Access Foint (i 11 Mod... e
. + LIl Module
without PROFIsafe (i 12 with... I 0 Conmal Unic
i 13
m— Il oo ENCODER
- ~ DO SERYO_1 [ 2 DO S.. Moo 00
Module Access Point 1} 21 Mod...
- % a 23 Il 00 Terminal BoardiMadule
Il oo ™t
Standard telegrarm 1, FZ i 23 0.3 0.3 stan Moo vEcTor
= i 24
' a be [l 00 without FZD
I~ + [ submodules
i 3
L p i Il empty submodule
0 p Il Free telegram, FZD-16/16; ...
p . M Free telegram. FZD-20/20
a0 5 Il Free telegram, FZD-20/28
o s Il Free telegram, FZD-4i4
p . Il Free telegram, FZD-8i8; SE
a 10 [ FroFisate telegr 30
[l FrROFIsate telegr 31
[l FrROFIsafe telegr 901
[l FrROFIsafe telegr 902
[ FrROFIsafe telegr 902 synch
[ FrOFIsafe telegr 903
Il siEMENS telegram 102, FZ...
<Jlm] s, el | <] il ] e

3. | Right click “Not assigned” and click on “Assign to new 10 controller”

SIMARICS-512 ..
SIMAMICS 5120..

, i
Add 1D systern
I Aszigh to new O contraller l

Mot asy

Disconnect from 1O system
Highlight 12 systerm

Show catalog  Ctrl+Shift+C

4. | Select both PLCs of the H-system:
Select 10 controller X

Marne
[ 57-1500RH-5ystem_1.PLC_1 . PROFINET interface_1
(= 7-1500RH em_T. ' PROFIMET intertace 1

r QI 1 | Cancel

PROFINET-system redundancy
Entry-ID: 109744811, V1.2, 06/2022 12
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2 Engineering

5. | Navigate to the properties of the interface and assign the desired IP address:
e.g. default setting: 192.168.0.4

J General ” 10 tags ” System constants || Texts

General
Ethernet addresses

Ethernet add

b Advanced options Interface networked with

Subnet: | FRAE_1

| Add new subret

IP protocol

IP address: |'|92_'|68,I:I .4 |

Subnetrnask: | 255 . 255 . 255 0 |

[¥] synchranize router settings with 10 controller

|:| Use rauter

Router address: | 0 .0 .o .0 |

¥ T &

6. | Navigate to “Advanced Options” - “Media redundancy” and set the media redundancy role to
“Client”:
SIMAMICS-512 . H

SINAMICS 5120 m
[ |

Multi assigned

w

< 1 100% | v '

‘Q.Properties ”"_i.'.lnfo ||ﬂDiagnostics |

J General || 10 tags ” System constants ” Texts

General Friotitized startup
Ethemet addresses [ use IECY2.2 LLDP mode
w Advanced options

Interface options

Media redundancy

Media redundancy

Isochronous mode

-

Real time settings
Port 1 [150F1 R]
Port 2 [X150 F2 R]

-

Media redundancy role:  J&E0

-

[ piagnastics interrupts

MRF domain |mrpdnmain-1 |'|

Ring porc1: | PO [X1500Fert 1 [X150 F1R] =]
Ring porc2: | PN [X150)Fort 2 [X150 F2 R] =]

PROFINET-system redundancy
Entry-ID: 109744811, V1.2, 06/2022
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2 Engineering

7. | In ,Advanced Options“ = ,Real time settings*“ set the accepted update cycles factor to the value
TIA Portal is requesting.
57-Systemredundancy ¥ Devices & networks
|E Topology view "ﬁgh Network view  |[If Device view
% Metwork 3§ Connections |HMI connection |'| iy ﬂ; @l! = I
I 10 systern: S7-1500R/H-System_1.PLC_2 PROFIMET 10-Systerm (107) _
SIMARICS-S12 .. il
SINAMICS 5120, '
Multi assigned [
< 1 [100% [+l —§— |
|§, Properties ||"_iJ.Infu ||ﬂ Diagnostics |
J General " 10 tags ” System constants " Texts
General I Real i .
Ethernet addresses Bell EiS e
- Advanced optio.ns > 10 gydle
Interface options
Media redundancy Update time
Izochronous mode
» Real time settings (#) Calculate update time automatically
P Port1 [X150 P1 R] () Set update time manually
¥ Port2 [%150 F2 R] m )
1 Update time: | 2.000 ms |V|
v
Wl Adapt update time when send clock changes
Watchdog time
Accepted update cycles without
10 data: 112 i
Watchdog time: |224.DDD ms
2.3.3 Download of the configuration
Table 2-3 Download of the configuration
No. Action
1. Save and compile the project.
=1
g1l
2. Download the project into the PLC.
3. Choose your PG/PC interface and search for the PLC.
Select the primary PLC and click on “Load”.
PROFINET-system redundancy
Entry-ID: 109744811, V1.2, 06/2022 14
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2 Engineering

2.3.4

Commissioning of the SINAMICS drive

The standard configuration of the SINAMICS drive with the STARTER engineering
system is shown below.

Table 2-4 Configuration SINAMICS drive

No. Action
1. Insert a single drive unit: SINAMICS S120 CU310-2PN
Establish an online connection to the SINAMICS drive.
i
Note
To establish an online connection, the network card of the engineering PC being used must be in
the same IP subnet as the target device. Ensure that this precondition is complied with and if
required adapt the IP configuration of your network card!
Example
e |P address of the target device 192.168.0.4
subnet mask 255.255.255.0
e |P address of the engineering PC 192.168.0.99
subnet mask 255.255.255.0
2. Select the configured SINAMICS drive (set the checkmark in the checkbox) and confirm your

selection by pressing the "OK" button.

Target Device Selection @

Devices that go online with "Connect to selected target devices'

Target device EACCESS it
v | SINAMICS-5120-CU31 0-2PN (@ STONLIME (I DEYICE
Select all | Deselect &l Al SFOMLINE All Device

[ e

Devices not supported by STARTER:

akK Cancel Help

PROFINET-system redundancy
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2 Engineering

No.

Action

Project Edit Target systern  View Options

3. After this, restore the factory settings at the SINAMICS (if not already done).

Window Help

= 3 Systern

=
-
>

=
@20 SN

-] Paste single drive unit

Automatic

21 MONITOR

Fiojsct |

redundancy

Owerdiew
Communic:

Docurnents
AMICS LIBRY

e

Device

SINAMICS-CU310-2 15

i Alarms Carmpile;

B = e e e e =y P Y e 1 T

YITT)
Open HY configuration
Cut

Copy
Paste

Delete
Rename

Compare..,

Disconnect target device
Target device

Load to file system ..
Expert

Check consistency

Save and compile changes

Save and recompile 3l
Drive unit write protection
Drive unit know-haw protection

Wieb server

Owverview
Communication
Topology
Licenses

Docurnentation
Select technalogy packages...

Properties...

Download ..
Copy RAM to ROM

3 Load CPL/ drive unit to PG...
p— e

&

B B T3 i e [ [P el

Restore factory settings

Device dragnostics

Online access ...

Upgrade device version/characteristic

gﬂmﬁ‘m““ ovennen

Download and contral of programs, control and monitoring of modules,

|ASDC AXB8178 USB2.0 o Gigabit Etherne Online mode

[N

A

Some parameters (e.g. bus address, baud rate, etc.] are not reset.

W Save device parameterization to ROM after completion

Do you really want to restore the factony zettings?

4. Confirm the following message with "Yes".
The drive is then reset to the factory settings.

Reset device confiquration

Yes | Mo I Help

PROFINET-system redundancy
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2 Engineering

No. Action
5. Afterwards carry out the automatic configuration of the drive.
= s S =0 EEH 5
Praject Edit Targetsystem Wiew Options Window  Help
|| (]| 2] |l o ]| 0| e | | il | 30 22| | Bl | e o e
=&}
=] 3 Systermredundancy
%7 Paste single drive unit
v Sl 2 2
. > micatmn
- > Topology
A [ Contral_Unit
0 Input/output cormponerts
1 Encoder
] Docurmentation
£ SINAMICS LIRRARIES
-1 MONITOR,
Project |
= | Operating state
SINAMICS-CU310-2150.Conbiol_Urit Canny out fist commissioning
. Alarms E Compile/check output |E Taiget system output n Diagnostics owverview I
Press F1to open Help display. |ASDCAXB8178 USBZ0 to Gigabit Etherne' Online mode [ WU 2
6. Start the configuration by pressing the "Configure™" button.
The DRIVE-CLIQ topology of the drive is read out.
& Configure drive unit automatically
The DRIVE-CLID topology iz determined and the electionic bype plates are
read out. The data is then loaded to the PG and replaces the
configuration in the project.
Status of the drive unit: First commizsioning
Runhing operation: \waiting for START
I Configure I Cancel I
PROFINET-system redundancy
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2 Engineering

No. Action
7. A servo motor is used in the SINAMICS training case.
Cruritg the automatic commissioning, compaonents hawve been found that cannat be
clearly azsigned to a drive object tupe.
Pleaze select the drive object tupe that iz o be created for the components.
Default zetting for all components:
Component Drive Object Type Identification
Drrive 1 Servo j Idertification wia LED
8. If the firmware version of the drive has changed compared to the last commissioning, after the

automatic configuration it may be necessary to "Power OFF/ON" the drive to update the
firmware of the DRIVE-CLIQ components

Project Edit Targetsystem View Options Window Help

o e [

DO S &%) o) %] |7 [P gl dlalts]| £

58P Systemredundancy
- Paste single drive unit
B fla SINAMICS-CU310-22150
%] Automatic Configuration
- Ouerdew
» Communication
- » Topaology
e [ CU_S
21 Inputfoutput companents
- Encoder
pei= f SERVO_02
B Documentation
- STMAMICS LIBRARIES
E- MONITOR

Project

B
Companent | Al Display information [ Acknowledgeal || Acknowledge Il Help for event ]
[
o
m\l\d’aming 09.01.92 09:02:45:634 SINAMICS-CU3T0-2150: CU_S B-5M_E 1007 : POWER ON for DRIVE-CLID component required(Component number: 6]
m\l\d’aming 08.01.92 08:024%634 SINAMICS-CU3T0-2<150: SERYO_02 2 - Mator_Module... 1007 : POWER ON for DRIVE-CLID component required(Companent number: 2)
< . 3
Alarris g Compiledcheck autput E Target system output E Load ta PG autput @ Diagnostics overview I
Press F1ta apen Help display. |ASTX 288178 USB2.0 to Gigabit Etherne [Online mode [ NU

Note
Before "Power OFF/ON" execute the "RAM to ROM" function at the drive to save the previous
configuration in a non-volatile way.

%

PROFINET-system redundancy
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2 Engineering

No. Action
9. Go offline and open the drive telegram configuration using the menu item "Communication >
Telegram configuration".
.m"' ARTER - Systemredundancy
Project Edit Target systern  “iew Options  Window Help
|- D] ]| ]| || @] o] || 2] XX Pl | o] ] B8] 2
-89 Systermredundancy
) Paste single drive unit
=] &, SINAMICS-CU310-2.¥150
w3 Orgeriews
- Communication
OFAMIEs, INTEMACe
- cus
[ Inputfoutput cormponents
-1 Encoder
) Paste drive
-] SERVO_DZ
1 Documentation
[z SIMAMICS LIBRARIES
-1 MONITOR
Praject
[ | Message
Information
Information The automatically created communication configuration is up-to-date; create procedure skipped.
Information Communications configuration successful
Information Create procedurs successhul
4 . 3
Compile/check output LE Target spstem output IE Load to PG outputl
Press F1to open Help display. |ASDC AXBELTE USBL to Gigabit Etherne T TN | (nur
10. | The following telegrams are used for cyclic communication between the controller and drive in the
sample project:
e CUSS Free telegram configuration with BICO, Length 0/0
¢ SERVO_02 Standard telegram 1, Length 2/2
Set these telegrams in the drive telegram configuration.
IF1: PROFldrive PZD telegrams
Communication interface: PROFINET - ONBOARD [cyclic)
The PROF|zafe communication is performed via this interface
The PROF|drive telegrams of the drive objects are transferred in the following order:
The input data corresponds to the send and the output data of the receive direction of the diive object.
Master view:
Input data| Output data
Object | Drive object | -Ho. Telegram type Length Length
1 [CU_S 1 Free telegram configuration wwith BICO 1] 1]
2 |SERVO_02 2 Standard telegram 1, PZD-242 2 2
DO= that are not assigned to a slot. (Ho cyclic data exchange)
11. | Save and compile the configuration
€u|
10
12. Establish an online connection with the drive.
13. Download to the SINAMICS drive.
14. Execute the "RAM to ROM" function in the drive to save its configuration in a non-volatile way.
%
15. | The communication between the SIMATIC CPU and SINAMICS drive has therefore been

configured.

PROFINET-system redundancy
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2 Engineering

2.4 Commissioning of the sample project
Overview
An executable sample project is included in the zip archive
109744811 Systemredundancy S7-1500.zip™.
NOTE The sample project is configured with a S7-1517 H-system. It can be changed

with ,Change device...“ into a S7-1513R or S7-1515R. After changing the
device, a PROFINET connection must be established between PLC1 and PLC2
in the topology view.

Commissioning of the sample project

The steps described in the following must be performed to commission the sample
project.

Table 2-5 Commissioning

No. Action
All hardware components are available and interconnected.
All PROFINET components are networked and accessible from the engineering system.
The Ethernet interface of the engineering system is configured correctly and is working.
Example
IP address: 192.168.0.99
subnet mask: 255.255.255.0
4. Start TIA Portal V15.1.
5. Open the TIA sample project from the zip archive *109744811_Systemredundancy_S7-1500.zip".
6. Download the project into the PLC.
7. Assign the SINAMICS drive the PROFINET device name. Navigate therefore to the network view

and right click the SINAMICS > Assign device hame

SIMAMICS-312 .. |

SINAMICS 5120, @ [IY pevice configuration
Multi assigned Change devics

wifrite [0-Device narme to Micro Mermory Card

Start dewvice tool...

M cut Cerl+
5| copy Ctrl+ C
:g Faste Ctrl+y'
¥ Delete Del

Rename F2

Assign to new DF master [0 controller
Disconnect from DP master system [ 1O system
[ Highlight DP rnaster system /10 systern

o Goto topology view

Cornpile »
Download to device b
ﬁ Go online Crrl+ k.
oY Go offline Ctrl+M
Online & diagnostics Ctrl+D

& Assign device name

Update and display forced operands
Showe catalog Ctrl+5hift+ C

[ Export module labeling strips...

[d] Properties Alt+Enter

PROFINET-system redundancy
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2 Engineering

No. Action
Search for the device, select it and click on “Assign name”
As an alternative, PRONETA can also be used to assign the name. PRONETA can be
downloaded at the following link.
https://support.industry.siemens.com/cs/ww/en/view/67460624
10. | Start the STARTER engineering system and open the STARTER sample project
11. Establish an online connection with the SINAMICS drive.
o
12. Download the configuration of the drive into the target device.
13. Then execute the "RAM to ROM" function.
%
14. | The sample project is now ready for operation.

PROFINET-system redundancy
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2 Engineering

2.5 Controlling the SINAMICS

The H-system does not support technology objects and therefore the library

DriveLib is used to control the SINAMICS:

https://support.industry.siemens.com/cs/ww/en/view/109475044

2.6 Operation

The sample project can be operated with the watch table axisControl.

The user can define a speed setpoint and enable/disable the axis. Active faults can
be acknowledged. Moreover, the current status of the FB is displayed.

Figure 2-3 Watch table axisControl

[a TR = IR = R, Y S VI R

e 2 A B [T

Marne

"axis1.enablesxis”

"axis1.acknowledgeEror”

"axis].speedSetpoint”

"axisContral_DB" statAxisStructaxis AxisEnabled
“axisControl_DB". statAwxisStruct.axis1.actualvelocity
"axisContral_DB" statdxisStructaxis1 Lockout
"axisControl_DE" statdwis Struct.axis1.Status
"axisControl_DB". statdxis Struct.axis1.Error

"axisControl_DB".statixisStruct.axis1.DiaglD
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3 Additional information

3 Additional information

3.1 System and media redundancy

System redundancy

With system redundancy a PROFINET device is initiating more than one
communication relation to a redundant controller. Thereby it is distinguished
between different forms of system redundancy.

In this example only S2-system redundancy is used which describes a compact
PROFINET device that can be operated with a highly available system without any
additional hardware.

Figure 3-1 S2-system redundancy

10C

Host

PROFINET

ARa ARb

Single NAP [, . |
o NAP| 10
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Requirement for realizing the system redundancy is the application of an H system.

The H system consists of two fault-tolerant controllers (master and reserve CPU). If
one H-CPU fails, the other automatically takes over.

System redundancy is a connection of 10 devices via PROFINET (PN devices), for
which there is a communication connection between each PN device and each of
both H-CPUs (see picture below).

Figure 3-2 System redundancy

H-system

PN-devices

The 10 devices need to support the system redundancy; otherwise, they can be
operated in the same network, however only one of both H-CPUs can be assigned
(unilateral periphery).

The used topology (line, star, ring) plays no role for the system redundancy. This
distinguishes the system redundancy from the media redundancy.

System redundant periphery is often also referred to as switched periphery. This
does not refer to the fault tolerance between I/O groups or systems.

An example for switched periphery (system-redundant periphery) are PN devices,
which support the system redundancy and can be assigned to an H system (e.g.
ET 200M, SINAMICS CU320-2PN, etc.. ). In contrast, the ET 200S, for example,
can only be assigned to an H-CPU unilaterally (no H system).
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3 Additional information

Media redundancy
Media redundancy ensures the network availability and contributes to increasing
the plant availability.

The ring topology is used here. The media redundancy protocol (MRP) ensures
that when one transmission path fails, an alternative communication path is
available.

For media redundancy with MRP, one device is the media redundancy manager
(MRM), all other devices are redundancy clients. In the picture below, the CPU is
the MRP-Manager.

In the case of a failed connection, the MRM selects the alternative communication
path.

Figure 3-3 Media redundancy

CPU

PN-Devices —r

<

Context
System and media redundancy have no mutual impact on each other.
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3 Additional information

3.2

3.2.1

NOTE

3.2.2

NOTE

Redundant system S7-1500R/H

System redundancy and media redundancy

All PROFINET 10 devices assigned to the S7-1500R/H system must support
system redundancy S2.

With the exception of Switches S1 devices. See chapter 3.2.3 Switched S1
device

These PROFINET IO devices can be located in the PROFINET ring or they can be
separated with a switch.

All PROFINET devices in the PROFINET ring must support media redundancy
(MRP). System redundancy S2 is not a requirement. For example, you can use
switches and HMI devices without system redundancy S2.

The redundancy connections in an S7-1500R system are the PROFINET ring with
MRP. The two CPUs must be directly connected to each other with a PROFINET
cable. All nodes can still communicate with each other in the event of an
interruption in the ring. PROFINET devices that do not support MRP must be
separated from the ring with a switch.

PROFINET devices suitable for the redundant system

The table below shows the maximum number of PROFINET devices in the
redundant system. The maximum number includes switches, S7-1500R/H CPUs,
S7-1500 CPUs (V2.5 or later) and HMI devices. It does not include media
converters.

Table 3-1 Number of devices

PROFINET devices Maximum number Maximum number
S7-1500R S7-1500H
In the PROFINET ring 50 (Recommendation: 16) Y | 50
In the PROFINET ring and 66 258
separated with switches (line)

DRecommendation: The number of devices in the PROFINET ring affects the
availability of the S7-1500R system. You should therefore operate no more than 16
PROFINET devices (including R-PLCs) in the PROFINET ring. If you operate
significantly more devices in the PROFINET ring, the availability of the 10 devices
and R-PLCs is reduced.

Only with S7-1500R:

One of the two connections of the PROFINET ring between the two R-CPUs
must not contain any other 10 devices, switches or other PROFINET devices
apart from transparent media converters

(The default setting is port 2 at PROFINET interface X1)

For more information see system manual:
https://support.industry.siemens.com/cs/ww/en/view/109754833
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3 Additional information

3.2.3

Switched S1 device

As of firmware version V2.8, the S7-1500R/H redundant system supports the
"Switched S1 device" function.

The "Switched S1 device" function of the CPU enables operation of standard 10
devices on the S7-1500R/H redundant system.

Standard 10 devices are always assigned to both CPUs of the S7-1500R/H
redundant system. In contrast to an IO device with S2 system redundancy, a
standard IO device supports only one “Application Relation” (AR). The AR for the
I0-device is only set up once by the primary CPU.

e Behavior in the RUN-Redundant system state:

PROFINET communication runs on the AR between the primary CPU (1O
controller) and the standard 10 device. There is no AR between the backup
CPU and the standard 10 device. If the primary CPU fails or is switched to
STOP, the S7-1500R/H redundant system responds as follows:

- The AR between the primary CPU and the standard 10 device is
disconnected.

- The previous backup CPU becomes the new primary CPU.

- The S7-1500R/H redundant system temporarily has no access to the
inputs and no control over the outputs of the standard IO device. The
status of the outputs depends on the substitute value behavior of the
respective channels.

- The new primary CPU builds an AR to the standard IO device.

- As soon as the new primary CPU has set up the AR, the S7-1500R/H
redundant system has access to the inputs again and control over the
outputs of the standard 10 device.

e Behavior in the RUN-Solo system state:

Only the primary CPU is the 10 controller. PROFINET communication runs on
the AR between the primary CPU (IO controller) and the standard 10 device.
There is no AR between the backup CPU and the standard IO device.

In STEP 7 you configure an 10 device connected via the "Switched S1 device"
function by assigning a standard IO device to both CPUs of the redundant S7-
1500R/H system.

Main differences between 10 device with S2 system redundancy and standard 10 device

Table 3-2 Main differences between S2 system redundancy and standard 10 device

Property IO device with S2 system Standard IO device
redundancy
Requirement for | Device supports S2 system -
IO device redundancy
Maximum 2 1

simultaneously
supported ARs

Response to
role change

Continuous connection with S7-
1500R/H redundant system.
Process data is transferred
further.

Temporary disconnection from
S7-1500R/H redundant system.

No process data is transferred
until the standard 10 device is
available again. The status of the
outputs depends on the substitute
value behavior of the respective
channels.
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3 Additional information

3.2.4

NOTE

Failsafe applications with 1518HF-4 PN
With the H-system 1518HF Safety applications can be realized and the Safety
Integrated Functions of the SINAMICS drive family can be controlled.

The library LDrvSafe is recommended to control the PROFIsafe functions of the
SINAMICS: https://support.industry.siemens.com/cs/ww/en/view/109485794

When using Safety Integrated additionally to the watchdog time also the F-
monitoring time of the respective devices have to be considered.

It is distinguished between following two scenarios:
e S2-Devices:

The F-monitoring time must be at least higher than the MRP
reconfiguration time. Thus, it is ensured that there will be no
communication interruption in the case of switch over or failed
connection.

e Switched S1-Devices:

In this case the F-monitoring time cannot be exactly determined or
calculated. There are three factors to be considered:

1. Watchdog time *
Take over time **
3. Restart time ***

Switched S1-devices can therefore already be online again after 600ms or only
after > 1 second.

The F-monitoring time must be determined according to the respective application

and be configured to make sure that PROFIsafe does not cause an undesired
system-stop.

* Device is losing connection to the controller and waits this time to be ready for the

new AR (default: 224ms)

** New primary PLC is taking over the ARs of the S1-devices and parameterizes

them — always in blocks of 50 devices. The first 50 S1-devices are therefore faster

online than devices 51-100, etc...

*** After parameterization 10-Devices have different restart times dependent on the

device.
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The default F-monitoring time for the H-system 1518HF is set to 2300ms:

Abbildung 3-4
<] w

[>] [100% [+]

General

Ethernet addresses
* advanced options
Interface options
Media redundancy
* Realtime settings
1O cormrmunication
Real time optiohs
b FPort[=1 F1R]
b Port[1 P2R]

=

J General || 10 tags || System constants || Texts

F-parameters

Default F-monitaring time for

F-W0 of this interface: | 2300

ms

The default F-monitoring time for the SINAMICS GSD file is set to 250ms. With
deactivating the checkbox ,Manual assignment of F-monitoring time” the global
setting of the F-PLC can be used instead.

Abbildung 3-5

‘; Topology view
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P FMHO 0 0150 SINAMICS-G115D-FM

~ DRIWE_1 0 1 DRIVE
Module Access Point 0 11 Module Access Point
PROFIsafe telegr 30 0 12 18..23 18..23 PROFIsafe telegr 30
Standard telegrarm 1, PZD-212 0 13 10..13 10..13 Standard telegrarm 1, PZD-212

0 14

3 im| [ arararlllL |

[<] [T | 3
Jg Properties ||"1.‘. Info i ”ﬂ Diagnostics |
J General ” 10 tags | System constants " Texts |
> Genera PROFlsafe E
FROFIsafe =
i addresses
F_SIL: |sLz -
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3 Additional information

3.25 Specific instructions and blocks for S7-1500R/H

Specific instructions and OBs are available for the S7-1500R/H redundant system.

The "RH_CTRL" instruction is used to disable SYNCUP or to enable the running of
the SYNCUP. The goal is to only permit the SYNCUP in less critical process
phases.

The instruction "RH_GetPrimaryID" is used to read out which PLC is currently the
primary PLC.

In addition to the OBs of the S7-1500 CPU, you can also use OB 72 (CPU
redundancy error). OB 72 is called when the S7-1500R/H redundant system has
reached or left the RUN redundant system state.
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4 Appendix

4
4.1

Appendix

Service and Support

Industry Online Support

Do you have any questions or need assistance?

Siemens Industry Online Support offers round the clock access to our entire
service and support know-how and portfolio.

The Industry Online Support is the central address for information about our
products, solutions and services.

Product information, manuals, downloads, FAQs, application examples and videos
— all information is accessible with just a few mouse clicks at:
https://support.industry.siemens.com

Technical Support

The Technical Support of Siemens Industry provides you fast and competent
support regarding all technical queries with numerous tailor-made offers

— ranging from basic support to individual support contracts. You send queries to
Technical Support via Web form:

www.siemens.com/industry/supportrequest

Service offer

Our range of services includes, inter alia, the following:
e Product trainings

e Plant data services

e Spare parts services

¢ Repair services

¢ On-site and maintenance services

e Retrofitting and modernization services

e Service programs and contracts

You can find detailed information on our range of services in the service catalog:
https://support.industry.siemens.com/cs/sc

Industry Online Support app

You will receive optimum support wherever you are with the "Siemens Industry
Online Support" app. The app is available for Apple iOS, Android and Windows
Phone:

https://support.industry.siemens.com/cs/ww/en/sc/2067
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4.2 Contact

Siemens AG

Digital Factory Division
Factory Automation
Production Machines
DF FA PMA APC
Frauenauracher Str. 80

91056 Erlangen, Germany

mailto : profinet.team.motioncontrol.i-dt@siemens.com

4.3 Links and Literature

Table 4-1

No.

Topic

\1\ Siemens Industry Online Support
https://support.industry.siemens.com

\2\ Download page of this entry
https://support.industry.siemens.com/cs/ww/en/view/109744811

\3\ | SINAMICS S120 Function Manual Drive Functions
https://support.industry.siemens.com/cs/ww/en/view/109763287

A\ | SIMATIC S7-1500 R/H redundant system
https://support.industry.siemens.com/cs/ww/en/view/109754833

\5\ SIMATIC S7-1500R/H CPU 1518HF-4 PN
https://support.industry.siemens.com/cs/ww/en/view/109784207

4.4 Change documentation
Table 4-2
Version Date Modifications

V1.0 06/2019 First version

V1.1 07/2020 Extension with “Switched S1 device”

V1.2 06/2022 Extension with 1518HF (failsafe applications)
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