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Legal information

Use of application examples
Application examples illustrate the solution of automation tasks through an interaction of several
components in the form of text, graphics and/or software modules. The application examples are
a free service by Siemens AG and/or a subsidiary of Siemens AG ("Siemens"). They are
non-binding and make no claim to completeness or functionality regarding configuration and
equipment. The application examples merely offer help with typical tasks; they do not constitute
customer-specific solutions. You yourself are responsible for the proper and safe operation of the
products in accordance with applicable regulations and must also check the function of the
respective application example and customize it for your system.
Siemens grants you the non-exclusive, non-sublicensable and non-transferable right to have the
application examples used by technically trained personnel. Any change to the application
examples is your responsibility. Sharing the application examples with third parties or copying the
application examples or excerpts thereof is permitted only in combination with your own products.
The application examples are not required to undergo the customary tests and quality inspections
of a chargeable product; they may have functional and performance defects as well as errors. It is
your responsibility to use them in such a manner that any malfunctions that may occur do not
result in property damage or injury to persons.

Disclaimer of liability
Siemens shall not assume any liability, for any legal reason whatsoever, including, without
limitation, liability for the usability, availability, completeness and freedom from defects of the
application examples as well as for related information, configuration and performance data and
any damage caused thereby. This shall not apply in cases of mandatory liability, for example
under the German Product Liability Act, or in cases of intent, gross negligence, or culpable loss of
life, bodily injury or damage to health, non-compliance with a guarantee, fraudulent
non-disclosure of a defect, or culpable breach of material contractual obligations. Claims for
damages arising from a breach of material contractual obligations shall however be limited to the
foreseeable damage typical of the type of agreement, unless liability arises from intent or gross
negligence or is based on loss of life, bodily injury or damage to health. The foregoing provisions
do not imply any change in the burden of proof to your detriment. You shall indemnify Siemens
against existing or future claims of third parties in this connection except where Siemens is
mandatorily liable.
By using the application examples you acknowledge that Siemens cannot be held liable for any
damage beyond the liability provisions described.

Other information
Siemens reserves the right to make changes to the application examples at any time without
notice. In case of discrepancies between the suggestions in the application examples and other
Siemens publications such as catalogs, the content of the other documentation shall have
precedence.
The Siemens terms of use (https://support.industry.siemens.com) shall also apply.

Security information
Siemens provides products and solutions with Industrial Security functions that support the secure
operation of plants, systems, machines and networks.
In order to protect plants, systems, machines and networks against cyber threats, it is necessary
to implement — and continuously maintain — a holistic, state-of-the-art industrial security concept.
Siemens’ products and solutions constitute one element of such a concept.
Customers are responsible for preventing unauthorized access to their plants, systems, machines
and networks. Such systems, machines and components should only be connected to an
enterprise network or the Internet if and to the extent such a connection is necessary and only
when appropriate security measures (e.g. firewalls and/or network segmentation) are in place.
For additional information on industrial security measures that may be implemented, please visit
https://www.siemens.com/industrialsecurity.
Siemens’ products and solutions undergo continuous development to make them more secure.
Siemens strongly recommends that product updates are applied as soon as they are available
and that the latest product versions are used. Use of product versions that are no longer
supported, and failure to apply the latest updates may increase customer’s exposure to cyber
threats.
To stay informed about product updates, subscribe to the Siemens Industrial Security RSS Feed
at: https://www.siemens.com/industrialsecurity.
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Foreword

Foreword

Aim of this document

Typical PCS 7 systems have at least one ES (Engineering Station) on the PC side,
one or more possibly redundant servers and several OS clients (Operator Stations).

In addition to the maximum availability of process control and data acquisition, there is
also the possibility of integrating program adjustments or expansions in the foreground,
quickly and without affecting the current process.

In contrast, small systems or stand-alone units often require very little maintenance
after commissioning. To achieve high efficiency, there exists the requirement to get
along with as few PC stations as possible. It therefore makes sense to utilize the
rarely used ES as an OS in process mode.

This document is intended to help you in choosing a suitable PC set-up for small
systems. It compares various minimal configurations (up to a maximum of three PCs)
in terms of their functionality. Since the corresponding PCS 7 configuration is not the
main focus of the system documentation, here you can also find the necessary
activities for installation in the form of detailed step instructions.

Core contents
The main focus is on the following:
e Configuration comparison regarding functionality
e Activities for configuration, activation, and maintenance of different configurations

Validity
SIMATIC PCS 7:
e VO.1
e VO
e V8.2
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1 Overview of Minimal Configurations

1

1.1

Overview of Minimal Configurations

There are various possible options when utilizing the engineering station in process
mode as an operator station or multiple operator stations with as few PCs as possible.
The following versions were selected according to their feasibility and usefulness in
the context of PCS 7.

The configurations shown here also include descriptions of solutions with configurations
that do not differ significantly from each other.

In general, particular functionality criteria must be considered when using the engineering
PC as an OS, because the OS project must be closed when performing certain activities.
This will also be discussed in more detail below.

ES/OS Single Station

The smallest of all configurations only needs one PC station.

ES/OS

Process mode/functionality

Note

Note

Since version 6.1 of PCS 7, it has also been possible to compile the OS project
when runtime is activated (change compilation). This means that the operator and
archiving functions are present permanently.

You can find a description of this configuration and a how-to guide in chapter 3
"ES/OS Single Station".

The ES/OS Single Station can also be extended with the functionality of the
PCS 7 OS Web Server. You can find a guide to doing this in chapter 7
"Expansion with the PCS 7 OS Web Option".

Minimal Configuration
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1 Overview of Minimal Configurations

1.2 ES/OS Client and OS Server

With an additional PC station as an OS server, the ES can be used as an OS client.
This accesses the data of the OS server in process mode and visualizes it.

Terminal bus

ES/OS Client OS Server

Y |

Process mode/functionality

In PCS 7, the OS server can be used for operator functions when no more than
four OS clients are connected. In this example, if the server malfunctions, the
complete OS functionality fails. Besides this, the OS client must be terminated to
make OS project changes at a later stage. However, the OS server keeps on
working permanently at compiling/loading of changes.

Note You can find a description of this configuration and a how-to guide in chapter 4
"ES/OS Client and OS Server".

Alternatives/variations

One of the advantages of this configuration is the option of connecting additional
clients to the OS server on a relatively simple and inexpensive basis.

Minimal Configuration
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1 Overview of Minimal Configurations

1.3

ES, OS Master and OS Standby

You need three PC stations for PCS 7-compliant implementation of OS
redundancy.

In this case, the ES only carries out engineering tasks and, while doing this, is only
used for testing OS functions.

Terminal bus

ES OS Master OS Standby

Redundancy

COM-Cable

Process mode/functionality

Note

Since the ES is not involved in process mode, the operator functions of the two OS
Single Stations are permanently available. The OS remains active even during
complete loading of project changes. Redundancy ensures mutual synchronization
both when online and after the failure of one of the two partners.

The COM connection (RS 232 connecting cable) is for optimization of internal
server-to-server communication.

Since PCS 7 V7.0, it has been possible, as an alternative to the COM connection,
to use a separate Ethernet connection (a free on-board or additional network
adapter) for the redundancy connection.

You can find a description of this configuration and a how-to guide 5 "ES, OS
Master and OS Standby".

Alternatives/variations

In the case of the low-maintenance systems that this document focuses on, you
can often do without a permanently available if it is possible to rent a temporary ES
for configuration, commissioning, and project changes.

In this example, it is only conceivable to extend the system using additional OS
clients if a server operating system is installed on the OSes.

Minimal Configuration
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1 Overview of Minimal Configurations

1.4

ES/OS Master and OS Standby

In this configuration with two redundant OS Single Stations, one of the stations is
also used as a simultaneous ES, which obviates the need for a separate third
station.

Terminal bus

ES/OS Master OS Standby

—

” Redundancy _ H

»

A

COM-Cable

Process mode/functionality

Note

In this example, both PC stations work in process mode as redundant OS single
stations that balance each other both in operation and after the failure of one of the
two partners. This is also relevant for later OS project changes, which require the
Master OS to be exited. In this case, the Standby OS takes over the master role. It
keeps on working permanently while compiling/loading changes and updates the
redundancy partner after it returns.

The COM connection (RS 232 connecting cable) is used to optimize internal
communication between the two OS Single Stations.

Since PCS 7 V7.0, it has been possible, as an alternative to the COM connection,
to use a separate Ethernet connection (a free on-board or additional network
adapter) for the redundancy connection. For complete loading, you must deactivate
OS Runtime and the OS projects on both stations and close them. For this period,
no OS functionality is available.

This configuration does not offer all of the PCS 7 functionality, since redundancy
is set up using WinCC resources.

In chapter 6 "ES/OS Master and OS Standby*, you can find corresponding
limitations in process operation and differences in system behavior together with
a description of configuration and a how-to guide.

Minimal Configuration
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1 Overview of Minimal Configurations

Alternatives/variations

For PCS 7-compliant implementation of OS redundancy, we recommend using
three PC stations. With the changes to the license concept from PCS 7 V8.0
onward, you will need the same number of license packages. The implementation
of redundancy with two PC stations is associated with some limitations (see
chapter 6.1 "Configuration description") and, compared to PCS 7-compliant
implementation with a separate ES and two redundant OS Single Stations (see
chapter 1.3 "ES, OS Master and OS Standby*), only saves you one computer
(hardware and Windows license).

Note The ES/OS Single Station can also be extended with the functionality of the
PCS 7 OS Web Server. You can find a guide to doing this in chapter 7
"Expansion with the PCS 7 OS Web Option".

Minimal Configuration
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2 General/optional system settings

2

2.1

Plant bus

General/optional system settings

The system settings that are relevant to configuration are presented below.

Bus connection of the PC stations

In the ES and in each server, a network card is used in "Configured mode" for the
plant bus. On this network card, only the ISO protocol is enabled for Windows. If a
CP1623 is present, it is used for accessing the plant bus. Parameterization is
carried out in SIMATIC NetPro and in the HW Config.

Terminal bus

2.2

Except for configuration with only one ES/OS Single Station, all of the other PC
stations are additionally linked to the terminal bus. When doing this, the necessary
second network card of the ES and the server is set here to "PG mode”. This card
is not configured in SIMATIC NetPro and in the HW Config. PCS7 finds this
network access via the computer name or the specified path for the target machine
that must be entered in the object properties of the PC station. For this network
card, only the TCP/IP protocol (not ISO) is activated in Windows.

Client PC stations are generally fitted with only one network card that is used to
connect to the terminal bus. For this network card, only the TCP/IP protocol (not
ISO) is activated in Windows.

Autostarting WinCC

This document contains the step-by-step instructions for opening the OS project on
the OS servers and clients for runtime activation in the WinCC Explorer.

This should be usually avoided in the system, since there are generally no
configuration licenses (RC licenses) on the OSes. If WinCC Explorer is open for
longer than two hours while doing this, WinCC switches to Demo mode and you
must close it completely (including runtime) and reopen it for further configuration
steps.

To activate runtime automatically when the computer starts without having to open
WinCC Explorer, you can configure an automatic start for the project.

In conjunction with SIMATIC NET 2005 Edition (WinCC V6.0 SP3 and above), you
should configure the "AutoStartRT" WIinCC tool on the "Set configuration
console PC station" to configure the WIinCC automatic start. You can find
more information in the following FAQs:

https://support.industry.siemens.com/cs/ww/en/view/23061262
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3 ES/OS Single Station

3.1 Configuration description

The Single Station is the smallest possible configuration. The same PC is used for
both ES and OS functionality.

Hardware configuration

ES/OS

Plant bus

OEEEE=R
| I— —

PCS 7 configuration

_ SIMATIC Manager - K1_MP o =] 9]
File Edit Insert PLC Wiew Options Window Help

s A EET | & |[<no Fers BRI
% K1_MP (Component view) -- D:\Mininimal\Projects\K1\1_MP_MP_\1_MP_MP - |EI|1|

150 K1_MP_Pri @ KE_MP_Lib

- Shared Declarations
-4 K5_MP_Lib

= K1_MP (Plant View) -- D:\Mininimal\Projects\K1\1_MP_MP_\1_I o =] 4]

=1-{2] K1_MP [l RMT1 (Bl RMTZ
=85 KI_MP_Pi
i E-{1 Shared Declarations
- () Plant

-§® KE_MP_Lib

Press F1 to get Help. |PC internal.local. 1 4
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3 ES/OS Single Station

3.2 Required hardware and software licensing

Hardware

The following hardware is recommended for this configuration and can be ordered

via the Siemens mall. Your selected operating system and the appropriate scope of
the SIMATIC PCS 7 system software are preinstalled on the PC station.

Station Product designation Operating

system

Plant bus transition

1 x ES/OS | SIMATIC PCS 7 ES/OS IPC847E BCE | Windows 10

RJ45 network card

SIMATIC PCS 7 ES/OS IPC847E |IE Windows 10

CP1623

Software licensing

The following section lists the software/license package that are necessary for this
configuration selection.
In the selected configuration as a Single Station, the number of POs is limited to a
maximum of 2000.

Component

Software/licence packages

ES/OS

SIMATIC PCS 7 ES Single Station (incl. 250 AS/OS Runtime POs)
SIMATIC PCS 7 AS runtime license
SIMATIC PCS 7 OS runtime license
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3.3 Step-by-step configuration

Note The following instructions have been drawn up based on Windows 7 and
PCS 7 V9.0. A CP1623 is used as an example of the plant bus transition. Time
synchronization is activated.

331 ES configuration

Creating the multiproject

As the basis for the instructions below, the station must be physically networked as
shown in the illustration in chapter 3.1. Apart from this, you must create a
multiproject on the ES in which the hardware and software of the AS are already
configured.

AS settings
This example describes a way in which the OS server specifies the master time.

Note More time synchronization options are described in detail in the following
manuals:

e "SIMATIC PCS 7 Operator Station"
https://support.industry.siemens.com/cs/ww/en/view/109805404

e "SIMATIC Process Control System PCS 7 Time Synchronization"
https://support.industry.siemens.com/cs/ww/en/view/109805436

Step Activity Screenshot
1. Open the HW Config for the AS. L 1w Config - [AS1 (Configuration) - K2_MP_Prj] =10l x|
. . " . Bl station Edit Insert PLC View Options Window Help =151 =]
nghllght th? _CPU and choose "Object DZ0 H &) be daDoB k,_,|
properties..." in the shortcut menu. =
Copy ctri+c
Paste: Gl
IF1 L InserbMulbi-Contraller Device
IF2
X5 PN-IO-X5 Replace Object...
x5p1R ([ Por7 | AddWaster Spstem
X5FP2R Port 2 Disconnect Master System
X8 PNIO-XE [Master System Isachronous Made
XSFIR Podt 1 Tnsert PROFINET T6) System
XEPZR Port 2 Disconnect PROFINET 10/ Systern
5 i CP 443-1 FROFINET 10 Domain Managemert. .
X1 Ll PROFINET 10 Topology. .
XIPIR [} PorT | opeemer 1o Mul-Controller Devices, o,
f (il i PROFINET IO Isachrontus mode
= Specify Madule. .
Delete Del
GoTo 3
Filter Assigned Modules
[Manitar/Madify:
Edit Symbcls. .
Object Properties. . Alt+Retum |8 9
q Open Ohjeck With. .. Cerl+-Alt+C
Chanae Access r e
:l:l [0) URZALL Assign Asset ID...
Slat Module Product Support Information ctri+F2
1 P5 407 104 = FikT
Find Manual Ctrl+Fs
8 CRURIUGH SIMATIE RO 2
Start Device Tool
Displays properties of the selected object or eam'ng‘ 4
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Step Activity Screenshot
2. Switch to the "Diagnostics/Clock” tab. =
In the "Clock" section, set "As slave" for b ﬁi’ﬂ”:‘u:?"“DLQEZ?EOT’]”FLQ;""T et |
the AS under “Synchronization Type”. ~Sysem Dy
Click on the "OK" button to confirm your lfi*te"dﬁd'u"““ﬂ"s :
. v {Report cause of STOP
selection. ) Acimmiednent moryed repestaiay of SHEE236
Number of messages in the diagnostics buffer W
~Clock
Synchronization Synchronization Type Time Interval
Inthe PLC. [s slave =] [Mere =l
Tt WP [one =] [rione =
O the iE: [None: =] [Mere =l
Comection factor: |o— ms
Cancel Help
3. Open the shortcut menu of the CP and pruc ﬂﬂ
select ,,Ob.ect roperties...". Station Edit Insert PLC View Options Window Help |8 x
Ject prop D538 %8 ne b BB W
THOuRZAL -
1 PS5 407 10A =
3 CPU 4105H
Xi i orP
IF1
IF2
Copy Ctrl+C
Paste Chr{
Insert Multi-Contraller Device
E Replace Object...
| AddMaster System

Disconnect Master System

Master System Tsachronous Mode

Insert PROFINET I8 Systen

Disconmect PROFINET 10 System
PROFIMET IO Dormain Management.
PROFINET IO Tapalagy.. .

PREFIMET I Mulki-Contraller Devices, ..
PREFIHET I Isachroneus mode:

4 Specify Moduls, ..

B

4| @ URZALU Dekte oel
GoTo »
Slot i Module  Filter Assigned Modules
! PR IManitorsadify Jg
3 CPUHID. o s
__ Object Praperties... Alt+Return ||
Open Ohject With... Chr|+A(+0
Displays properties of the seler oo » VA
4. Switch to the "Time synchronization" tab. ProperiiesCaE=SIEESY =
Select the "Accept time of day on CP and —
forward" check box. ETTEE
. i ™ Accept time of day on CP
Click on the "OK" button to confirm the 17 el tne o ey on CF end anerd e e
) & Mutomatic " From station " From LAN
setting. - NTP Mode

™| Activate TP tine-of-day sprichronization

I | Time-of-day synchiorization o the ful minute

™ Accepttime of day fiom non-syrchmorized HTR servers
¥ | Forward time of day to station

NP server addiesses (1P sddresses]

add .

Edit.
Delete

Time 2gr7e [lGMT +07.00) Berin, Bem. Brussels, Rome, Stockholm, Vienna =

Update interval [secands)
[Riange of values 160 - B5400]

T

ot |
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3 ES/OS Single Station

Step

Activity

Screenshot

5.

Save the configuration and compile it
using: "Station > Save and
Compile..".

Close the HW Config.
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Entry-ID: 24023824, V8.0, 02/2022

16



© Siemens AG 2022 All rights reserved

3 ES/OS Single Station

Creating a PC station
The PC station is created in the PCS 7 project that represents both the ES and the OS.

Step Activity Screenshot
1. In component view, open the shortcut menu Pomn st BEE
of the project and use "Insert New D226 % B0 sa® 2t <t Fter>
Object > SIMATIC PC station"to add e e
a new PC station. EEE
@ K5 MP_ j cirl+Altto
Cut o
Copy. Chr 4
Paste Gl
e
SIMATIC 400 Station
Multiproject SIMATIC 300 Station
PLC
Access Protection
PCS 7 License Information... SIMATIC 55
Shared Dedarations »
MPL
Plant Hierarchy Y onormus
SIMATIC BATCH » Industrial Ethernet
PTP
Rename
Object Properties. ..
Inserts SIMATIC PC Station at the cursor position. RooisctDoamentation’ v
2. Use the shortcut menu to open the object =loix|
. fthe PC Station File Edit Insert PLC View Options Window Help
properties o : D@2 b &R e %) & [[<he faers
£S K1_MP (Component View) - d:\K1_MP
Configuration
=} L Station(1]
@ KI_MP_Lib Open Object Cirl+AIt+0
Cut Ctrl+x
Copy Ctri+C
Paste. Chrl 4.
Delete Del
PLC »
Access Protection L4
Print. L3
... Alt+Return
Displays properties of the selected object for editing. 4
3. Change the name of the ES PC station to K|
match the name of the local computer on the Generl | Setngs | Corigurson |
network. o [Esver
Select the “Computer name identical to PC S i i 4
station name” checkbox. Storage ocation TP £
of the project -
Author: |
Date created 10/12/2017 02:25:19 PM
Last modified 10/12/2017 02:25:19 PM
Comment =]
-]
Computer name
¥ Computer name identical to PC station name
Computer name: Evg]
Cancel Hep
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3 ES/OS Single Station

Step Activity Screenshot
4, Open the HW Config of the PC station via the =lalx|
Shortcut menu File Edit Insert PLC View Options Window Help
: 0¥+ 4 e d|s %2
£ [Esvet 5
e%_ar};a_riiDec\alanons el e
Faste (b
Delete Dl
Access Protection
SIMATIC BATCH
Rename
Opens selected object. A
5. Insert a "WinCC application” and a network = (D) PC
card of type "CP1623" from the object catalog q GG B, B
(View > Catalog). 3 CP 1623
3
4
3 ||
5
7
3
9
10
11
12 =l
6. Under “Subnet”, choose the plant bus or ]
create it by clicking on the “New..." button. Goneral Porameters |
Assign the corresponding MAC address to i
the CP1623. e
Deselect the "IP protocol is being used" B Prmaso s
checkbox. IP address: [192168.0.1 :_.“‘g‘n":m P
Subnet mask: 255255 255.0
Click on the “OK” button to confirm your & Lee ot
settings. o B
[ — ot networked — New
Properties..
Delste
Cancel Help
Minimal Configuration
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Step Activity Screenshot
7. Open the shortcut menu of the CP1623 and
select "Object properties...". i
3 | Copy Cirl4+C
4 Paste Chrl
5
3 [ Replace Object. ..
7 I add Master System
8 | Discanmect Master System
5 || Masber Syster Isachramous Made
10 | Imsert PROEIMET 10 System
il |l Disconmect PROEIWET I System
12 PROFINET 6 Domain Management. . .
PROFINET IO Topalogy. ..
PROFINET 1o [sochronous mode
Specity Madule, ..
Delete Del
Go To 3
Filker Assigned Modules
Ianitariiadify:
Edit Symbals, ..
Object Propet . Alt+Return
Open Objeck With, .. Chtl a0
Change Access 3
8. Switch to the “Options" tab and select the =]
"Time of day” checkbox. Genee | fasgrment Optns | Degnasics |
Click on the "OK" button to confirm your e
K {me of day;
selection. oY T —
@ Slave ftime receiver)
Send Keepalives for Connections
’7|7 Aetivate (30 seconds] ‘
Settings for TCP prote
’VNDIS IP address ‘
ees |
9. Use the "Station > Save and
compile..." menuitem to save the
configuration and compile it.
Close the HW Config.
Minimal Configuration
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Configuring the PC station
The "Configure PC station" function transfers project configurations to one or more

target stations.

the “Object properties”, the system
displays directly in the component
configurator the target PC to be
configured.

Using the "Display..." button, you can
display the current configuration of the PC
station.

Click on the “Configure...” button.

Step Activity Screenshot
1 Configure the Station Configuration Editor e L e T =]
. R . [ File Edit Insert PLC View Options Window Help =1=1x|
of the ES. To do this, highlight the PC 0 (87| % e ko %)% <o Filr>
station of the ES and then choose O e [t Do o [ Tope
. . = _MP_Fii @l Configuration P station corfig
"PLC > Configure.." in the shortcut e [P
i - : WinCL Appl. WinCC Applicati
menu. | CP 4431
H g %_ s Open Object Ctrl-+Alt+0
| Bt Cirl+X
cori o
Delete Del
Dowrioad s
fccess Protection * ™ Comple and Dannload Obrects. ..
Print » G I
SIMATIC BATCH »
Rename F2
Object Properties... Alt+Return
‘ i
Configures a selectable target computer according to the structure or the selected PC station (initialjreconfigurz 7
2. Under "Accessible computers:” choose the x|
PC that you want to configure. Local network connaction:
I Terminal bus j
NOTE
If you chose the option "PC name identical . _ Wpdate |
. " . Accessible computers:
to PC station name" for the PC station in —

¥ Usze configured computer name

Target computer:

|Esvs1

Dizplay... |

Messages:

Cloze | Help |

Minimal Configuration
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Step Activity Screenshot
3. In the window that appears, you can see Ed|
how the PC station is configured. Station Esval
Click on the "OK" button to confirm this. [ Indes | Name | Tope | Status | Cause =
1 [ WinCCAppl  WinCC Appl.
2 EEPHSB CP 1623
3
4
5 —
E
7
g
9
10
"
12
13 -
4 ;.o

@ The configuration is possible. The configuration can be seen in the list
ahave

Cancel | Help

information dialog.

4, Click on the "OK" button to confirm the

x

If the companent configuration is changed, the entire PC station
%, will be reconfigured and the existing database is lost.
~ This can take several minutes.
Make sure that no communication or diagnostics is active over a
componentin the current configuration,

|

message: "Transfer completed
successfully."

Close the configuration dialog.

5. In the bottom window, you then see the

x

Local network connection:

I Terminal bus j

pdate |

Accessible computers:
ESwE1

¥ Usze configured computer name

Target computer:

[Es5wE1
Configure... | Dizplay... |
Messages:

Configuration running.

ESwET:

Transfer completed successfully.
Configuration completed.

Help |

Minimal Configuration
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Configuring and loading AS-OS communication

In the following section, the connection is configured using NetPro and loaded in

the stations.

Note In the case of a granular station configuration, you must merge the subnets of
the individual sub-projects first.
Step Activity Screenshot
1. Open NetPro. ik NetPro - [K1_MP_Prj (Network) —- D:\Mininimal\— IS [=13
. . . . . 9P Network Edit Insert PLC View Options Window Help == x|
Highlight the WinCC application of the ES LTI T T E R g
and open the shortcut menu. Choose =
"Insert New Connection".
Insert New Connection Cirl-+
Highlight 3
Download to current project 3
Rearrange
PlantBus Object Properties... Alt+Return
Industnal Ethem#
AS1
=T mmmr
mm m ‘m
2
< of
J Inserts a new connection in the connection table. v
2. In the "Connection Partner" window, X
select the CPU of AS. — Connection Partner
Make sure that an “S7 connection" is E@ I the currert project
selected under “Connection”. - =8 KI_MP_Pi
: nAen - E-El AT
Click on the "OK" button to confirm your FECPU 41051
selection. - [Unspeciied]
- All broadzast stations
- Al raulbicast stations
@ I the multiproject; K1_MP
% Ir umknown project
. %
Project: [K1_MP_Frj =
Station: jas1
Module: |CPU 410-5H
— Connection
Tupe: IS? ontEction j
¥ Display properties before inserting
ak. I Apply Cancel | Help |
Minimal Configuration
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connection via the shortcut menu:
"Download to current project >

Selected Stations".
Download the AS in the same way.
Then, close NetPro.

Step Activity Screenshot
3. On the “General" tab under "Connection £
identification”, change the “Local ID:" to a ] ER |
descriptive name like AS1, for example. e et .
Click on the "OK" button to confirm your ,';Eﬂj"‘j_“:”'”:md t 'v“j[;N
entry. T M — [incC Aept
—Connection Path
Logal Partner
CELE R Iélg:J/-ITDEvH
Interface: [cp 1623 x| [cpasz1 prioROsSE |
Subnet. [PlantBus [industrial Ethemet] [PlantBus [industrial Ethemet]
Address [oroczssaEr27 [oe0006 010000
Address Details.
Cancel Hep
4. | save and compile by means of: x|
“Network > Save and Compile..". Comn
" : R ompile
Select "Compile and check everything". & i
. et . * Sverything
Click on the "OK" button to confirm your RS SRR
selection. " Compile changes only
Ok I Cancel Help
5 ngh“ght the ES and download the LF: NetPro - [K1_MP_Prj (Hetwork) -- D:\Mininimal\.\K1\1_MP_MP_\1 | =loix|

98 Network Edit Insert PLC View Options Window Help _l&i x|

Z8 8 S bedddd L Bl

g WinCC || Open Object Col+Alt+0
Appl. 1 R
m Copy cul+C

Delete Del

Selected Stations
Selected and Partner Stations

Reamange

PlantBus Object Properties... Alt+Return
Industrial Ethernet
AS1
B [cPu_oe (ev (e [P ewo
gl [ e

a06H |

x5 !0

4 | o

PCinternallocal. 1 [ 7

| Downloads the selected stations (HW data, connection data, gateway data).

Compiling and loading the user program

Compile the S7 program and download it to the AS.

Compiling the OS project
Compile the OS project in SIMATIC Manager.

Minimal Configuration
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3.3.2 OS configuration
Step Activity Screenshot
1. Open the OS project.

In the open WInCC Explorer, highlight the
OS project and choose “Properties” in the
shortcut menu.

= WinCC Explorer - Dz

| Fle Edit View Tools

=10l x|

Help

B g |ty

..... I Tag Management

..... ;»‘T Alarm Logging
..... J_U Tag Legging
a Report Designer
----- J :E Global Script
Text Library

----- ﬁ., Graphics Designer

5y Text Distributor

‘i'i'i' iser Administrator

5 " Cross-Reference

Redundancy

----- J_|_| User Archive

'—:I Time synchronization
3 Horn
";I.? Picture Tree Manager

o |

Lifebeat Monitoring

17+

----- *,, 05 Project Editor

% EFC

----- P web Navigator

Press F1 for Help.

Minimal Configuration
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Step Activity Screenshot
2 On the “General’ tab under “Type?’, 1I
choose "Single-user project". Operating Hode | User Interface and Design |
Click on the "OK” button to confirm your Generll | UpdaleCycles |  Shotews | Options
selection and the message that the system B T
then displays.
Type: =
Creator: I';’u'inCC-Projed-Manager
Creation date: |12.-"1 6/2014 1:45:22 PM
Changed by: I‘l'\l'inCI:-Projed-Manager
Last change: I‘IE.-"‘I 6/2014 2:23:36 FM
Version: I
GUID: CC_0S_1__14_12_16_13_45_21
Comment: ;I
[
ok | Cancel |
M
@™% A change from a multi-user to a single-user or WinCC dient project
'-\ /.-' will delete all configured dient computers from the computer list.
= Click on <0OK> to perform this change,
or on <CANCEL > to keep the multi-user project.
0K |
3. On the "Options" tab, select the "Allow |
activation on the ES" option. Operaiing Mode | User nterface and Desgn i
NOTE Genersl |  UpdateGyoles |  Shorcuts Options
When using PCS 7 V9.0 and above, the Addtional project options
"Allow activation on the ES" option is
automatically selected and grayed out if
you have not configured a “Path to the e
y [~ Help avaiable in Runtime
target OS computer”.
¥ Color conversion when printing messages
¥ Export text files as Unicode
[~ | tultiuser enghesring Fesources |
C scripts with language setting "Dynamic” in Runtime:
Operating system language for non-Unicode programs j
This option disables the project activation interock on the ES.
oK I Cancel
Minimal Configuration
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Step Activity Screenshot
4. Click on_the "No" button to prevent the Change project type x|
startup list being deleted.
I-'/' = '\'-I The project type was changed.
" Do you want to delete the startup list?
Yes |
5. Open the "Time Synchronization" editor. 21x
~ General Settings
. . . . . " Ok
Select the "Synchronization via System I Use time receive uiliy \—I
BUS (Master, Slave)" CheCkboX. ™ Deactivate time synchronization Cancel |
Under "Access point 17, choose P —
“CP1623(ISO)” and select the "Master” (_T '°h”'2°f' '°”f"'°" e ”;W_a‘;
radiO button. . =g the ime fram & connected WinCL senver
. . " . Uze the time from & specific computer:
Click on the "OK" button to confirm your
selection. Sapstarl | []
Computer, 2 I J
) Let time be set by external (3rd - party) comporents
—Iv Swunchronization via Spstem Bus [Master, Slave)
~Access point 1
[crizasn) =l O s
" Slave
[ Access point
prY—= =] 1 flaster
£ Slaye
™ Display symbolic name of the accass point
— Process contralling messages Project documentation—
¥ Send once Print
Send every _l: minutes M
Setup
6. Close WinCC Explorer.
NOTE
The changes do not take effect until you
have closed and reopened WinCC
Explorer.

Minimal Configuration
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3.3.3 Activating runtime

After the OS project has been closed, open it again and activate runtime.

3.34 Particularities when loading OS project changes

If the OS and ES are operated on a single PC, you do not need to carry out a
loading operation because all the required data is already available. In this case,
you only need to run the "Compile OS" function.

In a similar way to the "Download changes" function, you can run the "Compile changes
function in the Single Station without exiting process mode in the OS.

Minimal Configuration
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4.1 Configuration description

In a server-client structure with only two computers, the ES is used as an OS client
at the same time. Three PCs should be provided in this configuration.

Terminal bus

ES/OS Client

— o5 Senver

Plant bus

PCS 7 configuration
o
File Edit Insert PLC View Options Window Help
D |26 4 Rl dallo %%
¥ K2_MP_MP (Component view) -- D=\ Mininimal\Projects\K2\K2_MP_MP\K2_M_MFH

=B E2_MP_Pi
@ k2_MP_Lib

|»

- @[] winCC Appl 0
=& Esva

@[] WAnCC Appl
=8, 5V

E- [ WinCC appl. —

{:] Shared Declaratio o
- = _'IJ

% K2_MP_MP (Plant View) -- D:\Mininimal\Projects\K2\K2_MP_MP\K2_M_MP

=125l K2_MP_MP K2_MF_Fii
=3 K2_MP_Fyj @ K2 MP Lib

#-{_7] Shared Declaration:

Press F1 to get Help. A

Minimal Configuration
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4.2 Required hardware and software licensing

Hardware

For this configuration, we recommend using the hardware below which you can
order via the Siemens mall. This ensures that the appropriate number of selected
operating systems and SIMATIC PCS 7 system software packages are pre-installed
on the PC stations.

Station Product designation Operating system Plant bus
transition
1 x ES/OS SIMATIC PCS 7 ES/OS IPC847E Windows 10 RJ45
Client BCE Network card
SIMATIC PCS 7 ES/OS IPC847E IE | Windows 10 CP 1623
1 x OS Server | SIMATIC PCS 7 ES/OS IPC847E Windows Server 2019 RJ45
BCE Network card
SIMATIC PCS 7 ES/OS IPC847E IE | Windows Server 2019 CP 1623

Software licensing

The following section lists the software/license packages that you need for the
selected configuration.

Depending on the project size, an OS server can provide up to 12,000 POs with
the corresponding software package. In addition to engineering software, OS client
software must also be installed on the ES.

Component

Software/licence packages

ES/OS client e SIMATIC PCS 7 AS/OS Engineering Software (PO unlimited)
e SIMATIC PCS 7 AS Runtime License
e SIMATIC PCS 7 OS Software Client

OS Server e SIMATIC PCS 7 OS Software Server
e SIMATIC PCS 7 OS Runtime License

Minimal Configuration
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4.3 Step-by-step configuration
Note The following instructions have been drawn up based on Windows 7 and
PCS 7 V9.0.

CP1623 are used as an example of the plant bus transition. Time
synchronization is activated.

The PC stations used in the test setup are called:

e ES/OS client: ESV81
e OS server: SV

43.1 Preparatory activities

Create a project folder on the OS server and share it. This allows the OS data
configured on the engineering station to be transferred to the OS server.

4.3.2 ES configuration

Creating the multiproject

As the basis for the following instructions, all of the PC stations must be physically
networked as shown in the illustration on page 28. Apart from this, you must create
a multiproject on the ES in which the hardware and software of the AS are already
configured.

Then, you start with the following CPU and CP settings.

Minimal Configuration
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AS settings

This example describes a way in which the OS server specifies the master time.

Note More time synchronization options are described in detail in the following

manuals:

e "SIMATIC PCS 7 Operator Station"

https://support.industry.siemens.com/cs/ww/en/view/109805404

e "SIMATIC Process Control System

PCS 7 Time Synchronization"

https://support.industry.siemens.com/cs/ww/en/view/109805436

Step Activity Screenshot
1. Open the HW Config for the AS. [ iw Config - [AS1 (Configuration) —K2_MP_Prj] =101x
. . " . Im] Station Edit Insert PLC View Options Window Help =1=1x]
nghllght th(?' QPU and choose "Object BT ] n?|
properties..." in the shortcut menu. =
[ l0)UR2ALY
H Ps407 104
Fi cPU 4105H
Copy Ctrl+C
Paste Chrl
IF1 L | lisert Mol Contraller Deviee
IF2
X5 PNIOXE Replace Object...
X5FIR Poi T #idd Master System
X8PZR Port 2 [isconmect Master Systen
X8 PR-IO-XE Master System Isachronaus Mode
XBPIR Port 1 Insert PROFINET 16 System
XEPZR Port 2 Disconnect PROFINET 10 Systern
35 HiF CP 443-1 PROFINET 10 Domain Management. .
X1 PO FROFINET 10 Topclogy. .
XTPTR Port 7 PROFINET & Multi-Cantraller Devices, ..
;W 25 (g PROFINET 10 lsachronous mode
= Specify Madule, .
Delete Del
GoTo »
Filter Assigned Modules
Menibar/Madify
Alt+Return lJ
a G Al
————— | Change Access rE
4= | () UR2sLU Assign Asset ID...
Slat Module Product Support Information Ctrl+F2
T FS 407 104 T ik 7
Find Manual Ctrl+Fs
9 CPU 410-5H | e Fo »
T Start Device Tool

Displays properties of the selected object for ediing.

4

2. Switch to the "Diagnostics/Clock" tab.

In the "Clock" section, set "As slave" for
the AS under “Synchronization Type”.
Click on the "OK" button to confirm your
selection.

Properties - CPU 410-5H - (R0/S3)

x|

General | Statup | Cycle/Clock Memory | Retentive Memary | Memory | Intemupts |
Time-of-Day Intemupts | Cyclic Intemupts ~ Diagnostics/Clock | Protection | H Parameters

~ System D
| Extended functions

¥ Report cause of STOF!

I™ Acknowledgmert triggered reporting of SFB33-35

Comection factor: o ms

Number of messages in the diagnastics bufer [E
~Clack
Synchranization Synchrorization Type Time Interval
Inthe PLC. [s slave =] [Mere =l
Tt WP [one =] [rione =
Ori the ME; [None ] [Nere =l

Cancel Help
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Step

Activity

3.

Open the shortcut menu of the CP and
select "Object properties...".

Screenshot

[ Hw Config - [AS1 (Configuration) -- K2_MP_Prj] =]
E“]Stzhon Edit Insert PLC View Options Window Help =13 x|
I T LTS
=
1 PS 407 10A a]

3 iﬂ CPU 410-5H

X7 q oF

IF1

IF2

Copy Ctrl+C
Paste CEr|+4,
Insert Mulk-Controller Device.

= Replace Object...
| AddMaster system

Disconmect Master System

[Master System Isachronous Mode

Insert PROFINET, IO Systerm

Disconnect FROSINET I Systen
PROFINET IO Domain Management. ..
PROFIMET 16 Topologys.,

PROFIMET I Multi-Contraller Devices, ...
BROFINET IO Isachranaus made

Specity [Module... _»l_l

Delete Del

1 —
45| (0 uRzLu

GoTo 3

Slat Module  Filter Assigned Modules
1 PS 407 10

[Manitar)Madify
3 CRU 8107 e 5ol

Switch to the "Time synchronization" tab.
Select the "Accept time of day on CP and
forward" check box.

Click on the "OK" button to confirm the
setting.

X — Object Pr - Alt+Return Ll
Open Ohject With, Chri+Al+0
Displays properties of the sslel| .-z foress r v
x|

Properties - CP 443-1 - (R0/55)

SNMP | Web | Diagnostics
General | Addresses | Optons  Timeof-Day Synchronization | 1P Access Protection
~ SIMATIC Mode
™ Accept time of day on CP

™ Use corected time
station € From LAN

~NTP Mode
™| £ctivate NTF time-of-day synchronization

I | Time:af-day spnehrorization o the full minte
I= | Accept time of day fiom nonssyrchrorized TR servers
I | Forard time of dayito station

HIF server addiesses (IF sddiesses]

Add

Edit
Deleie

Time zone: I:GMT +01:00) Beriin, Bem, Brussels, Rome, Stockholm, Vienna =l

Update interval [seoands)
[Fange of values 10 - B5400]

e

Save the configuration and compile it
using: "Station > Save and
Compile..".

Close the HW Config.

Minimal Configuration
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Setting up the ES PC station

To be able to test the OS project on the ES, create a PC station for the ES using

the WinCC application.

Step Activity Screenshot
1. In component view, open the shortcut =lo/x|
. " File Edit Insert PLC View Options Window Help
menu of Ithe project and use "Insert TEE IO Teveres
New Obj ect > SIMATIC PC @9 K2_MP_MP (Component view) - D:\Mininimal\Projects\K2\K2_MP_MP\K2_M_MP
1 " i [=-{=5] K2_MP_MP A5
station" to add a new PC station. S I oo I
@ K2 MP_Li
Gt il
Copy Ctri+C
Paste: iy
Delete Dzl
SIMATIC 400 Station
SIMATIC 300 Station
PCS 7 License Information. .. SIMATIC 55
Shared Dedlarations GEAS
ot Hierarchy s
SIMATIC BATCH Industrial Ethernet
PTP
Er3 =2 Foundation Fieldbus
Object Properties. .. Alt+Return
57 Program
Preconfigured Station. ..
os
05 (Client)
Shared Dedarations
Batch process cell
Project Documentation
Inserts SIMATIC PC Station at the cursor position. v
2. Use the shortcut menu to open the object JRT=TE
t|es Of the PC stat|on File Edt Insert PLC View Optons Window Help
proper . 027 & @e e %))
@ Ki_MF_Lib Open Object Crl+AIt+0
Cut Cirl+X
Copy ctri+C
Paste. b4
Delete Del
PLC »
Access Protection 13
Print. 13
Rename F2
Displays properties of the selected object for editing. P
3. Change the name of the ES PC station to B
match the name of the local computer on General | Satings | Corfurtn |
the network. Eas [sven
Select the “Computer name identical to R A 3
PC station name” checkbox. Sorge ocon e 3
Author: |
Date created 10/12/2017 02:25:19 PM
Last modified 10/12/2017 02:25:19 PM
Comment: =
I
Computer nam:
W Computer name identical to PC station name
Computer name: ESVa1
Cancel Help

Minimal Configuration

Entry-ID: 24023824, V8.0,

02/2022

33




© Siemens AG 2022 All rights reserved

4 ES/OS Client and OS Server

Step Activity Screenshot
4, Open the HW Config of the PC station via =lalx|
File Edit Insert PLC View Options Window Help
the shortcut menu. D=2 a5 en e %) [ <o Fiar>
¥ K2_MP_MP (Component view) -- D:\Mininimal\Projects\K2\K2_MP_MP\K2_M_MP
== K2_MP_MP
=8P K2_MP_Prj Open Object Crl+Alt+0
A51 T
i CEr{ %
Shared Declarations |7 e
=@ K2_MP_Lib | Pate  ddkr
Delete Del
Access Protection »
SIMATIC BATCH »
Opens selected object. Rename F2 v
5. Insert a "WinCC application” =
(and a network card) of type A GG R, B
“CP1623” 2 CF 1623
from the object catalog (View > Catalog). 3
4
5 |
6
7
8
9
10
11
12 hd|
6. Under “Subnet”, choose the plant bus or ]
create it by clicking on the “New..." button. Gonera Parameters |
Assign the corresponding MAC address to felseiifsEaddess e o0 pokee
the CP1623.
Deselect the "IP protocol is being used"
checkbox. 1P address: Do not uce ot
. “ ” - Bl  Use router
Click on the “OK” button to confirm your e [———
settings. . =
" not networked — New
Properties...
Delete
Cancel Help
7. Open the shortcut menu of the CP1623
and select "Object properties...".
Copy Cirl+C
4 Paste Chrl
5
3 | Replace Object...
7 [ &ddiMaster System
8 | Disconnect Master System
9 | Master System Isochronous Made
10 || Insett PROFINET 10 Systerm
n || Disconnect FROFINET IO System
12 PROFINET [0 Domain Management. .
BROFINET IO Topalagy..
BROFINET [0/ Isochronaus mode
Specity Module, .,
Delete Del
Go To 3
Filker Assigned Modules
Ionitar Madify
Edit: Symbals, ..
Object Pre - Alt+Return
Cpen Objeck With, .. Chrl Al
Change Access 2
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Step Activity Screenshot
8. Switch to the “Options" tab and select the =]
Optionally | "Time of day” checkbox. ESS ERERR [ |
Click on the "OK" button to confirm your s
selection 1 thase e serce]
NOTE & Slave ftime receiver)
You do not need to activate Time of day of ﬁ;fﬁ‘l"ﬁuf ” ‘
the CP 1623 for an ES/OS client
combination, since time synchronization of Fe«msmmvm"“
the OS client is configured via the terminal HDIS Fadrss ‘
bus.
Cancel Help
9. Save and compile using the "Station >
Save and compile.." menu item.
Close the HW Config.
10. In SIMATIC Manager, delete the OS
Optionally | application of the ES PC station, since it is
not needed in our example.
Setting up the OS server PC station
Step Activity Screenshot
1. In component view, open the shortcut =lofx|

menu of the project and use "Insert
New Object > SIMATIC PC
station" to add a new PC station.

File Edit Insert PLC View Options Window Help

O 2267 )% =i a2 %

|[ <o Fiter >

2% K2_MP_MP (Component view) -- D:\Mininimal\Projects\K2\K2_MP_MP\K2_IM_I

451
YBLME  Open Object Ctrl+Alt+0
@ K2 MP_Li
Gt Chris
Copy Chrlic
Faste. ChrlY
Delete Del

SIMATIC 400 Station
SIMATIC 300 Station

Insert New

Multiproject
PLC

Access Protection

SIMATIC 55

PCS 7 License Information. ..

PG/RC
Shared Dedarations 3
Plant Hierarch y M
AL R PROFIBUS
SIMATIC BATCH »  Industrial Ethemet
PTP
Rename F2 Foundatian Fieldbus
Object Properties. . Alt+Retun

57 Program
Preconfigured Station....

0s
05 (Client)

Shared Dedarations

Batch process cell

Project Documentation

Inserts SIMATIC PC Station at the cursor position.
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Step Activity Screenshot
2. Use the shortcut menu to open the object ﬂil
. . %y File Edit Insert PLC View Options Window Help =|F| x
properties of the PC station. D@ |2 ) 56 s %% Teeress
-zl K1_MP Canfiguration
=8P KI_MP_Pri
CoEHE As1
& Esvsl
Open Object Ctrl+alt+0
Cut Ctrl+%
Copy Ctrl+C
Paste Chrl:
Delete Del
PLC 3
Access Protection 3
Print 3
Ri F2
Displays properties of the selected object for editing. v
3. Change the name of the OS server PC x|
station to match the name of the computer Gonerdl | Setinge | Corfguaton |
on the network. Name [sv
Select the “Computer name identical to PC R = =
station name” checkbox. Storage location e £l
of the project: =
Author I
Date created: 10/12/2017 02:25:19 PM
Last modified: 1071272017 02:30:47 PM
Comment =]
=
Computer name
[¥ Computer name identical to PC station name
Computer name: SW
Cancel Help
4. Open the HW Config of the PC station via PRI
T o= e Optors Widon_Help
the shortcut menu. D=8 & & B i | da[= a2 &1 |[ < No Fiter >
{3 K2_MP_MP (Component view) -- D:\Mininimal \Projects\K2\K2_MP_MP\K2_M_MP
[=-{=g] K2_MP_MP
= @ K2 MP_Fij Open Object Ctrl+Alt+0
A1 Cut Chr 4%
ESvE1 Copy. Chrl4C
Shared Declarations | | et
& K2_MP L Delete Dl
Access Protection L4
SIMATIC BATCH 3
Opens selected object. Rename F2 4
5. From the object catalog = (0]
("Vj_.ew_ > Catalog"), insert a "WinCC i WinCC Appl. s
application" and a network card of type 2 CP 1623
"CP1623". 3
4
B 1.
&
7
[
9
10
11
12 d|
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Step Activity Screenshot
6. Under “Subnet”, choose the plant bus or ]
create it by clicking on the “New..." button. General  Poometes |
Assign the corresponding MAC address to felseiifsEaddess e o0 pokee
the CP1623. e
Deselect the "IP protocol is being used” W P e
checkbox . Paftes [0 B G
) . Subnet mask 255.255.255.0 ~u :
Click on the “OK” button to confirm your S
ttin g -
Se gs. Subnet:
" not networked — New
Properties...
Delete
Cancel Help
7. Open the shortcut menu of the CP1623
and select "Object properties...". [ WinCC Appl. B
3 Copy Ctrl+C
4 Paste Chrl
5
3 | Replace Object...
7 [ &ddiMaster System
8 | Disconnect Master System
9 | Master System Isochronous Made
10 || Insett PROFINET 10 Systerm
n || Disconnect FROFINET IO System
12 PROFINET [0 Domain Management. .
BROFINET IO Topalagy..
BROFINET [0/ Isochronaus mode
Specity Module, .,
Delete Del
Go To 3
Filker Assigned Modules
Ionitar Madify
Edit: Symbals, ..
Object Properties... Alt+Return
Cpen Objeck With, .. Chrl Al
Change Access 2
8. Switch to the “Options” tab and select the []
"Time of day” checkbox. e | Asagment. O | Dognescs |
Click on the "OK" button to confirm the s
. iy
settlng. £ Master (time sender]
& Slave fiime receiver)
Send Keepalives for Connection:
(IV Activate (30 seconds) ‘
Settings for TCF prot
’VNDIS IP address ‘
e Help
9. Save and compile using the "Station >
Save and compile.." menu item.
Close the HW Config.
Minimal Configuration
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Step Activity Screenshot
10. In SIMATIC Manager, open the properties x|
dialog of the OS server's OS project. Generel Targel 05 and Standby 05 Computer |
Switch to the "Target OS and Standby OS Path o the Target O Comper
Computer" tab. fi Search .
Under "Standby OS”, choose <none>. St e
Then, click on the "Search..." button. v
Standby 0S
|< none > j
¥ Create/update archive tags
[~ Transfer to extemal archive server
11. Use the drop-down list to navigate to the A
shared project folder of the OS server | 5’1
R File name: | OS_Server.mcp -
(see 4.3.1 Preparatory activities). I 3
Click on the "Save" button.
A
12. In the input field, check the "Path to the x|
Target OS Computer"”. General Target OS and Stancby 05 Compster |
Clear the “Transfer to external archive Path to the Target 05 Computer
server” checkbox if you are not using a SV Profects\05_Server\08_Servermep Search .
Process Historian. S R —
Click on the "OK" button to confirm this. fsv
Standby 0S
|< none > j
R
[~ Transfer to extemal archive server
= o
13. Click on the “Yes” button to confirm the |
information dialog.
After changing the target path or after assigning a standby 05,
r l 4, the online modification capability gets lost.
Additionally, the 05 needs to be newly compiled, the packages for
the dients are to be updated and an entire loading
of all assigned 05 servers needs to be executed.
Do you wish to execute the changes?
Yes Mo |

Minimal Configuration
Entry-ID: 24023824, V8.0, 02/2022

38



© Siemens AG 2022 All rights reserved

4 ES/OS Client and OS Server

Setting up the Client PC station

"Name".

Under "PC name:" enter the name of the
PC on which you intend to operate the
client. In the present configuration, this is
the ES PC.

Click on the "OK" button to confirm your
entry.

General | Settings | Configuration |

Name: Jeu

Project path: K2_MP_Pr\CL jl

Storage location D:\MininimalProjects\K2WK2_MP_MP"K2_M_Prj -

of the project: x

Author: |

Date created. 01/14/2015 03:17:49 PM

Last modified: 01/14/2015 03:24:41 PM

Commert: =1
Computer name

Step Activity Screenshot
1. In component view, open the shortcut o
menu of the project and use "Insert D@85 B e %)% <ot 9%
N ew Ob] e Ct > S IMAT I C PC % K2_MP_MP (Component view) -- D:\Mininimal \Projects\K2\K2_MP_I =10 x|
. = (=8l K2 MP_MP & A51
station" to add a new PC station. COBME g T amo
% gf}‘ cut Cirls
sa G
DElete: el
> SIMATIC 400 Station
» SIMATIC 300 Station
PLC »
% Qther Station
PCS 7 License Information. SIMATIC 55
Shared Dedarations » PeRC
Plant Hierarchy > :l:é:F[EJS
SIMATIC BATCH » Industrial Ethernet
SR = :ndahm Fieldbus
Object Properties.... Alt+Retn
S7 Program
Preconfigured Station
0s
05 (Client)
Shared Dedarations
Batch process cell
Project Documentation
Inserts SIMATIC PC Station at the cursor pasition. A
2. Use the shortcut menu to open the object =10l ]
- - le Edit Insert PLC View Optons Window Help
roperties of the PC station. z
prop D B 4 B de % % [<NoFiter >
[ K2_MP_MP (Component view) - Dz\Mininimal\Proje =] |
=] K2_MP_MP Configuration
=8 K2 MP Py WinCC ppl. Client
Cirl+Alt+0
Cirl+X
Crl+C
(i dhni)
Del
PLC 13
Access Protection 3
Print »
Displays properties of es... Alt+Return P
3. Enter a freely selectable name under x|

[ Computer name idertical to PC station name

Computer name ESVa1

oot | e
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"Station > Save and Compile..".
Close the HW Config.

Step Activity Screenshot
4, Open the HW Config of the OS client's PC =1oix|
station File Edit Insert PLC View Options Window Help
) O 8% | 5% 2R |dale B % o 5 | & |[<Nofie>
(¥ K2_MP_MP (Component view) -- D:\Mininimal\Projec =101 x|
[E-{Ea] K2_MP_MP
=] @ K2_MP_Pij Open Object Ctrl+Alt+0
A1 Ut Gl
g Eévm Gopy. ChrlE
= Paste Ghrly,
{21 Shared Declarations Delete Dl
& K2 MP_Lib
Access Protection
SIMATIC BATCH
Rename F2
Opens selected object. 4
5. From the object catalog (View > Catalog) = (0} PC
insert a WinCC application client.
1 WinCC Appl. Client -
2
3 -
4
5
6
7
i =l
6. Save and compile using menu command:
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Configuring all of the relevant PC stations

The "Configure PC station" transfers project configurations to one or more target stations.

First of all, configure the local Station Configuration Editor of the ES and then the OS

connected to the plant bus.

PC that you want to configure.

NOTE

If you chose the option "PC name identical
to PC station name" for the PC station in
the “Object properties”, the system
displays directly in the component
configurator the target PC to be
configured.

Using the “Display..." button, you can show
the current configuration of the PC station.

Click on the “Configure...” button.

Step Activity Screenshot
1. Configure the Station Configuration Editor
of the ES. To do this, open the shortcut D225 % B e d s %)
menu of the ES and choose “PLC > 5 5_HP_MP (Component view) — D:\Projects\K3\3_MP_MP\3_HP_HP
Confi " = (3l 5_MP_MP Configurstion
ilgure..’. =& 5_MP_Pi [ wincC appl
- B[l Asen P 1623
o E-E L6 P 16232)
H WwnCC Appl. Client
H a-g%
Open Object Crl+Alt+0
‘% 2‘(: cut ctri+x
ey o e
Delets Del
PLC » Download Ctrl+l
R Compile and Download Cbjects...
Rename F2 — I
Object Properties... Alt+Return
2. Under "Accessible computers:” choose the X

Local network, connection:

ITerminaI bus j

Update |

Acceszible computers:

ESWET
)

W Use configured computer name

Target computer:

|ESV81

Dizplay... |

Meszages:

Cloze | Help |
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Step Activity Screenshot
3. In the window that appears, you can see |
how the PC station is configured. Statior: [Esvat
Click on the "OK" button to confirm this Mléﬂe [ Tipe [ status | Caee =
5 1 SWANCC Appl. SWIRCC Appl.
setting. 2 i crig: CP 1623
3
4
5 —
B
7
g
]
10
1
12
13 E
4 | _»l_I
@ The configuration i possible. The configuration can be seen in the list
above
Cancel | Help |
4. Click on the "OK" button to confirm the [information x|
information dialog.
If the companent configuration is changed, the entire PC station
l . will be reconfigured and the existing database is lost.
" This can take several minutes.
Make sure that no communication or diagnostics is active over a
compenent in the current configuration.
cos_|
5. In the bottom window, you then see the x|
message: "Transfer completed -
" Local network. connection:
successfully. [Feminalt o
. . . erminal bus e
Close the configuration dialog.
Accessible computers: &I
E5WaET
S
¥ Use configured computer name
Target computer:
JEsvar
Dizplay... |
Meszages:
Configuration running.
ESWET:
Transfer completed successfully.
Configuration completed.
Cloze | Help |
6. Configure the Station Configuration Editor
of the OS server as shown in steps 1 to 5.
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Configuring and loading AS-OS communication

In the following section, the connections between the PC stations and the AS are
configured in NetPro and loaded in the individual stations.

Note In the case of a granular station configuration, you must merge the subnets of
the individual sub-projects first.
Step Activity Screenshot
1. Open NetPro. B&NetPro - [K2_MP_Prj (Network) -- D:\Mininimal)..\K2 =10l x|
) i . . i B3 Network Edit Insert PLC View Optons Window Help =181 x|
Highlight the WinCC application of the ES ORI N
and open the shortcut menu. Choose ]
"Insert New Connection".
AS1
| IR
m m m ]
2
PlantBus
Industrial Ethernet
ESV81 sv
CP 'WinCC [CP
1823 Appl. 1823
Highlight 3
Download to current project 3
cL Rearrange
= WinG{  Object Properties... Alt+Return
Appl. ]
Client
1| | _’|;|
| Inserts a new connection in the connection table. v
2. In the "Connection Partner" window, X
select the CPU of the AS. B e
Make sure that an “S7 connection" is =-{5] Inthe cument project
selected under “Connection”. =& K2_MP_Pj
: " " 3 =
Click on the "OK" button to confirm your
selection.
- Al broadcast stations
- Al multicast stations
[]--@ I the multiproject: K2_MP_P
@ I unknown project
; ]
Project: |k2_MP_Prj =
Station: jas1
Module: |CPU 410-5H
— Connection
Tupe: IS? cormection d
v Display properties before inserting
] I Apply Cancel | Help |
Minimal Configuration
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Step Activity Screenshot
3. On the “General" tab under "Connection K
identification”, change the “Local ID:" to a ] ER |
d . H |k AS]_ f | r~Local Connection End Point. Connection
eSCflpthe name like , Tor example. [Tl Gatimae dymaisearmesan Local ID:
Click on the "OK" button to confirm your ) g i arie b
. [¥ | Establish an active connection VFD Name:
entries. I Send operating mods messages [incC Aept
1~ Connection Path
Local Partner
CELE R Iélg:J/-ITDEvH
Interface: [cp 1623 x| [cpasz1 prioROsSE |
Subnet. [PlantBus [industrial Ethemet] [PlantBus [industrial Ethemet]
Address [oriEED 1362 [oe00-06-01-00-00
Address Detals..
= Hep
4, Repeat steps 1 to 3 to connect the OS
server to the AS.
When doing this, it is important that the
connections of the ES and the OS server
to the AS have the same name.
5. In the connection table of the AS, change i netPm _[ks_po (etworid SRR =lolx|
Optionally | the local ID for the connection to the ES to R Metwork S It PLC_Yew Optons Wndw_feb =181
a value of greater than 0xc00. %S e dad IS BN -
Plantbus i =
Note . Industrial Ethernet
A connection ID of greater than 0xc00 T T J
prevents the AS from generating
messages in later operation due to starting ESVE1 sV
. A . = WinCC [CP = WinCG [CP
or stopping of OS simulation on the ES. agpl 1628 agpl 1628
=] =]
5l —
‘PartnerD |Parlnar
AS1 i i
| _'ILI
| Ready A
6. |Usethe "Network > Save and x
Compile..." menu item to save the '
configuration and compile it. [icme
Select the "Compile and check everything” ¢ Compile and check everything
option _button and click on the "OK" button " Compile changes only
to confirm your selection.
0K | Cancel Help
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Step

Activity

Screenshot

7.

Select the ES and download the
connections via the shortcut menu:
"Download to current project >

Selected Stations”.

Download the OS server and the AS in the
same way.

Then, close NetPro.

ENetPro - [K2_MP_Prj (Network) -- D:\Mininimal\...\K2\K2_MP_I =10l x|
%2 Network Edit Insert PLC View Options Window Help -2l x|

ER 0 S 20 dm &S (D=l

AS1

CPU__1DP |PN-_IPN-
41054 |

3 EAREE
I [442-1 1

PlantBus
Industrial Ethernet

| lsv |
g Open Object Ctrl+alt+0
copy cri+c
Delete Del
Stations
and Partner Stations
Rearrange .
Object Properties... Atsgetm |
=
== |Aenl
Chent
« ] _>I—I
| Dowrloads the selected stations (W date, connecton data, gateway data). PCinternalk

Compiling and loading the user program

Compile the S7 program and download it to the AS.

Compiling the OS server project
Compile the OS server project in SIMATIC Manager with selected "Generate

server data" checkbox.

Make sure that you make the correct OS assignment to the server in plant view.
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Assigning the server package

Step Activity Screenshot
1. Highlight the OS application of the OS =1] x|
client and choose "Assign OS server..." in Fie _Edt reert PLC Wew Opors Eony GED
the shortcut menu. D 87|/ B8 ds %% >
E=® K2_MP_MP (Component view) - D:\Mininima
1 Esver Open Object Ctrl+Alt+0
B 5y
FH) Shared De cut T
B KZMPLE | COPY Bk
Faste Chrl+Y,
Delete Del
PLC 13
Access Protection 3
Compile Ctrl+8
Display load log. ..
Assign OS server...
Print 3
SIMATIC BATCH 3
bl Rename F2
Server-server and/or server- EleRivaes SRl ity v
2. Select the corresponding OS project and X
click on the "OK" button to confirm your ] e ]
selection. [Akz2_MP_Prj - OS_Server sV
oK I Cancel | Help
IThe WinCC project was opened A
3. Click on the "OK" button to confirm that the
package was loaded successfully.
The procedure was completed without error
INENEEENRRRNNENEENNENERNNNNEEEER
The procedure was completed without error
Error | ‘
Ok Cance]
4
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4.3.3

OS configuration

Activating time synchronization

On the ES, the necessary settings are activated in the OS projects of the OS

server and the OS client.

Step Activity Screenshot
1. Open the OS server project. JST=
File Edit Insert PLC View Options Window Help
O |87 & B dn[o 2% o & [[< o Fiter >
£% K2_MP_MP (Component view) -- D:\Mininimal\Projec =10l x|
e R
g 05 _Serven
(1] Shared Dieclaratior MLl Cirl +Alt+0
g K2 MP_Lib cut ctrlx
Copy crl+c
Raste, (Gt
Delete Del
Insert New Object »
PLC »
Access Protection 3
Compile Ctrl+B
Display compilation log. .
Display load log. .
Generate server data
Assign OS server. ..
Start 0S smulation
Import WinCC objects
Print 3
Plant Hierarchy >
SIMATIC BATCH 3
Rename F2
Object Properties... Alt+Return
Opens selected object. 7
2. Open the "Time Synchronization" editor 21
from the shortcut menu. ~ Geneial Settings
I Use time racsive utility \LI
Select the "Synchronization via System I™ Deactivate time spnchionizatian Cancel |
Bus (Master, Slave)" checkbox.
Under “ACCGSS point 1,, choose — Synchronization via Terminal Bus [Slave)
“CP1 623('80)” and Sel,eCt the "Mastel‘" = Usze the time fram & connected WinCC senver
radiO button ! lze the time fiam & specific computer:
Click on the "OK" button to confirm your Comter ] [
Se|eCti0n. Computer 2 I J
) Lettime be set by external [3rd - party] comporents
NOTE i . i —w Swnchronization via System Bus [Master, Slave]
If you configure station time ~Access point 1
synchronization on a different computer, [Criozaneo) 5] Mt
the access points are not known, which " Slave
means that they are not available in the ) o
drop-down list. To choose the access point e 2 o
nry; H {Monex hd
regardless, select the "Display symbolic = =l £ Slave
name of the access point" checkbox and
then Choose the appropriate access point. ™ Display symbolic name of the accass point
— Process controlling messages————— — Praject documentation—
¥ Send orce ¢I
Send every _l: minutes M
Setup
3. Close the OS server project.
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from the shortcut menu.

Select the "Synchronization via Terminal
Bus (Slave)" checkbox and choose "Use

the time from a connected WinCC server".

Click on the "OK" button to confirm your
selection.

Step Activity Screenshot
4. Open the OS client project. =lojx|
File Edit Insert PLC View Options Window Help
D 87 e | % Ba a2 25 % o= [ <o Fir
£ K2_MP_MP (Component view) — Dz\Mininimal\Proj 1Ol x|
=zl K2_MP_MF
=3P K2_MP_Pi
451
80
= [d WinCC Appl. Clier
o Open Object Ctrl+alt+0
it Ctrl+%
= 1) e G
(23 Shared Ded  FPaste Gl
- K2_MP_Lib Delete Del
PLC »
Access Protection 3
Compile Ctrl+B
Display load log...
Assign OS server...
Print 3
SIMATIC BATCH 3
Rename F2
Object Properties... Alt+Return
4] T
Opens selected object. 4
5. Open the "Time Synchronization” editor

~ General Settings

I Use time racsive utility

™ Deactivate time synchionization Cancel

x|
oK I
=N

¥ Swunchronization via Terminal Bus [Slave)
% Use the time from & connected 'WinCC server

= Use the time from a specific computer:

Computer 1: |

Bl

Camputer 2: |

= Let time be set by external [3rd - party] components

| Gprichronization via Spstem Bus [Master, Slave]

—Access point 1
I j © Master
© Glaye
- Access point
J ) Waster,
-
) Slave

™ Display symbalic name of the access poitt

Praoject docurmentation——

Frint
Previgw
Setup

— Process contralling messages

¥ Send orice

Send every _l: minutes
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Step Activity Screenshot
6. Select the "Server Data" editor 2]
in the WinCC Explorer, and then
select the "Standard Server..." Standard server
command from the shortcut menu. BT e |
Alarms sV
Archives <Mo standard server =
Select the standard server for Pictures <No standard servers
the components "Alarms" and 55M sV
n"ggSM" (Spllt Screen Manager) Tags <Mo standard server>
Text Library <No standard server =
User Archives <No standard server>
Click on the "OK" button to confirm your
selection.
oK. I Cancel Help
A
7. Close the OS client project.

Downloading the OS project to the OS server

After time synchronization is configured on the ES side, download the OS project to

the OS server.

project of the OS server and select the
"PLC > Download" context menu.

File Edit Insert PLC View Options Window Help

Step Activity Screenshot
1. In SIMATIC Manager, highlight the OS -0/

S EEIEEEIEER

|« Mo Fiter >

= [§ WinCC Appl
i Q

¥ K2_MP_MP (Component view) - D:\Mininimal\Projects\K2

=18lx]

Access Protection

{5 Shared Declar,_ OPem OBECE Cirl+Alt+0
@ K2_MP_Lib cut ——
Copy cul+c
Paste ik,
Delete Del
Insert New Object N

Compile

Ctrl+B

Display compilation log....
Display load log...
Generate server data
Assign OS server...
Start 05 simulation
Import WinCC objects

Print.

Plant Hierarchy

SIMATIC BATCH

Rename
Object Properties. .

F2
Alt+Return

Downloads current object to the PLT.
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project is located in the specified folder on
the OS server.

Click on the "OK" button to confirm the
message that is issued.

Step Activity Screenshot
2. For the first OS project download, an entire £
download iS reqUiFEd . Target system: SWSY4Projects\0S_Server\0S_Server.mep
Click on the "OK" button to start .
. —Scope
dOWnload|ng. % Tha entire WinCC project
= Changes &I
™ Start compilation before downloading
The entire ‘WinCC project will be triansferred to the runtime 05
[0]:4 I Cancel | Help
3. After successful downloading, the OS

Download to target system was completed succeszsfully.

Ermar |

< none ¥

Ok Cance
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OS configuration on the OS server
After the first download, check the step instructions below for time synchronization

and correct them if necessary.

Note Normally, all configuration work is carried out on the ES to ensure consistent
data management. This means that no WinCC engineering licenses are needed
on the OSes. However, each time WinCC Explorer is opened, a license-free time
window of two hours is available for WinCC configuration work.

Step Activity Screenshot

1. Open the OS project on the OS server.

2. Open the "Time Synchronization" 2lx

editor from the shortcut menu. ~ Geneial Settings
I Use time receive utility \LI
Check or select the "Synchronization via I Deactivats fime synchronization Cancel |
System Bus (Master, Slave)" checkbox. -
Check or select "CP1623(ISO)" and the _'_:ySCh'Tza“mr‘"aTerm'”‘"‘B”;ff"“;]
"Master" option button under "Access 5 e T 2 e A e
f n ! Lze the time fram & specific computer:
point 1".
Computer 1: I J
Click on the “OK” button to confirm your Fonpaier% [
Settings_ ) Let time be set by external (3rd - party] components
—Iv Sunchronization via System Bus [Master, Slave)
~Access paint 1
[crigzzisn) =] 0 s
" Glave
~Access point
€ faster
<More 4
 Glave
™ Display symbolic name of the accass point
— Process controlling messages————  — Project documentation—
¥ Send once Print
Send every :: minutes ﬂl
= Setup
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4.3.4 Activating runtime

Open the OS project on the OS server and activate runtime.
Then, switch to the ES computer and open the OS client project. Activate runtime there too.

4.3.5 Particularities when loading OS project changes

Loading changes

Before you can carry out OS compiling and downloading to the ES, OS client runtime
must be deactivated and the OS project closed.

Complete download

Before you can carry out OS compiling and downloading from the ES, OS client runtime
and the OS server must be deactivated and the respective OS projects must be closed.
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5.1 Configuration description

During process mode, the pair of Single Stations runs completely in-parallel and
independently from each other. If one of the Single Stations fails, an equivalent,
redundant OS Single Station is always available. The Single Stations monitor each
other during runtime and synchronize the project archives as needed.

For synchronization, the OS Single Stations are connected via a redundant cable. You
can use a network cable on an additional network adapter or a null modem cable on the
COM port as the redundant cable. In the configuration below, a COM cable is used.

Configuration is carried out via the ES.

Hardware configuration

Terminal bus

ES OS Master OS Standby

‘m 0 ‘M ‘“ ” Redundancy ‘m ‘M
—
I I
Plant bus COM-Cable
T AS
g EJ7 1°f | |
-
i
Note You need server packages for the function of the MS clients. If the OS/MS server

is set up as a Single Station, the MS client cannot be used on the ES.
The jump keys in the asset faceplate for hardware configuration and for PDM
function as follows:

- Up to PDM V8.1: On ES only

- PDM V8.2 and higher: On ES and OS clients

- PDM V9.0 and higher: On ES and OS clients, and web clients
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PCS 7 configuration

[ sTMATIC Manager - K3_MP_MP =]

File Edit Insert PLC View Optons Window Help

DB d e ke %]

< No Filte

-

- winCC Appl
o EY 05_Master

- :-_‘?

£ K3_MP_MP (Plant View) - D:\Mininimal

=-{2a] K3 MP_pP
=8P K3_MP_Pi

= [ WinCC Appl. (Stby)
05_Master_SiBy j

Press F1 to get Help.

=100 x]

K3_MP_Pij
i@ K3 MP_Lib
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5.2 Required hardware and software licensing
Hardware
For this configuration, we recommend using the hardware below which you can
order via the Siemens mall. This means that the appropriate number of selected
operating systems and SIMATIC PCS 7 system software packages are pre-installed
on the PC stations.
Station Product designation Operating Plant bus
system transition
1xES SIMATIC PCS 7 ES/OS IPC847E BCE | Windows 10 RJ45
Network card
SIMATIC PCS 7 ES/OS IPCB847E |IE Windows 10 CP 1623
2 x OS Single Station SIMATIC PCS 7 ES/OS IPC847E BCE | Windows 10 RJ45
Network card
SIMATIC PCS 7 ES/OS IPC847E IE Windows 10 CP 1623

Software licensing

The following section lists the software/license packages that you need for the

selected configuration.

Component Softwarel/license packages
ES e SIMATIC PCS 7 AS/OS Engineering Software
(PO unlimited)
e SIMATIC PCS 7 AS Runtime License
OS Single Station Redundant e SIMATIC PCS 7 OS Software Single Station

Redundancy (Single License for 2 installations)

e 2 x SIMATIC PCS 7 OS Runtime License
(max. of 8,500 POs)
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5.3 Step-by-step configuration

Note The following instructions have been drawn up based on Windows 7 and
PCS 7 V9.0.

CP1623 are used as an example of the plant bus transition. Time
synchronization is activated.

The PC stations used in the test setup are called:

e ES: ESV81
e OS server: SVA
e OS server standby: SVB

5.3.1 Preparatory activities

Create a project folder on the OS master and the OS standby and share it. This
makes it possible to transfer the OS data that is configured on the engineering
station to the OS master and the OS standby.

5.3.2 ES configuration

Creating the multiproject

As the basis for the instructions below, all of the PC stations must be physically
networked as shown in the illustration in chapter 5.1. Apart from this, you must
create a multiproject on the ES in which the hardware and software of the AS are
already configured.

Then, you start with the following CPU and CP settings.

AS settings

The analyzability of the process data requires that all of the components of the
process control system work with an identical clock time to be able to assign
messages in the correct time sequence.

The following section describes a way in which the redundant OS Single Stations
specify the master time.

Note More time synchronization options are described in detail in the following
manuals:

e "SIMATIC PCS 7 Operator Station"
https://support.industry.siemens.com/cs/ww/en/view/109805404

e "SIMATIC Process Control System PCS 7 Time Synchronization"
https://support.industry.siemens.com/cs/ww/en/view/109805436
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Step

Activity

1.

Open the HW Config for the AS.

Highlight the CPU and choose "Object
properties..." in the shortcut menu.

Screenshot
Ei Hw Config - [AS1 (Configuration) -- K2_MP_Prj] =[Ol x|
@) staton Edit Insert PLC View Options Window Help - & x|
DEHE RS 0o da Bo 8w
i ) DRZALY
d Ps40710A
Copy cirl+C
Paste (e ER
:; B InsertMuli-Controller Device
X5 PN-IOX5 Replace Object...
X5P1R ([ Pac7 | Addaster System
X5PZR Port 2 Disconmect Master System
X8 PNHOXE IMaster System Isachronous Made
X8F1R Pot 1 Tnsert PROFIMET 10 System
XEPZR Poit 2 Disconnect PROFINET I System
5 i CP 443-1 PROFINET [0 Domain Mansgement.
X1 PO PROFIMET IC Topology.. .
ﬁ "z;g ﬁarf; PROFINET IO Multi-Contraller Devices. ..
5 e FROFINET I Isochronous mods
= Specify Module,
Delete Del
GoTo 3
Filter Assigned Modules
Monitar/Madify:
Edit Syrmbo)
Alt+Retum |8 i
q Open Chject With... Cerl+alE+O
Change Arcess =
:I:l 0] URZALL Assign Asset ID...
Slat Module Product Support Information Ctrl+F2
1 P5 407 104 s 2ikE
Find Manual Ctrl+F6
8 &l cPu #1054 SIWETIE FOM »
T Start Deyice Tool

Displays properties of the selected object Tor E\ﬁng‘

&

Switch to the "Diagnostics/Clock” tab.

In the "Clock" section, set "Synchronization
Type - As slave” for the AS.

Click on the "OK" button to confirm your
selection.

Properties - CPU 410-5H - (R0/53)

General | Statup | Cycle/Clock Memory | Retertive Memory | Memory | Intemupts |
Time-of Day Intemupts | Cyclic Intemupts  Diagnostics/Clock | Protection | H Parameters

x|

-~ System Di
™| Extended functions.
I~ Acknowledgmert trigaered reporting of SFB33-35
Number of messages in the diagnostics buffer Jp200
~Clock
Synchronization Synchronization Type Time Interval
Inthe PLC: [e siave =] [none =
e A [None =] [Nene =l
O the Wl [Mone | [none =l
Comection factor |n— ms
Cancel Help
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Step

Activity

3.

Open the shortcut menu of the CP and
select "Object properties...".

Screenshot

A w Config - [AS1 (Configuration) -- K2_MP_Prj] =] 3]
E“]Slzhon Edit Insert PLC View Options Window Help =18 x|
D@8 %8| 0 da Do 8

1 PS 407 10A =

3 CPU 4105H

X7 ; OP

IF1

IF2

Copy Ctrl+C
Faste (CEr|
Insert: Multi-Gontraller Device

= Replace Chject...
| AddiMaster system

Disconnect Master System

Master System Isochronous Mode

Insert PROFINET 13 System,

Disconneck PROFINET [0 Systen
PROFIMET 13 Donmain Mansgement..
PROFINET 10 Topology, .

PROFINET I Multi-Contraller Devices, .,
PROFINET IO Isachronous mode

Specify Madule, ..

K —
== | (@ uRzeLu

Delete Del

Go To 3

Slat Module  Filter Assigned Modules
1 S 407 100

Manitar Madify
3 CPU S0 g symbol

N

Switch to the "Time synchronization" tab.
Select the "Accept time of day on CP and
forward" check box.

Click on the "OK" button to confirm the
setting.

X — Obj = Alt-+Return Ll
GpEn Ohject With, Chri+Al+0
Displays properties of the seles Change Access s A
x|

Properties - CP 443-1 - (R0/S5)

SNMP | Web | Diagnostics
Genersl | Addresses | Optons  Time<f-Day Synchronization | IP Access Protection
- SIMATIC Mad

™ Accept time of day on CP
- ™ Use copected time
From station € From LAN

~NTP Modk

™| &ectivate NTP time-of-day synchranization

I™| Time:of-day synchronization o the full mintte

I=| Aiccept time of day trom non-synchionized WP servers
¥ Forard time of dapta station

HIF server addresses (IR sddiesses)

Add

Edit
Delete

Time zone: |:GMT +01:00) Beriin, Bem, Brussels, Rome, Stockholm, Vienna =l

Update interval [seoards] 0
[(Renge of values 10 - B5400]

| ber

Save the configuration and compile it
using:

"Station > Save and Compile..".
Close the HW Config.
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Setting up the ES PC station
A PC station is created for the ES using the WinCC application to allow testing of

the OS project on the ES.

Step

Activity

Screenshot

In component view, open the shortcut
menu of the project and use "Insert
New Object > SIMATIC PC
station" to add a new PC station.

SIMATIC Manager - [K3_MP_MP (Component view) - D
(@] File Edit Insert PLC View Optons Window Help

—lojx|
EET

D2 = dl= B -

| < Mo Fiter >

=35 K3 MP_MP AS1
=-Ep TEMIMR  open Object CHri-Al+O
@ K3 MP_LiE
Cut Chrl+z
Copy) Chrl#C
Faste Chrl+.
Delete Del

SIMATIC 400 Station
SIMATIC 300 Station
SIMATIC H Station

Access Protection

PCS 7 License Information...

Shared Dedarations

Plant Hierarchy

PROFIBUS
SIMATIC BATCH »  Industrial Ethernet

PP
Rename =2 Foundation Fieldbus
Object Properties... Alt+Return

S7Program

Preconfigured Station...

0s
05 (Client)

shared Dedarations

Use the shortcut menu to open the object
properties of the PC station.

Batch process cel
Inserts SIMATIC PC Station at the cursor pesition. Project mentaton A
[l SIMATIC Manager - K1_MP =lolx|

File Edt Insert PLC View Optons Window Help

O [B2 e % B i dn]le =]

] < No Fiter >

% K1_MP (Component View) — d:\K1_MP

-2l KI_MP Corfiguration
=85 KI_MP_Pi
51
@ Ki_MP_Lib " Open Object
Cut
Copy
Paste.
Delete

PLC

Access Protection

Print.

Rename
Object Properties...

Ctrl+Alt+0

Ctrl+X.
Ctrl+C
{4

Del

F2
Alt+Return

Change the name of the ES PC station to
match the name of the local computer on
the network.

Select the “Computer name identical to PC
station name” checkbox.

Displays properties of the selected object for editng. 7
Properties - SIMATIC PC Station ll

General | Seftings | Corfiguration |

Hame [Esver

Project path K1_MP_P{\SIMATIC PC Station(

1)

Storage location \KT_MP_Pr
of the project:

(AN

Author: |

Date created 10/12/2017 02:25:19 PM

Last modified 10/12/2017 02:25:19 PM

Comment =
Computer nam

¥ Computer name identical to PC station name

Computer name: ESVa1

Cancel Help
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Step Activity Screenshot
4. Open the HW Config of the ES PC station SIr-'Aﬂc Manager - [K3_MP_MP (Companent vi ﬂil
via the ShOftCUt menu. @] File Edit Insert PLC View Options Window Help — |8l x
Dﬁ‘g?ﬁ|%ﬁ|ﬂﬂ|’?|%:‘- & [[ < No Fiter
= [zl K3 MP_MP i
=P K3_MP_Fy Cirl-+Alt+0
451
&2 Esval ek
B0 Shared Declarstions s
- K3_MP_Lib Faste CLriy,
Delete (f=]
Access Protection L3
SIMATIC BATCH L3
Rename F2
Opens selected object. 4
5. Insert a "WinCC application” and a network
card of typg "CP1623” . H ViinCC Appl. HE
from the object catalog (View > Catalog). 2 CP 1623
3
4
5 1.
6
7
8
3
10
11
12 hd
6. Under “Subnet”, choose the plant bus or ]
create it by clicking on the “New..." button. Generd  Parametes |
Assign the corresponding MAC address to i
the CP1623.
Deselect the "IP protocol is being used”
checkbox. Fasss B Do
ubnet ma:
Click on the “OK” button to confirm your Gll=picy
settings. " e
[ — not networked — Hew.
Properties...
Delete
Cancel Help
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Step Activity Screenshot
7. Open the shortcut menu of the CP1623
and select "Object properties...".
3 I Copy ctrl+C
4 Paste hr]
5
5 | Replace Object...
7 [ addiMaster System
8 | Discanmect Master System
9 || Masber Systenm Isachtonaus Made
10 || Insert PROFINET) 10 Systenm
n || Disconnech FREFINET I System
12 PREFINET 16 Domain Management. . .
FROFINET I Topalogy..
BROFINET 10 Isachronaus mode
Specity Madule. ..
Delete Del
GoTo 3
Filber Assigned Modules
IManitar/Madify:
Edit Symbals, ..
Object Properties... Alt+Return
Open Objeck With, .. Chtl a0
Change Access 3
8. Switch to the “Options” tab and select the ]
"Time of day” checkbox. Gener | Asigrment Optn | Diagosis |
H n n . Time-of-Day Syr
Click on the "OK" button to confirm your ar—r
selection. ] —
% Slave fime receiver)
Send Keepalives for Connection:
’VIV Ativate (20 seconds) ‘
Settings for TCF prof
’VNDIS IP address ‘
Cancel Help
9. Save and compile using menu command:
"Station > Save and Compile..".
Close the HW Config.
10. Delete the OS of the Engineering Station in
Optionally | SIMATIC Manager as it is not needed in
our example.
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Setting up the Master OS PC station

Step

Activity

1.

In component view, open the shortcut
menu of the project and use "Insert
New Object > SIMATIC PC
station" to add a new PC station.

Screenshot
[Z| SIMATIC Manager - [K3_MP_MP (Component view) -- D:\Mini =101 x|
Flle Edit Insert PLC View Options Window Help == x|
D& B0 = e [ =
= {2a] KI_MP_MP A51
- ENN Open Object Ctrl+Alt+0
-6 K3 MP_Lit
Gt Chrl+
Copy Chrl+C
Paste Chrl+4
Delete De

e 14 SIMATIC 400 Station
Multiproject 14 SIMATIC 300 Station
PLC »
Access Protection »
PCS 7 License Information.. SIMATIC 55

PG/PC
Shared Declarations v
) & R MPL

Plant Hierarchy LS
SIMATIC BATCH » Industrial Ethernet
Rename 2 Foundation Ficldbus
Object Properties... Alt+Return

S7Program
Preconfigured Station. ..

0s
05 (Client)

Shared Dedarations

Batch process cel

Project Documentation

Inserts SIMATIC PC Station at the cursor position. A

Use the shortcut menu to open the object
properties of the PC station.

SIMATIC Manager - [K1_MP (Component View) - d:\K1. - o) x|

5] File Edit Insert PLC View Options Window Help - & x|

D@ 2% |5 =8| o % & |[to e >
=) K1_MP Configuration
28 KI_MP_Py
: 451
& Esval
H- YN S|1ATIC PC Station(1
@ KI_MP_Lb Open Object Cirl+Alt+0
Cut Cirl+x
Copy cl+c
Paste Chrl
Delete Del
PLC J
Access Protection 3
Print 3
Rename F2
Displays properties of the selected object for editing. A

Change the name of the OS master PC
station to match the name of the computer
on the network.

Select the “Computer name identical to PC
station name” checkbox.

Properties - SIMATIC PC Station |

General | Settings | Configuration |

Name: [sur
Project path: ‘KLMF,PH\S\MAﬂc PC Station(1) ﬂ
Storage location SK1_MP_Pr -
of the project -
Auithor. |
Date created 10/17/2017 10:28:42 AM
Last modffied 10/17/2017 10:34:59 AM
Comment: =]
Computer name
[¥ Computer name identical to PC station name
Computer name: SVA

Cancel Help

Minimal Configuration
Entry-ID: 24023824, V8.0, 02/2022

62




© Siemens AG 2022 All rights reserved

5 ES, OS Master and OS Standby

Step Activity Screenshot
4. Open the HW Config of the OS master PC : =lolx]|
Station Via the ShOI’tCUt menu. File Edit Insert PLC View Options Window Help == x|
D e 87 a7 % B= it ol = Ba % [
{2l K3_MP_MP B iquration
=8P K3_MP_Pi Open Object  Cirl+Alt+0
o B AST
U Chrl+
oy ChrliC
: Faste ChrlH
@ K3 MP_Lib Delete el
Access Protection 3
SIMATIC BATCH 3
Rename Fz
Opens selected object. S
5. Insert a "WinCC application” and a network
card of type "CP1623” from the object q WG Bopl, B
catalog (View > Catalog). 2 IR [
3
4
5 -
&
7
8
2)
10
11
12 d|
6. Under “Subnet”, choose the plant bus or E
create it by clicking on the “New..." button. Goneral Paromete |
Assign the corresponding MAC address to Rl
the CP1623. e
Deselect the "IP protocol is being used” W (P e T
checkbox. = e B Do
Click on the “OK” button to confirm your Gll=picy
settings. e
Subnet:
— not networked — New...
Propstiss
Delste
Cancel Help
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Step Activity Screenshot
7. Open the shortcut menu of the CP1623
and select "Object properties...". i
3 _: Copy Ctrl+C
4 Paste hr]
5
5 | Replace Object...
7 [ addiMaster System
8 | Discanmect Master System
9 || Masber Systenm Isachtonaus Made
10 || Insert PROFINET) 10 Systenm
n || Disconnech FREFINET I System
12 PREFINET 16 Domain Management. . .
FROFINET I Topalogy..
BROFINET 10 Isachronaus mode
Specity Madule. ..
Delete Del
GoTo 3
Filber Assigned Modules
IManitar/Madify:
Edit Symbals, ..
Object Pro - Alt+Return
Open Objeck With, .. Chtl a0
Change Access 3
8. Switch to the “Options” tab and select the ]
"Time of day” checkbox. Geer | Assgrment. Ot | D |
H n n . Time-of-Day Syr
Click on the "OK" button to confirm your ar—r
selection. ] —
% Slave fime receiver)
Send Keepalives for Connection:
’VIV Ativate (20 seconds) ‘
Settings for TCF prof
’VNDIS IP address ‘
Cancel Help
9. Save and compile using menu command:
"Station > Save and Compile..".
Close the HW Config.
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Setting up the OS standby PC station

Step Activity Screenshot
i 7] SIMATIC Manager - [K3_MP_MP (Component view) — Dz\Mininima =(of x|
1. In component view, open the shortcut i e e e o
menu of the project and use "Insert D2y oo e 2 =
New Object > SIMATIC PC S ] 251
station" to add a new PC station. i e
Copy. ChrlE
Faste Chrl
Delete el
» SIMATIC 400 Station
Multiproject » SIMATIC 300 Station
PLC »
Access Protection »
PCS 7 License Information... SIMATIC S5
PGPC
Shared Dedarations »
MPL
Plant Hierarchy b| Ba=m
SIMATIC BATCH 3 Industrial Ethernet
PTP
sETEE = Foundation Fieldbus
Object Properties. .. Alt+Return
S7Program
Preconfigured Station...
0os
05 (Client)
Shared Dedarations
Batch process cell
Inserts SIMATIC PC Station at the cursor position. Project Documentation i
2. Use the shortcut menu to open the object =1olx|
. . File Edit Insert PLC View Optons Window Help =18 =]
properties of the PC station. D@ B %) 4 &R ko % s
=] KI_MP Configuration
-8 KI_MP_Pi
£51
B Esval
[N 5 [HATIC
LB sy Open Object Ctrl+Alt+0
Q K1_MP_Lib cut Ctrlax
Copy Ctrl+C
Paste Chrl
Delete Del
PLC 3
Access Protection 3
Print. »
Rename F2
Alt+Return
Displays properties of the selected object for editing. v
3. Change the name of the OS standby PC x|

station to match the name of the computer
on the network.

Select the “Computer name identical to PC
station name” checkbox.

General | Settings | Configuration |

Name: Jsve
Project path: ‘KLMF,PH\S\MATlc PC Station(1) ﬂ
Storage location K1_MP_Pr =
of the project =
Author, |
Date created 10/17/2017 10:36:54 AM
Last modified 10/17/2017 10:36:54 AM
Comment: =]
|
Computer name
[¥ Computer name identical to PC station name
Comptter name: SVB

Cancel Help
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Step Activity Screenshot
4. Open the HW Config of the OS standby 1ol x|
PC Statlon Vla the ShOf‘tCUt menu. F\qu Edltn Insert PLC View Options Window HEIE’_ _ == x|
DB s e B {51 |[ < No Fiter
= ) K3_MP_MP e i v
E% K3_MP_Prj ) Cirl+Alt+D
A51 Gt kel
oy (hrlHE
Paste (e
¢ {1 Shared Declarations Delete Del
- K3_MP_Lib
Access Protection »
SIMATIC BATCH »
Rename F2
Opens selected object. v
5. From the object catalog (View > Catalog),
insert a "WinCC application (Stby)" and a q e Aol (St ) -
network card of type "CP1623". 3 CP 1623
3
4
5 -
[
7
8
9
10
11
12 |
6. Under “Subnet”, choose the plant bus or =
create it by clicking on the “New..." button. Generd e |
Assign the corresponding MAC address to st e
the CP1623. HACsdde:
Deselect the "IP protocol is being used” W e e o
checkbox. Patdms.  [EEO @ Dot e
Click on the “OK” button to confirm your - ) U
settings. Sm e
— not networked — New.
Properties...
Delete
Cancel Help
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Step Activity Screenshot
7. Open the shortcut menu of the CP1623
and select "Object properties...". i
3 _: Copy Ctrl+C
4 Paste hr]
5
5 | Replace Object...
7 [ addiMaster System
8 | Discanmect Master System
9 || Masber Systenm Isachtonaus Made
10 || Insert PROFINET) 10 Systenm
n || Disconnech FREFINET I System
12 PREFINET 16 Domain Management. . .
FROFINET I Topalogy..
BROFINET 10 Isachronaus mode
Specity Madule. ..
Delete Del
GoTo 3
Filber Assigned Modules
IManitar/Madify:
Edit Symbals, ..
Object Pro - Alt+Return
Open Objeck With, .. Chtl a0
Change Access 3
8. Switch to the “Options” tab and select the ]
"Time of day” checkbox. Gener | Asigrment Optn | Diagosis |
Click on the "OK" button to confirm the e
) Tine of diyt
settlng. € Master [tme sender]
% Slave fime receiver)
Send Keepalives for Connection:
’VIV Ativate (20 seconds) ‘
Settings for TCF prof
’VNDIS IP address ‘
Cancel Help
9. Save and compile using menu command:
"Station > Save and Compile..".
Close the HW Config.
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Configuring all of the PC stations

The "Configure PC station” function transfers project configurations to one or more
target stations. First, configure the local ES and then all of the operator stations

that are connected to the plant bus.

NOTE

If you chose the option "PC name identical
to PC station name" for the PC station in
the “Object properties”, the system
displays directly in the component
configurator the target PC to be
configured.

Using the “Display..." button, you can show
the current configuration of the PC station.

Click on the “Configure...” button.

Acceszible computers:

Update |

Step Activity Screenshot
1. Configure the Station Configuration Editor | [EEEETEEEEIaE BEZ
of the ES. To do this, select the PC station D@2 4 DR ds %% = HwE
Of the ES and |n the ShOf‘tCUt menu £ K3_MP_MP (Component view) -- D:\Mininimal\Projects\K3\K3_MP_I =10l x|
choose: Donctron
. - CP 1623
"PLC > Configure..". SE A OpmObect oA
{1 Sharet Gy
R
Delete Del
gorricad cul
Access Protection ' nu\e and Download Objects .
3 4 Compare...
SIMATIC BATCH »
Rename F2
Object Properties... Alt+Return
Configures a selectable target computer according to the structure or the selected PC station (initialfreconfiguration) 7
2. Under "Accessible computers:” choose the |
PC that you want to configure. :
Local networl: connection:
ITerminaI bus j

ESE1
SW
SWE

¥ se configured computer name

Target computer:

|Esvs1

Messages:

Dizplay... |

LCloze |

Help |
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Step Activity Screenshot
3. In the window that appears, you can see |
how the PC station is configured. Stafion: sVt
Click on the "OK" button to confirm this Mléﬂe [ Tipe [ status | Caee =
5 1 SWANCC Appl. SWIRCC Appl.
setting. 2 i crig: CP 1623
3
4
5 —
B
7
g
]
10
1
12
13 =
4 | _»l_I
@ The configuration i possible. The configuration can be seen in the list
above
Cancel | Help |
4. Click on the "OK" button to confirm the [information x|
information dialog.
If the companent configuration is changed, the entire PC station
l . will be reconfigured and the existing database is lost.
" This can take several minutes.
Make sure that no communication or diagnostics is active over a
compenent in the current configuration.
cos_|
5. In the bottom window, you then see the x|
message: .
" " Local network, connection:
Transfer completed successfully. | =
. . . Terminal b v
Close the configuration dialog. e
Acceszible computers: &I
ESWE1
S,
SWE
¥ se configured computer name
Target computer:
[EsveEn
Dizplay... |
Meszagesn
Configuration running.
ESWET:
Transfer completed successfully.
Configuration completed.
Cloze | Help |
6. Configure the Station Configuration Editors
of the OS master/standby as shown in
steps 1to 5.
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Configuring and loading AS-OS communication

In the following section, the connections between the PC stations and the AS are
configured in NetPro and loaded in the individual stations.

Note In the case of a granular station configuration, you must merge the subnets of
the individual sub-projects first.

Step Activity Screenshot
1. Open NetPro. e PO
Highlight the WinCC application of the ES UGS LR aals sl Bal (W . =
and open the shortcut menu. Choose
"Insert New Connection". ST cﬂw T e TR
mmm | im
2
PlantBus
Industrial Ethernet
SVB
Highlight »
Download to current project >
Rearrange
Object Properties. Alt+Return
< | _"LI
| Inserts a new connection in the connection table. PCinternal.local.
2. In the "Connection Partner" window, Insert New Connection x|
select the CPU of the AS. - Bty P
Make sure that an “S7 connection" is =1-(8] I the current project
selected under “Connection”. =8 K3_MP_Pi
. . A = AT
In this example, a high-availability S7 DO
connection is configured due to the AS
configuration.
Click on the "OK" button to confirm your &)l broadoast stations
selection. - &l multicast stations
[]--@ Ik the multiproject: K.3_MP_tP
@ I unknown project
; %
Project: |K3_MP_Prj -
Station: |AS1
Madule: |CPU 410-5H
— Cannection
Tupe: IS? connechion j
¥ Dizplay properties before inzerting
ak. I Apply Cancel | Help |
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Note

A connection ID of greater than 0xc00
prevents the AS from generating
messages in later operation due to starting
or stopping of OS simulation on the ES.

Step Activity Screenshot
3. On the “General" tab under "Connection Ed
identification”, change the ==
“Local ID:" to a descriptive name like AS1, [ e oo e
for example. Il st v [rst
H “ » . [¥ | Establish an active connection VFD Name:
Click on the “OK” button to confirm your I Seredopsraing mode messages [T Pogt
settings.
1~ Connection Path
Local Partner
Edfor: [ Iélg:J/-ITDEvH
Interface [cp 1623 x| [cpasz1 prioROsSE |
Subnet: [PlantBus [industrial Ethemet] [PlantBus [industrial Ethemet]
Address [oriEED 1362 [oe00-06-01-00:03
Address Details.
o | |
4, In the connection table of the AS, change i NetPro - [K5_Prj (Netwe =10l
Optlona”y the |0Ca| 1D for the ConneCtlon to the ES to 98 yerwork  Edit Insert PLC View Options Window  Help ==l
a value of greater than 0xc00 S A IR I WAL
’ Plantbus B

Industrial Ethernet

|

ESVB1

= N EEEE .
] |2col. 1823 T

[sva | |svB

WinCC | CF. = IS
=

Apol | 1623 2ppl
{Stby.

CP

1823

2

When doing this, it is important that the
connections of the OS master, OS standby
and of the ES to the AS have the same
name.

After this, use the

""Network > Save and

Compile..." menu item to save the
configurations and compile them.

Select the "Compile and check everything”
option button and click on the "OK" button
to confirm your selection.

o T I il
Local ID Partner I |Partner ﬁl
2 AS1 SVA I WinCC Appl.
3 AS1 SWB / WinCC Appl. (Stby. )
Appl.
4 *
JReady A
5. Also set the connections of the OS master x|
and OS standby to the AS by repeating '
steps 1 to 3. - Compile

¢ Compile and check everything

" Compile changes only

OK I Cancel Help
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Step Activity Screenshot
6. Highlight the ES and download the (Gt 13 cterk) i BEE
R 9B Network Edit Insert PLC View Options Window Help 1= x|
connection use the “PLC > Download S %G me s s BN

to Current Project > Selected
Stations" menu item to download the

connection. i
Download the AS, the OS master, and OS =
i PlantBi
Standby in the same way. \nc‘!aLTstriLliSI Ethemet
Then, close NetPro. I I
g Open c;‘t:]ect | Ctl+At0 ' SVB |
- artee et |
Delete Del o 1]

Selected Stations
Selected and Partner Stations

d to current project

Rearrange

Object Properties... Alt+Retum

1 -
| | 3

| Downloads the selected stations (HW data, connection data, gateway data). [PCinternz
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Master/Standby settings on the ES
Here, you define the master/standby assignment and set the loading paths.

Step Activity Screenshot
1. In SIMATIC Manager, open the properties x
dialog of the OS master PC station. Geners Target 05 and Standby OS Computer |
Switch to the "Target OS and Standby OS Pathtothe Target 05 Computer
Computer" tab. [ Search ..
Select the Standby OS from the drop-down Symboli computername
|iSt. [05 _Master
Select the "Create/update archive tags" Stondby 05
checkbox [05_Master_stBy =l
) . [V Create/updste archive tags
Clear the “Transfer to external archive I Transferto extemal archive sever
server" ChECkbOX |f yOU are not using a If target OS computter is idertical to ES computer:
Process Historian. (S
Click on the "Browse" button.
2. Use the drop-down list to navigate to the
shared project folder of the Master OS
(see 5.3.1 Preparatory activities).
Click on the "Save" button.
3. In the "Path to Target OS Computer” input x|
field, check again the whole project path. General Torget OS and Siandsy O Computer |
Click on the “OK button” to confirm your Pathto the Target O Computer
entry. [\\SVA\Projects\OS_Master\03_Master mcp Search ..
Symbolic computer name
|05,Master
Standby OS
[0S _Master_stey =l
[V Create/update archive tags
[~ Transfer to extemal archive server
i target 05 computeris identical to ES computer
Assign archive server
ot coes
4. Open the properties dialog of the Standby =
OS PC station. "General Target 05 and Master 05 Compute(sl
Switch to the Path to the Target 0 Computer
"Target OS and Mater OS Computers"” tab. I Search
Check whether OS_Master is entered in
the "Master OS" field too.
Click on the "Search..." button to select the M 08
storage path of the OS data. 05 Maser
Note:
In the properties of the master OS. the path to the target 05
computer must be specified as well
5. Use the drop-down list to navigate to the
shared project folder of the Standby OS
(see 5.3.1 Preparatory activities).
Click on the "Save" button.
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Step Activity Screenshot
6. In the input field, check the "Path to the x|
Target OS Computer". Generol  Targel 05 and Master 05 Computers |
Click on the "OK" button to confirm this. Pathtothe Target O Comater
Click on "Yes” to confirm the dialog that is WSVBPropects'0S_Master\0S_Master mcp _ Sech. |
displayed next.
Master OS
05_Master
Note:
Inthe properties of the master O3, the path to the target 05
computer must be speciied as wel
s Caee
Compiling and loading the user program
Compile the S7 program and download it to the AS.
Compiling the OS project
Compile the OS project of the Master OS in SIMATIC Manager.
Make sure that you make the correct OS assignment to the server in plant view.
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5.3.3

OS configuration

Configuring the OS on the engineering station

On the ES, you switch from a multi-user system to a single-user one and make the
settings for redundancy and time synchronization.

Step

Activity

On the ES, open the OS project of the
Master OS.

In the open WiIinCC Explorer, highlight the
OS project and choose “Properties” in the
shortcut menu.

Screenshot
_ioix
J File Edit WView Tools Help
TR = Bl

----- I Tag Management

..... = Alarm Logging

..... 131 Tag Logging

-5 Report Designer
E c .

----- _| vs Global Script

Text Library

..... 5 Text Distributor

----- R '. Cross-Reference

----- Redundancy

----- J_|_| User Archive

' i Horn

[T+ #]

+\ 05 Project Editor

g5 SFC

----- " Web MNavigator

05_Master!|

----- rFl{I Graphics Designer

----- ii'i' User Administrator

..... L] Time synchronization

----- ";E." Picture Tree Manager
L1 Lifebeat Monitoring

----- J _| Component List Editor
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Step Activity Screenshot
2 On the “General” tab under “Type?’, x|
choose "SIngle'user prOjeCt". Operating Mode I User Interface and Design I
Confirm your input and the displayed Genedl | UpdateCycles |  Shomcws | Options
message by clicking on the "OK" button. B T
Note: Tipe: [=
You need server packages for the function Creator: [¥inCC Project-Manager
of the MS clients, i.e. the OS/MS server Creation date: 1271672012 21601 P11
must not be a s_ingle-user projgct. If the Changedby:  [WinCC-Project-Manager
OS/MS server is set up as a single-user astchange:  [T2716/2078 G550
project, the MS client cannot be used on
Version: I
the ES.
GUID: CC_OS_ 5 14 12_16_16_16_40
Comment: ;I
[ |
ok | Cancel |
k. A change from a multi-user to a single-user or WinCC dient project
will delete all configured dient computers from the computer list.
Click on <OK> to perform this change,
or on <CAMCEL > to keep the multi-user project.
o_|
3. Click on the "No" button to prevent the Change project type ]
startup list from being deleted.
i = '\'-I The project type was changed.
! " Do you want to delete the startup list?
Yes
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Step Activity Screenshot
4. Open the "Redundancy” editor. X
General | User Archive |
S
Select the "Default Master" checkbox.
Enter the Standby OS in the "Redundant e
partner server" field. B8 e
Check whether you have selected the Local Compter Settng
desired checkboxes under "Optional Connociion o redurdant patnr via networ adapler
Settings". Yore =
In the dl’Op-down ”St, Select the Connection Connection to redundant partner via sefal inteface {optional): COM1 -
path that is used to connect the Master OS
and the Standby OS "~ Synchronize all data of the outage period
. “ »” . o ronize failures of last |2 onl
Click on the “OK” button to confirm your S e
Settings. Optional Setting:
|¥ Synchronization of Tag Loaging after the partner server comes back orline
¥ Synchronization of Alamm Logging after the partner server comes back online
[¥ Online synchronization for Alamm Logging
¥ Synchronization after disnuption of the process link (Tag Logging + Alam Logging)
[¥ WinCC client switch in case of a process connection error
Enables the synchronization for all specified options and user archives:
[V Activate Redundancy
0K | Concel | Heb |
5. Open the "Time Synchronization" editor. 2ix
~ General Settings
. . . ak.
Select the "Synchronization via System I Use time receive utiiy \—I
Bus (Mastel‘, SIaVe)" CheCkbOX. ™ Deactivate time synchranization Cancel |
Under "Access point 1”, choose Sonchrer st i Termird B 8
"CP1623(|SO)" and Select the "Master" 1 Synchronization via Terminal Bus [Slave]
radiO button = Wse the time from a connected WinCE senver
ClICk on the “OK,, button to Confirm your 1 Use the time from a specific computer:
Settings. Larmputer 1: I J
Lamputer 2 I J
NOTE (= Lettime be set by external [3rd - party] companents
If yOl';l Conflgtljl re SIatlog_:flme ¢ t —I¥ Sunchronization via System Bus [Master, Slave]
synchronization on a different computer, ~ iooess point 1
the access points are not known, which [<CPiezate0l (> = & Master
means that they are not available in the " Slave
drop-down list. To choose the access point
regardless, select the "Display symbolic A —
name of the access point" checkbox and <Mane [~ P
then choose the appropriate access point.
¥ Display spmbolic name of the access point
— Process controling messages Project documentation—
¥ Send once Print I
Send even I _lj Tinutes: ﬂl
Setup I
6. Close the OS project.
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Downloading the OS project to the OS computer

Once redundancy and time synchronization have been configured on the ES,
download the OS project to the Master OS and the Standby OS.

download is required.

Click on the "OK" button to start
downloading.

Step Activity Screenshot
1. In SIMATIC Manager, highlight the Master =loix|
. - o e Edt Incer jew Gptions. Window Heln
OS and choose “PLC -> Download" in 0@ 50| b BE &0 5 % o5
the shortcut menu.
=] K3_MP_MP
@ K3 MP_Pi
& Esval
=3 Sva
£ [§ winCE Appl
H LAY0S Master
. BB sve Open Object Ctrl+Alt+0
- wirtt
gk Cut Cirl+x
{1 Shared D1~ Copy Cul+C
& K3_MP_Lib Paste Chrly
Delete Del
Insert New Object >
PLC
Access Protection 3
Compile ctrl+B
Display compilation log...
Display load log...
Generate server data
Assign OS server...
Start 05 simulation
Impart WinCC objects
Print 3
Plant Hierarchy 3
SIMATIC BATCH »
Rename F2
4 Object Properties. .. Alt+Return
Downloads current object to the PLC. 3
2. For the first OS project download, an entire x|

Target system: \\SVAProjects\0S_Master\OS_Master. mcp

—Scope
' Tha entire \WinCC project

| Changes Details

™ Start compilation before downloading

The entire WinCC project will be transferred to the runtime 05

Ok I Cancel Help
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Step Activity Screenshot
3. After successful downloading, the OS
project is located in the specified folder on
the Master OS Download to target system was completed successfully,
Click on the "OK" button to confirm the
message that is issued.
Errar |
< none
ok I Cancel
4
4. Repeat steps 1 to 3 to download the OS
project to the Standby OS.
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Configuring on the operator station

Generally, we would advise you to check the project settings after the project has

been downloaded to the target systems.

Note Normally, all configuration work is carried out on the ES to ensure consistent

data management. This means that no WinCC engineering licenses are needed
on the OSes. However, each time WinCC Explorer is opened, a license-free time
window of two hours is available for WinCC configuration work.

Step Activity Screenshot
1. Open the OS project on the OS project.
2. Open the "Redundancy" editor. E
. General | User Archive
Check the name of the Master OS in the SMIU -
"Server" field. [vA
Select the "Default Master" checkbox. B =
Redundant partner server:
Also, check whether the name of the o —
¥ _Eowe. |
Standby OS is entered correctly under oo CompterSeting
"Redundant partner server:". Erm e T e
Check whether you have selected the Nene =
desired checkboxes under "Optiona| Connection to redundart partner via serial interface foptional): fcom =]
Settings".
Check whether the connection path that is {° Smetronce 3l dog ofthe ctage peres
used to connect the Master OS and the B el fe ) |
Standby OS is set. Optiona Setig
|# Synchronization of Tag Logging after the partner server comes back online
¥ Synchronization of Alam Logging after the pariner server comes back enline
Click on the “OK” button to confirm your I¥ Oriine synctronizaion for e Logging
setti ngs. ¥ Synchronization after disruption of the process link (Tag Logging + Alam Logging)
¥ WinCC client switch in case of a process connection emor
Enables the synchronization for all specified options and user archives:
[V Activate Redundancy
oK | Cancel Help
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Step Activity Screenshot
3. Open the "Time Synchronization" editor. @ Time Synchrunizaion - [05_Masier.mcp] HE
i~ General Settings
L . oK
Check or select the "Synchronization via I Uss time receive utity \—I
System Bus (Master, Slave)" CheCkbOX. ™ Deactivate time synchronization Cancel |
Under "Access point 17, check or select P —
I|CP1623 |SO " and the "MaSter" radlo PRCAMOnIZENoNn Y3 | ermihal bus ave
button ( ) =) [s= Hie fie o & carmested SREE sewen
’ ) [Us= Hie e o & spesifie campites:

. « " . [Eomputend
Click on the “OK” button to confirm your ! [
settings. Cangia | [

=) et tme be set by evternal [Brd - party] [eampatients
—w Synchronization via System Bus [Master. Slave]
- Access paoint 1
[<cris2ansor ) = © Maste
" Slave
~ Access paint
Torm j ) faster
) Glave
V¥ Display symbolic name of the access point
 Process controlling messages Project documentation—
¥ Send once Print I
Send even I _l: IMiRutes: ﬂl
Setup I
4. If you have made project changes in
WinCC Explorer, close the OS project and
open it again for the settings to take effect.
5. Repeat steps 1 to 4 on the Standby OS EE
with the following modifications for step 2 R =
(redundancy): 3
e The "Default Master" checkbox must ™ Defauk ister
Redundant partner server:
be cleared. o —
e Check whether the name of the oo Conper St
Master OS is entered correctly under S A S S
"Redundant partner server:" and Hone =
change it if necessary. Conmiction to redirdant partner via serl tsiace foptona) |
" Synchronize all data of the outage period.
 Synchronize failures of last |2 days only.
Optional Setting:
|¥ Synchronization of Tag Loaging after the partner server comes back orline
¥ Synchronization of Alamm Logging after the partner server comes back online
[¥ Orline synchronization for Alarm Logging
¥ Synchronization after disnuption of the process link (Tag Logging + Alam Logging)
¥ WinCC client switch in case of @ process connection emor
Enables the synchronization for all specified options and user archives:
[V Activate Redundancy
oK Cancel m
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5.34 Activating runtime

First activate the OS project on the Master OS and then on the Standby OS. Before
activating the second runtime, it is advisable to wait until the boot process of the first
one has completed.

Online synchronization is active immediately.
By contrast, mutual synchronization of archives starts 10 minutes later.
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6
6.1

ES/OS Master and OS Standby

Configuration description

In this configuration with two redundant OS Single Stations, one of the stations is
used at the same time as an ES, which obviates the need for a separate third
station.

In this connection, you must pay attention to the following two criteria. This is why
we generally recommend creating a configuration with a separate ES
(see chapter 5 "ES, OS Master and OS Standby"):

Comparatively low savings potential

The savings potential has been reduced since PCS 7 V8.0 because the OS
runtime license is no longer included with the ES license. This means that, savings
are limited to one computer (hardware and Windows license).

Special considerations when configuring

The configuration differs from that of the PCS 7 Engineering Standard and
represents a kind of workaround.

You cannot use the "WinCC Application" and "WinCC Standby Application” PCS 7
standard tools, since it is not possible to download changes during operation. The
mechanisms controlling the fact that both systems must be in runtime and that
runtime on the ES must be stopped for the download to proceed block one
another.

For this reason, we configure only one OS application, open it on both stations,
and configure mutual redundancy locally in WinCC in each case. To be able to
download to the OS Single Station, runtime on the ES and the OS must be closed
first.

CAUTION  This configuration has been tested with a PCS 7 basic installation including the
Web Option. No statement can be made regarding the functionality with
additional optional packages.

Note The jump keys in the asset faceplates for hardware configuration and for PDM

function as follows:

- Upto PDM V8.1: On ES only
- PDM V8.2 and higher: On ES and Standby OS
- PDM V9.0 and higher: On ES and OS clients, and web clients
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Hardware configuration

Terminal bus

ES/OS Master

0S Standby

—
A

Redundancy ‘H

COM-Cable

Plant bus

EER
G El

AS

1o

PCS 7 configuration

_ SIMATIC Manager - K4_MP_MP

File Edit Insert PLC View Options Window Help

=10 x|

O 896 & B2 sz &% ==

|| < No Fi

- ESVal

ﬂ o

[+ Shared Declarations
-6 K4_MP_Lib

=10l |

=)-{=a] K4_MP_MP
=-EP K4_MP_Fij
- #-{] Shared Declarations
=B Plant
(B AMT1
; - (E] RMTZ
- g% K4_MP_Lib

£% K4_MP_MP (Plant View) -- D:\Mininimal\Pro

=10l x|

(B RMT1
(Bl RMT2

Press F1 to get Help.
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Limitations/Particularities

Due to the untypical configuration of PCS 7 with only one OS, there are differences
in system behavior that must be observed:

CAUTION

The first activated OS takes on the master role.

For an entire download to be performed, runtime must be deactivated and the
OS project closed on both computers. During this time, operator actions and
archiving are not possible.

To download changes, runtime must be stopped on the ES when compiling the
OS. These can then be re-activated to test the modified OS functions. For the
downloading process, runtime must be terminated and the OS Project must be
closed. As a result, it is not possible to take operator actions on the ES
computer during this time.

Depending on the changes that are carried out, if runtime remains active during
OS compilation, subsequent downloading of changes may not be performed
completely and will cause errors. If this happens, only an entire download is
possible.

When runtime is active on the ES computer, the runtime archives are stored in
the multiproject path. At archiving, they are included in the ZIP file, which causes
an increased demand on memory resources as well as longer archiving times
Workaround:

- Deactivate runtime on the ES computer

- Reset the archives in the OS project on the ES computer and close the
entire PCS 7 project

After archiving and re-activating runtime, the archives are synchronized again.
However, it must be noted that more time is needed for synchronization.
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6.2 Required hardware and software licensing

Hardware

For this configuration, we recommend using the hardware below which you can order via
the Siemens mall. This ensures that the appropriate number of selected operating systems
and SIMATIC PCS 7 system software packages are pre-installed on the PC stations.

Station Product designation Operating Plant bus transition
system
1 x ES/OS SIMATIC PCS 7 ES/OS IPC847E BCE | Windows 10 | RJ45

Network card
SIMATIC PCS 7 ES/OS IPC847E |IE Windows 10 CP 1623

1 x OS Single SIMATIC PCS 7 ES/OS IPC847E BCE Windows 10 RJ45
Station Network card

SIMATIC PCS 7 ES/OS IPCB47E IE Windows 10 | CP 1623

Software licensing

The following section lists the software/license packages that you need for the
selected configuration.

Component Software/license packages

ES e SIMATIC PCS 7 AS/OS Engineering Software
(Unlimited POs)

e SIMATIC PCS 7 AS Runtime License

OS Single Station Redundant e SIMATIC PCS 7 OS Software Single Station Redundancy
(Single License for 2 installations)

e 2 XxSIMATIC PCS 7 OS Runtime License
(max. of 2,000 POs)
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6.3

Note

6.3.1

6.3.2

Step-by-step configuration

The following instructions have been drawn up based on Windows 7 and PCS 7
V9.0.

CP1623 are used as an example of the plant bus transition. Time
synchronization is activated additionally.

The PC stations used in the test setup are called:
e ES/OS Master:ESV81
e OS Standby: SV

Preparatory activities
Create a project folder on the Standby OS PC station and share it. This makes it

possible to transfer the OS data that is configured on the engineering station to the
OS master and the OS standby.

ES configuration

Creating the multiproject

As the basis for the instructions below, all of the PC stations must be physically networked
as shown in the illustration in chapter 6.1. Apart from this, you must create a multiproject
on the ES in which the hardware and software of the AS are already configured.

Start with the following CPU and CP settings.

AS settings for time synchronization

Note

The analyzability of the process data requires that all of the components of the
process control system work with an identical clock time to be able to assign
messages in the correct time sequence

The following section describes a way in which the OS Single Station that is
activated first specifies the master time.

More time synchronization options are described in detail in the following
manuals:

e "SIMATIC PCS 7 Operator Station"
https://support.industry.siemens.com/cs/ww/en/view/109805404

e "SIMATIC Process Control System PCS 7 Time Synchronization"
https://support.industry.siemens.com/cs/ww/en/view/109805436
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In the "Clock" section, set "Synchronization
Type - As slave” for the AS.

Click on the "OK" button to confirm this
setting.

Step Activity Screenshot
1. Open the HW Config for the AS. BdHW Config - [AS1 (Configuration) - K2_HP_Prj]. =10l x|
Highliaht the CPU d ch "Obi @ Station Edit Insert PLC View Options Window Help _ |3 x|
| ight the anda choose ect = o ) g
ghlight the ¢ J NEeE § e |%e da DB
properties..." in the =
shortcut menu.
Copy ctl+c
Paste el
IF1 L | et muli-Gontroller Device
IF2
X5 PNICXE Replace Object...
X5P1R Poi 7 Add Master System
X5PZR Port 2 Disconmect Master System
X8 PNIOXE IMaster, System Isochronous Mads:
XBPIR Port T Tnsert PROFIMET 10 System
X8FP2R Poit 2 Disconnect PROFINET G Syster
5 HiF CP 4431 PROFINET IO Domain Management., .
X7 PO PROFIVET 10 Topalogy ..
SN it PROFINET 16 Multi-Controfler Devices. ..
éﬂ 2] £t PROFINET, 10 Isachronous mods
= Specity Module,.,
Delete Del
GoTo 3
Filter Assigned Modules
Meritar{Modify
Edit Symba]
j Alt-+Return ij
a Open Chject With... Cerl a0
—_————————— | Change Access rE
ﬂ:‘ [0 UR24LU Assign Asset ID...
Shat Modle Product Support Information ctl+F2
1 FS 407 108 i B
Find Manual Ctri+Fe
3 EcrPusosd 3
T Start Device Tool
Displays properties of the selected object Tor eam'ng‘ 4
1 " H T " i 3 " 3
2. Switch to the "Diagnostics/Clock" tab. PropertiesCPU A0 SESERESY x|

" Genersl | Statup | Cycle/Clock Memory | Retertive Memory | Memory | intemupts |
Time-of-Day Intemupts | Cycic Intemupts ~ Diagnostics/Clock | Protection | H Parameters

- System Di
= Exterided functions

|¥ Report cause of STOP:

I~ Acknowledgmert-riggered reporting of SFB33-35

MNumber of messages in the diagnostics buffer W
|- Clock
Synchronization Synchronization Type Time Interval
Inthe PLC: [As slave I |
1 the WP [Mone =] [none |
i e biE [None =] [Nere |

Comection factor o ms
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Step

Activity

Screenshot

3.

Open the shortcut menu of the CP and
select "Object properties...".

[ Hw Config - [AS1 (Configuration) -- K2_MP_Prj] 1ol x|
Eﬂ]slzﬁon Edit Insert PLC View Options Window Help _|55|

[ —— =

D28 %5 | me daa Do % e

1 PS 407 10A B
3 CPU 4105H

xi ior

IF1

IF2

Copy ctrl+C
Paste el
Insert Mulki-Controller Device

= Replace Object. ..
| AddiMasterSystem
Disconnect Master System
Master System Isochronous Mods
Insert PROEINET 10 System,
Disconnect PROFINET [0 Systen
FROFINET I Domain Management.,
PROFINET, 16 Topnlogy, ..
PROFINET I Multi-Contraller Devices, ..
PROFINET IS Isochronous mode

Specity Module, .,

N

|
=] @ uRzsLu o -

Slat Module  Filter Assigned Modules
1 PS 407 10

Manitar/Aadify
3 CPU M0 e symbols

Delete Del

Displays properties of the sele:

Ehange Access r

Switch to the "Time synchronization" tab.
Select the "Accept time of day on CP and
forward" check box.

Click on the "OK" button to confirm your
selection.

= Object Prop - Alt+Return =
open Ghjeck With, .. ChrlHAl+E
A
x|

Properties - CP 443-1 - (R0/S5)

SNMP | Web | Diagnostics
Genersl | Addresses | Options  TimeofDay Synchronization | IP Access Protection
- SIMATIC Mod
™ Accept time of day on CP

™ Use coected time
From station " From LAN

~NTP Mod
™| &ectivate NTP time-of-day synchranization
I=| Time-of-day synchionization or the ful minute
I=| Aiccept time of day trom non-synchionized WP servers
¥ Foruard time of day to station

MIF seiver addiesses (IF addiesses);

Add
Edit
Delete

Time zone: |:GMT +01:00) Berin, Bem, Brussels, Rome, Stockholm, Vienna =l

Update interval [secands) 0
[Rznge of values 10 - B5400]

Coat |t

Use the "Station > Save and compile...”
command to save the configuration.

Close the HW Config.
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Setting up the ES PC station
To run the OS project on the ES, a PC station is created for the ES using the

WinCC application.

Step

Activity

In component view, open the shortcut
menu of the project and use "Insert
New Object > SIMATIC PC
station" to add a new PC station.

Screenshot
PRI T= |
File Edit Insert PLC View Options Window Help
D B+ =e e =% [[<e Fiter >
£ K4_MP_MP (Component view) -- D:\Mininimal\Projects\K (=[]
E-{=al K4_MP_MP A51
& B
Open ject Ctrl+Alt+0
Q K4_MP_Lit ok
Cut Ctrl+s
Copy, GhHHE
Paste CErl+Y.
Delete el
SIMATIC 400 Station

SIMATIC 300 Station

PCS 7 License Information... SIMATIC S5
PGPC

Shared Deciarations v

. N h b MPT

ant Hierarchy . .

SIMATIC BATCH » Industrial Ethernet
PTP

Rename = Foundation Fieldbus

Object Properties... Alt+Return
57 Program
Preconfigured Station...
05
05 (clent)
Shared Declarations
Batch pracess cell
Project Documentation

Inserts SIMATIC PC Station at the cursor position.

A

Use the shortcut menu to open the object
properties of the PC station.

=Ioix|

File Edit Insert PLC View Optons Window Help

O B & B e[ o 25 %[>

|] < Mo Fiter >

£ K1_MP (Component View) -- d:\K1_MP

Configuration

" Open Object Ctl+Alt+0

cut colex

Capy co4c

Paste 4

Delete Del

PLC v
Access Protection »

Ceet v

Rename F2

. Alt+Return

Displays properties of the selected bject for editing.

Change the name of the ES PC station to
match the name of the local computer on
the network.

Select the “Computer name identical to PC
station name” checkbox.

Properties - SIMATIC PC Station x|

Generdl | Setings | Cortiguration |

Name: [Esvet

Project path: ‘m,MP,Pq\stAﬂc PC Station(T) ﬂ

Storage location NKT_MP_Pr =

of the project: =

Author |

Date created: 10/12/2017 12:25:19 PM

Last modffied: 10/12/2017 12:25:19 PM

Commert: =]
Computer name

¥ Computer name idertical to PC station name

Computer name: ESVa1

e | bop
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Step Activity Screenshot
4. Open the HW Config of the ES PC station 15|
. the Shortcut menu File Edit Insert PLC View Options Window Help
via : D24 % 2R dn|o 2% (&) |[< o Fiter >
¥ K4_MP_MP (Component view) - D:\Mininimal\Projects =1
= {28l K4_MP_MP :1@@@
= 8P K4_MP_Fij Open Object Cirl+AlE+0
£51 _—_—
g ESvE1 el Chrl
@] Shared Declarations Copy) ChriH-C
@ K4_MP_Lib PBaste kel
Delete; el
Access Protection »
SIMATIC BATCH »
Rename F2
Opens selected object. 4
5. Insert a "WinCC application” & (0) PC
(and a network card) of type A GG R, B
“CP1623” from the object catalog (View > 2 CP 1623
Catalog). 3
4
5 .
6
7
8
9
10
11
12 hd|
6. Under “Subnet”, choose the plant bus or ]
create it by clicking on the “New..." button. Gonera Parameters |
Assign the corresponding MAC address to i
the CP1623. e
Deselect the "IP protocol is being used” W P (i e
IP address: [1s216801 ‘j“‘ _
ch.eckbox. . T = @ s
Click on the “OK” button to confirm your O L outey
settings. _ e
Subnet
— ot networked — New
Properties...
Delete
== Heo
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Step Activity Screenshot
7. Open the shortcut menu of the CP1623 +* (0)PC
and select "Object properties...".
4 WinCC Appl.
Copy Ctrl+C
Paste ChrlY
Replace Object. ..
Add Master System
Discommeck Master System
[Master System sochronous Mods
Imsert PROEIMET I System
Disconmeck PROFIMET IS System
PROEIMET L& Darnain Managerment, ..
FROFIMET I Topalogy ..
PROFIMET I Isochironous mode:
Specity Module, .,
Delete Del
Go To 3
Filter Assigned Modules
MonitorModify:
Edit: Symbols,
Object Prope! . Alt+Return
Open Objeck With, .. Chr| - AlE+-Or
Change Access 3
8. Switch to the “Options" tab and select the =]
"Time of day” checkbox. Gonera | Asigrment Opton | Diagrosis |
Click on the "OK" button to confirm your st
selection. £ st e sercl]
& Slave time recsiver)
Send Keepalives for Connection
’VIV Afivate (30 secands] ‘
Settings for TCP prot
IVNDIS IP address ‘
Cancel Help
9. Use the "Station > Save and
compile..." menuitem to save the
configuration and compile it.
Close the HW Config.
10. Delete the OS of the PC station of the ES
Optionally | in SIMATIC Manager as it is not needed in
our example.
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Setting up the OS standby PC station

Step

Activity

Screenshot

1.

In component view, open the shortcut
menu of the project and use "Insert

I

File Edit Insert PLC View Options Window Help

O |86 & B da|o 2] % =

New Object > SIMATIC PC £ K4_MP_MP (Component view) -- D:\Mininimal\Projects\K: _ (o x|
station" to add a new PC station. Bl KA MPMD ff 457
Bp Open Object Col+Alt+0
@ K4 MP_Lit
Cut: Chrl+2
Copy G4
Paste Chrl+y.
Delete Del
Insert New Object SIMATIC 400 Station
Multiproject » SIMATIC 300 Station
PLC » SIMATIC H Station
Access Protection » e -
PCS 7 License Information... SIMATIC 55
PG/FC
Shared Dedarations »
MPL
Plant Hierarchy » =
SIMATIC BATCH » Industrial Ethernet
PTP
ETEE = Foundation Fieldbus
Object Properties... Alt+Return
57 Program
Preconfigured Station. ..
os
05 (Client)
Shared Dedarations
Batch process call
Project Documentation
Inserts SIMATIC PC Station at the cursor position. G
2. Use the shortcut menu to open the object [Ef| STMATIC Manager - [K1_MP (Component View) -~ E\KE =loi=|
. . File Edit Insert PLC View Options Window Help = =1
roperties of the PC station. = : _
prop D@ 8 e & R o 2 % &1 <o Fter »
B (3] K1_MP Configuration
= K1_MP_Prj

5

Open Object Cirl+alt+0
Cut Ctrl+X

Copy Ctrl+C

Paste (Chrl+4

Delete Del

PLC 3
Access Protection ]
Print 3
Rename F2

Displays properties of the selected abject for editing. 7

Change the name of the OS server PC
station to match the name of the computer
on the network.

Select the “Computer name identical to PC
station name” checkbox.

Properties - SIMATIC PC Station x|

Gereral | Settings | Configuration |

HName: [sv

Project path ‘KLMPJrj\ESVM ﬂ
Storage location AKT_MP_Pr =
of the project: -
Author I

Date created: 10/12/2017 02:25:19 PM

Last modified: 10/12/2017 02:30:47 PM

Comment =]

Computer niame
[¥ Computer name identical to PC station name

Computer name: SV

Cancel Help
[E= T
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create it by clicking on the “New..." button.
Assign the corresponding MAC address to
the CP1623.

Deselect the “IP protocol is being used”
checkbox.

Click on the “OK” button to confirm your
settings.

General  Parameters |
¥ SetMAC address / use |50 protocal

MAC address:

I~ IP protocol is being used

Step Activity Screenshot
4, Open the HW Config of the OS standby IT=IES
PC Statlon Vla the ShOfTCUt menu File Edit Insert PLC View Options Window Help _ _
D B = ke & (] |[ < Mo Fiter
(£ K4_MP_MP (Component view) -- D:\Mininimal\Pro =100 x|
B8] KA_MP_MP
g ‘% K4_MP_Prj Open Object Cirl+Alt+0
' 22\1#31 Ut (ar] %
B ey Copy Chrl+E
¢ B Shared Declarations Pusts i
@ K4 MP_Lib Delete Del
Access Protection »
SIMATIC BATCH »
Rename F2
Opens selected object. A
5. From the object catalog (View >
Catalog) insert a "WIinCC application (not H WinCC Appl. -
a WinCC Application Sthy!)" and a network 2 CP 1623
card of type "CP1623". 3
4
5 -
&
7
8
9
10
11
12 =l
6. Under “Subnet”, choose the plant bus or =]

IP address: 1726102
- I %) Do ot use outer
Subnet mask: 255.255.255.0
) Wse router
Address:
Subnet:

Gatewsy

— ot networked — New
Properies...
Delete

Cancel Help
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dialog of the Standby OS.
Switch to the "Target OS and Standby OS
Computer" tab.

Select the "Create/update archive tags"
checkbox and clear the “Transfer to
external archive server” checkbox.

Click on the "Search..." button.

Genersl  Target OS and Standby 05 Computer |

Path to the Target OS Computer

Step Activity Screenshot
7. Open the shortcut menu of the CP1623 =)0 PC
and select "Object properties...".
3 | Copy Cirl+C
4 Paste ey
5
6 Replace Cbject. ..
7 Add Master System
2 Disconnect Master System
5 [Master System [sochronous Mode
10 Insert PROFINET L0 Systerm
il Disconnect FREFINET 10 System
12 FROFINET 1 Domain Management. .,
FROFIMET 0 Topalogys ..
PROFINET IC Isachironous mode
Specity Module, ..
Delete Del
Go To 3
Filker Assigned Modules
IMonitarMadify
Edit Symbals, ..
Object Properties... Alt+Return
Open Object With, .. LR
Chiange Access 3
8. Switch to the “Options" tab and select the B
"Time of day” checkbox. General | signmert Opton | Dagrosis |
. " " " Time:of-Day Syr
Click on the "OK" button to confirm the s
setting. [ —
& Slave fime receiver)
Send Keepalives for Connection:
’VIV Ativate (30 secands) ‘
Settings for TCP prot
’7NDI5IP gddress ‘
Cancel Help
9. Save and compile using the "Station >
Save and compile.." command.
Close the HW Config.
10. In SIMATIC Manager, open the properties x|

Symbolic computer name
[os_stby

Standby-05

[<none » =l
[V Create/update archive tags

I~ Transferto extemal archive server

ff tanget OS computer is identical to ES computer:

Assign archive server
0K Apply Cancel
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information dialog.

Step Activity Screenshot
11. Use the drop-down list to navigate to the
. = Network « SV ~ Projects ~ - earch Proje )
shared project folder of the Standby OS ) (1 b o ke | B B
(see 6.3.1 Preparatory activities). o [ j
Click on the "Save" button.
i
12. In the "Path to Target OS Computer” input x|
field, check again the whole project path. Generl| Target 05 and Sanchy 05 Computer |
Click on the "OK" button to confirm this. Path o the Target O Comper
[\\SV\Projects\05'05 mep Search ..
Symbolic comptter name
J05_Stby
Standby OS5
I:nune > j
[¥ Create/update archive tags
[~ Transferto extemal archive server
I target OS5 computer is identical to ES computer:
Assign archive server
cos
13. Click on the “Yes” button to confirm the |

After changing the target path or after assigning a standby 0S,
l % the online modification capability gets lost.

Additionally, the 05 needs to be newly compiled, the packages for
the dients are to be updated and an entire loading
of all assigned OS5 servers needs to be executed.

Do you wish to execute the changes?
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Configuring the PC stations

The "Configure PC station" transfers project configurations to one or more
target stations. First configure the local Station Configuration Editor of the ES and
then all the other PC stations connected to the plant bus.

Step Activity Screenshot
1. Execute the Station Configuration Editor of EIE
. . ile it Inserf iew Options Window Help
the ES. To QO this, select the PC station of D=2 & B o @ 5] o o 2 hories
the ES and N the Shortcut menu Choose: ¥ K4_MP_MP (Component view) -- D:\Mininimal\Projects}K: =lolx|
" : " -] KA_MP_MP Object name Symbalic name Type
PLC > Confi gure..”. 1 &P Ka_MP_Pi E"]::nnhguratmn F'Epslahnn
o A EWWEEADD\ Wi Api
Crlsaltio L
Cirl4x
Ctri4C
Chr|
Del
ourioad crist
N Confiaure... Cirl4K
ET=lFlt=ii ) i Do OB
Print » e I
SIMATIC BATCH »
Rename F2
Object Properties... Alt+Return
2
Configures a selectable target computer according to the structure or the selected PC station (initial/reconfig ./
2. Under "Accessible computers:” choose the x|

PC that you want to configure.

Note

If you chose the "PC name identical to PC
station name" option for the PC station in
the “Object properties”, the system displays
directly in the component configurator the
target PC to be configured.

Using the "Display..." button, you can
display the current configuration of the PC
station.

Click on the “Configure...” button.

Local network connection:

I Terminal bus j

Wpdate |

Acceszible computers:

ESWE
S

V¥ Use configured computer name

Target computer:

|ESV81

Dizplay... |

Meszages:

Cloze | Help |
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of the Standby OS as shown in steps 1 to 5.

Step Activity Screenshot
3. In the window that appears, you can see X
how the PC station is configured. Staton Fse
Click on the "OK" button to confirm this [ ircker | Name | Type [ Status | Cause o
tt 1 B WinCC &ppl WinCLC &ppli
setling. 2 f criez CP 1623
3
4
5 |
]
7
8
9
10
1
12
13 =
€ sl
@ The configuration iz possible. The configuration can be seen in the list
above.
Cancel Help
4, Click on “OK” to confirm the information finformation X
dialog.
If the companent configuration is changed, the entire PC station
l . will be reconfigured and the existing database is lost.
~ This can take several minutes.,
Make sure that no communication or diagnostics is active over a
compenent in the current configuration.
s _|
5. In the bottom window, you then see the x|
message: -
" " Local network, connection:
Transfer completed successfully”. [Feminait =
. . . erminal bus e
Close the configuration dialog.
Acceszible computers: &I
ESwE
S
v Uze configured computer name
Target computer:
JEsvan
Dizplay... |
Meszages:
Configuration running.
ESWET:
Transfer completed successfully.
Configuration completed,
Cloze | Help |
6. Configure the Station Configuration Editor
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Configuring and loading AS-OS communication

In the following section, the connections between the PC stations and the AS are
configured in NetPro and loaded in the individual stations.

Note In the case of a granular station configuration, you must merge the subnets of
the individual sub-projects first.
Step Activity Screenshot
1. Open NetPro. P T=TE
) K ) ) i Network Edit Insert PLC View Options Window Help
Highlight the WinCC application of the ES A T
and Open the ShOrtCUt menu. i3 K4_MP_prj (Network) -- D:\Mininimal\...\K4\K4_MP_MP\K4_| =0l x|
1 =
Select "Insert New Connection"”.
AS1
i | R
‘" m m ‘m
2
PlantBus
Industrial Ethernet
SV
Download to current project 3 fo
Rearrange
| Inserts anew cor  Object Properties... Alt+Return [FCintemz
2. In the "Connection Partner" window, X
select the CPU of the AS. Bl e
Make sure that an “S7 connection" is =-{] In'the current project
selected under “Connection”. -39 K4_MP_Fi
E.
- Al broadcast stations
- Al multicast stations
[]--@ I the multiproject: K4_MP_P
% I unknown project
: %
Project: [K4_MP_Frj =
Station: jas1
Module: |CPU 410-5H
— Connection
Tvpe: IS? conrection j
¥ Display properties before inserting
ak. I Apply Cancel | Help |
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Step Activity Screenshot
3. On the “General" tab under "Connection ]
identification”, change =
the “Local ID:" to a descriptive name like [ e e e
AS1, for example. ™ Canlisred 2t e T
. & » . [ Establish 2 active connection VFD Name:
Click on the “OK” button to confirm your I G ore] apseing made mossages e Pest
settings.
r~Connection Path
Logal Partner
End Fort I?\r‘!fgé/ﬂpp\ Iéglf‘mw
Interface: |cp 1623 | [cp 4231 PrioRO/SE) |
Subnet: [PlantBus [industrial Ethemet] [PlantBus [Industrial Ethemet]
Address [oroc2s5aEr2T Joe-00-06-01-00-00
Address Details.
Carcel Help

4, Also create a connection between the x|

Standby OS and the AS by repeating steps

1to 3. (- Compile
When doing this, it is important that the (" Compile and check everything
connection has the same name as the (' Cotmole changes ool

connection of the ES to the AS.
After this, use the ""Network > Save

and Compile..." menu item to save the |—|0K Cna Help
configuration and compile it.

Select the "Compile and check everything"
option button and click on the "OK" button
to confirm your selection.

5. Select the ES and download the L 1 1 R DRI Y
connections via the shortcut menu: AR AT I WAL

"Download to current project >
[oviana |
Ctrl+Alt+0

Selected Stations". 8
Download the Standby OS and the AS in
the same Way PlantBus

Then’ Close Netpro_ Industrial Ethemnet, e

ctrisc

E tations
Selected and Partner Stations

Alt4Retun

Compiling and loading the user program
Compile the S7 program and download it to the AS.

Compiling the OS project
Compile the OS project of the Standby OS in SIMATIC Manager.
Make sure that you make the correct OS assignment to the server in plant view.
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6.3.3

OS configuration

Configuring the OS on the engineering station

On the ES, you must still switch from a multi-user system to a single-user one and
make the settings for redundancy and time synchronization.

Note In this particular configuration, it is necessary to complete the redundancy
settings in WinCC Explorer of the Standby OS after the entire download
completes.

Step Activity Screenshot

1. Open the OS project of the Standby OS in

the ES.

In the open WInCC Explorer, highlight the
OS project and choose “Properties” in the
shortcut menu.

=18lx]

| File  Edit

View Tools Help

5 &

FEREER (SRR S

----- W1 Tag Management

----- P\ Graphics Designer
----- ¥ Alarm Logging

----- J_U Tag Logging

o5k Report Designer
----- J :B Global Script

----- Text Library

----- E ?=_', Text Distributor

----- ﬂ} User Administrator
3 CrossReference
----- Redundancy

..... J_U User Archive

----- '—] Time synchronization

----- "?:I' Picture Tree Manager
L1 Lifebeat Monitoring
%R, 05 Project Editor

----- J _| Component List Editor

g5 SFC

----- P web Navigator

Press F1 for Help. 4
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Step Activity Screenshot
2. On the "General” tab under “Type:”, =]
choose "Single-User Project” from the Operating Hode | User Interface and Design |
drop'dOWn list. General | Update Cycles I Shortcuts I Options
General data of the cument project.
Type: j
Creator: I";".l'inCC-PrDjec:I-I'v'Ianager
Creation date: |12.-" /2014 10:36:19 AM
Changed by: IWinCC-ijed-Manager
Last change: I‘IE.-"‘I 5/2014 1:01:09 FM
Version: I
GUID: CC_0S_5_ 14 12_17_10_36_18
Comment: =]
El
oK | Cancel |
Confirm your settings and the displayed x
message by clicking on the "OK" button.
A change from a multi-user to a single-user or WinCC dient project
' will delete all configured dient computers from the computer list.
Click on <OK> to perform this change,
or on <CAMCEL > to keep the multi-user project.
x|
3. Activate OS project option "Allow activation X
on ES" from the "Options™ tab. This Operating Hode | User Interface and Design i
setting allows runtime to be activated in the General |  UpdateCycles |  Shorcuts Options
ES Additional project options
Then click on the "OK" button.
¥ Allow activation on ES
¥ Color conversion when printing messages
¥ Export text files as Unicode
[~ | tultiuser enginesring Fesources |
C scripts with language setting "Dynamic” in Runtime:
Operating system language for non-Unicode programs j
This option allows you to access the Online Help in rurtime.
oK I Cancel
Minimal Configuration
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startup list from being deleted.

Confirm the displayed message by clicking

Step Activity Screenshot
4. Click on the "No" button to prevent the x|

% The project type was changed.

Select the "Activate Redundancy"
checkbox.

If necessary, adapt the redundancy

your requirements.

and the Standby OS.

on "OK™. " Do you want to delete the startup list?
Yes
5. Open the "Redundancy" editor. el

Select the "Default Master" checkbox.
properties in "Optional Settings" to meet

In the drop-down list, select the connection
path that is used to connect the Master OS

General | User Archive |

Server:

[¥ Default Master

Redundart parirer server:

Browse
Local Computer Setting:
Connection to redundant partner via network adapter.
None =
Connection to redundant partner via serialinterface (optional). CoMT -

' Synchranize all data of the outage period.

& Synchranize failres of last |2 days only.

Optional Setting:

¥ Synchronization of Tag Logging after the partner server comes back online

[V Synchrenization of Alamm Logging after the partner server comes back online

[¥ Online synchronization for Alam Logging

[¥ Synchronization after disnuption of the process link (Tag Loaging + Alam Logging)
[¥ WinCC client switch in case of a process connection emor

Enables the synchronization for all specfied options and user archives
¥ Activate Redundancy

oK | cancel | Hep |

selected.

partner from the network.

settings.

6. To complete the redundancy settings for
the ES, the partner server must be still

To do this, click on the "Search ..." button
and select the Standby OS as a redundant

Click on the “OK” button to confirm your

Select redundancy partner x|

Q‘! MNetwork
M cLso
M csasv2

M ESVE1

/M&| KH1E1359D

M 5v15
g

oK I Cancel
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Step Activity Screenshot
7. Double check all of the options before e
clicking on the "OK" button to confirm the |
redundancy settings. =5
[V Default Master
Redundart partner server:
SV Browse
Local Computer Setting
Connection to redundant partner via network adapter.
None =l
Connection to redundant partner via serial interface {optional) COM1 -~
" Synchronize all data of the outage period.
% Synchronize failures of last |2 days only.
Optional Setting:
¥ Synchronization of Tag Logging after the partner server comes back online
¥ Synchronization of Alamm Logging after the partner server comes back online
[¥ Online synchronization for Alam Logging
¥ Synchronization after disnuption of the process link (Tag Logging + Alam Logging)
¥ WinCC client switch in case of 2 process connection emor
Enables the synchronization for all specified options and user archives
¥ Activate Redundancy
0K | cencel | e |
8. Click on the “OK” button to acknowledge x|
the message.
9. Open the "Time Synchronization" editor. @ Time Synchronization - [0S_Stby.mep]
Here, select the "Synchronization via | General Setlings
System Bus (Master, Slave)" checkbox. [~ Uss time receive utity
Under “ACCGSS pOint 1 ”, Choose ™ Deactivate time synchronization Cancel |
"CP1623(1SO)" and select the "Master"
radio bUtton. — Senchronization via Termingl Buz [Slave] —————————————————————
C||Ck on the uOKu button to Confi m yOUr ! Use the time from a connected WinCT server
Settings =) Wse the time from a specific: computer:
Larmputer 1: I J
NOTE Lomputer 2 I J
|f yOU Configure Station tlme (= Let time be st by external (3rd - party] companerts
Sg,nChronlzatlo.n ona dlﬁeLent Comp#tehr’ —I¥ Spnchronization via System Bus [Master, Slave] ————————————
the access points are not anI’], W IC — iooess point 1
means that they are not available in the * Master
. . |cP16z3050) |
drop-down list. To choose the access point Gl
regardless, select the "Display symbolic
name of the access point" checkbox and eSS -
then choose the appropriate access point. <None> ] - Slm'
3VE
I Display symbalic name of the aceess point
~ Process controling messages Project documentation —
V¥ Sendonce LI
Send even I _lj minutes M
Setup I
10. Close the OS project.
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Downloading the OS project to the Standby OS

Once redundancy and time synchronization have been configured on the ES and
you have closed the OS project again, download the OS project to the Standby OS.

download is required.

Click on the "OK" button to start
downloading.

Step Activity Screenshot
1. In SIMATIC Manager, highlight the -ioizd
e Edit Inser few Optons Window  Help
w _
Standby OS and choose “pLC -> L I [ETETE
Download" in the shortcut menu. £ K4_MP_MP (Component view) — D:\Mininimal\Projects\K: o x|
-] K4_MP_MP Object name PH Assignment Type
B \% Ka_MP_Prj T RMT1 PlanttRMT1 Picture
[ A51  AMT2 PlantiRMT2 Picture
Open Object Ctrl+Alt+O
Cut Ctrl+X
Copy cirl+C
Haste G
Delete Del
Insert New Object »
PLC
Access Protection »
Compile Cirl+8
Display compilation log...
Display load log. ..
Generate server data
Assign OS server...
Start OS simulation
Import WinCC objects
Print »
Plant Hierarchy 3
SIMATIC BATCH »
Rename F2 LI
Downloads current ohject to the PL Obiject Properties... Alt+Return 4
2. For the first OS project download, an entire x|

Target system: \\SV\Projects\ps_sthy\ps_sthy.mop

— Scop:
1+ The entite WinCC project

= Changes &I

I Start compilation before downloading

The entire ‘WinCL project will be transferred ta the runtime 05. T arget systemn will be
clozed automatically before download starts.

0K I Cancel Help
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project is located in the specified folder on
the Standby OS.

Click on the "OK" button to confirm the
message that is issued.

Download ta target system was completed successfully.

Step Activity Screenshot
3. After successful downloading, the OS

Eror

< hohe >

0K

Canoe|
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OS configuration on the Standby OS

In this particular configuration, it is necessary to make the redundancy settings after
the download completes.

Generally, we would advise you to check the project settings after the project has been
downloaded to the target systems.

Note Normally, all configuration work is carried out on the ES to ensure consistent
data management. This means that no WinCC engineering licenses are needed
on the OSes. However, each time WinCC Explorer is opened, a license-free time
window of two hours is available for WinCC configuration work.

Step Activity Screenshot
1. Open the OS project on the Standby OS
under the shared project folder.
2. Open the "Redundancy" editor from the x|

shortcut menu.

Click on the “Search..." button to select the

€ Network
ES computer as the redundant partner. .

CK I Cancel

3. Clear the “Default Master” checkbox here. [
Check whether you have selected the —
desired checkboxes under "Optional B
Settings". ™ D e
In the drop-down list, select the connection I —

path that is used to connect the Master OS

Local Computer Setting
and the Stand by OsS. Connection to redundant partner via network adapter.
None =
C| |Ck on the “o K” button to co nf| rm yOU r Connection to redundant partner via seral interface (optional): Com1 -
settings.
© Synchronize all data of the outage period.
& Synchronize failures of last |2 days only.

Optional Setting:

[¥ Synchronization of Tag Logging after the partner server comes back orline

[¥ Synchronization of Alam Logging after the partnier server comes back oniine

[¥ Oriine: synchronization for Aiam Logging

[¥ Synchronization after disnuption of the process link (Tag Logging + Alam Logging)
[ WinCC client switch in case of a process connection emror

Enables the synchronization for all specified options and user archives:
[V Activate Redundancy

ok | Canodl Help
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Step Activity Screenshot
4. | Click on the “OK" button to acknowledge
the message.
lol The changes will take effect after WinCC is started.
5. Open the "Time Synchronization” editor
from the shortcut menu. ~ General Satings
[~ Use time recsive utilty \LI
Check or SeleCt the "SynChrOniZatiOn Via [~ Dieactivate time synchronization Cancel |
System Bus (Master, Slave)" checkbox.
Under "ACCGSS point 1;1, Check or Select —I Synchronization via Terminal Bus [Sl.ava]
"CP1623(|SO)" and the "Master" radiO = s Hie fime fam & contested SinEE servern
bUttOﬂ. € s the e o & spesiie Camputes:
[Eamputern s I J
Always click on the "OK" button to confirm Compute % | [
yOUI’ Settings. ) Lettime be sebbyentermal|[Srdl party] components
—¥ Sunchronization via System Bus [Master, Slave]
—Access point 1
[cPigza1s0) 9 st
' Slave
[ Access point
T :: il Ester
Slawve
™ Display symbalic name of the access poirt
-~ Process controling messages Praject documentation—
¥ Send once Print I
Send evern I :l: Titutes: ﬂl
= Setup I
6. If you have made project changes in
WinCC Explorer, close the OS project and
open it again for the settings to take effect.
6.3.4 Activating runtime
First activate the OS project on the ES and then on the Standby OS. Before
activating the second runtime, it is advisable to wait until the boot process of the
first one has completed.
Online synchronization is active immediately.
Mutual synchronization of archives starts after ten minutes.
6.3.5 Particularities when loading OS project changes

Loading changes

To download changes, runtime must be stopped on the ES when compiling the OS.
These can then be re-activated to test the modified OS functions.
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CAUTION  Depending on the changes that are made, if runtime remains active during OS
compilation, the system may not download changes completely, which will cause
errors. If this happens, only an entire download is possible.

For the downloading process, runtime must be terminated and the OS Project must
be closed. As a result, it is not possible to take operator actions on the ES
computer during this time.

Complete download
For a complete download, the following must be always observed:

1. Runtime must be deactivated on both PC stations and the OS project must be
closed.
2. Before re-enabling runtime on the Standby OS, you must make the

redundancy settings again.
To do this, repeat the steps in the table on page 107.
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v

Positioning

Note

Function

Note

Expansion with the PCS 7 OS Web Option

To control automated processes via the Internet/Intranet, SIMATIC PCS 7 provides
operating and monitoring options: what are known as the "Web Options".

This chapter describes configuration of the Web Option on an ES/OS Single
Station. The instructions can also be used to expand the following minimal
configurations:

e ES/OS Single Station (Chapter 3)
e ES/OS Master and OS Standby (Chapter 6)

To expand the redundant Single Station configuration with the Web Option, the
ES/OS station in the following example has been configured as a Web Server.
The partner OS could also be used in the same way as a Web Server. The
functionality for the Web clients is unchanged.

Redundancy of the operator stations is not available for Web clients. If the OS
with the Web Server option is in the STOP status, the Web clients do not have a
connection to the process either.

All of the relevant pictures and scripts are stored on the Web Server to make it
possible to display or run them via a Web client.

The Web client accesses the system data provided by the Web Server via a
TCP/IP connection. The user interface matches the appearance of a standard OS
client with an overview, work, and key areas.

Amongst others, the functions below are available via Web:
e Operator control and monitoring functions, which are also used on an OS client

e Message lists that are called on a user-dependent basis, just like on an OS
client. Messages can be acknowledged on a user-dependent basis.

¢ Displaying the picture hierarchy according to the plant hierarchy
e Group display function including the "loop-in-alarm" function
e Enhanced status display

For further information about the PCS 7 Web Options, see the following manual:
"SIMATIC PCS 7 Web Option for OS "
https://support.industry.siemens.com/cs/ww/en/view/109805408
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7.1 Web configurations

In our example, configuration of the Web Option is an extension to the hardware
and software configurations in chapter 3, "ES/OS Single Station" and chapter 6
"Master ES/OS and Standby OS".

ES/OS Single Station with OS Web Server option

To operate and monitor the system process, the OS Web clients use Internet
Explorer to get their project data from the Single Station with the OS Web Server
option via the Internet/Intranet.

e Web Clients —
t
Al Al

Intranet/Internet

ES/OS + OS Web Server

Plant bus

o]
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Master ES/OS with OS Web Server option

To operate and monitor the system process, the OS Web clients use Internet
Explorer to get their project data from the Single Station with the OS Web Server
option via the Internet/Intranet.

In addition, the system process is set up on a redundant basis to offer the greatest
possible protection from failure of system operation.

CAUTION  Redundancy of the operator stations is not available for Web clients.
If the OS with the Web Server option is in the STOP status, the Web clients do
not have a connection to the process.

Web Clients

NMNE TR

Intranet/Internet

OS Single
Station

ES/OS + OS Web Server

Redundancy

COM-Cable

Plant bus
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7.2

Web-specific hardware and software requirements

Single Station with Web Server option

Web Client

Note

Property

Requirement

Operating system

e  Windows 10 Enterprise 2019 LTSC
e  Windows Server 2019

You can find further information in the document entitled
"SIMATIC PCS 7 process control system PCS 7 Readme"
https://support.industry.siemens.com/cs/ww/en/view/109801032

Hardware

e SIMATIC PCS 7 ES/OS IPC847E BCE
e SIMATIC PCS 7 ES/OS IPC847E IE

You can find information on this topic in the document entitled
"SIMATIC PCS 7 process control system PCS 7 Readme"
https://support.industry.siemens.com/cs/ww/en/view/109801032

Software

e Internet Explorer
e Internet Information Services (IIS)

Miscellaneous

Fast access (>= 64 kbps) to the Web Client via Internet/Intranet or a
TCP/IP connection

Property

Requirement

Operating systems

e  Windows 10 Enterprise 2019 LTSC
e  Windows Server 2019

You can find further information in the document entitled
"SIMATIC PCS 7 process control system PCS 7 Readme"

https://support.industry.siemens.com/cs/ww/en/view/109801032

Minimum hardware
requirements

No PDAs, tablet PCs etc.

Software

Internet Explorer

Miscellaneous

Fast access (>= 64 kbit/s) to the Web client via Internet/Intranet or
a TCP/IP connection

Choose the version of Internet Explorer to match the PCS 7 version. You can
find more information by visiting the “Compatibility Tool for Automation and Drive

Technology” at:

http://www.siemens.de/kompatool
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Software licensing

The following section lists the various additional software/license packages that
you need for the selected configuration.

Component Software/license packages

Single Station with Web Server option e SIMATIC PCS 7 Web Server Basic
e SIMATIC PCS 7 Web Server license (cumulative)
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7.3 Maximum number of Web client connections

In one OS Single Station, it is possible to operate a maximum of three Web clients
per Web server at the same time.

7.4 Configuring the OS Web Server

Configuration steps on the ES

Publish pictures using Web View Publisher

Configure user rights, start screen, and the language of the website in the User
Administrator

Download and compile the Web server

Publishing OS data

The Web Publisher makes it possible to publish pictures and scripts on the OS
Web Server, which are intended to run later on the Web clients. In this connection,
the following actions are carried out:

Project data is compressed and saved
Picture windows are converted to Internet-enabled ActiveX components
Scripts are converted so that they run on the Web

Requirements
To publish the Web Server data, the following requirements must be met:

Note

The hardware and software requirements mentioned in chapter 7.2 have been met.

The "PCS 7 Web Server" software package have been
installed on the ES/0S Single Station.

The PCS 7 Project is available and fully configured.

"OS compiling" has been carried out.

The scripts that are accessed by the Web clients are present.

Process pictures do not contain double underscores (e.g. yy__xx.pdl).

Tag names in plain text (quotation marks) within C scripts do not contain any spaces.

In a Single Station, only one publishing process is heeded to publish local data
on the Web Server.

For information on the topic of “supported script standard functions”, refer to the
“SIMATIC PCS 7 Web Option for OS” manual.
https://support.industry.siemens.com/cs/ww/en/view/109805408

("Web-enabled functions for the Web Option for OS")
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7.4.1 Publishing project data
Step Action Note
1. Open the OS project of the OS Web Server SlEMEINEI;I
in WinCC Explorer.
. " The WinCC Web Publishing Wizard will help you publish your WinCC Pictures
Using the shortcut menu of the "Web o e W Ao G
Navigator" editor, select the "Web View
Publisher" command.
The system opens the "WIinCC Web
Publishing Wizard - Introduction" dialog
box.
Click on "Continue".
[[] Skip this screenin the future
[ Concet | [ <ock |[ Net> | [ Fmsh ]
2. This opens the "WinCC Web Publishing L S ERA E—‘Ifl‘g‘
Wizard — Select files and folders" dialog
b OX. Select the folder containing your WinCC pictures and the folder of the
" _ . WinCC \Web Server to which you will publish your pictures
Clear the "Server Prefix" checkbox, since B ————
you want to publish local data.
Accept the default destination and source
paths. If you really want to change the o/\Frejects W8S _WP_WP5_P_Princprof3
respective path, click on the button behind
the grayed entry fields. Navigate to the Publishing folde o the WincC Web:
deS”,ed target Or Source folder D-\Projects\WWEB\5_MP_MP\5_MP_Prj‘wincpro}'0S \WebNavigator'
. . Diagnostics:
Click on "Continue". 1) Show iden obece
[ cance | [ <Back |[ Nemt> | [ Fimisn |
3. The system opens the "WinCC Web SIEMEA&?
Publishing Wizard - Select pictures" dialog
bOX Add X Remove [F+ |
' . [
Select all of the pictures that you want to tiane | N I -
. A . AL @1001.PDL
publish. We recommend publishing all of A eetmiyiperal
) - o Enerency
the standard pictures. g 0o
Use the ">>", "<<", ">" and "<" buttons to eGPl
select the pictures. prrisvlmieiel
Cl k uC t n ggiamzew;%m
ICK ONn ontinue . et
¥ @AamOldOp FDL
#L @AamOneLine FDL
4 @NamOperation.PDL
#L @AamProcess.FOL.
52 @MamQuit. PDL. -
[ canest | [ <Back |[ News> | [ Fmsh |
4. The system opens the "WinCC Web =loix|
SIEMENS

Publishing Wizard - Select functions" dialog
box.

Select all of the functions that you want to
publish. In the pictures, only the scripts are
available that you selected during the last
publication process. This means that you
must select all the necessary functions at
every publication process.

Use the ">>", "<<" ">” and "<" buttons to
select the functions.

Click on "Continue".

add K Remove [EZ]-

B e

commen’\Comman_UpdateGioupT ag
common\s7f_Operatiorloa fot
commontS7F_OperationlogBool fot
commonts7f_UpdateGroupT saname:

37ihs71_OpenSafelyFaceplalzEx fet
SafetyMaliz\DperF acePlateE x
SafetMaliz\OperF acePlateE » V6

SaletyMatisResizsWindorEx fot

| cancet | | <Back || New> | [ Finisn
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Step

Action

Note

5.

The system opens the "WIinCC Web
Publishing Wizard - Referenced graphics"
dialog box.

Select all of the graphics that you want to
publish. We recommend publishing all of
the graphics.

Use the ">>", "<<", ">” and "<" buttons to
select the graphics.

Click on "Continue".

Il
SIEMENS

i add X Remove &~

|
Name Name

&l @Arror_1_0bmp
[l @Arror_1_1bmp
[ @Aror_2_0bmp
[l @Aror_2_1bmp
[l @Arow-L bmp
[l @Arow-R bmp
[l @As-2xxbmp
[l @As-axxomp

[l @Corfig_rbmp
a

| concel | [ <Bock |[ Nex> | [ Finsh |

The system opens the "WinCC Web
Publishing Wizard - Finish" dialog box.
Click on the "Finish” button.

# WinCC Web Publishing Wizard - Finish N [=19]
The WinCC Web Pubishing Wizard isfinished collecting information
To publih your pictures, press Frish
List of result
Stetus | Neme | Type |
Cancel | [ <Back || meas | [ Finisn |
& WinCC Web Publishing Wizard - Finish -0 zl

SIEMENS

The WinCC Web Fubiishing Wizard i finished collecting irformation.

To publish your pctures, press Firish

otys | Name | Tyve. |

0

) @0l Screen

¥)  @@CoriigTypicals FOL Screen

¥)  @ANamEmergency.pdl Screen
@) @MamEmergencyOp pdi Sereen
’ ergencyOp pe

&) @AMamGone.PDL Screen
@) @AamGoneOp DL Screen
’ p.

(%) @AlamHidden PDL Screen

[ cancet | [ <Beek [ Nem> | [ close |

Pictures and functions that contain faulty
scripts are identified by a red cross.
Double-click on each faulty picture to open
the picture in the "PdIPad" editor and to
correct it.

Once the publishing process is complete,
click on the "OK" button to confirm the
message.

ST
SIEMENS

The WinCC Web Pubiishing Wizard is finished collecting informtion

To publish your pictures, press Finish

[wincC Web Publishing Wizard

Perfomance.emf
TANK1.EMF
TANK2.EMF
TANK3.EMF
VARIANT.EMF

0 The picture(5) have been pubished successfuly.

Pl =1
PNG

WebIntefaceDeactivated PNG

CEOEEEE

Concel | [ <Back |[ Mo | [ Close
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Step

Action

Note

8.

The system lists the transferred pictures in
the "WinCC Web Publishing Wizard —
Finish" dialog box.

Click on the "Finish” button.

“& WinCC Web Publishing Wizard - Finish

‘The WinCC Web Publishing Wizard is finished collecting information

To publish your pictures. press Firish

=lolx
SIEMENS

List of result

Status | Nome | Tye e
[) Perfomance.emt Image

) TANKLEMF Image

&) TANK2ZEMF Image

@) TANKZEMF Image

) VARIANTEMF Image

&) watungemf Image

&) | Weblntefface PNG Image

) WeblnterfaceDeactivated PNG Image —

The published pictures are displayed in the
data window of the Web Navigator.

B 05 _Sthy [ Trpe [ cast Change. =]
Conuter 100170 11515 wEmILoM
P &0ContgTpicas 0 Y1571 4578
I s e p gsimacere 20 11502015 45716
A Grmcs Desgrer  siomilciveCnFD_ Y1571 57T
A Aarm Logging P csiomemergency.pi_ 115018 457170
. 133130005 B enermEmergencyOn.pd_ 1572015 4:57:18 PM
) Report Desgner P Esiarmione.FD_ U/L52015 45718 P
15, Gkl vt B sisrmizane0 p0_ 1SS K579
P stomescen 70 15015 45197
B Textitrary P eniamrisenCp.F0_ SIS 457
B Text Doty  Suomesang 0, v
il e scvrane o——— Yiims 571PM
iy Cross Aevenc P coiamioumal70_ YISIS 45721
3 medndaney P caismiodied 7o, thisimis wszazIm
T v Arcive B Svtarxtien 0. s wEr2Em
- pe—— 15 wszzIem
) Tme ymebrorizater, - s s as7zIm
S1m P esiomiiin o 11572015 w5224
% Pickre Tree Manager P isrmOneLne. F0. L/L5/2018 457:24 M
-1, uebest Mocrrg  csiomperason 70, 11572018 457280
&, 08 ProjectEdor P ooz 0 Y1571 5725
5 @kt PO_ 115018 457257
P P escesputions 70_ IS S57EM
d e oy ISOIS A57BPN

- [ L ———t e S

A | _IJ

08 Sty Hvgatery 8 cbmcitd) 4
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7.4.2

Setting up user rights, website start screen, and the language

Restriction of access

You can control the access of the Web client to the OS Web Server by defining
user rights. You assign user rights in the “User Administrator” editor. User rights
are the same as those of the standard clients.

Settings in the "User Administrator" editor

Step

Action

Note

1.

In the WinCC Explorer of the currently
open OS project, open the "User
Administrator” editor.

Create new users and/or new user groups
that you want to assign appropriate
permissions to.

Also select the "Web Navigator" checkbox
for the user(s) or user group(s) and enter
the "Start picture" and “Language” of the
website in the corresponding input fields.

< | o Authoriz... £+ { Properties - User

o || 1 [Benuzenvervatung 7 Obpect tyos

2_[Froigabe fur Bersch 7 Oject name
3 |Systernwechsel 7 5 General

Logon wen smart card

Vakue of the tag logon
& Logout

Type of automat bgoft

9 |Remote projektersn 4
10 |Web Zugrff -t beobachtan v
11 |uochstwertige Prozessbediennge:

12 [Erwaterte Bedienung 1 v o
13 Ereiterte Bedbenung 2 v Viebtiangator

14 VisoNangator sart picture
15 WiebUx

1 Start Picture of WebUX

i = viebbnguage
» | Authorations el _J" -

101

User
WebOperator

Hone

Pariod of time bafore automatk logoff
web.

v

I

Engleh (Unted States

German (Germany) | Selection: 1 Authorzstions  Tabie: 13 Authorastions | 100% [~

Use the "..." button to select the start
picture from the published graphics.
"...\OS Web Server\<wincc-projectshare-
name>\Web Navigator\pictures"

Choose the "@screen.pd_" graphic as the
start picture.

Click on the “Open" button to confirm your
selection

You can also specify a language for the
control and monitoring interface of the
Web clients. To do this, you must also
click on the corresponding "...” button.
Click on the "OK" button to confirm your
selection.

R eva—

Resdy | WuM

1 [Benuzenvervaitung @ Object type
2 Fraigabs fur Baraich
3 |sysermuechsel

Type of automatic

WabHavgator
I Wabtavgator A picture

logoff
[Pariod of time befora automatic byalf
‘web

=Dl x|

WebOperator
WebOperator

Admistrator-Group

- -

IWabl [ GPL_ASSETPOM.pd_
Fidobs P

Selestion Table:

- = _ @Temerset.oa
Authorzations 1] | _I'I STeohamticipd_
e

Close the User Administrator Editor.
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7.4.3 Configuring using the Web Configurator

Web Configurator tasks

The Web Configurator enables you to configure and manage the Internet
Information Service (IIS) and therefore the website of the OS Web Server. You
make the setting on the Web Server after you have downloaded the project to the
Web Server. Setup and configuration are necessary to set up an operating station
(OS) as an OS Web Server and to make it accessible for the Web clients via the
Intranet/Internet.

The Web Configurator allows you to make the necessary firewall settings, if a
firewall is activated.

Requirements of the Single Station

Note

The PCS 7 Web Server software has been installed on the Single Station
The OS project has been downloaded to the Single Station

All settings have been made in the OS

Pictures, functions, and graphics have been published

User rights have been assigned

For more information about setting up the standard Web site, refer to the manual
entitled "SIMATIC PCS 7 Web Option for OS"
https://support.industry.siemens.com/cs/ww/en/view/109805408

Chapter: "Completing the configuration on the Web server"
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Settings in the "Web Navigator" editor

2. In the next window, select "Create a new
standard Web site (stand-alone)".

Click on "Continue".

Step Action Note
1. Open the OS project in WinCC Explorer on | EXEEIETms £
the OS Web Server. e et et S Erraretoan
Use the shortcut menu of the "Web
Navigator" editor to select the "Web e L
Configurator" command.
The system opens the "WinCC Web
Configurator" dialog box.
Click on "Continue".
Cancel | Back Frish |
& wi[ Web Configurator |

Here. you can create a new standard Web site of add a vitual folder to an
existing activated Web ste:

+ Creats a new standard Web site [stand-alone)

 Addta an existing Web site [virtual folder]

Cancel <Back

Firishy

3. Enter a name for your web site in the
"Name of the Web site" text box.

Also assign the IP address and connection
port of the computer in the "Port" and "IP
address" text boxes.

Under "Default Web-Page”, select
"MainControl" from the drop-down list.
Enter a time interval in the "Reconnect
Interval” text box.

Select the "Start the web-site after being
configured” checkbox.

Click on "Continue".

If you have not activated the Windows
firewall, continue with step "7".

x|

Here, you can specify a name. P address and TCP connection [default:
0] for pour Web site:

Mame of the ‘web site:
[webMavigator

Port 1
IEd

Default web-Page
MairControl.asp -

Reconnect Interval
10 &
[V Start the web-site after being configured

Concel | < Back Mest > Fiigh

4. Click on the "Windows Firewall" button (the
button is only visible if the firewall is
activated).

= WinCC Web Configurator

Configuring the Windows Firawall

Please select in the register ‘Advanced'of ‘Windows Firewal the
network cannection for which users from the Intemet should be
pemilted access. Activate the services "Webserver (HT TR or ‘Secue
WebServer [HTTPS)'

‘Windows-Firewall

Cancel < Back Heds | (Do FReR
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Step

Action

Note

5.

Click the "Advanced Settings" button in the
"Windows Firewall" dialog box.

il

() 1 - Contolran - At ook - o et

| Fe Edt Vew Tods Hep
Control Panel Home: Help protect your computer with Windows Firewall

Vidon eyl ol e o ks s g s e o g

et

R —

——

[l & e orwork st networis Conmected 4]

s sz o e
Bucigh W Fremat
% Chavae st setrce
) Tun rdows Frewallmor off
& Restore defauts
% sttt

R —

Networks at bame or work mher you kow and rust e peogie and devices o the netwerk

[FE—— o
JE—— A ——
sk Fibirod
[ET——— B et
[oe— P —
| Comected <]
[
R o
[s— P ——————
e
[rT— I
-
i Jr— A ——

Paiark and Sharng Centar

- QWQ!

L

Check whether the "World Wide Web
Services (HTTP Traffic-In) inbound rule is
activated. If this function is deactivated,
highlight it and choose the "Enable"
command in the shortcut menu.

ol

ows M Poyer Network Sharrg Serve (Sbesmng 0P ) Mo Mow fo

| Windows Media Player Network Sharing Service (Streaming 0P -In) No Aow No
B Freval Vindaws Media Piayer Network Sharing Service (TCP-In) ™ Aow Mo
B4 Comecton Securty Rukes. | @ ¥indows Meds Psyer Network Sharng Senvs (TGP-) o Mow  to
51 B searty rssocasons | @ Vindovs Med Plyer Network Sharng Seve 0P i) o MmN
0 vindows Media Player Network Sharing Service (UDP-In) No Alow No
Vidows Wedia Payes Network Sharing Senvce (LPrP-In) "o Mow  to
Windows Media Player Network Sharing Service (HTTP Streaming-In) Mo Alow No
Virious Pees o Peer Colabaraton Foundatn (AP-in) "o ow o
Virdons Peer to Peer Calaborston Foundtion (S506-in) o Mow to
| Windows Peer to Peer Colsboratien Foundation (TCP-In) No Mow No
| Windows Peer to Peer Colaboration Foundation (\ in) No Aow No
Virdows Remote Management - Conpatbbty Made (TP 1n) o Mow to
@ vndovs Remata Management - Compatiobty Mode (HTTP In) "o aow to
@ tircows Remate Management (MTTP-1n) ™ Mow Mo
D irvdows Remote Management (TP 1) ™ Mon to
| Wireless Portable Devices (SSOP-In) No Aow No
Vireless Portable Devices (UPrP-In) No Alow o

9 viorid Wice Wieb Services (4TTP Traffic-in) Yes Alow No -

4 ] 2l ] >

Click on the "Finish” button.

5 WinCC Web Configurator

Configuiing the Windows Firawall

Please select in the register ‘Advanced of “windows Firewal the
network cannection for which users from the Intemet should be
pemitted access. Activate the servicss "Webserver [HT TP ar ‘Secure
\webServer HTTPS)'

‘Windows-Firewall

Cancel | <Back | Heis |

Click on the "OK" button.

Then, close WIinCC Explorer and restart
your computer to apply the settings.

WinCC Web Configurator =

. The Inetinfo parameters were set. It's recommended to restart
l_s your system,
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7.4.4 Downloading and compiling the Web Server

Downloading the Web Server

Since the OS Web Server function is on a Single Station (ES/OS/Web Server), it is
not necessary to carry out downloading or change downloading of project data.
Due to the "Compile OS", the necessary data is already present locally.

Compile
The "Compile Changes" function can be executed in Single Station without having
to interrupt the process mode of the Web Server.
Note For more information about “Configuring the OS Web Server”, refer to the

manual entitled "SIMATIC PCS 7 Web Option for OS"
https://support.industry.siemens.com/cs/ww/en/view/109805408
(Chapter: "Configuring the Web server on an ES")
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7.5

Settings on the Web client

Settings for the "Internet" or "Local Intranet" Web content zone

In Internet Explorer, you must make/check the settings for the Web content zone
such that you will be able to install the plug-ins for the Web client from the OS Web

server later.

Highlight the Web content zone in which
the Web server is located
("Internet" or "Local intranet").

Click on the "Custom Level" button.

Step Action Note
1. Open Internet Explorer. /= Internet Explorer cannot display the webpage - Windows P[] 5
Select the K = 8] oo miasor... ]| 42| x| [ 7 3ns A
“Tools > Internet Opt ions” menu J 7 Favorites J 9% @] Suggested Sites = g Web Sice Gallery ~
{& Internet Explorer cannot ... | H % - B - 0 = - Page- Safety | Took -
mmand. —
co a d '&X Diagnose Connection Problems. ..
3 1] Reopen Last Browsing Session
Internet Explorer ca
[7) Pop-up Blocker 4
[ Manage Add-ons
What you can try: €3¢ Work Offiine
B Compatibiity View
Diagnose Connection P compatibility View Settings
Full Screen F11
@ More information Toolbars ’
Explorer Bars 4
<l Developer Toals F12
Suggested Sites
Bl I |
[T [ [ | [ intemet | Protected Mode: Off [%5 - [Rwo% -~
2. | Click on the "Security" tab. 2l

General Security |Pri\c’aq-I I Conbentl Connectionsl Programs | Advanced |

Select a zone to view or change security settings.

@ & / O

Internet  [RIelIGREREY Trusted sites  Restricted
sites

Sites

Localintranet

- This zone is for all websites that are
™= found on your intranet.

[~ Security level for this zone
Allowed levels for this zone: Al
- [ - Medium-low
- Appropriate for websites on your local network
- (intranet)
| - - Most content will be run without prompting you
_-l_l_ - Unsigned ActiveX controls will not be downloaded
- Same as Medium level without prompts

I™ Enable Protected Mode {requires restarting Internet Explorer)

Custom level... Default [evel |

Reset all zones to default level |

Cancel | Apply |

o]
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Step Action

Note

3. Select the radio buttons under "Run
ActiveX controls that are safe for scripting
and "Download signed ActiveX controls".

Security Settings - Local Intranet Zone

 Settings

|| ActiveX controls and plug-ins

) Disable
{®) Enable
@ Allow Scriptlets
) Disable
{®) Enable
) Prompt
|#| Automatic prompting for ActiveX controls
) Disable
{2} Enable
|| Binary and script behaviors
) Administrator approved
) Disable
(&) Enable

*Takes effect after you restart Internet Explorer

-

|@| Allow previously unused ActiveX controls to run without prorm

[

I | Tisnlaw viden and animatinn an = wehnane that dass nat 1ee
4 3

~Reset custom settings

Resettor [medium-low (default) j Reset... |

[ o ]

Cancel

4. Click on each of the "OK" buttons for the
"Security Settings" and "Internet Options"

dialog boxes to close them.
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Settings for the "Trusted sites" Web content zone

Step Action Note
1. Open Internet Exp|0rer_ /2 Internet Explorer cannot display the webpage - Windows =[Ol [
Select the A/ [&] o foo mirasoft... 2] 49 %[ [P sro i
“Tools > Internet OptiODS 7 menu J ¢ Favorites J 9 @] Suggested Sites = @] Web Slice Gallery +
command {& Internet Explorer cannot ... | | J A v B - ) = - Page~ Safety - | Tooks -
. '£F Diagnose Cannection Problems... b
Q e Exp\orer’ . "' Reopen Last Browsing Session
1) Pop-up Blocker r
[ Manage Add-ons
What you can try: €3¢ Work Offiine
B3 Compatibility View
@ Campatibility View Settings
Full Screen F11
@ More information Toolbars 4
Explorer Bars »
<Ix> Developer Tools F12
Suggested Sites
Bl I |
[T [ [ [ [ € wtenet | Protected Mode: OFf [% - [®Rwo% -
2. Click on the "Security” tab. 2| x|
ngh|lght the "Trusted sites” Web content General Security |Pri\-'aq-I | Content | Connections | Programs | Advanced |
zone.
Click on the "Sites" button to open the Select a zone to view or change seaurity setfings.
dialog box. @ & v O
Internet  Local intranet |G 5 Restricted
sites
Trusted sites
This zone contains websites that you
trust not to damage your computer or
your files,
~ Security level for this zone
Custom
Custom settings.
-To change the settings, dick Custom level,
-To use the recommended settings, dick Default level.
[ Enable Protected Mode (requires restarting Internet Explorer)
Custom level... Default level |
Reset all zones to default level |
CK I Cancel | Apply |
3. In the text box "Add this website to the X
zone", enter the address of the OS Web
. . . 47 You can add and remove websites from this zone. All websites in
server (7 .4.3 Conflgurlng with the \\"f this zone will use the zone's security settings.
Web Configurator > Settings in
" 3 " 3
the "Web Navigator" editor), T R S —
e.g. *://172.61.0.1 or http://*.microsoft.com [htpi//172.61.0.1
Also, clear the "Require server verification e
(thps:) for all sites in this zone” checkbox. = Remove |
Click on the "Add" and "Close" buttons.
™ Require server verification (https:) for all sites in this zone
Close |
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Step Action Note
4. Highlight the “Trusted sites” Web content 21|
Zzone. General Security |Pri\c'aq-I I Contentl Connections | Programs | Advanced |
Click on the "Default level" button and then
on the "Custom level" button. Select a zone to view or change security settings.
@ & v O
Internet  Localintranet Trustedsites  Restricted
sites
Trusted sites LI
This zone contains websites that you =S
trust not to damage your computer or
your files.
You have websites in this zone,
~Security level for this zone
Allowed levels for this zone: All
- | - Medium
- | - Prompts before downloading potentially unsafe
4 content
__I_I_ - Unsigned ActiveX controls will not be downloaded
[~ Enable Protected Mode (requires restarting Internet Explorer)
’WI Default exvel |
Reset all zones to default level |
0K | Cancel | Apply |
5. In the "Security Settings" dialog box, select X
the radio button under "Initialize and script ~Settings
ACt_Ive_X controls not marked as safe for ¢ Initislize and script ActiveX controls not marked as safe for sca |
Scnptmg"_ Q) Disable
&
) Prompt
|#| Only allow approved domains to use ActiveX without prompt
(%) Disable
) Enzble
|#| Run ActiveX controls and plug-ins
O Administrator approved
{ Disable
(%) Enable
) Prompt
|#| Soipt ActiveX controls marked safe for scripting™
O Disable
() Enzble
™% Promnt =
< | 3
*Takes effect after you restart Internet Explorer
~Reset custom settings
Reset to: IMedium (default) j Reset... |
oK I Cancel |
6. Click on each of the "OK" buttons for the
"Security Settings" and "Internet Options”
dialog boxes to close them.

You have now created the conditions that are needed to connect from a Web client

to a Web server.
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7.6 Installing the Web client plug-ins

Installation methods

During installation of plug-ins for Internet Explorer, you can choose between two
installation methods:

¢ Remote Installation - Installation via the Intranet/Internet from the Web server
e Local Installation - Installation via the Windows installer package of the Web client
In this application example, we will consider "remote installation".

Requirements
e The OS Web server is in runtime.
e The"PCS 7 Web Client" software package has been installed on the PC.
e The Web client has access to the Web server.
e You know the Web server's address.
e You know the domain name, user name, and password.
e The user permissions apply to the PCS 7 Web Options.
e The logon on the PC has the rights of a primary user.

Installation
Step Action Note
1. Open Internet Explorer. s ]

Enter the web server address
(http://<server name or IP>) in the
"Address" text box.

T © e v o PRS- 30

2. In the "Enter Network Password" dialog Windows Security X
bOX, entel’ the Credentials that were Set in The server 192.168.8.152 at 192.168.8. 152 requires a username and password.
the "User AdmlnIStrator" edltor on the Web Warning: This server is requesting that your username and password be sent in
server. an insecure manner (basic authentication without a secure connection)).

_ User name
|

k! er my credentials

oK I Cancel
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Step

Action

Note

3.

When you first connect, the "Security
Warning" dialog box opens.

Proceed by clicking on the "Install" button.

Internet Explorer - Security Warning ﬂ

Do you want to run this ActiveX control?

Mame: WebClientinstall Module
Publisher: Siemens AG

Run I Don't Run I

l--"‘» This ActiveX control was previously added to your computer when you installed
\” another program, or when Windows was installed. You should only run it if you
- trust the publisher and the website requesting it. What's the risk?

The system now displays all of the
available plug-ins for the Web client in the
Internet Explorer window.

To install the plug-in, click on the arrow in
front of the version number in the "Install"
column.

The following plug-ins are installed to
ensure a minimum of process control:

e  WinCC Basic Process Control

e  WinCC Advanced Process Control
e PCS 7 Basic Faceplates

e PCS 7 Advanced Faceplates

During installation, always proceed in the
order that is shown.

alnix

gy 11 e e e - o

Download/Install - WinCC/WebNavigator Custom Plugins

-
rs7
s

LK ot

Installation of the Web client is complete.
Close Internet Explorer and reopen it to
register for process control.

The process pictures can be called once
the Web client has established a
connection to the Web server.

o

BB A

Note

For more information about "Installing a Web client", "Process control on the
Web client" and "Settings", refer to the manual entitled "SIMATIC PCS 7 Web

Option for OS"

https://support.industry.siemens.com/cs/ww/en/view/109805408

(Chapter: "Installation and settings for the Web client")
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8 Appendix

8
8.1

Appendix

Service and support

Industry Online Support

Do you have any questions or need assistance?

Siemens Industry Online Support offers round the clock access to our entire
service and support know-how and portfolio.

The Industry Online Support is the central address for information about our
products, solutions and services.

Product information, manuals, downloads, FAQs, application examples and videos
— all information is accessible with just a few mouse clicks:

support.industry.siemens.com

Technical Support

The Technical Support of Siemens Industry provides you fast and competent
support regarding all technical queries with numerous tailor-made offers
—ranging from basic support to individual support contracts.

Please send queries to Technical Support via Web form:
support.industry.siemens.com/cs/my/src

SITRAIN - Digital Industry Academy

We support you with our globally available training courses for industry with
practical experience, innovative learning methods and a concept that’s tailored to
the customer’s specific needs.

For more information on our offered trainings and courses, as well as their
locations and dates, refer to our web page:

siemens.com/sitrain

Service offer

Our range of services includes the following:
e Plant data services

e Spare parts services

e Repair services

¢ On-site and maintenance services

e Retrofitting and modernization services
e Service programs and contracts

You can find detailed information on our range of services in the service catalog
web page:
support.industry.siemens.com/cs/sc

Industry Online Support app

You will receive optimum support wherever you are with the "Siemens Industry
Online Support" app. The app is available for iOS and Android:

support.industry.siemens.com/cs/ww/en/sc/2067
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8 Appendix

8.2 Industry Mall

SIEMENS

The Siemens Industry Mall is the platform on which the entire siemens Industry
product portfolio is accessible. From the selection of products to the order and the
delivery tracking, the Industry Mall enables the complete purchasing processing —
directly and independently of time and location:

mall.industry.siemens.com

8.3 Links and literature

Table 8-1

No.

Topic

\1\ Siemens Industry Online Support
https://support.industry.siemens.com

\2\ Link to this entry page of this application example
https://support.industry.siemens.com/cs/ww/de/view/24023824

\3\
8.4 Change documentation
Table 8-2
Version Date Change
V1.0 10/2006 First edition V6.1 SP1
V1.1 11/2006 Revised V6.1 SP1
V1.2 05/2009 Revised V6.1 SP1
V2.1 09/2008 First edition V7.0 SP1
V2.2 12/2008 Correction of table 6-2
V2.3 05/2009 Revision V7.0 SP1
V3.0 05/2009 First edition V7.1
V3.1 05/2009 Revision V7.1
V3.2 11/2009 Extension of the document for V7.1 to include the PCS 7
Web Option (tested for PCS 7 V7.1 and V7.0 SP2)
V2.4 12/2010 Note added:
The configuration described in chapter 6, "Master ES/OS
and Standby OS" only works in PCS 7 V7.0 SP3 if it has
WinCC V6.2 SP3 HF8 or higher.
V3.3 09/2011 Note added:
The configuration described in chapter 6, "Master ES/OS
and Standby OS" only works in PCS 7 V7.1 SP2 and SP3 if
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Version Date Change

it has WinCC V7.0 SP2 HF5 or higher.

V4.0 10/2012 First edition PCS 7 V8.0 Upd1

V4.1 11/2012 Adaptations in the following chapters:
e Chapter 7 "Expansion with the PCS 7 OS Web Option"
e  Chapter 7.1 "Web configurations"
e  Chapter 7.2 "Web-specific hardware and software

requirements"
New chapter:
e Chapter 7.3 "Maximum number of Web client
connections"

V4.2 01/2013 Introduction in chapter 6 "Master ES/OS and Standby OS"
has been editorially revised.

V4.3 05/2013 Test and declaration for PCS 7 V8.0 SP1

V4.4 09/2013 License adjustments in chapter 7.1. "Web configurations" in
Fig. 7-1 "Web Option in Single Station"

V5.0 02/2015 Test and declaration for PCS 7 V8.1

V6.0 06/2016 Test and declaration for PCS 7 V8.2

V7.0 11/2017 Expansion of time synchronization in chapter 3 "ES/OS
Single Station"
Test and declaration for PCS 7 V9.0

V7.1 02/2018 Step added (Configuring the standard server) in chapter
5.3.3 "OS configuration" OS Client

V8.0 02/2022 Test and declaration for PCS 7 V9.1
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