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Warranty, liability and support

We do not accept any liability for the information contained in this
document.

Any claims against us - based on whatever legal reason - resulting from the
use of the examples, information, programs, engineering and performance
data etc., described in this document shall be excluded. Such an exclusion
shall not apply in the case of mandatory liability, e.g. under the German
Product Liability Act (“Produkthaftungsgesetz”), in case of intent, gross
negligence, or injury of life, body or health, guarantee for the quality of a
product, fraudulent concealment of a deficiency or breach of a condition
which goes to the root of the contract (“wesentliche Vertragspflichten”). The
damages for a breach of a substantial contractual obligation are, however,
limited to the foreseeable damage, typical for the type of contract, except in
the event of intent or gross negligence or injury to life, body or health. The
above provisions do not imply a change of the burden of proof to your
detriment.

The Application Examples are not binding and do not claim to be complete
regarding the circuits shown, equipping and any eventuality. They do not
represent customer-specific solutions. They are only intended to provide
support for typical applications. You are responsible for ensuring that the
described products are used correctly. These Application Examples do not
relieve you of the responsibility of safely and professionally using, installing,
operating and servicing equipment. By using this application example you
accept that Siemens is not liable for any damages except for those
specified in the above liability clause. We reserve the right to make
changes to these application examples at any time without prior notice. If
there are any deviations between the recommendations provided in these
application examples and other Siemens publications - e.g. Catalogs - then
the contents of the other documents have priority.

Copyright© 2009 Siemens | IA. It is not permissible to transfer or copy
these Application Examples or excerpts of them without first having
prior authorization from Siemens | A in writing.

If you have any questions concerning this document please e-mail us to the
following address:

mailto:online-support.automation@siemens.com
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Preface

Purpose of this document

Typical PCS 7 systems have at least one ES (Engineering Station) on the
PC side, one or more possibly redundant servers, as well as several OS
clients (Operator Stations). Apart from the maximum availability of process
control and data acquisition, the predominant option here is loading
program changes or expansions quickly into the running process with out
any interference.

In comparison, small systems or stand alone units tend to work with
extremely little maintenance requirements after commissioning. To
reaching a high efficiency requires being able to work with as few PC
stations as possible. It therefore makes sense to use the rarely used ES as
an OS in process mode, as it already contains all the necessary
functionality and licenses.

This document is meant as a selection aid during research for the suitable
PC configuration for small plants. Various minimal configurations (up to a
maximum of three PCs) are compared regarding their functionality. Since
the respective PCS 7 configuration is not a focus of the system
documentation, the activities necessary for the setup are given in form of
detailed step-by-step instructions.

Main contents
The main focus is on the following points:
¢ Configuration comparison regarding functionalitiy

e Activities for engineering of the various configurations

Reference to the Automation and Drives Service & Support

This article is from the Internet application portal of the Industry Automation
and Drive Technologies Service & Support. The following link will take you
directly to the download page of this document:

http://support.automation.siemens.com/\WW/view/en/24023824
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1 Minimal Configurations - An Overview

Based upon using the Engineering Station as an Operator Station in
process mode, or realizing several OS with as few PCs as possible, various
constellations are possible. The following variants were selected according
to feasibility and sensibility within the context of PCS 7.

In connection with the configurations shown here, possible solutions are
described, where the configurations do not differ considerably.

Generally, when using the engineering computer as OS, certain
functionality losses must be taken into account, as for certain activities the
OS project must be closed. This will also be discussed below in more
detail.

1.1 ES/OS Stand-alone Systems

The smallest of all possible configurations requires only one PC station.
Figure 1-1

ES/0OS

Process mode / functionality

Since version 6.1 of PCS 7, the OS project can also be compiled while
Runtime is activated (delta compilation). This provides the operator function
and archiving functions permanently.

NOTE The description and configuration instruction for this configuration is
available in chapter 3 ES/OS Stand-alone Systems.

Alternatives / variations

Alternatively, the complete SIMATIC PCS 7 BOX package is also an option.
It combines the AS, the OS and the ES in a compact PC system. A
PROFIBUS interface for connecting the decentralized process periphery is
also integrated.

NOTE The stand-alone system ES/OS can also be expanded by the PCS 7 OS
Web Server functionality. The respective instruction can be found in
chapter 7 "Expansion by PCS 7 Web Option"

Version 3.3 13.09.2011 6/118



Copyright © Siemens AG 2011 All rights reserved

SI E M E NS Minimal Configurations - An Overview

Minimal Configurations PCS 7 V7.1 24023824

1.2 ES/OS Client and OS Server

With an additional PC station as the OS server, there is the option of using
the ES as the OS client. It accesses the data of the OS server in process
mode and visualizes the data.

Figure 1-2

Terminal bus

ES / O5-Client 0s

Process mode / functionality

For PCS 7, the OS server can be used for operator functions if a maximum
of four OS clients are connected. During server failure, however, the
complete OS functionality fails in this example. Furthermore, the OS client
must be closed for later OS project changes. However, the OS server
continues working during compiling/loading of changes.

Note The description and configuration instruction for this configuration is
available in chapter 4 “ES/OS Client and OS Server”.

Alternatives / variations

Another advantage of this configuration is the option of connecting further
clients to the OS server in a relative simple and cost-effective way.

Version 3.3 13.09.2011 7/118
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1.3

Figure 1-3

ES/OS-Master and OS-Standby

As a further constellation option with two PC stations, the ES is used as OS
stand-alone station again, similar to the first variant, with only one PC.
However, it uses the same OS project, which was previously loaded to a
further OS stand-alone station. Before the OS project is activated on both
stations, the mutual redundancy parameterization is performed.

Terminal bus

ES / OS-Master 0OS-Standby

|'—|_i Redundancy |'—|_i
= | <:> = |
I |

COM-Cabel

Process mode / functionality

Note

In this example, both PC stations work as redundant stand-alone OS
stations in process mode, which mutually synchronize each other during
operation as well as after failure of one of the partners. This also becomes
relevant during later OS project changes for which the master OS needs to
be terminated. In this case, the standby OS takes on the master role. It
continues working during compiling/downloading of the changes and
updates the redundancy partner after its return.

The COM-Cabel (RS 232 Connection) is used for optimization of internal
communication between both OS Single Stations.

From PCS 7 V7.0 it is also possible to implement the redundancy
connection via an Industrial Ethernet connection (BCE or CP1613) instead
of the COM connection.

For a complete download, the OS project must be deactivated and closed
on both stations. During this time, no OS functionalities are available.

This architecture does not provide the full PCS 7 functionality because
the redundancy is setup based on WinCC tools.

The respective restrictions during process operation and differences in
system behavior can be found together with description and configuration
instruction in chapter 5 "ES/OS-Master and OS-Standby".

Version 3.3
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Alternatives / variations

As an alternative, the redundancy could be omitted here. Regarding costs,
however, you only cut down on the redundancy license. Furthermore, it
must be noted, that during process mode, the parallel usage of the OS
project of another station is not PCS 7 conform.

Note The stand-alone system ES/OS can also be expanded by the PCS 7 OS
Web Server functionality. The respective instruction can be found in
chapter 7 "Expansion by PCS 7 Web Option".
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1.4 ES, OS-Master and OS- Standby

The PCS 7-conform realization of the OS redundancy requires three PC
stations. The ES then only fulfills engineering tasks and is only used for
testing OS functions during that time.

Figure 1-4
Terminal bus
ES | 0OS-Master | 0OS-Standby |
. —i e Fedundancy —i
= _i_ | ==X
COM-Cabel

Process mode / functionality

Since the ES is not involved in the process mode, the operator functions of
both OS stand-alone stations are permanently available. Even during a
complete download of project changes, one OS always remains active. The
redundancy provides for mutual synchronization. Online as well as after
failure of one of the partners.

The COM-Cabel (RS 232 Connection) is used for optimization of internal
communication between both OS Single Stations.

From PCS 7 V7.0 it is also possible to implement the redundancy
connection via an Industrial Ethernet connection (BCE or CP1613) instead
of the COM connection.

Note The description and configuration instruction for this configuration is
available in chapter 6 “ES, OS-Master and OS-Standby”.

Alternatives / variations

The low-maintenance systems focused on in this documentation often do
not require a permanent ES. If a temporary ES is hired for configuration,
commissioning and project changes.

The theoretical expansion with additional OS clients is not possible without
problems in this example, as the two OS have not been installed server
operating systems.
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2 General/Optional System Settings
The relevant cross-configuration system settings are suggested below.
21 Bus Connection of the PC Stations

Plantbus (system bus)

In the ES as well as in each server, a network card in “Configured Mode” is
employed for the plantbus. On this network card, only the ISO protocol is
activated for Windows. If a CP 1613 exists, it is used as access to the
plantbus. The configuration occurs in SIMATIC NetPro and HW Config.

Terminal bus

Apart from the configuration with only one ES/OS single station, all other
PC stations are also linked with the terminal bus. The required second
network card of ES and the server is set to “PG operation”. In

SIMATIC NetPro and HW Config this card is not configured. PCS 7 finds
this network access via the computer names or the paths for the target
computer, which must be entered at the Object Properties of the PC
station. For this network card, only the TCP/IP protocol (no ISO) is
activated for Windows.

Client-PC stations are generally only equipped with a network card that
connects them to the terminal bus. For this network card, only the TCP/IP
protocol (no ISO) is activated for Windows.

2.2 WinCC Autostart

This document contains the step-by-step instructions, that the OS project in
the WinCC Explorer is opened on the OS servers and clients for the
purpose of activating Runtime.

In the system this should be avoided, as normally no configuration licenses
(RC licenses) exist on the OS. If the WinCC Explorer is hereby opened for
more than an hour, WinCC goes into demo mode and must be closed

entirely for further configuration steps (incl. Runtime) and be opened again.

In order to activate Runtime automatically with the computer start-up
without opening the WinCC Explorer, an autostart for the project can be
configured.

In conjunction with SIMATIC NET Edition 2005 (as from WinCC V6.0 SP3)
the WIinCC tool "AutoStartRT" should be configured in "Set SIMATIC

NET Configuration Console PC station" in order to configure the
WinCC Autostart:

http://support.automation.siemens.com/WW/view/en/23061262
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3 ES/OS Stand-alone Systems
31 Configuration Description

The stand-alone system is the smallest possible configuration. The same
PC is used for ES and OS functionalities.

Hardware configuration
Figure 3-1

ES/OS

Plant bus

= color_gs_MP (Component view) - D:4Projectst.color_gs'colo_MP

PCS 7 configuration
Figure 3-2

Object name Symbolic name Type

A525 SIMATIC 400 Station
& E525 SIMATIC PC Station
CPU 4174 D Global Declarations Shared Declarations
asee  |BPROFRUSG - PROFIBUS
[_]g E5o5 %@F’Iant bz |ndustrial Ethermnet
= WinCC Appl E Globales Schriftfeld Global labeling field
o g as(1] %anumentatian Docurnentation
-7 Global Declarations
-4 calor_gs_Lib

1| | i
E® color_gs_MP (Plant ¥iew) -- D:"Proj - |EI|£|
EI@ color_gs_MP Ohject name | AS Azzignment | 05 Azzighment | Des
E‘% colar_gs_Fri ) [[1Global Declarations
-] Global Declarations (Edl PlartT ASZE\CPU 417-8457Pra...
= F"a”SMﬁ [Z Globales Schitfeld
- @B D akumentation
[+-|Bg] AMTZ
- color_gs_Lib
< | 2
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3.2 Required Hardware and Software Licenses

Hardware

The following hardware is recommended for this configuration and can be
ordered via the Siemens mall. Your selected operating system and the
system software SIMATIC PCS 7 are then preinstalled accordingly.

Table 3-1
Component Product information Operating system Plantbus transition
1xES SIMATIC PCS 7 ES/OS | Windows XP SP3 RJ45
IL 547B BCE WXP network card
SIMATIC PCS 7 ES/OS | Windows XP SP3 CP1613 A2
IL 547B IE WXP

Software licenses

In the following please find the software/license package necessary for this
configuration selection.

In the selected configuration as a stand-alone system, the number of the
POs is restricted to no more than 2000.

Table 3-2
Software Name
1 x Engineering Software for combined SIMATIC PCS 7 Engineering Software V7.1
stations AS/OS Runtime license
e 250PO
e 1000 PO
e 2000 PO

Note The “Rental License”, which is restricted to 30 operating days or 50
hours, provides additional licenses for engineering of short-term projects.

Version 3.3 13.09.2011 13/118
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3.3 Step-by-step Configuration

Note The following instruction was generated on the basis of Windows XP SP3
and PCS 7 V7.1.

For the plantbus transition a CP1613 is used as an example.

3.31 ES Configuration

Generating the multiproject

As a basis for the following instruction, all PC stations must be physically
networked according to Figure 4-1 (S.12). Furthermore, a multiproject must
have been created on the ES in which the AS has already been configured
regarding hardware and software.

Generating a PC station

In the PCS 7 project, the PC station is generated, which represents the ES
as well as the OS.

Table 3-3
Step Activity Screenshot
iew’
1. In the “Component view”, open the o O O T s T T
context menu of the project and D&|8m | ) 0 [da[s B b EE[M|E) [orim
. . . £ color_gs_MP (Component view) -- D= Projects',color_g
insert a new PC station via @coho b [Doedmns  [Smbioress [y
. [=F
“Tnsert New Obj ect > : % Th  Open Object Ctrl+alkto g‘:(
. A 0 Chrl+3 PR
SIMATIC PC Station”. ! C cony Chibc
o b[ Paste Chrlsy, :;:‘:
Change the name of the PC station ok e e Z b
H ect L3 SIMATIC 400 Station
so that it corresponds to the name S
of the local computer in the -
Access Protection L3 thsr Station
n etWO rk . PCS 7 license information. .. SIMATIC 55
Shared Declarations 3 Mi
Pm— -
SIMATIC Route Cantral » Industrial Ethernet
SIMATIC BATCH Wi
57 Program
Rename Fz M7 Program
Object Properties. .. Al-+Return
Preconfigured Station...
=3 —
E= color_gs_MP {Plant ¥iew) — D:\Projects'colo O (Client)
=) color_gs_MP s e Shared Declarations E
r Hs I
| B Pt [ Globales Schuitield  Route Contrel

AMT1
i RMT2
- color_gs_Lib

s Dokumentetion Project Documentation
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Step

Screenshot

2.

Open the HW Config of the PC

station of the OS server.

& SIMATIC Manager - color_gs_MP

File Edit Insert PLC View Options ‘Window Help

D |2 % B dnlls %0 =&

[ <HoFiter>

=z color_as_ WP
=] color_gs_Prj

CRU 4174 e
P 4431 Gt irls
CF 4435 Ex copy b

& £ Paste ey

| @ (] Global Declarations

Delete. el

@ color_gs_Lib
Access Prokection 3
SIMATIC Routs Contral 3

SIMATIC BATCH

Rename F2

From the object catalog (“view >
catalog”), add a “WinCC Application”
and a network card of the type

“CP1613".

=0, ______________________________________|
1 Wrk hogkcstion =
z FCF 1813

i

4

b

T

8

3

10

1

12

13

14

H

; =
4. Under “Subnet”, select the plantbus i i e B

or create it with the button “New...”
Assign the respective MAC

address to the CP 1613.

Deactivate the option “IP protocol

is being used”.

Confirm the settings with “OK”.

General  Parameters |

¥ Set MAC addiess /e |50 protac]
MAC address: 08-00-06-071-00-25

I™ P protacol is being usad

IP address: |[EFET T

% Do ot uge rauter
Subnet mask: 265255 255.0

€ Use rauter

Address:  |152 168101
Subnet.

- not networked --- Mew.
Properties.
Delate

Save and compile via menu item
“Station > Save and

Compile”.

Close the HW Config.

Version 3.3
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Configuring the PC station

The function “Configure PC station” transfers the project configuration to
one or more target stations.

Table 3-4
Step Activity Screenshot
1 . C Onfl gure th e Comp on ent colnr gs_MP (Component view) — D:cnlor,us“acnn - TDE
configurator of the ES. Select the = Qorsin - P
PC station of the ES and choose SR LI -
“PLC > Configure..” from the E% " Gpen Gbject Cotits0
HE el
context menu. @ o, i
@ oo Cerly
Delete Del
EEESRESE s Compile and Download Objects, .,
:;:;TIC Route Control : S |
2. Under “Accessible computers”, choose | [Ellitig
choose the PC which is provided Local network cannectiar:
for configuration. [Terminalbus =]
| . Update
Accessible computers: —l
NOTE _ —
If you chose the option “Computer ES21
name identical to the PC station name” in Egg;
the component view “Object ESTATEAS
Properties” for the PC station, the
component configurator directly
displays the target computer to be
Configured. v Use configured computer name
Target computer:
With “Display’, you can have the =
current configuration of the PC Display... |
station displayed.
. . Meszages:
Hit the “Configure...” button.
Cloge | Help |
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Step Activity Screenshot
3. In the displayed window you see G
how the PC station is configured. e |E“5| —
. . . |ndex I Name Type Status | Cause -
Confirm this with “OK”. 1 [] WinCCppi. WinCC fork
2 ﬂ?cpma CP 1613
j
5 —
E
7
g
El
10
11
12
13 =
4] | _>|_I
@ The configuration is possible. The configuration can be seen in the list
abave.
Cancel | Help
; ; ; [T x
4. Acknowledge the information with T e
HOKH' _:3 Thiss can Lok seerral minedes, A A
Coet
S. Finally, you receive the following Configure [x]

message in the bottom window:
“Transfer completed successfully.”

Close the configuration dialog box.

Local nebwork, connection:
I Terminalbus > I

Accessible computers:

ES13
ES21
ES24
ES25
ES7ASBAS

v Usze configured computer name

Target computer:

[Eses

Canfigure... | Dizplay... |
Mezzages:
ESZE:

Tranzfer completed successhully.

Help |

Configuration and download of the AS/OS communication

The connection with NetPro is configured below and loaded into the

stations.

Version 3.3
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Note For station granular configuration, the subnets of the individual
subprojects must be joined beforehand.

Table 3-5
Step Activity Screenshot
El:NetPro - [color_gs_Prj (Network) —- D=\Projects\color_gs\colo_Prj
1. Open NetPro. e
Select the WinCC application of LT TIPS L
1
the ES and open the context
menu. Choose “Insert New E BS2s
Connection”. il
Plant bus =
Industrial Ethemet Download ko current. project 3
Rearrange
Object Properties... AlE+HReturn
ASZH
o [
‘mm m |E
PROFIBUS(1) 1 !
PROFIBUS
2. In the “Connection Partner” Insert New Connection
window, select CPU of the AS. - Cannection Partner

=-{&] In the curent project
EI% color_gs_Pri
=l A525

CPL 417-4
- [Unzpecified]
- All broadeast stations

i e 3l ulticast stations
@ In the multiproject; color_gs_MP
@ In unknown project

Make sure that in the “Connection”
field, “S7 connection” has been
selected.

Confirm the setting with “OK”.

EE

Project: Icolol_gs_F'ri :ES
Station: Jas2s
Module: |CPU 4174
- Connection
Tupe: I 57 connection j

¥ Display properties before ingerting

u] 4 I Apply Cancel | Help |
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Step Activity Screenshot
3. In the “General” tab, in e =
“Connection identification”, change
the “Local ID” into a meaningful e e
name, like AS25. P ||
Confirm the entry with “OK”.
[ Connection ot otz
Epicts Eﬁéé Appikation |é|5265;1 74
Interface: \CEGE x| [craaz(rosse) =l
Subnet [Plait bus [Inustrial Ethermet] [Plant buss [Industial Ethemet]
Addiess [0e-0006-01-00.25 [oe-0006-01-01-25
Address Details.
Cancel Help
4. | save and compile “Network” > xi
Save and Compile...”.  Corgie
Select “Compile and check ¥ Compile. and check everthing
everything”.

" Compile changes only

Confirm the setting with “OK”.

5. Mark the ES and then, over the
menu item load “PLC >
Download to Current
Project > Selected
Stations”.

Download the AS in the same way.
Then close NetPro.

Compile and download the user program

Compile the S7 program and download it into the AS.
Compiling the OS project

Prior to that compile the OS project in the SIMATIC Manager.
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3.3.2 OS configuration

Table 3-6

Step Activity Screenshot

{z” WinCCExplorer - D:\Projects'color_gs'colo_Prj'\wincprojy,05(1),05{1).mcp

1. Open the OS project. B o

In the opened WinCC Explorer, AR L’
open the OS project and select B e
“Properties” in the context menu. i rm— N
f\ Graphics Designer [ alarm Logging
o Alarm Logging 1 Tag Logaing
1] TagLogaing &4 Report Designer
ﬁ Report Desianer J"":‘G‘Dbal Seript

2 Text Library

54 Text Distributor
i User administrator
SryCross-Reference

e
1% alobal Seript
EF Text Library
54 Text Distribtor

i User Administrator T redundancy
;:', Cross-Reference J_U User Archive
Redundancy O)Time synchronization

4IHorn
*T Picture Tree Manager
L1 UFebat Moritoring

39 user archive
'—) Time synchronization

43 Horn K, 05 Project Editor
5 Pickure Tree Manager 1 Icomporent List Editar
E}, Lifebeat Monitoring I Faceplate Designer
#, 05 Project Editor ErE

P Web Navigator

JJ Component List Editor

T Faceplate Designer

=5 5FC

" ‘web Mavigakor

2. In the “General” tab under “type:”
Select “S|ng|e_User PrOJeCt” Operation mode | User Interface and Desian |

. . General UpdateCpcles | Hotkeys | Options
Confirm the selection and the

message that appears with the
“OK” button.

M Gereral Data of the Current Project.

Dope:
Lreator: IW’inCC-F’rDiecI-M anager

Creation Date: |3.-"25.v‘2009 T1:21:18 M

Changed By: |WinEE-F’rDiecl-M anager
Last Change: I33’28J2UDB T0:48:00 Ak

Wersion: I
GUID: CC_05_26_ 03 03 2610 21_12

Comment: d

coea |

Project properties x|

<2 & change fram a mulki-user to a single-user ar WinCC client project
\__-/ will delete all configured client computers from the computer list,
Click. on 0K = ko perform this change,
ar on <CAMCEL > to keep the multi-user project.

Cancel |

3. Prevent deleting the startup list by x
pressing the “No” button.

b d The project type was changed,
*:(" Do wiou want o delete the startup lisk?
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Step Activity Screenshot
4. Close the WinCC Explorer.
NOTE

The changes will only become
effective when the WinCC Explorer
has been closed and opened

again.

3.3.3 Activating Runtime
After the OS project has been closed, you can open it again and activate
Runtime.

3.34 Particularities at downloading of OS Project Modifications

If OS and ES are operated in a computer, no load process must be per-
formed as all of the required data already exists. Here, executing the
“Compile OS* function is sufficient.

Analog to the “Download changes* function, the “Compile changes*
function can be executed at stand-alone systems without terminating the
process mode of the OS.
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For a server-client structure with only two computers, the ES serves as the
OS client at the same time. In the configuration, three PC stations are

provided for.
Figure 4-1

Terminal bus

ES / OS-Client

=

—————

0s

Plant bus

PCS 7 configuration
Figure 4-2

Client
-] winCC Appl. Client
A Es2s

- [§ winCC Applkation
Server

- [§ winCC Appl

{27 Global Declarations
EEI---@ color_gz_Lib

% color_gs_MP {Component view) -- D:Projects’color_gs‘.colo_MP

£525

B Cliert

& EsoR

B server

[:l Global Declarations
BB FBUSH]

%@ Flant buz

(%) Globales Schiiftfeid

A

SIMATIC 400 Statio
SIMATIC PC Station
SIMATIC PC Station
SIMATIC PC Station
Shared Declarations
PROFIELS

Industnal Ethernet =

Global labeling ﬁEI_dILI
H

EHE color_gs_MF
E% color_gz_Prj
[#-{_] Global Declarations

RMTZ2
@ color_gs_Lib

E&® color_gs_MP (Plant ¥iew) -- D:Pro

=10l x|

Object name

| AS Azsighment

| 05 Azsighment

|:| Global Declarations
Flanit1

[Z Globales Schriftfeld
m D okumentation

1

ASZENCPU #17-4457-Pro...
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4.2 Required Hardware and Software Licenses

Hardware

The following hardware is recommended for this configuration and can be

ordered via the Siemens mall. Your selected operating system and the
system software SIMATIC PCS 7 is then preinstalled accordingly.

Table 4-1
Component Product information Operating system Plantbus
transition
1xES SIMATIC PCS 7 ES/OS IL | Windows XP SP3 RJ45
547B BCE WXP network card
SIMATIC PCS 7 ES/OS IL | Windows XP SP3 CP 1613 A2
547B IE WXP
1x0S SIMATIC PCS 7 OS server | Windows server 2003 (R2) | RJ45
server IL 547B BCE SRV03 network card
SIMATIC PCS 7 OS server | Windows server 2003 (R2) | CP 1613 A2
IL 547B IE SRV03
Version 3.3 13.09.2011 23/118
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Software licenses

In the following the different software/license packages required for this
configuration selection have been listed.

An OS server can provide up to 8500 POs with the respective software
package - depending on the scope of the project. In addition to the
Engineering Software, an OS client software must be installed on the ES.

Table 4-2
Software Name

1 x OS software server SIMATIC PCS 7 OS Software Server V7.1
e 250PO
e 1000 PO
e 2000 PO
e 3000 PO
e 5000 PO
e 8500 PO

1 x engineering software SIMATIC PCS 7 Engineering Software V7.1

AS/OS

e PO "unlimited"

1 x OS software client SIMATIC PCS 7 OS Software Client V7.1

Note The “Rental License”, which is restricted to 30 operating days or 50
hours, provides additional licenses for engineering of short-term projects.

Version 3.3 13.09.2011 24/118
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4.3 Step-by-step Configuration

Note The following instruction was generated on the basis of Windows XP SP3
and PCS 7 V7.1.

For the plantbus transitions, CP1613 is used as an example. A clock
synchronization is activated.

The PC stations in the test setup are called:

e ES/OS client (‘ES25”): ES25
e OS server (“Server”). ES21

4.3.1 Preparatory Steps

Create a project folder in the OS server and release it. You can then
transmit OS data configured on the Engineering Station to the OS.

4.3.2 ES Configuration

Generating the multiproject

As a basis for the following instruction, all PC stations must be physically
networked according to Figure 4-1 (S.22). Furthermore, a multiproject must
have been generated on the ES in which the AS has already been
configured regarding hardware and software.

Then you can start with the following CPU and CP settings.

AS settings
This example describes a path where the OS server defines the master
time.
Note Further options of clock synchronization are described in detail in the

Manual “PCS 7 — Configuration Manual Operator Station, clock
synchronization and life signal monitoring”.
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Table 4-3

Step Activity Screenshot

1 . Open the HW Conflg Of the AS . rlJin Config - [AS25 {Configuration) -- color_gs_Prj]

Eﬂ]statinn Edit Insert PLC Wiew Options Window Help

Select the CPU and choose D@88 & Be dbaldo %8 e
“ . . ”
Object Properties...” from the
1 PS 407 204 -
context menu.
T —
;@ Paste Chrliy.
X1 MEDE Replace Object...
IF1 Add Master System
IF2 Disconnect Master System
3 - CP 4431 Insert PROFINET 10 Syster
v i CP 4435 Ext Discannect PROFIMET 10 Systerm
g FROFIMET IO Domain Manaaement. .
] PROFINET 10 Topolagy...
'1|1D Isachronous Mads
12 Specity Madile, .
13
Delete el
Go To 3
Filter Assigned Modules
IManitarffadify:
]
Object Al+Return
:‘:I () Wi Open Objeck With, . CEH Al
el .;—PST;‘;U;EM = Assign Asset 10...
Product Support Infarmation Chrl+Fz
1 FAQS Cl+F7
E cru 174 Find Manual Ctrl+Fe
ol P SWATICPDM v
o % Start Device Tool
IFt —_—
(5] 1 I 1 1 1 I
2. Go to the “Diagnostics/clock” tab. X
General | Statup | Synchronous Cydle Interupts | Cycle/Clock Memory | Retentive Memory |
In the sectlon under “Clock” set Memory | Intemupts | Time-ofDay Intemupts | Cyciic Imerupts  Diagnostics/Clock | Pratection
b
“ ” ~ System Diagnostic:
As slave” for the AS under i
“Synchronlzatlon Type” ¥ Repott cause of STOP

I~ Acknawledgmentriggered repotting of SFE33-35

Confirm the Setting with “OK”. Humier of messages inthe diagnasti bulfer ETT

- Dlack
Synchicnizstion Synchionization Type Time Interval
Inthe PLE: [ stave =] [wone [
On M [None: =] [Hone =l
O HF [Hare: =] [Mone El
Corection factor o ms

Cancel Help
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Step Activity Screenshot
3. Open the ConteXt menu of the CP ﬂJaHW Config - [AS25 {Configuration) -- color_gs_Prj]

Eﬂ] Station Edit Insert PLC  Wiew Options Window Help

and select “Object Properties...”. D=2 8 & ee|dd@m B

R
1 [ P 407 200

4 CPU 4174

o8
MEDA

Copy Chrl+C

Paste Chrl r
3 Replace Object. .. L
1a £dd Master System L
1 Disconmect Master System L
12 Insert PROFIMET I System -
19 Disconmect PROFIMNET I System L

FROFINET IO Damain Management., ..

PROFIMET IO Topolagy. ..

TIsachronous Mode

| Spedfy Madule. ..

Delete Del

o .
Slat é; Madule Filter Assigned Modules

1 P35 407 204 Iomitariodify
] Edit Symbals...
4 iﬂ CPU 417-4 el ioa g Alt+Return
Cpen Object With, .. ChrlAl+a
el s
7 WAL Assign Asset ID.., r
Fil produt Suppoart Information Chrl+F2 L
g:—z RYEE] FAGs Chrl+F7 -
= : Find Manual ChrhFe -
7 |craassEs o d ! i
A STRATTE PR 3
4 GO to the HTi me-Of-Day Properties - CP 443-1 - (R0/S6) [<]
. . » General | Addresses | Options  Time-of-Day Synchronizatian |\p Access Protestion | Diagnosties |
Synchronization” tab. SIHATI Mo
. . « . I Foward fime of day!
Activate the option “Activate I W
SIMATIC time-of-day
. . 9 ™| Aictivate NTP time-of-day syrchronization
synchronization”. B ettt lidlainis
Confirm the Setting W|th “OK”_ NI server addiesses (IF addiesses]
Add
Edit
Delete
Tiime 2ane J(GMT +01:00) B elin, Betn, Brussels, Flome, Stockhol, Yienna =l
Update irterval [seconds] R
[Fznge of valuss 10 - 85400

Cancel Help

3. Save and compile the configuration
with “Station > Save and
Compile”.

Close the HW Config.
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Generating the ES PC station

In order to be able to test the OS project on the ES, generate a PC station
for the ES with WinCC Application.

Table 4-4

Step Activity Screenshot

:
1. In the “Component view”, open Fie t it Pt e O Winke e
the context menu of the project CISIET =TI © G [ome
and insert a new PC station via (=@ ot [ Obeoams [ Sbolonane [Ty
“Tn sert New Obj ect > "+ Open Oblect ctel+at+o | 2‘:‘
. Cut Chrl+5 PR
SIMATIC PC Station”. Gony s Ird
Pasts. Chrl# Glo
Change the name of the PC station s b oo
so that it corresponds to the name g iEeTEr,
of the local computer in the -
ecess Pratection Other Station
n etWO rk . PCS 7 license information. .. SIMATIC 55
Shared Declarations 3 PeIPC
e y
SIMATIC Route Control »  Industrial Ethernet
PTP
SIMATIC BATCH
57 Program
Rename Fz M7 Program
Object Properties. .. Al+Return
Preconfigured Station, ..
o5
E= color_gs_MP (Plant View) — D:\Prajectshcalor_gs\colo_Its i
-l colr_gs MP Object name Shated Declarations 03,
- color_gs_Pi ([ Global Deckralions | poteh process coll

Global Declarstions Blant]
ant1 [ Globales Schritield  Route Contrel

AMTT P
AMT2 okumentation Project Documentation

5 Open the HW Config of the PC

Fle Edit Insert PLC View Options Window Help
D |3% 7| & B R dnlle %)% =

*¥ color_gs_MP (Companent view) -- D:\Projects'color_gs',calo_MP

station of the OS server.

=l color_gs_MP
-8 colo_gs_Pi !

8525

CPU 4174
CP 4431 Cut Chrlts
CP 4435 Ext Capy Chrl4C
ES25 Paste, Chrl

(L] Gisbal Declarations r— =
@ colo_gs Lib
Arress Protection »
SIMATIC Raute Control »

SIMATIC BATCH

Rename Fz

3. From the object catalog (“View >
Catalog”), add a “WinCC
Application” and a network card of
the type “CP1613”.

Version 3.3 13.09.2011 28/118
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Step Activity Screenshot
4 . U nder “S u bnet” , SeleCt the Plant Properties - thernt iterface CP 1613 (RO/S2)
. . General 'atameters
“BUS o,,r Create It Wlth the bUtton ¥ Set AT address £ use |50 pratocal
New”. MAC address (5.0 5.1 0.2
Assign the respective MAC I~ 1P sotelis being sad
IP address: 192.168.0.1 b
add ress to the CP . 1 6 1“3 i Subnet mask: |255 255.255.0 : ﬁ:::u\:: e
Deactivate th? option “IP protocol s T
is being used”. St
. . . “ » --- ot networked - Hew...
Confirm the settings with “OK”. —
Delete
aK Cancel Help
[ o ] |
5. Open the context menu of the CP
and select “Object Properties...”.
3 Copy Chrl+C
P Faste (ZEH Y
5 Replace Object...
? Aidd Master System
5 Disconnect Master System
3 Insert PROFIMET 10 Stystenm
10 [iscannect FROEINET 10 Systen
1 PROFIMET I0 Domain Management. . .
12 PROFINET IO Topalagy. . .
13 Isochronous [Made
} ; Specify Madule., .
16 Delete Del
]z Go To
Filter Assigned Modules
IManitar/adify
Edit: Symbls, ..
Object Properties. .. Alk+Return
Open Object With. . oAl
6. Select the “Options” tab and e =
. ” eneral ssignment ptions iagnostics
checkmark the “Time of day” box. S i
Confirm the setting with “OK”. Theam
i« ;ave [time receiver]
Send Keepalives for Connection:
(F Activate [30 seconds) ‘
Settings for TCP protacal
’7ND\S 1613 1P zddress |— ‘
Cancel Help
7. Save and compile via menu item
“Station > Save and
Compile”.
Close the HW Config.
8. In the SIMATIC Manager, delete
optional | the OS application of the PC
station of the ES as it is not
required in our example.
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Generating the OS server PC station
Table 4-5

Step Activity Screenshot

1. In the “Component view”, open the | Friae L —
context menu of the project and D ] A D - ) [[toRe
. . . 3 color_gs_MP (Component view) — D:\Projects',color_gsicolo_MP

insert a new PC station via e e S
“Insert New Obj ect > SIMATIC B%_ wcoE Open Object Ctrl+ale+0 g:::
, ” . o cut Chrbs She
PC Station”. You can choose its "&E o o
Haste: (rlH ndi
name freely. TR o 'g'dn
iy .

SIMATIC 400 Skation

Bl Inzert New Object >
___C—;I‘mm;?‘ Multipraject ¥ SIMATIC 300 Station
] PLC »
Areess Protection » Other Station
PCS 7 license information. .. SIMATIC 55
PGIPC
Shared Declarations 3
MPI
Plant: Hierarchy Y rRoFELs
SIMATIC Route Control » Industrial Ethernet
PTP
SIMATIC BATCH
57 Pragram
IRt I M7 Brogram
Ohject Properties... Alb+Return
| Preconfigured Station, .
05
H (¥ color_gs_MP {Component view) - D:\Projects’,color_gs'\colo_MP
2. Open the HW Config of the PC =
pe € Y 0 € {8 color_gs MP Object name Tupe
H H =89 color_gs P
station with the context menu. T8 o o h e TS

[H P74
P 4434 Gut: Cerl%
CP 4435 Ext ey ke
-8 E525 Paste: Cerly:
=+ [ wincC Appl Delete )
g O5i1)
Server Access Pratection »

{31 Blobal Declarations

0“ color_gs_Lib SIMATIC Route Contral 13

SIMATIC BATCH

Rename Fz

3. From the object catalog (“Vview >
Catalog”), add a “WinCC
Application” and a network card of
the type “CP1613”.

4. Under “Subnet”, select the Plant Ml B ERE =

. . e Pauamete.s'
Bus or create it with the button
“New...”. Maoosses  [rmmmonal | et
Assign the respective MAC -
address to the CP 1613. Padiess  [EZTECT r

. . W Subiet mask: =
F)eaqtlvate th? option “IP protocol o T
is being used”. Sinet

Confirm the settings with “OK”. rm_ ——

Cancel Help

J¥ | 5t MAE address /use 50 protoss

' Use router
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Step Activity Screenshot
5. Open the context menu of the
CP1613 and select “Object
. » 3 Copy Chrl+C
Properties...”. 3 Paste Chrl+
] Replace Object. ..
? fdd Masker: Systen
g Discommect [Master System
3 Imsert: PROFINET 10 Systernm
10 Disconnect BROEINET IO Ststerm
1 PROEINET I Domain [Management ..
1z PROFINET IG Topology. ..
13 Isochronous Mode
1; Specity Module, ..
16 Delete Del
17
ET:) Go To 3
Filter &ssigned Madules
fanitar/fadify
Edit Symbols
Object Properties Alb+Return
@men Object With... (- AlE+E
1
6. Switch to the “Options” tab and ?- 2
e wH ” General | Assignment  Options
checkmark the “Time of day” box. o
Confirm the setting with “OK”. i s
# Slave (time lacewal‘]
Send Keepalives for C
’VIV Aotivate (30 secards] ‘
Settings for TCP protocal
’VND\STEHIPaddless 1 ‘
= Helo
7. Save and compile via menu item
“Station > Save and
Compile”.
Close the HW Config.
8. In the SIMATIC Manager, open the | Eisalue
. . . eneral  Target 05 and Standby 05 Computer
properties dialog of the OS project | ™ ™ ¥0sCoroue|
Path to the Target 05 Computer
of the (ON] ser\:er. | o
Switch to the “Target OS and b commie e S
Standby OS Computer” tab. [ecr g2 P OS]
Under “Standby-0OS”, select o 3
“<none>".
Then hit the “Search...” button.
Apply Cancel
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Step

Activity

Screenshot

9.

Navigate by the drop down menu
to the enable project folder of the
OS server (see 4.3.1 Preparatory
Steps).

Hit the “Save” button.

Select target 05 [ 7] x]

| «EmeE-

Load in | 3 Projects

|2 ARNO

| ASRT:
[ Asset_71
2 Colar

| Gendorf
[Ch57200test
[CTestvry
| vr1a
v tHw

05 Name e

(EANEN

Check the selected path and
confirm with the “OK” button.

Save as type: [.mea) Cancel
A
10

General Target 05 and Standby 05 Computer |

Path ta ths Target 05 Computer

|\\E321 4es21_d\Projects\DS {200 5(20) mep

Symbulic computer name
[eolor_gs_Pri_Os(20)

Standby-0%
[< nane > =]

¥ Create/update archive tags

I~ Transfer to central archive server

aK Apply

11.

Acknowledge the information
dialog with “Yes”.

b o

Do e it the charges”

I |
Generating the client PC station
Table 4-6
Step Activity Screenshot

1.

In the “Component view”, open the
context menu of the project and
insert a new PC station via
“Insert New Object >
SIMATIC PC Station”. You
can choose its name freely.

SIMATIC Manager - color_gs_MP

File Edit Insert PLC View Options Window Help

EEEEIEEETEEE

& |[ < Mo Fiter >

- =) color_gs WP Object name

Sumbolic name Tupe
E] . 5IMs
z - Open Object Chr-Alt+0
RS - SIMs
CPl cut Chrl 13 . SIMe
CP|" copy. Chrl#C Share
CF| paste il . PROI
=& ES5 i
20 wir  Deles Del B ndus
o » 8 Rlab
Insert New Object » SIMATIC 400 Station
i s ooy
| R Sevm Multipraject »  SIMATIC 300 Station
B wir
i » PLC »
. B0 Ghoball  access Protection »
@ color_gs_Li
PCS 7 license information. . SIMATIC 35
PGJPC
Shared Declarations »
D MPI
Plank Hierarchy TS
SIMATIC Route Control 13 Industrial Ethernet
PTP
SIMATIC BATCH
ST Pragram
R 3 M7 Program
Obiject Praperties. . Alt+Returm
Preconfigured Statian...
05
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Step

Activity

Screenshot

2.

Open the HW Config of the PC
station of the OS client.

[ SIMATIC Manager - color_gs_MP

File Edit Insert PLC ¥iew Options ‘wWindow Help

From the object catalog (*view >
Catalog”), add a “WinCC
Application Client”.

OB Bk %% [ <HoFiter>
29 color_gs_MP (Component view) -- D:\Projectsicolor_g
El i8] color_gs MP T
=88 color_gs_Prj =
B 4525 [
CPU 4174 =
P 4431 Cut cirlix:
CP 4435 Ext Copy Grrite
B Client Paste. il
=& Es2 Delete ol
= [§ WinCC Appl
73 0s0) Access Protection 3
28 Server
= [ i donl SIMATIC Route Control 3
LAk SIMATIC BATCH
{21 Global Declarations
@ color_gs_Lib Rename F2
il
2
3
F]
5
E
7 e
8
g
10
11
12
13
14 I
1R =

Save and compile via menu item
“Station > Save and

Compile..”.
Close the HW Config.

Open the context menu of the PC
station of the client in the SIMATIC
Manager and select “Object
Properties”.

| SIMATIC Manager - color_gs_MP

File Edit Insert PLC VWiew Options Window Help

D (22| 4 =R e %2 >

E-{zal color_gs MP

E"EF; calar_gs_Frj 8l Corfiguration
E-l 4525 WinCC ppl. Client
CPU 4174
CF 4431
CF 4435 Ext
y Open Object Chrialt+0
2% cut Chrix
| Copy Chrl+C
. e Gl
|
¥ Delete Del
Y
B FLC 3
|
lb Access Protection r
[ color_gs.
Prink: 3
SIMATIC Route Contral r
SIMATIC BATCH
Renarme F2
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Step

Activity

Screenshot

6.

Under “Computer name”, enter the
name of the PC, where the
operating of the client shall be
carried out. In the configuration on
hand, this is the ES computer

Confirm the entry with “OK”.

Properties - SIMATIC PC Station

General | Settings | Configuration |

Name [Ciert

Project path: |cu|ul_gs_F'ri\Clienl

HHNTTT

Storage lacation |D-\Fm.ecns\:mm,gs\cnlnjr.

of the project

Author: |

Date created: 03/25/2003 04:04:19 P

Last modified 013/25/2009 04:07:25 PM

Comment =]
=

Computer nar
’V ™ Computer name jdentical to PT station name

Computer name: ESZ5

Cancel Help
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The function “Configure PC station” transfers the project configuration to
one or more PLCs. First configure the local components configurator of the
ES and then the OS connected to the plantbus.

Table 4-7
Step Activity Screenshot
.
1. Configure the component P e
configurator of the ES. Open the BE.10 = sl I
ES context menu and select “PLC e Qoo Tmbcrons T
> Configure..”. : A“ggu“:;,., P e
H EPMEiEExI
M8, Client
¢ 5 [§ WinCC Appl. Client
i o 05C(21)
E%ﬁ ©Open Object Chr+AlE+O
cmsd G G
B l: Paste e
C|I3.I.D; Delete Del
B color_on e [ oowrioad L
| feressProtedtion  * ™ Compie and Download Objets.
:;::T[C Rauke Control : Soree |
2. Under “Accessible computers”,
choose the PC which is provided Local network connection:
for configuration. [T erminalbus =
NOTE Accessible computers: &I
ES13
If you chose the option “Computer E521
name identical to the PC station Eggg
name” in the component view EC7ASEAS
“Obiject Properties” for the PC
station, the component
configurator directly displays the
target computer to be configured. ¥ Use configuied computer name
Target computer:
With “Display”, you can have the JFe20
current configuration of the PC Display... |
station displayed.
. « . ” Messages:
Hit the “Configure...” button.
Claze | Help |
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Step Activity Screenshot
3. In the displayed window you see &
. . . Station: ESZE
how jche PQ statlpn |s'cor:f|gu”red. _ —TemTEe _
Confirm this setting with “OK”. 1 [ WinlCappi | WinCC App
2 ﬂgcpma CP1613
3
4
5 —
5
7
8
9
10
1
12
13 -
4 I :IJ
@ The configuration is possible. The configuration can be seen in the list
above.
Cancel Help
4. Acknowledge the information W\ o 5 TR e
dialog with “OK”. e s
o ] omn
S. Finally, you receive the following Configure [<]
message in the bottom window: Local network conmection:
“Transfer completed successfully.” [T erminalbus =l
Close the configuration dialog box.
Accesszible computers: ﬂl
E513
E521
E524
E525
ES7ASEAS
¥ Use configured computer name
Target computer:
[Eses
Canfigure... | Dizplay... |
Messages:
E5ZE:
Transfer completed successfully.
Help |
6. Please configure the component
configurator of the OS server
analog to step 1 to 5.
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Configuration and download of the AS/OS communication
In the following, the connections between the PC stations and the AS in
NetPro are configured and downloaded into the individual stations.

Note For station granular configuration, the subnets of the individual
subprojects must be joined beforehand.

Table 4-8
Step Activity Screenshot
1. Open NetPro. e s
. . . =0 9 S 0 dl B P DR
Select the WinCC application of = i
the ES and open the context = ‘ | — o
menu. Choose “Insert New call (o
Connection”.
2. In the “Connection Partner” Insert New Connection
window, select the CPU of the AS. - Cannection Partner
H “ H ” - I th j
Make sure that in the “Connection D%—'@f i
field a “S7 connection” has been i
selected. w8 Clert
. H . “ ” + 3
Confirm the setting with “OK”. B e
All broadcast stations
[S— All multicast stations
[]--@ In the multiproject; color_gs_MP

@ In unknown project

Project: Icolol_gs_F'ri :ES
Station: Jas2s
Module: |CPU 4174
- Connection
Tupe: I 57 connection j

¥ Display properties before ingerting

u] 4 I Apply Cancel | Help |
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Step Activity Screenshot
3. In the “General” tab, in e =
“Connection identification” change
the “Local ID” into a meaningful L e
name, like AS25. P P
Confirm the entries with “OK”. _
[ Connection Lo ot
Eio Ig‘tﬁéé Applikation |§335§w 7.4
Intiface: IE3GE | Jcrezirosse) |
Subnet. [Plant bus [Industial Ethernet] [Plaiit bus [Industrial Ethermet]
Address [00006-01-00.25 [o00-05.01-51-25
Address Details.
Cancel Help
4. Repeat steps 1 to 3 for connecting x|
the OS server to the AS.  Corgie
It is important here, that the f= Cornpile and check svemtieng
connections of the ES and the OS A o
. . . ompile changes only
server with the AS have identical
names.
Then, save and compile the oK | Cancel Help
configuration with the menu item
“Network > Save and
compile..”.
Choose the option “Compile and
check everything” and confirm with
“OK”.
5. Select the ES and then download R R
. . LI [l povemnttoCimert o+
the connections with the menu Sl S e
item “PLC > Download to ot na e
Current Project > Selected 2
Stations”.
Download the OS server and the o :
AS in the same way.

Then close NetPro.

Compile and download the user program

Compile the S7 program and download it into the AS.

Compiling the OS server project

Compile the OS server project in the SIMATIC Manager.

Look out for the correct OS assignment to the server in Plant View.

Version 3.3

13.09.2011

38/118




Copyright © Siemens AG 2011 All rights reserved

SI EM ENS ES/OS Client and OS Server

Minimal Configurations PCS 7 V7.1 24023824

Assigning the server package

Table 4-9
Step Activity Screenshot
P
1. Select the OS application of the o B B B TS
OS client and select “Assign OS D |82 | & B E e %% & [

(29 color_gs_MP (Component view) — D:\Projects’,color_gs'

El@] color_gs_MF
=B color_gs_Prj
O 24525

CPU 4174
CF 4431
CP 4435 Ext

=8 Client
¢ B[] WinCC Appl Client
: : 05C[21

server...” in the context menu.

é & Esm Open Object CErAEHO

o B[] winCCappl oy e+

E 25 g osi Copy ChrHC

erver

7= Past Tyl

T 5@ wetcepl i

LEd 05200 Delete Del

{_7] Global Declaratic

- color_gs_Lib PLC D

Access Protection 3
Compils tr+EB
Print 3
SIMATIC Rioute Control 3

2. Then select the respective OS
prOJeCt and acknowledge W|th 05 Infarmation | Symbolic computer name I
“OK”-

[ color_gs_Pri - 05[20) color_gs_Pri 05[20]

QK I Cancel | Help |

|The WinCC project was opened 4
3. Confirm the successful download

of the package with “OK”.

The procedure was completed without eror

The procedure was completed without error

0K Carcel
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Activating the clock synchronization
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Still on the ES, the necessary settings are activated in the OS projects by

OS server and OS client.

Table 4-10
Step Activity Screenshot
1. Open the OS server project.
File Edit Insert PLC View Options Window Help
9 color_gs_MP {Component view) -— D:\Projects’,.color_gs'.colo_MP
=28 color_gs_MP Obiject narne PH Assigr
=8P color_gs Pi -fr AMT1 Plant1 3Rt
S A525 I RMT2 Plant15Ak
- [B] CPU 417-4
-5 CP 4431
ﬂ CP 4435 Ext
=8, Client
=[] WinCC Appl. Client
& 0sci21]
- E525
=8, Server
=[] WwinCC Appl.
- Open Object Ctrl+alt+0
[]"D Global Declar M) G2 Chri+-Alk+0
=@ color_gs_Lib Cut Chel+x
Copy Chrl+C
Paste e R
Delete Del
Insert Mew Object 3
PLC 3
Access Protection 3
Compile Cirl+B
Display compilation lag. ..
2 . Open the ed |t0r “Ti me & Time Synchronization - [05{20).mcp]
synchronization” with the context [ e Seitige
™ Use time receive utiity B
menu.
[~ Deactivate time synchronization Cancel
ACthate the CheCkbOX 1 Swynchronization via Terminal Bus [Slave]
“ . H : € Wsethe time fom aconnected WinCE sever
Synchronization via System Bus Lo o
” SELHE UMENTON & SpECIE Coriputer:
(Master, Slave)”. it | o
In “Access point 1”7, select B | -
“CP1 61 3( I SO )” and aCthate the " Let tme be set by external [3rd - party] compenents
option “Master”.
. . . « » —v Swnchronization via Systemn Bus [Master. Slave)
Confirm the setting with “OK”.  Aess paint 1
EEEG) =] % Master
NOTE " Slave
~ Access point
If the ES server, as opposed to the — ,,) 5| € Ve
one A
OS server, does not have a £ Glave
CP 1 61 3, the SettlngS fOf the CIOCk ™ Display symbolic name of the access point
SynCh ron |Zat|0n can nOt be — Process cantrolling messages Project documentation——
executed here. The clock .
. . . . end once rink
synchronization settings must, in '7: dd — —IP
. end every = mitutes —I'EV'EW
this case, be executed on the OS = sep |
server itself after the download of
the OS project.
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Step

Activity

Screenshot

3.

Close the OS server project.

4.

Open the OS client project.

_SIMATIE Manager - color_gs_MP

File Edit Inmsert PLC ‘iew Options ‘Window Help

D 875 | 4 Bo i |an|o 25 % =

& [

£ color_gs_MP {Component ¥iew) -- D:\Projects’,color_gs\,colo_MP

B2l color_gs MP
EI% calor_gs_Prj
BRIk

+ CPU 4174
CP 44341
CP 4435 Ext
=8 Client

Er-[§ WinCC Appl. Client

g ESo5 Open Obiject Chrl+AlE+O
=8 E“{Z’_ s O Chrl+y
E" LglnDS[Z Copy Chrl+C
Pt el
{7 Global Decls i
B color_gs_Lib Delete Del
PLC .
Arcess Prokection »
Compile Chri+E
Display load log...
Assign OF server...
Print 3
SIMATIC Route Contraol 3

Open the editor “Time
synchronization” with the context
menu.

Activate the checkbox
“Synchronization via Terminal Bus
(Slave)” and select “Use the time
from a connected WinCC server”.

Confirm the setting with “OK”.

0 Time Synchronization - [0SC{Z1).mcp]

[ General Settings

I~ Use time ieceive utility

[~ Deactivate time synchronization Cancel

—¥ Sunchronization via T erminal Bus (Slavef

& Use the time from & connected WinCC server

" Ise the time from a specific compter:

Carmputer 1: I

Bl

Camputer 2 I

™ Let time be set by external (3rd - party) components

| Sprchronization via Systern Bus [Master, Slave]

- Aczess paint 1
I J  haster
-
= Glave
- Access point
J ) W aster
-
) Slave

™ Display symbolic name of te access point

i~ Process controlling messages

Project documentation——

Frint I
Preview I
Setup I

V' Send once

Sendeven I _l; mifutes:

Close the OS client project.
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After the clock synchronization has been configured on the ES side, the OS
project can be downloaded to the OS server.

Table 4-11

Step Activity Screenshot

1. In the SIMATIC Manager, select | A
the OS project of the OS server D2 87| % B @ o %% I[< o Fier>
and select “PLC > Download” e e T
from the context menu. T ?‘ﬁ%:: . QA i |

& CP 4431
CP 4435Ex
=8, Client
=-[ WinCC Appl, Client
o Esz% 0sC(21)
=8, Server
= WinCC Appl
..... 43
{1] Global Declar.  ©Open Object Chrl+Alt+0
6@ color_gs_Lb Cut Crl+x
Copy Chrl+C
Paste (e En
Delete Del
Insert Mew Object:
PLC Download CbrhL
Access Protection
Compile Ctrl+B
Disolav compilation laa. ..

2. Downloading the OS project for the
fl rst time requires a complete Target system: $AE s214es21_d\Projectst0S(20)505(20).mep
download. e
Start the download with “OK”. . Juats_|

[~ Start compilation before downloading
The entire WinCC project will be tiansfered to the untime 05,
ok I Cancel | Help

3. After the successful download, the
OS project is located on the OS
server |n the Intended folder Download to target system was completed successfully.
Confirm this with “OK”.

ANNEENENNNNNNENNENNENNNNNNNEDEED
|
Error
QK Larcel
v
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After the first download, the following step-by-step instructions for time
synchronization must be checked and corrected if necessary.

Table 4-12
Step Activity Screenshot
1. Open the OS project on the OS
server.
2_ Open the edltor “Tlme ﬁTime Synchronization - [05(20).mcp]
synchronization” with the context ~ General Settings
menu. I~ Use time ieceive utility
[~ Deactivate time synchronization Cancel
. —— Swnchronization via Terminal Bus (Slave)
ACt|Vate the CheCkbOX € sz the time from & connected WinCE sermver
“Synchronlza’[lon Vla System BUS € LUse the time from 2 speciic computer:
(Master, Slave)”. Dorrputer T | |
In “Access point 1", check or Compterds | [
SeIeCt iiCP1 61 3('80)” and press " Let time be set by external [3rd - party] compenents
the “MaSter” I’adIO bUttOﬂ —Iv Sunchranization via System Bus [Master, Slave]
—Access point 1
, ) . [crigimiso) =] 0 stz
Confirm the settings always with * Slave
OK " - Access point
) I aster
Sl J * Slave
™ Display symbolic name of the access paint
— Process controlling messages Project documentation——
V' Send once Prit I
Send everyl :: minuies ﬂl
= Setup I
434 Activating Runtime
Open the OS project on the OS server and activate Runtime.
Then change to the ES computer and open the OS client project. Here,
activate Runtime, too.
4.3.5 Particularities at downloading of OS Project Modifications

Delta-download

Before OS compilation and download are possible on the ES, the OS client
Runtime must be deactivated and the WinCC project must be closed.
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Entire download

Before OS compilation and download are possible from the ES, the
OS client Runtime as well as the OS server Runtime must be deactivated
and the WinCC projects must be closed.
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5 ES/OS-Master and OS-Standby

CAUTION The configuration described here only works with WinCC V7.0 SP2
HF5 or higher.

5.1 Configuration Description

The configuration refers to the use of the ES as an additional OS (see
chapter 3 ES/OS Stand-alone Systems). Moreover, another OS stand-
alone system is configured and operated in redundancy with the ES/OS
combination. After the download the redundancy settings in the WinCC
Explorer must be set.

Note In our example, the redundancy settings in WinCC are made in such a
way that the ES is defined as the master OS and the OS as a standby
OsS.

Hardware configuration
Figure 5-1

Terminal bus

ES/ OS-Master OS-Standby

= Redundancy =

COM-Cabel

Plant bus
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PCS 7 configuration
Figure 5-2
[£9 color_gs_MP {Component view) - D:"Projectsicolor_gs'colo MP  [l=] E3
El@ color_gz_MFP Object name Project language
El% color_gs_Fii %culur_gs_l:'ri language neutral [...
" ASED @ color_gs_Lib language neutral [...
-8 ES25
Elﬂ ServerSthy
- = winCC Appl
IR 05 _sthy
-] Global Declarations
EEI---@ color_gs_Lib
K i
2 color_gs_MP {Plant ¥iew =10 x|
El@ color_gz_MFP Object name | A5 Aszighment
=8P colorgs Pi (Bl M T ASZENCPU 417-4\57F
- Global Declarations [EIRMT2 ASZE\CPU 417-057F
El--- Flantl
£ () AMT1
- E[E RMT2
g% color_gs Lib
KN *

Particularities / restrictions

Due to the nontypical PCS 7 configuration with only one OS there are
differences in the system behavior which must be considered:

e The first activated OS takes on the master role.

e For the complete download, Runtime must be deactivated for both
computers, and the WinCC Explorer must be closed. During this time,
neither operator actions nor archiving is possible.

¢ For a delta-download, Runtime on the ES must be closed again for
compiling the OS. It can then be re-activated for testing the modified OS
functions. For the downloading, Runtime must be terminated and the
WinCC project must be closed.
The following restrictions result:

- No operator actions can take place at the ES computer at that time.

If Runtime remains active on the ES during the OS compilation, it might
happen - depending on the changes made - that a subsequent delta-
download is carried out incompletely and results in errors. Afterwards,
only a complete download will be possible.

¢ Runtime being active on the ES computer results in the runtime archive
being stored under the multiproject path. Therefore, they are also
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included into the ZIP file during archiving and cause increased storage
space as well as archiving times.
Workaround:

- Deactivate Runtime on the ES computer.

- Reset archive in the OS project on the ES computer and close the
entire PCS 7 project.

After archiving and reactivating Runtime, the archives are updated
again. Please note that more time will be needed for checking.

5.2 Required Hardware and Software Licenses

Hardware

The following hardware is recommended for this configuration and can be
ordered via the Siemens mall. Your selected operating system and the
system software SIMATIC PCS 7 is then preinstalled accordingly.

Table 5-1
Components Product information Operating system | Plantbus transition

1xES SIMATIC PCS 7 ES/OS Windows XP SP3 RJ45
IL 547B BCE WXP network card
SIMATIC PCS 7 ES/OS Windows XP SP3 CP 1613 A2
IL 547B IE WXP

1 x OS single SIMATIC PCS 7 ES/OS Windows XP SP3 RJ45

station IL 547B BCE WXP network card
SIMATIC PCS 7 ES/OS Windows XP SP3 CP 1613 A2
IL 547B IE WXP

1 xredundancy | RS 232 connecting cable,
10m
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In the following, the different software/license packages required for this
configuration selection have been listed.

In the selected configuration, the number of the POs is restricted to no

more than 2000.
Table 5-2

Software

Name

1 x engineering software for the
combined station

SIMATIC PCS 7 Engineering Software V7.1 AS/OS
Runtime license

e 250PO
e 1000 PO
e 2000 PO

1 x OS software single station

SIMATIC PCS 7 OS Software Single Station V7.1
e 250PO

e 1000 PO
e 2000 PO
e 3000 PO
e 5000 PO

1 x redundancy upgrade

WinCC/Redundancy V7.0

Note The “Rental License”, which is restricted to 30 operating days or 50
hours, provides additional licenses for engineering of short-term projects.
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5.3 Step-by-step Configuration

Note The following instruction was generated on the basis of Windows XP SP3
and PCS 7 V7.1.

For the plantbus transitions, CP1613 is used as an example. Additionally,
the clock synchronization is activated.

The PC stations in the test setup are called:

e ES/OS-Master (“ES25”): ES25
e OS-Stanby (“ServerStby”):  ES21

5.3.1 ES Configuration

Generating the multiproject

As a basis for the following instruction, all PC stations must be physically
networked according to Figure 5-1. Furthermore, a multiproject must have
been created on the ES in which the AS has already been configured
regarding hardware and software.

Then you can start with the following CPU and CP settings.

AS settings for the clock synchronization

Evaluation of the process data requires all components of the process
control system to work with an identical clock, so that messages can be
allocated in the correct temporal sequence.

Below, a path is described where the redundant OS single stations define
the master time.

Note Further options of clock synchronization are described in detail in the
Manual “PCS 7 — Configuration Manual Operator Station, clock
synchronization and life signal monitoring”.
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Table 5-3
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Step

Activity

Screenshot

1.

Open the HW Config of the AS.

Select the CPU and choose
“ H H ”
Object Properties...” from the Conw v
context menu. %z - S
Eel MBiADRP Replace Object. ..
IF1 Add Master System
IF2 Discanneck Master Systen
|4 CP 4431 Insert PROFINET 16 Syster
7 MR CPMB5ER | oot pOFINE] 10 System
8 PROFIMNET 12 Damain Management, ..
?D FREFINET I Topology.. .
T Isochronaus Mads
12 Specity Module, ..
13
Delete Del
Go To 3
Filter Assigned Madules
IManitarModify
Edit Symbals.
Alt+Return
ChH+A(EHO
2

Go to the “Diagnostics/Clock” tab.

In the section under “Clock”, set
“As slave” for the AS under
“Synchronization Mode”.

Confirm this setting with “OK”.

General | Statup | Spnchionous Cycle Interrupts | Cucle/Clack Memory | Retentive Memary |
Memaw | Interupts | Time-ofDay Intenupts | Cyelic Intenupts ~ Diagnesties/Clock. | Protection

~ System Diagnosti
I | Extended functions
¥ Feport cause of 5107

™ Acknowledament-tiggered reporting of SFB33-35

Contsction factar 0 ms

Mot o sy i i st o 000
~Clack
Synchronization Synchionization Type Time: Interval
Inthe PLC: [es slave 2 =
On MP: [Mone =] [Mone =l
7 E [Hane T =

Cancel Help
3. Open the context menu of the CP

and select “Object Properties...”.

PS5 407 204

4 |[[EcPusiia

X2 27
X MEADA

Copy Chrl4+-C
Faste CEr4-

Replace Object. ..

Add|Master System

Discanmnect: Master System

Insert PROFINET 10 Systen
Disconnect PROEINET G Systen
PROFIMET IS Damain Management. ..
PROFINET IO Topalagy...
Isochronous Made

Specify Madule. ..

Delete Del

Go To 3
Filter Assigned Modules

IanitarMadify

Edit Symbals,

Alt+Return
Chrl+-Alt+-0

open Ohbject With.,,

Assign Assek ID..,
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Step Activity

Screenshot

4. Go to the “Time-of-Day
Synchronization” tab.

Activate the option “Activate
SIMATIC time-of-day
synchronization”.

Confirm the setting with “OK”.

Properties - CP 443-1 - (RD/56)

General| Addtesses | Options  Time-ofDap Synchiorization | IP Access Protection | Disgnastcs |

[ EMETIE [l
v Foradiine of da

I™ Use corrected time

- NTP Mod
I | Sctivate 1T tine-of-day spnehionizatin

I Time cf-day sprchrenization en e full minute

NP server addizsses (IF addesses);

Add,

Ed..
Delete

Time zone JUMT +01:00) Betin, Bern, Brusseks, Rome, Stockioln, Vierna =l

Updeie inferval [sezands] E———
(Rienge of values 10 - 65401

Cancel Help

5. Save and compile via menu item
“Station > Save and
Compile”.

Close the HW Config.

Generating the ES PC station

In order to take the OS project on the ES into operation, we generate a PC
station for the ES with WinCC application.

Table 5-4

Step Activity

Screenshot

1. In the “Component view”, open
the context menu of the project
and insert a new PC station via
“Insert New Object >
SIMATIC PC Station”.

Change the name of the PC station
so that it corresponds to the name
of the local computer in the
network.

[ SIMATIC Manager - color_gs_MP'

File Edit Insert PLC View Options Window Help
D |BR@ 5 =R ko %% -

£ color_gs_MP (Component view) -- D:'Projectsicolor_gs'calo_MP

|] < WoFiter >

color_gs_MF Dbject name Symbolic name ot
% Open Object Ctrl+Ak+O - ik
She
cut G, PR
Copy Cerlic Ind
Paste Gy Gl
- colorgs | DElete Dl Do
ject L3 SIMATIC 400 Station
Multipraject: » SIMATIC 300 Station
PLC L3
¢ Station
»
Access Protection thsr Station
PCS 7 license informatian. . SIMATIC 55
PGIRC
Shared Declarations [
I h N MPL
Plant Hierarchy [
SIMATIC Route Contrel b Incustrisl Ethemet
PTP
SIMATIC BATCH - |
57 Program
Rename F2 i —
Object Properties. . e —
I Preconfigured Statian. .
o5
£ color_gs_MP (Plant View) — D:\Projectsh,calor_gs\colo_aah)
=2l color_gs_MP Dhjact rame Shared Declarations s,
&8P oolor_gs Pi () Giobal Declations e process cell
| (] Global Declarstions P
Flart!

[Z Globales Schiftield  Route Control
P Dokumentation

AMTT
RMT2

Project Documentation

@ colo_gs_Lib
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Step

Activity

Screenshot

2.

Open the HW Config of the PC
station of the ES with the context

menu.

[ SIMATIC Manager - color_gs_MP

File Edit Insert PLC Yiew Options Window Help

D& |84 2R d|o %%

|] < Wo Fier >

@8] color_gs_MP
=3 color_gs_Pi
Open Object
CPL 417-4
P 4431 Cut Chrl2
TP 4435 Ex ey i
E525 Paste Chrly.
{_7] Global Declarations Delete el
@ color_gs_Lib
Access Protection 3
SIMATIC Route Contral »
SIMATIC BATCH
Rename F2

From the object catalog (“view >
Catalog”), add a “WinCC
Application” and a network card of
the type “CP1613”.

18 |
4. Under “Subnet”, select the Plant
. . General  Parameters
Bus or create it with the button
« " ¥ | Set MAC address /uss 150 protocal
NeW. ae s . MAC address: lm LLZ i';‘:{fu:ﬂl?;g}ess is sugaested.
Assign the respective MAC [ —
address to the CP 1613. Padess [T & T et
Deactivate the option “IP protocol e e i
. ; " addess [T9206800
is being used”. Subret
. . . « » ol networked - New.
Confirm the settings with “OK”. —
Delste
oK Cancel Help
o | P
5. Open the context menu of the CP = ()P

and select “Object Properties...”.

11 [[] WinCC &pol N
. 3 Copy Chri+C
] Paste Chr
g Replace Object...
= fidd Master System
) Disconmect Master Systenm
g Insert PROFIMET I8 Stystenm
10 Disconmect PROEINET I Systenm
11 PROFIMET IoDomain Management, .
12 PROFIMET 10 Topalogy...
13 Tsochironous Mode
} ; Specify Module. . .
16 Delete Del
17
14 Go To 3

Filter Assigned Modules

Momibar/ Modify:

i el

Alt+Return
Chrf AT

Open Ohject With, .
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Confirm the setting with “OK”.

Step Screenshot
6. Select the “Options” tab and ; B
e o ” General | Assignment  Uptions
checkmark the “Time of day” box. o
¥ Time of day

€ Waster [fime sender]

& Slave (time receiver]

Send Keepalives for Connecti
[F Actiyate |30 s=conds) ‘

"Setl\ngs for TCF protocel

NDIS 16131F address ‘

Cancel Help

Save and compile via the menu
item “Station > Save and
Compile..”.

Close the HW Config.

8.
optional

In the SIMATIC Manager, delete
the OS project of the PC station of
the ES as it is not required in our

Generating the standby OS PC station

Table 5-5

Step

Screenshot

1.

In the “Component view”, open the
context menu of the project and
insert a new PC station via
“Insert New Object >
SIMATIC PC Station”.You can
choose its name freely.

[/ SIMATIC Manager - color_gs_MP

File Edt Insert PLC Wiew Options Window Help
D= B % B2 3%

£ color_gs_MP (Component view) -- D:\Projects',color_gs',

|[ < WorFiter >

Syrbolic namns

HEst  Open Object Ctr+A+O :::

ut i She

q Gk il PRI
SOPS paste gy Indh

Gl

Delete Del .

Dox

SIMATIC 400 Station

Ins: ect »

Multiproject ¥ SIMATIC 300 Station

PLC »

Access Protection >

PCS 7 license information... SIMATIC 55
FGIFC

Shared Declarations [
MPT

Flant Hierarchy Y ROFEUS

SIMATIC Route Contral »  Industrial Ethernet
FTP

SIMATIC BATCH _
57 Program

Rename: F2 W7 Program

Chject Properties... Alt+Return

Preconfigured Station. .
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Step Activity Screenshot
i
2. Open the HW Config of the PC R
station of the standby OS with the | D& tac d s biss @l
context menu. S g ERETTs 7
& D;’ngsg ! B Open Object Chrl+-Al+C
gom e wom
- erverStby o N
L EIQTZTIL :;ec\aralmns :a:tye E;Lj
Delete: el
Access Protection 3
SIMATIC Route Control >
3. From the object catalog (“View > | Sl

Catalog”), add a “WinCC
Application” (no WinCC
Application Stby!) and a network
card of the type “CP1613”.

16 Ll

4. Under “Subnet”, select the Plant
H H General ~ Parametars
Bus or create it with the button

I¥ | Set AT addiess Aus 51 pratocs|

“New...”.

Assign the respective MAC [
address to the CP 1613. IP adess [iszieans F‘ 8

MAC address:

& Do ot use router
. . « Subnet mask: 255.255.255.0 -
Deactivate the option “IP protocol ‘:ﬂdW
is being used”. s -

Confirm the settings with “OK”. ’ﬁm_ o

Cancel Help

5. Open the context menu of the CP
and select “Object Properties...”.

3 Copy Chrl+C
F] Paste CEH A
g Replace Object...

= fdd Master System

5 Disconmest Master Systen

3 Insert PROFIMET I8 Systern

10 Disconmnect FROEINET I Systen

1 PROFIMET IoDomain Management, .

12 PROFINET 12 Topalagy.. .

13 Tsochronous [Made

} ; Specify Module, .

16 Delete Del

17

19 Go To 3

Filter &ssigned Modules

Ianitor/odify:

Edit Symboals. ..
Object Properties. .. Alb+Return

Gpen Ohject With. . (CErAlE+-G
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Confirm the setting with ~ox” .

Step Activity Screenshot
6. Select the “Options” tab and ;_ -
checkmark the “Time of day” box. T,D
¥ Time of day

€ Waster [fime sender]

& Slave (time receiver]

Send Keepalives far Connect
[F Actiyate |30 s=conds) ‘

Settings for TCF protocel
’VNms 16131P addiess

=

7. Save and compile via menu item
“Station > Save and
Compile..”.
Close the HW Config.
8.

In the SIMATIC Manager, open the
properties dialog of the OS project.
Switch to the “Target OS and
Standby OS Computer” tab.
Checkmark the “Create/update
archive tags” box and deselected
“Transfer to central archive server”.
Press the “Search” button.

General Taiget 05 and Standby 05 Computer |

Path to the Target 05 Computer

| Seaich

Symbolic computer ame

Iculol_gs_FrLEl S _sthy

Standby-05

|< none > =l

Apply Cancel

Navigate by the drop down menu
to the enable project folder of the
OS server (see 5.3.1 Preparatory

Steps).

Hit the “Save” button.

Select target 05 [7]x]

Lead in |12 Projects ﬂ - 5 B
) My Recent Documents
Deskiop
(5 My Documents
i ESZ5
4 3% Floppy ()
< PROG (C]
G2 DATA D)
e LZE)
4 DVD Dive [Ft)
5 Sios2_dateri] on Khie135d (<)
52 Sies?_daten2 on Khie1354 ()
) Shared Documents
(=) My Dacuments
) WSuser's Documents
€ My Network Places

@ Enlire Network.
€ Microsoft Windows Netwark
oy Sros2
_—
- Cancel
2|
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Step Activity Screenshot
1 0 Properties - 05: 0S_sthy

Check the path in the box “Path to
the Target OS Computerr”.

Confirm this with “OK”.

General Target 05 and Standby 05 Computer |

Path to the Target 05 Computer

[E 521 4e521_cProjects\05 _athy A0S _sthy mep

e

Spmbolic computer name

[eolor_gs_Fii_0S_stby

Standby-05
[<rme> =

¥ Create/update archive tags

™ Transfer to central archive ssrver

Cancel

11.

Acknowledge the information
dialog with the “Yes” button.

EEOEEEEEENNN————— J
,: s Catta r :
Rl e
.........
I s s weaae the e
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Configuring the PC stations

The function “Configure PC station” transfers the project configuration to
one or more PLCs. First configure the local components configurator of the
ES and then the all the other PC Stations connected with the plantbus.

Table 5-6
Step Activity Screenshot
;
1. Configure the component I
configurator of the ES. Select the ” st Bt
PC station of the ES and choose S et EE
A\ PLC > Configure...” from the :%ﬁ i WinICE‘ADDL - \é\/;nEEADD
B Ser,  Open Object Al
context menu. TE ] pea—
coaoa o e
- color_gt
Delete Del
Dowrload Cri
ficcess Frotection U e e e
i " Compare, . |
SIMATIC Route Control L3
2. Under “Accessible computers”,
choose the PC which is provided Local network. connection:
for configuration. [Teminalbus =l
; ) Update
Accessible computers: 4|
NOTE o —
If you chose the option “Computer ES21
name identical to the PC station Eggg
name” in the component view ES7ASEAS

“Obiject Properties” for the PC
station, the component
configurator directly displays the
target computer to be configured. ¥ Use configured computer name

Target computer:

|ES25

With “Display”, you can have the
current configuration of the PC
station displayed.

Hit the “Configure...” button.

Dizplay... |

Mezzages:

Cloze | Help |
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Step Activity Screenshot
3. In the displayed window you see
how the PC station is configured. e Fe=
. . . . |ndex I Marne | Type | Stalusl Cauze -
Confirm this setting with “OK”. 1 [] WinCC éppi.. WinCC Appl
¥ Pz CF 1613

13 =
1| J _’l_l

The configuration is possible. The configuration can be seen in the list
above

message in the bottom window:
“Transfer completed successfully.”

Close the configuration dialog box.

Cancel | Help
4. Acknowledge the information _‘ — e
dialog with “OK”. A e -
o
5. Finally, you receive the following Configure

Local network. connection:

I Terminalbus

conhguration.
I7
Accessible computers: Updsis

ES13
ES21
ES24
ES25
ES7ASBAS

¥ Usze configured computer name

Target computer:

[Eses

Canfigure... | Dizplay... |
Messages:
ESZE:

Transfer completed successhully.

Help |

6. Please configure the component
configurator of the OS server
analog to steps 1 to 5.

Configuration and download of the AS/OS communication
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In the following, the connections between the PC stations and the AS in
NetPro are configured and downloaded into the individual stations.

Note For station granular configuration, the subnets of the individual
subprojects must be joined beforehand.
Table 5-7
Step Activity Screenshot
B T_-.NetPru [color_gs_Prj (Network) -- D:\Projects’.color_gshcolo_Prj]

1' Open NetPro' %gNstwurk Edit ssrtPLC Yiew Options Wln\:luw Hel .
Select the WinCC application of el = XS LI T 1\*‘-’\
the ES and open the context
menu. ES25 ServerSthy

“ . ” =] n
Choose “Insert New Connection”. RN
Flant bus Download ko current project 3
Industrigl Ethernet
————————— Rearranae I ———
Object Properties. .. Alt+Return
AS25
Bl
m il m &
PROFIBUS{1) ? e :
PROFIEUS
2. In the “Connection Partner” Insert New Connection
window, select the CPU of the AS. - Connection Partner
H “ - ” I h
Make sure that in the “Connection E%’@f S e
field a “S7 connection” has been
Selected E ServerSthy
: . L« » u ified)
Confirm the setting with “OK”. " bl ot stations
i - Al rulticast stations
l @ In the multiproject: color_gs_MP
----- @ In unknown project
2
Project: |co|ol_gs_F'ri ¢
Station: |as25
Madule: |CPU 4174
— Connection
Tupe: I 57 connection j
¥ Dizplay properties before inzerting
ak. I Apply Cancel | Help |
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Step

Activity

Screenshot

3.

In the “General” tab, in
“Connection identification” change
the “Local ID” into a meaningful
name, like AS25.

Confirm the settings with “OK”.

Connection identfication———————————
i connechion Local D

T Ore-way [asas

[¥ | Establish an active eonnection FD Name:
I Send operating mods messages [winCC Appl.

[ Connection Patt

Logel Pren
B o757
il i |;|nEE Appl IEPLI 74

Initgiface: FREE =] [or aaztiRosss) |

Subnet [Plant bus [Industial Ethemet]

[Plant bus Industrial Ethemet]

Address: IUB-UU-UE-UT -00-25

[og-00-06-01-01-25

Address Details,

Cancel Help

4. Create the connection between the
standby OS and the AS in the
same way, by repeating steps 1 to
3.

It is important that the connection
has the same name as the
connection of the ES to the AS.
Then, save and compile the

configuration with the menu item
“Network > Save and

compile..”.

Choose the option “Compile and
check everything” and confirm with
“OK”.

Save and Compile

- Compile

& Compile and check eversthing

" Compile changes only

0K I Cancel

%]

Help

5. Mark the ES and then download
the connections with the menu
item “PLC > Download to
Current Project > Selected
Stations”.

Download the standby OS and the
AS in the same way.

Then close NetPro.

ik St Pro - onlar_gs_Prj (Nebwoek) — D<)\ Praject s color_oicols_ Pri]

[T

Actabe Contmctan Rin.

Compile and download the user program

Compile the S7 program and download it into the AS.

Compiling the OS project

Compile the OS project in the SIMATIC Manager.

Look out for the correct OS assignment to the server in Plant View.
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5.3.2 OS Configuration

OS configuration on the Engineering Station

Conversion from multi-place to single-place systems is made on the ES, as
well as settings for redundancy and clock synchronization.

Note For this particular configuration, it is necessary to complete the
redundancy setting in the WinCC Explorer of the standby OS after the
entire download.

Table 5-8
Step Activity Screenshot
1. Open the OS_Standby prOjeCt on {” WinCCExplorer - D:\Projects’,color_gs'.colo_Priywincp
the ES computer. | File Edt Wiew Tools Help
In the opened WinCC Explorer, IPNREAF NS e

open the OS project and select B L

“Properties” in the context menu. :
I:IIII e Properties

B[ Structure tag

f’\ Graphics Designer
- Alarm Logging

J_|_| Tag Logging

&) Report Designer

i :B Global Script

Text Library

5y Teuxt Distributar

ii'} User Administrator
_E:I' Cross-Reference
_El, Server data

j Redundancy

J_|_| User archive

L) Time synchronization
-flil Horn

"“E;' Picture Tree Manager
?_|! Lifebeat: Monitaring
.....ﬂ‘\ O3 Project Editor
-1 Component List Editor
:_ Faceplate Designer

g SFC

..-’ Web Mavigator
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Step Activity Screenshot
2. In the “General” tab, under
“t e:” Select “Sin Ie_user roect” Operation made I User Interface and Design I
yp ’ g p J General | Update Cpcles I Hotkeys I Optians
General Data af the Current Praject.
Tupe: j
Creatar Multi-User roject
Creation Date: CIiEt PIEC}. -
Changed By: IWinCC-Pruiecl-Manager
Last Change: |3.-"3E|.v‘2EIEIB 4:29:16 P
Wersion: I
GUID: [ec 0535 _na0a 30 142310
Comment: =]
=
oot |
=
Conﬂrm the SeIeCtlon and the A'ﬁhdal?ge Frﬁm aflfnulti-zs?_r toa single-us?r ar V\':inCC client p‘roject
message that appears with the e S e e
HOK” button ar on <CAMCEL > to keep the multi-user project.
Cancel |
3. Via the “Options” tab, checkmark
the OS prOJeCt opt|0n “AIIOW Operation mode | User Interface and Design |
. . ” . . . General Update Cycles Hatkeys Options
activation on ES”. With this setting {SasaEs | SR ’
Runtime can be simulated on the Aditonal projsct ptians
ES.
I~ Help available during mntime:
Setting this flag bypasses the project activation interlock an the ES
cot |
4. Prevent deleting the startup list by |
pressing the “No” button. ~
. The project bype was changed,
Confirm the message that appears ""-f/ D you wank ko delete the startup list?
with the “OK” button.
Wes
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Step Activity Screenshot

5. Open the editor “Redundancy” with | & am|
the context menu. Activate the -
option box “Activate Redundancy”.
Redundant partner server:
Browse.
Activate the option box “Default IMWW
M aste r” i C:Z::EUDH with redundant partnier via netwark adapter -
If necessary, adjust the e e e |
redundancy properties in “Optional
Settings” to your requirements. £ Suneherics ol gt ofthe ot et
If you do not wish to operate the o i
RS 232 redundancy cable at the T N S S
COMT interface, then these T
Sett|ngs must |ater be performed ¥ Synchranization sfter csruption of the process fink (Tag Logaing + Alam Logging]
on the OS itself (see section “OS e s o
Conflgurat|0n on the OS")_ 'E;a;\:?v:ea;v;;::;::z:nnlmal\spamlledDpllunsanduseramhwes
[0k | cemel | Hep |

6. | To complete the redundancy
settings for the ES, the partner

server must be selected.
Select the standby OS as =1 8 My Hetwork Places i|

EI“ Entire Netwark

redundant partner via the -9 Microsoft indows Netwark
“Browse...” button out of the PC -8y Fuw-sh

t K =l Sres2
Network. f Es7asbas

<
4§ Eszz
¢ Es23
4 Esz4
4 Esz5

J khietzad hd
4| | »

Confirm the settings with “OK”.

Control the redundancy settings x

Beneral | User Archive |

before you confirm via “OK” button.

IESZS

[ Default Master

FRedundant Partner Server.

[esz1 Bromse

@ Synchionize all data of the outage period

£ Orlgyrchionize the last |2 days of & failure

~ Optional Seting:

[¥ Synchranization of Tag Logaing after the partner server comes back online
I¥ Synchranization of Alaim Logging fter the partner server comes back onling
[¥ Drline synchronization far Alsrm Loaging

I¥ Synchranization after process connection ermor [Tag + Alaim Logging)

W \WinCC client switch in case of a piocess connection eror

Connection to redundant partner over serial interface: CoM1 -

Carnection with redurndant partner via network adapter (MAC address)
[Mone =]

Activates the synchronizalion of all specified options and the Uiser Archives

IV Activate Redundancy

oK I Ahbrechen Hiffe
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Step Activity Screenshot
7_ Open the “Tlme Synchronlzatlon” @TimeSynchronizatinn—[DS_stby.mcp]
ed |t0r ~ General Settings
[~ Use time receive utiity \LI
. [ Deactivate time synchronization Cancel
Here, activate the checkbox
“Synchronlzatlon Vla System Bus — Synchroniz‘?tion wvia Terminal Bus [Sl.ave]
(Master, Slave)” ] i Usethe tfma frarm a conne.ctad WIRCE senser,
i = Us= the time from a specific computer:
In “Access point 17, select otz 1 ™
“CP1 61 3('80)” and aCthate the Computer 2: | J
“MaSter” radlo bUtton = et time be set by external [3rd - party] compornents
Confirm the settings with “OK”. e
v Sunchronization via Systern Bus [Master, Slavef
~Access point 1
NOTE [crigiaiso) = :: :"'Ste'
If the ES server does not have a N N
. - Access poin
CP 1613, the settings for the clock —— 5 e
synchronization cannot be £ Slave
eXGCUted hel'e The CIOCk I Display symbalic name of the access paint
SynChronlzatlon Settlngs mUSt’ In — Process controlling messages—————————— Project documentation——
this case, be executed on the
: V' Send once Print |
standby OS itself after _ _
. . Send evern lﬁ_:l minutes ﬂl
downloading the OS project. setp |

8. Close the OS project.
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Loading OS project to the standby OS

After the redundancy and clock synchronization have been configured on
the ES side, and the OS project has been closed, download the OS project

onto the standby OS.
Table 5-9
Step Activity Screenshot
1. In the SIMATIC Manager, select e e s
the standby OS and select “PLC > | LS s B dic 5 b oS 6 [
Download” from the context == T
=8 wlo:x_sgzngn - RMT1 Flant14AMT1 Pict.
menu. i s H RuT2 Plant14RMTZ Fict
CP 4431
Lol crasasEm
& ES25
B Serverstby
= [ WinCC Appl
; Dﬁilnltna\Dec\alah Open Object Chrl+Al+0
@ color_gs_Lib cut Cerl
Copy. ChrC
Faste CErly.
Delete Del
Insert Mew Cbject
pLC
Access Prokection 3
Corpile Ctr+B
Display compilation log, .
Display load log. .
Generate server data
2. Downloading the OS project for the
fll’St tlme requ”’es a Complete Target spstem: WEs214es21_dProjects\OS5_stbyh05_stby. mop
download. -
ith “OK?” ¥ {The enlits WinCt project
Start the download with “OK”. R |
[~ Start compilation befors downloading
The entire WinCC project will be tiansfened to the wntime 05
akK I Cancel | Help |
3. After the successful download, the
OS project is located on the
Standby OS |n the Intended folder Download to target system was completed successfully.
Confirm this with “OK”.
|
Error
ok Cance|
A
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OS configuration on the standby OS

For this special configuration, it is necessary to make the redundancy
settings before the download.

If the engineering station has no CP 1613 as opposed to the OS, or the
RS 232 redundancy cable is not connected at COM1 there, the following
step-by-step instructions must be performed. Otherwise, we generally
advise you to check those after the project download onto the target
system.

Note Normally, all configuration works are executed on the ES for the purpose
of consistent data management, so that no WinCC engineering licenses
are required on the OS. Nevertheless, a license free time window of one
hour is available after each opening of the WinCC Explorer for WinCC
configuration works.

Table 5-10
Step Activity Screenshot
1. Open the WinCC Explorer on the
standby OS.
2. Open the editor “Redundancy” with | BRI g e

the context menu.

Select the standby OS as 500 ercsolt bindos Network j'
redundant partner via the £y Sresz

“Browse...” button out of the PC ﬁ Ee7ashas

network. ) Eszz

Confirm the settings with “OK”.

I -1 AnknmAakinn nrmierks an Fa? 1 I _ILI
4 4

ol 4 I Cancel |
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Step Activity Screenshot

Here, uncheck the “Default Master” | E=rm-.
checkbox. sone

Select the ES computer as Em

redundant partner via the ]
“Browse.. ."pbutton. |T325‘:

Check whether your desired e e e 5

checkboxes are activated at
“Optional Settings”.

Connection ta redundant partrer via serial interface (optional) COM1 2

% Synchronize al data of the outage period

€ Synchronize failures of last |2 days oy

Optional Setiing:

Confirm the settings with “OK”.

[v Synchranization of Tag Logaing after the parther server comes back online

[v Synchranization of Alaim Logging after the pattner server comes back online

IV Online synchiorization for Alam Logging

[¥ Synchronization after disruption of the process link (Tag Logaing + &lam Logging]

[ WInCE client switch in case: of a process connection enor

Enables the synchronization for all specified oplions and user archives:
¥ Activate Redundancy

0K | cencel | Hep |

Confirm the information dialog with
the “OK” button. .

\]‘.2 The changes will take effect after WinCC is started,

3 . Open the ed |t0r “Ti me 0 Time Synchronization - [05_stby.mcp]
synchronization” with the context [BeateiE
[~ Use time receive utility E
menu.
[~ Deactivate time synchronization Cancel
Here, aCtIVate the CheCkbOX — Swnchronization via Terminal Bus [Slave]

€ sz the time from aconnected WinCE senver

“Synchronization via System Bus
(Master, Slave)”. —
In “Access point 17, check or select Compter 7 |
“CP1613(ISO)” and press the
“Master” radio button.

= Use the time from aspeciic computer:

B

= Let time be set by external [3rd - party] components

—v Swnchronization via Systemn Bus [Master, Slave)

~Access point 1

Confirm the settings always wih [cPrenas0) = (‘: Hester
Slave

“OK”.

— Access point

1 st
<Mone> j =
C Glave

™ Display symbolic name of the access point

— Procesz controlling messages—————————— Project documentation——

[V Send once Frint I
Send every I _l; mifutes ﬂl
Setup I
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Step Activity Screenshot
4. If you made any changes in the

WinCC Explorer project, close the
OS project and open it again to
activate the settings.

5.3.3 Activating Runtime

Successively start the OS project on the ES as well as on the standby OS.
It is recommended to wait with activating the second Runtime until the start
process of the first one is completed entirely.

Regarding the redundancy, the online synchronization is active
immediately. The mutual archive update, on the other hand, takes approx.
10-15 min.

534 Particularities at downloading of OS Project Modifications

Delta-download

For a delta-download, Runtime on the ES must be closed again for
compiling the OS. It can then be re-activated for testing the modified OS
functions.

NOTICE If Runtime remains active on the ES during the OS compilation, it might
happen - depending on the changes made - that a subsequent delta-
download is carried out incompletely and results in errors. Afterwards,
only a complete download will be possible.

For the downloading, Runtime must be terminated and the WinCC project
must be closed.
The following restrictions result:

- No operator actions can take place at the ES computer at that time.

Complete download
For downloading the complete program, please note:

1. Runtime must be deactivated on both PC stations and the WinCC
project must be closed.

2. Before Runtime is activated again on the standby OS, the redundancy
settings must be made.
Repeat the steps from Table 5-10
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6
6.1

ES, OS-Master and OS-Standby

Configuration Description

During process operation the server pair runs completely in parallel and
absolutely independent. If a server fails, there is always an equivalent
redundant OS server. The servers supervise each other during the runtime
and synchronize the project archives if necessary.

The configuration is carried out via the ES.

Hardware configuration

Figure 6-1

Terminal bus

ES | OS-Master | 0OS-Standby I

g_l \% i Redundancy |I£I i|
——§ = | =
COM-Cabel

Plant bus

Version 3.3 13.09.2011 69/118



Copyright © Siemens AG 2011 All rights reserved

SI E M E NS ES, OS-Master and OS-Standby

Minimal Configurations PCS 7 V7.1 24023824

PCS 7 configuration
Figure 6-2

=] E3

£ color_gs_MP {Component view) -- D:'Projects’,color_gs' colo_MP
El--@ color_gz_MFP

EI% color_gs_ Fij W& Server B Server_Sthy
Global Deu:laratiu:uns%@ PROFIELS[
Flant bus E Globalez Schriftfeld
Dokurnentation

Elﬂ Server
= [ winCC Appl
[ Lg 05
=8 Server_Sthy
= [§ WinCT Appl. (Sthy)
LB 05 _StEy
-] Global Declarations
- color_gs Lib

E=® color_gs_MP (Plant =10 x|
El@ color_gz_MP RKT1 RMT2
EI% colar_gs_Pj

-] Global Declarations
- B[] Plant
g color_gs Lib

6.2 Required Hardware and Software Licenses

Hardware

The following hardware is recommended for this configuration and can be
ordered via the Siemens mall. Your selected operating system and the
system software SIMATIC PCS 7 is then preinstalled accordingly.

Table 6-1
Component Product information Operating system | Plantbus transition

1xES SIMATIC PCS 7 ES/OS | Windows XP SP3 | RJ45
IL 547B BCE WXP network card
SIMATIC PCS 7 ES/OS | Windows XP SP3 | CP 1613 A2
IL 547B IE WXP

2 x OS single | SIMATIC PCS 7 ES/OS | Windows XP SP3 | RJ45

stations IL 547B BCE WXP network card
SIMATIC PCS 7 ES/OS | Windows XP SP3 | CP 1613 A2
IL 547B IE WXP
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Software licenses

In the following, the different software/license packagess required for this
configuration selection have been listed.

In the selected configuration as a redundant stand-alone system, the
number of the POs is restricted to no more than 5000.

Table 6-2
Software Name

1 x OS software redundant single SIMATIC PCS 7 OS Single Station Redundancy

station V7.1
e 250PO
e 1000 PO
e 2000 PO
e 3000 PO
e 5000 PO

1 x engineering software PCS 7 Engineering Software V7.1 AS/OS — PO
"unlimited"

Note The “Rental License”, which is restricted to 30 operating days or 50
hours, provides additional licenses for engineering of short-term projects.
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6.3 Step-by-step Configuration

Note The following instruction was generated on the basis of Windows XP SP3
and PCS 7 V7.1.

For the plantbus transitions, CP1613 is used as an example. A clock
synchronization is activated.

The PC stations in the test setup are called:

ES (“ES25”): ES25
OS-Master (“Server”): ES21
OS-Standby (“ServerStby”): ES23

6.3.1 ES Configuration

Generating the multiproject

As a basis for the following instruction, all PC stations must be physically
networked according to Figure 6-1 (S.75). Furthermore, a multiproject must
have been created on the ES in which the AS has already been configured
regarding hardware and software.

Then you can start with the following CPU and CP settings.

AS settings

Evaluation of the process data requires all components of the process
control system to work with an identical clock, so that messages can be
allocated in the correct temporal sequence.

Below, a path is described where the redundant OS single stations define
the master time.

Note Further options of clock synchronization are described in detail in the
Manual “PCS 7 — Configuration Manual Operator Station, clock
synchronization and life signal monitoring”.
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Table 6-3

Step Activity Screenshot

1. Open the HW Config of the AS.

Select the CPU and choose
“Object Properties...” from the
context menu.

Copy ChrH+C
Paste CEH Y

Replace Object. ..

Add Master System

Discannect Master Systen

[ CP 4431 Insert PROFINET 10 System

A CP 435EM | [iocoert PROFINET 10 System
PROFINET IS Domain Management, ..
FROFINET I Topology. . .
Isochronous Mode

moo-qmj—.‘;ﬁkg'"
P

10
11
12 Specity Module, ..

Delete Del

Go To L3
Filter Assigned Madules

IMomitar Todify:

Edit Symibals,

Alt+Return
Open Object With... Rl Al

: :
2. Go to the “Diagnostics/Clock” tab. Properfies CPUHLT: - {RO/5H =
General | Statup | Spnchionous Cycle Interrupts | Cucle/Clack Memory | Retentive Memary |

In the Sect|on under “Clock” set “AS Memaw | Interupts | Time-ofDay Intenupts | Cyelic Intenupts ~ Diagnesties/Clock. | Protection

” ~ System Diagnasti
slave” for the AS under .
“ izati » = B e ST
Synchronization Type”. 7 7
™ Acknowledament-tiggered reporting of SFB33-35
Confirm the setting with “OK”. Number of messages i the diagnosiic bufer 000
e
Synchronization Synchionization Type Time: Interval
Inthe PLE: [es slave =l [Hone =
On WP [Mone T =
O hF [Hane =l [Nore =
Conection factor 0 ms

3. Open the context menu of the CP
and select “Object Properties...”.

4 CPU #17-4

X2 27
X MEADA

Copy Chrl4+-C
Faste CEr4-

Replace Object. ..

Add|Master System

Discanmnect: Master System

Insert PROFINET 10 Systen
Disconnect PROEINET G Systen
PROFIMET IS Damain Management. ..
PROFINET IO Topalagy...
Isochronous Made

Specify Madule. ..

Delete Del

Go To 3
Filter Assigned Modules

IanitarMadify
Edit Symbals,

Alt+Return
Cpen Ohject With, Chrl+-Al+a
Assign Assek ID..,
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Synchronization” tab.

Activate the option “Activate
SIMATIC time-of-day
synchronization”.

Confirm the setting with “OK”.

Step Activity Screenshot
4. Go to the “Time-of-Day
General| Addresses | Options  Time-oFDay Synchiorization | 1P Access Frotection | Disgnastcs |

~ SIMATIC Mod
¥ Foandtime of 42

™ Use corected time

~ NTP Hod
I~ ctivate HITF timesof-day syrchronization

I Time of-day syrchronieation o the full minute

HILF server addizsses (IF addiesses):

Add

Edt..
Delet

Tirme zane [(EMT +01:00) Bein, Ben, Brussels, Rome, Stockhol, Vierna =

= —

Updete inf=rval [s=conds]
(Fiange of values 10 - 65400

Cancel Help

Save and compile the configuration
with “Station > Save and
Compile”.

Close the HW Config.

Generating the ES PC station

In order to take the OS project on the ES into operation, we generate a PC
station for the ES with WinCC application.

Table 6-4

Step

Activity

Screenshot

1.

In the “Component view”, open
the context menu of the project
and insert a new PC station via
“Insert New Object >
SIMATIC PC Station”.

Change the name of the PC station
so that it corresponds to the name
of the local computer in the
network.

[ SIMATIC Manager - color_gs_MP'

File Edit Insert PLC View Options ‘Window Help

D |BR@ 5 =R ko %% -

Symbolic name Tue

olor_gs_MP Dhject name
s
Th  Open Object Ctrl+alkto o
05 cut Chrl+3 PR
0 oy ChitC Ind
Paste Grl 4/ Glo
B color_gs | Delete e Do

SIMATIC
Other Stati

Chject: [}  SmmaTIC 400 Station
Multiproject: > SIMATIC 300 Station
PLC > SIMATE

3

Access Protection

PCS 7 license information. . SIMATIC 55
FGIPC

Shared Declarations »
MPT

Flant Hisrarchy Y rormUs

SIMATIC Route Control »  Industrial Ethernst
PP

SIMATIC BATCH

S7 Program
Rename Fz

M7 Program
Object Properties. . Al+Return

Preconfigured Station...

o5

E® color_gs_MP (Plant ¥iew) — Dr\Projects',color_gs\colo_{itkiis

=2l color_gs_MP Dhjact rame Shared Derlarations s,
1P ‘color_gs Fij [ Glokisl Declarstions — pateh pracsss cell
" B[] Global Declarstions Pt e

Fhar [Z Giobales Schiftiely | Routs Control

P Dokumentation

AMTT
RMT2
- color_gs_Lib

Project Documentation
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Step

Activity

Screenshot

2.

Open the HW Config of the PC
station of the ES with the context
menu.

& SIMATIC Manager - color_gs_MP

File Edit Insert PLC View Options ‘Window Help
D85 % B e e %)%k
¥ color_gs_MP (Component view) -- D:'Projects’,color_g:

EHal color_as MP
o

color_gs_Pij

[ <HoFiter>

CRU 4174 e
P 4431 Gt irls
CF 4435 Ex copy b

& £ Paste ey

| @ (] Global Declarations

Delete. el

@ color_gs_Lib
Access Prokection 3
SIMATIC Routs Contral 3

SIMATIC BATCH

Rename F2

From the object catalog (“view >
Catalog”), add a “WinCC
Application” and a network card of
the type “CP1613”.

[ winCC Appl. -
ICp

Under “Subnet”, select the Plant
Bus or create it with the button
“‘New...”.

Assign the respective MAC
address to the CP 1613.
Deactivate the option “IP protocol
is being used”.

Confirm the settings with “OK”.

Properties - Ethernet interface CP 1613 (R0/52)

General  Paiameters |

J¥ | St MAE address /use 50 protossl
[mnosmonzs | e subnetis selecied,
0B-00-05-0-00-25 the nest available sddress is suggested

™ I protacal s being used

MAC addiess

IP address: [1s2 1601 o
% [0 not wse router
Subriet mask: 255, 255.255.0
) lse roter
Address: [192.169.0.1

Subnet:

--- 1ot networked - New
Properties...
Delete

Cancel Help
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Step Activity Screenshot
5. Open the context menu of the CP

and select “Object Properties...”.

Chrl+C
3 Paste Chrly
4
5 Replace Object. ..
E Add Master System
7 Disconmect Master System
i) Insert PROFINET I Systern
3 Disconmect PROEIMET ICr Systermn
10 PROFINET 16 Domain Management. .
11 PROFIMET IO Topalogy. ..
1 g Isoohranous Mods
14 Specifty Module, ..
15
I Delete Del
17 Go To 4
Filter: Assigned Madules
Ionitor/Madify
Edit: Symibols,
5L Alt+Return
Open Object With. .. A+
Assign Asset ID. ..
Product Support Information Crl+Fz
FAQs Chrl+F7
Find Manual Ctrl+F6
“ i "
6. Select the “Options” tab and 'e | |
Pr— ’ General | Assignment  Dptions | Diagnostics
checkmark the “Time of day” box. it
T H H “ ” ¥ Time of dayf
Confirm the setting with “OK”. el
Haster [Hime sender]
% Slave [time receiver)
Send Keepalives for Connection:
[IV Aptivate (30 seconds] ‘
Settings for TCP protocal
’VND\S P address ‘
Cancel Help
7. Save and compile via menu item
“Station > Save and
Compile”.

Close the HW Config.

8. In the SIMATIC Manager, delete
optional | the OS project of the PC station of
the ES as it is not required in our
example.
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Generating the master OS PC station
Table 6-5

Step Activity Screenshot

1. In the “Component view”, open the | 55 wc e oo wion o
context menu of the project and D |87 x B dale )0 [ <toPa:
. . . T x l
insert a new PC station via —1—|—|—E.@§m,w Dbietnare Sy rane I
. - (5p [REE : Sl
AN} I nse rt New Ob j e Ct > Bt Open Object Ctrl+Al+O o
. " o cut Chrbs She
SIMATIC PC Station”. You sE o ee .- ply
Haste: (CEry Indi
H &, ES2E
can choose its name freely. e o o
D Gl E‘ Insert New Object » SIMATIC 400 Station
@ oolor ;S‘ Multipraject ¥ SIMATIC 300 Station
] PLC »
Areess Protection »
PCS 7 license information. .. SIMATIC 55
PGIPC
Shared Declarations >
MPI
Plant: Hierarchy Y rRoFELs
SIMATIC Route Control » Industrial Ethernet
SIMATIC BATCH F1P
57 Pragram
IRt I M7 Brogram
Ohject Properties... Alt+Return
Preconfigured Station, .
| 05
2 H (¥ color_gs_MP {Component view) - D:\Projects’,color_gs'\colo_MP
) Open the HW Conﬂg Of the PC {8 color_gs MP Object name Tupe
. . s WP
station of the standby OS with the T8 i o i w e
-[8 cPu 4174
context menu. P 4i
CP 4435 Ext ey ke
-8 E525 Paste: Cerly:
E'_ g‘“gg ?;’D‘ Delete Del
Server Access Protection »

{31 Blobal Declarations

0“ color_gs_Lib SIMATIC Route Contral 13

SIMATIC BATCH

Rename Fz

3. From the object catalog (“Vview >
Catalog”), add a “WinCC
Application” and a network card of
the type “CP1613”.

4 i U nder “S u bnet” , SeleCt the Plant Properties - thernt iter[ace CP 1613 (RO/52) ﬁ
. . General  Parameters
Bus or create it with the button R
NeW. ae . MAC address
Assign the respective MAC R e—

) Wse router

. . W Subnet mask: =
F)eaqtlvate th? option “IP protocol v [T
is being used”. subret

Confirm the settings with “OK”. r!ﬂ_ netion

Cancel Help

address to the CP 1613. Paddess:  [EZTECT r
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Step Activity Screenshot
5. Open the context menu of the CP
and select “Object Properties...”.
3 Copy Chrl+C
1 Paste it
] Replace Object. ..
? fdd Masker: Systen
o Disconnect Master, System
3 Imsert: PROFINET 10 Systernm
10 Disconnect BROEINET IO Ststerm
1 PROEINET I Domain [Management ..
1z PROFINET IG Topology. ..
13 Isochronous Mode
1; Specity Module, ..
16 Delete Del
17
ET:) Go To 3
Filter &ssigned Madules
fanitar/fadify
Edit Symbals. .,
Object Properties... AleHReturn
@men Object With... (- AlE+E
|
6. Select the “Options” tab and . — | =
- ” General | Assignment Options | Diagrostics
checkmark the “Time of day” box. o °
Confirm the setting with “OK”. Cledw
Y —
Send Keepalives for Connectian
{IV Ativate (30 seoords) ‘
Settings for TCP protocal
’7ND\S P 2ddress ‘
Cancel Help
7. Save and compile via menu item
“Station > Save and
Compile..”.
Close the HW Config.
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Generating the standby OS PC station
Table 6-6

Step Activity Screenshot

1. In the “Component view”, open e T e

the context menu of the project A N s

. . . ¥ color_gs_! ‘omponent view) -- D:Projects’color_gs'colo_!
and insert a new PC station via o5 7 pr TE X
“Insert New Object >

|] < WoFiter >

5% | Open Object ChrkraletD
ES25

SIMATIC PC Station”.Youcan o |y e
» Paste: CErl

choose its name freely.

DElete: Del

= 3 [ SmMATIC 400 Station
Multiproject ¥ SIMATIC 300 Station
PLC »
Access Protection 3
PCS 7 license infarmation... SIMATIC S5
FGIPC
shared Declarations >
- , e
Plant Hisrarchy FROFIELIS
SIMATIC Route Control »  Industrisl Ethernst
FTP
SIMATIC BATCH
57 Program
Rename Fz M7 Program
Object Properties... AltReturn
I Preconfigured Station...
s
5 Open the HW Config of the PC
. pen e on |g (0] e Fle Edt Insert PLC (iew Options Window Help

D= &t =e|de =]
¥ color_gs_MP (Component view) -- D:\Projec

[=1{@a] colar_gs MP
-89 color_gs_Fii

e [ < HoFiner>

station of the standby OS with the
context menu.

Chr+al+0

B s Cut Gl
-8 Sewver Copy e
£ [§ WinCC sppl Paste. Chrly:
53 05
Defets Del
B, Sewver_ihy S o
{] Global Declarations Actess Protection >

& color_gs_Lib
SIMATIC Route Control »

SIMATIC BATCH

Rename: Fz

3. From the object catalog (*view > = (0)FC
Catalog”), add a “WinCC
Application (stby)” and a network
card of the type “CP1613".

WinCC Appl. [Sthy.) -

CP1E13
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Step Activity Screenshot
4_ Under “Subnet", SeleCt the Plant Pruperties—therntinterrace CP 1613 (RO/S2) [ x]
Bus or create it with the button e '

I Set AT addiess / use S0 protacal

“New...”.

Assign the respective MAC B Pt
address to the CP 1613. Pathess [T { o

& Do not use router
. . « Subnet mask: 255.255.255.0 -
F)eagtlvate th? option “IP protocol - F—
is being used”. Subret

Confirm the settings with “OK”. "ﬂ"_ o

Cancel Help

MAC address 08-00-06-01-00-23}

€ Use router

5. Open the context menu of the CP
and select “Object Properties...”.

& Copy Chri+C

i Paste Chrly

5 Replace Object...

B Add Master System

7 Disconnect [Mastet System

8 Insert PROEINET I Systern

E] Disconmect PROEIMET ICr Systenm

10 PROFINET 10 Domain Management. .

11 PROFIMET 10 Topology, ..

:II g Isoohranous Mods

14 Specity Module. . .

15

15 Delete Del

17 GoTo 4
Filcer: Assigned Madules
Ianitar/fadify
Edit Symbals...

Alt+Return
Open Object With. .. A+
Assign Asset ID. ..
Product Support Information Chrl+Fz
FAQs Chrl+F7
Find Manual Chrl+F6
6. Select the “Options” tab and

General| Assignment  Optins | Diagnostics |

checkmark the “Time of day” box. st
Confirm the setting with “OK”. bl

€ plaster (tine sender)

@ Slave (time receiver)

Send Kespalives for Connetion:
[IV Agtivete (30 seoonds] ‘

Femngs far TCP pratocel

MNDIS IP address ‘

7. Save and compile via menu item
“Station > Save and

Compile..”.
Close the HW Config.
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The function “Configure PC station” transfers the project configuration to
one or more PLCs. First configure the local components configurator of the
ES and then the OS connected to the plantbus.

Table 6-7
Step Activity Screenshot
1. Configure the component
configurator of the ES. Select the 3
PC station of the ES and choose 0 8 o [ OFRROHSE GO
“PLC > Configure..” from the =@ e ggggg gi:fg
context menu. T
2. Under “Accessible computers”, Configure
choose the PC which is provided Local network sonnectior:
for configuration. [[Terminalbus =]
NOTE Accessible computers: ﬂl
ES21
If you chose the option “Computer E522
name identical to the PC station Eggj
name” in the component view £5o5
“Object Properties” for the PC ESTASEAS
station, the component SR
configurator directly displays the
target computer to be configured. ¥ Uge configured computer name
Target computer:
With the button “Display”, you can JFe2
have the current configuration of Display... |
the PC station displayed. y _
Hit the “Configure...” button. =
Cloze | Help |
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Step Activity Screenshot
3. In the displayed window you see e
how the PC station is configured. Bl Fe
. . . . |ndex I Name | Type | Stalusl Cause -
Confirm this setting with “OK”. 1] WinCCAapp WnCC Apeh
B k] CP 1613

13 -
4 | LI_I

The configuration is possible. The configuration can be seen in the list
ahove

Cancel | Help
H H formation i
4. Acknowledge the information R e e
. Lk ” N Tiscant st
dialog with “OK”. b eiprten
coct
S. Finally, you receive the following Configure [x]
message in the bottom window: Lacal network, connection:
“Transfer completed successfully.” [Teminalbus =]
Close the configuration dialog box.
Accessible computers: ﬂl
ES21
ES22
ES23
ES24
ES25
ESTASBAS
SIMATIC
v Usze configured computer name
Target computer:
[Eses
Canfigure... | Dizplay... |
Mezzages:
ES25:
Tranzfer completed successhully.
Help |

6. Please configure the component
configurator of the master and the

standby OS analog to steps 1 to 5.
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Configuration and download of the AS/OS communication

In the following, the connections between the PC stations and the AS in
NetPro are configured and downloaded into the individual stations.

Note For station granular configuration, the subnets of the individual
subprojects must be joined beforehand.

Table 6-8
Step Activity Screenshot
1. Open NetPro. " * '
o E ey ] ol = !

Select the WinCC application of '
the ES and open the context s
menu. Choose “Insert New
Connection”.

2. In the “Connection Partner” Insert New Connection
window, select the CPU of the AS. [ Connection Partner
Ensure that in the “Connection” E“%_g;":;;,f;:ﬁgr'ed
field a “S7 connection” has been =H 2
selected.

Server_Sthy
[Unzpecified)

: All broadcast stations
[ Al rulticast stations
{25 In the multiproject: color_gs_tP
@ In unknown project

Confirm the setting with “OK”.

. £ ¢
Froject: Icolol_gs_F‘ri 2
Station: |A525
todule: |CPU 4174

r— Connection
Type: I 57 cormection =]

¥ Display properties before inserting

u] I Apply Cancel | Help |

Version 3.3 13.09.2011 83/118




Copyright © Siemens AG 2011 All rights reserved

SIEMENS

ES, OS-Master and OS-Standby

Minimal Configurations PCS 7 V7.1 24023824
Step Activity Screenshot
3. In the “General” tab, in e =
“Connection identification” change
the “Local ID” into a meaningful L e
name, like AS1. e |
Confirm the settings with “OK”. _
[ Connection Lo ot
Eio Ig‘tﬁéé Appl. |§335§w 7.4
Intiface: IE3GE | Jcrezirosse) |
Subnet. [Plant bus [Industial Ethernet] [Plaiit bus [Industrial Ethermet]
Address [00006-01-00.25 [o00-05.01-51-25
Address Details.
Cancel Help
4. Repeat steps 1 to 3 for connecting x|
the master OS and the standby OS | . ..
to the AS & Compile and check eversthing
It is important that the connection o
ompile changes only
of master OS, standby OS and ES L
to the AS have identical names.
Then, save and compile the oK | Cancel Help
configuration with the menu item
“Network > Save and
compile..”.
Choose the option “Compile and
check everything” and confirm with
“OK”.
5. Mark the ES and then, over the el
. FLL W I ovrebadwocursibrawa ]
menu item load “PLC > P — e P S
Activate Conrection Status
Download to Current i e
Project > Selected 2 J o (BT
Stations”. ]
Download the AS, master OS, and = :
standby OS in the same way. Ll
[ ]
Then close NetPro. T
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Here you make the master/standby assignment and select the download

paths.
Table 6-9
Step Activity Screenshot
1. In the SIMATIC Manager, open the | WEiils
. . General Target 05 and Standby 03 Computer |
properties dialog of the master OS.
SWltCh tO the “Target OS and rmmhehrgaus Computer o
Standby OS Computer” tab. =
In the “Standby-OS” drop-down fooaee.PLos
1 ” Standby-05
menu, select “OS_(StBy)(21)". e =
Checkmark the “Create/update ¥ Ciedtupddc achiveage
. ” ™ Transfer ta cential archive server
archive tags” box and deselected
“Transfer to central archive server”.
Press the “Search” button.
Apply Cancel
2. Navigate by the drop down menu — _
. Loadin [ Projects | =emcE-
to the enable project folder of the B WG
OS server (see 6.3.1 Preparatory et
A 3% Floppy (&)
Steps). et
@DATA[D]
Hit the “Save” button. oo nher)
3 Si0s2_daten] on 'Kh1e138d [X]
S Sres2_daten? on Khlel33d [v:]
|3 Shared Documents
() My Documents
23 WSuser's Documents
& My Network Places
@ Entire Network
l, Microsoft Windaws Metwork
#y Sios2
{(;fizw_dmm —_|:
—Iﬂ
3. Check the path in the box “Path to
. eneral  Target 05 and Standhy 05 Camputer
the Target OS Computer’. e 708 e
Confirm this with “OK". e e
Also confirm the message box that .
appears with the “OK” button. oo+ PLOS
[¥ Create/update archive tags
I~ Transfer to central archive server
Apply Cancel
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Step Activity Screenshot
4. Open the Properties dialog of the i R e 0 S
Standby OS Gereral  Target 05 and Master OS Enmputelsl
SWltCh to the “Target OS and Path to the Target 05 Computer —
Master OS Computers” tab.
Verify that the master OS has also
been entered in “Master OS”. —
Hit the “Search...” button to =
hoose the storage path of the OS Noe
P .
C g p Inthe rqultleEDf the [;wasterDSche path to the target 05
data computer must be specified as wel
gl Cancel
5. Navigate by the drop down menu S — =T e
to the enable project folder of the I3 o oceiGonme
OS standby server (see 6.3.1 Qs pourene
A D Flopoy ()
Preparatory Steps). <)
Hit the “Save” button. 2 o omer
S Sics2_datent on Kh1e133d [x]
;‘f_ Srcs2_daten on Khlel33d' (V)]
| Shared Documents
[T et
& My Netwark Places
@ Entire Network
) Microsoft Windows Network
e
12 ES23.D onEsZ3 -
2
6. Check the path in the box “Path to | EeRLLEEELaE |
) eneral  Target 05 and Master OS5 Computers
the Target OS Computer’. e i
. . . “ » Path ta the Target 05 Computer
Confirm this with “OK”. i e
Master 05
05
mfa propetties of the master 05, the path to the target 05
computer must be specified as well
Apply Cancel

Compile and download the user program

Compile the S7 program and download it into the AS.

Compiling the OS project

Compile the OS project of the master OS in the SIMATIC Manager.
Look out for the correct OS assignment to the server in Plant View.
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6.3.2 OS Configuration

OS configuration on the Engineering Station

Conversion from multi to single place systems is made on the ES, as well
as settings for redundancy and clock synchronization.

Table 6-10
Step Activity Screenshot
1. Open the OS project of the master | RSN D S o N
OS on the ES computer. | e Edi iiew Toos Help
In the opened WinCC Explorer, I _—*| A= &
open the OS project and select = —ﬁ

; Find...

-4 '

B~ Structure tag

f’\ Graphics Designer
- Alarm Logging
-] Tag Logging

-3} Report Designer
J :B Global Script

Texk Library

-5y Text Distributor
iﬁ User Administrator
Erl- Cross-Reference
[ Redundancy
J_|_| User Archive

L) Time synchronization
i Haorn

“Properties” in the context menu.

"g‘ Picture Tree Manager
;‘i Lifebeat Maonitaring
.....»‘F\ (05 Project Editor
_IJ Component List Editor
:_ Faceplate Designer

=2 5FC

@} Weh Mavigator
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Step Activity Screenshot
2. In the “General” tab under “type:”,
select “Single-user prOjeCt”- . Dple[atioi]mnd; — |‘ IUseLInt:rface anld DesiDgn. |
Eneral pdate Cpcles otkeys phions
Confirm the selection and the
. General Data of the Current Project.
message that appears with the
OK” button. Tioe |
LCreator:
Creation D ate: EIIEt P fect
Changed By: |WinCE-PrDiecl-Manager
Last Change: I3H30!2DDB 4:29:16 Phd
Wersion: I
GUID: [eC_05_35_09 0 50_14_23.10
Comment; ;I
[
coot |
i
<P A chiange From & mulki-user to a single-user or WinCC client project
\._-/ will delete all configured client computers from the computer list,
Click an <0k ta perform this change,
or on <CAMNCEL = to keep the multi-user project.
Cancel |
3. Prevent deleting the startup list by X
pressing the “No” button.
b 4 The project type was changed,
‘-'f‘) Do you wank to delete the startup list?
Vs
4. Open the editor “Redundancy” with | & EM |
the context menu. T
[Esz5
[V Defaul Master
Activate the option box “Default o —
Master”.
U nder {3 Red u ndanter Partner E:Z::EUDH with redundant partner via netwark adapter. j
Sever:” the stand by OS must be Connection a redundant parer via seiil interiace loptional | |
entered.
Check whether your desired :lz_ .
checkboxes are activated at
“Optional Settings”. T ———
If you do not wish to o per ate the Z Z:::f:;j‘;:,:’aﬁ:'l 'L:ig;'\:g:lgl:n :e paitner server comes back. crine
RS 232 redundancy Cable at the :;\ijncc};mnr\za:mn?ll:tdlsruphn:ul AhEpvnEEssllnl{( (Tag Logging + Alam Logging)
COM1 interface, then these
Settlngs must Iater be perfo rmed 'E;ak:a‘s th‘e ;yn;hmdmzannn (i e el e el o
on the OS itself (see section “OS
configuration on the Operator N =
Station”).
Confirm the settings with “OK”.
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Step Activity Screenshot
5_ Open the edltor “Tlme ﬁTime Synchronization - [05.mcp]
synchronization” with the context [ General Settings -
[~ Use time receive utility u
menu.
™ Deactivate time synchronization Cancel
Here, aCthate the CheCkbOX — Synchroniz‘?tion via Terminal Bus [Sl.ave]
uSynChronlzatlon V|a System BUS : Esa E:e ?ma :romaconn:ctad\v\r’mtcc SENEr
» =& the time from & specific computer:
(Master, Slave)”. ot | o
In “Access point 17, select Cempier2 | o
::K;AP1?1 ?(Isdo)”bar;td aCtlvate the = Let time be set by external [3rd - party] components
aster radio putton.
. . —I¥ Synchronization via System Bus [Master, Slave)
Activate the option box O t
“Display symbolic name of the [CPi613050) | 9w
access point”. - slave
Confirm the settings with “OK”. [ Access poirt —
<Maoner =
. Glave
NOTE ™ Display symbolic name of the access point
If the ES server does not have a ) _ .
P 1 1 h . f h | k Process controling messages Project documentation
CP 16 3,.t e settings for the cloc S —
synchronization cannot be ot ey [ i Fovior |
executed here. The clock = sep |
synchronization settings must, in

this case, be executed on both
single stations itself after
downloading the OS project.

6. Close the OS project.
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Downloading OS project to the OS computers

After the redundancy and clock synchronization have been configured on
the ES side, the OS project can be downloaded to the master and standby

OsS.

Table 6-11
Step Activity Screenshot
1. In the SIMATIC Manager, select | &
the master OS and select “PLC > D@ 8&F 3% @ (o %] [<Me er>
Download” from the con teX t - D nnDnnEnt wiew) D:-.\Prn]e(,(nl]s ‘.,mhLM —
menu. P e g
 E-f ESES
i BB, Sewver
= [ WinCCAppl
=8 S;;Ver T Open Object Ctri+alt+o
; EN R Cerl4
B L Copy Cirl+C
o e[ Global D s il
- color_gs_Lib
Delete Del
Insert New Ohject »
(13
Access Prokection 3
Compile trl+B
Display compilation log...
Display load log...
Generate server data
Assign OF server. ..
Start 05 simulation
Import WinCC objects
2. Downloading the OS project for the
f"’st tlme requ”’es a Complete Target system: “\Es214es21_dYProjects\054%05 mop
download. Sope
PP ” (¥ iThe entire WinCL project
Start the download with “OK”. . |
[~ Start compilation before downloading
The entire WinCC praject will be transferred to the untime 05,
ak I Cancel | Help |
3. After the successful download, the
OS project is located on the master
OS |n the Intended folder Download to target system was completed successfully.
Confirm this with “OK”.
|
Error
oK Cancel
4
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Step Activity Screenshot
4. Repeat steps 1 to 3 to download
the OS project to the standby OS.

Configuration of the Operator Station

Note

If the engineering station has no CP 1613 as opposed to the OS, or the
RS 232 redundancy cable is not connected at COM1 there, the following
step-by-step instructions must be performed. Otherwise, we generally
advise you to check the project settings after the project download onto the
target systems.

Normally, all configuration works are executed on the ES for the purpose
of consistent data management, so that no WinCC engineering licenses
are required on the OS. Nevertheless, a license free time window of one
hour is available after each opening of the WinCC Explorer for WinCC
configuration works.
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Table 6-12
Step Activity Screenshot
1. Open the OS project on the master
OsS.
2 . # Redundancy

Open the editor “Redundancy” with
the context menu.

Check the name of the master OS
in the field “Server”.

The “Default Master” checkbox
must be activated.

Also check whether, under
“‘Redundant Partner Server:” the
name of the standby OS has been
entered correctly.

Check whether your desired
checkboxes are activated at
“Optional Settings”.

If you are operating the RS 232
redundancy cable at a location
different to the COM1 interface,
you have to set the appropriate
interface at “Serial connection to
redundant partner:”.

Confirm the settings with “OK”.

General | User Archive |
Server
[Eszi]

[V Default Master

Redundant partner server
|Eza Brose..

i~ Local Computer Seting:

Connection with iedundant partner via network adapler

Nane |
COM1 B

Connection to redundant partner via sl interface [optional]

£ Synchronize all data of the outage period.

© Synchranize faiures of kst [2 days only

(- Optional Sefting:

¥ Synchronization of Tag Logaing after the partner server comes back online
[¥ Synchronization of Alaim Logging after the partner server comes back online
[ Online synchrorization for Alam Laaging

¥ Synchranization sfter dsruplion of the process link (T ag Lagging + Alsm Lagging)

¥ WinCC client switch in case of a process connection errar

Enables the synchianization for all specified options and user archives:
[ Activate Redundancy

0K | Cancel Help

Open the editor “Time
synchronization” with the context
menu.

Here, activate the checkbox
“Synchronization via System Bus
(Master, Slave)”.

In “Access point 17, check or select
“CP1613(1SO)” and press the
“Master” radio button.

Confirm the settings always wih
“OK”'

ﬂ Time Synchronization - [05.mcp]

~ General Settings

™ Use time receive utiity

Cancel

[~ Deactivate time synchronization

1 Swynchronization via Terminal Bus [Slave]
€ Wsethe time fom aconnected WinCE sever

= Use the time from aspeciic computer:

Computer 1: I

I

Camputer 2: I

" Let tme be set by external [3rd - party] compenents

—v Swnchronization via Systemn Bus [Master. Slave)

[ Access point 1
¥ hast
EEEG) =] astel
" Slave
~Access point
1 st
<MNonex j -
* Glave

™ Display symbolic name of the accass point

— Process cantrolling messages Project documentation——

Print I
Freview I
Setup I

V' Send onee

Send every I _l; minutes
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Step Activity Screenshot
4. If you made any changes in the
WinCC Explorer project, close the
OS project and open it again to
activate the settings.
5. Repeat steps 1 to 6 on the standby | & EM |
OS with the following modifications _—
for step 3 (redundancy): P
[~ Defaul Master
The “Default Master” checkbox e o
must be deactivated. R
AISO Check’ Whether under Connection with redundant partner via network adapter. J
7 o Hore =
Redundant Partner Server' the Connection to redundant paitner via serial inerface (optianal) foon =]
name of the master OS has been
entered co rrecﬂy_ % Synchonize al data of the outage period.
" Spnchronize failures of last |2— days only.
Optional Gettings
[V Synchranization of Tag Logaing aher the partner server comes back online
[V Synchranization of Alarm Lagaing after the partner server cames back online
[V Oniine synchionization for Alarm Logging
[V Synchronization alter disnuption of the process link (Tag Logging + Alam Logging]
[V WinCE eliznt switch in case of a pracess cannection emor
Enables the synchronization for all specified options and user archives:
¥ Activate Redundancy
[0 ] Canenl Help
6.3.3 Activating Runtime
Successively activate the OS project on the master OS as well as on the
standby OS. It is recommended to wait with activating the second Runtime
until the start process of the first one is completed entirely.
Regarding the redundancy, the online synchronization is active
immediately. The mutual archive update, on the other hand, takes approx.
10-15 min.
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7

NOTE

Expansion by PCS 7 Web Option

The Configuration OS Web Option has been tested with PCS 7 Version
V7.1 and V7.0 SP2.

Positioning

Note

Function

To control automated processes via the Internet/Intranet, SIMATIC PCS 7
offers control and monitoring options, the so called web options.

This chapter describes the configuration of the web option on an ES/OS
stand-alone system. The instruction can therefore be used as expansion for
the following minimal configurations:

¢ ES/OS stand-alone system (chapter 3)
¢ Master ES/OS and Standby OS (chapter 5)

In the following we configured exemplified the ES/OS stand-alone system
as web server for stand alone systems with web options. Analog is it
possible to configure the partner-OS as web server, without reservation
of functionality for the web clients.

If one of the redundant operator stations acts as web server, the
redundancy is not available for the web clients. If this OS is in STOP
mode, then web clients have no connection to the process either.

The maximum number of Web clients is limited. For further information,
please refer to chapter 7.1 "Web Configurations" in the "Attention" field.

All relevant pictures and scripts are stored on the web server, so that they
can be displayed and run via a web client.

At the same time the web client accesses the stored process cell data on
the web server via a TCP/IP connection. The user interface looks like an
OS standard client with overview, work and key area.

Among others, the following functions are available via the Web:
¢ Control and monitoring functions that are also used on an OS Client

¢ Message lists which can be called user-dependent just like on an
OS Client. Messages can be acknowledged user-dependent.

o Display of picture hierarchy according to plant hierarchy
e Group display function including “Loop-in-Alarm” function.

e Advanced status display
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Note

71

You can find further information regarding PCS 7 web options in the
manual:

“SIMATIC Process Control System PCS 7 OS Web Option >
Overview of PCS 7 OS Web Option”

Web Configurations

In our example, the configuration of the web option represents an extension
of the hard- and software configurations of chapter 3 "ES/OS Stand-alone
Systems" and chapter 5 "ES/OS-Master and OS-Standby".

Windows XP is installed on the ES/OS stand-alone systems that are
expanded to web server. Thereupon the following restrictions result:

WARNINGS  As a rule, a stand-alone system with web server can be accessed by a

maximum of three web clients simultaneously.

The connection resources of Windows XP are limited to ten. However, a
web client alone can claim up to four TCP/IP connections for certain
actions.

This is why collisions may occur under Windows XP in the case of three
web clients operating at the same time. This is why we recommend
linking a maximum of two web clients.
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ES/OS stand-alone system as OS web server

To control and monitor the system process, the OS web clients retrieve
their project data using the Internet Explorer of the OS web server via the
Intranet/Internet.

Figure 7-1: Web Options Configuration in stand-alone system

PCS 7 Web Clients
D D Software:
, _ , PCS 7 Web Client

Intranet/Internet

Single Station + OS Web Server
Software: l :l
Microsoft Windows XP o

|

PCS 7 Engineering
PCS 7 OS Single Station A—
PCS 7 OS Web Server I

I Plant bus

|
Automation System Sl ||
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ES/OS Master as OS Web server

To control and monitor the system process, the OS web clients retrieve
their project data using the Internet Explorer of the OS web server via the
Intranet/Internet.

Furthermore, the system process has a redundant design to offer the plant
operation the greatest possible failure protection (this is not the case for the
web option!)

Figure 7-2: Web Options Configuration in redundant stand-alone system

PCS 7 Web Clients
E’ E’ Software:
) _ = PCS 7 Web Client

Intranet/Internet

Single Station ES/OS Master Single Station OS Slave
+ 0S Web Server ‘:l Redundancy ‘:l Software:
Software: |y || Microsoft Windows XP
Microsoft Windows XP [N | " | PCS70S Single Station
PCS 7 Engineering _Com-Cabel : | —
PCS 7 OS Single Station I
PCS 7 OS Web Server
I Plant bus

[
Automation System i ([ ||
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7.2 Web-Specific Hardware and Software Requirements

Hardware components
Table 7-1 OS Web Server

Component

Requirement

requirement

Minimum hardware (PC) Intel Pentium 1V, 2.8 GHz, 1 GB work

memory

(PC) requirement

Recommended hardware | Intel Pentium IV, 3.4 GHz, 1 GB work

memory

Miscellaneous

Fast access (>= 64 kbit/s) to web client via
Internet/Intranet or TCP/IP connection

Table 7-2 OS Web Client

Component

Requirement

requirement

Minimum hardware (PC) No PDAs, tablet PCs etc.

Miscellaneous

Fast access (>= 64 kbit/s) via TCP/IP
connection

Software components
Table 7-3 OS Web Server

Component

Requirement

Operating system

Windows XP Professional
(or also Windows Server 2003)

Software Internet Explorer
Internet Information Services (11S)
License SIMATIC PCS 7, Software Web Server V

(3 Clients) Single License

Table 7-4 OS Web Client

Component

Requirement

Operating system

Windows XP Professional
(or also Windows Server 2003)

Software

Internet Explorer
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Note The Internet Explorer version is adequate to choose for the PCS 7
version, after the following FAQ:

http://support.automation.siemens.com/WW/view/en/2334224

Further information regarding hardware and software requirements can
be found in document:

“Process Control System PCS 7 > PCS 7 Readme”

7.3 Installation of OS Web Server

Content

Below you find a description, how to install a web server on an ES/OS
stand-alone system.

Requirements

e The hardware and software requirements mentioned in chapter 7.2 are
fulfilled.

e The Internet Information Services (1IS) has to be enabled before you
can start installing the "PCS 7 Web Server" software.
“Start > Settings > Control Panel > Add or Remove
Programs > Add/Remove Windows Components > Internet
Information Services”

Installation of Software
Table 7-5

Step

Action

1.

Select the "Setup.exe" file from the
PCS 7 tool set DVD and open it by
double-clicking it or via the context
menu.

Setup will start.

[&oworeic) T
Fle E% Vew Fovokes Took ek i
Oa.k e Search

Address [ L 6

SAKE E_Fle

LAZINE  METHL Docusert
HILED  Bich Tet Format
ABAKE  Rich Tt Format
SHIKE  Rich Teat Format
LS2EE Appkcstion Extanson
LATAKE  MHTML Docussert
LIBAKE  MATHL Document

Licersza
Samoe N
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Step

Action

Note

2.

Follow the setup instructions.

Select the option "Install" when
selecting the "Setup type".

Subsequently click "Next".

 the Setup type that suits your requirements best.

=1 Flease select the products that you would like ta install on your system.
-

€ Updat=

| Allinstalled features will be upgiaded. The settings of the installed version will be

= appled

Enable the option "Package
installation”.

Click the "Next" button.

* Package installation

Istall program package

" User-defined installation

The user-defined installation allaws you to select the products to be installed.

Target dirsctor
’7E'\Frnglam Files\SIEMENS

< Back

R | Cancel |

The "Program packages" dialog field
is opened.

From the options select "PCS 7 Web
Server".

Click the "Next" button.

T TORTCACIERT
[ Rraute Control Client
[Z10penPCS 7 Station
] OpenPCs 7
10§ Client with OpenPCS 7
[(1Web Components
Fis e
[JwebNavigator Client
[ wiebMavigator Diagnose Client
[] DataMonitor Client
[ Databaritor Server
(£ Options
[ StoragePlus

i~ Description

PLS 7 Web Server includes. |
- Automation License

M anager

- Microsoft SAL Server
- Wil

-webN avigator Server

- 5FC Visualization

-PCS 7 Basis Faceplates

-PC5 7 Faceplates
-PLS 7 ADY Faceplates
-BATCH WinCE Client
Optiors

—'| “Aoute Control Faceplate
- Fioute Contiol WinCC
Bl Options =l

Net> | Cancel |

In the subsequent dialog field, the
PCS 7 options already installed and
the newly selected "Program
packages" are displayed.

Click the "Next" button.

CAm > PECIE AT T

[aos

v [JWirCC V7.05P1
webNavigator Server V7.0 5F1

v [JwebNavigstor Remote Publisher V7.0 SP1
[ StoragePlus V1.3 5F1

v [ OperPCS 7 v7.1

v [ 5FE Visuglization 7.1

v PV Inslnfo-Server V7.1

v [JPCS 7 Basis Faceplates V7.1

v [JPCS 7 Faceplates V7.1

= | Select a product to oblain |
information about it

Fequired: B2 MB
Available on C. 11.5GE

=l

Help < Back

Mext > I Cancel
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Step Action

6. Before installation starts the "Program
packages" you want to install new, are
listed separately. —

Check your selection and click the it St V70 ove
"Install" button when the desired PCS
7 options are displayed.

Fequired: 62 Mbytes Estimated installation time: 00:01 (hhemm]

< Back Imstall I Cancel

7.4 Configuration of OS Web Server

Configuration steps on the ES
e Publishing of pictures by means of Web View Publisher

o Configuring user rights, start screen and language of website in user
administrator

e Loading and compiling of Web Server

Publishing of OS data

Pictures and scripts which are supposed to run on the web clients later are
published on the OS Web Server using the Web Publisher. Doing this, the
following actions are carried out:

e Project data is compressed and stored
e Screen windows are transferred into web-enabled ActiveX components

e Scripts are converted so that they can be run on the Web

Requirements

To be able to publish the Web server data the following prerequisites have
to be fulfilled:

e PCS 7 project is readily configured

o OS has already been compiled

e Scripts which the Web clients access are available

e Process pictures do not have a double underscore (e.g. yy__xx.pdl)

e Variable name in plain text (inverted commas) in C scripts contain no
spaces
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For a stand-alone system only one publishing process for the publishing
of local data on the Web server is necessary.

Information regarding the issue of "Supported script normal functions"

can be found in the manual:

“SIMATIC Process Control System PCS 7 OS Web Option >
Configuration of the OS Web server on an ES > Changes
to project data > Web-Executable Functions for PCS 7

OS Web Option"

Publishing of Project Data

Step

Action

Note

1.

Open the OS project of the OS Web
Server in WinCC Explorer.

Select the command "Web View
Publisher" via the context menu of
the "Web Navigator" editor.

The "WinCC Web Publishing Wizard
— Introduction" dialog field opens up.
Click the "Next" button.

WinCC Web Publishing Wizard - Introduction

Welcome to the Web Publishing Wizard

The WinCC Wb Publishing izard will help you publish yaur WinCT Pictures ta
W i ying the selected fles from your WinCC

erver by preparing and cop
Project to the Picture Publishing Folder of your WinCC Web Server

I~ Skip this screen in the future.

The "WinCC Web Publishing Wizard
— Select directories" dialog field
opens up.

Disable the option "Server Prefix"
since you want to publish local data.
Accept the preset target and source
path. If you would like to change the
respective path, click the button
behind the shaded input fields.
Navigate to the desired target or
source file.

Click the "Next" button.

Select the folder containing yourWinCE pictures and the folder of the WinCC
wieb Server to which you wil publish your pictures

3 [ Sewver Prefix

R | =

§  Path to your WinCE project
[P=ebpiert calor_ostai_PvwncaioN SIS

8| Publishing folder of the WinCC ek
[P=ebpiertcalor_osteai_Pvwincoion D519 ebnavizetar
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Step

Action

Note

3.

The "WinCC Web Publishing Wizard
— Select pictures" dialog field opens
up.

Select all pictures you want to
publish. We generally recommend to
publish all standard pictures.

Via the ">>", "<<" ">" and "<"
buttons you can select the pictures.
Click the "Next" button.

WinCC Web Publishing Wizard - Select pictures

Files:

Selected Files:

5

|- |- |- B

@@Configl ypicals. DL =
@1001.POL

@AlarmE mergency.pdl
@dlamnE mergencyOp.pdl
@AlarmGone PDL
@AlarmGonelp PDL
@AlamHidden PDL
@AlamHiding. PDL
@dlamlournal PDL
@Alamiew PDL
@AlamNewlp.POL
@AlarmDid POL
@Alarm0Id0p.PDL
@AlamOneLine PDL
i@AlarmOperation POL
@AlarmProcess POL
@AlamProcessB atch. POL
@AlarmQuit POL
@dveaButtons FDL
@issetDvervien pd
@ButtonalarmiGone. FOL
@ButtondlarmEone0p PDL

@Ruttana|armHidden PRI _,LI
4 3

Cancel | < Back

Newt> | Erish |

The "WinCC Web Publishing Wizard
— Select functions" dialog field opens
up.

Select all functions you want to
publish. Only the scripts which were
selected in the last publishing
process are available in the pictures.
This is why you select all necessary
function for each publishing process.

WinCC Web Publishing Wizard - Select functions

Files:

Selected Files:

>

ol 1: [

GommonCommen_UpdateGroupT agi
cammants7f_Operationiog.fot
common'S7F_OperationLagBaol fot
commont7t_UpdateGroupT agname
s7itha7_OpanSafetyF sceplateEx fot
Safetyhiaiiv\OpenF aceFlaleEx ot
Safetyhatri\OpenF acePlateEx VE fc
Safetyativ\FresizewindowE x fct

buttons you can select the graphics.
Click the "Next" button.

Via the |I>>ll’ l|<<ll, ll>ll and ll<ll ﬂ—l _’I
buttons you can select the functions. == = =) [Ea]
Click the "Next" button.
5. The IlWinCC Web Publishing Wizard winEEWEhPuinshinﬂwi—Referencedl}rauhics —
— Referenced Graphics" dialog field e D B
@drar_2_0.bmy
opens up. S o
. szl @ rrow-R. brog
Select all graphics you want to ﬂ%::ﬁtﬂ:ﬂ:‘fm
. @45 bmy
publish. We generally recommend to J%ﬁ:@pﬁms
. . 5 -do%oc. b
publish all graphics. e
Via the |I>>ll’ l|<<ll, ll>ll and Il<ll %Eé%%g%ﬁ%u

Geirclegray.ent
@CircleGreen.emf
Geirclecrangs. amé

@CircleRed emf
ErirrlehAnsnarent Gmf _,LI
»

Cancel < Back

Newt > Erich |

The "WinCC Web Publishing Wizard
— Finish" dialog field opens up.
Click the "Finish" button.

WinCC Web Publishing Wizard - Finish

The WinCC Web Publishing Wwizard is finished collecting information

To publish your picturss, press Finish

Cancel < Back

Hets Einish
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Step

Action

Note

WinCC Web Publishing Wizard - Fini

The WinCC Web Publishing ‘Wizard is finished collecting information

To publish your pictures, press Finish

# @pa_apl_batch.pdl

# @pa_ap_browser.pdl

A @pa_apl_headzr pl
@p_apl_memo.pdl

# @pa_spl_message.pdl

#* @pa_apl_oa_snal.pd
@pa_apl_oa_anaz.pdl

# @pa_apl_oa_snad.pd

#~ @po_apl_oa_analog1 00 POL
@pg_apl_oa_analogl01.POL

#~ @p_apl_na_analogwithiimits 100, POL

# @pa_apl_oa_bint.pd
@pa_apl_oa_binz.pd

# @pa_apl_oa_bin3.pd

J

Cancel < Back Hext >

Erish_|

Pictures and functions which contain
faulty scripts are marked with a red
Cross.

Double-click each faulty picture to
open and correct the picture in the
"PdIPad" editor.

Confirm the message after each
publishing process by clicking the
"OK" button.

The WinCC Wweh Publishing Ywizard is finished collecting information

To publish your picturss, press Finish

Mot all pictures and functions have been
published successtully

Gommon'5 7F_OperationLogBool fet

llllllllll
Erish |

=

The transferred pictures are listed in
the "WinCC Web Publishing Wizard
— Finish" dialog field.

Click the "Finish" button.

WinCC Web Publishing Wizard - Finish

The WinCC Wweb Publishing Wizard is finished collecting information

To publish your pictures, press Finish

2] apl_fp_lvMotL_opened_30.emf
Lef] apl_fp_WivMotL_npening.emf

Le] apl_fp_WivMotL_npening_L &0, emf
Le] apl_fp_WivMotL_npening_27i.emf
Lef] apl_fp_WivMotL_npening_o0.emf
Le] apl_fp_WivMotL_npening2.emf

Lef] apl_fp_WivMotL_npening2_1a0.emf
Le2] apl_fp_WivMotL_npening2_270.emf
Le] apl_fp_WivMotL_npening2_oi.emf
Le2] apl_fp_WivMotL_stopped.emf

Lef] apl_fp_WivMotL_stopped_180.2mf
Lef] apl_fp_WivMotL_stopped_270.2mf
Lo] apl_fp_WivMotL_stopped_o0,emf
laf] assetovervien. PG

The published pictures are displayed
in the data window of the Web
Navigator.
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74.2 Setting of User Rights, Website Start Screen and Language

Access restriction

Accesses of the Web Clients on the OS Web Server are controlled via user
rights. User rights are assigned in the "User Administrator" editor. The user
rights correspond to those of the standard clients.

Settings in the "User Administrator” Editor

Table 7-7
Step Action Note
1. Open the "User administration” in the | BE=rasass—— e
opened OS project of the WinCC — > -
Explorer. e B Ao
“ e
Create new users and/or new user o _|

groups and assign them respective
authorizations.

In addition, enable the option
"WebNavigator" for the user/user
group and enter the "Start Picture"
and "Language" in the respective

This is also how you determine a
language for the control and
monitor interface of the Web clients.
To do this, click the respective "..."

input fields.

2. Select the start picture from the T ol
published graphics via the "..." B Q@mim;d? B
button. S,
w.\OS Web Server\<wincc i
project release names>\Web B
Navigator\pictures”

Select the "@screen.pd_" graphic as

start picture.

Confirm your selection with the - Q:L'I
"Open" button. B ==

button.
Confirm your selection with the "OK"
button.
3. Close the User Administration editor.
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7.4.3 Configuring with the Web Configurator

Tasks of the Web Configurator

The Web configurator sets up and manages the Internet Information
Service (IIS) and therefore the website of the OS web server. This setup is
carried out on the web server after you have loaded the project on the web
server. This setup and configuration is necessary to set up an operator
station (OS) as OS web server and to make it accessible for web clients via
the Intranet/Internet.

With the Web Configurator you can make the necessary firewall settings for
the network card, if the firewall is enabled.

Requirements of the stand-alone system

Note

e PCS 7 Web Server software is installed on the stand-alone system
o the OS project is loaded on the stand-alone system

e settings in the OS are completed

e pictures, functions and graphics have been published

e user rights have been assigned/created

Further information regarding the setup of a standard website can be
found in the manual:

“SIMATIC Process Control System PCS 7 OS Web Option >
Completing configuration on the OS Web server”

Settings in the "Web Navigator" editor

Table 7-8

Step

Action Note

1.

i WinCC Web Configurator x|

Open the OS project on the OS Web
Server in the WinCC Explorer. e e S Carisastr
Select the command "Web &
Configurator" via the context menu
of the "Web Navigator" editor.

The "WinCC Web Configurator”
dialog field opens up.

Click the "Next" button.

The Web Configurator 2llows vou to create a new Web Navigator
site or change the setfings of an existing ane,
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Step Action Note
2. In the next window select the option | XTI =
llCreate a neW Standard Web Site S:;:héo:cﬁ::tgr;c&zs;:?wstandavdWebslleoladdavutualloldelloar\
(Stand'alone)"- 3 & Create a new standard Web site (stand-glone]

Click the "Next" button.

™ Add to an existing Wweb site (vitual folder]

Cancel | <Back Finsh |
3. Specify a name for your Web site in | FRESETEITTS E
the "Name of Web site" input field. s ey oo s s TEPcomnection
Also assign the IP address and the s et e
connection port of the computer via Pu
the "Port" and "IP Address" input o 2
fields. [EErr—
Select "MainControl" from the drop- o
down list of the "Default Web-Page" St et et
input field. R —
Also enter a time in the "Reconnect
Interval" input field
Enable the option "Start the web-site
after being configured".
Click the "Next" button.
4. If the Windows-Firewall is not ST -
enabled, continue with step 8. SR tE e

Otherwise click the "Windows-
Firewall" button (the button is only
visible when the Firewall is enabled).

Please select in the register ‘Sdvanced of ‘Windaws Firewal the
netork connection for which users from the Intemet should be
pemitted accass. Activats the services Webserver HTTP] or ‘Securs
WebServer (HTTPS].

Windows-Firewall

Cancel < Back Hest > | £ Finish
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Step

Action

Note

5.

In the "Windows-Firewall" dialog field
select the "Advanced" tab.

%= windows Firewall =

General | Exceptions Advancedl

‘windows Firewall helps pratect pour computer by preventing unautharized users
from gaining access to your computer through the Internet or a netwark.

@ {* On (recommended]

This setting blocks all outside sources from connecling to this
computer, with the exception of those selected on the Exceptions tab.
[~ Don't allow exceptions
Select this when you connect to public networks in less secure
locations, such as airports. You will not be natified when ‘Windows

Fireweall blocks programs. Selections on the Exceptions tab will be
ignored.

" OFf (not recommended]

Awoid using this setting. Turning off Windows Firewall may make this
computer more vulnerable to viuses and intruders.

Wihat else should | know about Windows Firewall?

Cancel

Enable the optional box for the
desired network connection.

Click the "Settings..." button.

The "Advanced Settings" dialog field
is opened.

%= Windows Firewall

Generall Exceptions Advanced |

i Metwork Connection Settings

“windaws Firewall is enabled for the connections selected belaw. To add
exceptions for an individual connection, select it, and then click Settings:

Setflings |

[ Teminalbus

— Security Logging

*You can create a log file for troubleshooting purposes. Settings.. |

ICMP

“With Internet Control Message Protocol [ICMP), the
computers an a network can share enor and status
information.

Seftings.. |

~ Diefault Settings

To restore all Windows Firewall settings to a default state,  Bastore Defaults |
click Restore Defaults. —

Cancel

This is where you enable the
optional box "Secure Web Server"
and/or "Web Server".

Click the respective "OK" button.

= EIE|
Services | icup |
|1
Jservice setnos 21

Daacrpton of pervice:
|. m

Hlarom o 17 ackvecs [ museogie 192168 0113] o ihe
computer hotting i service on jous netiorl.

Viewtaon 3[IMAF3)

BA Sacise Wit Saver HTTPS]

E Tolow! Sarv Evteml Port rumbes fox His service
Trewd Macio et can Litterer 7

[Ty &~ r
Inksmal Prat rusbae 4t i sarvice

[k ] o |
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Step Action Note

i WinCC Web Configurator

8. Click the "Finish" button.

Configuing the Windows Firawal

Please select in the r=gister Savanced of ‘Windaws Firewal the
networs connection for which users from the Intemet should be
ices “webserver HTTFY or

permitted access. Activate
\wiebServer (HTTPS].

‘Windows-Firewall

Cancel | <Back | news | e

9. Click the "OK" button. wincC web Coulluuigiy Ll

Afte rwa rdS Close the W| nCC 3 The Inetinfo parameters were set, It's recommended to restart vour system.
Explorer and restart your computer
to accept all settings.

7.4.4 Loading and Compiling of Web Server

Loading of Web Server

Since the OS Web Server is a stand-alone system (ES/OS/Web Server), a
loading and/or delta download of project data is not necessary because
local data is already present through "Compile OS".

Compiling
The "Compile changes" function can be carried out for stand-alone systems
without having to interrupt the process operation of the Web server.
Note Further information regarding the configuration of the os Web Server can

be found in the manual:

“SIMATIC Process Control System PCS 7 OS Web Option >
Configuration of the 0OS Web server on an ES”
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7.5 Settings on Web Client

Settings of web content zone "Internet” or "Local Intranet”

You have to make or check the settings for the web content page in the
Internet Explorer to be able to install the plug-ins for the Web Client of the
OS Web Server later.

Table 7-9
Step Action Note
1 /2 Internet Explorer cannot display the webpage - Windows Internet Explorer
. Open the Internet Explorer. B0 - [6 i
Se|eCt the Command “Too l s > File Edt View Favorites | Tools Help
I l’lt erne t Opt i ons ” L? e @ rternet Explorer Delete Browsing History. ..
M PopupBlodker v
- Phishing Filter »
IO. Internet | Manage Add-ons ' b the webpage
- Subscribe to this Feed, .
Most likely Feed Discovery 2
tost likely OBy e Updata
e Youasl——————————————Inet.
o The w  Windows Messenger —
+ There  Diasnose ConnectionProblems... [\
® Diagnose Connection Problems
@ More information
. " M i
2. Click the "Security" tab. Izt e K1 E3

Select the Web Content zone |n Wthh General Security |Prwacy I Cuntentl Cunnectwunsl Prugramsl Advancedl
the Web server IS Iocated (HI nternet" Select a zone to view or change security settings.
or "Local intranet"). > 7 &

CI|Ck the "CUStom Ievel aes " button - Internet M Trusted sites  Restricted

sites

Local intranet y
= ) ) ’ Gites |
"‘Q] This zone is For all websites that are
B

found on your intranet,

~Security level For this zone

Custom
Customn settings,
- To change the settings, click Custom level.
- To use the recommended settings, click Default level,

Custom lewvel. .. Diefault level |

Reset all zones ko default level |

OK I Cancel | Apply |
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Step Action

Note

3. Enable the option under "Execute
ActiveX controls safe for scripting"
and "Download signed ActiveX
controls"

Security Settings - Local Intranet Zone ﬂ

I~ Settings

@ Enable |
|#| Display video and animation on a webpage that does not uss
(%) Disable
) Enable
¢/ Download signed Activel controls J
{ Disable
@
) Prompt
|| Download unsigned ActiveX controls
(&) Disable
Q) Enable
) Prompt
|| Initialize: and script Activer contrals not marked as safe for st
(&) Disable
Q) Enable

% Drarank hd
< | »

*Takes effect after you restart Internet Explarer

i Reset custom settings

Beset o |medium-low (default) =l Reset. . |

0K I Cancel |

4. Click the respective "OK" buttons for
the dialog fields "Security Settings"
and "Internet Options" to close them.
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Settings of web content zone "Trusted sites™
Table 7-10

Step Action Note

1 /2 Internet Explorer cannot display the webpage - Windows Internet Explorer
. Open the Internet Explorer. 0 - [2 s
Select the command “Tools > Fle Edt View Favartes | Tools Help
Internet Opt ions” Ut B @ Itornet Explore DS Browsng Hitory.
) M Pop-upBlocker v
- Phishing Fiter »
uo. Internet | Manage Add-ons ' b the webpage
e Subscribe (o this Feed,
Most likely ¢ e DEzmvey 3
0St [Ikely O T ———
o Youal————————fnet,
o The y  Windows Messenger =
\ Thore  Dissnoss ConnectionProblems... [~
What you ca
® Diagnose Connection Problems
@ More information
: " on i
2. Click the "Security" tab. Internet Options (7]
Select the Web Content zone General Security |Prwacy I Cuntentl Cunnectwunsl Prugramsl Advancedl

"TrUSted SIteS" . Select a zone ko view or change security settings.
Click "Sites" to open the dialog field. @ «) v ®

Internet Local inkranet Rl

Restricted
sites

Trusted sites — |
: 6’ This zone contains websites that you =
% trust ot to damage your computer o

wour files,
ou have websites in this zone,

~Security level For this zone
Allawed levels For this zone: All
- [ - Medium
- Prompts before downloading potentially unsafe
content
- Unsigned Activer controls will not be downloaded

Custom level. .. Default level |

Reset all zones to default level |

oK I Cancel | Apply |

3. Enter the address of the OS Web Trusted sites
Server in the "Add thls WebSIte tO the 4" You can add and remove websites from this zone. All websites in
Zone" in put f|e|d ', this zone will use the zone's security settings,

€.g. */[172.33.3.7 or #Add this website to the zone:
http://*.microsoft.com [hetpei/172.25.2.7
Additionally, disable the option Websites:

"Require server verification (https:) hetp: [/172.33.3.1 g |
for all sites in zone".

Click the "Add" and "Close" buttons.

™ Require server verification (https:) For all sites in this zone

Close |
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Step Action Note
4. Select the web content zone L s i B
"Trusted S|tes" General  Security |Pr\vacy | cContent | Connections | Programs | Advanced |
H " "
CIICk the Defau It IeVeI and Select a zone ko view or change security settings.
afterwards the "Custom level..." g ™
butt @ €« v O
uton. Internet  Localintranet EIEESERERSE  Restriced
sites
Trusted sites y
: q This zone contains websites that you LI
~ trust P_Iot ta damage your computer or
¥ou havelwebsitas in this zone,
[ Security level For this zone
Allawed levels For this zone: All
- [ - Medium
I - Prompts before downloading potentially unsafe
content
'_|_|' - Unsigned Active controls will not be downloaded
Custom level. .. Default level |
Reset all zones to default level |
oK I Cancel | Apply |
5. Enable the option "Initialize and
script ActiveX controls not marked as | [ setines
safe for scripting” in the dialog field e e Acive ot B
"Security Settings". 8;“;';;
Download unsigned Activelk cantrals
- {2) Disable ? J
) Enable
) Prompt
|#| Tritialize and script Activex controls not marked as safe for st
{ Disable
&
) Prompt
|| Run Activel controls and plug-ins
) Administrator approved
) Disable
. I A Friahle I LI_I
*Takes effect after you restart Internet Explarer
~ Reset custom settings
Resettol  [medium (default) =l Reset... |
OF I Cancel |
6. Click the respective "OK" buttons for
the dialog fields "Security Settings"
and "Internet Options" to close them.
Therefore the requirements for a connection of Web client to Web server
have been created.
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7.6 Installation of Web Client Plugins

Installation paths

When installing the plugins for the Internet Explorer you can choose
between two installation paths:

¢ Remote installation — installation via the Intranet/Internet of the Web
server

e Local installation — installation via the Windows Installer Package of the
Web Client

In application example we look at the "Remote installation".

Requirements
o the OS Web Server is in runtime.
e the web client has access to the web server
e you know the web server address
e you know the domain, user name and password
¢ the user authorizations are valid for PCS 7 Web Options

e the login on the PC has the rights of a main user.

Installation
Table 7-11
Step Action Note
1. Open the Internet Explorer. B et rer ey i ety
|£; http:ff172.33.3.7]
Enter the Web Server address Fe tt vow Fartes Tods re
(http://<Server name or IP>) in the SRISRIN 8 ot Ephrer connot sy the webpage |

"Address" input field. Fe

.o. Internet Explorer cannot display the webpage

Most likely
* You

What you can try:
® Diagnose Connection Problems

x More information
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Step

Action

Note

2.

Enter the access data in the
"Connect to <severname>" dialog
field which was determined on the
Web server in the "User
Administrator" editor.

Connect ko 172.33.3.7 2 | x|
=
=

ki \:‘ -

The server 172.33.3.7 at 172.33.3.7 requires a username
and password,

Warning: This server is requesting that your username and
password be sent in an insecure manner (basic authentication
without a secure connection).

User name: Iﬂ | j

Password: |
[~ Remember my password
o4 I Cancel |
3 Internet Explorer - Security Warning

During the first connection the
"Security Warning" dialog field will
open up.

Continue by clicking the "Install"
button.

Do you want to install this software?
Name: WebClientInstall,di
Publisher: SIEMENS AG
] IMUrE options T Install I Don't Install

N While files Fram the Internet can be useful, this file type can potentially harm
wour computer, Only install software From publishers you trust, What's the risk?

A note will appear in the main
window, saying that the "Web
Navigator Client* software has to be
installed first.

Click on the bottom link "Click here
to install" to start installation.

{2 E537 - Web Navigator - Windows Internet Explorer

@ - |é http:if172.33.3.7)

Fie Edt View Favorites Tools  Help

W% @it @ESa7 - Web Navigator | |

SIMATIC WinCC/WebNavigator Client

You first need to install the Web Navigator Client software

The installation will download approximatel

Click here to install

The InstallShield Wizard is started.

Click the "Next" button to install the
"WebNavigator Client" software

Follow the instructions of the wizard.

18 SIMATIC WinCC/WebNavigator Client ¥7.0 SP1 - Installshield Wizard

Welcome to the Installshield wizard for
SIMATIC WinCC/webNavigator Client V7.0 SP1

The InstallShield{R) Wizard will install SIMATIC
winCCjwebhavigator Client Y7.0 SP1 on your computer, To
continue, dick Next.

WWARNING: This program is protected by copyright law and
international treaties,

SIEMENS

< Back

Cancel
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Step

Action

Note

6.

Select the option "Complete" in the
dialog field "Setup Type".
Click the "Next" button.

i“;“ SIMATIC WinCC/WebNavigator Client ¥7.0 SP1 - InstallShield Wizard

Setup Typ
Choaose the

Please select a setup type.

All program Features will be installed. (Requires the most disk
space.)

Choose which program Features you want installed and where they
will be installed. Recommended For advanced users,

InstallShield

< Back I Mext = I Cancel |

Click the "Install" button to trigger the
installation process of the
"WebNavigator Client" software.

i“;“ SIMATIC WinCC/WebNavigator Client ¥7.0 SP1 - InstallShield Wizard

Ready to

The wizar
Click Install ko begin the installation.

IF you want o review or change any of your instalkation settings, click Back, Click Cancel ta
exit the wizard.

InstallShield

<gack [T sl ] comel |

To complete the installation, click the
"Finish" button in the last step of the
wizard.

i"% SIMATIC WinCC;WebNavigator Client ¥7.0 SP1 - InstallShield Wizard

Installshield Wizard Completed

The InstallShisld Wizard has successfully installed SIMATIC
WinCCjwebhavigator Client V7.0 5P1, Click Finish to exit the
wizard,

SIEMENS

ceeee [T Emeh | el |

In the main window you can now see
which components have been
successfully installed on the web
client.

Before you click on the reference
"Process pictures", install the
necessary plugins first, to be able to
operate and monitor the process
accordingly.

£ FRAT - Wl Navigator - Windows Inbernet Exglorer

@ 3 | vy

S O EEEST - Wb Neigaler | [

Download/Install - WinCC/WebNavigator Compo

Component Sire Stalus Version Instal

WinCEC Weblavigator-Chent

Easic Instalaton. 18,806 K Installed 7.0.1.0 3] 7.0.1.0
Windows System Update .
Everything the Webianigaior needs fix running 1,555 K Installed =+ 7.0.10
3 Screens

Version 3.3

13.09.2011

116/118




Copyright © Siemens AG 2011 All rights reserved

SIEMENS

Expansion by PCS 7 Web Option

Minimal Configurations PCS 7 V7.1 24023824
Step Action
10. Move the cursor to the left edge of
the screen of the Internet Explorer
window to make the navigation bar s Download|nstal - WinCC/WebNavigator Components
visible there. | ==
Click on the "double arrow" icon in ,:.,..,,.,__.. N i :
the navigation menu next to the
name or the IP address of the web
server.
Click the sub-menu "Download
Area".
This is where you select "Download
plugins".
11. | Now all available plugins for the web | & -
client will be displayed in the Internet | =& .20 ™ |
Explorer window. Download/Install - WinCC/WebNavigator Custom Plugins
In the "Install" column, click the o
arrow before the version number to gy S S
install the plugin. S ol
12. The plugins: : S
WinCC Basic Process Control  rrre—— L
WInCC Basic Process COI’]trOl Download/Install - WinCC/WebNavigator Custom Plugins
PCS 7 Faceplates o
PCS 7 Advanced Faceplates oo
should be installed to guarantee T semSlan
minimum process control. ansien e e @7ae
During installation the displayed =
sequence is to be observed. mmn e
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Step Action Note
13. Installation of the web client is S ;
complete. | |
Close the Internet Explorer and i —
reopen it to register for process i
control. P - .  —
As soon as the web client has ———
established a connection with the i —
web server, the process pictures can ! =3
be called. —
=11
Note Further information regarding the installation of the web client, process
control on the web client and settings can be found in the manual:
“SIMATIC Process Control System PCS 7 OS Web Option >
Installation and Settings for the Web Client”
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