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Legal information

Use of application examples

Application examples illustrate the solution of automation tasks through an interaction of several components in the form of
text, graphics and/or software modules. The application examples are a free service by Siemens AG and/or a subsidiary of
Siemens AG (“Siemens”). They are non-binding and make no claim to completeness or functionality regarding configuration and
equipment. The application examples merely offer help with typical tasks; they do not constitute customer-specific solutions. You
yourself are responsible for the proper and safe operation of the products in accordance with applicable regulations and must
also check the function of the respective application example and customize it for your system.

Siemens grants you the non-exclusive, non-sublicensable and non-transferable right to have the application examples used by
technically trained personnel. Any change to the application examples is your responsibility. Sharing the application examples
with third parties or copying the application examples or excerpts thereof is permitted only in combination with your own
products. The application examples are not required to undergo the customary tests and quality inspections of a chargeable
product; they may have functional and performance defects as well as errors. It is your responsibility to use them in such a
manner that any malfunctions that may occur do not result in property damage or injury to persons.

Disclaimer of liability

Siemens shall not assume any liability, for any legal reason whatsoever, including, without limitation, liability for the usability,
availability, completeness and freedom from defects of the application examples as well as for related information, configuration
and performance data and any damage caused thereby. This shall not apply in cases of mandatory liability, for example under
the German Product Liability Act, or in cases of intent, gross negligence, or culpable loss of life, bodily injury or damage to
health, non-compliance with a guarantee, fraudulent non-disclosure of a defect, or culpable breach of material contractual
obligations. Claims for damages arising from a breach of material contractual obligations shall however be limited to the
foreseeable damage typical of the type of agreement, unless liability arises from intent or gross negligence or is based on loss of
life, bodily injury or damage to health. The foregoing provisions do not imply any change in the burden of proof to your
detriment. You shall indemnify Siemens against existing or future claims of third parties in this connection except where Siemens
is mandatorily liable.

By using the application examples you acknowledge that Siemens cannot be held liable for any damage beyond the liability
provisions described.

Other information

Siemens reserves the right to make changes to the application examples at any time without notice. In case of discrepancies
between the suggestions in the application examples and other Siemens publications such as catalogs, the content of the other
documentation shall have precedence.

The Siemens terms of use (https://support.industry.siemens.com) shall also apply.

Security information
Siemens provides products and solutions with industrial security functions that support the secure operation of plants, systems,
machines and networks.

In order to protect plants, systems, machines and networks against cyber threats, it is necessary to implement —and
continuously maintain — a holistic, state-of-the-art industrial security concept. Siemens’ products and solutions constitute one
element of such a concept.

Customers are responsible for preventing unauthorized access to their plants, systems, machines and networks. Such systems,
machines and components should only be connected to an enterprise network or the internet if and to the extent such a
connection is necessary and only when appropriate security measures (e.g. firewalls and/or network segmentation) are in place.

For additional information on industrial security measures that may be implemented, please visit
https://www.siemens.com/industrialsecurity.

Siemens’ products and solutions undergo continuous development to make them more secure. Siemens strongly recommends
that product updates are applied as soon as they are available and that the latest product versions are used. Use of product
versions that are no longer supported, and failure to apply the latest updates may increase customer’s exposure to cyber threats.

To stay informed about product updates, subscribe to the Siemens Industrial Security RSS Feed under
https://www.siemens.com/cert.
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Foreword

Aim of this document

Typical PCS 7 systems have at least one ES (Engineering Station) on the PC side,

one or more possibly redundant servers and several OS clients (Operator Stations).

In addition to the maximum availability of process control and data acquisition, there is also the possibility of integrating
program adjustments or expansions in the foreground, quickly and without affecting the current process.

In contrast, small systems or stand-alone units often require very little maintenance after commissioning. To achieve high
efficiency, there exists the requirement to get along with as few PC stations as possible. It therefore makes sense to utilize
the rarely used ES as an OS in process mode.

This document is intended to help you in choosing a suitable PC set-up for small systems. It compares various minimal
configurations (up to a maximum of three PCs) in terms of their functionality. Since the corresponding PCS 7 configuration is
not the main focus of the system documentation, here you can also find the necessary activities for installation in the form of
detailed step instructions.

Core contents

The main focus is on the following:
e Configuration comparison regarding functionality

e Activities for configuration, activation, and maintenance of different configurations

Validity
SIMATIC PCS 7:
e V10.0
e V9.1
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Overview of Minimal Configurations

1. Overview of Minimal Configurations

There are various possible options when utilizing the engineering station in process mode as an operator station or multiple
operator stations with as few PCs as possible. The following versions were selected according to their feasibility and
usefulness in the context of PCS 7.

The configurations shown here also include descriptions of solutions with configurations that do not differ significantly from
each other.

In general, particular functionality criteria must be considered when using the engineering PC as an OS, because the OS project
must be closed when performing certain activities. This will also be discussed in more detail below.

1.1. ES/OS Single Station

The smallest of all configurations only needs one PC station.

ES/OS

Process mode/functionality

Since version 6.1 of PCS 7, it has also been possible to compile the OS project when runtime is activated (change
compilation). This means that the operator and archiving functions are present permanently.

Note You can find a description of this configuration and a how-to guide in chapter 3 "ES/OS Single Station".

The ES/OS Single Station can also be extended with the functionality of the PCS 7 OS Web Server. You

Note can find a guide to doing this in chapter 7 "Expansion with the PCS 7 OS Web Option".
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Overview of Minimal Configurations

1.2. ES/OS Client and OS Server

With an additional PC station as an OS server, the ES can be used as an OS client. This accesses the data of the OS server in
process mode and visualizes it.

Terminal bus

ES/OS Client OS Server

)

Process mode/functionality

In PCS 7, the OS server can be used for operator functions when no more than four OS clients are connected. In this
example, if the server malfunctions, the complete OS functionality fails. Besides this, the OS client must be terminated to
make OS project changes at a later stage. However, the OS server keeps on working permanently at compiling/loading of
changes.

You can find a description of this configuration and a how-to guide in chapter 4 "ES/OS Client and OS

Note o
Server".

Alternatives/variations

One of the advantages of this configuration is the option of connecting additional clients to the OS server on a relatively
simple and inexpensive basis.
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Overview of Minimal Configurations

1.3. ES, OS Master and OS Standby

You need three PC stations for PCS 7-compliant implementation of OS redundancy.
In this case, the ES only carries out engineering tasks and, while doing this, is only used for testing OS functions.

Terminal bus

ES OS Master OS Standby

ML AL [

COM-Cable

Process mode/functionality

Since the ES is not involved in process mode, the operator functions of the two OS Single Stations are permanently
available. The OS remains active even during complete loading of project changes. Redundancy ensures mutual
synchronization both when online and after the failure of one of the two partners.

The COM connection (RS 232 connecting cable) is for optimization of internal server-to-server communication.
Since PCS 7 V7.0, it has been possible, as an alternative to the COM connection, to use a separate Ethernet connection (a

free on-board or additional network adapter) for the redundancy connection.

Note You can find a description of this configuration and a how-to guide 5 "ES, OS Master and OS Standby".

Alternatives/variations

In the case of the low-maintenance systems that this document focuses on, you can often do without a permanently
available if it is possible to rent a temporary ES for configuration, commissioning, and project changes.

In this example, itis only conceivable to extend the system using additional OS clients if a server operating system is
installed on the OSes.
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Overview of Minimal Configurations

1.4. ES/OS Master and OS Standby

In this configuration with two redundant OS Single Stations, one of the stations is also used as a simultaneous ES, which
obviates the need for a separate third station.

Terminal bus

ES/OS Master OS Standby

” B Redundancy N - ‘“

4
A

COM-Cable

Process mode/functionality

In this example, both PC stations work in process mode as redundant OS single stations that balance each other both in
operation and after the failure of one of the two partners. This is also relevant for later OS project changes, which require
the Master OS to be exited. In this case, the Standby OS takes over the master role. It keeps on working permanently
while compiling/loading changes and updates the redundancy partner after it returns.

The COM connection (RS 232 connecting cable) is used to optimize internal communication between the two OS Single
Stations.

Since PCS 7 V7.0, it has been possible, as an alternative to the COM connection, to use a separate Ethernet connection (a
free on-board or additional network adapter) for the redundancy connection. For complete loading, you must deactivate
OS Runtime and the OS projects on both stations and close them. For this period, no OS functionality is available.

This configuration does not offer all of the PCS 7 functionality, since redundancy is set up using WinCC
resources.

Note

In chapter 6 "ES/OS Master and OS Standby”, you can find corresponding limitations in process
operation and differences in system behavior together with a description of configuration and a how-
to guide.

Alternatives/variations

For PCS 7-compliant implementation of OS redundancy, we recommend using three PC stations. With the changes to the
license concept from PCS 7 V8.0 onward, you will need the same number of license packages. The implementation of
redundancy with two PC stations is associated with some limitations (see chapter 6.1 "Configuration description™) and,
compared to PCS 7-compliant implementation with a separate ES and two redundant OS Single Stations (see chapter 1.3
"ES, OS Master and OS Standby”), only saves you one computer (hardware and Windows license).

The ES/OS Single Station can also be extended with the functionality of the PCS 7 OS Web Server. You

Note can find a guide to doing this in chapter 7 "Expansion with the PCS 7 OS Web Option".
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Generalloptional system settings

2. General/optional system settings

The system settings that are relevant to configuration are presented below.

2.1. Bus connection of the PC stations

Plant bus

In the ES and in each server, a network card is used in "Configured mode" for the plant bus. On this network card, only the
ISO protocol is enabled for Windows. If a CP1623 is present, it is used for accessing the plant bus. Parameterization is
carried out in SIMATIC NetPro and in the HW Config.

Terminal bus

Except for configuration with only one ES/OS Single Station, all of the other PC stations are additionally linked to the
terminal bus. When doing this, the necessary second network card of the ES and the server is set here to "PG mode”. This
card is not configured in SIMATIC NetPro and in the HW Config. PCS7 finds this network access via the computer name or
the specified path for the target machine that must be entered in the object properties of the PC station. For this network
card, only the TCP/IP protocol (not ISO) is activated in Windows.

Client PC stations are generally fitted with only one network card that is used to connect to the terminal bus. For this
network card, only the TCP/IP protocol (not ISO) is activated in Windows.

2.2. Autostarting WinCC

This document contains the step-by-step instructions for opening the OS project on the OS servers and clients for runtime
activation in the WinCC Explorer.

This should be usually avoided in the system, since there are generally no configuration licenses (RC licenses) on the
OSes. If WinCC Explorer is open for longer than two hours while doing this, WinCC switches to Demo mode and you must
close it completely (including runtime) and reopen it for further configuration steps.

To activate runtime automatically when the computer starts without having to open WinCC Explorer, you can configure
an automatic start for the project.

In conjunction with SIMATIC NET 2005 Edition (WinCCV6.0 SP3 and above), you should configure the "AutoStartRT"
WinCC tool on the "Set configuration console PC station" to configure the WinCCautomatic start. You can
find more information in the following FAQs:

https://support.industry.siemens.com/cs/ww/en/view/23061262

Beitrags-ID: 24023824 V10.0 10/2024 © Siemens 2024 10


https://support.industry.siemens.com/cs/ww/en/view/23061262

3. ES/OS Single Station

3.1. Configuration description

ES/OS Single Station

The Single Station is the smallest possible configuration. The same PC is used for both ES and OS functionality.

Hardware configuration

ES/OS

Il

Plant bus
o AS
o
o . 2__
0
T
us
PCS 7 configuration
ISR
File Edit Insert PLC View Options Window Help
D= |Be s B =] % [ < No Fiter> A% S| BB0
_____ =10 x|
1= K1_MP_Pij & K5_MP_Lib
CC Appl.
w305
| {1 Shared Declarations
[ KE_MP_Lib
o [ 3]
==l K1_MP () RMT1 [EIRMT2
=89 K1_MP_Pi
{1 Shared Declarations
[Ea] Plant
-4 K5_MP_Lib

Press F1 to get Help.

|PC internal.local. 1 4
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ES/OS Single Station

3.2. Required hardware and software licensing

Hardware

The following hardware is recommended for this configuration and can be ordered via the Siemens mall. Your selected
operating system and the appropriate scope of the SIMATIC PCS 7 system software are preinstalled on the PC station.

Station Product designation Operating system Plant bus transition
1 x ESIOS SIMATIC PCS 7 ESIOS IPC847E BCE Windows 10 RJ45 network card
SIMATIC PCS 7 ESIOS IPC847E IE Windows 10 CP1623

Software licensing
The following section lists the software/license package that are necessary for this configuration selection.

In the selected configuration as a Single Station, the number of POs is limited to a maximum of 2000.

Component Software/licence packages

ES/OS e  SIMATIC PCS 7 ES Single Station (incl. 250 AS/OS Runtime POs)
e  SIMATIC PCS 7 AS runtime license
e  SIMATIC PCS 7 OS runtime license
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ES/OS Single Station

3.3. Step-by-step configuration

The following instructions have been drawn up based on Windows 7 and PCS 7 V9.0. A CP1623 is

ote used as an example of the plant bus transition. Time synchronization is activated.

3.3.1. ES configuration

Creating the multiproject

As the basis for the instructions below, the station must be physically networked as shown in the illustration in chapter
3.1. Apart from this, you must create a multiproject on the ES in which the hardware and software of the AS are already
configured.

AS settings

This example describes a way in which the OS server specifies the master time.

More time synchronization options are described in detail in the following manuals:

Note
e "SIMATIC PCS 7 Operator Station"
https://support.industry.siemens.com/cs/document/109973492
e "SIMATIC Process Control System PCS 7 Time Synchronization"
https://support.industry.siemens.com/cs/document/109973498
Step Activity Screenshot
1. Open the HW Config for the AS. =lojx|
. . . . Ol] Station Edit Insert PLC View Options Window Help - & x|
Highlight the CPU and choose "Object properties..." = =
Hignilg Ject prop EEEE I R TR
in the shortcut menu. —
PS 407 10A
F CPU 410-5H
) Copy Ctri+C
Faste 4
IF1 Insert Multi-Contraller Device:
IF2
X5 PNHOXE Replace Object...
XaPIR Port T Add Master System
X5P2R Port 2 Disconnert Master System
X8 PN-O-XE Master System Isochronous Mode
X8P1R | Por T Insert PROFINET 10, System
XEPZR Port 2 Disconnsct PROFINET 10 Systam
5 i CP 4431 PROFINET, IO Domain Management. .,
X7 AN PROFINET 10 Topology...
XIPIR Pot 1 FROFINET IO Multi-Contraller Devices. ..
::7 Ll ot 2 PROFINET 1O Isochronous mode:
= Specify Module, .,
Delete Del
GoTo >
Filter Assigned Modules
MonitarModify:
Alt+Return l
a Ctrlale+o J
—————————— | change Access 3 =
:[:l [0] UR2ALU Assign Asset ID...
Glat Moduls Product Support Information Cirl+F2
bl ‘;W FAQs Ctrl+F7
Find Manual Crl+F&
2 CPU10-5H e o »
o Start Device Toal
Displays properties of the selected object for editing. &
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ES/OS Single Station

Step Activity Screenshot
2. Switch to the "Diagnostics/Clock" tab. =
" " . u " General | Starup | Cycle/Clock Memory | Retertive Memory | Memory | Intemupis |
In the ”CIock section, set As"slave for the AS Trmect Doy bempts | Crobs ot Doonosbou/Ouce. | Ptesion | H Puramtes
under “Synchronization Type”. R
Click on the "OK" button to confirm your selection. I | Everded fimelians
{ STOF
™ Acknowledgmert triggered reporting of SFB33-35
MNumber of messages in the diagnostics buffer [3200
rClock
Synchronization Synchronization Type Time Interval
Inthe PLC: [as siave =] [none =
e bR [None I =l
O the W [Mone =] [one =
Correction factor: 0 ms

Help
3. Open the shortcut menu of the CP and select [ HW Config - [AS1 (Configuration) - K2_MP_Pr3] =Dl
" - . " Edi d el -
ObJeCt propertles... ) Eﬂ]siz:on@ t Insert PLC View Options 0\mn w Help x|
NSRRI Be daa HE R
=2
1 PS 407 10A =
3 CPU 4105H
X7 i OF
XT PN-O Copy Ctrl4+C
XIPTAR Port 7 Faste Chrl
XiP2R Port 2 Insert: Multi-Controller Bevice:
g Replace Object...

Add Master System

Disconnect Master System

Master System Isachronous Made

Insert PREFINET 10 System

Disconmect FROFINET IO Systen
PROFIMET I Domain Management. .,
PROFINET IO Topalogy. ..

FROFIMNET IO Multi-Contraller, Devices. ..
FROFIMET 10 Isochranous mode

4 Specify Maduls, .

of”
Delete Del
4= | (0 uRzaLL
_I_I Go To 3
Slot i Module  Filter Assigned Modules J;
1 PS 407 10 -
Maritar/MadiFy
3 CPU M0 i cornbiols
— i . Alt+Return |
Spen Object With,.. Chrl4al o
Displays properties of the seler e poceee » A
4. Switch to the "Time synchronization" tab. Properties —cha3ER KIS x|
" . " SNMP | Web | Diagnostics
Select the "Accept time of day on CP and forward " Gowral | Adkosos | Optons Tt Day Scerszabon | 19 mens Prtcion
check box. ~ SIMATIC Mod
. N " . . ™ Accept time of day on CP
Click on the "OK" button to confirm the setting. % czeptfine of day on CF andfoniard ™ Uss corcted tims
& Automatic " From station " From LAN
~NTP Mod

= Activate TP time-of-day syrichronization

I= | Time-of:day synchronization or the ful minute

™ Becept time of day from non-syrchrorized WTE servers
¥ | Forusard time of day bo station

NP server addresses (1P sddiesses);

Ldd

Edit..
Delet=

00) Berlin, Bem, Brussels, Rome. Stockhelm, Vienna =l

Tirie 2gne: JiGMT +

Update interval [seconds] 0

[Fiange of values 10 - BE400]

Coe |t

5. Save the configuration and compile it using:
"Station > Save and Compile..".

Close the HW Config.
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ES/OS Single Station

Creating a PC station

The PC station is created in the PCS 7 project that represents both the ES and the OS.

Step Activity Screenshot
1. In component view, open the shortcut menu of the = E

File Edit Insert PLC View Options Window Help

D28 F =0 s ="

project and use "Insert New Object > SIMATIC
PC station" toadd a new PC station.

£¥ K1_MP (Component view) - Dz’
=g K1_MP

2 (S

(@ K5 MP  Open Object Cri+al+0
Gt Cerl
Copy ChlC
Paste Cerl
Delete ozl

SIMATIC 400 Station
SIMATIC 300 Station
SIMATIC H Station

ccess Profecto Other Station

SIMATIC 55

PCS 7 License Information. .

Shared Dedarations.

Plant Herarchy

SIMATIC BATCH

Rename
Object Properties...

Inserts SIMATIC PC Station at the cursor position. 4

2. Use the shortcut menu to open the object properties =10l x|
. it Insert PLC View tions  Window
of the PC station. - =

O |37 4 @ d o 2% &1 |[<No Fiter »

Cut Ctrl4x

Copy ctil+c

Faste Crrl+y,

Delete Del

PLC »
Access Protection »
Print »

Displays properties of the selected object for editing. A
3. Change the name of the ES PC station to match the E
name of the local computer on the network. General | Seting | Corfiguatien |
Select the “Computer name identical to PC station Name [Esver
name” checkbox. Project path [FTHP_PRSIATICFC Satont) g
gm IE\KLMP,Pr i’
Date created 10/12/2017 02:25:13 PM
Last modified 10/12/2017 02:25:19 PM
-]
Computer name-
[¥ Computer name identical to PC station name
Computer name: ESVET
_Coed |t |
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ES/OS Single Station

Step Activity Screenshot
4. Open the HW Config of the PC station via the shortcut =1l x|
menu File Edit Insert PLC View Options Window Help
) D 89+ 4 Be|d|s 255 %
¥ K1_MP (Component view) -- D:\Mininimal\Projects\K1\1_MP_MP_\1_MP_MP
= @ K1_MP Object name
B8P K1_MP_Pri
{121 Shared Diedlarations U ek
0 KE5_MF_Lib Copy. Chrl+C
Faste Chrl
Delete
Access Protection
SIMATIC BATCH
Rename
5. Insert a "WinCC application” and a network card of

type "CP1623" from the object catalog (View >

il WinCC Appl. -
Catalog). ] CP 1623
3
4
5 |
&
7
[
9
10
11
12 hd
6. Under “Subnet”, choose the plant bus or create it by ]
clicking on the “New..." button. Ganersl  Paraneter |
Assign the corresponding MAC address to the CP1623. F& Sethia Cadfss e/ 0l ctied
Deselect the "IP protocol is being used" checkbox . HiCoddes:
Click on the "OK” button to confirm your settings. I P e 2 e -
[P address [rsz18801 A
Subnet mask: |255.255.255.0 e ; ;
Use router
Address:
Subnet:
" not networked — Mew.
Properties..
Delete
Help
7. Open the shortcut menu of the CP1623 and select
"Object properties...".
3 Crl+C
4 Paste Y
5
3 Replace Object...
7 fdd(Master System
8 Disconmect Master System
9 MMaster System Isachranous Mode
10 Insert PROFINET IE System
1 Disconnest PROFINET 10 System
12 PROFIMET I Domain [Management. ..
PROFINET IO Topology.. .
PROFIMET IO Isochronaus mode
Specihy Madule, .,
Delete Del
Go To 3
Filter Bssigred iadules
TMonitarModify:
Edit Symbals.. .
Object P . Alt+Return ||
Open Object With.. Chr| A0
Change Access 3

Beitrags-ID: 24023824 V10.0 10/2024
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ES/OS Single Station

Step Activity Screenshot
8. Switch to the “Options" tab and select the "Time of ]
day” checkbox. General | Assignment Options | Diagnostics |
Click on the "OK" button to confirm your selection. 'T_m:‘”:’d
v Time of day.

€1 Master [time sender]|

' Siave fime receiver)

Send Connection
(F Ativate (30 sezands) ‘

Settings for TCP protocel
’VND\S IP gddress ‘
coe |

9. Use the "Station > Save and compile..."
menu item to save the configuration and compile it.
Close the HW Config.
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ES/OS Single Station

Configuring the PC station

The "Configure PC station" function transfers project configurations to one or more target stations.

Step Activity Screenshot
1. Configure the Station Configuration Editor of the ES. il M G ) S EEE
. . . N Fie Edit Insert PLC View Options Window Help =18 x|
To do this, highlight the PC station of the ES and D224 B e w5k etortar>
then choose 3l KI_MP [ Dbject nane [ Symbolic name [ Tepe
. . &) K1_MP_Py Bl Configuration PL stalion corfi
"PLC > Configure.." in the shortcut menu. - e i
CPU 1051 [ wincC bppl “WinCC spplicati
-5 CP 4431
=&
= [§ % OpenObject Crl+Alt+0
- ctrlx
-3 Shar
el [ e
Delete Del
Conrload ot
N Configure...
e
e e |
SIMATIC BATCH 13
Rename F2
Object Properties... Alt+Return
. i
Configures a selectable target computer according to the structure or the selected PC station (initialfreconfigurz 7

2. Under "Accessible computers:” choose the PC that x|

wan nfigure. :
you want to configure Local network connection:

I Terminal bus j

NOTE
If you chose the option "PC name identical to PC ; pdate |
station name" for the PC station in the "Object Bccessible computers: -
properties”, the system displays directly in the ESWHE

component configurator the target PC to be
configured.

Using the "Display..." button, you can display the
current configuration of the PC station.
Click on the “Configure...” button.

¥ Use configured computer name

Target computer:

|ESV8‘I

Dizplay... |

Messages:

Cloze | Help |
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ES/OS Single Station

Step Activity Screenshot
3. In the window that appears, you can see how the PC =

station is configured. Statior: v
Click on the "OK" button to confirm this. Index | Name [ Tupe [ Status [ Cause -

1 [d winCCappl  WinCT Appl
1T cPiezz CP 1623

13 L
4 | 3|

@ The configuration iz possible. The configuration can be seen in the list
above.

Cancel Help

4. Click on the "OK" button to confirm the information |
dialog.

. If the component configuration is changed, the entire PC station
J'_\‘ will be reconfigured and the existing database is lost,
" This can take several minutes,
Make sure that no communication or diagnostics is active over a
compenent in the current configuration.

5. In the bottom window, you then see the message: x|

"Transfer completed successfully.”
Close the configuration dialog.

Local network connection:

I Terminal bus j

fAiocessible computers: Update |

ESWE1

¥ Use configured computer name

Target computer:

JEsvEr
Configure... | Dizplay... |
Messages:

Configuration running.

ESwvaT:

Transfer completed successfully.
Configuration completed.

Help |
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Configuring and loading AS-OS communication

ES/OS Single Station

In the following section, the connection is configured using NetPro and loaded in the stations.

In the case of a granular station configuration, you must merge the subnets of the individual sub-

Note . .
projects first.
Step Activity Screenshot
1. Open NetPro. 5 NetPro - [K1_MP_Prj (Network) — D:\Mininimal) ol x|
. . . . . 9P Network Edit Insert PLC View Options Window Help =&l x|
Highlight the WinCC application of the ES and open _
gnig PP P S SR aa S T Dl
the shortcut menu. Choose "Insert New =
Connection".
Highlight »
Download to current project 3
Rearrange
PlantBus Object Properties... Alt+Return
Industral Ethemé
’-‘r:\ e N
I I I I
2
< o
Jlnsertsa new connection in the connection table. v
2. In the "Connection Partner" window, select the CPU X

of AS.

Make sure that an “S7 connection” is selected
under “Connection”.
Click on the "OK" button to confirm your selection.

Beitrags-ID: 24023824 V10.0 10/2024

— Connection Partrer

E@ In the current project
=& KI_MP_Py
E i

[Unzpecified]
All broadeast stations
- &l multicast stations

; -2 I the multiproject: K1_MP

----- % I unknown project

; £
Project: [K1_MP_Frj =
Statior: jas1
Madule: |CPU 410-5H

— Connection
Tupe: IS? connection j

Iv Display properties before inserting

ak. I Apply Cancel | Help |
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ES/OS Single Station

Step Activity Screenshot
3. On the “General" tab under "Connection x|
identification”, change the “Local ID:"to a Ganer | St fomaton |
. . . 1~ Local Conmection End Paint ——————— - Connection identification
descriptive name like AS1, for example. I — e
Click on the "OK" button to confirm your entry. [ Gt 5
I¥ | Estabilish an active connestion VFD Name:
I~ Serd et aling mode messages [WinCT Apal.

~Connection Path

Logal Partper
. ESVB1/ [AS 1/

End Foint: | WinCC Appl |cPu 4105H

Interface: [cp 1623 7| [cr 2431, ProR/SE) =]

Subnet: [PlantBus [industrial Ethemet] [PrantBus lIndustrial Ethemet]

Address: Joooc 235 €27 Jo800-06-01-00-00

Address Details.

s |

s Save and compile by means of x

“Network > Save and Compile..".
Select "Compile and check everything". _ _
Click on the "OK" button to confirm your selection.  Lemple and check eventhing

" Compile changes only

Compile

0K I Cancel Help

iahli ; i 1Bl
5. Highlight the ES and download the connection via e L Gt e e
the shortcut menu: "Download to current FEEEIETT T I IR N

project > Selected Stations".
Download the AS in the same way.
Then, close NetPro.

E WeSC[C | open Obgect Cub+alt0
P

PlantBus
Industrial Ethernet

I

Z PN_IPN_[CP 1PN
T tioxs 108 [ 44t |
il a m ]
2
1 | _’l_l
| Downloads the selected stations (HW data, connection data, gateway data). [PCinternallocal. 1 | %

Compiling and loading the user program

Compile the S7 program and download it to the AS.

Compiling the OS project
Compile the OS project in SIMATIC Manager.
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ES/OS Single Station

3.3.2. OS configuration
Step Activity Screenshot
1. Open the OS project. “. WinCC Explorer - D: IDIEI
In the open WinCC Explorer, highlight the OS project = = =
and choose “Properties” in the shortcut menu. J File Edit Wew Tools Help

O (my R

----- I Tag Management

..... .ﬁ-. Graphics Designer

----- ﬁ Alarm Logging

----- J_U Tag Logging

ﬁ Report Designer
el =

----- _| v Global Script

Text Library

..... ey Text Distributor

----- iil} User Administrator

----- 5 g Cross-Reference
----- Redundancy
----- J_U User Archive

----- '—:I Time synchronization

----- l'ﬁ" Picture Tree Manager
L] Lifebeat Monitoring
----- *,, 0S Project Editor

..... _| _| Companent List Editor

g% 5FC

----- " Web Mavigator

Press F1 for Help. A
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ES/OS Single Station

being deleted.

Beitrags-ID: 24023824 V10.0 10/2024

Change project type

(| The project type was changed.
Do you want to delete the startup list?

x|

Step Activity Screenshot
2. On the “General” tab under “Type:”, choose "Single- x|
. "
user proj ect’. Operating Mode | User Interface and Design |
Click on the "OK” button to confirm your selection Generl Update Cycles | Shorteuts | Options
and the message that the system then displays. General deta of the curert project.
Type: [~
Creator: I";’u‘inCC-PrDject-I'ﬂanager
Creation date: |12-"1 6/2014 1:45:22 PM
Changed by: IWinCI}PrcjedfManager
Last change: |1Z-"1 6/2014 2:23:36 FM
Version: I
GUID: CC_0S_1__14_12_16_13_45_21
Comment: A
[
oK | Cancel |
E
@ % A change from a multi-user to a single-user or WinCC dient project
‘9 will delete all configured dient computers from the computer list.
= Click on <OK> to perform this change,
or on <CANCEL > to keep the multi-user project.
]
3. On the "Options" tab, select the "Allow activation on x|
the ES Optlon' Operating Mode I User Interface and Design |
NOTE General I Update Cycles I Shortcuts Options
When using PCS 7 V9.0 and above, the "Allow Addtionial project options
activation on the ES" option is automatically
selected and grayed out if you have not configured
a “Path to the target OS computer”.
[~ Help available in Runtime
¥ Color conversion when printing messages
¥ Export text files as Unicode
I Multiuzern engineering Fesources |
C scripts with language setting "Cynamic™ in Rurtime:
IOpemting system language for non-Unicode programs j
This option disables the project activation intedock on the ES.
ok | Cancel |
4. Click on the "No" button to prevent the startup list
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ES/OS Single Station

Step Activity Screenshot
5. Open the "Time Synchronization" editor. 2
~ General Settings
" . . . . X ; 0k
Select the "Synchronization via System Bus (Master, I~ Use time receive uility \_I
Slave)" checkbox. ™ Deactivate time synchronization Cancel |
Under "Access point 1%, choose “CP1623(ISO)" and
select the "Master” radio button. T Synchronization via Terminal Bus [Slave]
Click on the "OK" button to confirm your selection. 159 Ve et from. eommested WinCE server
= Use the time from a specitic computer:
Carmputer 1: I J
Computer 2 I J
= Let time be set by external [3rd - party] components
—w Synchionization via System Bus [Master, Slave)
Access point 1
o
[crigzsiso) Haster
 Slave
Access point
€ ffaster
<Maone>
£ Slave
™ Display symbolic hame of the access point
 Process controlling messages————————— Project documentation —
¥ Send once Frint I
Send ever I _I: minutes ﬂl
Setup I
6. Close WinCC Explorer.
NOTE

The changes do not take effect until you have
closed and reopened WinCC Explorer.

3.3.3. Activating runtime

After the OS project has been closed, open it again and activate runtime.

3.3.4. Particularities when loading OS project changes

If the OS and ES are operated on a single PC, you do not need to carry out a loading operation because all the required
data is already available. In this case, you only need to run the "Compile OS" function.

In a similar way to the "Download changes" function, you can run the "Compile changes" function in the Single Station without
exiting process mode in the OS.
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ES/OS Client and OS Server

4, ES/OS Client and OS Server

4.1. Configuration description

In a server-client structure with only two computers, the ES is used as an OS client at the same time. Three PCs should be
provided in this configuration.

Terminal bus

ES/OS Client

— S Server

Plant bus
= AS
i | B
-
i
PCS 7 configuration
=1olx|

File Edit Insert PLC View Options Window Help

D@ (8| 4 e |de|e 2% =

< Mo Filter >

- [] wAnCC Apel
-8 Esvel

@[] winCC Appl
==

-] winCC bppl. —

{:] Shared Declaratio 4
- = _>I_I

= K2_MP_MP (Plant View) -- D:\Mininimal\Projects\K2\K2_MP_MP\K2_M_MP

=2l K2_MP_MP K2_MP_Frj

=8P K2_MP_Fyi @ K2 MP_Lib
¢ B Shared Declarations

Press F1 to get Help.

4

4.2. Required hardware and software licensing

Hardware

For this configuration, we recommend using the hardware below which you can order via the Siemens mall. This ensures

that the appropriate number of selected operating systems and SIMATIC PCS 7 system software packages are pre-installed
on the PC stations.
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ES/OS Client and OS Server

Station Product designation Operating system Plant bus transition
1 x ES/OS Client SIMATIC PCS 7 ESIOS IPC847E BCE Windows 10 RJ45
Network card
SIMATIC PCS 7 ESIOS IPC847E IE Windows 10 CP 1623
1 x OS Server SIMATIC PCS 7 ESIOS IPC847E BCE Windows Server 2022 RJ45
Network card
SIMATIC PCS 7 ESIOS IPC847E IE Windows Server 2022 CP 1623

Software licensing
The following section lists the software/license packages that you need for the selected configuration.

Depending on the project size, an OS server can provide up to 12,000 POs with the corresponding software package. In
addition to engineering software, OS client software must also be installed on the ES.

Component Software/licence packages
ES/OS client e SIMATIC PCS 7 AS/OS Engineering Software (PO unlimited)

e  SIMATIC PCS 7 AS Runtime License

e  SIMATIC PCS 7 OS Software Client
OS Server e  SIMATIC PCS 7 OS Software Server

e  SIMATIC PCS 7 OS Runtime License
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ES/OS Client and OS Server

4.3. Step-by-step configuration

The following instructions have been drawn up based on Windows 7 and

Note PCS 7 V9.0.

CP1623 are used as an example of the plant bus transition. Time synchronization is activated.

The PC stations used in the test setup are called:

e ES/OS client: ESV81
e OSserver: SV

4.3.1. Preparatory activities

Create a project folder on the OS server and share it. This allows the OS data configured on the engineering station to be
transferred to the OS server.

4.3.2. ES configuration

Creating the multiproject

As the basis for the following instructions, all of the PC stations must be physically networked as shown in the illustration

on page 25. Apart from this, you must create a multiproject on the ES in which the hardware and software of the AS are
already configured.

Then, you start with the following CPU and CP settings.
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AS settings

This example describes a way in which the OS server specifies the master time.

ES/OS Client and OS Server

More time synchronization options are described in detail in the following manuals:

Note
e "SIMATIC PCS 7 Operator Station"
https://support.industry.siemens.com/cs/document/109973492
"SIMATIC Process Control System PCS 7 Time Synchronization”
https://support.industry.siemens.com/cs/document/109973498
Step Activity Screenshot
1. Open the HW Config for the AS. menﬁg-lm (Configuration) -- K2_MP_Pr] =IOl x|
. . . . Staton Edit Insert PLC View Options Window Help == x|
Highlight the CPU and choose "Object properties..." _
ighiig Ject prop T I T =
in the shortcut menu. =
[l {0y UR2ALL
Copy ctrl+C
Faste Chrl
:; Trsert Multi-Controller Device
X5 PNHO-XE Replace Object...
X5P1R [ Por? | AddMaster System
X5P2ZR | Pl Discannect Master System
X8 PN-IO-XE Master System Isochronous Mods
X8PIR Port T Insert PROFINET IO System
XEFZR Poit 2 Disconnect PROFINET 10 System
5 A CP 4431 PROFINET, 10 Dermain Management. .
X7 PN PROFINET 10 Topolagy...
Xrera ot 7 FROFINET IO Multi-Contraoller, DEvICEs. ..
2'7 24 B PROFINET IO Isachronaus mode
= Speciiy Module,,,
Delete Del
GoTo >
Filter Assigned Modules
MoritarMadfy
Edit: Symbcs,
Objec Alt+Return lJ
a open Ohjeck With.., Crrhale+o
KT E— Change Access =
ﬂ:l 0] URZALL Assign Asset ID...
Glat Module Product Support Information Ctrl+F2
7 ‘I;W FAQs crl+F7
Find Manual Ctrl+F6
J CPU 410-5H | oraric pom ,
- Statt Device Tool
Displays properties of the selected om i
2. Switch to the "Diagnostics/Clock" tab. Properties —cPu 41U SHEHISIES x|
" " . u " " Genersl | Saup | Cycle/Clock Memory | Retertive Memory | Memory | intemupts |
In the "Clock section, set "As slave" for the AS Tt Dy biemte | Crob ot DoxgustosGock | Pocion. | H Pormmetes
under “Synchronization Type”. R
Click on the "OK" button to confirm your selection. I | Etend=d fnclions
¥ Repor cause of STOF]
™ Acknowledgmert-triggered reporting of SFB33-35
Mumber of messages in the diagnostics buffer: 3200
rClock
Synchronization Synchronization Type Time Interval
Inthe PLC: [s slave =] [Nene =
i the WP [Mone = [Nore =l
O the W [None =] [none =
Correction factor: 0 ms
Cancel Help
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ES/OS Client and OS Server

Step Activity Screenshot
3. Open the shortcut menu of the CP and select [ HW Config - [AS1 (Configuration) —K2_MP_Prj] =10lx|
"Object properties " Ol] Station Edit Insert PLC View Options Window Help -8 x|
D% %S we daa BB B W
2
1 PS 407 10A =
3 CPU 4105H
X1 1o
IF1
IF2
x5 FNHONE
X5PTA Part 1
X572 |[f Por2
Xz PNOXE
XEFTA FPort 7
XEFZA Fort 2
5 [ CP 4431
X7 PO Copy cirl+c
XTPIA FPort 7 Paste ol
XiP2R Port 2 Insert Multi-Controller Device,
g Replace Object...
Add [Master System

Disconneck [Master System

Master System Tsochronous Mods

Insert PREFINET 10 System

Disconmect PROFINET) IO Systen:
FROFINET I Domain Management. . .
PROFIMET I Topalogy

PROEIMET I3 Multi-Contraller Devices, ..
PROFINET I8 Isochranous mode

4 Specihy Module, . Llll
Delete Del
4| () URzALL
_I_I GoTo »
Slot Module  Filter Assigned Modules J;
T i PS5 407 10 B
Maritor/Madify
3 CRUMIO ol
— - Alt+Return x|
Open Objeck With, .. CEr{ Al
Displays properties of the seler .o oo » 4
4, Switch to the "Time synchronization" tab. Properties - e TR Ed|
" . " SNMP | Web | Diagnostios
Select the "Accept time of day on CP and forward =] e
check box. ~ SIMATIC Mod

™ Accept time of day on CP

™ Use corected time
From station " From LAN

Click on the "OK" button to confirm the setting.

omatic
~NTP Mod
™| Zectivate NTP time-of-day synchionization
I Time-of-day synchronization on the ful minute
I=| Aiccept time of day rom non-synehionized WP servers
¥ | Forusard time of day bo station

NP server addiesses (IF addiesses);

Add
Edit
Delet=

Titne 2arie: [{GMT +01:00) Berlin. Bem, Bussels, Rome, Stockholm. Vienna =]

Update fnterval [secands) B
(Fienge of values 10 - 56400

Coes | __ter

5. Save the configuration and compile it using:
"Station > Save and Compile..".

Close the HW Config.
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Setting up the ES PC station

ES/OS Client and OS Server

To be able to test the OS project on the ES, create a PC station for the ES using the WinCC application.

Step Activity Screenshot
1. In component view, open the shortcut menu of the =lolx|
rojectand use "Insert New Object > L
proj . J ) D@ By o el %)% & |[<HoFiers
SIMATIC PC station" toadda new PC station. £ K2_MP_MP (Component view) - D:\Mininimal\Projects\K2\K2_MP_MP\K2_M_MP
-3l K2 MP_MP 451
k2 MP_F] Object Ctrl+Al+0
@ K2 MPLi
Ot Chr| 1%
Copy Chrl+C
Faste Chr| Y
Delete Del
Insert New Object SIMATIC 400 Station
Multiproject » SIMATIC 300 Station
PLC » SIMATIC H Station
SIMATIC P! on
Access Frotection " Other Station
PCS 7 License Information. .. SIMATIC S5
PGPC
Shared Dedarations. 3
MPL
Plant Hierarchy b| mrmm
SIMATIC BATCH » Industrial Ethernet
PTP
Rename 2 Foundation Fieldbus.
Obiect Properties... Alt+Retyn
57 Program
Preconfigured Station...
os
05 (Client)
Shared Dedarations
Batch process cel
Project Documentation
Inserts SIMATIC PC Station at the cursor position. &
2. Use the shortcut menu to open the object =Iolxl
ties Of the PC station File Edit Insert PLC View Options Window Help
proper : D25 & & el %%k
2 -
@ K1_MP_Lib Open Obiect Chrl+Alt+0
Cut Crl4x
Copy ctrl+C
Paste: CErl+
Delete Del
PLC »
Access Protection 3
Print 3
Alt+Return
Displays properties of the selected object for editing. &4
3. Change the name of the ES PC station to match the =]
name of the local computer on the network. Geners | satings | Gonfarstin |
Select the “Computer name identical to PC station Heme [Esven
na me” Ch ec kbOX. Project path |K1_MP_Pu\SIMAT\C PC Station(1) i’
3cﬁsln?ecgtion lmpjr i’
Adhor: [
Dete created: 10/12/2017 02:25:19 PM
Last modified: 10/12/2017 02:25:19 PM
Comment. =1
-]
Computer name:
[¥ Computer name identical to PC station name:
Computer name: [Esver
et | e
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ES/OS Client and OS Server

Step Activity Screenshot
4. Open the HW Config of the PC station via the =10l
h teut File Edit Insert PLC View Options Window Help
shortcut menu. FEEEEEEEIEEE &) [ <o Fiter>
E® K2_MP_MP (Component view) -- D:\Mininimal\Projects\K2\K2_MP_MP\K2_M_MP
-3 K2_MP_MP
=& K2 MP_Fij Op = Ctrl+Alt+0
& a5t
g ESva1 i CErlt
{23 Shared Declarations ||| P/ Sl
=@ K2 HP Lib Paste (ar s
Delete e
Access Protection »
SIMATIC BATCH »
Opens selected object. Renzme F2 4
5. Insert a "WinCC application” = |
(and a network card).of type “CP1623" A WG Appl, -
from the object catalog (View > Catalog). ) CP 1623
3
4
5 |
6
7
a
)
10
1
12 [
6. Under “Subnet”, choose the plant bus or create it by x
clicking on the “New..." button. Ganersl  Parameter |
Assign the corresponding MAC address to the s i
CP1623 MAC address:
Deselect the "IP protocol is being used” ™ 1P grotocal & being used
checkbox. — e
H " " . . LEE
Click on the “OK" button to confirm your settings. 1 Use oer
Address:
Subnet:
" not networked — Mew
Properties...
Delete
s | et
7. Open the shortcut menu of the CP1623 and select
"Object properties...".
1 | Copy Crl+C
4 Paste bl
5
6 Replace Object...
7 Add(Master System
8 Discanmect Master Systen
9 IMaster System Isochronous Mode
10 Insert PROFIMET 16 System
1 Disconmect FROSINET 16 System
12 PROFINET I Domain Management. ..
PROEINET IO Topology...
PROFINET IO Isochronaus mode
Specity Madule, .,
Delete Del
Go To 3
Filter gssigned Madules
[anitary Modify
Edit Symbols
Obj es... Alt+Return
Open Object With.. Chtl-Alt+0
Change Access 3
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ES/OS Client and OS Server

Step Activity Screenshot
8. Switch to the “Options” tab and select the "Time of ]
Optionally ~ day” checkbox. Genera | Assignment Optens | Ciagrosics |
Click on the "OK" button to confirm your selection 'T_‘m:"f'tj'd
v Jime of day:

NOTE ! Master [time sender|

You do not need to activate Time of day of the CP ]

1623 for an ES/OS client combination, since time Send Kespalives for Connect

synchronization of the OS client is configured via [’7 i ‘

the terminal bus. Settings for TCP prtocel

’VND\S\Pzddress ‘
Cancel Help

9. Save and compile using the "Station > Save

and compile.." menu item.
Close the HW Config.

10. In SIMATIC Manager, delete the OS application of
Optionally  the ES PC station, since it is not needed in our
example.

Setting up the OS server PC station

Step Activity Screenshot
1. In component view, open the shortcut menu of the =gl x|

Fle Edit Insert PLC View Options Window Help
D= Bhe] % = edls %] = (1 |[<No Fiter>

% K2_MP_MP (Component view) -- D:\Mininimal\Projects\K2\K2_MP_MP\K2_M_MP

project and use "Insert New Object >
SIMATIC PC station" toadd a new PC station.

-l KZMP_MP_ 51
WM Open Object Cirl+Alt+0
& KZWFLi
it Chrlt
Copy GhrlC
Paste Chrlpy
Delete Del
SIMATIC 400 Station
SIMATIC 300 Station
SIMATIC H Station
Access Protecti N SIMATI on
== Frofeeion Other Station
PCS 7 License Information. .. SIMATIC S5
PG/PC
Shared Dedlarations [
o MPT
Plant Herarchy. PROFIEUS
SIMATIC BATCH v Industrial Ethernet
PTP
Rename F2 Foundation Feldbus.
Ohject Praperties... Alt+Retun
57 Program
Preconfigured Station...
os
05 (Client)
Shared Dedlarations.
Batch process cel
Project Documentation
Inserts SIMATIC PC Station at the cursor position. 4
2. Use the shortcut menu to open the object properties  |EETRrEEE TR EIEITE AN AT =101 x|
Of the PC Station Fie Edit Insert PLC View Options Window Help =] x|
’ D& |8 4 B e e %] | & [[< o Fiter >
=g KI_MP Configuration
=8P KI_MP_Pi
451
B,
-4 K1_MP Lib Open Object Crl+alt+0
cut culx
Copy culic
Paste: il
Delete Del
PLC 5
Access Pratection v
Print »
Rename F2

Displays properties of the selected object for editing. A
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Step Activity Screenshot
3. Change the name of the OS server PC station to X
match the name of the computer on the network. General | Settnga | Corfiurton |
Select the “Computer name identical to PC station Bae Jsv
name” checkbox. Project path: [K1_MP_Pf\ESVE1 él
5??.??5 r\:]:;tmn |d\m_MP_Pr ﬂ
Author: I
Date created: 10/12/2017 02:25:19 PM
Last modified. 10/12/2017 02:30:47 FM
Comment: ;I
I
Computer name
[ Computer name identical to PC station name
Computer name SV
et | oo
4. Open the HW Config of the PC station via the =lojx|
h tcut men File Edit Insert PLC View Options Window Help
shortcut menu. D@ 255 =0/ s 5= %, <o Fiter»
£¥ K2_MP_MP (Component view) -- D:\Mininimal\Projects\K2\K2_MP_MP\K2_M_MP
=-{z8) K2_MP_MP
- % K2 MP_Pi C Ctrl+Alt+0
#81 fars il
% ;3\/31 Copy. ChHHE
(] Shared Deckarations | " Sabt
@ K2_MP_Lib Delete Ol
Access Protection »
SIMATIC BATCH >
Eomrerry Rename F2 7
5. From the object catalog = (0)PC
("View > Catalog"), inserta "WinCC application" 5 e B, =
and a network card of type "CP1623". 2 CP 1623
3
4
5 |
6
7
8
3
10
1
12 [
6. Under “Subnet”, choose the plant bus or create it by []
clicking on the “New..." button. Genersl  Parameter |
Assign the corresponding MAC address to the T2 St bers e 1St
CP1623 e
Deselect the "IP protocol is being used” checkbox . ™ 1P grotocol s being used
Click on the “OK” button to confirm your settings. Fadie [ —
e ) Wse router
Address:
Subnet:
" not networked — Mew
Properties
Delete
s |t
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Step Activity Screenshot
7. Open the shortcut menu of the CP1623 and select
"Object properties...".
3 | Copy Ctri4C
4 Paste bl
5
6 Replace Cbject...
7 Add Master Systen
8 Discanmect [Master System
9 Master System Isochronous Mode
10 Insert PROFIMET IE) System
1 Discanmect FROSINET I0r System
12 PROFINET 12 Bomain Management .
PROEINET IO Tapalagy...
FROFINET 10 Isochranous mode
Specify Module, ., .
Delete el
Go To 3
Filter &ssigned Madules
IanitarMadify:
Edit Symbals
Ob & . Alt+Return
Cpen Ohject With,., Chr] -l
Change Access 3
8. Switch to the “Options" tab and select the "Time of =
day” checkbox. General | Assigrmert  Options. | Diagnostics |
Click on the "OK" button to confirm the setting. Time o Bor Smenonzztn
 aster [time sender]
* Slave flime recsiver)
Send Keepalives for Connection:
’VF Activate (20 seconds] ‘
Settings for TCP protocol
(ND\S\Pgddress ‘
Cancel Hep
9. Save and compile using the "Station > Save
and compile.." menu item.
Close the HW Config.
10. In SIMATIC Manager, open the properties dialog of x
the OS server's OS project. Generl | Taret 05 and Standby 05 Compter |
Switch to the "Target OS and Standby OS Computer" i T S
tab. I Search .
Under "Standby OS”, choose <none>. Symbolic computer name
Then, click on the "Search..." button. fsv
Standby OS5
I(none > j
[V Create/update archive tags
[~ Transfer to extemal archive server
11. Use the drop-down list to navigate to the shared

project folder of the OS server
(see 4.3.1 Preparatory activities).
Click on the "Save" button.
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Step Activity Screenshot
12. In the input field, check the "Path to the Target OS x|
Computer". General  Target O and Standby OS Computer |
Clear the ”.Tra nsfer to external archive seryer” . e T SR
checkbox if you are not using a Process Historian. [V Proectf\05_ServerD5 Servermen ——
Click on the "OK" button to confirm this. Symbolic computer name
E
Standby OS5
[<none = =]

[~ Transfer to extemal archive server

oy =
13. Click on the “Yes” button to confirm the information |

dialog.
. After changing the target path or after assigning a standby OS,
i l"} the online modification capability gets lost.

Additionally, the OS5 needs to be newly compiled, the packages for
the dients are to be updated and an entire loading
of all assigned OS5 servers needs to be executed.

Do you wish to execute the changes?

Yes Mo |
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Setting up the Client PC station

Step Activity Screenshot
1 7 SIMATIC Manager - K2_MP_MP =10 x|
1. In component view, open the shortcut menu of the B
roject and use "Insert New Object > D@t ® e sl %l = %%
J
SIMATIC PC station" to add a new PC Station % K2_MP_MP (Component view) -- D:\Mininimal\Projects\K2\K2_MP_MP\K2. =10l x|
: =l K2_MP P 851
= b51 Open Object o Cirl+Alt+0
% 5\5/\ Gt il
EE S
L A
Delete: Dzl
0 svamic 40 Sttin
Multiproject » SIMATIC 300 Station
PLC » SIMATIC H Station
Other Station
PCS 7 License Information... SIMATIC 55
Shared Dedarations » PaRC
Pty v L
SIMATIC BATCH » Industrial Ethernet.
AEEE = :ndahm Fieldbus
Object Properties... Alt4Return
S7 Program
Preconfigured Station.
0s
05 (Client)
Shared Dedarations
Batch process cel
Project Documentation
Inserts SIMATIC PC Station at the cursor position. 4
2. Use the shortcut menu to open the object =loix|
8 . le Edi i d el
properties of the PC station. A2 B8 Badd Wb WD Band Lrm g

| < No Fitter >

=101

D87 & 2ed|z 5%

Canfiguration
WinCC Appl. Client

Ctrl+Alt+0

Cut Cirl+x
RS

Paste el

Delete Del

PLC »

Access Protection 3

Print 3

Alt+Return 4
3. Enter a freely selectable name under "Name". x|
Under "PC name:" enter the name of the PC on Goners | Sting | Confuration|
which you intend to operate the client. In the il Jo
present configuration, this is the ES PC. Project path: IR B
Click on the "OK" button to confirm your entry. Storage location |D\M‘m,,m|\Pmﬂ,mw_,,lp_,,lp\,ﬂz_m_p,J :’
of the project: .
Adthor: [
Date created: 01/14/2015 03:17-49 PM
Last modified. 01/14/2015 03:24:41 PM
Comment: =
]
Computer name:

™ Computer name identical to PC station name

Computer name: ESVB1

Cren | _ti
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Step Activity Screenshot
4, Open the HW Config of the OS client's PC station. =1olx|
File Edit Insert PLC View Options Window Help
D 22& % =i de B s [<Ho Fiter >
£% K2_MP_MP (Component view) — D:\Mininimal\Projects =18 =]
=28 K2_MP_MP
EI% K2_MP_Pri Open Object Ctrl+alt+0
AS1 Cut: (Chrl
g Eévm Copy. Chrl+HC
8 s Baste (ChrH
{21 Shared Declarations Delete Del
& K2_MP_Lib
Access Protection »
SIMATIC BATCH 3
Rename F2
Opens selected object. 4
5. From the object catalog (View > Catalog) insert a > () PC
WinCC application client. -
WinCC Appl. Client -

Q=] ||| d | o[ —

6. Save and compile using menu command:
"Station > Save and Compile..".

Close the HW Config.
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Configuring all of the relevant PC stations

The "Configure PC station" transfers project configurations to one or more target stations. First of all, configure the local Station
Configuration Editor of the ES and then the OS connected to the plant bus.

Step Activity Screenshot
1. Configure the Station Configuration Editor of the ES.
R e Edit Inser jlew Options Window Help
To do this, open the shortcut menu of the ES and EEE R - T
choose “PLC > Confi gure.. ", E5 5_MP_MP (Component view) -- D:\Projects\K3\3_MP_MP\3_MP_MP
[=-{2s] 5_MP_MP Configuration
-89 5 MP_Pi Wi Appl
il AS60 P 1623
&8, Lo CF1623(2)
WirCC Appl, Client
[ERCY %
p Open Chject Ctrl+Alt+0
é E_}f Cut ctrl+x
-8 3_MP_L Copy Crl+C
-7 Paste Chrl !
Delete. Del
Doviricad CtliL
DN Configure...
i Compile and Download Objects.
Rename F2 I

Compare...
Object Properties... Alt+Return =

2. Under "Accessible computers:” choose the PC that x|
you want to Conﬁgure' Local network connection:
NOTE ITerrninaI bz j
If you chose the option "PC name identical to PC ) pdate |
station name" for the PC station in the “Object Bezeeslils conpUizss =
properties”, the system displays directly in the gﬁ‘fm
component configurator the target PC to be
configured.

Using the “Display..." button, you can show the
current configuration of the PC station.
Click on the “Configure...” button.

¥ Use configured computer name

Target computer:

|Esve1

Dizplaw... |

Meszages:

Cloze | Help |
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Step Activity Screenshot

3. In the window that appears, you can see how the PC x|

station is configured. Station Esvel
Click on the "OK" button to confirm this setting. Index | Name [ Tope [ Status [ Couse -

1 [] winCCappl | WAinCC Appl.
I cPez CF 1623

12 -
4| | Ll—l

The configuration is possible. The configuration can be seen in the list
above.

Cancel Help |

4. Click on the "OK" button to confirm the information x|
dialog.
. If the component configuration is changed, the entire PC station
L will be reconfigured and the existing database is lost.
This can take several minutes.
Make sure that no communication or diagnostics is active over a
compenent in the current configuration.

5. In the bottom window, you then see the message: x|

"Transfer completed successfully."

Local network connection:

Close the configuration dialog. ITelminaI T &
Accessible computers: &l
ESWE1
S

v Use configured computer name

Target computer:

|Esvs1

Dizplay... |

Meszages:

Configuration running.

ESWE1:

Transfer completed successfully.
Configuration completed.

Cloze | Help |

6. Configure the Station Configuration Editor of the OS
server as shown in steps 1 to 5.
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Configuring and loading AS-OS communication

In the following section, the connections between the PC stations and the AS are configured in NetPro and loaded in the
individual stations.

In the case of a granular station configuration, you must merge the subnets of the individual sub-

Note . .
projects first.
Step Activity Screenshot
1. Open NetPro. £k NetPro - [K2_MP_Prj (Network) -- D:\Mininimal|—\K2\k; lofx|
iahliaht th . I . fth 9B petwork Edit Insert PLC View Options Window Help — &) x|
Highlight the WinCC app |caf|on of the ES and open L TRy g
the shortcut menu. Choose "Insert New =]
Connection".
AS1
| I
m m m ]
2
PlantBus
Industrial Ethernet
SV
m‘?
| Appl. 1823
Highlight »
Download to current project 3
CcL Rearrange
[Wit{ ObjectPropertes... Alt+Retum
== N
Client l
e LILI
| nserts a new connection in the connection table. )
2. In the "Connection Partner" window, select the CPU x|
of the AS. — Connection Partrer
Make sure that an “S7 connection” is selected under (8] In the curent project

“Connection”.
Click on the "OK" button to confirm your selection.

- [Unzpecified]

All broadeast stations
- Al multicast stations
-2 Inthe multiproject; K2_MP_MP
% In unknown project

; .
Project: |K2_MP_Pi =
Statior: st
todule: |CPU 410-5H

— Connectlion
Tvpe: IS? connection j

[V Display properties before inserting

Ok I Apply Cancel | Help |
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Step Activity Screenshot
3. On the “General" tab under "Connection E
identification”, change the “Local ID:"to a e ER )
descriptive name like AS1, for example. [ e e o i e eeser
Click on the "OK" button to confirm your entries. I Confgured e e Jast
I¥ | Estabilish an active connestion VFD Name:
I~ Send operating mode messages W"CCM-
[~ Connection Path
Logal Partper
Eaport |2I53L/41MH
Interface: [crs23 7| [cr 2431, ProR/SE) k|
Subnet: [PlantBus [industrial Ethemet] [PrantBus lIndustrial Ethemet]
Address: [00-1B-16-9D-1364 Jo800-06-01-00-00
Address Details.
s |
4. Repeat steps 1 to 3 to connect the OS server to the
AS.
When doing this, it is important that the
connections of the ES and the OS server to the AS
have the same name.
5. In the connection table of the AS, change the local iz NetPro - [K4_Prj (Network) -- Dz\Prajekte\Brueck =loj x|
Optionally D for the connection to the ES to a value of greater T B M R G G T (G =8| x|
than 0xc00 BE %S 0 a8 L Ba !N
. - -
Plantbus
Note . Industrial Ethernet
A connection ID of greater than 0xc00 prevents the J
AS from generating messages in later operation due T T
to starting or stopping of OS simulation on the ES. ESV81 sv
WinGG [P WinGG [P 'r||| ”
=g |Acpl |1E23 = |Aeel |1E22 1
=] =]
i —
Local ID |PannerD ‘Partner i’
2 SW /WinCC Appl.
C Appl.
J | of
JReady v
6. Use the ""Network > Save and Compile..." Save and Compile x|
menu item to save the configuration and compile it.
Compile

Select the "Compile and check everything" option
button and click on the "OK" button to confirm your
selection.
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Step Activity Screenshot

7. Select the ES and download the connections via the pliNetPro - [K2_MP_Pri (Netwari) SIEIERSEIERIE =01l
99 Network Edit Insert PLC View Options Window Help == x|

shortcut menu: "Download to current I TR
project > Selected Stations". 1 =

Download the OS server and the AS in the same

way.

Then, close NetPro.

PlantBus
Industrial Ethernet
[Esva | lsv |
g Gpen Object Cl+AIt+0
Copy Ctri+C
T Delete Del

Rearrange l

L

Object Properties... Alt+Retum
3y
s
Gient
| | »
| Downloads the selected stations (HW data, connection data, gateway data). [pCinternalde

Compiling and loading the user program

Compile the S7 program and download it to the AS.

Compiling the OS server project
Compile the OS server project in SIMATIC Manager with selected "Generate server data" checkbox.

Make sure that you make the correct OS assignment to the server in plant view.
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Assigning the server package

Step Activity Screenshot

1. Highlight the OS application of the OS client and =10 ]
choose "Assign OS server..." in the shortcut menu. Fie Edit Insert PLC View Opfions Window Felp

D |8 4 B2 [dn|lo %52

(£ K2_MP_MP (Component view) — D:\Mininimal =10 x|

E-zal K2_MP_MP
=8P K2_MP_Fyj

Cirl+alt+0

Cirl+x
Ccrl+C
Chrl

Del

PLC 3

Access Protection 3

Compile Ctrl+8

Display load log. ..

SIMATIC BATCH »
4] Rename F2

pr— e P— Object Properties... Alt+Return

&
[W 05 Server Assignment for 05C |

05 Information I Symbolic computer name I
[PlKk2_MP_Prj - OS_Server sV

Select the corresponding OS project and click on the
"OK" button to confirm your selection.

oK I Cancel | Help

I'I'he WinCC project was opened

Click on the "OK" button to confirm that the package

was loaded successfully.

The procedure was completed without errar

The procedure was completed without error

Error | |

oK Cancel
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4.3.3. OS configuration

Activating time synchronization

On the ES, the necessary settings are activated in the OS projects of the OS server and the OS client.

Step Activity Screenshot
1. Open the OS server project. =lalx|

Fie Edit Insert PLC View Options Window Help

Do 82 % BE(d|o 2%

£ K2_MP_MP (Component view) -- D:\Mininimal\Projects’

=] K2_MP_MP

B89 K2_MP_Py

o A8

- =L
-gh ESvel

ioEeE sy

H B [§ WinCE Appl
Y0 Ceve

|J < o Fiter >
ol x|

0%_Servey
| @] Shared Declaratior
@ K2_MP_Lib cut e
Copy chl+C
Paste CErl A
Delete Del
Insert New Object »
PLC »
Access Protection 3
Compile Ctrl4B

Display compilation log. ..
Display load log...
Generate server data
Assign O server. ..
Start OS5 simulation
Import WinCC abjects

Print 3

Plant Hierarchy ]

SIMATIC BATCH 13

Rename F2
Object Properties... Alt+Return

Opens selected object. v

2. Open the "Time Synchronization" editor from the
shortcut menu.

el
~ General Settings
I Use time recsive utility

Select the "Synchronization via System Bus (Master, W] Brsestivets e anmrzten

Cancel
Slave)" checkbox.
Under "Access point 17, choose “CP1623(IS0)" and I Sy ol Vi B (2]
select the "Master” radio button. = Use the time from & connested WinCE server
Click on the "OK" button to confirm your selection. () Wl & S G
Carmputer 1: I J
NOTE Caomputer 2 I J
If you configure station time synchronization on a £ Let time be set by estemal (3 - party) components
different computer, the access points are not
known, which means that they are not available in il ST o et s 1 et v
the drop-down list. To choose the access point [#eeese pant 1 P
e . 9. aster
regardless, select the "Display symbolic name of the | PRGETE] =l ®
H n 3ve
access point" checkbox and then choose the
appropriate access point. ~ Access point
-
o j Il aster
") Slave
™ Display symbolic name of the access point
— Process controling messages—————  — Project documentation—
¥ Send once Frint I
Send everp I _lj minutes ﬂl
Setup I

3. Close the OS server project.
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Step Activity Screenshot
4, Open the OS client project. =lolx|

File Edit Insert PLC View Options Window Help
D87 % B dn|lo B2 &) <o Fil
E¥ K2_MP_MP (Component view) -- D:\Mininimal\Proje - |EI|5|
=l K2_MP_MP
=P K2 MP_Pi
& st
2 CL
= [ WinCC Appl. Cliet

& Esval Open Object Chrl+AIt+0
E‘“E o
TS wince Gt Ctrl+X
-5 05, Copy ctrl+C
] Shared Ded  PastE Corl
@ K2 MP_Lib Delete Del
PLC »
Access Protection »
Compile Cirl+B
Display load log...
Assign OS server...
Print 3
SIMATIC BATCH »
Rename F2
Object Properties... Alt+Return
4 N
Opens selected object. 4
5. Open the "Time Synchronization" editor from the @ Time Synchronization - [05_Clientmep] 2l x|

shortcut menu. ~ Generdl 5

) ) ) ) ) ) eneral Settings e
Select the "Synchronization via Terminal Bus (Slave) I~ Use time receive utilty \_I
checkbox and choose "Use the time from a |
connected WinCC server".

Click on the "OK" button to confirm your selection. [ SR i Ve B (@) —————————y

¢ Use the time from a connected WinCC server

™ Deactivate time synchronization Cancel

" Usge the time from a specific computer:

Carmputer 1: I

Ll

Computer 2 I

= Let time be set by external [3d - party) components

I | Synchranization via Spstern Bus [Master, Slave]

CAceess paint |
I J £ hfaster
-
£ Slave
Access point
J £ hiaster
-
£ Slayve
I | Display symbolic name of the acoess poirt
~ Process controlling messages————————— Project documentation—

¥ Send once Frint I
Send every I _Ij minutes ﬂl

Setup I
6. Select the "Server Data" editor in the W Configure Standard Server 21 xl
WinCC Explorer, and then select the @l
"Standard Server..." command from the Standard server
shortcut menu.
Component | Symb. computer name |
Alarms SV
Select the standard server for the Archives <Mo standard server >
components "Alarms" and "SSM" (Split Z:S"—:res ::”Endardsewer>
Screen Manager) Tags <MNo standard server >
Text Library <No standard server>
. " " . . User Archives <Mo standard server=
Click on the "OK" button to confirm your selection.
oK I Cancel Help
v

7. Close the OS client project.

Beitrags-ID: 24023824 V10.0 10/2024 © Siemens 2024 45



ES/OS Client and OS Server

Downloading the OS project to the OS server

After time synchronization is configured on the ES side, download the OS project to the OS server.

Step Activity Screenshot
1. In SIMATIC Manager, highlight the OS project of the P 1=
" " Fie Edit Insert PLC View Options Window Help
OS server and select the "PLC > Download" context D24 B o %% s
menu.

©% K2_MP_MP (Component view) -- D:\Mininimal\Projects\K2! o [m]

@l K2_MP_MP - AMTT
=8P K2 MP_Pri - RMT2
451
8c
& esven
SR
= [ WinCC Appl
(22 Shéved Dedlar) Pen OPect SRR
@ K2 MP_Lib cut Ctrl+x
Copy ctrl+c
Faste: b4
Delete Del
Insert New Object 3

PLC

Access Protection »

Compile cti+d

Display compiation log...
Display load log...
Generate server data
Assign OS server.

Start OS simulation
Import WinCE objects

Print »

Plant Hierarchy »

SIMATIC BATCH »

Rename F2

Y ObjectProperties... Alt+Return
Downloads current object to the PLC.

2. For the first OS project download, an entire x|
download is required.

Click on the "OK" button to start downloading.

&

Target system: S\SW\Projectsh05_Server\0S_Server.mop

—Scope
% The entire WinCC project

 Changes &I

™ Start compilation before downloading

The entire ‘WinC project will be kansferred to the runtime 05,

OK I Cancel | Help
3. After successful downloading, the OS project is
located in the specified folder on the OS server.

Click on the "OK" button to confirm the message
that is issued.

Download to target system was completed successfully,

Error
< hane >

oK Cancel

4
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0S configuration on the OS server

After the first download, check the step instructions below for time synchronization and correct them if necessary.

Normally, all configuration work is carried out on the ES to ensure consistent data management. This

Note . . . . .
means that no WinCC engineering licenses are needed on the OSes. However, each time WinCC
Explorer is opened, a license-free time window of two hours is available for WinCC configuration work.
Step Activity Screenshot
1. Open the OS project on the OS server.
Open the "Time Synchronization” 2l
editor from the shortcut menu. ~ General Settings
I~ Use time receive utilty \LI
Check or select the "Synchronization via System Bus B e eliveto i sy e |
(Master, Slave)" checkbox.
Check or select "CP1623(1SO)" and the "Master" 7 St f e Bt ]
Option bUttOn Under "ACCGSS = Use the time from a connected WinGE serpver
point 1" = Usze the time from a specific computer:
Carmputer 1: I J
Click on the “OK” button to confirm your settings. Computer 2: [ =]
= Let time be set by external (3id - party] comporients
—I¥ Sunchianization via Sustem Bus [Master, Slave)
~Access point 1
[cPigzas0) 9 biextes
" Slave
—Access point
€ faster
¢MNaney
{7 Slaye
™ Display symbolic name of the access point
~ Process controlling messages————————— Project documentation—
v Send once Print I
Send even I _I: minutes M
Setup I
4.3.4. Activating runtime

Open the OS project on the OS server and activate runtime.

Then, switch to the ES computer and open the OS client project. Activate runtime there too.

4.3.5. Particularities when loading OS project changes

Loading changes

Before you can carry out OS compiling and downloading to the ES, OS client runtime must be deactivated and the OS project
closed.

Complete download

Before you can carry out OS compiling and downloading from the ES, OS client runtime and the OS server must be deactivated
and the respective OS projects must be closed.
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5. ES, OS Master and OS Standby

5.1. Configuration description

During process mode, the pair of Single Stations runs completely in-parallel and independently from each other. If one of
the Single Stations fails, an equivalent, redundant OS Single Station is always available. The Single Stations monitor each
other during runtime and synchronize the project archives as needed.

For synchronization, the OS Single Stations are connected via a redundant cable. You can use a network cable on an additional
network adapter or a null modem cable on the COM port as the redundant cable. In the configuration below, a COM cable is
used.

Configuration is carried out via the ES.

Hardware configuration

Terminal bus

ES OS Master OS Standby

‘M Redundancy ‘m ‘M
e

| |
COM-Cable

Plant bus

You need server packages for the function of the MS clients. If the OS/MS server is set up as a Single
Station, the MS client cannot be used on the ES.
The jump keys in the asset faceplate for hardware configuration and for PDM function as follows:

- Up to PDM V8.1: On ES only

- PDM V8.2 and higher: On ES and OS clients

- PDM V9.0 and higher: On ES and OS clients, and web clients

Note
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PCS 7 configuration

_ SIMATIC Manager - K3_MP_MP

File Edit Insert PLC Wiew Options Window Help

=10l x|

D (8% 4 =R dalle %) % o

| <No Fite

-8
E|... WinCC &ppl.
b Q 05_Master

2@ WinCC Appl. [Sthy.)
B 05_Master_StBy ;I

N

=101 x|

_ 3] x|
=-[=a] K3 MP_MP - K3_MP_Prj
-2 K3_MP_Pii K3 MP_Lib
- B{] Shared Declarations
Press F1 to get Help. A
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5.2. Required hardware and software licensing

Hardware

For this configuration, we recommend using the hardware below which you can order via the Siemens mall. This means
that the appropriate number of selected operating systems and SIMATIC PCS 7 system software packages are pre-installed
on the PC stations.

Station Product designation Operating Plant bus transition
system
1xES SIMATIC PCS 7 ESIOS IPC847E BCE Windows 10 RJ45
Network card
SIMATIC PCS 7 ESIOS IPCB47E IE Windows 10 CP 1623
2 x OS Single Station SIMATIC PCS 7 ESIOS IPC847E BCE Windows 10 RJ45
Network card
SIMATIC PCS 7 ESIOS IPCB47E IE Windows 10 CP 1623

Software licensing
e The following section lists the softwarellicense packages that you need for the selected configuration.

Component Software/license packages
ES e SIMATIC PCS 7 ASIOS Engineering Software

(PO unlimited)
e  SIMATIC PCS 7 AS Runtime License

OS Single Station Redundant e SIMATIC PCS 7 OS Software Single Station Redundancy
(Single License for 2 installations)
e 2 xSIMATIC PCS 7 OS Runtime License
(max. of 8,500 POs)
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5.3. Step-by-step configuration

The following instructions have been drawn up based on Windows 7 and
PCS 7 V9.0.

Note
CP1623 are used as an example of the plant bus transition. Time synchronization is activated.
The PC stations used in the test setup are called:
e ES: ESV81
e OSserver: SVA

e OS server standby: SVB

5.3.1. Preparatory activities

Create a project folder on the OS master and the OS standby and share it. This makes it possible to transfer the OS data
that is configured on the engineering station to the OS master and the OS standby.

5.3.2. ES configuration

Creating the multiproject

As the basis for the instructions below, all of the PC stations must be physically networked as shown in the illustration in
chapter 5.1. Apart from this, you must create a multiproject on the ES in which the hardware and software of the AS are
already configured.

Then, you start with the following CPU and CP settings.

AS settings

The analyzability of the process data requires that all of the components of the process control system work with an
identical clock time to be able to assign messages in the correct time sequence.

The following section describes a way in which the redundant OS Single Stations specify the master time.

More time synchronization options are described in detail in the following manuals:

e "SIMATIC PCS 7 Operator Station"
https://support.industry.siemens.com/cs/document/109973492

Note

e "SIMATIC Process Control System PCS 7 Time Synchronization"
https://support.industry.siemens.com/cs/document/109973498
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Step Activity Screenshot
1. Open the HW Config for the AS. L7 Hw Config - [AS1 (Configuration) - K2_ME_Prj] =10 x|

Highlight the CPU and choose "Object properties..."

in the shortcut menu.

@) station Edit Insert PLC View Optons Window Help & x|
D539 & be da DoR

Copy crl+C
Faste. el
Insert Mulbi-Cantroller Device

Replace Object...

Add [Master System

Disconmect Master Systen

Waster, System Isochronous Mode
Insert PROFINET; 10 System

Disconnect PROFINET IO System
PROFINET IO/ Bomain Managemert, .
PROFINET 10 Topalagy,, .

FROFIET 10 Mulki-Contraller Devices. ..
PROFINET I Isachrannus made;

Spesify Moduls,..

Delete Del

GoTo 3
Filter Assigned Modules

Ionitor oy

Edit: Symbols.

Obje Alt+Return i J
q I Qpen Ohject Withi .. Chrl A+
Change Access. r
ﬂ:l [0) UR24LU Assign Asset ID...
Slat Module Product Support Information Ctrl+F2
i PS 407 104 T Easiry
Find Manual Cirl+Fs
g CPU 05 camic pom v
T Start Device Tod)
Displays properties of the selected object Tor amng. v
2. Switch to the "Diagnostics/Clock" tab. Propertres - CRUATOHEISES £

In the "Clock" section, set "Synchronization Type - As

slave” for the AS.

Click on the "OK" button to confirm your selection.

Beitrags-ID: 24023824 V10.0 10/2024

General | Sttup | Cycle/Clock Memory | Retentive Memory | Memory | intemupts |
Time-of-Day Intemupts | Cyclic Intemupts  Diagnostics/Clock | Protection | H Parameters

- System Diagnostics
| Exterided furictions:
[ Feport cause of 5T0

™ Acknowledgment-triggered reporting of SFB33-35

Number of messages in the diagnostics buffer: [
Clack
Symchronization Synchranization Type Time Interval
Inthe PLC: [#s slave =] [None |
Oy the AP [None: i |
O the ME: [Nene =] [Nene =

Correction factor: 0 ms
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Step Activity Screenshot
3. Open the shortcut menu of the CP and select [ HW Config - [AS1 (Configuration) - K2_HP_Pril =10l
. . ) Staton Edit Insert PLC View Options Window Help == x|
"Object properties...". — =
D2 % &8 Be ha BE8 e
i (BNUR2A R
1 PS5 407 10A -]
3 CPU 4105H
X1 ior
IF1
IF2
Copy cirl+C
Paste il
Insert Multi-Controller Device
3
= Replace Object...
Add [Master System
Disconnect (Master System
IMaster System Isochronous Mode
Iiysert PROEINET 10 Systen
Disconnect PROFINET IO Systemn
PROFINET IO Domain Management. ..
PROFINET; IO Topolagy. .
PREFINET IO Multi-Cantroller Devices.., .
PREFINET IO Isochronous mode
4 Specity Modle.., »
Delete Del
4= () URzALU
—‘—I GoTo b
Slot Module  Filter Assigned Modules
1 i PS5 407 10 Jg.
Honitor oty
3 CPU 410/ i bl
— Alt+Return ﬂ
Open Objeck With, .. ChrlAlEO
Displays properties of the sele Changs Access b 4
4, Switch to the "Time synchronization" tab. Properties -G ATIEHENIN. K
" : " SNMP | Web | Diagrostics. |
Select the "Accept time of day on CP and forward = e v |t || e
check box. ~ SIMATIC Mod
. " " . . ™ Accept time of day on CP
Click on the "OK" button to confirm the setting. ™ Use copected me
i station " From LAN
~NTP Mods
™| £ctivate WTF time-of-dsy spnchionization
I Time-of-day syrchronization on e ull pinuts
I™ Accept time of day from non-sprichronized NTP servers
¥ | Fomaard time of day o station
WIF sewer sddiesses [P addiesses)
el
Delete
Tiime 2one [GMT +01:00) Berlin, Bem. Brussels. Rome. Stockhoim, Vienna =
Lipdate interval [seconds] I—ED
[Fiange of values 10 - 85400)
et |
5. Save the configuration and compile it using:

"Station > Save and Compile..".
Close the HW Config.
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Setting up the ES PC station

ES, OS Master and OS Standby

A PC station is created for the ES using the WinCC application to allow testing of the OS project on the ES.

Step Activity Screenshot
1. In component view, open the shortcut menu of the [ STMATIC Manager - [K3_MP_HP (Componcnt vicw) D s =10l
. d " . File Edit Insert PLC View Options Window Help =18 x|
prOJeCtan use "Insert New Object > ] Dw B2 Eli"?%lgﬁ = & |[< Mo Fiter >
SIMATIC PC station" toadd a new PC station. ast
Open Object Cirl+Alt+0
Cut ChrH%
Gy, GG
Paste: G
Delete Del
ec SIMATIC 400 Station
Multiproject » SIMATIC 300 Station
PLC » SIMATIC H Station
Access Protection o SIMATIC tion
Other Station
PCS 7 License Information... SIMATIC S5
Shared Dedarations » BERS
p—— 1
SIMATIC BATCH » Industrial Ethernet
PTP
HEEas = Foundation Fieldbus.
Object Properties... Alt+Return
57 Program
Preconfigured Station...
05
05 (Client)
Shared Dedarations
Batch process cell
Inserts SIMATIC PC Station at the cursor position. Project Documentation 4
2. Use the shortcut menu to open the object properties =lolx|
f the PC 5tat|on Fie Edit Insert PLC View Options Window Help
0 : D885 4 B e s[5 % Sl 5 8 | | Nemers
£¥ K1_MP (Component View) -- d:\K1_MP
Canfiguration
=
@ K1_MP_Lib Open Cbject Chrl+Alt+0
Cut Ctrl+X.
Copy Ctrl+C
Paste. Chr{ 4
Delete Del
PLC »
Access Protection >
Print 3
Rename F2
.. Alt+Return
Displays properties of the selected object for editing. 7
3. Change the name of the ES PC station to match the B
name of the local computer on the network. Generdl | Scings | Confgarson |
Select the “Computer name identical to PC station eme [Esved
name” checkbox T |KLMPJU\5|MAT\C FC Station() ﬂ
g;mg: nl::;tlon F-\m _WP_Pr ﬂ
Author: |
Date created: 10/12/2017 02:25:19 PM
Last modified: 10/12/2017 02:25:19 PM
Comment =
[
Computer name
[¥ Computer name identical to PC station name
Computer name: ESval
o |t
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Step Activity Screenshot
4. Open the HW Config of the ES PC station via the [E7] STMATIC Manager - [K3_MP_MP (Component view) — =lax|
Shortcut menu. File Edit Insert PLC View Options Window Help =181
D8 a7 | & B |din|[2 25 % - (&1 |[ <o Fiter
=2 K3_MP_MP aframeied
=8P KI_MP_P Objec Cirl-+Alt+0
i 4 Cut el
{% Eifd Declarations | | =P CirkiC
- K3_MP_Lib Paste Chr{ -
[Delete el
Access Protection »
SIMATIC BATCH »
Rename F2
5. Insert a "WinCC application” and a network card of & |
type "CP1623" q TWnCC. Bl B
from the object catalog (View > Catalog). 5 P 1633
3
4
3 |
[
7
a
E]
10
1
12 hd|
6. Under “Subnet”, choose the plant bus or create it by =
clicking on the “New..." button. " Generl | Paraneters |
Assign the corresponding MAC address to the T2l et akess uss| Sl prooed
CP1623. LiEeite
Deselect the "IP protocol is being used” checkbox. ™ 1P protocal i being used
Click on the “OK” button to confirm your settings. Proms D ot s oute
- ) Wse router
pddess: [
Subnet
— not networked — New..
Properties...
Delete
Cancel Help
7. Open the shortcut menu of the CP1623 and select

"Object properties...".
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| Copy

Paste

Ctrl+C
(e

Add|IMaster System

Discommect Master Systern

5 IMaster System Isochronous Mode
10 Insert PROFIMET 10 System

1 Disconmect FROFINET I6n System

3
4
5
6 Replace Object...
=
8

FROFINET I2 Topalogy.. .
PROEIMET IO Isochronous mode

12 PROFINET 12 Domain Management, ..

Specify Madule. . .

Delete

Del

Go To
Filter &ssigned Modules

IanitarMadify

Edit Symbals

Open Objeck With...
Change Access

Alt+Return
Chrl A+
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Step Activity Screenshot

8. Switch to the “Options” tab and select the "Time of =
day” checkbox. General | Assignment  Options | Diagnostics |
Click on the "OK" button to confirm your selection. ;’“i:.;;.”;az"‘m”““"”

€ Master[fime sendzr]
* Slave flime recaiver)

Send Keepalives for Connection
’VF Agtivate (20 secands] ‘

Settings for TCP protocal
(ND\S\PQddress ‘
cresl_|__ o

9. Save and compile using menu command:
"Station > Save and Compile..".

Close the HW Config.

10. Delete the OS of the Engineering Station in SIMATIC
Optionally Manager as it is not needed in our example.
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Setting up the Master OS PC station

Step Activity Screenshot
1. In component view, open the shortcut menu of the [ STMATIC Manager - [K3_MP_HP (Componcnt view) — D:\Hiiaiind =10l
. " X (=p] File Edit Insert PLC View Options Window Help =18 x|
project and use "Insert New Object > . D@ 87| 5 % e o %) o & [~ fier
SIMATIC PC station" toadd a new PC station. EEE i e
- S TEMIRT  Open Object Crl+AltH0
@ K3 MP L
Cut ChrH%
Gy, GG
Paste: G
Delete Del

e SIMATIC 400 Station
Multiproject »  SIMATIC 300 Station

PLC 3 SIMATIC H Station
Access Protect o SIMATIC tion
== Proteeien Other Station
PCS 7 License Information... SIMATIC S5
PG/PC
Shared Dedarations L ——
MPT
Plant Hierarchy 3 PROFIBUS
SIMATIC BATCH » Industrial Ethernet
PTP
T = Foundation Fieldbus
Object Properties... Alt+Retermn
57 Program
Preconfigured Station...
os
05 (Client)
Shared Dedarations
Batch process cel
Inserts SIMATIC PC Station at the cursor pesition. Eisiceiboae ity 4
2. Use the shortcut menu to open the object properties  |[EEIERIE R GO AT EATE ol
. File Edit Insert PLC View Options Window Help =18 x|
of the PC station. — . S
D87 4 S5 |2 %% [[ <o Fiter >
=25 K1_MP Corfiguration

=89 KI_MP_Pr

Ctrl+Alt+0

Ctrl+x

Cirl+C

G|+
Delete Del
PLC »
Access Protection »
Print >
Rename F2

Displays properties of the selected object for editing. 4
3. Change the name of the OS master PC station to x|
match the name of the computer on the network. General | Setings | Configuration |
Select the “Computer name identical to PC station ie [sva
name” checkbox. Project path ‘KT_MP_PU\S\MAT\C PC Station(1) il
g;t:rr;g: m\’?:;mn ri A\K1_MP_Pr il
Author: |
Date created 10/17/2017 10:29:42 AM
Last modified 1041772017 10:34:59 AM
Comment =]
=

Computer name
¥ Computer name identical to PC station name

Computer name: SVA

o | o
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Step Activity Screenshot
4. Open the HW Config of the OS master PC station via
the shortcut menu. 2
Cirl+Alt+0
il
i
#1+{_7] Shared Declarations Haste CErl Y
e K3_MP_Lib Delete Dl
Access Protection (3
SIMATIC BATCH 3
Rename F2
Opens selected object. v
5. Insert a "WinCC application” and a network card of
type "CP1623" from the object catalog (View > A Whnee. App. B
Catalog). 2 CP 1623
3
4
5 |
6
7
8
]
10
11
12 hd|
6. Under “Subnet”, choose the plant bus or create it by x|
clicking on the “New..." button. Ganersl  Parameter |
Assign the corresponding MAC address to the Sl
CP1623. WA sidess
Deselect the "IP protocol is being used” checkbox. ™ 1P protocol s being used
Click on the "OK” button to confirm your settings. IP adcress B e st
Subnet mask:
- ) Wse router
pddess: [
Subnet
— not networked — New...
Properties.
Delete
Cancel Help
7. Open the shortcut menu of the CP1623 and select

"Object properties...".
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Ctrl+C
k|4

Add Master Systen
Discommect Master: Systen

3
4
5
6 Replace Cbject...
-
8

9 IMaster Systemn Isochronous Mode
10 Insert PROFIMET IE) System
1 Discanmect FROSINET I0r System

PROEINET IO Tapalagy...
FROFIMET IO Ispchronous mode

12 PROFINET 12 Bomain Management .

Specify Module, ., .

Delete

Del

Go To
Filter &ssigned Madules

IanitarMadify:

Edit Symbals

Cpen Ohject With,.,
Change Access

Alt+Return
Chrl A+
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Step Activity Screenshot

8. Switch to the “Options" tab and select the "Time of =
day” checkbox. General | Assignment  Options | Diagnostics |
Click on the "OK" button to confirm your selection. ;”T:‘*”:;"‘*“’a‘

€ Master[fime sendzr]
* Slave flime recaiver)

Send Keepalives for Connection
’VF Agtivate (20 secands] ‘

Settings for TCP protocal
’7ND\S IP address ‘
cresl_|__ o

9. Save and compile using menu command:
"Station > Save and Compile..".

Close the HW Config.
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Setting up the OS standby PC station

ES, OS Master and OS Standby

Step Activity Screenshot
1. In component view, open the shortcut menu of the E2 SMATIC Manager_[X3_MP_HP (Composrtit S ~1olx
. " ., File Edit Insert PLC View Options Window Help =l =]
project and use "Insert New Object > D222 % & e k|o B %" <o Fiter > — =
SIMATIC PC station" to add a new PC station. B 451
@ K3mpLj  OpenObject I
Cut Chrl %
Copy. Chrl G
Paste GEr i
DElete: el
yje SIMATIC 400 Station
Multiproject » SIMATIC 300 Station
PLC » SIMATIC H Station
Access Protection N SIMAT jon
Qther Station
PCS 7 License Information. SIMATIC 55
Shared Dedarations » Fapc
p— |
SIMATIC BATCH » Industrial Ethernet
FTP
Rename 2 Foundation Fieldbus
Object Properties... Alt+Return
57 Program
Preconfigured Station...
os
©Os (Client)
Shared Dedarations.
Batch process cell
Inserts SIMATIC PC Station at the cursor position. Eioe Dot ety 4
2. Use the shortcut menu to open the object properties I TR TR RSN AT -lolx]
Of the PC Station File Edit Insert PLC View Options Window Help =18 x|

R TR E

||<N0F|her>

E-{=a] K1_MP Configuration
- KI_WP_Fij
451
&8 Esven
TIC

B sy Open Object Cirl+alt+0
KI_MP_Lb Cut Ctrl+x
Copy cHl+C
Paste CErlY
Delete Del
PLC »
Access Protection 3
Print 3
Rename F2

Displays properties of the selected object for editing.

3. Change the name of the OS standby PC station to
match the name of the computer on the network.
Select the “Computer name identical to PC station
name” checkbox.

Properties - SIMATIC PC Station

General | Settings | Configuration |

Hams |sve

Project path ‘KLMPiPn\E\MﬂT\C PC Station(1) ﬂ

Storage location \K1_MP_Pr =

of the project =

Author: |

Date created 10/17/2017 10:36:54 AM

Last modified 10/17/2017 10:36:54 AM

Comment =]
[ -]

Computer name

¥ Computer name identical to PC station name

Computer name SVB

Cancel Help

4. Open the HW Config of the OS standby PC station
via the shortcut menu.
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51[-1ATIC Manager - [K3_MP_MP (Component view) - - Dlﬂ
(%] File Edit Insert PLC View Options Window Help =] x|

D= |82 4 =@ dao Bal
TR

| &1 |] < Mo Fiter

[=-[3a] K3_MP_MP

K3 _MP_Prj e Cirl+Alt+0
A51
& Esver (a3 ChHl 3
= Copy. Chrl+C
B sve Paste: CErlH4
{21 Shared Declarations Delete Del
@ K3 MP_Lib
Access Protection »
SIMATIC BATCH 3
Rename F2

Opens selected object.

A

© Siemens 2024 60




ES, OS Master and OS Standby

"Station > Save and Compile..".
Close the HW Config.
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Step Activity Screenshot
5. From the object catalog (View > Catalog), insert a & |
ngc appllc"atlon (Stby)" and a network card of % TnCC Aopl. (Stby 1 "
type CP1623". 2 CP 1622
3
4
3 |
[
7
8
5
10
11
12 |
6. Under “Subnet”, choose the plant bus or create it by E
clicking on the “New..." button. Generdl  Pramters |
Assign the corresponding MAC address to the D) S AL om0 ot
CP1 623 MAC address:
Deselect the "IP protocol is being used” checkbox. I™ 1P protocol i being used
Click on the “OK” button to confirm your settings. Peffen [T B D
Subnet mask: 255 255.255.0
) Wse router
Address:
Subnet:
— not networked — New.
Properties..
Delete
ok | Corcel | Heb |
7. Open the shortcut menu of the CP1623 and select
"Object properties...". WinCC Appl. -
3 Copy Ctrl+C
4 Paste Chrly,
5
6 Replace Object...
7 Add Master Systen
8 Discanmect Master Systemn
9 [Master System Isochronous Mode
10 Inisett PROFINET 10 System
1 Disconnect PROFINET 16 System
12 PROFINET 10 Domain Management, .
FROFINET IC Topalogy., .
FROFIMET IO Isochranous mode
Specify Maodule, ., .
Delete Del
Go To »
Filter &ssigned Maodules
MonitorfMadify
Edit Symbals...
Object Prop . Alt+Return
8. Switch to the “Options" tab and select the "Time of =]
day” checkbox. General | Assignment  Options | Diagnostics |
Click on the "OK" button to confirm the setting. e o Bey Symcryenzzin
I Time of day:
1 Waster(time sendzr]
& Save fime receiver)
Send Keepalives for Connections
’VIV Agtivate (30 seconds] ‘
Settings for TCF protocal
’VND\S IP address ‘
0K I Cancel Help
9. Save and compile using menu command:
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Configuring all of the PC stations

ES, OS Master and OS Standby

The "Configure PC station" function transfers project configurations to one or more target stations. First, configure the
local ES and then all of the operator stations that are connected to the plant bus.

Step

Activity

Screenshot

1.

Configure the Station Configuration Editor of the ES.

To do this, select the PC station of the ES and in the

[ STMATIC Manager - K3_MP_MP
Fie Edit Insert PLC View Options Window Help

x|

O 8% % B |en|[o %)%

| <o Fiter > =%

£® K3_MP_MP (Component view) -- D:\Mininimal\Projects\K3\K3_MP_MP) =10 5‘
=&l K3_MP_MP Configuration

E-EP K3 MP_Pj WIRCC Appl
451 CP1E23

shortcut menu choose:
"PLC > Configure..".

&

B v Open Object Cirl+Alt+0

Bs8 T |

{1 Sharec
@ K3 MP_LI

i+
Copy cri+C
Paste. it

pile and Download Objects.

owiond ot |

3
Print >
Compare...

N

SIMATIC BATCH

Rename F2
Object Properties... Alt+Return

Configures a selectable target computer according to the structure or the selected PC station (nitialfreconfiguration) 4

ﬂ

Local network connection:

NOTE ITerminaI bus j

If you chose the option "PC name identical to PC e |
station name" for the PC station in the “Object =

2. Under "Accessible computers:” choose the PC that
you want to configure.

Acceszible computers:

properties”, the system displays directly in the ESWe
component configurator the target PC to be §$§
configured.

Using the “Display..." button, you can show the
current configuration of the PC station.

Click on the “Configure...” button.

¥ se configured computer name

Target computer:

|ESV8‘I

Diizplay... |

Meszages:

LCloze | Help |
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Step Activity Screenshot
3. In the window that appears, you can see how the PC x|
station is configured. Station svat
Click on the "OK" button to confirm this setting. Indes [ Name [Tope [ Status [ Couse -

1 [] winCCappl | WAinCC Appl.
I cPez CF 1623

12 -
4| | Ll—l

The configuration is possible. The configuration can be seen in the list
above.

Cancel Help |

4. Click on the "OK" button to confirm the information |
dialog.
. If the component configuration is changed, the entire PC station
I') will be reconfigured and the existing database is lost.
This can take several minutes.
Make sure that no communication or diagnostics is active over a
compenent in the current configuration.

5. In the bottom window, you then see the message: x|

"Transfer completed successfully.”
Close the configuration dialog.

Local netwark connection:
ITerminaI bug j

Accesszible computers: Updatz

=
SV
SVE

W Ise configured computer name

Target computer:

|ESV81

Display.. |

Meszages:

Configuration running.

ESWET:

Transfer completed successtully.
Configuration completed.

Cloze | Help |

6. Configure the Station Configuration Editors of the
OS master/standby as shown in steps 1 to 5.
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Configuring and loading AS-OS communication

ES, OS Master and OS Standby

In the following section, the connections between the PC stations and the AS are configured in NetPro and loaded in the
individual stations.

In the case of a granular station configuration, you must merge the subnets of the individual sub-

Note . .
projects first.
Step Activity Screenshot
2k NetPro - [K3_MP_Prj (Network) - D:\Mininimal\...\K3\K3_MP_MP\K3; =101 x|
1. Open NetPro. e e e e e T Zi5ixd
Highlight the WinCC application of the ES and open FE % S|Cr hmaldss Ba ! (W
the shortcut menu. Choose "Insert New ! =
. " IAS1
Connection”. R R
T ™ e e
‘m m m ‘m
2
PlantBus
Industrial Ethernet
g ESV81
Highlight »
Download to current project 3
Rearrange
Object Properties. Alt+Return
2l | _‘I_I
| Inserts a new connection in the connection table. PCinternal.local,
2. In the "Connection Partner" window, select the CPU  [ESidlmgen ey x|

of the AS.
Make sure that an “S7 connection” is selected
under “Connection”.

In this example, a high-availability S7 connection is
configured due to the AS configuration.

Click on the "OK" button to confirm your selection.
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— Connection Partrer

L—"_I@ In the current project
=8P K3_MP_Pi
=]

[Unspecified)

&l broadeast stations
- &l multicast stations
[]--@ In the multiproject: K.3_MP_MP
@ In unknown project

. £
Project: |K3_MP_Prj =
Station; jas1
Madule: |CPU 410-5H

— Connection
Tupe: IS? corhection j
¥ Display properties before inserting
QK I Apply Cancel | Help |
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Download the AS, the OS master, and OS standby in
the same way.

Then, close NetPro.

Beitrags-ID: 24023824 V10.0 10/2024

Step Activity Screenshot
3. On the “General" tab under "Connection K
identification”, change the e ER )
“Local ID:" to a descriptive name like AS1, for [ e e o i e eeser
example. ™ Canfigured st e ené 31
Click on the “OK” button to confirm your settings. R e
[~ Connection Path
Logal Partper
E R 5%.:@:’@ |2I53L/41MH
Interface: [crs23 7| [cr 2431, ProR/SE) k|
Subnet: [PlantBus [industrial Ethemet] [PlantBus [industrial Ethemet]
Address: [00-1B-16-9D-1364 [oa-00-05-01-00-03
Address Details.
s |
4. In the connection table of the AS, change the local =10
Optionally  ID for the connection to the ES to a value of greater R G e WG Wy Gitoo Gmem ek =12 x|
than Oxc00 EE RS 2R dadaf S Ba ! 2
Plantbus =l
Note ] Industrial Ethemnet
A connection ID of greater than 0xc00 prevents the T
AS from generating messages in later operation due
to starting or stopping of OS simulation on the ES. ESVE1
e
=]
o
Local ID Partner IO |Partner ﬂ
Z AS1 SV / WinCC Appl
3 AST SWB / WinCC Appl. (Stby.}
inCC Appl.
| Ready A
5. Also set the connections of fche OS master and OS x|
standby to the AS by repeating steps 1 to 3.
When doing this, it is important that the Compie
connections of the OS master, OS standby and of " Compile and check everything
the ES tg the AS have the same name. (~  Conel changss onl
After this, use the
""Network > Save and Compile..." menu
item to save the configurations and compile them.
9 P 0K I Cancel Help
Select the "Compile and check everything" option
button and click on the "OK" button to confirm your
selection.
6. Highlight the ES and download the connection use i HetPro _[K3_HP_Pri (Hetwork) S iHESE S ST 2
K 9P Network Edit Insert PLC View Options Window Help =l@]x]
the “PLC > Download to Current Project T IE R
> Selected Stations" menu item to download 1 =l
the connection. AS1
[T T

2

PlantBus
Industrial Ethernet

1 -
<] | »

| Downloads the selected stations (HW data, connection data, gateway data). [pCinternz 7
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Master/Standby settings on the ES

ES, OS Master and OS Standby

Here, you define the master/standby assignment and set the loading paths.

Step Activity Screenshot
1. In SIMATIC Manager, open the properties dialog of x
the OS master PC station. Goneral Toge 05 and Sanoy O Computes |
Switch to the "Target OS and Standby OS Computer” Pathto the Target 05 Computer
tab. [ Search .
Select the Standby OS from the drop-down list. Symbolic computer name
Select the "Create/update archive tags" checkbox. [0 Master
Clear the “Transfer to external archive server” Standby 0S
checkbox if you are not using a Process Historian. 105 Mazer 38y =l
. " N [ Create/update archive tags
Click on the "Browse" button. r Tmns,e,fmm‘mima
i target OS computer is identical to ES computer:
Assign archive server
2. Use the drop-down list to navigate to the shared —_— Bl
project folder of the Master OS (see 5.3.1 ———— = = .
Preparatory activities). ot [ 3
Click on the "Save" button. - e Cancel
A
3. In the "Path to Target OS Computer” input field, £
check again the whole project path. General Target 05 and Standoy 05 Computer |
Click on the “OK button” to confirm your entry. T SR
|\\SVA\FMJeds\OS_Maste(\OS_Masler.mq: Search
Symbolic computer name
[05_Master
Standby 05
[05_Master_stBy =l
[# Create/update archive tags
[~ Transferto extemal archive server
If target OS computer is idertical to ES computer:
Assign archive server
Aopiy Cancel
4. Open the properties dialog of the Standby OS PC x|
station. General  Target OS5 and Master OS Computers |
SWItCh to the Path to the Target OS Computer
"Target OS and Mater OS Computers" tab. f Search .
Check whether OS_Master is entered in the "Master
0OS" field too.
Click on the "Search..." button to select the storage
Master 05
path of the OS data. O;Mm
Mote:
In the properties of the master OS, the path to the target OS
computer must be specified as well
Apply Cancel
5. Use the drop-down list to navigate to the shared [T o =78 P o
project folder of the Standby OS (see 5.3.1 — =
Preparatory activities). save 35 o [ (s =
Click on the "Save" button. wmraies e oo |
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Step Activity Screenshot

6. In the input field, check the "Path to the Target OS |
Computer". General  Target 05 and Master OS Computers |
Click on the "OK" button to confirm this. e
Click on "Yes" to confirm the dialog that is displayed SV Frojocts\05_Maser\05_Master mcp Search .

next.

Master 05
05 _Master

Note:
In the properties of the master 05, the path to the targst 03
computer must be specied as wel

emly Carce

Compiling and loading the user program

Compile the S7 program and download it to the AS.

Compiling the OS project
Compile the OS project of the Master OS in SIMATIC Manager.

Make sure that you make the correct OS assignment to the server in plant view.
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5.3.3. OS configuration

Configuring the OS on the engineering station

On the ES, you switch from a multi-user system to a single-user one and make the settings for redundancy and time
synchronization.

Step Activity

Screenshot
1.

On the ES, open the OS project of the Master OS.

In the open WinCC Explorer, highlight the OS project
and choose “Properties” in the shortcut menu.

----- 1 Tag Management
----- }'{I Graphics Designer
----- ﬁ Alarm Logging

----- J_|_| Tag Logging

ﬁ Report Designer
----- J :B Global Script

Text Library

----- 5 Text Distributor

----- iqi' User Administrator
----- {5 -"ﬁ Cross-Reference
..... Ol Redundancy

----- J_l_l User Archive

----- L) Time synchronization

----- l';E_" Picture Tree Manager
L1 Lifebeat Monitoring
-7, OF Project Editor

g5 SFC

----- " Web Mavigataor

05_Master), v
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Step Activity Screenshot
2. On the “General” tab under “Type:”, choose "Single- x|
user proj ect’. Operating Mode | User Interface and Design |
Confirm your input and the displayed message by Gerersl | UpdateCyoles |  Shomouts | Options
clicking on the "OK" button. e T
Note:
ote ‘ Te: [~
Ygu negd server packages for the function of the MS Crestor re—
clients, i.e. the OSIMS server must not be a single- ) —
X R ) Creation date: [12/16/2014 4:16:41 PM
user project. If the OSIMS server is set up as a single- —
d . : T—
user project, the MS client cannot be used on the Changed by [WinCC Froject Manager
ES Last change: |1 2/16/2014 4:53:43 PM
Version: I
GUID: CC 0S5 5_14_12_16_16_16_40
Comment: d
El
oK | Cancel |
="

. A change from a multi-user to a single-user or WinCC dient project
will delete all configured dient computers from the computer list.
Click on <OK > to perform this change,

or on <CAMCEL > to keep the multi-user project.

o |
3. Click on the "No" button to prevent the startup list ]

from being deleted.

) 1 The project type was changed.
" Do you want to delete the startup list?

Yes
4 Open the "Redundancy” editor. =l
General | User Archive |
Select the "Default Master" checkbox.
Enter the Standby OS in the "Redundant partner 7 Defauk Master
server" field. IF;_e:;ndam T _

Check whether you have selected the desired

Local Computer Setting

checkboxes under "Optional Settings". .
In the drop-down list, select the connection path None J=|
that is used to connect the Master OS and the Connection to redundant partner via serial interface (optional): COM1 -
Standby OS.
Click on the “OK” button to confirm your settings. ® S £ e S

@ Synchronize failures of last [2 days only.

Optional Setting:

[¥ Synchronization of Tag Logging after the partner server comes back online

[ Synchronization of Alam Logging after the partner server comes back online:

[ Online synchronization for Aam Logging

[¥ Synchronization after disnuption of the process link (Tag Logging + Alam Logging)
¥ WinCC cliertt switch in case of a process connection emor

Enables the synchronization for all specfied options and user archives:
[¥ Activate Redundancy

OK I Cancel Help
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Step Activity Screenshot
5. Open the "Time Synchronization" editor. alx]

[~ General Settings

Select the "Synchronization via System Bus (Master, I™ Uze time receive utiity \LI
Slave)" checkbox. |
Under "Access point 17, choose "CP1623(I1SO)" and

™ Deactivate time synchrorization Cancel

select the "Master" radio button. 1 Synchronization via Terminal Bus [Slave]
Click on the "OK” button to confirm your settings. 2 Uzl e o = corizeizd YALE w2
= Use the time from & spesific computer:
NOTE Computer 1: | J
If you configure station time synchronization on a Compute 2 | [
different computer, the access points are not € Lsttime be sst by sstemal (3d - party] compenerts
known, which means that they are not available in
the drop-down list. To choose the access point i St sia Syem s (e, Sl
regardless, select the "Display symbolic name of the [AeEn Bt
. ' Master
access point" checkbox and then choose the [<CP1623050) [1)> =l g
appropriate access point. i
~Access point
=
None> j [ aster
) Blave
¥ Display symbalic name of the access poink
— Process contialing messages—————————— Project documentation—
¥ Send once LI
Send evern I _l; mifutes M
Setup I

6. Close the OS project.
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Downloading the OS project to the OS computer

Once redundancy and time synchronization have been configured on the ES, download the OS project to the Master OS
and the Standby OS.

Step Activity Screenshot
1. In SIMATIC Manager, highlight the Master OS and =lolx]
h “PLC -> D 1 qn in the ShOftCUt File Edit Insert PLC View Optons Window Help
choose own.loa D8 b B0 o %)% (<o Fiers
menu. #% K3_MP_MP (Component view) -- D:\Mininimal\Projects |k =1ol x|
(2] K3 MP_MP [y RMT1
= 8P KI_MP_Pi P RMTZ
451
8 Esvat
-8 sva
o - win
: )
B sve Ctrl+Alt+0
=-[ winl
A0 Cut Crl+x
{1 Shared D1 Copy cirl+C
@ KI_MP_Lib Paste Gl
Delete Del
Insert New Object »
Access Protection 13
Compile ctrl+B
Display compilation log...
Display load log...
Generate server data
Assign OS server...
Start OS simulation
Import WinCC ohjects
Print »
Plant Hierarchy »
SIMATIC BATCH 13
Rename F2
4 Object Properties... Alt+Return
Downloads current object to the PLC. A
2. For the first OS project download, an entire X

download is required.
Click on the "OK" button to start downloading.

Target spstern: \\6VA\Projects\05_Master\OS_Master.mcp

~Scop
(% The entire "WinCC project

! Changes Details |

[ Stait compilation before downloading

The entire ‘WinCC project will be tranzferred to the runtime 05

] ok I Cancel | Help
3. After successful downloading, the OS project is

located in the specified folder on the Master OS.
Click on the "OK" button to confirm the message Download ta target system was completed successfully.

that is issued.

Error
< nane »

Ok I Canze!

4. Repeat steps 1 to 3 to download the OS project to
the Standby OS.
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Configuring on the operator station

ES, OS Master and OS Standby

Generally, we would advise you to check the project settings after the project has been downloaded to the target

systems.
Note Normally, all configuration work is carried out on the ES to ensure consistent data management. This
means that no WinCC engineering licenses are needed on the OSes. However, each time WinCC
Explorer is opened, a license-free time window of two hours is available for WinCC configuration work.
Step Activity Screenshot
1. Open the OS project on the OS project.
2. Open the "Redundancy" editor. =l
Check the name of the Master OS in the "Server" Gas"m' st
field. [sva
Select the "Default Master" checkbox. 7 Defaut Mastr
Also, check whether the name of the Standby OS o —
is entered correctly under "Redundant partner e
" Connection to redundant partner via network adapter:
server:". Hone =
Check whether you have selected the desired Connection to redundant partner via serial interface {optional) comt -
checkboxes under "Optional Settings".
Check whether the connection path that is used to  Synchrorize sl dta of e tage peod
connect the Master OS and the Standby OS is set. Ly’ ==
Optional Setting:
. M " . . [V Synchrorization of Tag Logging afterthe partner server comes back orline
ClICk on the OK bUttOﬂ to COI’]fII’m your SEttlngS. [¥ Synchronization of Alam Logging after the partner server comes back anline
[¥ Online synchronization for Alam Logging
[¥ Synchroization after disruption of the process link (Tag Logging + Alamm Logging)
[¥ WinCC client switch in case of a process connection emor
Enables the synchronization for all speciied options and user archives:
[ Activate Redundancy
Ok | Cancd | b |
3. Open the "Time Synchronization" editor. @ Time Synchronization - [0S_Mastermcpl 2 =]

Check or select the "Synchronization via System Bus
(Master, Slave)" checkbox.

Under "Access point 1”, check or select
"CP1623(I1SO)" and the "Master" radio button.

Click on the “OK” button to confirm your settings.
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i~ General Settings

™ Use time recsive utity

™ Deactivate time synchrorization

1 Synchronization via Terminal Bus [Slave]
€5 e e time from ajconnested W/inlEE sever

= Wse the bme o & speciic computer

QK I
Cancel |

Carmputen s I

[Camputern 2 |

= [Lettime be sebby esternal [2rd - party] camporents

B

—I¥ Synchronization via System Bus [Master, Slave] —————————————————

—hccess point 1
% hast
[<cPisz3is0) 1) F] M
© Slave

~Access point
L
<Mones j s
£ e

¥ Display spmbolic name of the access point

—Process controling messages Project docum

¥ Serd once

Sendleven I _I::l Mifutes:

Print I
Preview I
Setup I

entation——
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Step Activity Screenshot
4. If you have made project changes in WinCC
Explorer, close the OS project and open it again for
the settings to take effect.
5. Repeat steps 1 to 4 on the Standby OS with the =]
following modifications for step 2 (redundancy): |
Server:
e The "Default Master" checkbox must be [5
I Defaul Master
Cl ea red ) Redundart partner server
e Check whether the name of the Master OS is o e |
entered correctly under "Redundant partner e et st
server:" and change it if necessary. = =
Connection to redundart partner via serial interface (optional): m

' Synchronize al data o the outage period
@ Synchronize failures of last |2 days only.

Optional Setting

[ Synchronization of Tag Logaing after the partner server comes back oniine

[V Synchronization of Alarm Logging after the partner server comes back online

[¥ Online synchronization for Alam Logging

[¥ Synchronization after disnuption of the process link (Tag Logging + Alam Logging)
¥ WinCC client switch in case of & process connection emor

Enables the synchronization for all specied options and user archives
[¥ Activate Redundancy

oK cancel [

5.3.4. Activating runtime

First activate the OS project on the Master OS and then on the Standby OS. Before activating the second runtime, it is
advisable to wait until the boot process of the first one has completed.

Online synchronization is active immediately.
By contrast, mutual synchronization of archives starts 10 minutes later.
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6. ES/OS Master and OS Standby

6.1. Configuration description

In this configuration with two redundant OS Single Stations, one of the stations is used at the same time as an ES, which
obviates the need for a separate third station.

In this connection, you must pay attention to the following two criteria. This is why we generally recommend creating a
configuration with a separate ES
(see chapter 5 "ES, OS Master and OS Standby"):

Comparatively low savings potential

The savings potential has been reduced since PCS 7 V8.0 because the OS runtime license is no longer included with the ES
license. This means that, savings are limited to one computer (hardware and Windows license).

Special considerations when configuring
The configuration differs from that of the PCS 7 Engineering Standard and represents a kind of workaround.

You cannot use the "WinCC Application" and "WinCC Standby Application” PCS 7 standard tools, since it is not possible to
download changes during operation. The mechanisms controlling the fact that both systems must be in runtime and that
runtime on the ES must be stopped for the download to proceed block one another.

For this reason, we configure only one OS application, open it on both stations, and configure mutual redundancy locally
in WinCC in each case. To be able to download to the OS Single Station, runtime on the ES and the OS must be closed
first.

This configuration has been tested with a PCS 7 basic installation including the Web Option. No

CAUTION statement can be made regarding the functionality with additional optional packages.

The jump keys in the asset faceplates for hardware configuration and for PDM function as follows:

Up to PDM V8.1: On ES only
PDM V8.2 and higher: On ES and Standby OS
PDM V9.0 and higher: On ES and OS clients, and web clients

Note
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Hardware configuration

Terminal bus

ES/OS Master OS Standby

— [ 1
N
‘m Im B Redundancy R |] Im

COM-Cable

Plant bus

sl ] 4
 E— —

PCS 7 configuration

. SIMATIC Manager - K4_MP_MP
File Edit Insert PLC ‘iew Options Window Help

D@ |22 & % B2l dalle 258 o[

E #-_7] Shared Declarations
- K4_MP_Lib

E® K4_MP_MP (Plant View) -—- D:\Mininimal\Proje -|O] x|
=-{Zal K4_MP_MP (Bt RMT1
=& K4_MP_Pij B2 RMT2
. @] Shared Declarations
El Flant
B RMT1
-] RMT2

-6 K4_MP_Lib

Press F1 to get Help. o
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Limitations/Particularities

Due to the untypical configuration of PCS 7 with only one OS, there are differences in system behavior that must be
observed:

The first activated OS takes on the master role.

For an entire download to be performed, runtime must be deactivated and the OS project closed on both computers.
During this time, operator actions and archiving are not possible.

To download changes, runtime must be stopped on the ES when compiling the OS. These can then be re-activated to
test the modified OS functions. For the downloading process, runtime must be terminated and the OS Project must be
closed. As a result, itis not possible to take operator actions on the ES computer during this time.

Depending on the changes that are carried out, if runtime remains active during OS compilation,
subsequent downloading of changes may not be performed completely and will cause errors. If this
happens, only an entire download is possible.

CAUTION

When runtime is active on the ES computer, the runtime archives are stored in the multiproject path. At archiving,
they are included in the ZIP file, which causes an increased demand on memory resources as well as longer archiving
times Workaround:

- Deactivate runtime on the ES computer

- Reset the archives in the OS project on the ES computer and close the entire PCS 7 project

After archiving and re-activating runtime, the archives are synchronized again. However, it must be noted that more time
is needed for synchronization.
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6.2. Required hardware and software licensing

Hardware

For this configuration, we recommend using the hardware below which you can order via the Siemens mall. This ensures that the
appropriate number of selected operating systems and SIMATIC PCS 7 system software packages are pre-installed on the PC
stations.

Station Product designation Operating Plant bus transition
system
1 x ESIOS SIMATIC PCS 7 ESIOS IPC847E BCE Windows 10 RJ45
Network card
SIMATIC PCS 7 ESIOS IPCB47E IE Windows 10 CP 1623
1 x OS Single Station SIMATIC PCS 7 ESIOS IPC847E BCE Windows 10 RJ45
Network card
SIMATIC PCS 7 ESIOS IPCB47E IE Windows 10 CP 1623

Software licensing

The following section lists the softwarellicense packages that you need for the selected configuration.

Component Software/license packages
ES e SIMATIC PCS 7 ASIOS Engineering Software

(Unlimited POs)
e  SIMATIC PCS 7 AS Runtime License

OS Single Station Redundant e SIMATICPCS 7 OS Software Single Station Redundancy (Single
License for 2 installations)
e 2 xSIMATIC PCS 7 OS Runtime License
(max. of 2,000 POs)
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6.3. Step-by-step configuration

Note The following instructions have been drawn up based on Windows 7 and PCS 7 V9.0.

CP1623 are used as an example of the plant bus transition. Time synchronization is activated
additionally.

The PC stations used in the test setup are called:

e ES/OS Master: ESV81
e OS Standby: Y

6.3.1. Preparatory activities

Create a project folder on the Standby OS PC station and share it. This makes it possible to transfer the OS data that is
configured on the engineering station to the OS master and the OS standby.

6.3.2. ES configuration

Creating the multiproject

As the basis for the instructions below, all of the PC stations must be physically networked as shown in the illustration in chapter
6.1. Apart from this, you must create a multiproject on the ES in which the hardware and software of the AS are already
configured.

Start with the following CPU and CP settings.

AS settings for time synchronization

The analyzability of the process data requires that all of the components of the process control system work with an
identical clock time to be able to assign messages in the correct time sequence

The following section describes a way in which the OS Single Station that is activated first specifies the master time.

More time synchronization options are described in detail in the following manuals:

e "SIMATIC PCS 7 Operator Station"
https://support.industry.siemens.com/cs/document/109973492

Note

e "SIMATIC Process Control System PCS 7 Time Synchronization"
https://support.industry.siemens.com/cs/document/109973498
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Step Activity Screenshot
1. Open the HW Config for the AS. [ Hw Config - [AS1 (Configuration) — K2_MP_Pri] =10l x|
. . . . Ol Stotion Edit Insert PLC View Oplions Window Help =& x|
Highlight the CPU and choose "Object properties..." :
in%heg Ject prop D@%% & & &elama DO B
shortcut menu.
Cri+C
Paste Chrl
17 L Insert Multi-Contraoller Device:
IF2
X5 PINAD-XE Replace Object...
xsP1R [[{ Per7 | AddMester systen
XaFPZR | |] Port2 Discanmect Master System
X8 PNHOXE Master System Isecronous Morde
XEPTR || Pod ¥ Insert PROFINET 10/ System
XEPZA Fort 2 Disconnect FROFINET 10 Systen
5 i CP 4431 PROFINET 10 Domain Management. ..
A7 bitiule) PROFINET 10 Topology,..
XIPTR LR PotT | onopier ao mulbi-Controller Devices. .,
éﬁ Lt Fort 2 PROFINET 18 Isachronous mode:
= Specify Modulz, .
Delete Del
Go To »
Filter Assigned Modules
IMonitar/Madify:
Edit Symbols,
[ Alt+Return I’J
. @pen Object Wi ChrHAIE+O
Change ACcess r b
4= | @ URzaLU Assign Asset ID...
Slat Madule Product Support Information Cirl+F2
1 i PS 407 104 FAQs Cui+F7
Find Manual Cirl+F6
9 CPU A10-5H i P >
T Start Device Too|
Displays properties of the selected object for edibng. v
2. Switch to the "Diagnostics/Clock” tab. Propertics ~CRU SIS IEIEE S =l
" " . n H : _ General | Stetup | Cycle/Clock Memory | Retentive Memory | Memory | intemupts |
In the "Clock" section, set "Synchronization Type - As Trmeat Dy biemate | s biomgts | DigrasiCiock | Prcctn | HPamten

slave” for the AS. o G
Click on the "OK" button to confirm this setting. I Extended furcions

I~ Acknowledgment iriggered reporting of SFB3335

Number of messages in the diagnostics buffer W
~Clock
Synchronization Synchronizztion Type Time Interval
Inthe PLC: [as stave =] [None =l
(I the 1R [None =] [None =
O the WE: [None i =l

Corection factor: o ms

Beitrags-ID: 24023824 V10.0 10/2024 © Siemens 2024 79



ES/OS Master and OS Standby

Step Activity Screenshot
3. Open the shortcut menu of the CP and select [ HW Config - [AS1. (Configuration) — K2_MP_Pri] =01
"Object properties " ml) station Edit Insert PLC View Options Window Help == x|
[D2%% % g 2o dal[o/ %80
T @ URZALD -
1 P5 407 10A =
3 CPU 4105H
X1 mor
IF1
IF2

Copy cirl+C
Paste Chrlh,
Insert Multi-Cantrafler Device

= Replace Object...
| addMaster System
Disconnect (Master System
Waster Systen Isochronous Made
Insert FROFIMET 13 Systen
Disconnest PROFINET 10 5ystem,
PROFINET IO Domain Management. ..
PROFINET; IO Topolagy. .
PROEINET IO Multi-Gantraller Devices....
PROEINET IO Isachronous mode

‘ Specify Modul,.,
Delete Del
| ) UR2sLU
GoTo »

Slot Module  Filter Assigned Modules
1 PS5 407 10

Monioradiy:

BN

T

3 CPU 410,

Edit Symbols

K

Alt+Return

Open Objeck With, .. ChrlAlEO
Change Access »

Displays properties of the sele

S

4, Switch to the "Time synchronization" tab. Properties -G ATIEHENIN.
Select the "Accept time of day on CP and forward" L ' 4 ' .

Geneal | Addresses | Options  Time-of-Day Synchronization | IP Access Protection

—

check box. ~ SIMATIC Mod
™ Accept time of day on CP

Click on the "OK" button to confirm your selection.

[~ Use corected time
station " From LAN

~NTP Mods
™| £ctivate WTF time-of-dsy spnchionization
I | Time-ot-day synchronization or the full minute
I=| Acent time of day fiom nor-synefironized NI servers
¥ | Fomaard time of day o station

WIF server addiesses (IF addiesses];

Add

Edt
Delet=

Tiime zone [GMT +01:00) Berlin, Bem. Brussels. Rome. Stockhoim, Vienna =

Update interval [seconds] O
{Fiange of values 100 - 85400)

ot | e

5. Use the "Station > Save and compile...” command to
save the configuration.

Close the HW Config.
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To run the OS project on the ES, a PC station is created for the ES using the WinCC application.

Step Activity Screenshot
1. In component view, open the shortcut menu of the =101
ro'ect 3 nd use "T £ N Ob- £ > File Edit Insert PLC View Options Window Help
proj nsert New Objec ) Dw |2 % ek %% [ <o Fiter>
SIMATIC PC station" toadd a new PC station. S K4_1P_HP (Component vicw) _ D ol
] KA_MP_HP A51
L
@ ML Cnen osiect Crisito
Cut CEr{ )
Copy e
Paste: CErl )
Delete el
Insert New Object SIMATIC 400 Station
Multiproject L3 SIMATIC 300 Station
PLC » SIMATIC H Station
Access Protection b SIMATIC P ion
Other Station
PCS 7 License Information... SIMATIC 55
PG/PC
Shared Dedarations »
MPI
Plant Hierarchy | mEmm
SIMATIC BATCH 3 Industrial Ethernet
PTP
Rename F2 Foundation Fieldbus.
Object Properties... Alt+Return
57Program
Preconfigured Station...
05
05 (Client)
Shared Dedarations
Batch process cell
Project Documentation
Inserts SIMATIC PC Station at the cursor position. v
2. Use the shortcut menu to open the object properties =IOl x|
f the PC Station File Edit Insert PLC View Options Window Help
0 : D 225 | £ B &b [o 2= %[
E-[zal K1_MP Corfiguration
& KI_MP_Pi
AS1
2
@ Ki_MP_Lib Open Chject Crl+Alt+0
Cut Ctrl+x
Copy ctrl+C
Paste (aghtf
Delete Del
PLC 4
Access Protection 3
Print »
Alt+Return
Displays properties of the selected object for editing. 4
3. Change the name of the ES PC station to match the =]
name of the local computer on the network. Geners | satings | Gonfrstin |
Select the “Computer name identical to PC station Neme [Esven
name” checkbox Project path |K1_MP_Prj\SIMAT\C PC Station(1) ﬂ
S;T':g: rlﬂtj:;tion AKT_MP_Pr i’
Author: |
Date created: 10/12/2017 02:25:19 PM
Last modified: 10/12/2017 02:25:19 PM
Comment =]
-]
Computer name
[ Computer name identical to PC station name
Computer name: ESval
et | s
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Step Activity Screenshot
4. Open the HW Config of the ES PC station via the 1ol x|
hOI’tCUt menu File Edit Insert PLC View Options Window Help
s : D@ |2 b B e[ 2] % <o Frers
#% K4_MP_MP (Component view) -- D:\Mininimal\Projects)K4) =101 x|
B2 K4_MP_MP
=8P K4_MP_Fi Open Object Cirl+Alt+0
A1
g ESvEl Cuf: Chrl+¥
(] Shared Declarations Copy QrhC
@ K4_MP_Lib Paste: Ghrity]
Delete; el
Access Protection »
SIMATIC BATCH »
Rename F2
Opens selected object. A
5. Insert a "WinCC application”
(and a network c.ard) of type “CP1623" from 5 NG Aopl, "
the object catalog (View > Catalog). 2 CE 1623
3
4
3 |
6
7
a
)
10
1
12 hd
6. Under “Subnet”, choose the plant bus or create it by E
clicking on the “New..." button. Ganersl  Parameter |
Assign the corresponding MAC address to the FEl St C abers. | D et
CP1623. WA skt
Deselect the "IP protocol is being used” checkbox. ™ 1P grotocol i being used
Click on the “OK” button to confirm your settings. [P adcress P
Subnet mask:
B ) Wse router
Address:
Subret
ot networked — Mew
Properties...
Delete
B Help
7. Open the shortcut menu of the CP1623 and select

"Object properties...".
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4 Copy Ctrl+C

b Paste CErl

6

7 Replace Object...

3 AddMaster System

9 Disconmeck [Master Systen

10 Master System Isochranous Made

11 Insert PROFIMNET IO Systerm

2 Discomnect PROEIMET] IC Systen

13 PROFIMET I Domain [Management, ..

14 PROFIMET IO Tapalagy.. .

15 PROFIMET) IO Isachronous mode

16

17 Specity Module, .,

18 Delete Del
GoTo 3

Filter Assianed Modules

IanitarMadify:

Edit Symbals, ..

Oby Proper . Alt+Return
Open Sbject With,.. L P | 2]
Change Access 2
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Step Activity Screenshot

8. Switch to the “Options” tab and select the "Time of =
day” checkbox. General | Assignment  Options | Diagnostics |
Click on the "OK" button to confirm your selection. ;’“i:.;;.”;az"‘m”““"”

€ Master[fime sendzr]
* Slave flime recaiver)

Send Keepalives for Connection
’VF Agtivate (20 secands] ‘

"Seﬂmgs for TCP protocal

NDIS IP gddress ‘

Cancel Hepp

9. Use the "Station > Save and compile..."
menu item to save the configuration and compile it.
Close the HW Config.

10. Delete the OS of the PC station of the ES in SIMATIC
Optionally ~ Manager as it is not needed in our example.

Setting up the OS standby PC station

Step Activity Screenshot
1. In component view, open the shortcut menu of the =10l
. t d "y N Ob- S File Edit Insert PLC View Options Window Help
project and use "Insert New ject ‘ DS e s f ol s Toeres
SIMATIC PC station" toadd a new PC station. 23 KA, MP_HP (Component ven) DV _olxl
= 28] K4_MP_MP 451
& R §
® Fn Lt Open Object Ctri+alt+0
Lol Chrl+3
Gopy, -G
Paste ChrlH
Delete Del
Insert New Object SIMATIC 400 Station
Multiproject » SIMATIC 300 Station
PLC » SIMATIC H Station
Access Protection » e
PCS 7 License Information. .. SIMATIC 55
PG/PC
Shared Dedarations 3
MPI
Plant Hierarchy » T
SIMATIC BATCH » Industrial Ethernet
PTP
[Eas = Foundation Fieldbus
Object Properties... T O —
57 Program
Preconfigured Station. ..
os
05 (Client)
Shared Dedarations
Batch process cell
Project Documentation
Inserts SIMATIC PC Station at the cursor position. A
2. Use the shortcut menu to open the object properties | [N Ea O TS0 AR =10l x|
Of the PC station le Edit Insert PLC Wiew Options Window Help =& %]
' D |8a| s 2R d2 25| %[ E o Fiter >
Configuration
@ KI_MP_Lib Open Object Ctrl +A/t+0
Cut Ctrl+X
Copy Ctrl+C
Faste Lalihnts
Delete Del
PLC 4
Access Protection »
Print 3
Rename F2
Displays properties of the selected object for editing. 4
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Step Activity Screenshot
3. Change the name of the OS server PC station to x|
match the name of the computer on the network. General | Setinga | Configuration |
Select the “Computer name identical to PC station e Jsv
name” checkbox. Project path |K1,MP,P.]\F_5V31 il
33‘?: r::;lmn AK1_MP_Pr ﬂ
Adthor: I
Date created: 10/12/2017 02:25:19 PM
Last modffied: 10/12/2017 02:30:47 M
Commert: ;I
-]
Computer nam
| Computer name identical to PC station name
Computer name SV
Cancel Help I
4. Open the HW Config of the OS standby PC station =10
Via the ShOI’tCUt menu File Edit Insert PLC View Options Window Help
DB 2k B (3 |[ < Mo Fiter
ES K4_MP_MP (Component view) -- D:\Mininimal\Proje =101 x|
=] K4_MP_MP
=8P Ka_MP_Py Open Object  Cirl+Alt+0
| BN cut Cerl
Copy. Chrl+E
H {21 Shared Declarations Ptz Stk
@ K4_MP_Lib Delete Del
Access Protection »
SIMATIC BATCH 3
Rename F2
Opens selected object. 4
5. From the object catalog (View > Catalog) insert
a "WinCC application (not a WinCC Application H WinCL Appl. ia
Stby!)" and a network card of type "CP1623". 2 CP 1623
3
4
3 |
6
7
8
9
10
11
12 d
6. Under “Subnet”, choose the plant bus or create it by x|
clicking on the “New..." button. Genersl Parameters |
Assign the corresponding MAC address to the [ et S abtoss i1 ot
CP1623. Mg
Deselect the “IP protocol is being used” T™ 1P grotocol s being used
checkbox. IP address: 726102 (Gf‘e"‘a’
. " " . . Subnet mask Dlojrot use router
Click on the “OK” button to confirm your settings. . £ Use router
Addess: [
Subnet
— not networked — New..
Properties
Delete
B Help
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Step Activity Screenshot
7. Open the shortcut menu of the CP1623 and select
"Object properties...".
3 i Ctrl+C
4 bl
5
6 Replace Object...
7 Add Master System
8 Discammect Master System
9 Master system Isochronous Mode
10 Insert PROFINET I& System
1 Discormect FROSINET 10 System
12 PROFIMET I3 Domain Management .
PROFINET IO Tapalagy.. .
PROFIMET IO Isochronous mode
Specify Module,, .
Delete el
Go To 3
Filter: &ssigred Madules
I anitarMadifs:
Edit Symbuals.,
Object Prop . Alt+Return
Cpen Ohject With,. . el Al
Change fccess »
8. Switch to the “Options" tab and select the "Time of ]
day” checkbox. General | Assignment  Opticns | Diagnostics |
Click on the "OK" button to confirm the setting. o
slev“i’tlme sender]
& Slave fime receiver)
Send Keepalives for Connections
’VF Jictivate (30 secands] ‘
Settings for TCP protacol
IVND\S IP address ‘
Ceneel Help
9. Save and compile using the "Station > Save
and compile.." command.
Close the HW Config.
10. In SIMATIC Manager, open the properties dialog of =]
the Sta nd by OS General Target 05 and Standby OS Computer |
Switch to the "Target OS and Standby OS Computer" Path to the Target OS Computer
tab. |
Select the "Create/update archive tags" checkbox Symbolic computer name
and clear the “Transfer to external archive server” [o5_stoy
checkbox. Standby-0S
Click on the "Search..." button. [<rone> =]
[¥ Create/update archive tags
™ Transfer to extemal archive server
If target O5 computer is identical to ES computer:
Assign archive ssrver
oK Apply Cancel
11. Use the drop-down list to navigate to the shared x|
. OO ‘ + Network = 5V - Projects - m| Search Frojects (0]
project folder of the Standby OS (see 6.3.1 S
el File name: |
Preparatory activities). = 3
Click on the "Save" button.
v
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Step Activity Screenshot
12. In the "Path to Target OS Computer” input field, x|
check again the whole project path. General Target 05 and Standby O3 Computer |

Click on the "OK" button to confirm this.

Path to the Target OS Computer

[\SV\Projects\0SY0S mop Search ... |

Symbolic computer name:
IOS_Stby

Standby 05

I(nune > =l
[¥ Create/update archive tags.

[~ Transferto extemal archive ssrver

I target OS computer is identical to ES computer:

Assign archive server

| e

13. Click on the “Yes” button to confirm the information ]
dialog.

. After changing the target path or after assigning a standby 0S,
F h the online modification capability gets lost.
Additionally, the OS needs to be newly compiled, the packages for
the dlients are to be updated and an entire loading
of &ll assigned OS servers needs to be executed.

Do you wish to execute the changes?

Mo
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Configuring the PC stations

The "Configure PC station" transfers project configurations to one or more target stations. First configure the local
Station Configuration Editor of the ES and then all the other PC stations connected to the plant bus.

Step Activity Screenshot
1. Execute the Station Configuration Editor of the ES. =I01x]
To do this, select the PC station of the ES and in the 2

O (87| 3% B o & % -

| ] <o Fiter >

shortcut menu choose: "PLC > Configure..". £ K4_MP_MP (Component view) - D:\Mininimal\Projects \KA\K: _ (ol %]
= {33 K4_MP_MP Object name Symbolic name Tupe
= Ka_MP_Pi Wl Configuration PC station
L EE A WinCC Appl WIRCE Ay
i ey P
Cirl+Alt+0
Ctrl+x
Ctrl+C
Chrl Yy
el

Cirl+L

Configure...
Access Protecti L3 -
= Protecton Comple and Download Objects...

i »
P compae.. |
SIMATIC BATCH 3
Rename F2
Object Properties... Alt+Return

|

Configures 3 selectable target computer actording to the structure or the selected PC station (nitlreconfig

2. Under "Accessible computers:” choose the PC that x|

you want to configure.

Laocal netwoark connection:

Note ITerminaI busz j
If you chose the "PC name identical to PC station . lipdate |
name" option for the PC station in the “Object coesell semLae —
properties”, the system displays directly in the E\vam

component configurator the target PC to be

configured.

Using the "Display..." button, you can display the
current configuration of the PC station.
Click on the “Configure...” button.

v Usze configured computer name

Target computer:

|ESV81

Dizplay... |

Messages:

Cloze | Help |
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Step Activity Screenshot
3. In the window that appears, you can see how the PC =
station is configured. Station Ese0
Click on the "OK" button to confirm this setting. Indiex | Name [ Tepe [ Status [ Cause =

1 [] windCApnl | WinCC Apph
I cPig23 CP 1623

13 -
A | _>l_I

@ The configuration is possible. The configuiation can be seen in the list
above.

Cancel | Help

4. Click on “OK” to confirm the information dialog. x|

. If the component configuration is changed, the entire PC station
L will be reconfigured and the existing database is lost.
~ This can take several minutes,
Make sure that no communication or diagnostics is active over a
compenent in the current configuration.

o |
5. In the bottom window, you then see the message: x|

"Transfer completed successfully".
Close the configuration dialog.

Local network connection:

ITerminaI bus j
Acceszible computers: &I
EShE
Sy

v se configured computer name

Target computer:

|ESV81

Dizplaw... |

Messages:

Configuration runmning.

ESWET:

Transfer completed successfully,
Configuration completed.

Cloge | Help |

6. Configure the Station Configuration Editor of the
Standby OS as shown in steps 1 to 5.
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Configuring and loading AS-OS communication

In the following section, the connections between the PC stations and the AS are configured in NetPro and loaded in the
individual stations.

In the case of a granular station configuration, you must merge the subnets of the individual sub-

Note . .
projects first.
Step Activity Screenshot
1. Open NetPro. i3 HetPro - Ka_MP_Prj _iolx]
N A ) . . Network Edit Insert PLC View Options Window Help
Highlight the WinCC application of the ES and open SEES 0 M f TS BN
the shortcut menu. 5 K4_MP_Prj (Hetwork) -- D:\Mininimal\.\K4\K4_MP_MP\K4 M| (o x|
. " i =
Select "Insert New Connection”.
AS1
= E R
= m . ‘=
2
PlantBus
Industrial Ethernet
Download to current project 3 o
Rearrange
| Inserts anew cor  Object Properties... Alt+Return [PCinterna

2. In the "Connection Partner" window, select the CPU X

of the AS. — Connection Partner

Make sure that an “S7 connection" is selected under =181 Inthe cunent projsst

“Connection”. =8P K4_MP_Pi

[Unspecified)
&l broadeast stations

- Al multicast stations
[]---@ In the multiproject: K4_MP_MP
@ In unknown project

Froject: |K4_MP_Pi =
Station: |AS1
odule: |CPU 410-5H
— Connectioh
Type: IS? connection j

W Display properties before inserting

(1] I Apply Cancel | Help |
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Step Activity Screenshot
3. On the “General" tab under "Connection ]
identification”, change e ER )
the “Local ID:" to a descriptive name like AS1, for [F Cotmet e et | ||
example. I Cariigured stone srd sl
Click on the “OK” button to confirm your settings. R e
[~ Connection Path
Logal Partper
Eaport |2I53L/41MH
Interface: [crs23 7| [cr 2431, ProR/SE) k|
Subnet: [PlantBus [industrial Ethemet] [PrantBus lIndustrial Ethemet]
Address: Joooc 235 €27 Jo800-06-01-00-00
Address Details.
o | e
4. Also create a connec'gion between the Standby OS x|
and the AS by repeating steps 1 to 3.
When doing this, it is important that the connection - Comple
has the same name as the connection of the ES to @ Compile and check everything
he AS.
the AS . " Compile changes only
After this, use the ""Network > Save and
Compile..." menu item to save the configuration
and compile it.
P oK | Cancel Help
Select the "Compile and check everything" option
button and click on the "OK" button to confirm your
selection.
5. Select the ES and download the connections via the TR e S AT

@9 netnork Edit Insert PLC View Options Window Help

2085 ae a8 o0 B!

shortcut menu: "Download to current
project > Selected Stations".
Download the Standby OS and the AS in the same B
way.

Then, close NetPro.

PlantBus
Industrial Ethernet,

Rearrange

Object Properties... Alt+Retun

Compiling and loading the user program

Compile the S7 program and download it to the AS.

Compiling the OS project
Compile the OS project of the Standby OS in SIMATIC Manager.

Make sure that you make the correct OS assignment to the server in plant view.
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6.3.3. OS configuration

Configuring the OS on the engineering station

On the ES, you must still switch from a multi-user system to a single-user one and make the settings for redundancy and
time synchronization.

Note In this particular configuration, it is necessary to complete the redundancy settings in WinCC Explorer
of the Standby OS after the entire download completes.

Step Activity Screenshot

1. Open the OS project of the Standby OS in the ES. =
In the open WinCC Explorer, highlight the OS project ‘= WinCC Explorer - D2 =101 x]
and choose “Properties” in the shortcut menu. J File Edit Vew Tools Help

----- Il Tag Management
----- ﬁl Graphics Designer
----- ﬁ Alarm Logging

----- J_U Tag Logging

ﬂ Report Designer
----- J :B Global Script

Text Library

----- 5 Text Distributor

----- iﬁ User Administrator
----- R -"; Cross-Reference

----- @ Redundancy

----- J_U User Archive

----- '—:I Time synchronization
----- {3 Horn

----- i'y Ficture Tree Manager
L] Lifebeat Monitoring
-, OS5 Project Editor

----- J _| Companent List Editor

- SFC

----- P web Navigator

Press F1 for Help. o
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Step Activity Screenshot
2. On the "General" tab under “Type:”, choose "Single- x|
User Project” from the drop-down list. Operating Mode | User Interface and Design |
Gerersl | UpdateCyoles |  Shomouts | Options
General data of the cument project.
e =
Creator: I";’u‘inCC-PrDject-I'ﬂanager
Creation date: |12-"1 7/2014 10:36:19 AM
Changed by: |WinCC-Project-Maniager
Last change: |12-'1 9/2014 1:01:09 FM
Version: I
GUID: CC_ 0S5 5_14_12_17_10_36_18
Comment: d
=

oK | Cancel |

Confirm your settings and the displayed message by x|
clicking on the "OK" button.

@™% A change from a multi-user to a single-user or WinCC dient project

W will delete all configured cient computers from the computer list.
= Click on <0OK> to perform this change,

or on <CAMCEL > to keep the multi-user project.

o |[ow]

3. Activate OS project option "Allow activation on ES" x|
from the‘ "Optigns" tab. This setting allows runtime Operating Mods | User tefacs and Design |
to be activated in the ES. . Genel | UpdateCyces |  Shorteuts Options

Then click on the "OK" button. T e e

¥ Allow activation on ES

¥ Color conversion when printing messages

¥ Export text files as Unicode

I~ Multiuser enginesring Resources |

C scripts with language setting "Dynamic" in Runtime:

IOpemting system language for non-Unicode programs j

This option allows you to access the Online Help in rurtime.

ok | Cancel |
4. Click on the "No" button to prevent the startup list Change project type =]

from being deleted.
Confirm the displayed message by clicking on "OK". o

-“'-I The praject type was changed.
Do you want to delete the startup list?

Yes
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Step Activity Screenshot
5. Open the "Redundancy" editor. x|

Select the "Activate Redundancy" checkbox.
Select the "Default Master" checkbox.

If necessary, adapt the redundancy properties in
"Optional Settings" to meet your requirements.
In the drop-down list, select the connection path
that is used to connect the Master OS and the

Standby OS.

General | User Archive |
Server

Sl

[¥ Defauk Master

Redundant patner server

| Browse.

Local Computer Setting:

Connection to redundant partner via network adapter:

None |

Connection to redundant partner via serial interface (optional): com1 -

€ Synchronize al data of the outage period
& Synchronize failures of last [2 days only.

Optional Setting:

¥ Synchronization of Tag Logging after the partner server comes back online

[ Synchronization of Alamm Logaing after the partner server comes back online

[¥ Online synchronization for Alam Logging

I Synchronization after disruption of the process link (Tag Logging + Alam Logging)
¥ WinCC client switch in case of a process connection emor

Enables the synchronization for all specfied options and user archives:
[V Activate Redundancy

OK Cancel
| I

Help

6. To complete the redundancy settings for the ES, the
partner server must be still selected.
To do this, click on the "Search ..." button and select
the Standby OS as a redundant partner from the

network.

Click on the “OK” button to confirm your settings.

Select redundancy partner

x|

'E"F Metwork

18 cLan
M| csasv2
L=
M| KH1E 1390

oK I Cancel

7. Double check all of the options before clicking on
the "OK" button to confirm the redundancy settings.
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General | User Archive |

Server;

[V Defauk Master
Redundant partner server.

v Browse...

Logal Computer Setting

Connection to redundant partner via network adapter

None |

Connection to redundant partner via senal interface (optional): com1 -

" Synchronize all data of the outage period
& Synchronize failures of last [2 days only.

Optional Setting:

[¥ Synchronization of Tag Logging after the partner server comes back online:

[¥ Synchronization of Alam Logging after the partner server comes back oniine:

[¥ Onine synchrorization for Aiam Logging

[¥ Synchronization after disnuption of the process link {Tag Logging + Alam Logging)
[ WinCC dlient switch in case cof a process connection emar

Enables the synchronization for all specfied options and user archives:
[V Activate Redundancy

OK I Cancel

Help
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Step Activity Screenshot
8. Click on the “OK” button to acknowledge the x|
message.
9. Open the "Time Synchronization" editor.
Here, select the "Synchronization via System Bus ~ Gieneral Seltings e
(Master, SIaVe)" checkbox. I~ Use time receive utility =
Under "Access pOint 1": choose "CP1 623(|SO)" and ™ Deactivate time synchronization Cancel |
select the "Master" radio button.
Click on the "OK" button to confirm your settings. Tl i ot e (]
€ Use the time from a connected W/inCC senver
NOTE = Use the time from & specific computer:
If you configure station time synchronization on a Copuizt =
different computer, the access points are not Compute: 2. | =
known, which means that they are not available in 3 (Ll s o stz (31l ) e
the drop-down list. To choose the access point
regardless, select the "Display symbolic name of the (7 Synchronization via System Bus (Master, Slave]
access point" checkbox and then choose the [ Access pairt 1
appropriate access point. [cPrez3isn) =] ) Moster
£ Slave
—Access point
=
Hone j I aster
) Slave
™ Display spmbolic name of the access point
i~ Process controling messages Project documnentation ——
¥ Sendance Pririt I
Send everny I _I; rinutes M
S|
10. Close the OS project.
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Downloading the OS project to the Standby OS

Once redundancy and time synchronization have been configured on the ES and you have closed the OS project again,
download the OS project to the Standby OS.

Step Activity Screenshot
1. In SIMATIC Manager, highlight the Standby OS and ~-lofx|
h “ 1 " th hortcut Fle Edit Insert PLC View Options Window Help
choose “PLC -> Download" In the shortcu D& 264 e d B " 3| 51 [[<No Fier>
menu. % Ka_MP_MP (Component view) - D:\Mininimal\Projects\Ka\K: I [ |
= fmd Kd_MP_MP Dbject name: PH Assignment Type
B K4_MP_Pi +r RMT1 PlantsRMT1 Ficture
451 I AMT2 PlantsAMT2 Picture
2-& Esvel
. WinCE Appl
B8 sV
B win
Ll
{7 Shared Declaratic Cultaltso
@ K4_MP_Lib Cut Crl+x
Copy crl4c
Paste G|+
Delete Del

Compile ctrl+8

Display compilation log...
Display load log. ..
Generate server data
Assign OS server.

Start O5 simulation
Import WinCC objects

Print L4
Plant Hierarchy 3
SIMATIC BATCH 3
Rename F2 L‘
Downloads current object to the PL Object Properties... Alt+Return v
2. For the first OS project download, an entire ]
download is requi red. Target spstem: Y\SV\Projects\os_stby\os_sthy.mcp

Click on the "OK" button to start downloading.

~Scop
' The entire WinCC project

" Changes Details |

[~ Start compilation before downloading

The entire 'WinCC project will be transferred ta the runtime 05.T arget system will be
clozed automatically before download starts

ak I Cancel | Help

3. After successful downloading, the OS project is
located in the specified folder on the Standby OS.
ClICk on the "OK" buttO]’] to Conﬁrm the message Download to taiget system was completed successfully,

that is issued.

Error
< hone »

Ok Cance!
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0S configuration on the Standby OS
In this particular configuration, it is necessary to make the redundancy settings after the download completes.

Generally, we would advise you to check the project settings after the project has been downloaded to the target systems.

Normally, all configuration work is carried out on the ES to ensure consistent data management. This

Note . . L - .
means that no WinCC engineering licenses are needed on the OSes. However, each time WinCC
Explorer is opened, a license-free time window of two hours is available for WinCC configuration work.
Step Activity Screenshot
1. Open the OS project on the Standby OS under the

shared project folder.

2. Open the "Redundancy” editor from the shortcut |

menu.

Click on the “Search..." button to select the ES
computer as the redundant partner.

€l Network

oK I Cancel

3. Clear the "Default Master” checkbox here. =]
Check whether you have selected the desired - e
checkboxes under "Optional Settings". |5TH
In the drop-down list, select the connection path I Defait flaet
that is used to connect the Master OS and the IF‘::V“;f”‘““"W”E‘ —
Standby OS. =

~Local Computer Setting

Connection to redundant partner via network adapter

Click on the “OK” button to confirm your settings. Nanz =]
Cennection to redundant partner via serial interface (optional): comi -

" Synchronize al data of the outage period

@ Synchronize failures of last [2 days only.

~Optional Seting:

[ Synchronization of Tag Logaing after the partner server comes back anline

[V Synchronization of Alamm Logging after the partner server comes back online

[¥ Online synchronization for Alam Logging

[¥ Synchronization after disnuption of the process link (Tag Logging + Alam Logging)
¥ WinCC client switch in case of a process connection emor

Enables the synchronization for all specied options and user archives
[V Activate Redundancy

0K | cencel || Heb |

4, Click on the “OK” button to acknowledge the Important Information
message.

| The changes wil take effect after WinCC is started.
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Step Activity Screenshot
5. Open the "Time Synchronization" editor from the

shortcut menu.

[ General Settings
™ Use time receive utility \LI

Check or select the "Synchronization via System Bus |

(Master, Slave)" checkbox.

Under "Access point ‘]"' check or select — Synchronization via Terminal Bus [Slave)

"CP1623(ISO)" and the "Master" radio button. ) Use fhe time fam acannested WintE semwer

= Use the time fiom & spesiic computer:

™ Deactivate time syrchronization Cancel

Always click on the "OK" button to confirm your R |
settings. [EGTRED 2 |

B

= [Lebbime e set By esteral (3id - party] comparents:

—w Snchronization via System Bus [Master. Slave]

~Access point 1
& Mast
[cPigzaisn) =l st
" Slave
~Access point
{5 e
<Moner j e
) Claye

™ Display symbalic name of the access poink

— Process controlling messages———————————— Project documentation—

¥ Send once Print I
Send|eyern I _l; Ffllgile=s3 M
Setup I

6. If you have made project changes in WinCC
Explorer, close the OS project and open it again for
the settings to take effect.

6.3.4. Activating runtime

First activate the OS project on the ES and then on the Standby OS. Before activating the second runtime, it is advisable to
wait until the boot process of the first one has completed.

Online synchronization is active immediately. Mutual synchronization of archives starts after ten minutes.
6.3.5. Particularities when loading OS project changes

Loading changes

e To download changes, runtime must be stopped on the ES when compiling the OS. These can then be re-activated to
test the modified OS functions.

Depending on the changes that are made, if runtime remains active during OS compilation, the
system may not download changes completely, which will cause errors. If this happens, only an entire
download is possible.

CAUTION

For the downloading process, runtime must be terminated and the OS Project must be closed. As a result, it is not possible
to take operator actions on the ES computer during this time.

Complete download

For a complete download, the following must be always observed:

1. Runtime must be deactivated on both PC stations and the OS project must be closed.

2. Before re-enabling runtime on the Standby OS, you must make the redundancy settings again.
To do this, repeat the steps in the table on page 96.
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7. Expansion with the PCS 7 OS Web Option

Positioning

To control automated processes via the Internet/Intranet, SIMATIC PCS 7 provides operating and monitoring options: what
are known as the "Web Options".

This chapter describes configuration of the Web Option on an ES/OS Single Station. The instructions can also be used to
expand the following minimal configurations:

e ES/OS Single Station (Chapter 3)
e ES/OS Master and OS Standby (Chapter 6)

To expand the redundant Single Station configuration with the Web Option, the ES/OS station in the

Note following example has been configured as a Web Server. The partner OS could also be used in the
same way as a Web Server. The functionality for the Web clients is unchanged.
Redundancy of the operator stations is not available for Web clients. If the OS with the Web Server
option is in the STOP status, the Web clients do not have a connection to the process either.
Function

All of the relevant pictures and scripts are stored on the Web Server to make it possible to display or run them via a Web
client.

The Web client accesses the system data provided by the Web Server via a TCP/IP connection. The user interface matches
the appearance of a standard OS client with an overview, work, and key areas.

Amongst others, the functions below are available via Web:
e Operator control and monitoring functions, which are also used on an OS client

e Message lists that are called on a user-dependent basis, just like on an OS client. Messages can be acknowledged on a
user-dependent basis.

e Displaying the picture hierarchy according to the plant hierarchy
e Group display function including the "loop-in-alarm” function

e Enhanced status display

For further information about the PCS 7 Web Options, see the following manual: "SIMATIC PCS 7 Web
Option for OS "
https://support.industry.siemens.com/cs/document/109973496

Note

Beitrags-ID: 24023824 V10.0 10/2024 © Siemens 2024 98


https://support.industry.siemens.com/cs/document/109973496

Expansion with the PCS 7 OS Web Option

7.1. Web configurations

In our example, configuration of the Web Option is an extension to the hardware and software configurations in chapter
3, "ESIOS Single Station" and chapter 6 "Master ES/OS and Standby OS".

ES/OS Single Station with OS Web Server option

To operate and monitor the system process, the OS Web clients use Internet Explorer to get their project data from the
Single Station with the OS Web Server option via the Internet/Intranet.

Intranet/Internet

ES/OS + OS Web Server

Plant bus

EEEE=E
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Master ES/OS with OS Web Server option

Expansion with the PCS 7 OS Web Option

To operate and monitor the system process, the OS Web clients use Internet Explorer to get their project data from the

Single Station with the OS Web Server option via the Internet/Intranet.

In addition, the system process is set up on a redundant basis to offer the greatest possible protection from failure of

system operation.

CAUTION

Redundancy of the operator stations is not available for Web clients.

If the OS with the Web Server option is in the STOP status, the Web clients do not have a connection

to the process.

Web Clients

— —
TN TN

Intranet/Internet

ES/OS + OS Web Server OS Single

Station

Redundancy

COM-Cable

Plant bus

nmq =
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7.2. Web-specific hardware and software requirements

Single Station with Web Server option

Property

Requirement

Operating system

e Windows 10 Enterprise LTSC 2019 or Windows 10 Enterprise LTSC 2021
e  Windows Server 2019 or Windows Server 2022

You can find further information in the document entitled
"SIMATIC PCS 7 process control system PCS 7 Readme"
https://support.industry.siemens.com/cs/document/109813959

Hardware

e  SIMATIC PCS 7 ESIOS IPC847E BCE
e SIMATICPCS 7 ES/OS IPC847E IE

You can find information on this topic in the document entitled
"SIMATIC PCS 7 process control system PCS 7 Readme"
https://support.industry.siemens.com/cs/document/109813959

Software

e Internet Explorer

e Internet Information Services (lIS)

Miscellaneous

Web Client

Property

Fast access (>= 64 kbps) to the Web Client via Internet/Intranet or a TCP/IP connection

Requirement

Operating systems

e Windows 10 Enterprise LTSC 2019 or Windows 10 Enterprise LTSC 2021
e  Windows Server 2019 or Windows Server 2022

You can find further information in the document entitled
"SIMATIC PCS 7 process control system PCS 7 Readme"

https://support.industry.siemens.com/cs/document/109813959

Minimum hardware
requirements

No PDAs, tablet PCs etc.

Software

Internet Explorer

Miscellaneous

Note

Fast access (>= 64 kbit/s) to the Web client via Internet/Intranet or a TCP/IP connection

Choose the version of Internet Explorer to match the PCS 7 version. You can find more information by

visiting the “Compatibility Tool for Automation and Drive Technology” at:
http://lwww.siemens.de/kompatool

Software licensing

¢ The following section lists the various additional software/license packages that you need for the selected

configuration.

Component

Software/license packages

Single Station with Web Server option e SIMATIC PCS 7 Web Server Basic

e  SIMATIC PCS 7 Web Server license (cumulative)
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Expansion with the PCS 7 OS Web Option

7.3. Maximum number of Web client connections

In one OS Single Station, it is possible to operate a maximum of three Web clients per Web server at the same time.

7.4. Configuring the OS Web Server

Configuration steps on the ES
e Publish pictures using Web View Publisher
e Configure user rights, start screen, and the language of the website in the User Administrator

e Download and compile the Web server

Publishing OS data

The Web Publisher makes it possible to publish pictures and scripts on the OS Web Server, which are intended to run later
on the Web clients. In this connection, the following actions are carried out:

e Project data is compressed and saved
e Picture windows are converted to Internet-enabled ActiveX components

e Scripts are converted so that they run on the Web

Requirements
To publish the Web Server data, the following requirements must be met:
e The hardware and software requirements mentioned in chapter 7.2 have been met.

e The "PCS 7 Web Server" software package have been installed on the ES/0OS Single
Station.

e The PCS 7 Project is available and fully configured.

e "OS compiling” has been carried out.

e The scripts that are accessed by the Web clients are present.

e Process pictures do not contain double underscores (e.g. yy__xx.pdl).

e Tagnames in plain text (quotation marks) within C scripts do not contain any spaces.

Note In a Single Station, only one publishing process is needed to publish local data on the Web Server.

For information on the topic of “supported script standard functions”, refer to the “SIMATIC PCS 7 Web
Option for OS” manual.

https://support.industry.siemens.com/cs/ww/en/view/109805408

("Web-enabled functions for the Web Option for OS")
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7.4.1. Publishing project data
Step Action Note
1. Open the OS project of the OS Web Server in WinCC =loixd
Explorer. SIEMENS
. 1 . i The WinCC Web Publishing Wizard will help you publish your WinCC Fictures
Using the shortcut menu of the "Web Navigator" W Sy o e st s
editor, select the "Web View Publisher" command.
The system opens the "WinCC Web Publishing
Wizard - Introduction” dialog box.
Click on "Continue".
[7]  Skip this screen in the future.
[ concet | [ eBoek [ Nexts | [ Fmsh ]
2. This opens the "WinCC Web Publishing Wizard — SIEMEIINEII;I
Select files and folders" dialog box.
Clear the "Server Prefix" checkbox, since you want Selctth fodercantsiring your WinCC icuresand e lde fth
b“sh Iocal data WinCC Web Server to which you will publish your pictures
to pu N . . e E e
Accept the default destination and source paths. If
you really want to change the respective path, click
on the button behind the grayed entry fields.
. . D:\Projects\WEBNS_MP_MP\5_MP_Pq\wincpro\QS\
Navigate to the desired target or source folder.
Click on "Continue". :
D-\Projects\WEE5_MP_MP\5_MP_Prwincproj\OS\WebNavigator'.
Diagnostics:
[) Show hidden obiscts.
[ Concet | [ <Bock |[ Met> | [ Finsn |
3. The system opens the "WinCC Web Publishing =10l x
Wizard - Select pictures” dialog box. Al i
. . i Add 2 Remove [EE]+
Select all of the pictures that you want to publish. Selotod ios ‘
We recommend publishing all of the standard = hame ! -
. 3
pictures. e atmapernL
" "non non_n no_n ég@NarmEmElgencypdl
Use the ">>", "<<", ">", and "<" buttons to select the Hetameregeon
pictures. o
Click on "Continue". enmirgpoL
A2 @AamNew PDL
ﬁi@ﬂam\NewOp PDL
A&gﬁ::g:jgf;m
% @AamOneLine.PDL
¥4 @AamOperation PDL.
L @AamProcess PDL.
4% @AamQut PDL -
[ Camcst | [ <Back |[ New> | [ Fmsh |
4. The system opens the "WinCC Web Publishing =10l
SIEMENS

Wizard - Select functions" dialog box.

Select all of the functions that you want to publish.
In the pictures, only the scripts are available that
you selected during the last publication process.
This means that you must select all the necessary
functions at every publication process.

Use the ">>", "<<", ">", and "<" buttons to select the
functions.

Click on "Continue".

Beitrags-ID: 24023824 V10.0 10/2024

i Add X Remove [EH-

B

common\Common_UpdateGroupTag
common\s71_Dperationlog fot
common'SFF_D peralioriogBocl fot
common's7(_UpdaleGroupT agname
57iihs71_OpenSalelyFaceplaleEx fet
SalelyhalinOperf acePlateEx ct
SalelyMalivOperF acePlateEx V6
SalelyMativsResizeWindowExFot

!I

<

| concel | [ <Bock ][ Ne> | [ Finish
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identified by a red cross.

Double-click on each faulty picture to open the
picture in the "PdIPad" editor and to correct it.
Once the publishing process is complete, click on
the "OK" button to confirm the message.
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The WinCC Web Pubiishing Wizard is firished collecting infommation

To publish your pictures. press Finish.

WinCC Web Publishing Wizard x|

Perfomance e
TANK1EMF
TANK2 EMF
TANK3EMF
VARIANT.EMF
wartung emf

@ The picture(5) have been published successfuly.

=l

CEEEETER)

WebIntefacsDeactivated PNG

Carcel | [ <Back |[ Mes> | [ Close

Step Action Note
5. The system opens the "WinCC Web Publishing B
Wizard - Referenced graphics" dialog box. SIEMENS
. . : add X Remove [EE]~
Select all of the graphics that you Want 0 PUblish. oy
We recommend publishing all of the graphics. hame e [ -
@Amor_1_0bmp
Use the ">>", "<<", ">, and "<" buttons to select the Il @Aror_1_ibmp
. |8 @Aror_2_0bmp
graphics. [ @2 1o
. . |8l @Arow-Lbmp
Click on "Continue". Alotrtim
& @As-3xK bmp
|2l @As-4xx bmp
(&l easbmp
%@Eamlbmb
dewems,
| @bfbom 28 bmp
|l @Client bmp.
a8l @Corfigbmp
a8l @Corfig_rbmp -|
4
[ cance ] [ <Back |[ Nets | [ Finish ]
6. The system opens the "WinCC Web Publishing e
Wizard - Finish" dialog box. RENENS
Click on the "Finish” button. The WinCC Web Publishing Wizand s firished collecting infommation
‘To publish your pictures. press Finish
List of result
Status | Name. | Type 1
Carcel | [ <Bock |[ Mexs | [ Finisn |
#& WinCC Web Publishing Wizard - Finish =101 x|
SIEMENS
“The WinCC Web Publishing Wizard is finished collecting information.
To publish your picturss, press Finish
Status | Name | Type |
[] @1001.PDL Scresn
& @&EConfigTypicals PDL Sereen
¥)  @AamEmergencypd Screen
(] @MamEmergencyOp pd Sereen
) @Alam(Gone. PDL Screen
¥)  @AamGoneOp.PDL Screen
) @AamHdden.PDL Screen
[ cancet | [ <ok [ Mem> ]| [ close |
7. Pictures and functions that contain faulty scripts are =loix
SIEMENS
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Action

Expansion with the PCS 7 OS Web Option

Note

The system lists the transferred pictures in the

"WinCC Web Publishing Wizard — Finish" dialog box.

Click on the "Finish” button.

¥ WinCC Web Publishing Wizard - Finish

To publish your pctures, press Finish.

The WinCC Web Publishing Wizard is finished coliecting information

JT=TE
SIEMENS

Status | Name [ Type. [ -
[©) Performance. emt Image
) TANKLEMF Image
) TANK2EMF Image
‘ @) TANK3EMF Image
&) | VARIANT.EMF Image
) wartungemt Image
) Weblnteface PNG Image
| |® | WeblnsfaceDeactivated PNG Image =

The published pictures are displayed in the data
window of the Web Navigator.
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7.4.2. Setting up user rights, website start screen, and the language

Restriction of access

You can control the access of the Web client to the OS Web Server by defining user rights. You assign user rights in the
“User Administrator” editor. User rights are the same as those of the standard clients.

Settings in the "User Administrator" editor

Step Action

1. In the WinCC Explorer of the currently open OS
project, open the "User Administrator” editor.
Create new users and/or new user groups that you
want to assign appropriate permissions to.
Also select the "Web Navigator" checkbox for the
user(s) or user group(s) and enter the "Start
picture" and “Language” of the website in the i3 s g

13 [Erweterte Bedienung 2

corresponding input fields. ; s

S web
Vieb)

Mavgator v
ViebMagator start picture z
wiebUx

Obgect nama Webopa

7 & General
7 User rame
7 Group name :
- password -
= & Login
7 gor ol
. Vake of the ta9 ogon

& Logout
- Type of atomat bgoft one
= Period of trme bafore automati kogoff

2. Use the "..." button to select the start picture from ST oEE
the published graphics. Uney et I, Propactins e

[Ty
= Adwessrstr G

"...\OS Web Server\<wincc-projectshare-name>\Web } weree
Navigator\pictures” e
Choose the "@screen.pd_" graphic as the start

picture.

Click on the “Open"” button to confirm your

selection

You can also specify a language for the control and

monitoring interface of the Web clients. To do this,

you must also click on the corresponding "..."

user
Object name WebOperator

User name WebOperator
Group name. sdmestrator-Group

Logout
Ty of automatc goff Hone
Panod of tme befora automst baoff
3 Web

button.
Click on the "OK" button to confirm your selection. o
3. Close the User Administrator Editor.
7.4.3. Configuring using the Web Configurator

Web Configurator tasks

The Web Configurator enables you to configure and manage the Internet Information Service (IIS) and therefore the
website of the OS Web Server. You make the setting on the Web Server after you have downloaded the project to the Web
Server. Setup and configuration are necessary to set up an operating station (OS) as an OS Web Server and to make it
accessible for the Web clients via the Intranet/Internet.

The Web Configurator allows you to make the necessary firewall settings, if a firewall is activated.

Requirements of the Single Station

e The PCS 7 Web Server software has been installed on the Single Station
e The OS project has been downloaded to the Single Station

e All settings have been made in the OS

e Pictures, functions, and graphics have been published

e User rights have been assigned

Note For more information about setting up the standard Web site, refer to the manual entitled
"SIMATIC PCS 7 Web Option for OS™
https://support.industry.siemens.com/cs/document/109973496
Chapter: "Completing the configuration on the Web server"
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Settings in the "Web Navigator" editor

Expansion with the PCS 7 OS Web Option

Step Action Note
1. Open the OS project in WinCC Explorer on the 0S b
Web Server. e e st ey Bt
Use the shortcut menu of the "Web Navigator”
editor to select the "Web Configurator" command. The b Corfiaursto slows you o create 3 e web Navigator
Th h W' CC W b C f site or change the seftings of an existing one.
e system opens the "Win eb Configurator”
dialog box.
Click on "Continue".
Cancel | JEaR Fiih
2. In the next window, select "Create a new standard E
Web site (stand-alone)". Hee, pou can creale a new standard Web sie o add & virtual folder to an
existing activated Wweb site:
Click on "Continue".
+ Creats a new standard Web site [stand-alone)
™ Add to an existing Web site (vitual folder)
Cancel < Back Firish
3. Enter a name for your web site in the "Name of the b
Web site" text box. gne]r?ﬁ;um;gﬁgyaname,\P address and TCP cannection [default
Also assign the IP address and connection port of
. " " " " Name of the Web ste
the computer in the "Port"” and "IP address" text [WebHavigator
boxes. Pat 1P Addhess:
Under "Default Web-Page”, select "MainControl" o =
from the drop-down list. [T —
Enter a time interval in the "Reconnect Interval" text Rzl
box. 10}
" . . W Start the web-site after being configured.
Select the "Start the web-site after being
configured” checkbox.
Click on "Continue” Cancel | < Back Next > Firist
If you have not activated the Windows firewall,
continue with step "7".
4. Click on the "Windows Firewall" button (the button =

is only visible if the firewall is activated).
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Configuing the Windaws Firewall

Pleass sslect in the register ‘advanced of “windows Firewall the
network connestion for which ussrs from the Intenet should be:
pemitted access. Activate the servioss "Webserver (HT TP or ‘Securs
WebServer (HTTPS]

Windows-Firewall

Cancel < Back et |
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Step Action Note
ol

5. Click the "Advanced Settings" button in the g o —_——— e — =
"Windows Firewall" dialog box. [re o v o e

ool ParelHame Help protect your computer with Windows Firewall

ez fom o computer thrmugh e
Internator &t

Ham doss & Srewallnlp protect ey computes?
st ave netverk ncatons

l 7 Hone or work (private) networks Connected

or wark aat natwerk

Vo Fews state: on

Incamng coreactions ok ol <ceacuany t program that are ot o the it of
showed arograms

Bctive hume or wor [rmvatz] netmorks: [ p—

Notston sise: sty me when

| P comecnd 5]
Networks in public places such as srparts or coffee shops:

on

P ———
et e

nidentiied netvrk

Hoafy me when Wiams Frenal bocks 2 rew program

6. Check whether the "World Wide Web Services (HTTP
Traffic-In) inbound rule is activated. If this function
is deactivated, highlight it and choose the "Enable”
command in the shortcut menu.

By, Connection Secunty Rules:
% £ seartty Assocatons

er to Peer Colisboraton Foundaton (FARP-in)

eer to Peer Colisbaration Foundaton (TCP-In) No

e ta ot S 5
(HTTP-In) No No
ws Remote Management (HTTP-In) No No
@ Wreless Portabie Devices (SSOP-in) No No
@ wireless Portable Devices (UPrP-in) No vi No
Traffic-in) Yes No -
Pl | sl I >
[
7. Click on the "Finish” button. £ WinCC Web Configurator K

Configuring the Windows Firawall

Please select in the register ‘Advanced of ‘windows Firewall the
netwerk cannestian for which users fram the Intemet shaould be
pemilted access. Activate the services "Webserver [HT TP ar ‘Securs
\webServer [HTTPS)'

Windows-Firewall

Cancel | <Back | e |

8. Click on the "OK” button. zn
Then, close WinCC Explorer and restart your
computer to apply the settings. . The Inetinfo parameters were set. It's recommended to restart
p pp y g _J; your system.

7.4.4. Downloading and compiling the Web Server

Downloading the Web Server

Since the OS Web Server function is on a Single Station (ES/OS/Web Server), it is not necessary to carry out downloading
or change downloading of project data. Due to the "Compile OS", the necessary data is already present locally.

Compile

The "Compile Changes" function can be executed in Single Station without having to interrupt the process mode of the
Web Server.

For more information about “Configuring the OS Web Server”, refer to the manual entitled "SIMATIC
PCS 7 Web Option for OS"

https://support.industry.siemens.com/cs/document/109973496
(Chapter: "Configuring the Web server on an ES")

Note
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7.5. Settings on the Web client

Settings for the "Internet" or "Local Intranet" Web content zone

In Internet Explorer, you must makel/check the settings for the Web content zone such that you will be able to install the
plug-ins for the Web client from the OS Web server later.

Step Action Note
1. Open Internet Explorer. * Intemet Explorer cannot display the webpage - Windows Inte R=TEs
Select the e [] htto:srco. microsoft... [=|[#2/[ % | [ bing £l
“Tools > Internet Opt ions” menu J <= Favorites J 9% @] Suggested Sites v & | Web Slice Gallery ~
command @ Internet Explorer cannot .. | H f R - [t v Page v Safety | Tools ~
'GE Diagnose Connection Problems... b |
| Reopen Last Browsing Session
Q Internet Explorer ca
[] Pop-up Blocker »
[ Manage Add-ons
What you can try: ‘& Work Offiine
B Compatibility View
Diagnose Connection P Compatibility View Settings
Full Screen Fil
@ More information Toolbars 4
Explorer Bars 3
<l¥> Developer Tools Fi2
Suggested Sites
4 | i
[ [ [ [ [ [& mternet | Protected Mode: OFF [7a ~ [®w0% - ,
2. Click on the "Security” tab. 2l
nghllght the Web content zone in which the Web General Security |Privacy| Contentl Connections | Programs | Advanced |
server is located
("| nternet" or "Local intranet"). Select a zone to view or change security settings.

Click on the "Custom Level" button. q g v ®

Internet  [BeliEREY Trusted sites  Restricted
sites

Local intranet = |
Ies
This zone is for all websites that are

found on your intranet.

Security level for this zone
Allowed levels for this zone: All
- | - Medium-low

- - Appropriate for websites on your local network

- (intranet)
N - - Most content will be run without prompting you
-I_I - Unsigned ActiveX controls will not be downloaded

- 5ame as Medium level without prompts

[~ Enable Protected Mode (requires restarting Internet Explorer)

Custom level... Defauls evel |

Reset all zones to default level |

Ok I Cancel | Apply |
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Step Action Note

3. Select the radio buttons under "Run ActiveX controls | EEEIErEr X
that are safe for scripting" and "Download signed | —
ActiveX co ntrOIS"' @ ActiveX controls and plug-ins ;I

|

|#| Allow previously unused ActiveX controls to run without prom
) Disable

{3} Enable J

¢/ Allow Scriptiets
) Disable
(%) Enable
) Prompt

|#| Automatic prompting for ActiveX controls
) Disable
{8 Enable

|#| Binary and script behaviors
) Administrator approved
) Disable
(3) Enable

N R -
| Nienlav viden and animation nn A wnh{\:nn that dnes nnt i.i_l
3

*Takes effect after you restart Internet Explorer

 Reset custom settings:
Resettor  |medium-ow (default) ﬂ Reset...

oK I Cancel

4, Click on each of the "OK" buttons for the "Security
Settings" and "Internet Options" dialog boxes to
close them.
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Settings for the "Trusted sites" Web content zone

Step Action Note
1. Open Internet Explorer_ ® Internet Explorer cannot display the webpage - Windows Inte) i [ ] 3}
Select the K6y =[] nti:jjge mirosoft... [ [ 42 [ [ 2 eing p|-
“Tools > Internet Options” menu J < Favorites J 33 @] Suggested Sites = & | Web Sice Gallery ~
command @ Internet Explorer cannot ... | H f R - [t v Page v Safety | Tools ~
‘& Diagnose Connection Problems. . I
| Reopen Last Browsing Session
Internet Explorer ca
7] Pop-up Blocker »
[ < Manage Add-ons
What you can try: e Wiork Offiine
2 Compatibility View
Diagnose Connection P Compatibility View Settings
Full Sereen Fii
@ More information Toolbars 3
Explorer Bars »
<k> Developer Tools F12
Suggested Sites
4] | |
[T [ [ [ [ mtemet | Protected Mode: OFF o~ [®wm% -
2 Click on the "Security" tab. 21
Highlight the "Trusted sites” Web content zone. General Security |Prwacy| Content | Connections | Programs | Advanced |

Click on the "Sites" button to open the dialog box.

Select a zone to view or change security settings.

@ & v 0O

Internet  Localintranet [iEefel Restricted
sites

Trusted sites = |
1es
J This zone contains websites that you

trust not to damage your computer or
your files,

[ Security level for this zone

Custom
Custom settings.
-To change the settings, dick Custom level.
-To use the recommended settings, dick Default level.

[~ Enable Protected Mode (requires restarting Internet Explorer)
Custom level... Default level |

Reset all zones to default level |

Ok I Cancel | Apply |
3. In the text box "Add this website to the zone", enter x|

the address of the OS Web server (7.4.3
Configuring with the Web Configurator
> Settings in the "Web Navigator"

editor),
Add this website to the zone:

e.g. *:11172.61.0.1 or http://*.microsoft.com [htipe//172.61.0.1

y You can add and remove websites from this zone. All websites in
L this zone will use the zone's security settings.

Also, clear the "Require server verification (https:)
for all sites in this zone” checkbox.

Click on the "Add" and "Close" buttons.

Websites:
http:/f172.61.0.1 Remove

™ Require server verification (https:) for al sites in this zone

Close |
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Step Action Note
4. Highlight the “Trusted sites” Web content zone. 2=
Click on the "Default level" button and then on the General Securty | privacy | Content | Connections | Programs | Advanced |

"Custom level" button.

Select a zone to view or change security settings.

@ & v O

Internet  Localintranet Trusted sites  Restricted
sites

Trusted sites =
ites |
This zone contains websites that you

trust not to damage your computer or
your files.
You have websites in this zone.

Security level for this zone
Allowed levels for this zone: Al

- [ - Medium
I - - Prompts before downloading potentially unsafe

N - content
_'I_I_ - Unsigned ActiveX controls will not be downloaded

[~ Enable Protected Mode (requires restarting Internet Explorer)

Custom level... I Default level |

Reset all zones to default level |

oK | Cancel | Apply |
5. In the "Security Settings" dialog box, select the radio x|

button under "Initialize and script ActiveX controls
not marked as safe for scripting”.

 Settings

|| Initialize and script ActiveX controls not marked as safe for sc;l
) Disable
®
) Prompt
|# Only allow approved domains to use ActiveX without prompt
{2} Disable
) Enable
|# Run ActiveX controls and plug-ins
) Administrator approved
) Disable
{8} Enable
) Prompt
|#| Script ActiveX controls marked safe for saripting™
) Disable
{*) Enable

™% Promnt o
« | 3

*Takes effect after you restart Internet Explorer

[~ Reset custom settings

Resetto:  [yedium (default) =l Reset... |
OK I Cancel |

6. Click on each of the "OK" buttons for the "Security
Settings" and "Internet Options" dialog boxes to
close them.

You have now created the conditions that are needed to connect from a Web client to a Web server.
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7.6. Installing the Web client plug-ins

Installation methods

During installation of plug-ins for Internet Explorer, you can choose between two installation methods:
e Remote Installation - Installation via the Intranet/Internet from the Web server
e Local Installation - Installation via the Windows installer package of the Web client

In this application example, we will consider "remote installation".

Requirements

e The OS Web server is in runtime.

e The "PCS 7 Web Client" software package has been installed on the PC.
e The Web client has access to the Web server.

e You know the Web server's address.

¢ You know the domain name, user name, and password.

e The user permissions apply to the PCS 7 Web Options.

e Thelogon on the PC has the rights of a primary user.

Installation
Step Action
1. Open Internet Explorer.

Enter the web server address (http://<server name or
IP>) in the "Address" text box.

WinCC WebNavigator V7.3 + Updl

e OK

o 11 K e i e o T -

2. In the "Enter Network Password" dialog box, enter Windows Security x|
the credentials that were set in the "User The server 192,168.8.152 at 192, 168.8. 152 requires a username and password,
Administrator” editor on the Web server.

Warning: This server is requesting that your username and password be sentin
an insecure manner (basic authentication without a secure connection).

ﬂr User name

Wl Remember my credentials

3. When you first connect, the "Security Warning" Internet Explorer - Security Warning x|
dialog box opens. Do you want to run this ActiveX control?

Proceed by clicking on the "Install" button.
Name: WebClientInstall Module

Publisher: Siemens AG

Run | Don't Run I

l--"\ This ActiveX control was previously added to your computer when you installed
ﬁ) another program, or when Windows was installed. You should only run it if you
= trust the publisher and the website requesting it. What's the risk?
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Step Action

4. The system now displays all of the available plug-ins
for the Web client in the Internet Explorer window.
To install the plug-in, click on the arrow in front of
the version number in the "Install" column.
The following plug-ins are installed to ensure a
minimum of process control:

e  WinCC Basic Process Control

e  WinCC Advanced Process Control
e  PCS 7 Basic Faceplates
e PCS 7 Advanced Faceplates e

N ¥ E @ M @ @ @

During installation, always proceed in the order that |
is shown. T 0 TR

5. Installation of the Web client is complete.
Close Internet Explorer and reopen it to register for
process control.
The process pictures can be called once the Web
client has established a connection to the Web
server.

|
= T
e 83 © Wosras G 0 TG SRR rr

For more information about "Installing a Web client", "Process control on the Web client" and
"Settings", refer to the manual entitled "SIMATIC PCS 7 Web Option for OS"
https://support.industry.siemens.com/cs/document/109973496

Note

(Chapter: "Installation and settings for the Web client")

Beitrags-ID: 24023824 V10.0 10/2024 © Siemens 2024 114


https://support.industry.siemens.com/cs/document/109973496

Appendix

8. Appendix

8.1. Service and support
SiePortal

The integrated platform for product selection, purchasing and support - and connection of Industry Mall and Online
support. The SiePortal home page replaces the previous home pages of the Industry Mall and the Online Support Portal
(S10S) and combines them.

Products & Services
In Products & Services, you can find all our offerings as previously available in Mall Catalog.

Support
In Support, you can find all information helpful for resolving technical issues with our products.

mySieportal
mySiePortal collects all your personal data and processes, from your account to current orders, service requests and more.
You can only see the full range of functions here after you have logged in.

You can access SiePortal via this address:
Technical Support

The Technical Support of Siemens Industry provides you fast and competent support regarding all technical queries with
numerous tailor-made offers — ranging from basic support to individual support contracts.
Please send queries to Technical Support via Web form:

SITRAIN - Digital Industry Academy

We support you with our globally available training courses for industry with practical experience, innovative learning
methods and a concept that's tailored to the customer’s specific needs.
For more information on our offered trainings and courses, as well as their locations and dates, refer to our web page:

Industry Online Support app

You will receive optimum support wherever you are with the "Industry Online Support” app. The app is available for iOS
and Android:

Available on the ) A:J'uﬂnu APP OM
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Appendix

8.2. Links and literature
Table 8-1
No. Topic
\T\ Siemens Industry Online Support
https://support.industry.siemens.com
\2\ Link to this entry page of this application example
https://support.industry.siemens.com/cs/ww/delview/24023824
8.3. Change documentation
Table 8-2
Version Date Change
V1.0 10/2006 First edition V6.1 SP1
V1.1 11/2006 Revised V6.1 SP1
V1.2 05/2009 Revised V6.1 SP1
V2.1 09/2008 First edition V7.0 SP1
V2.2 12/2008 Correction of table 6-2
V2.3 05/2009 Revision V7.0 SP1
V3.0 05/2009 First edition V7.1
V3.1 05/2009 Revision V7.1
V3.2 11/2009 Extension of the document for V7.1 to include the PCS 7 Web Option (tested for PCS
7V7.1 and V7.0 SP2)
V2.4 12/2010 Note added:
The configuration described in chapter 6, "Master ES/OS and Standby OS" only works
in PCS 7 V7.0 SP3 if it has WinCC V6.2 SP3 HF8 or higher.
V3.3 09/2011 Note added:
The configuration described in chapter 6, "Master ES/OS and Standby OS" only works
in PCS 7 V7.1 SP2 and SP3 if it has WinCC V7.0 SP2 HF5 or higher.
V4.0 10/2012 First edition PCS 7 V8.0 Upd1
V4.1 11/2012 Adaptations in the following chapters:
e  Chapter 7 "Expansion with the PCS 7 OS Web Option"
e Chapter 7.1 "Web configurations”
e Chapter 7.2 "Web-specific hardware and software requirements”
New chapter:
e  Chapter 7.3 "Maximum number of Web client connections”
V4.2 01/2013 Introduction in chapter 6 "Master ES/OS and Standby OS" has been editorially
revised.
V4.3 05/2013 Test and declaration for PCS 7 V8.0 SP1
V4.4 09/2013 License adjustments in chapter 7.1. "Web configurations" in Fig. 7-1 "Web Option in
Single Station"
V5.0 02/2015 Test and declaration for PCS 7 V8.1
V6.0 06/2016 Test and declaration for PCS 7 V8.2
V7.0 1112017 Expansion of time synchronization in chapter 3 "ES/OS Single Station"
Test and declaration for PCS 7 V9.0
V7.1 02/2018 Step added (Configuring the standard server) in chapter 5.3.3 "OS configuration" OS
Client
V8.0 02/2022 Test and declaration for PCS 7 V9.1
V10.0 10/2024 Test and declaration for PCS 7 V10.0 and new documentation layout
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