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Warranty and liability

Note The Application Examples are not binding and do not claim to be complete
regarding the circuits shown, equipping and any eventuality. The Application
Examples do not represent customer-specific solutions. They are only intended
to provide support for typical applications. You are responsible for ensuring that
the described products are used correctly. These application examples do not
relieve you of the responsibility to use safe practices in application, installation,
operation and maintenance. When using these Application Examples, you
recognize that we cannot be made liable for any damage/claims beyond the
liability clause described. We reserve the right to make changes to these
Application Examples at any time without prior notice.

If there are any deviations between the recommendations provided in these
application examples and other Siemens publications — e.g. Catalogs — the
contents of the other documents have priority.

We do not accept any liability for the information contained in this document.

Any claims against us — based on whatever legal reason — resulting from the use of
the examples, information, programs, engineering and performance data etc.,
described in this Application Example shall be excluded. Such an exclusion shall
not apply in the case of mandatory liability, e.g. under the German Product Liability
Act (“Produkthaftungsgesetz”), in case of intent, gross negligence, or injury of life,
body or health, guarantee for the quality of a product, fraudulent concealment of a
deficiency or breach of a condition which goes to the root of the contract
(“wesentliche Vertragspflichten”). The damages for a breach of a substantial
contractual obligation are, however, limited to the foreseeable damage, typical for
the type of contract, except in the event of intent or gross negligence or injury to
life, body or health. The above provisions do not imply a change of the burden of
proof to your detriment.

Any form of duplication or distribution of these Application Examples or excerpts
hereof is prohibited without the expressed consent of the Siemens AG.

Security Siemens provides products and solutions with industrial security functions that

|_nforma— support the secure operation of plants, solutions, machines, equipment and/or

tion networks. They are important components in a holistic industrial security
concept. With this in mind, Siemens’ products and solutions undergo continuous
development. Siemens recommends strongly that you regularly check for
product updates.

For the secure operation of Siemens products and solutions, it is necessary to
take suitable preventive action (e.g. cell protection concept) and integrate each
component into a holistic, state-of-the-art industrial security concept. Third-party
products that may be in use should also be considered. For more information
about industrial security, visit http://www.siemens.com/industrialsecurity.

To stay informed about product updates as they occur, sign up for a product-
specific newsletter. For more information, visit
http://support.industry.siemens.com.
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1 Overview of the minimal configuration

1

1.1

Overview of the minimal configuration

There are various constellations possible when utilizing the engineering station in
process mode as an operator station or multiple operator stations with as few PCs
as possible. The following versions were selected according to their feasibility and
usefulness in the context of PCS 7.

The configurations shown here also include descriptions of solutions with
configurations that do not differ significantly from each other.

In general, particular functionality criteria must be considered when using the
engineering PC as an OS, because the OS project must be closed when
performing certain activities. This will also be discussed in more detail below.

ES/OS single-user system

The smallest of all configurations only requires one PC station.
Figure 1-1

ES/ OS

Process mode / functionality

Note

Since version 6.1 of PCS 7, the OS project can also be compiled when the runtime
is activated (change compilation). Thus, the operator and archiving functions are
given permanently.

The description and configuration instructions for this configuration can be found
in chapter 3 "ES/OS single-user system".

Alternatives / variations

The complete SIMATIC PCS 7 BOX package is also a good alternative.
It combines the AS, OS and ES in a compact PC system. A PROFIBUS interface
is also integrated to connect the distributed process 1/0.

The ES/OS single-user system can also be extended with the functionality of the
PCS 7 OS Web Server. You can find the corresponding instructions in chapter 7
"Expansion with the PCS 7 OS Web Option".

PCS 7 Minimal Configuration
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1 Overview of the minimal configuration

1.2 ES/OS client and OS server

With an additional PC station as an OS server, the ES can be used as an OS
client. This receives access to the data of the OS server in process mode and
visualizes them.

Figure 1-2

Terminal bus

ES / OS-Client (ON

Process mode / functionality

In PCS 7, the OS server may be used for operator functions when not more than
four OS clients are connected. In this example, if the server malfunctions, the
complete OS functionality fails. Besides this, the OS client must be terminated for
OS project changes occurring at a later stage. But the OS server keeps on working
permanently when compiling/loading changes.

Note The description and configuration instructions for this configuration can be found
in chapter 4 "ES/OS client and OS server".

Alternatives / variations

An advantage of this configuration is the possibility to connect additional clients
to the OS server in a relatively simple and inexpensive manner.

PCS 7 Minimal Configuration
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1 Overview of the minimal configuration

1.3

ES, Master OS and Standby OS

Three PC stations are required for the PCS 7—compliant implementation of OS
redundancy. Then, the ES fulfills exclusively engineering tasks and during
operation it only serves for testing OS functions.

Figure 1-3

Terminal bus

ES OS-Master OS-Standby

__ Redundancy

COM-Cable

Process mode / functionality

Note

Since the ES is not involved in the process mode, the operator functions of the two
OS single stations are permanently available. The OS remains active, even during
complete loading of project changes. The redundancy ensures mutual
synchronization, both when online and after the failure of one of the two partners.

The COM connection (RS 232 connecting cable) serves for the optimization of
internal server to server communication.

As from PCS 7 V7.0, a separate Ethernet connection (free on-board or additional
network adapter) can be used for redundancy connection as an alternative to the
COM connection.

The description and configuration instructions for this configuration can be found
in chapter 5 "ES, Master OS and Standby OS".

Alternatives / variations

For the low-maintenance systems primarily mentioned in this document, one can
often omit having a permanently present ES. When a temporary ES is rented for
configuring, commissioning and project changes.

In this example, the conceivable expansion with additional OS clients is not readily
possible because the two OSs are not installed with a server operating system.

PCS 7 Minimal Configuration
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1 Overview of the minimal configuration

1.4

Master ES/OS and Standby OS

In this configuration with two redundant OS single stations, one of the two stations
also serves as a simultaneous ES, which saves the need for a separate third
station.

Figure 1-4
Terminal bus
ES/OS-Master OS-Standby
Redundancy
[—— [
£ B . 2
I |
COM-Cable

Process mode / functionality

Note

In this example both PC stations work in process mode as redundant OS single
stations that balance off each other both in operation and after a failure of one of
the two partners. This is also relevant for later OS project changes, which require
the Master OS to be exited. In this case, the Standby OS takes over the master
role. It keeps on working permanently while compiling/loading changes and
updates the redundancy partner after it returns.

The COM connection (RS 232 connecting cable) is used to optimize the internal
communication between the two OS single stations.

As from PCS 7 V7.0, a separate Ethernet connection (free on-board or additional
network adapter) can be used for redundancy connection as an alternative to the
COM connection. For a complete loading, the runtime and OS must be turned off
and closed on both stations. During this time, no OS functionalities are available.

This configuration does not provide the entire PCS 7 functionality, since the
design of the redundancy is done by means of WinCC tools.

The appropriate restrictions during process mode and the differences in the
system behavior can be found together with the description and configuration
instructions in chapter 6 "Master ES/OS and Standby OS".

PCS 7 Minimal Configuration
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1 Overview of the minimal configuration

Alternatives / variations

For a PCS 7—compliant implementation of OS redundancy, it is recommended to
use three PC stations. With the change in the licensing scheme concept, PCS 7
V8.0 will require the same amount of license packages for this. The implementation
of redundancy with two PC stations is associated with some limitations

(see chapter 6.1 "Configuration description") and only saves you one computer
(hardware and Windows license), when compared to the PCS 7—compliant
implementation with a separate ES and two redundant OS single stations

(see chapter 1.3 "ES, Master OS and Standby OS").

Note The ES/OS single-user system can also be extended with the functionality of the
PCS 7 OS Web Server. You can find the corresponding instructions in chapter 7
"Expansion with the PCS 7 OS Web Option".

PCS 7 Minimal Configuration
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2 General/optional system settings

2

2.1

System bus

General/optional system settings

The system settings relevant for configuration are proposed in the following
section.

Bus connection of the PC stations

In the ES as well as in each server, a network card is used in "Configured mode"
for the system bus. On this network card, only the ISO protocol is enabled

for Windows. If a CP1623 exists, it is used for access to the system bus.

The parameter assignment is done in SIMATIC NetPro and in the HW Config

Terminal bus

2.2

Except for the configuration with only one ES/OS single-user system, all other PC
stations are otherwise also linked to the terminal bus. The required second network
card by the ES and the server is here set to "PG mode". This card is not configured
in SIMATIC NetPro and in the HW Config PCS 7 finds this network access via the
computer name or the specified path for the target machine that needs to be
entered in the object properties of the PC station. For this network card, only the
TCP/IP protocol (ho ISO) is activated in Windows.

Client PC stations are generally equipped with only one network card, with which
they are connected to the terminal bus. For this network card, only the TCP/IP
protocol (no 1SO) is activated in Windows.

Autostart of WinCC

The step instructions in this document specify that the OS project is opened in
WinCC Explorer of the OS servers and clients for the purpose of activating the
runtime.

This should be mostly avoided in the system, since there are generally no
configuration licenses(RC licenses) on the OSs. If the WinCC Explorer is open for
longer than two hours, WinCC switches to Demo mode and must be completely
closed (incl. runtime) and reopened for further configuration steps.

To activate the runtime automatically when the computer starts without having to
open WiInCC explorer, one can configure an automatic start for the project.

In conjunction with SIMATIC NET 2005 Edition (as from WinCC V6.0 SP3), the
WinCC tool "AutoStartRT" should be configured in "Set configuration console PC
station” in order to configure the WinCC automatic start:

https://support.industry.siemens.com/cs/ww/en/view/23061262

PCS 7 Minimal Configuration
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3 ES/OS single-user system

3 ES/OS single-user system

3.1 Configuration description

The single-user system is the smallest possible configuration. Both the ES and the
OS functionalities are provided by the same PC.

Hardware assembly
Figure 3-1

ES/OS

Plant bus

PCS 7 configuration

Figure 3-2
1Bl
File Edit Insert PLC View Options Window Help
D |84 Bl 28 > A% |we | mEn
_____ 10| |
=B E1_MP_Fij @ K5 MP_Lib
{1 Shared Declarations
@ K5_MP_Lib
£ Ki_MP (Plant View) -- D:\Mininimal\Projects\K1\1_MP_MP. . ] ]
-] K1_MP [l FMT1 [EaiRMT2
-1-£28 K1_MP_Prj
{1 Shared Declarations
{Ea] Plant
[+ g K5_MP_Lib
Press F1 to get Help, |PC internal Jocal. 1 4
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3 ES/OS single-user system

3.2 Required hardware and software licensing

Hardware

The following hardware is recommended for this configuration and can be ordered
via the Siemens mall. Your selected operating system and SIMATIC PCS 7 system
software is preinstalled on the PC station in its relevant scope.

Table 3-1
Station Product label Operating System bus transition
system
1 xES/OS | SIMATIC PCS 7 ES/OS IPC847D BCE | Windows 7 RJ45 network card
SIMATIC PCS 7 ES/OS IPC847D IE Windows 7 CP1623

Software licensing

The following section lists the software/license package required for this
configuration selection.

In the selected configuration as a single-user system, the number of POs is limited

to a maximum of 2000 units.

Table 3-2

Component

Software/license package

ES/OS

e SIMATIC PCS 7 ES Single Station (incl. 250 AS/OS runtime PO)
e SIMATIC PCS 7 AS runtime license
e SIMATIC PCS 7 OS runtime license (max. 2000 PO)

PCS 7 Minimal Configuration
Entry-ID: 24023824, V5.1,
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3 ES/OS single-user system

3.3

Note

3.3.1

Step-by-Step configuration

The following instructions have been created based on Windows 7 and PCS 7

V8.1.

A CP1623 is used as an example for the system bus transition.

ES configuration

Creating the multiproject

As a basis for the following instructions, the station must be physically connected
according to Figure 4-1(page 11). A multiproject must be also created on the ES,
where the hardware and software of the AS are already configured.

Creating a PC station
The PC station is created in the PCS 7 project the PC station that represents both

the ES and the OS.

Table 3-3
Step Activity Screenshot
1. Open the shortcut menu of the project in =loix

the component view and add a new PC
station via "Insert New Object > SIMATIC
PC station".

Change the name of the PC station to
match the name of the local computer on
the network.

Fle Edt Insert PLC View Options Window Help

0|8 4 B e (e 22 =

| & [[<No Fiter >

=128 K1_MP
% K5 pP_ Open Object
Cut Chrl4x

Gopy) lat; e

Paste. Ghrl

Cirl+Alt+0

e

Delete

SIMATIC 400 Station
SIMATIC 300 Station
PLC

Access Protection

PC5 7 License Information... SIMATIC 55
PG/PC

Shared Dedarations »

Plant Hierarchy »
SIMATIC BATCH » Industrial Ethernet

Rename
Object Properties. .

05 (Client)
Shared Declarations
Batch process cel

Project Documentation

Tnserts SIMATIC PC Station at the cursor position.

PCS 7 Minimal Configuration
Entry-ID: 24023824, V5.1, 05/2015
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3 ES/OS single-user system

Step Activity Screenshot
2. Open the HW Config of the PC station via =10l x|
File Edit Insert PLC View Options Window Help
the shortcut menu. D@27 % 86 6|8 % %> &1 |[<Ne Fer>
S K1_MP (Component view) -- D:\Mininimal\Projects\K1\1_MP_MP_\1_MP_MP |
=-{28] K1_MP Object name
-8 KI_MP_Pi
AS1
{13 Shared Dedlarations
@ K5_MP_Lib S
Delete Del
Access Protection
SIMATIC BATCH
Rename
3. From the object catalog (View > Catalog)
inserta i WinCC Appl. .
"WinCC application" and a network card of 3 TP 165
the type "CP1623". 3
4
5 |
3
7
[
9
10
11
12 hd|
4. Select the system bus from "Subnet" or set =
this by pressing the "New..." button. Generel  Peraetes |
Assign the corresponding MAC address to i il
the CP1623. LS
Deactivate the check box Lt etperlistans fixd
"IP protocol is being used". S c e
Click the "OK" button to confirm the i G
. Address: |—
settlngs. Subnet:
— not networked — New..
Properties
Delete
Cancel Help
5. Save and compile the configuration via the
menu command:
"Station > Save and compile..."
Close the HW Config
PCS 7 Minimal Configuration
14

Entry-ID: 24023824, V5.1, 05/2015



© Siemens AG 2015 All rights reserved

3 ES/OS single-user system

Configuring the PC station

Table 3-4

The function "Configure PC station" transfers project configurations to one or more

target stations.

Step

Activity

Screenshot

Configure the Station Configuration Editor
of the ES. To do this, select the PC station
of the ES and then choose

"PLC > Configure..." in the shortcut menu.

SIMATIC Manager - [K1_MP (Component view) - D:|\Mininimal\Projects ] =100 x|
(%] File Edit Insert PLC View Options Window Help =8 x|
D 827 % BE dio %% |[[< o Fiter »
E-ag] K1_MP Object name | Symbolic name | Tupe
=89 KI_MP_Pi o) Configuration PC station confic
. B AST B Juchlel P

CPU 41050 WARCE Appl WinCC Appiicati
CP 4431 R %

' Open Object Cl+alt+0

=]
: cut i
| B Shanl ooy cl4c
Paste Criy

oot oot

Access Protection

— |

3
Print >
SIMATIC BATCH 3

Rename F2
Object Properties... Alt+Return

. 2l

Configures a selectable target computer according to the structure or the selected PC station (initialfreconfigurs

Select the PC to be configured from
"Accessible computers:".

NOTE

If you have chosen the option "Identical PC
name

PC station name" via "Object properties"”,
the target PC to be configured appears
directly in the component configurator.

Use the "Show" button to display the
current configuration of the PC station.

Click on the
"Configure..." button.

configure x|

Local network connection:

ITermlnaI bz j
Accessible computers: &I
EShET

W Use configured computer name

Target computer:

JESyst

Dizplay... |

Meszages:

LCloze | Help |

PCS 7 Minimal Configuration
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3 ES/OS single-user system

Step

Activity

Screenshot

3.

In the window that appears you will see
how the PC station is configured.

Click the "OK" button to confirm this.

Configure: ESVEL ll

Sitation: |Esvs1

Index I Marme | Type
1 [} WinCCAppl | WinCC Appl
1 CP1e23 CP 1623

| Status I Cause -

13 =
o | ;I_I

@ The configuration iz possible. The configuration can be seen in the list
above.

Cancel | Help

Confirm the information dialog by clicking
the "OK" button.

x

If the component configuration is changed, the entire PC station
will be reconfigured and the existing database is lost.

" This can take several minutes.

Make sure that no communication or diagnostics is active over a

componentin the current configuration.

In the bottom window you will then see the
message: "Transfer completed
successfully."

Close the configuration dialog.

ﬂ

Local network connection:

ITermlnaI bz j

Update |

Accessible computers:
EShE1

¥ Use configured computer name

Target computer:

JESUa1
Configure. .. | Dizplay... |
Meszages:

Configuration running.

EShET:

Tranzfer completed successfully.
Configuration completed.

Help |

PCS 7 Minimal Configuration
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3 ES/OS single-user system

Configuring and loading AS-OS communication

In the following section, the connection is configured with NetPro and loaded in the

stations.

Note In case of a granular station configuration, the subnets of the individual sub-
projects must be first merged.
Table 3-5
Step Activity Screenshot
1. Open NetPro. i NetPro - [K1_MP_Prj (Network) - D:\Mininimal\-\K1\ ol x|
. . . %3 Network Edit Insert PLC View Options Wind elp =
Select the WinCC application of the I"ES S99 S e aa 8L Da W
and open the shortcut menu. Select "Insert =
New Connection".
Insert New
Highlight »
Download to current project 3
Rearrange
PlantBus Object Properties... Alt+Return
Industrial E-‘hem%
AS1
= EEET
‘HE E '\
2
. o
J Inserts a new connection in the connection table, v
2. Select the CPU of the AS in the Insert New Connection x|
"Connection Partner" window. O ey
Make sure that an "S7 connection" is (8] In the current projsct
selected under "Connection". ¢ =8P KI_MP_Pi
. . -El 451
Click t_he "OK" button to confirm the i
selection. Unspecified)
- All broadcast stations
B e All multicast stations
&a In the multiproject: K1_MP
@ In unknown project
- £
Praject: {KA_MP_Pi &
Station: jas
Module: IEF'U 410-58H
— Connection
Tupe: IS? cannechion j
W Display properties before inzerting
ak I Apply Cancel I Help |

PCS 7 Minimal Configuration
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3 ES/OS single-user system

Step Activity Screenshot
3. Under "Connection identification" in the £
"General" tab, change the "Local ID:" to a B et |
descriptive name, such as ASL. e o gt
Click the "OK" button to confirm the entry. ;f{nfgufmt"md ; "f;N
i Qe‘nd el Aing Mode messages [winCC Post
i~ Cannection Path
Logal Partner
End Cex Evs:gé{upp\ |pC‘SPL/41MH
Interface: [cp 1623 x| [cPasz1 ProRY/SE) |
Subnet [PrantBus [industral Ethemet] [PlartBus [Industrial Ethemet]
Address [oroc 2855 Er27 [08-00-06-01-00-00
Address Details.
Cancel Heb
4, Save and compile via Save and Compile x|
:"Network > Save and Compile...". S
" . . n ompile
Select "Compile and check everything". - _p ; o
Click the "OK" button to confirm the S RATRIE e SieE el b
selection. " Caompile changes anly
Ok I Cancel Help
5. Select the ES and download the gt Dt {icten_otinnesl =
connection via the shortcut menu: S8 %8 B audd5 Bl
"Download to current project > Selected
Stations". |
Download the AS in the same way. B, R omame o
m opy Crl+C
Then close NetPro. | pdee oe
Rearrange
PlantBus Object Properties... Alt+Return
Industrial Ethernet
< | _'ILI
| Dowrloads the selected stations (HW data, connection data, gateway data). [PCinternallocal. 1 [

Compiling and loading the user program

Compile the S7 program and download it to the AS.

Compiling the OS project
Compile the OS project in SIMATIC Manager.

PCS 7 Minimal Configuration
Entry-ID: 24023824, V5.1, 05/2015

18




© Siemens AG 2015 All rights reserved

3 ES/OS single-user system

3.3.2 OS configuration
Table 3-6
Step Activity Screenshot
1 Open the OS project. 4 WinCC Explorer - D: . = IDIEI

Select the OS project in the open WinCC
Explorer and select "Properties" in the
shortcut menu.

J File Edit Wew Tools Help

“s'||—'l.

..... Ill Tag Management

..... Mt Graphics Designer

----- ~+# Alarm Logging

..... J_l_l Tag Logging

a Report Designer

----- j :B Global Script

Text Library

----- 5 Text Distributor

----- ‘I'i']' User Administrator

----- £E Iﬂ Cross-Reference

----- g Redundancy

----- jj_,i User Archive

----- T_~:I Time synchronization
-3 Harn

----- ";'- Picture Tree Manager
L) Lifebeat Monitoring
----- #, 05 Project Editor

----- J | ] Component List Editor

% SFC

----- " Web Mavigator

Press F1 for Help.

PCS 7 Minimal Configuration
Entry-ID: 24023824, V5.1, 05/2015

19



© Siemens AG 2015 All rights reserved

3 ES/OS single-user system

Step

Activity

Screenshot

2.

Select "Single-user project” in the
"General" tab under "Type:".

Confirm your selection and the displayed
message by clicking the "OK" button.

Project Properties p

Operating Mode | User Interface and Design
Genersl |  UpdateCycles |  Shomouts | Options

General data of the cument project.

=

Type:
Creator: I‘f\-'lr.CC-Pr\:-ject-Manager

Creation date:
Changed by:
Last change:
Version: I

GUID: CC.05:1 14 12 1613 45 21

|12/16/2014 1:45:22 PM

IWin[I:—iject-Manager

[1z18/20142.23.36 FM

o]

Cancel |

Project Properties

4% A change from a multi-user to a single-user or WiNCC dient project
| J! will delete all configured dient computers from the computer list.
Click on <OK> to perform this change,
or on <CANCEL > to keep the multi-user project.

o |

X

In the "Options" tab, select the option
"Allow activation on the ES ".

Project Properties p

Operating Mode | User Interface and Design
Gererl |  UpdateCycdles |  Shotcuts Options

Additional project options

I~ Help available in Runtime:
¥ Color conversion when printing messages
[¥ Export text files as Unicode

[~ Multiuser engiheenng

Besources |

C scripts with language setting "Dynamic” in Runtime:

Operating system language for non-Unicode programs j

This option disables the project activation interlock on the ES.

oK I Cancel

PCS 7 Minimal Configuration
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3 ES/OS single-user system

Step Activity Screenshot
4. Click on the "No" button, in order to ]
prevent the deletion of the startup list.
I-"'.-_ ] The project type was changed.
&' Do youwant to delete the startup list?
Yes Mo
5. Close the WinCC Explorer.
NOTE
Changes take effect only after closing and
reopening the WinCC Explorer.
3.3.3 Activating the runtime
After the OS project is closed, open it again and activate the runtime.
3.34 Particularities when loading the OS project changes

If the OS and ES are operated on a single PC, you have to perform a loading
operation because all required data is already available. Here it's enough to run the
"Compile OS" function.

Just like the function "Download changes", you can run the function "Compile
changes" in the single-user system without exiting the process mode on the OS.

PCS 7 Minimal Configuration
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4 ES/OS client and OS server

4 ES/OS client and OS server

4.1 Configuration description

In a server-client structure with only two computers, the ES serves simultaneously

as an OS client. 3 PCs should be provided in this configuration.

Figure 4-1

ES/OS-Client

Terminal bus

(0N

Plant bus

PCS 7 configuration

Figure 4-2

=
File Edit Insert PLC View Options Window Help
DE’H%‘?@H{,EJ&”?%HE TE'E ok ||=NOFi|ter>

ol

@[] winCC Appl €
=B

- @[] winCC Appl
SR =Y

o [f winCCappl —

{{] Shared Declarstio
Pl D

E= K2_MP_MP (Component view) -- D:\Mininimal\Projects\K2\K2_MP_MP\K2_M_MH

Press F1 to get Help.

{7 Shared Declarations

E= K2_MP_MP {Plant View) -- D:\Mininimal\Projects\K2\K2_MP_MP\K2_M_MP

E-{2a] K2_MP_MP
- K2_MP_Fi

K2_MP_Pij
@ K2 MP_Lib
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4 ES/OS client and OS server

4.2 Required hardware and software licensing

Hardware

The following hardware is recommended for this configuration and can be ordered
via the Siemens mall. This ensures that the appropriate amount of operating

systems of your choice and SIMATIC PCS 7 system software are pre-installed on
the PC stations.

Table 4-1
Station Product label Operating system System bus
transition

ES/OS client SIMATIC PCS 7 ES/OS IPC847D Windows 7 RJ45
BCE network card
SIMATIC PCS 7 ES/OS IPC847D IE | Windows 7 CP 1623

OS server SIMATIC PCS 7 ES/OS IPC847D Windows Server 2008 R2 | RJ45
BCE network card
SIMATIC PCS 7 ES/OS IPC847D IE | Windows Server 2008 R2 | CP 1623

Software Licensing

The following section lists the software/license packages required for this
configuration selection.
An OS server can provide up to 12,000 POs with the corresponding software

package, depending on the project size. In addition to engineering software, an OS
client software must be also installed on the ES.

Table 4-2
Component Software/license package
ES/OS client e SIMATIC PCS 7 AS/OS Engineering Software V8.1 (PO unlimited)

e SIMATIC PCS 7 AS Runtime License
e SIMATIC PCS 7 OS Software Client V8.1

OS server e SIMATIC PCS 7 OS Software Server V8.1
e SIMATIC PCS 7 OS Runtime License (max. 12000 PO)

PCS 7 Minimal Configuration
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4 ES/OS client and OS server

4.3 Step-by-Step configuration

Note The following instructions have been created based on Windows 7 and
PCS 7 v8.1.

CP1623 are used as an example for the system bus transition. Time
synchronization is activated.

The PC stations used in the test setup are called:

e ES/OS client: ESV81
e OSserver: SV

431 Preparatory activities

Create a project folder on the OS server and enable it. This allows the OS data
configured on the engineering station to be transferred to the OS server.

4.3.2 ES configuration

Creating the multiproject

As a basis for the following instructions, all PC stations must be physically
connected according to Figure 4-1(page 22). A multiproject must be also created
on the ES, where the hardware and software of the AS are already configured.

Then you begin from the following CPU and CP settings.

PCS 7 Minimal Configuration
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AS settings
This example describes a way in which the OS server predetermines the master
time.
Note More time synchronization possibilities are described in detail in the following
manuals:
e SIMATIC Process Control System PCS 7 Operator Station (V8.1)
e SIMATIC Process Control System PCS 7 Time synchronization (V8.1)
Table 4-3
Step Activity Screenshot
1. Open the HW Config for the AS. =lolxi
s | t the CPU and choose "Ob'ect @) Station Edit Insert PLC View Options Window Help =18 x|
elect the LF 4 [DEeR %8 oo da 0oO[8 e
properties..." in the shortcut menu. -
A Ps 407 104
Copy Ctrl+C
Paste G+
IF1 Insert Multi-Contraller Device
IF2
X5 PNHOXS Replace Object...
X5PTR Port T Add [Master Systen
X5P2R Port 2 Disconmnect Master Systen
X3 PN-IGXE Master System Isothronous Made
XePiR | Por? Insert PROFINET IO System
XEPZR ot 2 Disconnect PROFINET IO System
5 i CP 4431 PROFINET 10/ Dormain Management, ..
X1 PNAO PROFIVET 10 Topology.
XIPTR Poi 1 PROFINET 10 Mult-Cantraller Devices.. .
éﬁ 2R . PROFINET 1€ Isachronous mods:
= Specify Module!
Delete Del
GoTo »
Filter Assigned Modules
MoritarMadify:
: Alt+hetun |8 i
B e e ]
:[!l [0) UR2ALU Assign Asset ID...
Siat Module Product Suppert Information Ctrl4F2
5 |
T i e
3 CPU 410-5H SIMATIC POM 12
- Start Device Too|
Displays properties of the selected object for editing. y
2. Switch to the "Diagnostics/Clock" tab. Properisc= =M= B =

In the "Clock" section, set "Synchronization | = &=z | s= | ?,;‘f?;;";ﬂ:‘"%ﬁiﬂﬁ“i%l@ﬁ?“T ——

Type - As slave".
Click the "OK" button to confirm the

selection. I Acknowledgment tiggered reporing of SFBA3-35
Number of messages in the diagnestics bufer. [s200
- Clock.
Synchronization Synchronization Type Time Interval
Inthe PLC [as siave ] [t =
0 the P [ons =] [None =
Drthe bE [Nene I 7]

Comection factor o ms
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4 ES/OS client and OS server

"Station > Save and compile...".
Close the HW Config

Step Activity Screenshot
3. Open the shortcut menu of the CP and "wmﬁg - [AS1 (Configuration) -—K2_MP Pl =Ioix|
. - Staton Edit Insert PLC View Options Window Help =1 %]
select "Object properties...". - _ =
L T =
£
1 PS 407 10A =
3 CPU 4105H
X1 ; oF
IF1
IF2
X5 PNIOXE
XEPIR Port 7
XEP2R Port 2
xz PNIOXE
XBPIR Port 7
XBP2R Port 2
X1 PN Copy Cirl+C
XIPIR Poit 7 Paste g
XIP2R Pot 2 Insert Multi-Cantroller Device
5
= Replace Object. ..
Add Master System
Disconnect [Master System
[aster, System Isachronots Mode
Tnsert FROEINET [ESysten
Discomnect PROEINET TG Systent
PROFINET 1 Dornain Management., .
PROFINET 1O Topology.. .
PROFINET 10 Mulki-Contraller Devices.. .
PROFINET 12 Isochtanous mods
-
4 | Specify Madule, .. L'_I
Delete Del
4 = | ) URzaLU
_‘_I GoTo 3
Slat Module  Filter Assigned Modules
1 FS 407 10 -
[Manitar/Modify:
3 CPU MO e b,
— Object Properties... Alt+Return =]
Open Ghijsct With.., CEH Al
Displays properties of the seler - oo b 4
4. Switch to the "Time synchronization” tab. Propertics = CESEEIE RIS x|
. . SNMP Web | Diagnostics
Activate the check box "Accept time of day =1 =1 'Om e e '
on CP and forward". Pt b
coept time
Click the "OK" button to confirm the e i s I Use copected tme
. * Asomatic " From station " From LAN
setting. vy
™ Activate NTIF time-of-day sunchronization
I | Timie-ot-day spnchronization o the full minute
I | sccepttine of day fram nonesynchionized NTP servers
I | Forward time of day to station
NIP server addiesses (P addiesses]:
B
Delete
Tiime 2one [GMT <01:00) Besin, Bem, Brussels, Rome, Stockholm, Vienna =1
Update inteival [secards]: ]
(Fangs of values 10 - B5400]
==
5. Save and compile the configuration via:

PCS 7 Minimal Configuration
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4 ES/OS client and OS server

Setting up the ES PC station
In order to test the OS project on the ES, create a PC station for the ES with the

WinCC application.

Table 4-4
Step Activity Screenshot
1. Open the shortcut menu of the project in -lol
the component view and add a new PC TETL ot e Mo Souons fden TP
comp ! O |Ber] % &) 5" & [ Vo>
station via "Insert New Ob]eCt > SIMATIC £3 K2_MP_MP (Component view) —— D:\Mininimal\Projects\K2\K2_MP_MP\K2_M_MP
PC station". BT 251
) =B Open Object Crl+alt+0
Change the name of the PC station so that A — s
it matches the name of the local computer = o
on the network. S =
SIMATIC 400 Station
SIMATIC 300 Station
SIMATIC H Station
= SIMATIC PC Station
Access Protection Other Station
PCS 7 License Information. .. SIMATIC 55
PGJPC
Shared Dedarations
MPIL
Plant Hierarchy Ty
SIMATIC BATCH Industrial Ethernet
PTP
e B Foundation Fieldbus
Object Properties... Alt+Return
57 Program
Preconfigured Station...
0s
05 (Client)
Shared Dedarations
Batch process cell
Praject Documentation
Inserts SIMATIC PC Station at the cursor pasition, A
2. Open the HW Config of the PC station -loix|
. h hortcut menu File Edit Insert PLC View Options Window Help
via the s : [0 2| 5 B [0 %)%
{=al K2_MP_MP
B8P K2_MP_Fy Open Object Ctrl+Alt+0
sl il e Chrl
Copy, ChlC
Paste Crl
Delete el
Access Protection 13
SIMATIC BATCH »
Opens selected object. Rename F2 7
3. From the object catalog ("View > Catalog")
insert a "WinCC application” and a network | [7j TheC App. B
card of the type "CP1623". 3 CP 1633
3
4
5 |
5
7
8
9
10
11
12 id
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4 ES/OS client and OS server

Step Activity Screenshot
4. Select the system bus from "Subnet” or set | EEEIEEEIE Tl I =]
this by pressing the "New..." button. Generd  Paranctes |
Assign the corresponding MAC address Bl R
to the CP1623. K et
Deactivate the check box "IP protocol is L ompciieaaoid
being used". Fier Gl
. . Shhis 7 Jse rauter
Click the "OK" button to confirm the ——
settings. Subret:
— not networked — New..
Properties
Delete
B Help
5. Open the shortcut menu of the CP1623
and select "Object properties...".
3 | Copy crl+c
4 Paste bl
5
6 Replace Cbject...
7 Aadd Master System
2 Discanmeck Master System
5 IMaster Systemn Isochranous Mode
10 Insert PROFINET I System
il Disconnect BROFIMET 16 System
12 PROFINET: [0 Domain Management, .
PROFIMNET IO Tapalagy..
PREFINET 10 [sochronaus mode
Specity Module. ..
Delete Del
Go To 3
Filter Assigned Modules
IonitoryMadify
Edit: Symbols, ..
Object Propet . Alt+Return
Open Objeck With, .. Chrl-alt+0
Change Access k
6. Go to the "Options" tab and select the =
check box "Time of day". Geneal| Aesgrnert Optrs | Diaross |
Click the "OK" button to confirm the e e
selection. £ Shator e condd
& Slave ftime receiver)
Send Keep: for i
’7|7 Aotivate (30 seconds] ‘
Settings for TCP protocal
IVNDIS IP address ‘
o |t
7. Save and compile via the menu command:
"Station > Save and compile...".
Close the HW Config
8. In SIMATIC Manager, delete the OS
optional | application of the ES PC station, as this
is not needed in our example.
PCS 7 Minimal Configuration
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4 ES/OS client and OS server

Setting up the OS server PC station

Table 4-5
Step Activity Screenshot
1. Open the shortcut menu of the project in =gl
. File Edit Insert PLC View Options Window Help
the _compoqent view and agd anew PC DS |25 L ke %t o
station via Insert NeW ObIECt > SIMATIC £ K2_MP_MP (Component view) -- D:\Mininimal\Projects\K2\K2_MP_MP\K2_M_MP
PC station". @) K2 MP_MP_ 851
B[ Gpen object ctl+alt+o
@ K2_MP_Li
Ut ChrlHR
Copy ChrlhC
Paste. Chrf
Delste el
ject SIMATIC 400 Station
Multiproject » SIMATIC 300 Station
PLC
Access Protection
PCS 7 License Information... SIMATIC 55
Shared Dedarations 3 RS
Prer—" =
SIMATIC BATCH » Industrial Ethernet
SR D ?:;danon Fieldbus
Object Properties... Alt+Return
57 Program
Preconfigured Station. ..
0s
05 (Client)
Shared Dedarations.
Batch process cell
Praject Documentation
Inserts SIMATIC PC Station at the cursor position 4
2. Open the HW Config of the PC station via -lolx|
h hOI’tCUt menu File Edit Insert PLC View Optons Window Help
the s . D= |24 2 b %%
El-{an] K2Z_MP_MP
=18 K2_MP_Pij
: A3l Cirt
: Copy 4+
| B0 Shered Declarations ||| e S,
- K2_MP_Lib Delete e
Access Protection »
SIMATIC BATCH »
e Rename F2 7
3. From the object catalog ("View > Catalog")
insert a "WinCC application” and a network | [7 WG Bopl, B
card of the type "CP1623". 3 CP 1633
3
4
5 |
5
7
8
9
10
11
12 id
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Step Activity Screenshot
4. Select the system bus from "Subnet" or set x|
this by pressing the "New..." button. Generd  Paranctes |
Assign the corresponding MAC address to Bt el e
the CP1623.
Deactivate the check box "IP protocol is
being used". Fier Gl
. . Shhis Slueal 7 Jse rauter
Click the "OK" button to confirm the ——
settings. v
— not networked — New..
Properties
Delete
Cancel Help
5. Open the shortcut menu of the CP1623
and select "Object properties...".
3 | Copy ctrl+C
4 Paste bl
5
6 Replace Cbject...
7 Aadd Master System
2 Discanmeck Master System
5 IMaster Systemn Isochranous Mode
10 Insert PROFINET I System
il Disconnect BROFIMET 16 System
12 PROFINET: [0 Domain Management, .
PROFIMNET IO Tapalagy..
PREFINET 10 [sochronaus mode
Specity Module. ..
Delete Del
Go To 3
Filter Assigned Modules
IonitoryMadify
Edit: Symbols, ..
Object Propet . Alt+Return
Open Objeck With, .. Chrl-alt+0
Change Access k
6. Go to the "Options" tab and select the =]
check box "Time of day". | i [ D
Click the "OK" button to confirm the ik
. Sima o o
setting. € Haste e sender
& Slave fime receiver}
Send Keepalives for Connection:
[F Activate (20 secands) ‘
TCF pr
’VNDIS IP address ‘
Crca | _tep
7. Save and compile via the menu command:
"Station > Save and compile...".
Close the HW Config

PCS 7 Minimal Configuration
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4 ES/OS client and OS server

Step Activity Screenshot
8. In SIMATIC Manager, open the properties x|
dialog of the OS server's OS project. Genera Target 05 and Standby OS Comauter |
Switch to the "Target OS and Standby OS Pathto the Target 05 Computer
Computer" tab. I Search.. |
Select < none > under "Standby OS". Symbolic compLter name
Then click the "Search..." button. &
Standby OS5
I(nune > j
[¥ Create/update archive tags
[~ Transferto extemal archive server
Concel
9. Navigate via the drop-down list to the =
shared project folder of the OS server bl '"“IW”“'“'”"’“'”S‘“”“ S -
PR File name: | OS_Server.mcp =
(see 4.3.1 Preparatory activities). B 3
Click the "Save" button.
A
10. In the text box, select the path "Path to x|
Target OS Computer”. G ek O i Sy 05 Gt |
Click the "OK" button to confirm this. Path to the Target O Computsr
[\\SV\Projects\OS _Server\OS_Server mop Search ... |
Symbolic computer name
Jsv
Standby OS
[cnone > =
Fiaet o ahivic
[~ Transferto extemal archive server
oy Cacs
11. Confirm the information dialog by clicking [s7omwine =l
the "Yes" button.
After changing the target path or after assigning a standby OS,
;lf& the online modification capability gets lost.
Additionally, the OS needs to be newly compiled, the packages for
the dients are to be updated and an entire loading
of all assigned OS5 servers needs to be executed.
Do you wish to execute the changes?
Yes MNo |

PCS 7 Minimal Configuration
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4 ES/OS client and OS server

Setting up the Client PC station

Table 4-6
Step Activity Screenshot
1. Open the shortcut menu of the project in s e BEE
the component view and add a new PC D=8 ) B e % e EEE
station via "Insert New Object > SIMATIC = Sl
o S R
PC station". BB e cutsao
% ga‘ it et
FER o
Dielete: Del
SIMATIC 400 Station
SIMATIC 300 Station
Other Station B
PCS 7 License Information. .. SIMATIC 55
Shared Dedarations 13 ESEC
Plant Hierarchy 3 :::mws
% Industrial Ethernet
e i ::mmwm
Object Properties... Alt+Return
57 Program
Preconfigured Station...
05
05 (Client)
Shared Dedarations
Batch process cell
Project Documentation
Inserts SIMATIC PC Station at the cursor position. A
2. Open the HW Config of the OS client's PC | [FEiamer e =1ix]
Statlon File Edit Insert PLC View Options Window Help
' D |8 @ s Pelde %t 1 [[ <o Fter>
(% K2_MP_MP (Component view) -- D:\Mininimal\Pr 1Ol x|
-] K2_MP_MP
g B K2 _MP_Py Open Ohject Cirl+Alt+0
431 Cut b
g E;vm Copy Chrl+C
B o Paste Gk
{7 Shared Declarations Dielete D
@ K2 MP_Lib
Access Protection »
SIMATIC BATCH 13
Rename F2
Opens selected object. A
3. From the object catalog (View > Catalog) = (0) FC
insert a WinCC application client.
1 WinCC Appl. Client N
2
3 .
4
5
[
7
6 hd|
4, Save and compile via the menu command:
"Station > Save and compile...".
Close the HW Config

PCS 7 Minimal Configuration
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4 ES/OS client and OS server

PC on which the operation of the client is
intended. In the present configuration, this
is the ES PC.

Click the "OK" button to confirm the entry.

Gereral | Settings | Configuration |

Step Activity Screenshot
5. In SIMATIC Manager, open the shortcut [ SHATIC Manager k2 PP =1oj =]
menu of the client's PC station and select T O s RS WeW s W bon
"Object properties" D& |87 4% Be e %)% |[ <o Fitar>
j p p ) #% K2_MP_MP (Component view) — D:\Mininima =lol =]
5] K2_MP_MP Configuration
MP_Prj inCC Appl. Client
Open Object Cirl+AlE+0
Cut Chrl+x%
Copy Ctrl+C
OKE‘MP Paste ASEH
Delete Del
PLC »
Access Protection »
Print »
SIMATIC BATCH »
Rename F2
Displays properties of IRt el i L) A
6. Under "PC name:" enter the name of the [Properties -SIMATICPCStaton =

Name: Jeu
Project path: |K2_MP_F‘|3\CL :~|
Storage location “Mininimal\Projects\KZ\K2_MP_MP'K2_M_Prj -
of the project -
Author: |
Date created. 01/14/2015 03:17:49 PM
Last modified 01/14/2015 03:24:41 PM

Computer name

I™ Computer name identical to PC station name

Computer name: ESV81

G| __tob
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Configuring all relevant PC stations

The function "Configure PC station" transfers project configurations to one or more
target stations. First configure the local Station Configuration Editor of the ES and
then the OS connected to the system bus.

Table 4-7
Step Activity Screenshot
1. Configure the Station Configuration Editor b STHATI e
. File Edit Insert PLC View Options Window Help
of the ES. To do this, open the shortcut D& |85 5 & s %
menu Of the ES and Choose "PLC> % 5_MP_MP (Component view) - D:\Projects\K3\3_MP_MP\3_MP_MP.
. " (28] 5_MP_MF onfiguration
Conflgure e & =B 5_MP_FY| \Sf\nEgEA;DI.
& AsE0 P 1623
=, oD P 1623(2)
=) WinCC Appl. Client
o
it Open Object cri+alt+0
(%I g\c cut cirl+x
eTe] e
Delete Del
Boicat cot
il Y Gl D o DB :
Rename F2 I
Object Properties... Alt+Retun Sopme
2. Select the PC to be configured from Configure

"Accessible computers:".

NOTE

If you have chosen the option "Identical PC
name to PC station name" via "Object
properties”, the target PC to be configured
appears directly in the component
configurator.

Use the "Show" button to display the
current configuration of the PC station.

Click on the "Configure..." button.

Lozal netwark connection:

X
&

Wpdate |

ITerm:naI bus

Accessible computers;

ESYE1
SY

v Uze configured computer name

Target computer:

[ESHva

Dizplay... |

Meszages:

LCloze | Help |
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Step Activity Screenshot
3. In the window that appears you will ]
see how the PC station is configured. Statior: Fsvan
Click the "OK" button to confirm this Indiléﬂe [ Tvpe [ Status [ Cause =
H 1 WiAnCC Appl. WiAnCC Appl.
Settlng' 2 % CF 1623 CF 1623
3
4
5 el
B
7
g
9
10
1
12
12 =
4] | _»l_I
@ The configuration is possible. The configuration can be geen in the list
above,
Cancel | Help |
4. Confirm the information dialog by clicking finformation x|

the "OK" button.

\ If the companent configuration is changed, the entire PC station
.__l:_\_ will be reconfigured and the existing database is lost.
" This can take several minutes,
Make sure that no communication or diagnostics is active over a
companentin the current configuration.

(o]

5. In the bottom window you will then see

the message: "Transfer completed
successfully."

Close the configuration dialog.

x

Local network connection:

IT»:-rrmnal bus ;I
[Update |

Accessible computers:
ESVS

[V Use configured computer name

Target computer:
[ESve

Display... I

Messages:

Configuration running.

ESV81:

Transfer completed successfully.
Configuration completed.

Close | Help
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Step

Activity

Screenshot

Configure the Station Configuration Editor
of the OS server as shown in steps 1 to 5.

Configuring and loading AS-OS communication

In the following section, the connections between the PC stations and the AS are
configured in NetPro and loaded in the individual stations.

Note In case of a granular station configuration, the subnets of the individual sub-
projects must be first merged.
Table 4-8
Step Activity Screenshot
1. Open NetPro. HENetPro - [K2_MP_Prj (Network) -- Dz\Mininima b P =] |
) i i B8 pNetwork Edit Insert PLC View Options Window Help =181 x|
Select the WinCC application of the ES IR T e
and open the shortcut menu. Select "Insert -]
New Connection".
AS1
i mm |
2
| Ethernet
ESV81 sv
B e e

Highiight »

Download to current praject »

Rearr: e
L il

WinGi ObjectProperties... Alt+Return
(] | AP
Client
4 | |
| Inserts a new connection in the connection table. 4
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Step Activity Screenshot
2. Select the CPU of the AS in the |
"Connection Partner" window. i s e
Make sure that an "S7 connection” (8] In the current projsct
is selected under "Connection". -2 K2_MP_Pi
. ~in ) R
géllzlz;k(;i OK" button to confirm the
- )l broadcast stations
- Al multicast stations
[]--@ Ir the multiproject: K2_MP_MP
@ I unkhown praject
: &
Project: {K2_MP_Pi 3
Station: jas
Module: IEF'U 410-58H
— Connection
Tupe: IS? cannechion j
¥ Display properties before inserting
ak I Apply Cancel I Help |
3. Under "Connection identification" in the =
"General" tab, change the "Local ID:" B [l
to a descriptive name, such as ASL1. [Erareeie e
Click the "OK" button to confirm the Ll o best
. ¥ | Estabilish an active cormestion VFD Name:
entries. I8 51 erat i e sais [WinCE Appl
- Connection
Logal Partner
Eaport: [ |gL/Q1MH
Interface: [cp 1623 | [cPasz1 PrioRasss =l
Subnet: [PlantBus [industrial Ethemet] [PlantBus [Industrial Ethemet]
Address | TEEEFEREE [szoc06 070000
Address Details
Cancel Heb
4, Repeat steps 1 to 3 for the connection of x|
the OS server to the AS. _
When doing this, it is important that the e
connections of the ES and the OS server (¥ Compie and check everything
to the AS have the same name. (| Coupide changes ok
When ready, save and compile the
configuration via the menu command:
Network > Sa.we and Complle.... . ’TI Cancal Help
Select the option button "Compile and
check everything" and confirm your
selection with the "OK" button.
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4 ES/OS client and OS server

Step Activity Screenshot
5. Select the ES and download the iuecrro, (k2 me_Pr (network) S Bl
98 Network Edit Insert PLC View Options Window Help =18l

connections via the shortcut menu:

Stations".

the same way.
Then close NetPro.

S8 G B dald8 S Bl

"Download to current project > Selected

Download the OS server and the AS in

AS1

8 CPU__DF PN_PN_[CP IPNID
4105H | 108|108 4831 |

Rearrange

Stations l

nd Partner Stations

Object Properties...

=
=] | Aerl.
Clent

d . o
| Downloads the selected stations (W data, connection data, gateway data). [PCinternal.ic
Compiling and loading the user program
Compile the S7 program and download it to the AS.
Compiling the OS server project
Compile the OS server project in SIMATIC Manager.
Make sure to make the correct OS assignment to the server in the plant view.
PCS 7 Minimal Configuration
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4 ES/OS client and OS server

Assignment of server packages

Table 4-9
Step Activity Screenshot
1. Select the OS application of the OS client =1o] x|
and choose "Assign OS server..." in the T B e den e
shortcut menu. D@87 s 20 de %
¥ K2_MP_MP {(Component view) -- D:\Mininima =10 x|
=] K2_MP_MP
=8P K2_MP_Pi
R Ast
B8 L
E| ‘WinCC Appl. Clier
E;.\J’E1 Open Object Cirl+Alt+0
8 v
¢ -] Shared De 21 an
-8 K2_MP_Lib Copy. fhae
Raste CEF Y
Delete Del
PLC 3
Access Protection (3
Compile Ctrl+48
Display load log...
Assign OS server...
Print 3
SIMATIC BATCH (3
1 | Rename F2
Server-server andor server- hiecBnetes i et 4
2. Select the corresponding OS project and x|
confirm your selection with the "OK T T ]
button. [FK2_MP_Pri - OS_Server sV
oK I Cancel Help
|ThE WinCC project was opened A
PCS 7 Minimal Configuration
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4 ES/OS client and OS server

the package with the "OK" button.

Step Activity Screenshot
3. Confirm successful downloading of |05 server assignmentforosC

The procedure was completed without error

The procedure was completed without error

oK Cance]
v
4.3.3 OS configuration
Activating the time synchronization
On the ES, the necessary settings must still be activated in the OS projects of the
OS server and OS client.
Table 4-10
Step Activity Screenshot
1. Open the OS server project. =lolx|
File Edit Insert PLC View Options Window Help
D B0 % @ dn |2 %)% =] (5] [[ <o Fiter>
3 K2_MP_MP (Component view) -- D:\Mininimal\Proj 1ol x|
=-{=al K2_MP_MP fr RMT1
=89 K2 MP_Py 4 AMT2
- 451
i B
- Esvel
B sV
E] winCC bopl
ke W i o o ek
=@ K2 MP_Lib o S
Copy ctl4C
Paste. Cerl 4,
Delete Del
Insert Mew Object 3
PLC L4
Access Protection »
Compile Ctrl+B
Display compilation log...
Display load log...
Generate server data
Assign OS server...
Start OS5 simulation
Import WinCC objects.
Print »
Plant Hierarchy 3
SIMATIC BATCH 3
Rename F2
Object Properties. .. Alt+Return
Opens selected object. A
PCS 7 Minimal Configuration
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4 ES/OS client and OS server

Step Activity Screenshot
2. Open the editor "Time Synchronization” 2l x|
from the shortcut menu. ~ General Seltings
[ Uze time receive: ulili \LI
Activate the check box "Synchronization I Daastivate fine synchionization Cancel |
via System Bus (Master, Slave)".
Se'eCt "CP1623(|SO)" under "ACCGSS point — Sunchronization via Temminal Bus [Slave)
1" and activate the Option button "Master" € Use the time fiom & connected WinCE senver
. " " . ' € Use the time fom & speciiic computer:
Click the "OK" button to confirm the
selection. Smeneis | 2
Camputer Z: I J
NOTE = Let time be sebby extermal [(3rd - party] comporents
If' in contrast to the 0os server, the ES —v Sunchrorization via Spstem Bus [Master, Slave)
does not have a CP1623, then activate et
the option Dnlsplay symbolic name 01_‘ the EEEE =  Master
access point" and select the appropriate £ Slave
access point.
—Access point
Nories j € Master
= Siave
™ Display symbolic name of the access point
— Process controlling messages Project documentation—
v Send once ¢I
Send every _l: mintes ﬂl
Setup I
3. Close the OS server project.
4. Open the OS client project. [l smaTicmanager 2 MP BP0 P8 = 5]
File Edit Insert PLC View Optons Window Help
O 2% % B2 dnllo 252 | e it
£ K2_MP_MP (Component view) — D:\Mininimal\Pre =101]
-2l K2_MP_MP
B-Ep K2 MP_Py
= A5
=&, oL
- [ WinCE Appl. Clier
il
-2 Esve! Open Object Ctrl-+Alt+0
E"’é'__ ? wince | Cut i+
0y 05 Copy Cirl+C
-2 Shared Dedl  Paste Chrl4
B K2_MP_Lb T o
PLC 3
Access Protection (3
Compile Ciri+8
Display load log...
Assign OS server...
Print (3
SIMATIC BATCH 3
Rename F2
Object Properties... Alt+Return
‘ N
Opens selected object. 7

PCS 7 Minimal Configuration
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4 ES/OS client and OS server

Step Activity Screenshot
5. Open the editor "Time Synchronization" 2l
from the shortcut menu.  General Seltings
. " . . ’ . 0K
Activate the check box "Synchronization T Use time receive uiiy \_I
via Terminal Bus (Slave)" and select "Use [~ Deactivate time synchicrization Cancel |
the time from a connected WinCC server".
CI|Ck the ||OK|| button to Confil’m the —I¥ Synchronization via Teminal Bus [Slave)
selection &+ Use the time from 2 connected WinCC server
= Use the time from a specific computer:
Camputer 1: I J
Camputer 2 | J
~ Let time be set by external [3rd - party) components
— Surichronization via System Bus [daster, Slave]
—Access point |
€ baster
I J = Slave
FAccess pojtt
£ taster
J " Slave
I™ | [isplay sumbalic name of te access poikt
— Process controlling messages—————————— Project documentation —
¥ Send once Print |
Send even _l: rmittes ﬂl
Setup I
6. Close the OS client project.

PCS 7 Minimal Configuration
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Downloading the OS project to the OS server

After the time synchronization is configured on the ES side, download the OS

project to the OS server.

Table 4-11
Step Activity Screenshot
1. In SIMATIC Manager, select the OS Bl stvaTic Hanager k2. WP MR =loixl
. File Edit Insert PLC View Options Window Help
project of the OS server and select D= e Be @ %) <o rters
the context menu "PLC > Download". ¥ tir 1 [CompeeetrE ol
=25 K2_MP_MP P RMT1
=8 K2_MP_Pij -t RMT2
451
-8 oL
8 Esvsl
-8 5v
=[] WinCC &ppl
-5 Shared Doclar o PR Oeet SHND
@ K2_MP_Lib Cut Cirl4x
Copy Ctrl+C
Paste: Cerlth!
Delete Del
Insert New Object 3
Access Protection »
Compile Ctrl+B
Display compilation log...
Display load log...
Generate server data
Assign OS server...
Start OS simulation
Import WinCC ohjects
Print »
Plant Hierarchy >
SIMATIC BATCH »
Rename F2
Object Properties... Alt+Retun
Downloads current object to the PLC. 4
2. For the first OS project download, |
an entire download is required. Taiget system: \WSVAProjects\S_Serve\0S._Server.mcp
Start the download by clicking the "OK" R
[~ Scope
button. % The entire WinCC project
€ (Changes Details I
[~ Start compilation before downloading
The entire WinCC project will be transferred to the runtime 0S.
0K I Cancel Help
PCS 7 Minimal Configuration
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4 ES/OS client and OS server

Step Activity Screenshot

3. After a successful download, the OS
project is located in the specified folder
on the OS Server. Download to target system was completed successiully

Click the "OK" button to confirm the
corresponding message.

Errar |

< none »

Ok [Earicel

OS configuration on the OS server

Note

The following step instructions for time synchronization must be checked and
corrected it if necessary after the first download.

Normally, all the engineering work will be carried out on the ES for the purpose
of consistent data management, so that no WinCC engineering licenses are
required on the OSs. Nevertheless, each time the WinCC Explorer is opened,
a licence-free time window of two hours is enabled for WinCC configuration
works.

PCS 7 Minimal Configuration
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Table 4-12
Step Activity Screenshot
1. Open the OS project on the OS server.
2. Open the editor "Time Synchronization” @ Time Synchronization - [05_Server.mep] 21l
from the shortcut menu. el
[ Use lime recsive utility \LI
Check or activate the check box [~ Deactivate time synchionization Cancel |
"Synchronization via System Bus
(Master, Slave)". I Synchronization via Teminal Bus [Slave)
CheCk or SeleCt "CP1623(ISO)" and the € Use the time .‘romaconn.ected\v\f’mLL. SEMEr
Option button "Master" Under "Access £ Use the time Fom & specific comptiter:
point 1", Computer 1; I J
Camputer 2 I J
Click the "OK" button to confirm the 7 Let time be seb by external (3rd - party] components
settings.
—v Sunchronization via Spstem Bus [Master, Slave)
—Access point 1
% Master
[ERLEETE | i
—Access point
£ baster
= J = Slave
I~ Display spmbolic name of the access point
- Process contralling messages Project documentation—
¥ Send once L‘
Send everny j: mihutes ﬂl
= Setup I
4.3.4 Activating the runtime
Open the OS project on the OS server and activate the runtime.
Then switch to the ES computer and open the OS client project. Activate the
runtime here too.
435 Particularities when loading the OS project changes

Loading changes

Before being able to carry out OS compiling and downloading to the ES,
the OS client runtime must be first deactivated and the OS project closed.

Complete download

Before being able to carry out OS compiling and downloading from the ES, the OS
client runtime and the OS server must be first deactivated and the corresponding
OS projects must be closed.

PCS 7 Minimal Configuration
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ES, Master OS and Standby OS

Configuration description

During the process mode, the pair of single stations runs completely parallel and
independent from each other. If one of the single stations fails, there is always an
equivalent, redundant OS single station available. The single stations monitor each
other during the running period and synchronize the project archives as needed.

Configuring is done via the ES.

Hardware assembly

Figure 5-1
Terminal bus
ES OS-Master OS-Standby
Redundancy
= e
/ =N . N . =N
I |
COM-Cable

Plant bus

Cl

PCS 7 Minimal Configuration
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PCS 7 configuration
Figure 5-2

[ STMATIC Manager - K3_MP_MP i

File Edit Insert PLC View Options Window Help

D |24 2 d|e %% =

=@ WinCC Appl,

8, sve
= [§ WinCCAppl. (Stby ]

€% K3_MP_MP (Plant View) — D:\Mininimal|p

Press F1 to get Help.

LY 0S_Master

:-_";, P S_.M a.s.ter_StBy :I

=-{2a] K3_MP_MP -
=89 K3_MP_Pi
(-] Shared Declarations

I

K3_MP_Prj
@13 MF_Lib
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5 ES, Master OS and Standby OS

5.2 Required hardware and software licensing

Hardware

The following hardware is recommended for this configuration and can be ordered
via the Siemens mall. This ensures that the appropriate amount of operating

systems of your choice and SIMATIC PCS 7 system software are pre-installed
on the PC stations.

Table 5-1
Station Product label Operating System bus
system transition

ES SIMATIC PCS 7 ES/OS IPC847D | Windows 7 RJ45
BCE network card
SIMATIC PCS 7 ES/OS IPC847D | Windows 7 CP 1623
IE

2 x OS Single Station SIMATIC PCS 7 ES/OS IPC847D | Windows 7 RJ45
BCE network card
SIMATIC PCS 7 ES/OS IPC847D | Windows 7 CP 1623
IE

Software licensing

The following section lists the software/license packages required for this
configuration selection.

Table 5-2
Component Software/license package
ES e SIMATIC PCS 7 AS/OS Engineering Software V8.1
(PO unlimited)
e SIMATIC PCS 7 AS Runtime License
OS Single Station Redundant e SIMATIC PCS 7 OS Software Single Station
Redundancy V8.1 (Single License for 2 installations)
e 2x SIMATIC PCS 7 OS Runtime License
(max. 5000 PO)

PCS 7 Minimal Configuration
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5 ES, Master OS and Standby OS

5.3 Step-by-Step configuration

Note The following instructions have been created based on Windows 7 and
PCS 7 v8.1.

CP1623 are used as an example for the system bus transition. Time
synchronization is activated.

The PC stations used in the test setup are called:

e ES: ESV81
e OS server: SVA
e OS-Server Standby:  SVB

5.3.1 ES configuration

Creating the multiproject

As a basis for the following instructions, all PC stations must be physically
connected according to Figure 5-1. A multiproject must be also created on the ES,
where the hardware and software of the AS are already configured.

Then you begin from the following CPU and CP settings.

AS settings

The analyzability of the process data requires that all the components of the
process control system work with an identical clock time in order to be able to
assign messages in the correct temporal order.

The following section describes a way in which the redundant OS single stations
predetermine the master time.

Note More time synchronization possibilities are described in detail in the following
manuals:

e SIMATIC Process Control System PCS 7 Operator Station (V8.1)
e SIMATIC Process Control System PCS 7 Time synchronization (V8.1)

PCS 7 Minimal Configuration
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Table 5-3
Step Activity Screenshot
1. Open the HW Config for the AS. [ w Config - [AS1 (Configuration) — K2_MP_Pri] =10l x|
Select the CPU dch "Obiect @) station Edit Insert PLC View Options Window Help =18 x|
elec e and choose ec S =
ne Lr ) [DE2 ge be aa BDRe
properties..." in the shortcut menu. -
TR
Copy ctl4c
Paste CEH
IF1 Insert Multi-Controller Device
IF2
X5 PNAOXE Replace Object...
X5PtR [l Por7 | Addaster Syster
X5PZR |} Pod2 Discanmect Master System
Xz PNAOXE faster System Lsochronats Made
XBPTR FPort T Insert PROFINET 10 5ystem
XePZR Fort 2 Disconnect PROFINET I System
5 i CP 443-1 FROFINET 10 Domain MAnAQemznt
Xt PNHO PROFIMET IG Topology., .
XiPIA |l Pot? | opoemet o pulb-Cotroller Devices, .
éﬂ il Giaed RROFINET IO Isochronous mode:
5 Specify Madule?,
Delete Del
GoTo »
Filter Assigned Modules
Maritar]Madify:
Alt+Return
. Open Chjeck Wit . Ghrl Al |
s L =
5| uRzLu Assign Asset ID...
Slot Module Product Support Information Ctrl4+F2
1 PS 407 104 £l Ctrl+F7
Find Manual Ctrl+F6
3 CRU A10-5H. | e »
== Stark Device Ton)
Displays properties of the selected object for editng. v
2. Switch to the "Diagnostics/Clock" tab. Properisc= =M= B =

In the "Clock" section, set "Synchronization
Type - As slave".

Click the "OK" button to confirm the
selection.

Generdl | Statup | Cycle/Clock Memory | Retertive Memory | Memory | Intemupts |
Time-of-Day Intemupts | Cyclic Intemupts ~ Diagnosties/Clock | Protection | H Parameters

~ System Di

IT Estended functions

wledgmert tiggered reporting of SFB33-35
Number of messages in the diagnestics buffer IW
~Clock

Synchronization Synohronization Type Time Interval
Inthe PLC [s slave ] [hiene =
Dhthe biAL: [Mane =] [Mene £
Onihe W] [rons | Mo =

Corection factor o ms
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"Station > Save and compile...".
Close the HW Config

Step Activity Screenshot
3. Open the shortcut menu of the CP and "wmﬁn - [AS1 (Configuration) - K2_MP_Pri] =0l
. - Staton FEdit Insert PLC View Options Window Help =1 %]
select "Object properties...". - _ =
L T =
=
i | PS 407 10A =
3 CPU 4105H
X1 ; OP
IF1
IF2
X5 PNHOXE
XSPIR Port 7
X5P2R Pot 2
A8 PNHOXE
X8FPIR Poit 7
X8P2R Port 2
X1 PN-I0 Copy. Cirl+C
XIPIR Port 7 Paste ChrlY.
XIP2R Port 2 Insett Multi-Cantraller Device
6
= Replace Object...
Add Master System
Disconnect [Master System
TMaster Syster Isachronous Made
Insert PROEINET [G System
Disconnect PROFIMET 16 Systen
PROEINET I Domain Managementi .
PROFINET 1O Topology.. .
PROFINET IO Mulki-Contraller Devices.. .
FROFIMET 12 Isachranous mode
=
4 | Specify Madule, .. L'_I
Delete Del
4m =p | (0] UR24LU
_‘_I GoTo 3
Slot Module  Filter Assigned Modules
E | PS5 407 10 s
[Manitar/Modify:
3 CPU MO e b,
— Object Properties. .. Alt+Return =]
Open Object With,.. CEHAIE-O
Displays proper ties of the seler Change Access b “
4. Switch to the "Time synchronization” tab. Propertics = CESEEIE RIS x|
. . SNMP Web | Diagnostics
Activate the check box "Accept time of day =1 =1 'Om e e '
on CP and forward". Pt b
S
Click the "OK" button to confirm the i e ™ Use copected time
. * Asomatic " From station " From LAN
selection. ere
™ Activate NTIF time-of-day sunchronization
I | Timie-ot-day spnchronization o the full minute
I~ | Asccept time of day fram ron-spnchienized NTE sarvers
I | Forward time of day to station
NIP server addiesses (IP. addresses|:
Ldd,
Delete
Time zone |:GMT +01:00) Befiin, Bem, Brussels, Rome, Stockholm, Vierina =1
Updateinterval [seconds]: ]
(Fange of valies 10 - BRA00]
eI
5. Save and compile the configuration via:
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Setting up the ES PC station
A PC station is created for the ES with the WinCC application to allow testing the

OS project on the ES.

Table 5-4
Step Activity Screenshot
1. Open the shortcut menu of the project in [E2 sTMATIC Hanager - [K3_HP_HP (Component view) — D ininimall =T
. [@] File Edit Insert PLC View Options Window Help ===
the component view and add a new PC SEEC P T<ortas
station via "Insert New Object > SIMATIC E@g_p 21
. " K3 MP_ Py =
PC station". @ Ka_MP_Li et CriFAlto
Cut e+
Change the name of the PC station so that ey e
it matches the name of the local computer = =
on the network. SIMATIC 00 Staion
SIMATIC 300 Station
PCS 7 License Information... SIMATIC 55
Shared Dedarations > EERC
Plant Hierarchy > :::)F]BUS
SIMATIC BATCH »  Industrial Ethernet
Rename F2 o
Object Properties... e Foundation Fieldbus
57 Program
Preconfigured Station. ..
os
05 (Client)
Shared Dedarations
Batch process call
Inserts SIMATIC PC Station at the cursor pasition. e Ca )
2. Open the HW Config of the ES PC station [ SIMATIC Manager - [K3_MP_MP (Component view) —D: =101 ]
via the shortcut menu [#e Fle Edit Insert PLC View Options Window Help =&l x|
' D |28 ¢ e %)%
=125 K3 MP_MP
- K3 MP_Py Cirl+AIt+0
& Ut GEH 5
B0 Shared Declarations Loy, hilte
0 K3 MP_Lib Paste: CErl
Delete el
Access Protection »
SIMATIC BATCH »
Rename F2
Opens selected object. 4
3. From the object catalog (View > Catalog)
insert a "WinCC application” and a network | |73 WinCC App. B
card of the type "CP1623". 3 TP 165
3
4
G |
&
7
[
9
10
1
12 hd|
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Step Activity Screenshot
4. Select the system bus from "Subnet" or set x|
this by pressing the "New..." button. Generd  Paranctes |
Assign the corresponding MAC address to Bt el e
the CP1623. ME adaess
Deactivate the check box "IP protocol is L ompciieaaoid
being used". s [EEE c e
Subnet mask:
Click the "OK" button to confirm the @l rouler
settings. o e
[ — not networked — New..
Properties
Delete
B Help
5. Open the shortcut menu of the CP1623
and select "Object properties...".
3 | Copy ctrl+C
4 Paste bl
5
6 Replace Cbject...
7 Aadd Master System
2 Discanmeck Master System
5 IMaster Systemn Isochranous Mode
10 Insert PROFINET I System
il Disconnect BROFIMET 16 System
12 PROFINET: [0 Domain Management, .
PROFIMNET IO Tapalagy..
PREFINET 10 [sochronaus mode
Specity Module. ..
Delete Del
Go To 3
Filter Assigned Modules
IonitoryMadify
Edit: Symbols, ..
Object Propet . Alt+Return
Open Objeck With, .. Chrl-alt+0
Change Access k
6. Go to the "Options" tab and select the Properties_cpi62z =]
check box "Time of day". General | Asigrment Optons | Digrosis |
Click the "OK" button to confirm the ik
. Tone of oy
selection. G s
& Slave fime receiver}
Send Keepalives for Connection:
[F Activate (20 secands) ‘
TCF pr
’VNDIS IP address ‘
Crca | _tep
7. Save and compile via the menu command:
"Station > Save and compile...".
Close the HW Config
8. Delete the OS of the Engineering Station
optional | in SIMATIC Manager, as it is not needed
in our example.
PCS 7 Minimal Configuration
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Setting up the Master OS PC station

Table 5-5
Step Activity Screenshot
1. Open the shortcut menu of the project in B SIATIC Hanager _[1G_VP_MP (Component view) = DeiMimmimailE =10l x|
h t . d dd ane PC |®s] File Edit Insert PLC View Options Window Help =18 x|
t epomponen view an a W D=2 | % = e s %)% (&) |[<No Fiter >
station via "Insert New Object > SIMATIC S as1
B K3 |
PC station". -Q KEMPLi e CriFAlto
Cut e+
Copy. CHlHC
Paste e
Delete Del
SIMATIC 400 Station
SIMATIC 300 Station
SIMATIC H Station
Access Protection
PCS 7 License Information... SIMATIC S5
PG/PC
Shared Dedarations >
MPI
Plant Hierarchy W s
SIMATIC BATCH »  Industrial Ethernet
PTP
Heis = Foundation Fieldbus
Object Properties... Alt+Return
57 Program
Preconfigured Station. ..
os
05 (Client)
Shared Dedarations
Batch process cel
Inserts SIMATIC PC Station at the cursor pasition, Do et 7
2. Open the HW Config of the Master OS PC ] STMATIC Manager - [K3_MP_MP (G 3 _lol x|
station via the shortcut menu. [l Fle Edit Insert PLC View Opfions Window Help =18l x]
D=8 28 de %)% @ [
=88] K3_MP_MP mh .
£8P K3_MP_Pi Cirl-+AIt+0
Cuf ChrldH
Copy, Ehrl+C
{211 Shared Declarstions Paste i
=@ KIMP_Lib DElEte 5]
Acress Protection L3
SIMATIC BATCH »
Rename Fz
Opens selected object. 4
3. From the object catalog (View > Catalog)

insert a "WinCC application" and a network
card of the type "CP1623".

i WintC Appl. e
2 :E:CP 1623

3

4

= |
3

7

3

g

10

11

12 hd|
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Step Activity Screenshot
4. Select the system bus from "Subnet" or set x|
this by pressing the "New..." button. Generd  Paranete |
Assign the corresponding MAC address HEate b d i
to the CP1623. D
Deactivate the check box "IP protocol is I 1P protocal i being used
being used". ens  [ETE S
Subnet mask:
Click the "OK" button to confirm the Sy
settings. " it
[ — not networked — New...
Propstiss
Delete.
Cancel Help
5. Open the shortcut menu of the CP1623
and select "Object properties...".
3 | Copy ctrl+C
4 Paste (e
5
6 Replace Cbject...
7 Aadd Master System
2 Discanmeck Master System
5 IMaster Systemn Isochranous Mode
10 Insert PROFINET I System
il Disconnect BROFIMET 16 System
12 PROFINET: [0 Domain Management, .
PROFIMNET IO Tapalagy..
PREFINET 10 [sochronaus mode
Specity Module. ..
Delete Del
Go To 3
Filter Assigned Modules
IonitoryMadify
Edit: Symbols, ..
Object Propet . Alt+Return
Open Objeck With, .. Chrl-alt+0
Change Access k
6. Go to the "Options" tab and select the =]
check box "Time of day". | i [ D
Click the "OK" button to confirm the ik
. Sima o o
selection. G s
& Slave fime receiver}
Send Keepalives for Connection:
[F Activate (20 secands) ‘
TCF pr
’VNDIS IP address ‘
Crca | _tep
7. Save and compile via the menu command:
"Station > Save and compile...".
Close the HW Config
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Setting up the Standby OS PC station

Table 5-6
Step Activity Screenshot
1. Open the shortcut menu of the project in 7 stianc nanagerLi e b (Conponteia SRS ~Iolxi
. (=] File Edit Insert PLC View Options Window Help =8l x|
the component view and a_dd anew PC D |8 ) B | %) <o Frr> H
station via "Insert New Object > SIMATIC E_gf et
PC Station". 4 MPLi Open Object Ctri+Alt+0
Zut Chrl+¥
Gapy. GChrl+C
Paste CEr{Y
Delete Dl
2 SIMATIC 400 Station
SIMATIC 300 Station
Access Protection
PCS 7 License Information... SIMATIC 55
PG/PC
Shared Dedarations ¥
MPT
Plant Hierarchy Bl e
SIMATIC BATCH » Industrial Ethernet
PTP
Hename i Foundation Fieldbus
Object Properties... Alt+Retun
57 Program
Preconfigured Station..
0s
05 (Client)
shared Dedarations
Batch process cell
Inserts SIMATIC PC Station at the cursor pesition. SRR 7
2. Open the HW Config of the Standby OS [ STMATIC Manager - [K3_MP_MP (Component view) —D: =lOlx|
PC station via the shortcut menu [l e Bt ot PG Vied Cpiors Wk e =181x]
O[89 4 = ealls 20 5
=& K3_MP_MP Y e
B@ K3 MP_Pr Open Object Ctrl+alt+0
: Ll g b
% E\S’XST Zopy. iZEH
8, e Paste: Ly bl
{Z] Shared Declarations Delete el
& K3 MP_Lib
Access Protection »
SIMATIC BATCH »
Rename F2
Opens selected object. 4
3. From the object catalog (View > Catalog) = (0) PC
insert a "WinCC application (Stby)" and q WnCC Aopl. (Stby 1 .
a network card of the type "CP1623". 3 CP 1633
3
4
3 .
[5
7
8
9
10
11
12 hd
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Step Activity Screenshot
4. Select the system bus from "Subnet" or set X
this by pressing the "New..." button. Generd Paremeers |
Assign the corresponding MAC address to MR e e
the CP1623. WA sdross
Deactivate the check box "IP protocol is WP e i
H " 92 168.0 [
being used". Pacgess [ G
Subnet mask:
Click the "OK" button to confirm the Gl
settings. o i
— ot networked — New.
5. Open the shortcut menu of the CP1623
and select "Object properties...".
3 | Copy crl+c
4 Paste (e
5
6 Replace Cbject...
7 Aadd Master System
2 Discanmeck Master System
5 IMaster Systemn Isochranous Mode
10 Insert PROFINET I System
il Disconnect BROFIMET 16 System
12 PROFINET: [0 Domain Management, .
PROFIMNET IO Tapalagy..
PREFINET 10 [sochronaus mode
Specity Module. ..
Delete Del
Go To 3
Filter Assigned Modules
IonitoryMadify
Edit: Symbols, ..
Object Propet . Alt+Return
Open Objeck With, .. Chrl-alt+0
Change Access k
6. Go to the "Options" tab and select the =]
check box "Time of day". | i [ D
Click the "OK" button to confirm the el
setting. o i
& Slave fime receiver}
Send Keepalives for Connection:
[F Activate (20 secands) ‘
TCF pr
’VNDIS IP address ‘
Crca | _tep
7. Save and compile via the menu command:
"Station > Save and compile...".
Close the HW Config
PCS 7 Minimal Configuration
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Configuring all PC stations

The function "Configure PC station" transfers project configurations to one or
more target stations. First, configure the local ES and then all Operator Stations

connected to the system bus.

Table 5-7
Step Activity Screenshot
1. Configure the Station Configuration CEETTERESS A B=E
) . i sert iew Options Window Help
Editor of the ES. To do this, select the D@87 % Belde % Mo fiter> =% %8
PC station of the ES and then choose LS = Bll=lE]
"PLC > Configure..." in the shortcut menu. Rl [ wict
Access Protection
Print.
SIMATIC BATCH
Rename F2
Object Properties... Alt+Return
Configures a selectable target computer according to the structure or the selected PC station (initialfreconfiguration) 7
2. Select the PC to be configured from x|

"Accessible computers:".

NOTE

Local nebwark connection;
I Termmnal bus j

If you have chosen the option "Identical PC
name to PC station name" via "Object
properties”, the target PC to be configured
appears directly in the component
configurator.

Use the "Show..." button to display the
current configuration of the PC station.

Click on the "Configure..." button.

Accessible computers:

pdate |

ESWET
SWA
SVE

W Use configured co

Target computer;

mputer name

|ESVal

Meszages:

Dizplay... |

LCloze |

Help |
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Step

Activity

Screenshot

3.

In the window that appears you will see
how the PC station is configured.

Click the "OK" button to confirm this
setting.

x|
Station: |E SV
Index | Name | Type

1 B WiAnCC Appl. WiAnCC Appl.
1 P ez CF 1623

| Status | Cause -

13 -
4 | _>l_I

@ The configuration is possible. The configuration can be geen in the list
above,

Cancel | Help |

Confirm the information dialog by clicking
the "OK" button.

x

\ If the companent configuration is changed, the entire PC station
._l:_\_ will be reconfigured and the existing database is lost.
" This can take several minutes,
Make sure that no communication or diagnostics is active over a
companentin the current configuration.

(o]

In the bottom window you will then see
the message:
"Transfer completed successfully.”

Close the configuration dialog.

i

Local network connection:

l Terminal bus LI
Update I

Accessible computers:

—

v Use configured computer name

v
Target computer:

I_E Sve1

o)

Messages:

Configuration running.

ESVET:

Transfer completed successfully.
Configuration completed.

Close Help
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Step

Activity

Screenshot

6.

Configure the Station Configuration Editors
of the Master/Standby OS as shown in
steps 1to 5.

Configuring and loading AS-OS communication

In the following section, the connections between the PC stations and the AS are
configured in NetPro and loaded in the individual stations.

Note In case of a granular station configuration, the subnets of the individual sub-
projects must be first merged.
Table 5-8
Step Activity Screenshot
1 Open NetPro. e BT
Select the WIinCC application of the ES (28 %5 L dda sl Bl K .
and open the shortcut menu.
Select "Insert New Connection". ] M
mmm | i
2
Download to current project »
Object Properties.. Alt+Return
J ] o
| Inserts a new connection in the comnection table. [PCinternallocal.
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Step Activity Screenshot
2. Select the CPU of the AS in the |
"Connection Partner" window. O ey
Make sure that an "S7 connection” (8] In the current projsct
is selected under "Connection". -2 K3_MP_Pi
. . I OFl AST
In this example, a.hlgh-avallablllty S7
connection is configured due to the AS
configuration.
Click the "OK" button to confirm the &)l broadcast stations
selection. - Al multicast stations
[]--@ I the multiproject: K.3_MP_MP
@ I unkhown praject
: &
Project: {K3_MP_Pi 3
Station: jas
Module: IEF'U 410-58H
— Connection
Tupe: IS? cannechion j
W Display properties before inzerting
ak I Apply Cancel I Help |
3. Under "Connection identification” in the Propertics 57 comection =
"General" tab, change the "Local ID:" B [l
to a descriptive name, such as ASL1. [Erareeie e
Click the "OK" button to confirm the I Eni fest
. ¥ Estabilish arractive cornection VFD Name:
Settlngs. I8 51 erat i e sais [WinCE Appl
- Connection
Logal Partner
Eaport: [ |gL/Q1MH
Interface: [cp 1623 | [cPasz1 PrioRasss =l
Subnet: [PlantBus [industrial Ethemet] [PlantBus [Industrial Ethemet]
Address | TEEEFEREE [szoc06 010003
Address Details
Cancel Heb
4, Also set the connections of the Maste_ar os x|
and Standby OS to the AS by repeating _
steps 1 to 3. Compile
When doing this, it is important that the {*" Compile and check everything
connections of the Master OS, Standby OS (| Compie changes onk
and ES to the AS have the same name.
Then save and compile the configurations
Yla the menu command: o ’TI c Help
Network > Save and compile...".
Select the option button "Compile and
check everything" and confirm your
selection by clicking the "OK" button.
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"Target system > Download to current
project > Selected Stations".

Download the AS, the Master OS and
Standby OS in the same manner.

Then close NetPro.

Step Activity Screenshot
5. Select the ES and download the i NetPro - [K3_MP._Prj (fletwork) - D:\Mininimal\..\K3\K3_HP_HP\i3 =lolx|
. . 98 petwork Edit Insert PLC View Options Window Help [ B
connection via the menu command: 28 08 ae daldsL Bl
=l

AS1
B TFU_10F (PN PN [CF IFNG
£ 410-5H 1 HIOKE 10-X8 |443-1 0
- | -]
2

PlantBus
Industrial Ethernet

|

Rearrange

Object Propertes. .. Alt+Retun I

:
| |

| Downloads the selected stations (HW data, connection data, gateway data).

[PCinternz 7
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Master/Standby settings on the ES
Here you define the Master/Standby assignment and create the loading paths.

Table 5-9
Step Activity Screenshot
1. In SIMATIC Manager, open the properties =
dialog of the Master OS. | (B S Ao D i |
Switch to the "Target OS and Standby OS Fathto the Target 05 Computer
Computer" tab. I B
Select the Standby OS from the drop-down Symbolc computernama
||St IOS_Master
Activate the check box "Create/update ES‘:':S = o
archive tags". ==t
. [¥ Create/update archive tags
Deactivate the check box "Transfer to ™ Transferto sitemal archive server
externa| archive server". F target OS5 compuiter is idertical to ES computer:
Click on the "Search..." button. A b e
Cos
2. Navigate via the drop-down list to the s e v o =
shared project folder of the Master OS @ — e =
(see 4.3.1 Preparatory activities). Sove s e [P =
Click the "Save" button. o s |
3. In the text box, reselect the whole project Properties - 05: 05_Master ] ]
path "Path to Target OS Computer". (| [T O ar e e |
Click the "OK" button to confirm the entry. Paihto the Target 05 Computer
|‘,\S\IA'\Fmjacts\osiMaster\OsiMaster mep Search ...
Symbolic computer name
IOS_Master
Standby 05
[05_Master_stBy |
[¥ Create/update archive tags
[~ Transferto extemal archive server
If target OS computeris identical to ES computer:
Assign archive server
- Carcel
4. Open the properties dialog of the Standby x|
OS. Generl  Target OS and Master 05 Computers |
Switch to the "Target OS and Mater OS Pathts the Target O Computer
Computers" tab. I Search .
Check whether OS_Master is entered in
the "Master OS" field.
Click the "Search..." button to select the file ——
path of the OS data. [0 Hster
m;mmdmumos.m;mmmomos
computer must be specified as well.
|
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Step Activity Screenshot
5. Navigate via the drop-down list to the —»"{‘ e G oo ;"
shared project folder of the Standby OS e = =
(see 4.3.1 Preparatory activities). Sove e [Cvs) =
Click the "Save" button.  omeroters col|y
6. In the text box, select the path "Path to |
Target OS Computer"_ General Target OS and Master OS Computers |
Click the "OK" button to confirm this. Peth 1o the Target O Computer
Confirm the next appearing dialog by SSIBGE O3 Mate DS M [T
clicking "Yes".
Master 05
105_Master
Mote:
In the properties of the master OS5, the path to the target 05
computer must be specified as well.
orly Carce
Compiling and loading the user program
Compile the S7 program and download it to the AS.
Compiling the OS project
Compile the OS project of the Master OS in SIMATIC Manager.
Make sure to make the correct OS assignment to the server in the plant view.
PCS 7 Minimal Configuration
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5.3.2

OS configuration

OS configuration on the engineering station

Table 5-10

On the ES, a conversion must be still done from a multi-user to a single-user
system, and the settings for the redundancy and time synchronization must be still

adjusted.

Step

Activity

Screenshot

Open the OS project of the Master OS in
the ES.

Select the OS project in the open WinCC
Explorer and select "Properties" in the
shortcut menu.

~ I Tag Management

. 4 Graphics Designer
----- ﬂ Alarm Logging

..... 131 Tag Logging

..... a Repart Designer
----- J :B Global Script

: - Text Library

- Fay Text Distributor

- ii'i' User Administrator
5 --5:'3 Cross-Reference
% -- Redundancy

13 user Archive
- '::I Time synchronization

i |"|| Horn
----- !';;- Picture Tree Manager
L1 Lifebeat Monitoring

=11 H

-, OS Project Editor
..... 1.1 Component List Editor

g SFC

@ Web Navigator

05 _Master),
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Step

Activity

Screenshot

2.

Under "Type" in the "General" tab, select:
"Single-User Project".

Confirm your entry and the displayed
message by clicking the "OK" button.

Project Properties j

Operating Mode | User Interface and Design
Genersl |  UpdateCycles |  Shomouts | Options

General data of the cument project.

=

Type:
Creator: I‘.’v'lr.CC-Pn:-jec:t-Manager

Creation date:
Changed by:
Last change:
Version: I

GUID: CC.05.5_ 14 12 161616 40

IT 2/16/2014 4:16:41 PM
IWin[I:—ijed-Manager

[12/16/2014 4:53:43 PM

Cancel |

o]

Froject properties i

e A change from a multi-user to a single-user or WinCC dhent project
| | will delete all configured dient computers from the computer list.
= Click on <OK>> to perform this change,
or on <CANCEL > to keep the multi-user project.

S (S|

=

Prevent deleting the startup list by clicking
the "No" button.

=

Ir"- “'I The project type was changed.
P Do you want to delete the startup list?

PCS 7 Minimal Configuration
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Step Activity Screenshot
4. Open the "Redundancy"” editor. =
General | User Archive |
Activate the "Default Master" option.
Enter the Standby OS in the "Redundant £ ool
partner server" field. [ frowse..
Check whether your desired check boxes Lo i SR
are activated under "Optional Settings". Connection o redundant patner via network adapter
If you do not want to operate the RS 232 e -
redundancy cable on the COM1 interface, (PrOT BRI e s ot com =z
you must adjust this setting later yourself
on the operator stations (see section "OS Lot ey e
configuration on the Operator Station"). S e [
Click the "OK" button to confirm the [
s ettin g S. [V Synchronization of Tag Logging after the partner server comes back online.
¥ Synchroization of Alarm Logging after the partner server comes back online
[¥ Orline synchronization for Alarm Logging
¥ Synchronization after disuption of the process link {Tag Logging + Alamm Logging)
[V WAnCC client switch in case of & process connection emor
Enables the synchronization for all specified options and user archives:
¥ Activate Redundancy
oK | Credl | Heb |
5. Open the "Time Synchronization" editor. 2]
i~ General Settings
. . . = : - 0K
Activate the check box "Synchronization I Use time receive utilty \—I
Via System Bus (Mastel’, Slave)". ™ Deactivate time synchronization Cancel |
Select "CP1623(1SO)" under "Access point -
lu and activate the "Master" Option. —I— Swunchronization via Terminal Bus [Slave]
Activate the check bOX (= Use the tme from & connested WinCE server
"DiSpIay SymboliC name of the access € [se the time from & specific compter:
int" B 1 -
pOInt . Carmputer I J
Click the "OK" button to confirm the Corprter2 | -
Settings. € Let fime be set by estermal (3d': party] components
—Iv Sunchronization via System Bus [Master, Slave]
NOTE ~Access point 1
If tr_]e ES does not ha\_/e a CP1623,_then [<cPie2asal 1) 5] & Master
activate the option "Display symbolic  Slave
name of the access point" and select o
the appropriate access point. —— - & e
£ Slave
[+ Display spmbolic name of the access point
— Process controling messages Project documentation—
¥ Send once Print I
Send every I _lj minttes ﬂl
Setup I
6. Close the OS project.
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Downloading the OS project to the OS computer

Once the redundancy and time synchronization are configured on the ES,
download the OS project to the Master OS and the Standby OS.

Table 5-11
Step Activity Screenshot
1. In SIMATIC Manager, select the Master =1oix|
0S and choose the following in the context | [ = e & oo oo a o
. Ning D87 4 Bk o %% s [comes
menu: "PLC > Download". 23 K3_MP_MP (Component view) - D:\Mininimal\Projects\I\ia MP =1oix|
E-{Ra] K3_MP_MP P RMT1
= &P K3 MP_Pi - RMT2
451
& Esval
B3 sva
= [f Winl
4]
=& SvB Crl+alt+0
LB winn
&0 Cut Crl+x
{1 Shared D1 Copy Crlic
@ K3 MP_Lib Paste Chrl4y.
Delete Del
Tnsert New Object 3
Access Protection »
Compile Ctrl+B
Display compilation log. .
Display load log...
Generate server data
Assign OS5 server...
Start OS simulation
Import WinCC ohjects
Print »
Plant Hierarchy »
SIMATIC BATCH 3
Rename F2
4 Object Properties. .. Alt+Return
Downloads current object to the PLC. 4
2. For the first OS project download, an entire x|
download is required. Target system: \\SVAVProjects\OS_Master\0S_Master.mcp
Start the download by clicking the "OK"
~Scope
button. % The entire WinCC project
€ Changes Details
™ Start compilation before downloading
The entire WinCC project will be transferred to the runtime 0S.
0K | Cancel Help
PCS 7 Minimal Configuration
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Step Activity Screenshot

3. After a successful download, the OS Downloading to target system
project is located in the specified folder
on the MaSter OS Download to target system was completed successfully.

Click the "OK" button to confirm the
corresponding message.

Errar |
< hone >

0K I Canice|

4, Repeat steps 1 to 3 to download the OS
project to the Standby OS.

Configuring on the Operator Station

If, as opposed to the operator station, the engineering station has no CP1623 or

if the RS 232 redundancy cable is not connected to the COM1 port, the following
step instructions must be carried out. Generally we advise you to check the project
settings after the project has been downloaded to the target systems.

Note Normally, all the engineering work will be carried out on the ES for the purpose
of consistent data management, so that no WinCC engineering licenses are
required on the OSs. Nevertheless, each time the WinCC Explorer is opened,
a licence-free time window of two hours is enabled for WinCC configuration
works.

PCS 7 Minimal Configuration
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Table 5-12
Step Activity Screenshot
1. Open the OS project on the Master OS.
2. Open the "Redundancy"” editor. £
Check the name of the Master OS in the Ges":rl“wm“'
"Server" field. [V
Activate the "Default Master" option. 7 Defaut Master
Redundart partner server:
Also check whether the name of the [ - o
Standby OS is entered correctly under oo Compter St
"Redundant partner server:". e i
Check whether your desired check boxes e i
are activated under "Optiona| Settings". Connection to redundart partner via sefial interface (optional): COM1 -
€ Synchronize al data of the outage period.
If you operate the RS 232 redundancy . e ";g il
cable on a port which is not the COM1 SR e
port, you must set the corresponding port Sekms s
under "Connection to redundant partner [¥ Synchronization of Tag Logging after the partner server comes back orline
. . | interface'" [V Synchronization of Alamm Logging after the partner sarver comes back orline.
via seria T ¥ Online synchronization for Alam Logging
[¥ Synchronization after disruption of the process link {Tag Logging + Alam Logging)
. . ¥ WinCC client switch in case of a process connection emor
Click the "OK" button to confirm the ’
settlngs . Enables the synchronization for all specfied options and user archives:
¥ Activate Redundancy
0K | Coned | |
3. Open the "Time Synchronization” editor. @ Time Synchronization - [0S_Master mcp] K E
i~ General Settings
. . T oK
Check or activate the check box I Use fime receive Lty \—I
"Synchronization via System Bus (Master, I Deastivate tine synchionizatin Cancel |
Slave)".
Check or select "CP1623(|SO)" and the 1 Synchronization via Teminal Bus [Slave) ———————————
Option bUtton "Master" Under "Access pOint £ [Hse the time from & connested WinGEsemer
lu £°) (e the fime fion & speciic camputer
[Eampnten s I J
H " " - Eomputer o
Click the "OK" button to confirm the S| [
Settings_ € [Eetitime te set by eqten sl Er = party] Comparents
—¥ Synchronization via System Bus [Master, Slave]
i~ Access point 1
[«cPi6zanso = Clhan
7 Slave
[ Access point
Nories j € hiaster
=5 laye
v Display spmbalic name of the access point
— Process contralling messages Project documentation—
¥ Send once Print I
Send evern _l: mitutes J\M
Setup I
4. If you have carried out project changes in

WinCC Explorer, close the OS project and
reopen it for the settings to take effect.
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Step Activity Screenshot
5. Repeat steps 1 to 4 on the Standby OS B
with the following modifications for step 2 o | s e |
(redundancy): —
e The check box "Default Master" must ™ Defaul Maste
- Redundant partner server
be deactivated. o —
e  Check whether the name of the oo Gt St
Master OS is entered correctly under e e
"Redundant partner server:" and Nene =
change it if required. o e e [om =]
" Synchronize all data of the outage period
= Synchronize failures of last [2 days only.
[~ Optional Setting:
[V Synchronization of Tag Logging after the partner server comes back online.
¥ Synchroization of Alarm Logging after the partner server comes back online
[¥ Orline synchronization for Alarm Logging
¥ Synchronization after disuption of the process link {Tag Logging + Alamm Logging)
[V WAnCC client switch in case of & process connection emor
Enables the synchronization for all specified options and user archives:
¥ Activate Redundancy
oK Cancel
533 Activating the runtime

Activate the OS project, first on the Master OS and then on the Standby OS. It is
recommended to wait before activating the second runtime until the boot process

of the first one has completed.

With regard to redundancy, the online synchronization is immediately active.
As opposed to this, the mutual synchronization of archives starts 10 minutes later.
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6

Master ES/OS and Standby OS

Configuration description

In this configuration with two redundant OS single stations, one of the two stations
also serves as a simultaneous ES, which saves the need for a separate third
station.

The following two criteria must be observed, which is why we generally recommend
creating a configuration with a separate ES (see chapter 5 "ES, Master OS and
Standby OS"):

Comparatively low saving potential

The saving potential has been reduced since PCS 7 V8.0 because the OS runtime
license is not included with the ES license any longer. Therefore, the savings are
limited to one computer (hardware and Windows license).

Particularities when configuring

NOTICE

The configuration differs from that of the PCS 7 Engineering Standard and
represents a kind of workaround.

The "WinCC Application" and "WinCC Standby Application”, which are the
standard means of PCS 7, cannot be used, as it is not possible to download
changes during operation. The mechanisms, that both systems must be in runtime,
and that the runtime on the ES must be stopped for the download to proceed, block
each other off.

For this reason, we only configure an OS application, open it on both stations and
configure their mutual redundancy locally in WinCC. To be able to download to
the OS Single Station, the runtime on the ES and the OS must be first closed.

This configuration has been tested with a PCS 7 basic installation including
the Web Option. No statement can be made regarding the functionality with
additional optional packages.
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Hardware assembly
Figure 6-1

Terminal bus

ES/OS-Master

OS-Standby

Redundancy

COM-Cable

Plant bus
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PCS 7 configuration

Figure 6-2

| sSIMATIC Manager - K4_MP_MP -|Of x|

File Edit Insert PLC \Wiew Options Window Help

Der |87/ | & B2R a2 5% = = | < Na Fit
oects\KA\KA_ [T
o K4_MP_Lib
[* K4_MP_MP (Plant View) -- D:\Mininimal\Projects\k: N [=1E
=z K4_MP_MP (] FMT1
=8P K4_MP_Pi Bl RMT2
. [#-{_] Shared Declarations
El--- Plant
il (3] RMT
: &[] RMT2
- g K4_MP_Lib
Press F1 to get Help. 7
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Limitations/particularities

Due to the untypical configuration of PCS 7 with only one OS, there are differences
in system behavior that must be observed:

e The first activated OS takes over the master role.

e For an entire download to be performed, the runtime must be deactivated and
the OS project closed in both computers. During this time, operator actions and
archiving are both not possible.

e To download changes, the runtime on the ES must be stopped when compiling
the OS. These can be then re-activated to test the modified OS functions. For
the downloading process, the runtime must be terminated and the OS Project

closed.
During this time, the operator is restricted from taking any actions on the ES

computer.

NOTICE Depending on the changes performed, if the runtime remains active during OS
compilation, it can happen that a subsequent downloading of changes is not
performed completely, which will cause errors. If this happens, only an entire
download is possible.

e When the runtime is active on the ES computer, the runtime archives are
stored in the multiproject path. They are incorporated in the ZIP file when
archiving and therefore cause an increased demand on memory resources
as well as longer archiving times.

Workaround:

- Deactivate the runtime on the ES computer

- Reset the archives in the OS project on the ES computer and close the
entire PCS 7 project

After archiving and after re-activating the runtime, the archives are

synchronized again. However, it must be noted that more time is needed for

synchronization.
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6.2 Required hardware and software licensing

Hardware

The following hardware is recommended for this configuration and can be ordered
via the Siemens mall. This ensures that the appropriate amount of operating
systems of your choice and SIMATIC PCS 7 system software are pre-installed

on the PC stations.

Table 6-1
Station Product label Operating System bus transition
system

ES/OS SIMATIC PCS 7 ES/OS IPC847D | Windows 7 RJ45
BCE network card
SIMATIC PCS 7 ES/OS IPC847D | Windows 7 CP 1623
IE

OS Single Station | SIMATIC PCS 7 ES/OS IPC847D | Windows 7 RJ45
BCE network card
SIMATIC PCS 7 ES/OS IPC847D | Windows 7 CP 1623

IE

Software Licensing

The following section lists the software/license packages required for this
configuration selection.

Table 6-2
Component Software/license package
ES e SIMATIC PCS 7 AS/OS Engineering Software V8.1
(PO unlimited)
e SIMATIC PCS 7 AS Runtime License
OS Single Station Redundant e SIMATIC PCS 7 OS Software Single Station Redundancy
V8.1 (Single License for 2 installations)
e 2x SIMATIC PCS 7 OS Runtime License
(max. 2000 PO)
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6.3 Step-by-Step configuration

Note The following instructions have been created based on Windows 7 and PCS 8.1.

CP1623 are used as an example for the system bus transition. The time
synchronization is additionally activated.

The PC stations used in the test setup are called:

e Master ES/OS: ESV81
e Standby OS: SV

6.3.1 ES configuration

Creating the multiproject

As a basis for the following instructions, all PC stations must be physically
connected according to Figure 6-1. A multiproject must be also created on the ES,
where the hardware and software of the AS are already configured.

Start from the following CPU and CP settings.

AS settings for time synchronization

The analyzability of the process data requires that all the components of the
process control system work with an identical clock time in order to be able to
assign messages in the correct temporal order.

The following section describes a way in which the initially activated OS single
station predetermines the master time.

Note More time synchronization possibilities are described in detail in the following
manuals:

e SIMATIC Process Control System PCS 7 Operator Station (V8.1)
e SIMATIC Process Control System PCS 7 Time synchronization (\V8.1)

PCS 7 Minimal Configuration
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Table 6-3
Step Activity Screenshot
1. Open the HW Config for the AS. [l iw Config - [AS1 (Configuration) - K2_HP_Prj} =10l xf
Select the CPU dch "Object ) Staton Edit Insert PLC View Options Window Help =181
elec e and choose ec o ;
ne Lr I T
properties..." in the shortcut menu. -
i (O} IR2ALL
Copy Ctrl+C
Paste rl4y
IF1 Insert Mulb-Controller Device
IF2
X5 PNAD-XE Replace Object...
x5P1R || Por7 | Addiaster system
X5P2R | Po2 Discannect iMaster System
X8 PIN-OXE Paster Systen sachronous Mode
X8PIR || Po 7 Insert PROFINET IO Systerm
XEPZR Port 2 Disconnect PROFINET 10 Syisten
5 i CP 443-1 PROFINET 10 Domiain Maragement, .
A1 PO FROFINET 16 Topaiagy, .
XIPIR \f Pt7 an e 10wl Controller Devicesi..,
é(? Lt (e FROFINET IO Isachrannous mode
=) Spedhy Module,.,
Delete Del
GoTo 3
Filter Assigned Modules
MonitarfModify:
Edit Symbo
Object Pr Alt+Return [ i
7 open ohject With.. CErlAl+E
Change Atcess, Loy =
= | o) uR2eLU Assign Asset ID...
Slat Mordule Product Support Information Ctrl+F2
1 P 407 108 Eaos sl
Find Manual Ctrl+Fa
g CPU 810-5H B8 e o »
= Start Device Tool
Displays properties of the selected object for editng. y
2. Switch to the "Diagnostics/Clock" tab. Properties R IEE RS x|

In the "Clock" section, set "Synchronization
Type - As slave".

Click the "OK" button to confirm this
setting.

General | Statup | Cycle/Clock Memory | Retentive Memory | Memory | Intemupts |
Itemupts  Diagrostics/Clock | Protection | H Parameters

Time-of-Day Intemupts |  Cyclic

[~ System Di
= Estended funetions
¥ Report cause of STOP.

I~ Acknowledgmertriggered repotting of SFE33-35

Number of messages in the diagnostics buffer T
~Clack

Synchronization Synchronization Type Time Interval
Inthe PLC [as siave =] [None =
D the M [None x| [None = |
i the ME] None ] [Nore =

Cormection factor. 0 ms

ot |
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Step Activity Screenshot
3. Open the shortcut menu of the CP and (I Hw Config - [AS1 (Canfiguration) - K2_MP_Prj] i =Ioix|
Se'eCt "ObjeCt properties " @l) staton Edit Insert PLC View Optons Window Help =1 %]
(D22 % & oe da o B
£
1 FS 407 10A ]
3 CPU 4105H
x1 ior
IF1
IF2
x5 PIVIONE
XEPIR FPort 1
X5PIR Pat 2
xz PNIOXE
X8PTR Fort 7
XEPZR Fort 2
X1 PN Copy cirl+C
XIFIR Fort 7 Paste ey
XIP2R Pot 2 Insert Multi-Cantroller Device
5
= Replace Object. ..
Add Master System
Disconnect [Master System
[aster, System Isachronots Mode
Tnsert FROEINET [ESysten
Discomnect PROEINET TG Systent
PROFINET 1 Dornain Management., .
PROFINET 1O Topology.. .
PROFINET 10 Mulki-Contraller Devices.. .
PROFINET 12 Isochtanous mods
4 | Specify Madule, .. L'_I
Delete Del
4 = | ) URzaLU
_‘_I GoTo 3
Slot Module  Filter Assigned Modules J;
7 i PS5 407 10 5
[Manitar/Modify:
3 CPU MO e b,
. Object Properties. .. Alt+Return |
Open Ghijsct With.., CEH Al
Displays properties of the seler - oo b 4
4. Switch to the "Time synchronization" tab. Propertics = CESEEIE RIS x|
- " . SNMP | Web | Diagnostics |
Activate the check box "Accept time of == e
day on CP and forward". SIMATIC Mode
™ Accept time of day on CP.
Click the "OK" button to confirm the I i £ I Use copected te
. * Asomatic " From station " From LAN
selection. ere
™ Activate NTIF time-of-day sunchronization
I | Timie-ot-day spnchronization o the full minute
I | sccepttine of day fram nonesynchionized NTP servers
I | Forward time of day to station
HIP server addesses (P addiesses)
B
Edit
Delee
Tiime 2one [GMT <01:00) Besin, Bem, Brussels, Rome, Stockholm, Vienna =1
Update inteival [secards]: ]
(Fangs of values 10 - B5400]
==
5. Save the configuration via the command
"Station > Save and compile..."
Close the HW Config
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Setting up the ES PC station

In order to run the OS project on the ES, a PC station is created for the ES with

the WInCC application.

Table 6-4
Step Activity Screenshot
1. Open the shortcut menu of the project in .ﬂﬂcr-'a-ww'“-""-"" e y =10l
. File Edit Insert PLC View Options Window Help
the pompowent view and qdd anew PC R I R <o rers
station via "Insert New Object > SIMATIC £ X4 Commret e ST 3 ol
PC station". SRk et
. ot P —, Cirl+Alt+0
Change the name of the PC station so that ® ke LEEEEE o
it matches the name of the local computer oy culic
on the network. - -
Insert New Object 4 i SIMATIC 400 Station
Multiproject 3 SIMATIC 300 Station
PLC >
Access Protection » Other Station
PCS 7 License Information... SIMATIC 55
PGFC
Shared Dedarations >
MPL
Plant Hierarchy i
SIMATIC BATCH » Industrial Ethernet
PTP
e . Foundation Fieldbus
Object Properties. .. Alt+Return
57Program
Preconfigured Station...
os
05 (Client)
Shared Dedarations
Batch process cell
Project Documentation
Inserts SIMATIC PC Station at the cursor position. A
2. Open the HW Config of the ES PC station =lolx|
. File t Insert PLC View Options Window Help
via the shortcut menu. D@87 % WP e % T
£% K4_MP_MP (Component view) —- D:\Mininimal\Projects\Ka} =10l x|
= {25 K4_MP_MP
-8 K4 MP_Pr Open Object Ctrl+Alt+0
AS1 e
& Esval Gt Chrliy
{20 Shared Declarations Copy. ChrbC
@ K4 MP_Lib Baste kel
Delete el
Access Protection »
SIMATIC BATCH »
Rename F2
Opens selected object. 4
3. From the object catalog ("View > Catalog")

insert a "WinCC application" and a network
card of the type "CP1623".

i WinCC Appl. i
2 :E:CP 1623

3

4

= |
5

7

]

]

10

11

12 hd|
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Step Activity Screenshot
4. Select the system bus from "Subnet" or x|
set this by pressing the "New..." button. Generd  Paranctes |
Assign the corresponding MAC address e e e
to the CP1623. H
Deactivate the check box "IP protocol L ompciieaaoid
is being used". B e RN e S
Subnet mask: 2
Click the "OK" button to confirm the O Uit
settings. o e
r — not networked — New.
Properties...
Delete
Cancel Help
5. Open the shortcut menu of the CP1623
and select "Object properties...".
Copy Ctrl+C
Faste ey
Replace Object...
Add [Master System
Discommect Master System
IMaster System Isachronous Mode
Insert FROFIMET IO Systernm
Disconnect PROFINET [ Systerm
PREFIMET T2 Darmain Management, ..
FRGFIMET IO Topolagy...
FROFIMET 12 Isachranous mode
Specity Madule, .,
Delete Del
Go To ]
Filter &ssigned Madules
IManitar/ T odify:
Edit Symbuals. ..
Object Properties... Alt+Return
Open Chjeck With, .. e P | 2]
Chiange fccess 3
6. Go to the "Options" tab and select the Properties_cpi62z =]
check box "Time of day". | i [ D
Click the "OK" button to confirm the el
selection. Elit e st
& Slave fime receiver}
Send Keepalives for Connection:
[F Activate (20 secands) ‘
TCF pr
’VNDIS IP address ‘
Crca | _tep
7. Save and compile the configuration via
the menu command: "Station > Save and
Compile...".
Close the HW Config
8. Delete the OS of the PC station of the ES
in SIMATIC Manager, as it is not needed
in our example.
PCS 7 Minimal Configuration
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Setting up the Standby OS PC station

Table 6-5
Step Activity Screenshot
1. Open the shortcut menu of the project in 1ol x|
the component view and add a new PC B e e e o, b
: b " . D& |R@ |t =R ] %% [+ o Fiter >
station via "Insert New Object > SIMATIC X1 P ot o=l
PC station". = @l AP P 51
3} K4 WP Pij S
\%W Open Object Chrl+Alt+0
2t Gl
Copy ChrliC
Paste CEr
Delete: Del
SIMATIC 400 Station
SIMATIC 300 Station
PLC SIMATIC H Station
Access Protection Sl =
Other Station
PCS 7 License Information... SIMATIC 55
Shared Dedarations A
MPI
Plant Hierarchy e
SIMATIC BATCH Industrial Ethernet.
PTP
e o Foundation Fieldbus.
Object Properties... Alt+Return
57 Program
Preconfigured Station...
os
05 (Client)
Shared Dedarations
Batch process cell
Project Documentation
Inserts SIMATIC PC Station at the cursor position. A4
2. Open the HW Config of the Standby OS =1
PC station via the shortcut menu. el L% heat BROR Wl potur o _
D |86 e ke %2 & | < o Fter
(3 K4_MP_MP (Component view) —- D:\Mininis =101 x|
B (=) K4_MP_MP
Open Object Cirl+Alt+0
Ut (e s
GOy G +C
{1 Shared Declarations Pzt Sl
@ K4 MP_Lib Delete Del
Access Protection 13
SIMATIC BATCH »
Rename
Opens selected object. 7
3. From the object catalog (View > Catalog)

insert a "WinCC application (no WinCC
Application Stby!)" and a network card
of the type "CP1623".

i WinCC Appl. i
2 :E:CP 1623

3

4

= |
5

7

]

]

10

11

12 hd|
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Step Activity Screenshot
4. Select the system bus from "Subnet" or x|
set this by pressing the "New..." button. Generd  Paranete |
Assign the corresponding MAC address HEate b d i
to the CP1623.
Deactivate the check box "IP protocol is
being used". 1P addess: S
Subnet mask:
Click the "OK" button to confirm the g e
settings. o el
r — not networked — New.
Properties..
Delete
Cancel Help
5. Open the shortcut menu of the CP1623
and select "Object properties...".
3 | Copy ctrl+C
4 Paste (e
5
6 Replace Cbject...
7 Aadd Master System
2 Discanmeck Master System
5 IMaster Systemn Isochranous Mode
10 Insert PROFINET I System
il Disconnect BROFIMET 16 System
12 PROFINET: [0 Domain Management, .
PROFIMNET IO Tapalagy..
PREFINET 10 [sochronaus mode
Specity Module, ..
Delete Del
Go To 3
Filter Assigned Modules
IonitoryMadify
Edit: Symbols, ..
Object Properties... Alt+Return
Open Objeck With, .. Chrl-alt+0
Change Access k
6. Go to the "Options" tab and select the Properties_cpi62z =]
check box "Time of day". | i [ D
Click the "OK" button to confirm the ik
. Sima o o
setting. € Haste e sender
& Slave fime receiver}
Send Keepalives for Connection:
[F Activate (20 secands) ‘
TCF pr
’VNDIS IP address ‘
Crca | _tep
7. Save and compile via the command:
"Station > Save and Compile...".
Close the HW Config
PCS 7 Minimal Configuration
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the "Yes" button.

Step Activity Screenshot
8. In SIMATIC Manager, open the properties x|
dialog of the Standby OS. Gourl T 05 Sy 05 Cori |
Switch to the "Target OS and Standby OS Fathto the Target 05 Computer
Computer" tab. I T |
Activate the check box "Create/update Symbolic computer name
archive tags" and deactivate the check box fos._br
"Transfer to external archive server". Standoy 05
Click on the "Search..." button. BB a
[ Create/update archive tags
I~ Transferto extemal archive server
I target OS5 compuiter is identical to ES comptter:
Assign archive server
oK Al Cancel
9. Navigate via the drop-down list to the : e
shared project folder of the Standby OS ) [ e - B 8
(see 5.3.1 Preparatory activities). - j
Click the "Save" button.
10. In the text box, reselect the whole project X
path "Path to Target OS Computer". General Target 05 and Standby 05 Compute |
Click the "OK" button to confirm this. Pathto the Target 0 Compiter
|\\SV\Projects'0S\0S map Search ... |
Symbalic computer name
[05_Stby
Standby OS
|<nune > j
[¥ Create/update archive tags
I Transferto extemal archive server
ff target OS computer is identical to ES computer:
Assign archive server
o
11. Confirm the information dialog by clicking |

After changing the target path or after assigning a standby 05,

i I y,  the online medification capability gets lost.

Additionally, the OS5 needs to be newly compiled, the packages for
the dients are to be updated and an entire loading
of all assigned OS servers needs to be executed.

Do you wish to execute the changes?
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Configuring the PC stations

The function "Configure PC station" transfers project configurations to one or more
target stations. First configure the local Station Configuration Editor of the ES and
then all the other PC stations connected to the system bus.

Table 6-6
Step Activity Screenshot
1. Execute the Station Configuration Editor of =lolx|
R . File Edit Insert PLC View Options Window Help
the ES. To qo this, select the PC station of e s e d =] [ cto pier>
the ES and in the shortcut menu choose: 2 Ka_MP_MP (Component view) — D:\Minmimal\Prajects \CAVKALHPLFI _loj x|
" 1 " = 3] K4_MP_MP [bject name Symblic name Type
PLC > Conflgure'” . E‘@K‘Lr;f” Iilh::unhgmahun Pl:pslalmn
o & EJXJTD:A;.F\ \égnEEAp\
| o B S
; = Cut Ctrl+X
1
Lsms R
Delete Del
Dourioad citat
At Rtnion > ™ Compile and Download Objects... o
Print » L I
SIMATIC BATCH »
Rename F2
Object Properties... Alt+Return
i
Configures a selectable target computer according to the structure or the selected PC station {initial/reconfig
2. Select the PC to be configured from x|

"Accessible computers:".

Note

If you have chosen the option "Identical PC
name to PC station name" via "Object
properties”, the target PC to be configured
appears directly in the component
configurator.

Use the "Show" button to display the
current configuration of the PC station.

Click on the "Configure..." button.

Laoczal network connection:

I Terminal busg j

[Update |

Accessible computers:

ESYE
S

¥ se configured computer name

Target computer;

|Esval

Lizplay... |

Messages:

Cloze | Help |
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Step

Activity

Screenshot

3.

In the window that appears you will see
how the PC station is configured.

Click the "OK" button to confirm this
setting.

Configure: ES60 ﬂ
Station: st
Index I Mame I Type

1 [] WinCCappl  WinCC Appli.
o cP1e23 CP 1623

| Status I Cause -

13 =
o | 3|

@ The configuration iz possible. The configuration can be seen in the list
above.

Cancel Help

Confirm the information dialog by clicking
on "OK".

x

\ If the component configuration is changed, the entire PC station
l'\ will be reconfigured and the existing database is lost.
" This can take several minutes.
Make sure that no communication or diagnostics is active over a
componentin the current configuration.

In the bottom window you will then see
the message:
"Transfer completed successfully".

Close the configuration dialog.

x

Local network connection:

lTerrnmal bus j
Update |

Accessible computers:

v Use configured computer name

Target computer:

Display... |

Messages:

Configuration running.

ESVS1:

Transfer completed successfully.
Configuration completed.

Close I Help
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Step

Activity

Screenshot

6.

Configure the Station Configuration
Editor of the Standby OS as shown in
steps 1to 5.

Configuring and loading AS-OS communication

In the following section, the connections between the PC stations and the AS are

configured in NetPro and loaded in the individual stations.

Note In case of a granular station configuration, the subnets of the individual sub-
projects must be first merged.
Table 6-7
Step Activity Screenshot
1. Open NetPro. o
Network Edit Insert PLC View Optons Window Help
Select the WinCC application of the ES F0 RS e da ddS DRl
and Open the ShOrtCUt menu. 23 K4_MP_Pr] (Network) - D:\Mininimal\..\K4\K4_MP_MP =18x]
1 =
Select "Insert New Connection”.
AS1
sl EE Y
| H H |
2
PlantBus
Industrial Ethernet
Download to current project > e
Rearrange
| Inserts a new cor  Object Properties... Alt+Return PCriteme
2. Select the CPU of the AS in the x|
"Connection Partner" window. i s e
Make sure that an "S7 connection” =-[8] Inthe current project
is selected under "Connection". 29 K4 MP_Pi
- All mulicast stations
[]--E'ﬂ I the multiproject: K4_MP_MP
@ I unknown project
- £
Project: {K4_MP_Prj 5
Station: jas1
Madule: |CPU 410-5H
— Connection
Tupe: IS? connection ﬂ
¥ Display properties before inzerting
Ok I Apply Cancel I Help |
PCS 7 Minimal Configuration 8
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Standby OS and the AS by repeating
steps 1 to 3.

connection of the ES to the AS.
When ready, save and compile the

"Network > Save and Compile...".

check everything" and confirm your
selection with the "OK" button.

When doing this it is important that the
connection has the same name as the

configuration via the menu command:

Select the option button "Compile and

Step Activity Screenshot
3. Under "Connection identification" in the =
"General" tab, change the "Local ID:" e [k oo |
to a descriptive name, such as AS60. b e St
Click the "OK" button to confirm the ;Eﬁ"f':‘w:mt"m ; I\f;le
Settings . | Qe‘nd u‘pevating e messages [rinCC ost
i~ Connection Path
Logal Partner
Bt Bk ﬁr‘(é&/ﬂpp\ |ACEPL/41MH
Interface: [cr a2z x| [cPasz1 ProRY/SE) |
Subnet [PrantBus [industral Ethemet] [PlartBus [Industrial Ethemet]
Address [oroc 2855 Er27 [08-00-06-01-00-00
Address Details.
=] |
4. Also create a connection between the Save ant Chmple x|

— Compile
¢ Compile and check everything

" Compile changes only

oK. | Cancel Help

5. Select the ES and download the
connections via the shortcut menu:

Stations".

the same way.
Then close NetPro.

"Download to current project > Selected

Download the Standby OS and the AS in

% NetPro - [5_MP_prj (Network) -- D:\Projects\K5\KS_MP_MP\S_MP_Prj]
93 Network Edit Insert PLC View Options Window Help

8 &S e @8 OB

levienn

PlantBus
Industrial Etherne,

Object Properties.

Compiling and loading the user program

Compile the S7 program and download it to the AS.

Compiling the OS project

Compile the OS project of the Standby OS in SIMATIC Manager.
Make sure to make the correct OS assignment to the server in the plant view.
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6.3.2 OS configuration

OS configuration on the engineering station
On the ES, a conversion must be still done from a multi-user to a single-user
system, and the settings for the redundancy and time synchronization must be still
adjusted.

Note In this particular configuration, it is necessary to complete the redundancy
settings in WinCC Explorer of the Standby OS after the entire download
completes.

PCS 7 Minimal Configuration
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Table 6-8

Step

Activity

Screenshot

1.

Open the OS project of the Standby OS
in the ES.

Select the OS project in the open WinCC
Explorer and select "Properties" in the
shortcut menu.

& WinCC Explorer - D

Al =101x]

J File Edit WView Tools Help

a

e
|

Bl |

..... M1 Tag Management

----- .‘d;‘. Graphics Designer

----- Lﬁf Alarm Logging

----- J_U Tag Logaging

ok Report Designer

----- _,] :B Global Script

Text Library

----- 5 Text Distributor

----- 'Iil' User Administrator
----- iR Ii Cross-Reference

----- Redundancy

----- ;]_U User Archive

----- 9 Time synchronization
~if{i Harn

----- ﬁ' Picture Tree Manager
L] Lifebeat Monitoring
7R, 08 Project Editor

g SFC

----- P web Navigator

Press F1 for Help.
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Step

Activity

Screenshot

2.

Under "Type:" in the "General" tab, select
the project "Single-User Project" from the
drop-drop-down list.

Confirm your settings and the displayed
message by clicking the "OK" button.

Project Properties N x|

Operating Mode | User Interface and Design |
Genersl |  UpdateCycles |  Shomouts | Options

General data of the cument project.

=

Type:

Creator: I"fu'lr.CC-Pr\:-jec,t-Manager

Creationdate:  [12/17/2014 10:36:13 AN

Changed by: IWirICI:-iject-Manager

lastchangs:  [12/19/2014 1:01.09 FM

Version: I

GUID: CC_05:5 14 12 17 10.36_18

Comment: ;I

ok | Cancel |

Project properties ﬁ

™% A change from a multi-user to a single-user or WinCC dient project
e will delete all configured dient computers from the computer list.
= Click on <OK> to perform this change,
or on <CANCEL > to keep the multi-user project.

[T

Activate the OS project option "Allow

activation on ES" from the "Options" tab.

This setting allows the runtime to be
activated in the ES.

Then click on the "OK" button.

Project Properties N x|

Operating Mode | User Interface and Design |
Gererl |  UpdateCydes |  Shotcuts Options

Additional project options

¥ Alow activation on ES

¥ Color conversion when printing messages
¥ Export text files as Unicode

[ Multiuser engiieenitg

Besources |

C scripts with language setting "Dynamic” in Runtime:

IOpemting system language for non-Unicode programs j

This option allows you to access the Online Help in rurtime.

OK I Cancel
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Step Activity Screenshot
4, Prevent deleting the startup list by clicking | [aiF1T =8 e (onar . =1
the "No" button.
Confirm the displayed message by clicking e ,
on "OK" i ] The project type was changed.
: &' Do youwant to delete the startup list?
Yes Mo
5. Open the "Redundancy” editor. AT =
General | User Archive |
Server:
Activate the "Activate Redundancy" option.
Select the option "Default Master". i
. . ) Redundart parner server.
Adjust the redundancy properties in [ Bronse
"Optional Settings" according to your Local Comper Seftng
requ irements. Connection to recundant partner via network adapter.
If you do not want to operate the RS 232 e i
redundancy cable on the COM1 interface, ket e —
you must adjust this setting later yourself
on the Standby OS (see section "OS W L
configuration on the Operator Station"). D e |
Optional Settin I
¥ Synchronization of Tag Logging after the partner server comes back online
¥ Synchronization of Alam Logging after the partner server comes back online
[¥ Oniine synchronization for Alam Logging
¥ Synchronization after disruption of the process link (Tag Logging + Alarm Logging)
W WinCC client switch in case of a process connection emor
Enables the synchronization for all specified options and user archives:
[V Activate Redundancy
ok | Coed | Hb |
6. To complete the redundancy settings for Select redundancy partner x|

the ES, the partner server must be still
selected.

Click the "Search ..." button and select the
Standby OS as a redundant partner from
the network.

Click the "OK" button to confirm the
settings.

€l Network
/8 CL60
8 CS25V2
/M Esva1
/8 KHIE139D
1M SV16

=5
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Step Activity Screenshot
Double check all your options before you B
confirm the redundancy settings with the o | s e |
"OK" button.
I Defauit Master
Redundart partner server
|§V TR
Local Computer Setting
Connection to redundant partner via network adapter
None E|
Conniection to redundant partnar via serial interface (optional) com1 -
£ Synchronize all deta of the autage period
= Synchronize failures of last |2 days only.
Optional Setting:
¥ Synchronization of Tag Logaing after the patner server comes back orline
¥ Synchronization of Alam Logging after the parner server comes back onine
¥ Oriine synchronization for Alam Logging
¥ Synchronization after disuption of the process link (Tag Logaing + Alam Logging)
[V WAnCC client switch in case of & process connection emor
Enables the synchronization for al specfied options and user archives:
¥ Activate Redundancy
OK | Cacel | Hep |
Confirm the displayed note by clicking x
the "OK" button.
lol The changes will take effect after WinCC is started.
7. Open the "Time Synchronization" editor. 21|
Activate the check box "Synchronization - General Setiings
via System Bus (Master, Slave)". I Use time receive wilty 8
Select "CP1623(ISO)" under "Access pOint ™ Deaclivate time synchronization Cancel |
1" and activate the check box "Master".
CI|Ck the ,,OK,, button to Conﬁ m the —I Swnchronization via Terminal Bus [Slave]
Settings ) Use the time fram & connected WinCE server
)  Use the time fram & specific computer:
Note Cormputer 1 I _I
Computer 2 I J
If the ES does not have a CP1623, then
aCtiVate the Option "DiSplay SymbOliC name {1 Let time be set by external (3rd - party] components
of the access point" and select the o
. . —Iv Senchranization via System Bus [Master, Slave]
appropriate access point. ~ tiocess paint 1
[criszaiso) FH L=
£ Slave
- Access point
g j £ Waster
 Slave
™ Display spmbolic name of the access point
— Process controling messages Project documentation—
IV Send once Print I
Send evern I _l: minLtes _F‘review_l
Setup I
8. Close the OS project.

PCS 7 Minimal Configuration
Entry-ID: 24023824, V5.1, 05/2015

93




© Siemens AG 2015 All rights reserved

6 Master ES/OS and Standby OS

Downloading the OS project to the Standby OS

Once the redundancy and time synchronization are configured on the ES and
the OS project is closed again, download the OS project on the Standby OS.

Table 6-9
Step Activity Screenshot
1. In SIMATIC Manager, select the Standby , 1ol
OS and choose the following in the context D@ 88 m | 4 L e e %% i [<horaers
menu. "PLC > DOWnload". % K4_MP_MP (Component view) — D:\Mininimal\Projects\i4 p =10 x|
- [2a K4_MP_MP Object name: PH Assignment Type
E] \?_Z;_Ffl 5 RHT1 Flant\AMT 1 Ficture
v T RMT2 PlantiAMT2 Picture
i WinCC Appl.
SR
B En
A% 5
{1 Shared Declarati R O
- K4_MP_Lib cut ctri+x
Copy ctrl+C
Faste Chrl
Delete Del
Insert New Object 3
Dosriosd Co+
Access Protection 3
Compile Cirl+8
Display compilation log....
Display load log...
Generate server data
Assign OS server...
Start OS5 simulation
Import WinCC objects
Print »
Plant Hierarchy 3
SIMATIC BATCH 3
-_— Rename F2 LI
Downloads current object to the L Object Properties. . Alt+Return A
2. For the first OS project download, an entire x|

download is required.

Start the download by clicking the "OK"
button.

Target system: \\SV\Projects\os_stby\os_stby.mcp

[~ Scope
¢ The entire WinCC project

€ Changes Details

[~ Start compilation before downloading

The entire WinCC project will be transferred to the runtime 0S. T arget system will be
closed automatically before download starts.
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project is located in the specified folder
on the Standby OS.

Click the "OK" button to confirm the
corresponding message.

Step Activity Screenshot
3. After a successful download, the OS

Download to target system was completed successfully,

| Emor

< none >

0K Carice
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OS configuration on the Standby OS
In this particular configuration, it is necessary to complete the redundancy settings

after the download completes.

If, as opposed to the operator station, the engineering station has no CP1623 or
if the RS 232 redundancy cable is not connected to the COML1 port, the following

step instructions must be carried out. Generally we advise you to check the project
settings after the project has been downloaded to the target system.

Note Normally, all the engineering work will be carried out on the ES for the purpose
of consistent data management, so that no WinCC engineering licenses are
required on the OS. Nevertheless, each time the WinCC Explorer is opened,

a licence-free time window of two hours is enabled for WinCC configuration
works.
Table 6-10
Step Activity Screenshot
1. Open the OS project on the OS standby
under the shared project folder.
2. Open the "Redundancy" editor from the x|
shortcut menu.
Click the "Search ..." button and select € Network
the ES computer as a redundant partner. = T
‘ SV
oK |
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6 Master ES/OS and Standby OS

Step

Activity

Screenshot

Deactivate the check box "Default Master".

Check whether your desired check boxes
are activated under "Optional Settings".

Click the "OK" button to confirm the
settings.

General | User Archive |
Server.
|§v
I~ i Masier
Redundant pariner server.
|F_sv31 Browse

Local Computer Setting:
Connection to redundant partner via network adapter.

Mone |

Connection to redundant partner via serial interface (optionl):

CoM1 ¥

£ Synchranize all data of the autage period

 Synchronize failures of last [2 days only.

Optional Setting:

¥ Synchronization of Tag Logging after the partner server comes back oniine

¥ Synchronization of Alam Logging after the partrer server comes back online

I¥ Oriine: synchronization for Alarm Logaing

¥ Synchronization after disuption of the process link (Tag Logging + Alam Logging)
[ WinCC client switch in case of a process connection emor

Enables the synchronization for all specfied options and user archives:
[V Activate Redundancy

0K Cancel
[ o ] |

He |

Confirm the displayed note by clicking
the "OK" button.

Important Information

|0} The changes will take effect after WinCC iz started.

Open the editor "Time Synchronization”
from the shortcut menu.

Check or activate the check box
"Synchronization via System Bus
(Master, Slave)".

Check or select "CP1623(1SO)" and the
option button "Master" under "Access
point 1".

Always click the "OK" button to confirm the
settings.

e Time Synchronization - [05_Stby mcp] 7| x|

i~ General Settings

I~ Use time receive utility

™ Deactivate time synchronization

— Sunchronization wia Terminal Bus [Slave]
{5 e the e fram aleonmested S HIEE semver

e the fme o & spesiie Camputer

0K I
Cancel |

[Eamputer s |

[Eampitene: I

=) Lettime be set byevtermal (8 - part] eamponents

]

—v Sunchronization via Systerm Bus [Master, Slave)

—Access point 1
& tash
[criezaisn) =] ht
£ Slaye

~Access point
5 b st
<Mones j pit)
€ Slave

™ Display symbolic hame of the access point

-~ Pracess controlling meszages

¥ Send once

Send EvEn I _I; mimutes

Project documentation ——

Frint I
Preview I
Setup I
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Step Activity Screenshot

4. If you have carried out project changes in
WinCC Explorer, close the OS project and

reopen it for the settings to take effect.

6.3.3 Activating the runtime

Activate the OS project, first on the ES and also on the Standby OS. It is
recommended to wait before activating the second runtime until the boot process
of the first one has completed.

With regard to redundancy, the online synchronization is immediately active.

As opposed to this, the mutual synchronization of archives only starts 10 minutes
later.

6.3.4 Particularities when loading the OS project changes

Loading changes

To download changes, the runtime on the ES must be stopped when compiling
the OS. These can be then re-activated to test the modified OS functions.

NOTICE Depending on the changes performed, if the runtime remains active during OS
compilation, it can happen that a subsequent downloading of changes is not
performed completely, which will cause errors. If this happens, only an entire
download is possible.

For the downloading process, the runtime must be terminated and the OS Project
closed.

This results in the operator being restricted from taking any actions on the ES
computer.

Complete download
For a complete download the following must be always observed:

1. The runtime must be deactivated on both PC stations and the OS project must
be closed.
2. Before enabling the runtime on the Standby OS again, the redundancy settings

must be set again.
Do this by repeating the steps Table 6-10.
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v

Positioning

Note

Function

Note

Expansion with the PCS 7 OS Web Option

In order to control automated processes via the Internet/Intranet, SIMATIC PCS 7
provides operating and monitoring options: the so-called "Web Options".

This chapter describes the configuration of the Web Option on one ES/OS single-
user system. The instructions can also be used as an expansion for the following
minimal configurations:

e ES/OS single-user system (Chapter 3)
e Master ES/OS and Standby OS (Chapter 5)

To expand the redundant single-user system configuration with the Web Option,
the ES/OS station in the following example has been configured as a Web
Server. The partner OS could also be used the same way as a Web Server.
Nothing changes in the functionality for the Web clients.

The redundancy of the operator stations is not available for Web clients. If the
OS with the Web Server option is in STOP, even the Web clients have no
connection to the process.

All relevant pictures and scripts are stored on the Web Server to enable them to be
displayed or run through a Web client.

The Web client accesses the system data provided by the Web Server via
a TCP/IP connection. The user interface corresponds to the appearance of
a standard OS client with overview, work and key area.

The following functions are some of the ones available via Web:
e Operator control and monitoring functions, which are also used on an OS client

e Message lists that are called up in a user-dependent manner, just like on an
OS client. Messages can be acknowledged in a user-dependent manner.

e Displaying the picture hierarchy according to the plant hierarchy
e Group display function including the "loop-in-alarm" function
e Extended status display

For further information about the PCS 7 Web Options, see the following manual:
"SIMATIC Process Control System PCS 7 Web Option for OS (V8.1)"

PCS 7 Minimal Configuration
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7.1 Web configurations

In our example, the configuration of the Web Option represents an expansion of
the hardware and software configurations mentioned in chapter 3, "ES/OS single-
user system" and chapter 5 "Master ES/OS and Standby OS".

ES/OS single-user system with OS Web Server option

To operate and monitor the system process, the OS Web clients draw their project
data from the single-user system with the OS Web Server option via Internet/
Intranet by means of Internet Explorer.

Figure 7-1

Web Clients

Intranet/Internet

ES/OS + OS Web Server

Plant bus
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Master ES/OS with OS Web Server option

To operate and monitor the system process, the OS Web clients draw their data
from the single-user system with the OS Web Server option via Internet/Intranet
by means of Internet Explorer.

In addition, the system process is set as redundant to offer a widest possible
protection against failure of system operation.

NOTICE  The redundancy of the operator stations is not available for Web clients.
If the OS with the Web Server option is in STOP, the Web clients have no
process connection.

Figure 7—2 Web Option in a redundant single-user system

Web Clients

Intranet/Internet

ES/OS + OS Single
OS Web Server < > Station
l COM-Cable .
Plant bus
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7.2 Web-specific hardware and software requirements

Single-user system with Web Server option

Table 7-1

Characteristic

Requirement

Operating system

e  Windows 7 Ultimate/Enterprise SP1 (32 bit)

e Windows Server 2008 R2 SP1 Standard Edition
(64 bit)

For further information, see the document
"SIMATIC Process Control System PCS 7 PCS 7

Readme V8.1".

Hardware

e SIMATIC PCS 7 ES/OS IPC847D BCE
e SIMATIC PCS 7 ES/OS IPC847D IE

For further information, see the document
"SIMATIC Process Control System PCS 7 PCS 7

Readme V8.1".

Software

e Internet Explorer
e Internet Information Server (11S)

Other

Faster access (>= 64 kbit/s) to the Web client via
internet/intranet or TCP/IP connection
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Web client
Table 7-2
Characteristic Requirement
Operating systems e  Windows 7 Ultimate/Enterprise SP1 (32 bit)
e  Windows 7 Ultimate/Enterprise SP1 (64 bit)
e Windows Server 2008 R2 SP1 Standard Edition
(64 bit)
For further information, see the document "SIMATIC
Process Control System PCS 7 PCS 7 Readme
V8. 1«
Minimum hardware No PDAs, tablet PCs etc.
requirements
Software Internet Explorer
Other Faster access (>= 64 kbit/s) to the Web client via
internet/intranet or TCP/IP connection
Note The Internet Explorer version must be selected according to the PCS 7 version.
For further information, see the following FAQ:
https://support.industry.siemens.com/cs/ww/en/view/2334224
7.3 Maximum amount of Web client connections

The following number of concurrent Web client connections have been tested and

thus released:

Table 7-3

Operating system on the stand-alone system
with Web Server option

Maximum number of concurrent
Web connections

Windows 7

3

Windows Server 2008

3
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7.4 Configuring the OS Web Server

Configuration steps on the ES

Publishing pictures via Web View Publisher

Configuring user rights, start screen and language of the website in the User
Administrator

Downloading and compiling the Web Server

Publishing OS data

The Web Publisher enables pictures and scripts, which should later run on the
Web clients, to be published on the OS Web Server. The following actions are
performed:

Project data is compressed and saved
Picture windows are converted into Internet-enabled ActiveX components
Scripts are converted so that they run on the Web

Requirements

Before publishing the Web Server data, the following requirements must be met:

Note

The hardware and software requirements mentioned in chapter 7.2 have been
met.

The software package "PCS 7 Web Server" is installed on the ES/OS single-
user system.

The PCS 7 Project is available and fully configured.

"OS compiling" has been completed.

The scripts that are accessed by the Web clients are present.

Process pictures contain no double underscore (e.g. yy__ xx.pdl).

Tag names in plain text (quotation marks) within C scripts contain no spaces.

In a single-user system, only one publishing process is needed for the publishing
of local data on the Web Server.

For information regarding the subject "supported script standard functions"
see the chapter "Web-enabled Functions for PCS 7 OS Web Option" in the
manual: "SIMATIC Process Control System PCS 7 Web Option for OS (V8.1)".
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7.4.1 Publishing project data
Table 7-4
Step Action Remark
1. Open the OS project of the OS Web Server | EESEEEITIRITETT : /Bl

in WIinCC Explorer.

Using the shortcut menu of the "Web
Navigator" editor, select the command
"Web View Publisher".

The dialog box "WinCC Web Publishing
Wizard - Introduction” opens.

Click on the "Next" button.

SIEMENS

“The WinCC Web Pubishing Wizard wil help you publsh your WinCC Pictures
10 8 Web Server by prepanng and copying the selected files from your WinCC
Project to the Pctuse Publshing Folder of your WinCC Web Server.

[7] Skinthis screen in the future.

Fem] [Fem] o] [Frmn]

2. This opens the dialog box "WinCC Web
Publishing Wizard — Select files and
folders".

Deactivate the check box "Server Prefix"
because you want to publish local data.
Accept the default destination and source
path. If you really want to change the
respective path, click on the button behind
the grayed entry fields. Navigate to the
desired target or source folder.

Click on the "Next" button.

¥ WinCC Web Publishing Wizard - Select directories. ol =]

SIEMENS

Select the folder containing your WinCC pictures and the folder of the
WinCC Web Server to which you will publish your pictures

i = -

-

D.\Froy \5_MP_MP\5_MP_Piiwincero) \
Diagnostics:

) Show hidden objects

[ Goncet | [ <Back |[ Mewt> | [ Fmen |

3. The dialog box "WinCC Web Publishing e ~loix]
Wizard - Select pictures” opens. SIEMENS
. . . : add XK Remove [EElY
Select all pictures you wish to publish. _“ [ecedties |
We recommend to publish all standard hame | - | -
P ictures. éé @@CorfigTypicsls POL
= @AlamEmergency pdl
Use the ">>", "<<" ">" and "<" buttons o
to select the pictures. i
. L @Aam Hdin
Click on the "Next" button. B
5% @MamNew PDL
4L @AlamNewOp PDL
Pr
@3¢ @AamQuit. PDL. _
[ caeet | [ <Back |[ WNeas | [ Finish
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The dialog box "WinCC Web Publishing

Step Action Remark
4. JS=TES

Wizard - Referenced graphics" opens.

Select all the graphics you wish to publish.
We recommend to publish all standard
graphics.

Use the ">>", "<<", ">" and "<" buttons to
select the graphics.

Click on the "Next" button.

i add ¥ Remove [E-

Wizard - Select functions" opens. SIEMENS
. . . i Add X Remoye BB+
Select all functions you wish to publish. In e ‘
the pictures, only the scripts that you e Ut
selected during the publication process are rmoncn Tyt spone
i SRt A arie
available. Therefore, select all the needed S Dot cablaetr
functions at every publication process e
Use the ">>", "<<", ">" and "<" buttons to
select the functions.
Click on the "Next" button.
| Concel | [ <Bock |[ Next> | [ Fmsn ]
5_ The dlalog bOX "WinCC Web PUbllShlng ¥ Win(C Web Publishing Wizard - Referenced graphics =loixl
SIEMENS

==

Name Name

[l @ror_1_0bmp
[l @ror_1_1 brp
|l @Aror_2_ 0bmp
[l @Aror_2_1bmp
[ @ArowLbmp
[ @Amow-Romp
Il @as20¢bmp

[l @Cortfig_rbmp
o

[Ceeneei ]

[ <Back |[ Next> | [ Fmsh |

The dialog box "WinCC Web Publishing
Wizard - Finish" opens.
Click "Finish".

¥ WinCC Web Publishing Wizard - Finish =10l
SIEMENS
“The WinCE Web Pubishing Wizand isfrished collecting information
To publsh your ictures, press Finish
List of rosult
Status | Name [ Type |
Cancel | [ <Back ][ Mex> | [ Finish ]
¥ WinCC Web Publishing Wizard - Finish =10l x|
SIEMENS

The WinCC Web Publishing Wizard is finished collecting information.

To publish your pictures, press Firish

atus | Name

M

[) @1001.PDL Screen

¥)  @&ECorfigTypicals.FOL Soreen
@) @NamEmergency pd Soreen
‘, rgency p

@)  @AamEmergencyOp pd Screen
‘, erge P P

) @AlamGone PDL Sereen
) @AamlGoneOp PDL Sereen
Y. o

(%) @AlamHidden. PDL. Screen
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Step

Action

Remark

7.

Pictures and functions that contain faulty
scripts are identified from a red cross.
Double-click on each faulty picture to open
the picture in the editor "PdIPad" and to
correct it.

Once the publishing process is complete,
click the "OK" button to confirm the
message.

+f+ WinCC Web Publishing Wizard - Finish N

‘The WinCC Web Publishing Wizard s firished coliecting information,

‘To publish your pictures, press finish.

| WinCC Web Publishing Wizard x|

=
TBHKLEME @ The picture(s) have been published successfully.

Performance.emf.

TANK2 EMF
TANK3 EMF
VARIANT.EMF
wartung.emf

PNG

=

WeblntedaceDeactivated PNG

IBlx]
SIEMENS

Cancel |

| <Boek | [ bem> | [ close—]

The transferred images are listed in the
dialog box "WinCC Web Publishing Wizard
— Finish".

Click "Finish".

¥ WinCC Web Publishing Wizard - Finish

‘ The WinCC Web Publishing Wizard is finished collecting information

To publish your pictures. press Finish.

JSIT=TE
SIEMENS

Status | Name: | Type | =
[%) Performance. emt Image
W) TANKLEMF Image
) | TANK2EMF Image
‘ ) TANKIEMF Image
) VARIANT.EMF Image
) watungemt Image
) Webinteface PNG Image
) WebtefaceDeactivated PNG Image =

Cancel |

[ <Back | [ Wewts | [ Close ]

The published pictures are displayed in
the data window of the Web Navigator.

[ Last Change

T computer @1001p>_
B Tog Managenent @@ConfiTypicas.P0_

A cosateser iy
{5 ArmLogoing P @atamenergency.pd_
1] TegLoggng P @lamEmergencyOp.pd_
&) Report Designer

15, Gobalsarpt

1 Textbeary

9 Teve syrcvarszaton
€ Hom

42 Peture Tree Manager
£ Ufebestantorng
K, 0 ProjectEdtar
11 Component List Eitor

/548 object(s)

5|
yispois eS|
1152015 457:15°M
11572015 457:16PM
152015 457:179M
11572015 457:170M
1152015 457:18°M
11572015 457:18°M
1152015 457:19m
1152015 457:19M
11572015 457:20PM
1572015 457:20M
11572015 457:216M
152015 45721M
11572015 457:220M
1152015 457:220M
11572015 457:23°M

1/15/2015 4:57:24PM
1152015 4:57:25PM
1/15/2015 4:57:25PM
1152015 4:57:25PM
1/15/2015 4:57:28PM
1/15/2015 4:57:28PM

UISISHSERM |
3

icensedmode
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7.4.2

Setting up user rights, website start screen and language

Restriction of access
You can control the connections of the Web client to the OS Web Server by

defining user rights. User rights are assigned in the editor "User Administrator".
User rights are the same as those of the standard clients.

Settings in the editor "User Administrator"

Table 7-5

Step

Action

1.

Open the editor "User Administrator" in the
WinCC Explorer of the currently open OS
project.

Add the new users and/or new user
groups to which you want to assign
appropriate permissions.

Also activate the option button "Web
Navigator" for the user/s or user group/s
and enter the website in the corresponding
input fields "Start Screen" and "Language".

User Administrat... «
519 User Adrintrator
& i Admnistrator Group.

T —

Ready | NUM

Remark
=10
= Authoriz... £~ i Properties - User
= B e
| 1 [Benutzerverwaltung v |Object type
2 |Freigabe fur Bereich 7 ‘Object name | WebOperator
|3 | Systemwechsel 7 cl
* Ry " e
|6 |Hoherwertige Prozessbedienungen 7] Em""‘ ~~~~~
e
8 |Remote aktvieren 7 ;mmz«;:
| (e o T —
e ol =
B 0 [ — -
‘WebNavigator start picture -1
] e
16 ‘Start Picture of WebUX
17 = \Web knguage |Englsh (United States)
i« < » | Authorizations [« ) 7| S ——
— %

Use the "..." button to select the start
screen from the published graphics.
"...\OS Web Server\<wincc-projectrelease-
Name>\Web Navigator\pictures"

Select the graphic "@screen.pd_" as start
screen.

Click the "OK" button to confirm your
selection.

You can also specify a language for the
control and monitoring interface of the
Web clients. To do this, you must also
click the corresponding button "...".

Click the "OK" button to confirm your
selection.

[ user Administrator - WinCC Configuration Studio

Fle Edt Vew Hep

-loix|

~I| i Properties - User

il veerAdmiitstor

Ready | NUM

Gnsble || O Selection
1 [Benutzerverwaltung @ Object type User
Freigabe fr Bereich 2] Object name ‘WebOperator
|3 |systemwechsel 3 | General
Beobachten v \WebOperator
Prozessbedienungen = Administrator-Group
Hoherwertige G W e
[Reportsystern & —
[Remote aktvieren 7
Remate projektieren 2 B
Web Zugrf- ur beobachten ] O T e
1 [Hochstwertige Prozessbedienungel 4] Perbtorine before AlEOTEEE bGGR|
|12 |Enwetterte Bedienung 1 @ 5
(13 [Erweterte Badienung 2 v R 7
WebNavigator start picture ~
[Webtx | rt_ssseTrom o1 5
B e

1] Authorizations :‘_H.

Geman (Germ:

PTN_RHTLpd_
PTN_RHT2,pd_

R3ipd_
T T

SIGNAL_Test.pD_
TemplateBasELbraryVE.PD_
Test001.PD_

Trme7SEGd_ (4

any) | Selection: 1 Authorizations | Table: 13 Authorizations | 100% (=) v o

Close the User Administration Editor.
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7.4.3 Configuring with the Web Configurator

Web Configurator tasks

The Web Configurator enables you to configure and manage the Internet
Information Service (1I1S) and therefore the website of the OS Web Server.

The setting up is performed on the Web Server after you have downloaded the
project to the Web Server. Setup and configuration are necessary to set up an
operating station (OS) as an OS Web Server and to make it accessible for the
Web clients via the intranet/internet.

The Web Configurator enables you to adjust the necessary firewall settings,
if a firewall is enabled.

Requirements of the single-user system
e The PCS 7 Web Server software is installed on the single-user system
e The OS project has been downloaded to the single-user system
e All settings have been entered in the OS
e Pictures, functions and graphics are published
e User rights have been granted/applied

Note For further information about the default Web page, see the chapter
"Configuration on the OS Web Server" in the manual:
"SIMATIC Process Control System PCS 7 Web Option for OS (V8.1)".
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Settings in the editor "Web Navigator"

Table 7-6

Step Action Remark

1. Open the OS project in WinCC Explorer on | BTy, T
the OS Web Server. Welsome to th Intsmet |nformation Server Configuration
Using the shortcut menu of the "Web
Navigator” editor, select the command e
"Web Configurator".
The dialog box "WinCC Web Configurator”
opens.
Click on the "Next" button.

Cancel | Btk Fiish |
b WinCC Web Configurator x|

2. In the next window, select "Create a new
standard Web site (stand-alone)".

Click on the "Next" button.

Here, you can create a new standard Web site or add a virtual folder to an
existing activated Web site:

(% Cizate & new standsrd Web sits [stand-slane]

 Add to an existing Web site [virtual folder]

Cancel | <Back Firish |

3. Assign a name to your website in the = vancE web Configurator E
"Name of the Web site" text box. Here, s e sl e P s nd TEP cmection s
Also assign the IP address and connection S
port of the computer using the text boxes [iebavigeter
"Port" and "IP address". Pot 1P A
20 -
In the "Default Web-Page" text box, select 'D' o 2
MainControl" from the drop-down list. [VarConlaw =]
Also enter a time interval in the text box ReconrectInerval
" n 10 s
ReconnECt |nterVaI . IV Start the web-site after being configured
Activate the check box "Start the web-site
after bemg conflgured : Cancel | < Back Mest » Firish
Click on the "Next" button.
If your Windows firewall is not activated,
skip to step "7".
4. Click on the "Windows Firewall" button (the | ETEErEI=ErTS S
button is only visible if the firewall is Configuring the Windws Firewal
activated).

Pless select in the ragister ‘Advanced of “windows Firawall the
network cannestion for which users from the Intemet shauld be
pemilted access. Activate the servicss "Webserver (HT TP or Secure
\webServer (HTTPS)'

‘windows-Firewal

Cancel SR nets | e
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Step Action

Remark

5. Click the button "Advanced Settings"
in the "Windows Firewall" dialog box.

=loix]

() @ - ol oo < s s = D [sorrcomaren &
| Fle Edt View Toos Help
)
‘ool el Foee! Help protect your computer with Windows Firewall
s Yoo conpte e e
foltcimtben Tiaarora ek
5 i s e ——
9 " off
& Restore defots [l G rome orvork orvate) networks Connected 4]

) advanced settings Networks at home or work where you knon and trust the people and devices on the network

idons Frenalste on
Incoring aectons: ook cornectons oy tht v ot e o
o roans
Active home or work (private) netvorks: i
Nafaton st [T ———
W @ rovicoctuons Connected 2]
e —
edons revalsate o
ncoring mecton: T ————
Sovedrogons
[re—— "y i
secalso
ol efaton st [ P —

Network and sharing Center

activated. If this feature is deactivated,

in the shortcut menu.

6. Check whether the inbound rule "World
Wide Web Services (HTTP Traffic-In) is

select it and choose the command "Enable"

Fe At vew rep
«o| 2wl [Hm

. feme el [actn [ovemee 1]
[ (@ No Alow  No
I Py N dow N
Bl Firewal (TCP-In) No Allow No
o (TCP-In) No Allow No
B seari pascntons e N dew N
,m N dow N
nP-In) No Allow No
N Mow N
N dow N
to Peer Ce No Allow No
(TCP-In) No Allow No
N dow N
) P ATTP-In) No Allow No
o N dow N
o) N dow N
ATTP-In) No Allow No
N dow N
Vo Mow N

ATTP Traffic-In) Yes Allow No v

< | L K7 | »

7. Click "Finish".

B winCC Web Configurator i x|

Configuring the Windows-Firewal

Pless select in the ragister ‘Advanced of “windows Firawall the
network cannestion for which users from the Intemet shauld be
pemilted access. Activate the servicss "Webserver (HT TP or Secure
\webServer (HTTPS)'

‘windows-Firewal

Cancel | <Back | Heits |

8. Click the "OK" button.

your computer to apply the settings.

Then close WinCC Explorer and restart

WinCC Web Configurator |

. The Inetinfo parameters were set. It's recommended to restart
____l_} your system,

[
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7.4.4 Downloading and compiling the Web Server

Downloading the Web Server

Since the OS Web Server function is on a single-user system (ES/OS/Web
Server), it is not necessary to perform a download or changes download of project
data. Thanks to the "Compile OS", the necessary data are already available locally.

Compiling

The "Compile Changes" function can be performed in single-user systems without
having to interrupt the process mode of the Web Server.

Note For further information about the default Web page, see the chapter "Configuring
the OS Web Server on an ES" in the manual:
"SIMATIC Process Control System PCS 7 Web Option for OS (V8.1)".
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7.5

Settings for the Web client

Settings for the Web content zone "Internet" or "Local Intranet"”

In Internet Explorer, you must adjust/check the settings for the Web content zone,
so that later you'll be able to install the plug-ins for the Web client from the OS Web

Table 7-7

server.

Step

Action

1.

Open Internet Explorer.

Select the menu command:
"Tools > Internet Options".

e </

J 1 Favorites J Si3 €] Suggested Sites ~ ] Web Siice G

J{hvﬁj - [ s v Page~ Safety ~ | Tools -

(& Internet Explorer cannot ... I

&% Diagnose Connection Problems. .,

3 ] Reopen Last Browsing Session
Internet Explorer cal—
[ Pop-up Blocker »

[ 2] Manage Add-ons

What you can try: &3¢ Work Offline

B} Compatibility View

Diagnose Connection P Compatibility View Settings
7] Full Screen F11
@ More information Toolbars :
Explorer Bars 17

<l Developer Tools F12

Suggested Sites

4 | |

v
[T [ [ [ [ [ miemet] Protected Mode: OFf - [R10% -

Click on the "Security" tab.

Select the Web content zone in which the
Web server resides ("Internet” or "Local
intranet").

Click on the "Custom Level" button.

General Security |Priu'aq-I I Contentl Connecﬁonsl Programs | Advanced |

Select a zone to view or change security settings.

e § Jv ®

Internet  [REWGLEREN Trusted sites  Restricted
sites

Sites |

. Local intranet
GL This zone is for all websites that are
found on your intranet.

~ Security level for this zone

Allowed levels for this zone: All

- | - Medium-low

2 ‘s - Appropriate for websites on your local network

] (s (intranet)

i - - Most content will be run without prompting you

_-I_I_ - Unsigned ActiveX controls will not be downloaded
- 5ame as Medium level withaut prompts

[~ Enable Protected Mode (requires restarting Internet Explorer)

Custom level... Default level |

Reset all zones to default level |

Cancel | Apply: |

o |
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Step

Action

Remark

3. Activate the option buttons under "Run
ActiveX controls that are safe for scripting”
and "Download signed ActiveX controls".

Security Settings - Local Intranet Zone )

Settings

|| ActiveX controls and plug-ins

= ) Disable
{2} Enable

@ Allow Scriptets
) Disable
{*) Enable
) Prompt

|# Automatic prompting for ActiveX controls
() Disable
{2} Enable

|# Binary and saipt behaviors
) Administrator approved
) Disable
{2} Enable

4]

*Takes effect after you restart Internet Explorer

-

¢ Allow previously unused ActiveX controls to run without prom

[

3 % G -
| Miznlaw viden and animatinn nn 3 wﬂTanﬂ that dnee nnf:.i_l
2

Reset custom settings
Resetto:  Imedium-ow (default)

=] Reset..,

o]

Cancel

4. Click on each of the "OK" button for the
dialog boxes "Security Settings" and
"Internet Options" to close them.
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Settings for the Web content zone "Trusted sites"

Table 7-8

Step

Action

Remark

1.

Open Internet Explorer.
Select the menu command: "Tools >
Internet Options”

PRI
ol

/7~ Internet Explorer cannot display the webpage - Windows
) micosoft... 7] *#| % |[]

-/
1 Favorites J 53 ] Sugested Sites = & | Web Slice Gallery =

@ tntemet Explorer cannot ... I H %p - Bl - [ o=h - Page~ Safety - | Tooks~

&& Diagnose Connection Problems. ..

3 ] Reopen Last Browsing Session
Internet Explorer cal—
L3

["7] Pop-up Blocker
[ Manage Add-ons

What you can try: 3¢ Work Offiine

1 compatibility View
Diagnose Connection P Compatibility View Settings
|7 Full Screen F11
@ More information Toolbars
Explorer Bars »

<> Developer Tools F12

Suggested Sites

il | i
[ [ [ [ | [ mternet]Protected Mode: Off ‘a- [ ®w0% -

Click on the "Security" tab.

Select the Web content zone "Trusted
sites".

Click the "Sites" button to open the dialog
box.

General Security |Privaq¢ I Conbentl Connections I Programs I Advanced I

Select a zone to view or change security settings.

@ & v O
Internet  Local infranet QEOEEWESIEY  Restricted
sites

Sites |

Trusted sites

This zone contains websites that you
trust not to damage your computer or
your files.

[~ Security level for this zone

Custom

Custom settings.
-To change the settings, dick Custom level,
-To use the recommended settings, dick Default level.

[~ Enable Protected Mode {requires restarting Internet Explorer)

Custom level... Default level |

Reset all zones to default level |

oK I Cancel | apply |
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sites".
Click on the "Default level” button and then
on the "Custom level" button.

Step Action Remark
3. In the text box "Add this website to the x|
zone", insert the address of the OS Web
server 4 You can add and remove websites from this zone, All websites in
(7 43 Configuring with the Web “@f this zone will use the zone's security settings.
Configurator > Settings in the editor "Web ; .
NaVigatOI'") Indd this website to the zone:
http:ff172.61.0.1 -m:-
e.g. *://172.61.0.1 or
http://*.microsoft.com e
. . http: /f172.61.0.1 R
Also deactivate the check box "Require — ﬂl
server verification (https:) for all sites in this
zone".
Click on the "Add" and "Close" buttons. [~ Require server verification (https:) for all sites in this zone
Close |
4. Select the Web content zone "Trusted 2

General Security |Privacy- I Contentl Connections | Programsl Advanced |

Select a zone to view or change security settings.

@ & v O

Internet  Localintranet Trustedsites  Restricted
sites

Sites |

Trusted sites

This zone contains websites that you
trust not to damage your computer or
your files.

You have websites in this zone,

~ Security level for this zone
Allowed levels for this zone: All

- | - Medium

o I - Prompts before downloading potentially unsafe

- B conten

__|_I_ - Unsigned ActiveX controls will not be downloaded

I~ Enable Protected Mode (requires restarting Internet Explorer)
Custom level... I Defaultlevel |

Reset all zones to default level |

Ok Cancel | Apply |
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Step Action Remark
5. In the "Security Settings" dialog box, enable | BT Errrp 7 x|
the option button under "Initialize and script ~Settings
ACt_IV?x controls not marked as safe for ¢ Initialize and script ActiveX controls not marked as safe for sc= |
scripting"”. O Disable
o
O Prompt
|| Only allow approved domains to use ActiveX without prompt
{*) Disable
) Enable
|#| Run ActiveX controls and plug-ins
O Administrator approved
{0 Disable
{&) Enable
O Prompt
|| Script ActiveX controls marked safe for scripting™
O Disable
{®) Enable
™ Pramnt =
4 | Ll_l
*Takes effect after you restart Internet Explorer
Reset custom settings
Resetto:  [Medium (default) =l Reset... |
oK I Cancel |
6. Click on each of the "OK" button for the
dialog boxes "Security Settings" and
"Internet Options" to close them.
You have now managed to create the conditions required for a connection from
of a Web client to a Web server.
PCS 7 Minimal Configuration
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7.6

Installing the Web client plug-ins

Installation ways

Requirements

During the installation of plug-ins for Internet Explorer, you can choose between
two installation ways:

Remote Installation - Installation via the Intranet/Internet from the Web server

Local Installation - Installation via the Windows installer package of the Web
client

In this application example, we consider the "remote installation".

The OS Web server is in runtime.

The software package "PCS 7 Web Client" is installed on the PC.
The Web client has access to the Web server.

You know the Web server's address.

You know the domain name, username and password.

The user permissions apply for the PCS 7 Web Options.

The logon session on the PC has the rights of a primary user.

Installation
Table 7-9
Step Action Remark
1. Open Internet Explorer. £] e

Enter the web server address
(http://<server name or IP>) in the
"Address" text box.

R ——

WinCC WebNavigator V7.3 + Updl
A ouda

e 5 i e O AL
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Step Action Remark
2. In the "Enter Network Password" dialog Windows Security i x|
boxy enter the CrEdentials that were set in The server 192, 168.8. 152 at 192, 168.8. 152 requires a username and password,
the "User AdmInIStrator" Edltor on the Web Warning: This server is requesting that your username and password be sentin
server. an insecure manner (basic authentication without a secure connection).
3. When you first connect, the "Security Internet Explorer - Security Warning i x|
Warning" dialog box will open. Do you want to run this ActiveX control?
Proceed by clicking on the "Install" button. Name: WehChontinetal Mo
Publisher: Siemens AG
= This ActiveX control was previously added to your computer when you installed
l@ another program, or when Windows was installed. You should only run it if you
trust the publisher and the website requesting it. What's the risk?
4. All the available plug-ins for the Web client
will now be displayed in the Internet e L 500 e
Exp|0rer window. /Install - Wincc/ Custom Plugins
To install the plug-in, click on the arrow in T
front of the version number in the "Install"
column. =
The following plug-ins are installed to s
ensure a minimum of process control: “
e WinCC Basic Process Control N
e WinCC Advanced Process Control S A LY
e PCS 7 Basic Faceplates
e PCS 7 Advanced Faceplates ‘ —
During installation, always follow the shown -
sequence.
5. The installation of the Web client is
complete.
Close Internet Explorer and reopen it in
order to register for the process control. =
The process pictures can be called up once
the Web client has established a
connection to the Web server.
B s
Qedﬂ f ot -ram IET T a -;1!;:::!!”“;:»‘-—
Note Further information about the topics "Installing a Web client", "Process control

on the Web client" and "Settings" in the manual:
"SIMATIC Process Control System PCS 7 Web Option for OS (V8.1)" by reading

the chapter: "Installations and Settings for the Web Client"
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38 History
Table 8-1
Version Date Modifications
V1.0 10/2006 First edition V6.1 SP1
V1.1 11/2006 Revised V6.1 SP1
V1.2 05/2009 Revised V6.1 SP1
V2.1 09/2008 First edition V7.0 SP1
V2.2 12/2008 Correction of table 6-2
V2.3 05/2009 Revision V7.0 SP1
V3.0 05/2009 First edition V7.1
V3.1 05/2009 Revision V7.1
V3.2 11/2009 Extension of the document for V7.1 to include the PCS 7
Web Option (tested for PCS 7 V7.1 and V7.0 SP2)
V2.4 12/2010 Note added:
The configuration described in chapter 6, "Master ES/OS
and Standby OS" only works in PCS 7 V7.0 SP3 if it has
WinCC V6.2 SP3 HF8 or higher.
V3.3 09/2011 Note added:
The configuration described in chapter 6, "Master ES/OS
and Standby OS" only works in PCS 7 V7.1 SP2 and SP3
if it has WinCC V7.0 SP2 HF5 or higher.
V4.0 10/2012 First edition PCS 7 V8.0 Upd1l
V4.1 11/2012 Adaptations in the following chapters:
e Chapter 7 "Expansion with the PCS 7 OS Web Option"
e  Chapter 7.1 "Web configurations"
e Chapter 7.2 "Web-specific hardware and software
requirements"
New chapter:
e  Chapter 7.3 "Maximum amount of Web client
connections"
V4.2 01/2013 Introduction in chapter 6 "Master ES/OS and Standby OS"
has been editorially revised.
V4.3 05/2013 Test and declaration for PCS 7 V8.0 SP1
V4.4 09/2013 License adjustments in chapter 7.1. "Web configurations"
in Figure 7—1 "Web Option in single-user system"
V5.0 02/2015 First edition PCS 7 V8.1
V5.1 04/2015 License adjustments in chapter 3.1 “ES/OS single-user
system” table 3-2.
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