Application example * 06/2016

SIMATIC PCS 7
Minimal Configuration

SIMATIC PCS 7 V8.2

https://support.industry.siemens.com/cs/ww/en/view/24023824



https://support.industry.siemens.com/cs/ww/en/view/24023824

© Siemens AG 2016 All rights reserved

Warranty and liability

Warranty and liability

Note

Security
informa-
tion

The Application Examples are not binding and do not claim to be complete
regarding the circuits shown, equipping and any eventuality. The Application
Examples do not represent customer-specific solutions. They are only intended
to provide support for typical applications. You are responsible for ensuring that
the described products are used correctly. These Application Examples do not
relieve you of the responsibility to use safe practices in application, installation,
operation and maintenance. When using these Application Examples, you
recognize that we cannot be made liable for any damage/claims beyond the
liability clause described. We reserve the right to make changes to these
Application Examples at any time without prior notice.

If there are any deviations between the recommendations provided in these
Application Examples and other Siemens publications — e.g. Catalogs - the
contents of the other documents have priority.

We do not accept any liability for the information contained in this document.

Any claims against us — based on whatever legal reason — resulting from the use of
the examples, information, programs, engineering and performance data etc.,
described in this Application Example shall be excluded. Such an exclusion shall
not apply in the case of mandatory liability, e.g. under the German Product Liability
Act (“Produkthaftungsgesetz”), in case of intent, gross negligence, or injury of life,
body or health, guarantee for the quality of a product, fraudulent concealment of a
deficiency or breach of a condition which goes to the root of the contract
(“wesentliche Vertragspflichten”). The damages for a breach of a substantial
contractual obligation are, however, limited to the foreseeable damage, typical for
the type of contract, except in the event of intent or gross negligence or injury to
life, body or health. The above provisions do not imply a change of the burden of
proof to your detriment.

Any form of duplication or distribution of these Application Examples or excerpts
hereof is prohibited without the expressed consent of the Siemens AG.

Siemens provides products and solutions with industrial security functions that
support the secure operation of plants, systems, machines and networks.

In order to protect plants, systems, machines and networks against cyber
threats, it is necessary to implement — and continuously maintain — a holistic,
state-of-the-art industrial security concept. Siemens’ products and solutions only
form one element of such a concept.

Customer is responsible to prevent unauthorized access to its plants, systems,
machines and networks. Systems, machines and components should only be
connected to the enterprise network or the internet if and to the extent necessary
and with appropriate security measures (e.g. use of firewalls and network
segmentation) in place.

Additionally, Siemens’ guidance on appropriate security measures should be
taken into account. For more information about industrial security, please visit
http://www.siemens.com/industrialsecurity.

Siemens’ products and solutions undergo continuous development to make them
more secure. Siemens strongly recommends to apply product updates as soon
as available and to always use the latest product versions. Use of product
versions that are no longer supported, and failure to apply latest updates may
increase customer’s exposure to cyber threats.

To stay informed about product updates, subscribe to the Siemens Industrial
Security RSS Feed under http://www.siemens.com/industrialsecurity.
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Preface

Preface

The aim of this document

Typical PCS 7 systems have at least an ES (Engineering Station) on the PC side,
one or more possibly redundant servers and several OS clients (Operator
Stations). In addition to the maximum availability of process control and data
acquisition, there is also the possibility of integrating program adjustments or
expansions in the foreground, quickly and without affecting the current process.

In contrast, small systems or stand-alone units often require very little maintenance
after commissioning. To achieve high efficiency, there exists the requirement to
get along with as few PC stations as possible. It therefore makes sense to utilize
the rarely used ES as an OS in process mode.

This document is intended to serve as a selection guide in the search for the ideal
PC constellations in small systems. It compares various minimal configurations
(up to a max of three PCs) in terms of their functionality. Since the corresponding
PCS 7 configuration is not the main focus of the system documentation, here you
can also find the necessary activities required for the installation in form of detailed
step instructions.

Key content

The main focus lies in the following topics:
e Configuration comparison regarding functionality

e Activities for configuration, activation and maintenance of various
configurations

PCS 7 Minimal Configuration
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1 Overview of the minimal configuration

1.1 ES/OS single-user system

1

1.1

Overview of the minimal configuration

There are various constellations possible when utilizing the engineering station in
process mode as an operator station or multiple operator stations with as few PCs
as possible. The following versions were selected according to their feasibility and
usefulness in the context of PCS 7.

The configurations shown here also include descriptions of solutions with
configurations that do not differ significantly from each other.

In general, particular functionality criteria must be considered when using the
engineering PC as an OS, because the OS project must be closed when
performing certain activities. This will also be discussed in more detail below.

ES/OS single-user system

The smallest of all configurations only requires one PC station.

ES/OS

Process mode / functionality

Note

Since version 6.1 of PCS 7, the OS project can also be compiled when the runtime
is activated (change compilation). Thus, the operator and archiving functions are
given permanently.

The description and configuration instructions for this configuration can be found
in chapter 3 "ES/OS single-user system".

Alternatives / variations

The complete SIMATIC PCS 7 BOX package is also a good alternative.
It combines the AS, OS and ES in a compact PC system. A PROFIBUS interface
is also integrated to connect the distributed process 1/O.

The ES/OS single-user system can also be extended with the functionality of the
PCS 7 OS Web Server. You can find the corresponding instructions in chapter 7
"Expansion with the PCS 7 OS Web Option".

PCS 7 Minimal Configuration
Entry ID: 24023824, V6.0, 06/2016
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1 Overview of the minimal configuration

1.2 ES/OS client and OS server

1.2 ES/OS client and OS server

With an additional PC station as an OS server, the ES can be used as an OS
client. This receives access to the data of the OS server in process mode and
visualizes them.

Terminal bus

ES/OS Client OS Server

HNINE

Process mode / functionality

In PCS 7, the OS server may be used for operator functions when not more than
four OS clients are connected. In this example, if the server malfunctions, the
complete OS functionality fails. Besides this, the OS client must be terminated for
OS project changes occurring at a later stage. But the OS server keeps on working
permanently when compiling/loading changes.

Note The description and configuration instructions for this configuration can be found
in chapter 4 "ES/OS client and OS server".

Alternatives / variations

An advantage of this configuration is the possibility to connect additional clients
to the OS server in a relatively simple and inexpensive manner.

PCS 7 Minimal Configuration
Entry ID: 24023824, V6.0, 06/2016
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1 Overview of the minimal configuration

1.3 ES, Master OS and Standby OS

1.3

ES, Master OS and Standby OS

Three PC stations are required for the PCS 7—compliant implementation of OS
redundancy. Then, the ES fulfills exclusively engineering tasks and during
operation it only serves for testing OS functions.

Terminal bus

ES OS Master OS Standby

Redundancy

v

COM-Cable

Process mode / functionality

Note

Since the ES is not involved in the process mode, the operator functions of the two
OS single stations are permanently available. The OS remains active, even during
complete loading of project changes. The redundancy ensures mutual
synchronization, both when online and after the failure of one of the two partners.

The COM connection (RS 232 connecting cable) serves for the optimization of
internal server to server communication.

As from PCS 7 V7.0, a separate Ethernet connection (free on-board or additional
network adapter) can be used for redundancy connection as an alternative to the
COM connection.

The description and configuration instructions for this configuration can be found
in chapter 5 "ES, Master OS and Standby OS".

Alternatives / variations

For the low-maintenance systems primarily mentioned in this document, one can
often omit having a permanently present ES when a temporary ES is rented for
configuring, commissioning and project changes.

In this example, the conceivable expansion with additional OS clients is not readily
possible because the two OSs are not installed with a server operating system.

PCS 7 Minimal Configuration
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1 Overview of the minimal configuration

1.4 ES/Master OS and Standby OS

1.4

ES/Master OS and Standby OS

In this configuration with two redundant OS single stations, one of the two stations
also serves as a simultaneous ES, which saves the need for a separate third
station.

Terminal bus

ES/OS Master OS Standby

H Redundancy

A
A

COM-Cable

Process mode / functionality

Note

In this example both PC stations work in process mode as redundant OS single
stations that balance off each other both in operation and after a failure of one of
the two partners. This is also relevant for later OS project changes, which require
the Master OS to be exited. In this case, the Standby OS takes over the master
role. It keeps on working permanently while compiling/loading changes and
updates the redundancy partner after it returns.

The COM connection (RS 232 connecting cable) is used to optimize the internal
communication between the two OS single stations.

As from PCS 7 V7.0, a separate Ethernet connection (free on-board or additional
network adapter) can be used for redundancy connection as an alternative to the
COM connection. For a complete loading, the runtime and OS must be turned off
and closed on both stations. During this time, no OS functionalities are available.

This configuration does not provide the entire PCS 7 functionality, since the
design of the redundancy is done by means of WinCC tools.

The appropriate restrictions during process mode and the differences in the
system behavior can be found together with the description and configuration
instructions in chapter 6 "ES/Master OS and Standby OS".

PCS 7 Minimal Configuration
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1 Overview of the minimal configuration

1.4 ES/Master OS and Standby OS

Alternatives / variations

For a PCS 7—compliant implementation of OS redundancy, it is recommended to
use three PC stations. With the change in the licensing scheme concept, PCS 7
V8.0 will require the same amount of license packages for this. The implementatio
of redundancy with two PC stations is associated with some limitations

(see chapter 6.1 "Configuration description") and only saves you one computer
(hardware and Windows license), when compared to the PCS 7—compliant
implementation with a separate ES and two redundant OS single stations

(see chapter 1.3 "ES, Master OS and Standby OS").

Note The ES/OS single-user system can also be extended with the functionality of the
PCS 7 OS Web Server. You can find the corresponding instructions in chapter 7
"Expansion with the PCS 7 OS Web Option".

PCS 7 Minimal Configuration
Entry ID: 24023824, V6.0, 06/2016
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2 General/optional system settings

2.1 Bus connection of the PC stations

2

2.1

System bus

General/optional system settings

The system settings relevant for configuration are proposed in the following
section.

Bus connection of the PC stations

In the ES as well as in each server, a network card is used in "Configured mode"
for the system bus. On this network card, only the 1ISO protocol is enabled

for Windows. If a CP1623 exists, it is used for access to the system bus.

The parameter assignment is done in SIMATIC NetPro and in the HW Config.

Terminal bus

2.2

Except for the configuration with only one ES/OS single-user system, all other PC
stations are otherwise also linked to the terminal bus. The required second network
card by the ES and the server is here set to "PG mode". This card is not configured
in SIMATIC NetPro and in the HW Config PCS 7 finds this network access via the
computer name or the specified path for the target machine that needs to be
entered in the object properties of the PC station. For this network card, only the
TCP/IP protocol (no I1SO) is activated in Windows.

Client PC stations are generally equipped with only one network card, with which
they are connected to the terminal bus. For this network card, only the TCP/IP
protocol (no ISO) is activated in Windows.

Autostart of WinCC

The step instructions in this document specify that the OS project is opened in
WinCC Explorer of the OS servers and clients for the purpose of activating the
runtime.

This should be mostly avoided in the system, since there are generally no
configuration licenses (RC licenses) on the OSs. If the WinCC Explorer is open for
longer than two hours, WinCC switches to Demo mode and must be completely
closed (incl. runtime) and reopened for further configuration steps.

To activate the runtime automatically when the computer starts without having to
open WiIinCC explorer, one can configure an automatic start for the project.

In conjunction with SIMATIC NET 2005 Edition (as from WinCC V6.0 SP3), the
WinCC tool "AutoStartRT" should be configured in "Set configuration console PC
station" in order to configure the WinCC automatic start:

https://support.industry.siemens.com/cs/ww/en/view/23061262

PCS 7 Minimal Configuration
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3.1 Configuration description

3 ES/OS single-user system

3.1 Configuration description

The single-user system is the smallest possible configuration. Both the ES and the
OS functionalities are provided by the same PC.

Hardware assembly

ES/OS

Plant bus

——

PCS 7 configuration

I
File Edit Insert PLC View Options Window Help
AR T EE T |J < Mo Fiter > A% [SS@|BB0
e _MP (Component view) - imal\Projects\K1\1_MP_MP_\1_MP_MP -|O 1[
B K1_MP_Prj @ K5_MP_Lib
{211 Shared Declarations
K5_MP_Lib
® K1_MP (Plant View) -- D:\Mininimal\Projects\K1\1_MP_MP_\1 | =l x|
E@ K1_MP [Eqi RMT1 (B RMT2
- K1_MP_Prj
L1 Shared Declarations
Plant
@ K5_MP_Lib
PressF1to getHelp. PC internal.local. 1 v

PCS 7 Minimal Configuration
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3 ES/OS single-user system

3.2 Required hardware and software licensing

3.2 Required hardware and software licensing

Hardware

The following hardware is recommended for this configuration and can be ordered
via the Siemens mall. Your selected operating system and SIMATIC PCS 7 system
software is preinstalled on the PC station in its relevant scope.

Station Product label Operating System bus transition
system
1 xES/OS | SIMATIC PCS 7 ES/OS IPC847D BCE | Windows 7 RJ45 network card
SIMATIC PCS 7 ES/OS IPC847D IE Windows 7 CP1623

Software licensing

The following section lists the software/license package required for this
configuration selection.

In the selected configuration as a single-user system, the number of POs is limited
to a maximum of 2000 units.

Component

Software/licence package

ES/OS

SIMATIC PCS 7 ES Single Station (incl. 250 AS/OS runtime PO)
SIMATIC PCS 7 AS runtime licence
SIMATIC PCS 7 OS runtime licence (max. 2000 PO)

PCS 7 Minimal Configuration
Entry ID: 24023824, V6.0,

06/2016
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3 ES/OS single-user system

3.3 Step-by-Step configuration

3.3

Note

3.3.1

Step-by-Step configuration

The following instructions have been created based on Windows 7 and PCS 7

V8.2.

A CP1623 is used as an example for the system bus transition.

ES configuration

Creating the multiproject

As a basis for the following instructions, the station must be physically connected
according to the chart in chapter 3.1 (page 12). A multiproject must be also created
on the ES, where the hardware and software of the AS are already configured.

Creating a PC station
The PC station is created in the PCS 7 project the PC station that represents both

the ES and the OS.

Step Activity Screenshot
1. Open the shortcut menu of the project in “ — =81l
the component view and add a new PC D@ |80 % B i |2 2n 2 (<o e >
station via "Insert New Object > SIMATIC - —_—
. (¥ K1_MP (Component view) -- D:\Mininimal\Projects\K1\1_MP_MP_\1_MP_MP
PC station". =l K1MP
.
Change the name of the PC station to @ KaVE. cutiit0
match the name of the local computer on onr e
Faste: el 4
the network. —
» SIMATIC 400 Station
» SIMATIC 300 Station
» SIMATIC H Station
Access Protection »
PCS 7 License Information... SIMATIC 55
SIMATIC BATCH »
Rename
Object Properties...
Inserts SIMATIC PC Station at the cursor position. BivjecE Dodmenaion)
2. Open the HW Config of the PC station via
Fie Edit Insert PLC View Optons Window Help
the shortcut menu. DE &7 4 Be de 5
Object name
K1_MP_Pr
A1
1 Esvan
{1 Shared Declarations i ke
& K5 HP_Lib S (G
Paste. (e ER
Delete: Del
Access Protection
SIMATIC BATCH

PCS 7 Minimal Configuration
Entry ID: 24023824, V6.0, 06/2016
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3 ES/OS single-user system

3.3 Step-by-Step configuration

Step Activity Screenshot
3. From the object catalog (View > Catalog)
Insert a o A WinCL Appl. fa
"WinCC application" and a network card of 3 CP 1633
the type "CP1623". 3
4
5 L
&
7
8
3
10
11
12 |
4, Select the system bus from "Subnet" or set =]
this by pressing the "New..." button. General  Poromecers |
Assign the corresponding MAC address to B e e P
the CP1623. e
Deactivate the check box W g el -
"IP protocol is being used" . Pabdes. [ T e —
Click the "OK" button to confirm the i ol
. Address: l—
settings. st
— not networked — New...
Properties.
Delete
Cancel Help
5. Save and compile the configuration via the
menu command:
"Station > Save and compile..."
Close the HW Config
PCS 7 Minimal Configuration
Entry ID: 24023824, V6.0, 06/2016 15




© Siemens AG 2016 All rights reserved

3 ES/OS single-user system

3.3 Step-by-Step configuration

Configuring the PC station

The function "Configure PC station" transfers project configurations to one or more

target stations.

Step

Activity

Screenshot

Configure the Station Configuration Editor
of the ES. To do this, select the PC station
of the ES and then choose

"PLC > Configure..." in the shortcut menu.

[&7] SIMATIC Manager - [K1_MP (Component view) — D:\Mininima — ol x|
(@] File Edit Insert PLC View Options Window Help |8 x|

|['< o Fiter >

DE (2057 4 RE(de &N EE
-z K1_MP Object name |_Symbolic name | Tope

=89 K1_MP_Pi 00 Configuration PE station contic
: A1 e e

EEUA :3‘7?'5*‘ WA ppl WinCE Applicat
% % Open Object crltaltio

B ctrl+x
Copy crl4c

Paste Chry.

: Shan
@ KE_MPI

Delete Del

Access Protection

Print

e |

SIMATIC BATCH

Rename F2
Object Properties... Alt+Retun

. »l

Configures a selectable target computer according to the structure or the selected PC station (nitialjreconfigure

Select the PC to be configured from
"Accessible computers:".

NOTE

If you have chosen the option "Identical PC
name

PC station name" via "Object properties",
the target PC to be configured appears
directly in the component configurator.

Use the "Show" button to display the
current configuration of the PC station.

Click on the
"Configure..." button.

X

Local network connection:

I Terminal bus j

Wpdate |

Accessible computers:
ESWE1

[V Usze canfigured computer name

Target computer:

|ESVB1

Dizplay... |

Messages:

Cloze | Help |

PCS 7 Minimal Configuration
Entry ID: 24023824, V6.0, 06/2016
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3 ES/OS single-user system

3.3 Step-by-Step configuration

message: "Transfer completed
successfully.”

Close the configuration dialog.

Step Activity Screenshot
3. In the window that appears you will see x|
how the PC station is configured. Statior ESVer
Click the "OK" button to confirm this. [Indes [ Hame [Tipe [status [ Cause =l
1 [] WinlCéppl  WinCC Appl
2 3? CP 1623 CP 1623
3
4
5
B
7
k)
9
10
1hl
12
13 -
- | 3|
@ The configuration is possible. The configuration can be seen in the list
ahove.
Cancel Help
4. Confirm the information dialog by clicking [information x|
the "OK" button.
If the component configuration is changed, the entire PC station
l % wil be reconfigured and the existing database is lost.
~ This can take several minutes.
Make sure that no communication or diagnostics is active over a
compenent in the current configuration.
cres |
5. In the bottom window you will then see the x|

Local network. connection:

I Terminal bus j

Wpdate |

Accessible computers:
ESY81

¥ Usze configured computer name

Target computer:

BT
Caonfigure... | Dizplay... |
Mezsages:

Configuration running.

ESwaT:

Transfer completed successfully.
Configuration completed.

Help |

PCS 7 Minimal Configuration
Entry ID: 24023824, V6.0, 06/2016
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3 ES/OS single-user system

3.3 Step-by-Step configuration

Configuring and loading AS-OS communication

In the following section, the connection is configured with NetPro and loaded in the

stations.

Note In case of a granular station configuration, the subnets of the individual sub-
projects must be first merged.
Step Activity Screenshot
1. Open NetPro. % NetPro - [K1_MP_Prj (Network) — D:\Mininimal =l
. . . 99 Network Edit Insert PLC View Options Window Help =181
Select the WinCC application of the !.ES AL TR T
and open the shortcut menu. Select "Insert =
New Connection".
Insert New Connection Cirl+M
Highlight
Download to current project
Rearrange
PlantBus Object Properties. .. Alt+Return
Industrial Ethemé
AS1
;| B
‘mm m ‘m
2
« of
| Inserts a new connection in the connection table. 4
2. Select the CPU of the AS in the x|
"Connection Partner" window. B Pz
Make sure that an "S7 connection” is =-{&0 In the current project
selected under "Connection". =B KI_MP_Fi
: e 3 =)
Click the "OK" button to confirm the
selection. -
- All broadcast stations
- &l multicast stations
@ In the multiproject; K1_MP
@ In unknown project
. N
Praject: JKA_MP_Pri =
Statian: 5]
todule: ICF'U 410-5H
— Connection
Tupe: IS? connection j
[V Display properties before inserting
QK I Apply Cancel I Help |
PCS 7 Minimal Configuration
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3 ES/OS single-user system

3.3 Step-by-Step configuration

connection via the shortcut menu:
"Download to current project > Selected
Stations".

Download the AS in the same way.
Then close NetPro.

Step Activity Screenshot
3. Under "Connection identification" in the X
"General" tab, change the "Local ID:" to a | S|
descriptive name, such as AS1. [ evepemt cotn e
Click the "OK" button to confirm the entry. (0 Canfipaed afore o bt
# Esteblish an active connection VFD Name:
I Send operating mode messages [winCC Appl
rConnection Path
Logal Partner
Eadl e once fool Iégll/-ﬂDiH
Interface: [cp 1623 | [cr asz1 PrioRorss) |
Subriet: [PiantBus [Industrial Ethemet] [PlantBus [industrial Ethemet]
Address [oouc2955EF27 [oe00-06-01-00.00
Address Details.
= Hep
4, Save and compile via Save and Compile x|
:"Network > Save and Compile...". o
Select "Compile and check everything". ;Tp'e _ »
Click the "OK" button to confirm the * Lompie and chesk everything
selection. ¢~ Campile changes anly
oK I Cancel Help
5. Select the ES and download the e o o

NI T I I

g WinCC |C Open Object Ctl+Alti0
Agpl. |16
g Copy Ctri+C
Delete Del

Selected and Partner Stations
Rearrange

Object Properties... Alt+Return
PlantBus L =

Industrial Ethernet

i

4] |

il

| Downloads the selected stations (HW data, connection data, gateway data).

PCinternallocal. 1 [ 7

Compiling and loading the user program

Compile the S7 program and download it to the AS.

Compiling the OS project
Compile the OS project in SIMATIC Manager.
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3 ES/OS single-user system

3.3 Step-by-Step configuration

3.3.2 OS configuration
Step Activity Screenshot
1. Open the OS project. Inlil

Select the OS project in the open WinCC
Explorer and select "Properties” in the
shortcut menu.

= WinCC Explorer - De

J File Edit WVew Tools Help

“s'||—'l.

PEREN S

----- I Tag Management
..... .-’h-. raphics Designer
----- ;v'[ Alarm Logging

----- J_U Tag Logging

4=k Report Designer
..... ] :B Global Script

Text Library

----- iy Text Distributor

----- iil} User Administrator
----- {55 '. Cross-Reference
..... 1 Redundancy

..... J_U User Archive

----- '—:I Time synchronization

----- l'ﬁ' Picture Tree Manager
L1 Lifebeat Monitoring

e

----- *,, 05 Project Editor

2= 5FC

----- P web Navigator

Press F1 for Help.

..... _| _| Companent List Editor

PCS 7 Minimal Configuration
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3 ES/OS single-user system

3.3 Step-by-Step configuration

Step

Activity

Screenshot

2.

Select "Single-user project” in the
"General" tab under "Type:".

Confirm your selection and the displayed
message by clicking the "OK" button.

zl

Operating Mode | User Interface and Design
General | Update Cycles I Shorteuts I Options

General data of the cument project.

=

Creator: I";'u'inCC-iject-Manager

Creation date: |12.-"1 6/2014 1:45:22 PM

Changed by: IWinCI:—Projed-Manager

Last change: |1 2/16/2014 2:23:36 PM

Wersion: |
GUID: CC_O5_1_14_12_16_13_45 21

Comment: d

ok | Cacel |

Project Properties ll

b A change from a multi-user to a single-user or WinCC dient project
A will delete all configured dient computers from the computer list.
Click on <OK> to perform this change,
or on <CANCEL > to keep the multi-user project.

oK |

In the "Options" tab, select the option
"Allow activation on the ES ".

zl
|

Operating Mode | User Interface and Design
Geneal |  UpdateCydles |  Shortouts Options

Additional project options

[~ Help available in Rurtime
¥ Color conversion when printing messages
¥ Export text files as Unicode

= | fuliuser enginesring

Resaurces |

C scripts with language setting "Cynamic” in Runtime

IOpemting system language for non-Unicode programs j

This option disables the project activation intedock on the ES.

0K I Cancel
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3 ES/OS single-user system

3.3 Step-by-Step configuration

Step Activity Screenshot
4. Click on the "No" button, in order to A
prevent the deletion of the startup list.
I-"' - .\'-I The project type was changed.
" Do youwant to delete the startup list?
Yes Mo
5. Close the WIinCC Explorer.
NOTE
Changes take effect only after closing and
reopening the WinCC Explorer.
PCS 7 Minimal Configuration
06/2016 22
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3 ES/OS single-user system

3.3 Step-by-Step configuration

3.3.3 Activating the runtime

After the OS project is closed, open it again and activate the runtime.

3.34 Particularities when loading the OS project changes

If the OS and ES are operated on a single PC, you have to perform a loading
operation because all required data is already available. Here it's enough to run the
"Compile OS" function.

Just like the function "Download changes", you can run the function "Compile
changes" in the single-user system without exiting the process mode on the OS.

PCS 7 Minimal Configuration
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4 ES/OS client and OS server

4.1 Configuration description

4 ES/OS client and OS server

4.1 Configuration description

In a server-client structure with only two computers, the ES serves simultaneously
as an OS client. 3 PCs should be provided in this configuration.

Terminal bus

ES/OS Client

il M

Plant bus

PCS 7 configuration
il x|
File Edit Insert PLC V‘iew Options Window Help
D [P &% =R e %% [
E® K2_MP_MP (Component view) -- D:\Mininimal\Projects\K2\K2_MP_MP\K2_M_MH

| Epra mP_pi
@2 MP_Lib

© @[ winCCappl C
-8 ESvE

© @[ WinCC Appl.
=N =

[ winCC Appl. —

D Shared Declaratio 5
o Z T L|_I

&= K2_MP_MP (Plant View) -- D:\Mininimal\Projects\K2\K2_MP_MP\K2_M_MP

E@ K2_tP_MP % K2 _MP_Pri
-8 K2 MP Py @ K2_MP_Lib
. @[] Shared Declarations

i (6 RMT?
Press F1 to get Help. &

PCS 7 Minimal Configuration
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4 ES/OS client and OS server

4.2 Required hardware and software licensing

4.2 Required hardware and software licensing

Hardware

The following hardware is recommended for this configuration and can be ordered
via the Siemens mall. This ensures that the appropriate amount of operating
systems of your choice and SIMATIC PCS 7 system software are pre-installed on

the PC stations.

Station Product label Operating system System bus
transition

ES/OS client SIMATIC PCS 7 ES/OS IPC847D Windows 7 RJ45
BCE network card
SIMATIC PCS 7 ES/OS IPC847D IE | Windows 7 CP 1623

OS server SIMATIC PCS 7 ES/OS IPC847D Windows Server 2008 R2 | RJ45
BCE network card
SIMATIC PCS 7 ES/OS IPC847D IE | Windows Server 2008 R2 | CP 1623

Software Licensing

The following section lists the software/license packages required for this

configuration selection.

An OS server can provide up to 12,000 POs with the corresponding software
package, depending on the project size. In addition to engineering software, an OS
client software must be also installed on the ES.

Component Software/licence package

ES/OS client e SIMATIC PCS 7 AS/OS Engineering Software V8.2 (PO unlimited)
e SIMATIC PCS 7 AS Runtime License
¢ SIMATIC PCS 7 OS Software Client V8.2

OS server e SIMATIC PCS 7 OS Software Server V8.2
e SIMATIC PCS 7 OS Runtime License (max. 12000 PO)

PCS 7 Minimal Configuration
Entry ID: 24023824, V6.0, 06/2016

25




© Siemens AG 2016 All rights reserved

4 ES/OS client and OS server

4.3 Step-by-Step configuration

4.3 Step-by-Step configuration

Note The following instructions have been created based on Windows 7 and
PCS 7 Vv8.2.

CP1623 are used as an example for the system bus transition. Time
synchronization is activated.

The PC stations used in the test setup are called:

e ES/OS client;: ESV81
e OSserver: SV

43.1 Preparatory activities

Create a project folder on the OS server and enable it. This allows the OS data
configured on the engineering station to be transferred to the OS server.

4.3.2 ES configuration

Creating the multiproject

As a basis for the following instructions, all PC stations must be physically
connected according to the chart in chapter 4.1 (page 24). A multiproject must be
also created on the ES, where the hardware and software of the AS are already
configured.

Then you begin from the following CPU and CP settings.
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4 ES/OS client and OS server

4.3 Step-by-Step configuration

AS settings

This example describes a way in which the OS server predetermines the master

time.

Note More time synchronization possibilities are described in detail in the following
manuals:
o SIMATIC Process Control System PCS 7 Operator Station (V8.2)
o SIMATIC Process Control System PCS 7 Time synchronization (V8.2)
Step Activity Screenshot
1. Open the HW Config for the AS. =lol=|
| h CPU d h "Ob' @l Staton Edit Insert PLC View Options Window Help == ]
Select the CPU and choose "Object D@5 @00 bk =%
properties..." in the shortcut menu. <
Copy ctrl+c
Faste bl
:g Insett Multi-Contraller, Device
X5 PN-R0X5 Replace Object...
X5PIR Port 1 il aster System
X5P2R FPort 2 Discannest [Master System
X8 PNHOXE Master System Isachranous Made
XBFPIR Fort 1 Insert PROFINET 10/ System
X8P2R Fort 2 Disconnest PREFINET 10 System
5 it CP 443-1 PROFINET IO Dorain Management. .
AT bitlal?) FROFINET 10 Topology...
XIPTR Fort 1 FROFIMET 16 Multi-Controller Devices..,
20&7 Lamy | PROFIMET IC Isochronous mode
= Specity Module, .
Delete: Del
GoTo >
Fiter Assigned Modules
Manitor/Madify,
Edit Symbals. ..
Object Alt+Return  [§
. Open Ghject Wit . CErAlE+D) |
————— = cChange Access 3 =
| o uRzsLu Assign AssetID...
Slat Module Product Suppart Information Ctrl+F2
i FAQs crl+F7
! Fs 40710 Find Manual Cirl4+F6
3 CPU 410-5H SIMATIC PDM 3
- Stark Deyvice Tool
Displays properties of the selected omectmﬁ»g i
2. Switch to the "Diagnostics/Clock" tab. Prapertics = CEIATISEERESY =
In the "Clock” section, Set "SyNChronization | s e | o ottt e | Arae |
Type - As slave". ~Systom D
Click the "OK" button to confirm the FE“E””E”_’"““‘TS 5
X v e of STOR
Se'ectlon B ™ Acknowledgment triggered reporting of SFB33-35
Number of messages in the disgnostics buffer: 3200
i Clock
Synchronization Synchronization Type Time Interval
Inthe PLC: [ps slave =] [nione =
11 the bF: [None ] [None =
O the Wl [hone =] [nione =
Comection factor |u— ms
Cancel Heln
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4 ES/OS client and OS server

4.3 Step-by-Step configuration

Step

Activity

Screenshot

3.

Open the shortcut menu of the CP and
select "Object properties...".

[0 HW Config - [AS1 (Configuration) — K2_MP_Prj]
Bl Stetion Edit Insert PLC View Options Window Help

=10l
=181x|

D252 g & |20 daaDoR)e

N

1 () UR2ALY
1 PS 407 10A
3 CPU 410-5H
xi i o
IF1
IF2

Copy Ctrl+C
Faste el
Insert Mulki-Controller Device

Replace Object...

Add Master System

Disconnest Master Systen

Waster System Isochronous Mode

Insert: PROFINET 10 System

Disconnect PROFIMET 10 System
FROFINET I Dorain Management. ..
PROFINET I Tapalogya..

PROEINET 10 Multi-Contraller Devices.., .
PROFINET I Isochranous mods

i

Specy Modile, .

Delete Del

:l!l [0 UR24LU

Gao To
Filter Assigned Modules

Slat Module
1 PS 407 100

el 5

"Station > Save and compile...".
Close the HW Config

Manitor/Modify
3 CPU M0 i ot .
— Obiject Properties. .. Alt+Return =
Open Ohject With,.. Chr+AlEHD
Displays properties of the seler e poece b A
4. Switch to the "Time synchronization" tab. Propertics= CEALTENENESY =
. . SNMP | Web | Dizgnostics |
Activate the check box "Accept time of day Gererd | Addrosocs | Options | Tl Day Synchronizaon | 1P Access Prtection
on CP and forward". [T ed
Click the "OK" button to confirm the ™ Use corscted tims
. * Automatic " From station " From LAN
setting. [~ NTP Mod
I | Activate WP time-of-day sprchranization
I | Time of-day spnehronization ar the full minute
I | coept time of day from non-synchronized NTF servers
I¥ | Forard time of dayta station
MIP server addresses (IP addresses):
Add...
Edit...
Delete;
Time zone: |:le|T +01:00) Beriin, Bem, Brussels, Rome, Stockholm, Vienna =l
Update interval [seconds]: lg—
(Fange of values 10 - B6400]
Cancel Help
5. Save and compile the configuration via:

PCS 7 Minimal Configuration
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4 ES/OS client and OS server

4.3 Step-by-Step configuration

Setting up the ES PC station
In order to test the OS project on the ES, create a PC station for the ES with the

WinCC application.

the component view and add a new PC
station via "Insert New Object > SIMATIC
PC station”.

Step Activity Screenshot
1. Open the shortcut menu of the project in =gl

File Edit Insert PLC View Options Window Help

D (816§ B ke 5%

|['< No Fiter >

& K2_MP_MP (Component view) -- D:\Mininimal\Projects\K2\K2_MP_MP\K2_M_I

. CHEFl Open Object Crl+Alt+0
Change the name of the PC station so that @ Kb L= o
it matches the name of the local computer il s
on the network. o o
» SIMATIC 400 Station
» SIMATIC 300 Station
» SIMATIC H Station
Access Protection e m 2ton
PCS 7 License Information.. SIMATIC 55
PG/PC
Shared Dedarations e
MPI
Plant Hierarchy R E e
SIMATIC BATCH Industrial Ethernet
PP
Rename 2 Foundation Fieldbus
Object Properties... Alt+Return
S7Program
Preconfigured Station. ..
0os
05 (Client)
Shared Dedarations
Batch process cell
Praject Documentation
Inserts SIMATIC PC Station at the cursor position. v
2. Open the HW Config of the PC station ﬂ'-'m e ~=Iolx]
. File Edit Insert PLC VWiew Optons Window Help
via the shortcut menu. (D@87 5 m@ b 5 %"
[ K2_MP_MP (Component view) -- D:\Mininimal\Projects\K2\K2_MP_MP\K2_M I
B [2a K2_MP_MP
T K2 MP_Fi
';gl,m Cut CErl
(] Shared Declarations | |27 b
Q K2_MP_Lib Paste el
Delete el
Access Protection »
SIMATIC BATCH »
Opens selected object, Rename F2 4
3. From the object catalog ("View > Catalog")
insert a "WinCC application” and a network | [7 e B, B
card of the type "CP1623". 3 CP iR
3
4
B |
5
7
[
g
10
i1
12 =
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4 ES/OS client and OS server

4.3 Step-by-Step configuration

this by pressing the "New..." button.

Assign the corresponding MAC address
to the CP1623.

Deactivate the check box "IP protocol is

Step Activity Screenshot
4, Select the system bus from "Subnet" or set =]

Gereral  Parsmsters |

I Set WAL addiess /use IS0 protacol

MAC address:

™ IP protocal is being used

: " — Gatew
being used". Paddess: 27650 ¥ Domotuserouter
) " N . Subnet mask: 255.255.255.0  Use router
Cllc_k the "OK" button to confirm the i [———
settings. et
— not networked — New...
Properties.
Delete
= [ =
5. Open the shortcut menu of the CP1623
and select "Object properties...".
3 ki Copy ctrl+C
4 Paste el
5
5 | Replace Object...
7 [ &dd [Master System
2 | Disconmest Master System
9 || Master System [sachranous [Mods
o || Ifsert PRAFINET 1& System
i || Disconnecs PREFIMET 16 System
12 FR.OFINET 10/ Domain Management, .,

FROFIMNET IO Topalogy.. .
FROFIMET I& Isachronous mods

Specity Madule, .

Delete el

Go To 3
Filter Assigned Modules

I anitar/ odify

Edit: Symbals,. .

Alt+Return

Qpen Ohject With,,,

Chrltal+o
Change foeess 3
6. Go to the "Options" tab and select the =]
check box "Time of day". o ]
Click the "OK" button to confirm the iy
selection. £~ et sende]
% Slave fime recsiver)
Send Keepalives for
’VIU Agtivate (30 seconds] ‘
Settings for TCP protocal
’7ND\SIP§ddr\ess |— ‘
Cancel Help
7. Save and compile via the menu command:
"Station > Save and compile...".
Close the HW Config
8. In SIMATIC Manager, delete the OS
optional | application of the ES PC station, as this
is not needed in our example.
PCS 7 Minimal Configuration
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4 ES/OS client and OS server

4.3 Step-by-Step configuration

Setting up the OS server PC station

Step

Activity

Screenshot

1.

Open the shortcut menu of the project in
the component view and add a new PC
station via "Insert New Object > SIMATIC
PC station".

SIMATIC Manager - K2_MP_MP

File Edit Insert PLC View Options Window Help

=T

D2 e o 5]

|[ < Mo Fiter >

=25 K2_MP_MP 251
Ep [EMIM open object Clri+AIt+0
@& K2 MP_Li
it Gl
Gopy, G
Paste G/
Defete Dl

Access Protection

PCS 7 License Information...

Shared Dedarations 3
Plant Hierarchy »
SIMATIC BATCH »
Rename F2

Chject Properties... It+Ret.

2% K2_MP_MP (Component view) -- D:\Mininimal\Projects\K2\K2_MP_MP\K2_M_I

SIMATIC 400 Station
SIMATIC 300 Station
SIMATIC H Station
SIMATIC PC Station
Other Station
SIMATIC 55

PG/PC

MPI

PROFIBUS
Industrial Ethernet
PTP

Foundation Fieldbus

Inserts SIMATIC PC Station at the cursor position.

57Program
Preconfigured Station...

0s
0 (Client)

Shared Dedlarations
Batch process cell

Project Documentation

Open the HW Config of the PC station via
the shortcut menu.

SIMATIC Manager - K2_MP_MP

File Edit Insert PLC View Options Window Help

R A T

=-=5] K2_MP_MP

£ K2_MP_MP (Component view) -- D:\Mininimal\Projects\K2\K2_MP_MP\K2_M_I

o B K2 HFFi Open Object Cirl+Alt+0
; 451 cut Cirli %
% ESVEW Copy Chl+C
Past cirlpy
{2 Shared Declarations o !
@ KZ_MF_Lib Delere ozl
Access Protection ,
SIMATIC BATCH »
Opens selected object. Rename: F2 4

From the object catalog ("View > Catalog")
insert a "WinCC application" and a network
card of the type "CP1623".

I WinCC Appl. s
3 ﬂcp 1623

3

4

- ||
B

7

8

3

10

11

12 d|

Select the system bus from "Subnet" or set
this by pressing the "New..." button.

Assign the corresponding MAC address to
the CP1623.

Deactivate the check box "IP protocol is
being used".

Click the "OK" button to confirm the
settings.

Ix

Properties - Ethernet interface CP 1623 (R0/53)

General  Parameters |

I | 52t MAE address /use 150 protocol

™ IP protocal is being used

Gateway

IP address: [152.168.0.1
¢ ! & Dot use router
Subnet mask: 255, 255 255 0
€ Uz router
Address ]
Subnet:
— ot networked — =

Propeties
Delete

Cancel Help
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4 ES/OS client and OS server

4.3 Step-by-Step configuration

Step Activity

Screenshot

and select "Object properties...".

5. Open the shortcut menu of the CP1623

= ({0 PC

Copy
Paste

Ctrl+C
Chrl-Y,

Add Master System

Disconmeck: Master Systen

9 IMaster System Isochronous Made
10 | Imserb PROFIMET IO Systerm

" || Disconmect PROFINET 10 System

3

4

E—

6 Replace Object...
7

8

12 PROFINET, 10 Domain Management, ..

BROFIMET 12 Topology...
FROFIMET IO Isachtonous mode

Specity Module, .

Delete

Del

Go To
Filter Assigned Madules

Ianitarodify

Alt+Return

ChH+AlE D
Change Aocess 3
6. Go to the "Options" tab and select the B
check box "Time of day". e | Assgment. Ot | Do |
Click the "OK" button to confirm the T
setting. € Masier [lee sender]
% Slave fime receiver)
Send Keepalives for Cor
’VIV Agtivate (30 seconds] ‘
Settings for TCP protocol
’VND\S\P;ddness |— ‘
e Help
7. Save and compile via the menu command:
"Station > Save and compile...".
Close the HW Config
8. In SIMATIC Manager, open the properties =
dialog of the OS server's OS project. Generel Target 05 and Standby OS Campuler |
Switch to the "Target OS and Standby OS Path to the Target 05 Compter
Computer" tab. I Search .
Select < none > under "Standby OS". Symbolc computer rarme
Then click the "Search..." button. v
Standby OS5
[<one > =
¥ Create/update archive tags
[~ Transferto extemal archive server
e
PCS 7 Minimal Configuration
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4 ES/OS client and OS server

4.3 Step-by-Step configuration

Step

Activity

Screenshot

9.

Navigate via the drop-down list to the
shared project folder of the OS server
(see 4.3.1 Preparatory activities).

Click the "Save" button.

v| + Network = SV v Projects + O5_Server - & | Search OS_Server

ol

File name: | OS_Server.mcp

save as type: [(*map)

~_Browse Folders|

=
7|

A

10.

In the text box, select the path "Path to
Target OS Computer".
Click the "OK" button to confirm this.

Properties - 05: 0S_Server x|

General  Target OS5 and Standby OS Computer |

Path to the Target OS Computer

[\\S\V\Projects\OS_Server\0S_Server mcp

Symbolic computer name

Search

[sv

Standby 05

|< none >

[~ Transferto extemal archive server

(o ]_ e |

11.

Confirm the information dialog by clicking
the "Yes" button.

=

After changing the target path or after assigning a standby 05,

' y,  the online medification capability gets lost.

Additionally, the 05 needs to be newly compiled, the packages for
the dients are to be updated and an entire loading
of all assigned OS servers needs to be executed.

Do you wish to execute the changes?

Yes Mo
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Setting up the Client PC station
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Step Activity Screenshot
1. Open the shortcut menu of the project in e TR — =l
the component view and add a new PC O 2575 = s [0 %)% % %
Statlon Vla lllnsert NEW ObjeCt > SIMAT'C &% K2_MP_MP (Component view) -- D:\Mininimal \Projects\K2\K2_MP_MP! =10l x|
PC station". D™ e Cuteaiteo
% E\Sf\ it Chrits
LERY i
DElete Del
¥ SIMATIC 400 Station
» SIMATIC 300 Station
Access Protection » Other Station
PCS 7 License Information. .. SIMATIC S5
Shared Dedarations 3 =5
Plant Hierarchy 4 ::;qus
SIMATIC BATCH » Industrial Ethernet
T = :;:ndanm Fieldbus
Object Propertes... Alt+Return
S7Program
Preconfigured Station. ..
0s
0s (client)
Shared Dedarations
Batch process cell
Project Documentation
Inserts SIMATIC PC Station at the cursor position. 4
2. Open the HW Config of the OS client's PC =10l
StatIOI"I File Edit Insert PLC View Options Window Help
' O 875 %0 sal[e %% & [<homes
©% K2_MP_MP (Component view) — D:\Mininimal\Project =1ai x|
-8 K2_MP_MP
[E] @ K2_MP_Pii Open Object Ctrl +Alt+0
B AST Cut bl
Copy (2 E
% 53\181 Paste el
{0 Shared Declarstions Delete W)
@ K2_MP_Lib
Access Protection
SIMATIC BATCH
Rename F2
Opens selected object. oA
3. From the object catalog (View > Catalog) = (0} PC
insert a WinCC application client.
1 WinCC Appl. Client -
2
3 ]
4
5
6
7
5 hd
4. Save and compile via the menu command:
"Station > Save and compile...".
Close the HW Config
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4 ES/OS client and OS server

4.3 Step-by-Step configuration

Step Activity Screenshot
5. In SIMATIC Manager, open the shortcut =)
menu of the client's PC station and select AT E B A e Do G T T
"Object properties" D=1 E T REETen - [[<toer>
’ C K2_MP_MP (Component view) -- D:\Mininimal\Proj =10l x|
=-{a] K2_MP_MP Corfiguration
=8 K2 MP_Pr “winCE Appl. Cliertt
AS1
2
g e Open Object Crl+alt+0
CEE Yy Crl+x
{3 sne Copy Crl+C
-9 KZMF Paste Gl
Delete Del
PLC »
Access Protection »
Print »
SIMATIC BATCH »
Rename F2
Displays properties ol A
6. Under "PC name:" enter the name of the x|
PC on which the operation of the client is Generl | setings | Corfigurten|
intended. In the present configuration, this = [er
is the ES PC. Project path ,WF,FU'\CL :I
Click the "OK" button to confirm the entry. Storsge location i P KPP i E
of the project: B
Author; |
Date created: 01/14/2015 03:17:43 PM
Last modified: 01/14/2015 03:24:41 PM
Commert: =]
=
Computer name
™ Computer name identical to PC station name
Computer name: ESVE1
Coce_| e
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4 ES/OS client and OS server

4.3 Step-by-Step configuration

Configuring all relevant PC stations

The function "Configure PC station" transfers project configurations to one or more
target stations. First configure the local Station Configuration Editor of the ES and

then the OS connected to the system bus.

"Accessible computers:".

NOTE

If you have chosen the option "Identical PC
name to PC station name" via "Object
properties"”, the target PC to be configured
appears directly in the component
configurator.

Use the "Show" button to display the
current configuration of the PC station.

Click on the "Configure..." button.

Step Activity Screenshot
1. Configure the Station Configuration Editor
of the ES. To do this, open the shortcut D& B s BE f)® % % Mo Fiters
menu of the ES and choose "PLC>
Configure ...". y
i CP 1623
¢ ERE o P 1B
H WAnCC dppl Client
H E-g%
H Open Object Cirl+Alt+0
Iy T cut Cul+x
o e
Delete Del
PLC » Download ctrl+H
Print Compilz and Downoad Objects. .
Rename F2 Compare... I
Object Properties... Alt+Return
2. Select the PC to be configured from

Local netwark connection:

I Terminal bus

Accessible computers:

X
-

Wpdate |

ESWaE
Sy

¥ Uze configured computer name

Target computer:

|ESV81

Meszages:

Dizplay... |

LCloze |

Help |
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4 ES/OS client and OS server

4.3 Step-by-Step configuration

Step Activity Screenshot
3. In the window that appears you will =]
see how the PC station is configured. Station; Fsvai
Click the "OK" button to confirm this [ Indes | _game [ Type | Stetus | Cause =
H 1 WinCC Appl. winCC Appl.
Settlng' 2 @ CF 1623 CF 1623
3
4
5 p
B
7
g
9
10
1
12
12 =
4 | _>|J
@ The configuration iz possible. The configuration can be seen in the list
above.
Cancel | Help |
4. Confirm the information dialog by clicking [informaton X

the "OK" button.

If the compenent configuration is changed, the entire PC station
l % wil be reconfigured and the existing database is lost.
~  This can take several minutes,
Make sure that no communication or diagnostics is active over a
component in the current configuration.

cocs |

5. In the bottom window you will then see

the message: "Transfer completed
successfully."

Close the configuration dialog.

x

Local netwark connection:
I Terminal bus j

Update |

Accessible computers:

ESvaEn
Sy

[v Usze configured computer name

Target computer;

|ESV81

Dizplay... |

Meszages:

Configuration running.

ESWETL:

Transfer completed successfully.
Configuration completed.

LCloze | Help |
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4 ES/OS client and OS server

4.3 Step-by-Step configuration

Step

Activity

Screenshot

6.

Configure the Station Configuration Editor
of the OS server as shown in steps 1 to 5.

Configuring and loading AS-OS communication

In the following section, the connections between the PC stations and the AS are
configured in NetPro and loaded in the individual stations.

Note In case of a granular station configuration, the subnets of the individual sub-
projects must be first merged.

Step Activity Screenshot

1_ Open NetPro. i‘,&l\leth— [K2_MP_Prj (Network) -- D:\Mininimal}... =10l x|

Select the WinCC application of the ES
and open the shortcut menu.
Select "Insert New Connection".

98 petnork Edit Insert PLC View Options Window Help —1=] x|

SH g e da b S Bl N

AS1

CFU__'DF iFN-_|FN- |CF FN-D
410-5H | VICRE [I0HE 4421 )

i

2

PlantBus
Industrial Ethernet

S\r’T -

WinGG [CF
Appl (1823

Highlight 3

Download to current praject 3

Rearrange
CL &

WinGi  Object Properties... Alt+Return
== |
Client
T — _>l_I
| Inserts a new connection in the connection table. 4
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4 ES/OS client and OS server

4.3 Step-by-Step configuration

Step Activity Screenshot
2 Select the CPU of the AS in the |
"Connection Partner" window. — Bz Bl
Make sure that an "S7 connection” =-{8] Inthe current project
is selected under "Connection". =B K2_MP_Pi
Click the "OK" button to confirm the
selection.
- [Unzpecified)
- All broadcast stations
- Al multicast stations
[]--@ In the multiproject: K2_MP_MP
@ I unknown project
) %
Project: |K2_MP_Prj -
Station: jas1
Madule: |CPU 410:5H
— Connection
Tvpe: IS? connection ﬂ
W Display properties before inserting
QK I Apply Cancel I Help |
3. Under "Connection identification” in the =]
"General" tab, change the "Local ID™" General | Siztus nfomation |
to a descriptive name, such as AS1. [ —— e
Click the "OK" button to confirm the Bty st
. F Esteblish an active connestion VFD Name:
entries. Ol Sedlarlig nodsmesrms [WinCC Agpl
r~Connection Path
Local Partner
End Point: E:l:sgwp\ IgﬁbjdeH
Interface [cp 1623 x| [cPasz1 PrioROsSS) |
Subnet [PlantBus industrial Ethemet] [PlantBus [industial Ethemet]
Address |CEEEEESEES [p&00-06-01-00-00
Address Details...
s _| v
4. Repeat steps 1 to 3 for the connection of Save and Compile x|
the OS server to the AS. _
When doing this, it is important that the e
connections of the ES and the OS server (¢ Compile and check everything
to the AS have the same narpe. (~ Conrie changes onk)
When ready, save and compile the
configuration via the menu command:
n H "
Network > Sa?ve and Complle..-. . I—IOK Caa Help
Select the option button "Compile and
check everything" and confirm your
selection with the "OK" button.
PCS 7 Minimal Configuration
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4 ES/OS client and OS server

4.3 Step-by-Step configuration

Step Activity Screenshot
£ NetPro - [K2_MP_Prj (| rk) -- D:\Mininimal\...\K2\K2_MP_| =1l x|
5. Select the ES and download the s e e o Tt T el

connections via the shortcut menu:

Stations".

the same way.
Then close NetPro.

8 5 dald s L Bal

"Download to current project > Selected

Download the OS server and the AS in

AS1
o CPU \DF PN- 'PN- [CP FNHIO
rH " 410 | I0s Howke |43t |
mm m i
2
PlantBus
Industrial Ethernet
| lsv |
g Open Object Chrl+Alt+0
Copy ctrl+C
Delete Del

Rearrange

Object Properties... Alt+Return I

=1
== |Aerl
Cient

Eh| | _'I;I
| Downloads the selected stations (HW data, connection data, gateway data). [PCinternallc 7
Compiling and loading the user program
Compile the S7 program and download it to the AS.
Compiling the OS server project
Compile the OS server project in SIMATIC Manager.
Make sure to make the correct OS assignment to the server in the plant view.
PCS 7 Minimal Configuration
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4 ES/OS client and OS server

4.3 Step-by-Step configuration

Assignment of server packages

Step Activity Screenshot
1. Select the OS application of the OS client
and choose "Assign OS server..." in the fic gt inse L vicw i cption Wi icwiHee,
shortcut menu. D B2 &% B ko %= =]
£ K2_MP_MP (Component view) -- D:\Mininima
£y £2_MP_MP
=8P K2MP_Prj
o As1
e oL
E|--- WinCT Appl. Clier
E B E.;Qm Open Object Ctrl+Alt+0
8 sv
FH3) Shared De cut S
- KZ_MP_Lib opy ks
Paste Ghrl+Y,
Delete Del
PLC »
Access Protection 3
Compile Ctrl+8
Display load log...
Assign OS server...
Print 3
SIMATIC BATCH »
4 Rename F2
Server-server and/or server- BRI e AR &
2. Select the corresponding OS project and x|
confirm your selection with the "OK e T Symbolc computer name I
button. [Flkz_MP_Pri - OS_Server sv
0K I Cancel | Help
IThe WinCC project was opened 4
3. Confirm successful downloading of
the package with the "OK" button.
The procedure was completed without error
IENEEEEEENENNNNNEENENNENNNNENEEN
The procedure was completed without error
Error | |
oK Cance]
A
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4 ES/OS client and OS server

4.3 Step-by-Step configuration

4.3.3 OS configuration

Activating the time synchronization

On the ES, the necessary settings must still be activated in the OS projects of the

OS server and OS client.

Step Activity Screenshot
1. Open the OS server project. =T

Fle Edit Insert PLC View Options Window Help

0|87 | % B |dnlle 2% % =

|J < o Fiter >

- K2_MP_MP (Component view) -- D:\Mininimal\Projects’

) (28] K2_MP_MP
=8P K2_MP_Prj

451
B
B Esvel
=3, sy
R R
i 13

{Z] Shared Declaratior ) Curl+Alt+0
=4 K2_MP_Lib e Goe
Copy Ctrl+C
Paste. el

Insert New Cbject
PLC

Access Protection

Compile Ccil4B

Display compilation log...
Display load log...
Generate server data
Assign OS server...
Start 0S simulation
Import WinCC ohjects

Print.

Plant Hierarchy

SIMATIC BATCH

Rename F2
Object Properties... Alt+Return

=10lx|

Opens selected object.
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4 ES/OS client and OS server

4.3 Step-by-Step configuration

Step Activity Screenshot
2. Open the editor "Time Synchronization" 21
from the shortcut menu.  Generdl Sett
eneial falllngs . . -
I~ Usa time receive utilty \—I
Activate the check box "Synchronization I™ Deactivate time spnchronization Cancel
via System Bus (Master, Slave)".
SeleCt "CP1623(ISO)" Under "ACCGSS point — Swnchronization via Terminal Bus [Slave]
1" and activate the Option button "Master" € Use the time from a connected WinCE serer
C||Ck the "OK" button to Confirm the ’ ) sz the fime fram & speciiic computer:
selection. Eeeai) [
Computer, 2 I J
NOTE = Let time be set by external [3id - party] components
|f, in contrast to the OS server, the ES —¥ Synchronization via Spstem Bus [Master, Slave)
does not have a CP1623, then activate ~ Access point 1
the option "Display symbolic name of the [criezss0) <] Mase
access point" and select the appropriate  Slave
access point. _
~ Access paint
€ Master
<Maoner -
J £ Slave
[~ Display symbolic name of the access paint
~ Process controlling messages Project documentation—
¥ Send once LI
Send evern I _lj minutes M
Setup I
3. Close the OS server project.
4, Open the OS client project. ioix
File Edit Insert PLC View Options Window Help
O B4 rde % % & [ <o Fie
£ K2_MP_MP (Component view) -- D:\Mininimal’ 1Ol x|
EHaal K2_MP_MP
=8P K2_MP_Fi
[ER
E--i CL
= @ WinCC Appl. Clier
- Open Object Cirl+Alt+0
Cut Cirl+X
Copy Ctrl+C
Faste Chrl 4
- K2 MP_Lib Delete el
PLC 3
Access Protection 3
Compile Ctrl+8
Display load log...
Assign OS5 server...
Print 3
SIMATIC BATCH 3
Rename F2
Object Properties... Alt+Return
R [ — 3 |

Opens selected object.
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4 ES/OS client and OS server

4.3 Step-by-Step configuration

Step Activity Screenshot
5. Open the editor "Time Synchronization" 21
from the ShortCUt menu. [ General Settings
. " . . . L oK
Activate the check box "Synchronization I Usz tine receive wiilty \—I
via Terminal Bus (SlaVe)" and select "Use [™ Deactivate time synchronization Cancel
the time from a connected WinCC server".
Clle the uOKu button to Conﬁrm the —w Swnchronization via Terminal Bus [Slave)
selection @ Use the time from a connected WinCC server
= Use the time from a specific computer.
Camputer 1 I J
LComputer, 2 I J
i Let time be zet by external [3id - parly) components
—I  Sunchronization via Sustem Bus (Master, Slave]
—Access point 1
) Master
I J £ Slaye
—Access point
£ Haster
J =) Slave
™| Display symboliz name of the aceess poitt
~ Process controlling messages Project documentation—
¥ Send once LI
Send every I _I: minutes M
Setup I
6. Close the OS client project.
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4 ES/OS client and OS server

4.3 Step-by-Step configuration

Downloading the OS project to the OS server

After the time synchronization is configured on the ES side, download the OS

project to the OS server.

Step Activity Screenshot
1. In SIMATIC Manager, select the OS P =
. Fie Edit Insert PLC Vien Options Window Help
project of the OS server and select TR
the context menu "PLC > Download".
{2l K2_MP_MP - RMT1
-8 k2_MP_Pi - RMT2
¢+ =[] winCC Appl
o Shalue Do) Open Object Ctrl+alt+0
& K2_MP_Lib cut Crl+x
Copy Ccul+C
Paste il
Delete Del
Insert New Object
PLC
Access Protection
Compile Ctrl+8
Display compilation log...
Display load log...
Generate server data
Assign O5 server...
Start O simulation
Import WinCC objects
Print »
Plant Hierarchy »
SIMATIC BATCH »
Rename F2
ObjectProperties...  Alt+Retum
Downloads current object to the PIC: v
2. For the first OS project download, x|
an entire download IS feqUWEd- Target spstem: Y54 \Projects\05_Serverh05_Server mep
Start the download by clicking the "OK" .
— Scop
bUtton' % The entire WinCC project
{° Changes Details
[~ Start compilation before downloading
The entire ‘WinCL project will be transfered ta the runtime 05
QK I Cancel Help
PCS 7 Minimal Configuration
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4 ES/OS client and OS server

4.3 Step-by-Step configuration

project is located in the specified folder
on the OS server.

Click the "OK" button to confirm the
corresponding message.

Step Activity Screenshot
3. After a successful download, the OS

Dawnload ta target system was completed successfully.

Errar

< none >

oK

Catcel
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4 ES/OS client and OS server

4.3 Step-by-Step configuration

OS configuration on the OS server

The following step instructions for time synchronization must be checked and
corrected it if necessary after the first download.

Note Normally, all the engineering work will be carried out on the ES for the purpose
of consistent data management, so that no WinCC engineering licenses are
required on the OSs. Nevertheless, each time the WinCC Explorer is opened,

a licence-free time window of two hours is enabled for WinCC configuration
works.

Step Activity Screenshot

1. Open the OS project on the OS server.

2. Open the editor "Time Synchronization" x|

from the shortcut menu.

Check or activate the check box
"Synchronization via System Bus
(Master, Slave)".

Check or select "CP1623(1SO)" and the
option button "Master" under "Access
point 1".

Click the "OK" button to confirm the
settings.

~ General Settings

I Use time receive utilty

I Deactivate time synchronization

oK |
Cancel

— Swnchronization via Terminal Bus [Slave)
€ z= the time from & connested WinCE semver

= Use the time from a specific computer

Camputer 1 I

Camputer 2 I

= Lettime be set by external [3rd - party] components

B

—w Sunchronization via System Bus [Master, Slave)

[ Access point 1
7+ Mast
[crigzsisol =l s
 Slave
~ Access point
£ fast
<Mongs j e
£ Slaye

[~ Display symbolic name of the access point

r— Procesz controlling meszages

V' Send once

Send every I _lj mmitutes

Froject documentation—

Print I
Preview I
Setup I
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4 ES/OS client and OS server

4.3 Step-by-Step configuration

4.3.4 Activating the runtime

Open the OS project on the OS server and activate the runtime.

Then switch to the ES computer and open the OS client project. Activate the
runtime here too.

435 Particularities when loading the OS project changes

Loading changes

Before being able to carry out OS compiling and downloading to the ES,
the OS client runtime must be first deactivated and the OS project closed.

Complete download

Before being able to carry out OS compiling and downloading from the ES, the OS

client runtime and the OS server must be first deactivated and the corresponding
OS projects must be closed.

PCS 7 Minimal Configuration
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5 ES, Master OS and Standby OS

5.1 Configuration description

5 ES, Master OS and Standby OS

5.1 Configuration description

During the process mode, the pair of single stations runs completely parallel and
independent from each other. If one of the single stations fails, there is always an
equivalent, redundant OS single station available. The single stations monitor each
other during the running period and synchronize the project archives as needed.

Configuring is done via the ES.

Hardware assembly

Terminal bus

ES

OS Master OS Standby

H Redundancy “]‘
—>

\M

Plant bus

COM-Cable

o

AS

NOTE Server packages are necessary for the functionality of the MS clients. If the
OS/MS Server is configured as single station it is not possible to use the MS

client on the ES.

The jumping keys in the asset faceplates to HW configuration and to PDM work

as follows:

- Up to PDM V8.1: Only on ES
- From PDM V8.2: On ES and OS clients
- From PDM V9.0: On ES, OS clients and web clients
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5 ES, Master OS and Standby OS

5.1 Configuration description

PCS 7 configuration

_ SIMATIC Manager - K3_MP_MP

File Edit Insert PLC View Options Window Help

=10l ]

D |Baf e de|e &% =5

I < Mo Fitte

E n
-

Press F1 to get Help.

WinCC Appl.

Q 05_baster
B 5vE

WinCC Appl. [Sthy.)
[ H

o 05_Master_StBy j

i me

E® K3_MP_MP (Plant View) - D:\Mininimal

=-{28) K3_MP_MP =
=& K3_MP_Pii
B- Shared Declarations

=101 %]

K3_MP_Fij
@13 MP_Lib
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5 ES, Master OS and Standby OS

5.2 Required hardware and software licensing

5.2 Required hardware and software licensing
Hardware
The following hardware is recommended for this configuration and can be ordered
via the Siemens mall. This ensures that the appropriate amount of operating
systems of your choice and SIMATIC PCS 7 system software are pre-installed
on the PC stations.
Station Product label Operating System bus
system transition
ES SIMATIC PCS 7 ES/OS IPC847D Windows 7 RJ45
BCE network card
SIMATIC PCS 7 ES/OS IPC847D Windows 7 CP 1623
IE
2 x OS Single Station SIMATIC PCS 7 ES/OS IPC847D Windows 7 RJ45
BCE network card
SIMATIC PCS 7 ES/OS IPC847D Windows 7 CP 1623
IE

Software licensing

The following section lists the software/license packages required for this
configuration selection.

Component Software/license package
ES e SIMATIC PCS 7 AS/OS Engineering Software V8.2
(PO unlimited)
e SIMATIC PCS 7 AS Runtime License
OS Single Station Redundant e SIMATIC PCS 7 OS Software Single Station
Redundancy V8.2 (Single License for 2 installations)
e 2x SIMATIC PCS 7 OS Runtime License
(max. 5000 PO)
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5 ES, Master OS and Standby OS

5.3 Step-by-Step configuration

5.3 Step-by-Step configuration

Note The following instructions have been created based on Windows 7 and
PCS 7 Vv8.2.

CP1623 are used as an example for the system bus transition. Time
synchronization is activated.

The PC stations used in the test setup are called:

e ES: ESV81
e OS server: SVA
e OS-Server Standby: SVB

5.3.1 ES configuration

Creating the multiproject

As a basis for the following instructions, all PC stations must be physically
connected according to the chart in chapter 5.1. A multiproject must be also
created on the ES, where the hardware and software of the AS are already
configured.

Then you begin from the following CPU and CP settings.

AS settings

The analyzability of the process data requires that all the components of the
process control system work with an identical clock time in order to be able to
assign messages in the correct temporal order.

The following section describes a way in which the redundant OS single stations
predetermine the master time.

Note More time synchronization possibilities are described in detail in the following
manuals:

e SIMATIC Process Control System PCS 7 Operator Station (V8.2)
e SIMATIC Process Control System PCS 7 Time synchronization (V8.2)
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5 ES, Master OS and Standby OS

5.3 Step-by-Step configuration

In the "Clock" section, set "Synchronization
Type - As slave".

Click the "OK" button to confirm the
selection.

Step Activity Screenshot
1. Open the HW Config for the AS. [0 Hw Config - [AS1 (Configuration) — K2_MP_Prj] ol
Select the CPU dch "Obiect fll) steton Edit Insert PLC View Options Window Help _ @] x|
elec e ana choose ec = o :
neLr 1 D228 % Bel da Bo/R e
properties..." in the shortcut menu. -
Copy crl+C
Paste el
IF1 Insert Multi-Contraller Device
IF2
X5 PNAO-X5 Replace Object...
X5PTIR || Por1 | AddMester Systam
XEPZR Port 2 Discannect Master System
X8 PNHOXB Master System Isachranous Made
X8PTR Fort 1 Insert PREFINET 10 System,
XEFZR Fort 2 Disconnest PROFINET 10 System
5 i CP 443-1 PROFINET IO Dormain Management. .
1 billile) PROFIMET 10 Topology...
XIPTR V) PerT  pporer 16 i Controller Devices.. .
é(}'pg,q REEE PROFIMNET IO Isochronous mode:
= Specity Madle, .
Delete Del
GoTo 3
Filter Assigned Modules
Mariitar/Madify
Alt+Return |8 1
a ' ChrlAlEO)
——————— = Cfiange Access rE
&= | uRzsLu Assign AssetID...
Slot Moduls Product Suppart Information ctrl+F2
[ FS 407 108 s ELRT
Find Manual Cirl+Fs
9 CPU 410-5H |5 rn i b »
o Start Device Tool
Displays properties of the selected object far ;m‘ng‘ v
2. Switch to the "Diagnostics/Clock" tab. Praperties = CRUS TSRS x|

General | Statup | Cycle/Olock Memory | Retertive Memory | Memory | Intemupts |
Time-of-Day Intemupts | Cycic Intemupts ~ Diagnostics/Clock | Protection | H Parameters

- System Di

™| Extended functions.

™ Acknowledgment tiggered reporting of SFB33-35

Number of messages in the disgnostics bufer: [
Clack
Symchronization Symohronization Type Time Interval
Inthe PLC: [ps slave =] [nione =
i e bR [None ] [Mene =l
O the W [hone =] [nione =

Correction factor. o ms
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5 ES, Master OS and Standby OS

5.3 Step-by-Step configuration

Step

Activity

Screenshot

3.

Open the shortcut menu of the CP and
select "Object properties...".

[0 HW Config - [AS1 (Configuration) — K2_MP_Prj]
Bl Stetion Edit Insert PLC View Options Window Help

=10l
=181x|

D252 g & |20 daaDoR)e

N

1 () UR2ALY
1 PS 407 10A
3 CPU 410-5H
xi i o
IF1
IF2

Copy Ctrl+C
Faste el
Insert Mulki-Controller Device

Replace Object...

Add Master System

Disconnest Master Systen

Waster System Isochronous Mode

Insert: PROFINET 10 System

Disconnect PROFIMET 10 System
FROFINET I Dorain Management. ..
PROFINET I Tapalogya..

PROEINET 10 Multi-Contraller Devices.., .
PROFINET I Isochranous mods

i

Specy Modile, .

Delete Del

:l!l [0 UR24LU

Gao To
Filter Assigned Modules

Slat Module
1 PS 407 100

el 5

"Station > Save and compile...".
Close the HW Config

Manitor/Modify
3 CPU M0 i ot .
— Ohject Properties. .. Alt+Return ;I
Open Ohject With,.. Chr+AlEHD
Displays properties of the seler e poece b A
4. Switch to the "Time synchronization" tab. Propertics= CEALTENENESY =
. " . SNMP | Web | Dizgnostics |
Activate the check box "Accept time of day Generl | Addsses | Options  Time-ofDay Synchronizaion | 1P Access Prolecion
on CP and forward". [T ed
Click the "OK" button to confirm the ™ Use corscted tims
. * Automatic " From station " From LAN
selection. ~NTP Mod
I | Activate WP time-of-day sprchranization
I | Time of-day spnehronization ar the full minute
I | coept time of day from non-synchronized NTF servers
I¥ | Forard time of dayta station
MIP server addresses (IP addresses):
Add...
Edit...
Delete;
Time zone: |:le|T +01:00) Beriin, Bem, Brussels, Rome, Stockholm, Vienna =l
Update i i s 0
Foras oo s ey .
Cancel Help
5. Save and compile the configuration via:
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5 ES, Master OS and Standby OS

5.3 Step-by-Step configuration

Setting up the ES PC station
A PC station is created for the ES with the WinCC application to allow testing the

OS project on the ES.

insert a "WinCC application" and a network
card of the type "CP1623".

Step Activity Screenshot
1. Open the shortcut menu of the project in Ed stmaic Manager_ [ HP HE (CosseE e
. (@] File Edit Insert PLC View Options Window Help ===
the pomponent view and qdd anew PC DB 5 e e %% ores
station via "Insert New Object > SIMATIC E@fg' 251
- " ML Open Object Crl+Alt+0
PC station". - @ KNP —
Change the name of the PC station so that o o
it matches the name of the local computer S -
on the network. O sivTIc 40 Staton
Multiproject > SIMATIC 300 Station
PLC »
Access Protection »
PCS 7 License Information... SIMATIC 55
Shared Dedarations 3 PaRC
Pr— 5 B
SIMATIC BATCH » Industrial Ethernet
e = :Endahun Fieldbus
Object Properties... Alt+Return
S7 Program
Preconfigured Station. ..
o]
05 (Client)
Shared Dedarations
Batch process cel
Inserts SIMATIC PC Station at the cursor position. R |
2. Open the HW Config of the ES PC station EZ SIMATIC Manager - [K3_MP_HP (Component view) 1ol x|
via the shortcut menu File Edit Insert PLC View Options Window Help =18l x|
' MEEEIRECE TS [T <tio Fter
-2 K3 MP_MP
E| K3_tP_Pij t Ctrl+alt+0
. g ég:,.m Cut: (i g
{1 Shared Declarations Copy ikt
0 ¥3_MP_Lib Paste: e
Delete Del
Access Protection »
SIMATIC BATCH »
Rename F2
Opens selected object. v
3. From the object catalog (View > Catalog)

a WinCC Appl, -
2 :E:CP 1623

3

4

- -
5

7

f

3

10

11

12 d|
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5 ES, Master OS and Standby OS

5.3 Step-by-Step configuration

Filter Assigned Modules

Step Activity Screenshot
4, Select the system bus from "Subnet" or set =]
this by pressing the "New..." button. General  Poromecers |
Assign the corresponding MAC address to B e e P
the CP1623. e
Deactivate the check box "IP protocol is W P s .
H " 92.168.0. =L
being used". Pabdms. [0 v et
. ) ubriet ma: 255.255.255.0
Click the "OK" button to confirm the @ Lenrouts
settings. " fress
[ — not networked — New...
Properties.
Delete
5. Open the shortcut menu of the CP1623
and select "Object properties...".
3 b Copy Ctrl+C
4 Paste Chrl+Y
5
5 | Replace Object...
7 [ &dd [Master System
2 | Disconmest Master System
9 || Master System [sachranous [Mods
o || Ifsert PRAFINET 1& System
i || Disconnecs PREFIMET 16 System
12 FR.OFINET 10/ Domain Management, .,
FROFIMNET IO Topalogy.. .
EROFIMNET 12 Isachronous mode
Specity Madule, .
Delete Del
Go To 3

I anitar/ odify

Edit: Symbals,. .

Qpen Ohject With,,,

Alt+Return

Chrltal+o
Change foeess 3
6. Go to the "Options" tab and select the ]
check box "Time of day". General | Assignment Options | Diagnosics |
Click the "OK" button to confirm the
selection. € Master (fme sendsr]
% Slave ftime receiver)
Send Keepalives for Connection:
(l? Agtivate (80 seconds] ‘
Settings for TCP protocal
(ND\S\PQddress [ ‘
Cancel Help
7. Save and compile via the menu command:
"Station > Save and compile...".
Close the HW Config
8. Delete the OS of the Engineering Station
optional in SIMATIC Manager, as it is not needed
in our example.
PCS 7 Minimal Configuration
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5 ES, Master OS and Standby OS

5.3 Step-by-Step configuration

Setting up the Master OS PC station

insert a "WinCC application" and a network
card of the type "CP1623".

Step Activity Screenshot
1. Open the shortcut menu of the project in ~loix|
. File Edit Insert PLC View Options Window Help ==
the pomponent view and gdd anew PC DB 5 % e o % o 1T <to >
station via "Insert New Object > SIMATIC 251
PC Station" Open Object Ctri+Alt+0
) s CE
CGomy. CErl4C
Paste: CEy.
Delete: el
» SIMATIC 400 Station
Multiproject » SIMATIC 300 Station
PLC > SIMATI
Access Protection 3 =
PCS 7 License Information. SIMATIC S5
PGFC
Shared Dedarations »
MPI
Plant Hierarchy b| mmrmm
SIMATIC BATCH 3 Industrial Ethernet
FTP
Rename 2 Foundation Fieldbus
Object Properties. . Alt+Return
57 Program
Preconfigured Station. .
os
05 (Client)
Shared Declarations
Batch process cel
Inserts SIMATIC PC Station at the cursor position. GLoiocnS T ey P
2. Open the HW Config of the Master OS PC 1ol
Statlon V|a the shortcut menu. File Edit Insert PLC View Options Window Help |7 x|
D |26 4 ol dlalo 35 )% = I[<
=8l K3_MP_MP 2
=89 K3MP_Pij Open Chject Cirl+Alt+0
B a5t
Euf: G|+
Copy. Chr+-C
{7 Shared Declarations Paste CErl
@ K3 MP_Lb Delete el
Access Protection ]
SIMATIC BATCH 3
Rename F2
Opens selected object. i
3. From the object catalog (View > Catalog)

a WinCC Appl. fa
2 :E:CP 1623

3

4

- -
5

7

f

9

10

11

12 |
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5 ES, Master OS and Standby OS

5.3 Step-by-Step configuration

Step Activity Screenshot
4, Select the system bus from "Subnet" or set [X]
this by pressing the "New..." button. Generdl  Pramters |
Assign the corresponding MAC address Il S i atecs e G0 e
to the CP1623. MAC adrmes
Deactivate the check box "IP protocol is W (P e T .
B n . T atew
being used". Patine: - [TT07 & Do rotuse ot
. . ubnet mask: 255.255.255.0
Click the "OK" button to confirm the o
settings. " Sess
[ — not networked — New..
Properties
Delste
Cancel Help
5. Open the shortcut menu of the CP1623
and select "Object properties...".
3 ki Copy Ctrl+C
4 Paste el
5
5 | Replace Object...
7 [ &dd [Master System
2 | Disconmest Master System
9 || Master System [sachranous [Mods
o || Ifsert PRAFINET 1& System
i || Disconnecs PREFIMET 16 System
12 FR.OFINET 10/ Domain Management, .,
FROFIMNET IO Topalogy.. .
EROFIMNET 12 Isachronous mode
Specity Madule, .
Delete Del
Go To 3
Filter Assigned Modules
I anitar/ odify
Edit: Symbals,. .
. Alt+Return
Qpen Ohject With,,, el Al
Change foeess 3
6. Go to the "Options" tab and select the ]
check box "Time of day". General | Assignment Options | Diagnosics |
Click the "OK" button to confirm the
selection. € Master (fme sendsr]
@ Slave fiime receiver)
Send Keepalives for Connection:
(l? Agtivate (80 seconds] ‘
Settings for TCP protocal
IVND\S\P address ‘
Cancel Help
7. Save and compile via the menu command:
"Station > Save and compile...".
Close the HW Config
PCS 7 Minimal Configuration
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5 ES, Master OS and Standby OS

5.3 Step-by-Step configuration

Setting up the Standby OS PC station

insert a "WinCC application (Stby)" and
a network card of the type "CP1623".

Step Activity Screenshot
1. Open the shortcut menu of the project in Sl e e L HE R =0
. (@] Fle Edit Insert PLC View Options Window Help '] x|
the pomponent view and qdd anew PC D@ 25| % =0k 2% <t Fher> =
station via "Insert New Object > SIMATIC S By 451
PC Station". @ fa e b Open Object Clrl+Alt+0
Cuk Gl 4%
Copy, Chrl4C
Paste {44
Delete: e
ject 13 SIMATIC 400 Station
Multiproject 3
PLC »
Access Protection »
PCS 7 License Information... SIMATIC 55
Shared Dedarations » Pefe
Plant Hierarchy e
SIMATIC BATCH » Industrial Ethernet
Rz = ::ndanunﬁe\dbus
Object Properties. .. Alt+Return
57 Program
Preconfigured Station...
os
05 (Client)
Shared Dedarations
Batch process cel
Inserts SIMATIC PC Station at the cursor position. FaFELE A 7
2. Open the HW Config of the Standby OS [ SMATIC Manager - [K3_MP_MP (Component vi =loix|
PC Statlon Vla the ShOI‘tCUt menu File Edit Insert PLC View Options Window Help - E‘lﬂ
) D 304 = e %)%
- =l K3_MP_MP e i )
E@ K3_MP_Pri Cirl+Alt+0
{3 Ghrl%
Copy Chrl+C
Paste Y
(-] Shared Declarations Delete Del
@ K3_MP_Lib
Access Protection »
SIMATIC BATCH »
Rename F2
Opens selected object. v
3. From the object catalog (View > Catalog)

A ThCC Bl (Stoy ) =

3 CF 1623

3

4

= _
5

7

g

g

10

11

12 hd
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5 ES, Master OS and Standby OS

5.3 Step-by-Step configuration

Step Activity Screenshot
4. Select the system bus from "Subnet" or set =]
this by pressing the "New..." button. Goners | Paramoters |
Assign the corresponding MAC address to ot e
the CP1623.
Deactivate the check box "IP protocol is
being used". Patees T —
ubnet ma:
Click the "OK" button to confirm the O sz ot
settings. o s
— not networked — New.
Properties..
Delete
Cancel Help
5. Open the shortcut menu of the CP1623
and select "Object properties...".
3 ki Copy ctrl+C
4 Paste el
5
5 | Replace Object...
7 [ &dd [Master System
2 | Disconmest Master System
9 || Master System [sachranous [Mods
o || Ifsert PRAFINET 1& System
i || Disconnecs PREFIMET 16 System
12 FR.OFINET 10/ Domain Management, .,
FROFIMNET IO Topalogy.. .
FROFINET; IO Isachronous mode
Specity Madule, .
Delete Del
Go To 3
Filter Assigned Modules
I anitar/ odify
Edit: Symbals,. .
" Alt+Return
Qpen Ohject With,,, el Al
Change foeess 3
6. Go to the "Options" tab and select the ]
check box "Time of day". General | Assignment Options | Diagnosics |
Click the "OK" button to confirm the
setting. € Master (fme sendsr]
@ Slave fiime receiver)
Send Keepalives for Connection:
(l? Anfivate [30seconds] ‘
Settings for TCP protocol
’7ND\S\P address ‘
Cancel Help
7. Save and compile via the menu command:
"Station > Save and compile...".
Close the HW Config
PCS 7 Minimal Configuration
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5 ES, Master OS and Standby OS

5.3 Step-by-Step configuration

Configuring all PC stations

The function "Configure PC station" transfers project configurations to one or more
target stations. First, configure the local ES and then all Operator Stations

connected to the system bus.

NOTE

If you have chosen the option "Identical PC
name to PC station name" via "Object
properties”, the target PC to be configured
appears directly in the component
configurator.

Use the "Show..." button to display the
current configuration of the PC station.

Click on the "Configure..." button.

Accessible computers:

Wpdate |

Step Activity Screenshot
1. Configure the Station Configuration L]
) . e Edit Insert iew Options Window Help
Editor of the ES. To do this, select the D@8 & B e lde % % - =% %
PC station of the ES and then choose
" . I Configuration
PLC > Configure..." in the shortcut menu. B i i
l Sk Open Object Cirl+Alt+0
2 sve 7%
o B o
Delete Del
Dowrload chist
Access Profecton * ™ Compie and Download Obiects... .
Print. > Compare
SIMATIC BATCH »
Rename F2
Object Properties... Alt+Return
Configures a selectable target computer according to the structure or the selected PC station (initial freconfiguration) 4
2. Select the PC to be configured from x|
"Accessible computers:". .
Local netwark, connection:
I Terminal buz j

ESWET
S,
SWE

¥ Usze configured computer name

Target computer:

|ESV81

Messages:

Dizplay. .. |

LCloze |

Help |

PCS 7 Minimal Configuration
Entry ID: 24023824, V6.0, 06/2016

61




© Siemens AG 2016 All rights reserved

5 ES, Master OS and Standby OS

5.3 Step-by-Step configuration

the "OK" button.

Step Activity Screenshot
3. In the window that appears you will see =]
how the PC station is configured. Station; v
Click the "OK" button to confirm this [ Indes | _game [ Type | Stetus | Cause =
H 1 WinCC Appl. winCC Appl.
Settlng' 2 @ CF 1623 CF 1623
3
4
5 p
B
7
g
9
10
1
12
12 =
4 | _>|J
@ The configuration iz possible. The configuration can be seen in the list
above.
Cancel | Help |
4. Confirm the information dialog by clicking [informaon X

If the compenent configuration is changed, the entire PC station
l % wil be reconfigured and the existing database is lost.
~ This can take several minutes,
Make sure that no communication or diagnostics is active over a
component in the current configuration.

cocs |

the message:
"Transfer completed successfully."

Close the configuration dialog.

5. In the bottom window you will then see

x

Local network. connection:

I Termninal bus j

WUpdate |

Accessible computers:

ESVE
Sl
SVE

¥ Ise configured computer name

Target computer:

|Esvs1

Dizplay... |

Meszages:

Configuratian running.

ESWET:

Transfer completed successfully.
Configuration conpleted.

LCloze | Help |
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5 ES, Master OS and Standby OS

5.3 Step-by-Step configuration

Step

Activity

Screenshot

6.

Configure the Station Configuration Editors
of the Master/Standby OS as shown in
steps 1to 5.

Configuring and loading AS-OS communication

In the following section, the connections between the PC stations and the AS are
configured in NetPro and loaded in the individual stations.

Note In case of a granular station configuration, the subnets of the individual sub-
projects must be first merged.
Step Activity Screenshot
1 Open NetPro. e e Ziata
Select the WinCC application of the ES SRS e da S5 TP BN _ -
and open the shortcut menu.
Select "Insert New Connection". T i
i} I I
2
PlantBus
Industrial Ethernet
Highlight >
Download to current project 3
Object Properties... Alt4Return
4 . o
| Inserts a new connection in the connection table. PCinternal.local.
2. Select the CPU of the AS in the Insert New Connection |

"Connection Partner" window.

Make sure that an "S7 connection”

is selected under "Connection".

In this example, a high-availability S7
connection is configured due to the AS
configuration.

Click the "OK" button to confirm the
selection.

— Connection Partner

EI{E] In the current project
=8P K3_MP_Pi
=

- All broadcast stations
- Al multicast stations
[]--@ In the multiproject: K3_MP_MP
@ I unknowe project

. N
Project: |K3_MP_Prj -
Station: 5]
Madule: |CPU 410:5H

— Connection

Type: IS? connection j
[v Display properties before insarting

QK I Apply Cancel I Help |

PCS 7 Minimal Configuration
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5 ES, Master OS and Standby OS

5.3 Step-by-Step configuration

When doing this, it is important that the
connections of the Master OS, Standby OS
and ES to the AS have the same name.

Then save and compile the configurations

via the menu command:
"Network > Save and compile...".

Select the option button "Compile and
check everything" and confirm your
selection by clicking the "OK" button.

¢ Compile and check everything

" Compile changes only

Step Activity Screenshot
3. Under "Connection identification" in the X
"General" tab, change the "Local ID:" General | i fomaton |
to a descriptive name, such as “AS1”. [ e ot e en dertesan
Click the "OK" button to confirm the L Caritpured st 21 s
. I | Esizhiish an active cornestion WFD Name:
settings. I Send operating mode messages [inCC Appl
rConnection Path
Logal Partner
Eadl e once fool Iégll/-ﬂDiH
Interface: [cp 1623 | [cr asz1 PrioRorss) |
Subriet: [PiantBus [Industrial Ethemet] [PlantBus [industrial Ethemet]
Address [o0-1B-18-9D-1364 [oe0006-01-0003
Address Details.
= e
4, Also set the connections of the Mastc_er oS x|
and Standby OS to the AS by repeating A
steps 1to 3. - Compile

ok | Cancel | Help

5. Select the ES and download the
connection via the menu command:
"Target system > Download to current
project > Selected Stations".
Download the AS, the Master OS and
Standby OS in the same manner.

Then close NetPro.

ﬁ%MEtPro - [K3_MP_Prj (Network) -- D:\Mininimal\...\K3\K3_MP_I o m] 5‘
98 Network Edit Insert PLC View Options Window Help _|=1 x|
S8 B S be|wmalf TS Ba !

1 I

AS1

CFU_1DF 1PN PN
4105 1 110-X8 110-X8

A

CFPNID
4421

PlantBus
Industrial Ethernet

. . I I
Open Object Ctrl+Alt+0 SVB

= WnCC [ CF

g - Copy crl+C = Appl. | 1623
(Stby.

Delete Del ]

Rearange

Object Properties. . Alt+Retun

1
< |

| Downloads the selected stations (HW data, connection data, gateway data).

|PCinternz
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5 ES, Master OS and Standby OS

5.3 Step-by-Step configuration

Master/Standby settings on the ES

Here you define the Master/Standby assignment and create the loading paths.

Step Activity Screenshot
1. In SIMATIC Manager, open the properties x
dialog of the Master OS. General Targt O and Sandsy O5 Comper |
Switch to the "Target OS and Standby OS Pathto the Target 05 Computer
Computer" tab. [ Search
Select the Standby OS from the drop-down Symbolc comptter name
list. Jo5_Master
Activate the check box "Create/update SRR
. " |05 _Master_stBy |
archive tags".
) ¥ Create/update archive tags
Deactivate the check box "Transfer to ™ Transferto extamal archive sarver
external archive server". Ftarget OS computeris idertical to ES computar:
Click on the "Search..." button. e
2. Navigate via the drop-down list to the =
shared project folder of the Master OS i e [0 e |
(see 4.3.1 Preparatory activities). Seve s s [ =
Click the "Save" button. Concel
(e |
3. In the text box, reselect the whole project ProperesRIEIERE |
path "Path to Target OS Computer". Gonaa | Terget 05 nd Sty 05 Computer |
Click the "OK" button to confirm the entry. Path to the Target 05 Computer
|\\5VA\Pm]ems\osiMaster\OsiMasler mcp Search ..
Symbolic computer name
IOS_Masler
Standby OS
[05_Master_stBy |
¥ Create/update archive tags
[~ Transferto extemal archive server
If tanget O computer is idertical to ES computer;
Assign archive senver
Apply Cancel
4. Open the properties dialog of the Standby x|
0S. |General Target O5 and Master 05 Computers |
Switch to the "Target OS and Mater OS Fath to the Target 05 Comper
Computers" tab. I _ S|
Check whether OS_Master is entered in
the "Master OS" field.
Click the "Search..." button to select the file a0
path of the OS data. 05 Master
Note:
In the properties of the master 0S, the path to the targst 05
computer must be specified as well
Eprly Cancel
PCS 7 Minimal Configuration
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5 ES, Master OS and Standby OS

5.3 Step-by-Step configuration

Step Activity Screenshot
5. Navigate via the drop-down list to the st T — fll
shared project folder of the Standby OS —
(see 4.3.1 Preparatory activities).
Click the "Save" button.
6. In the text box, select the path "Path to £
Target OS Computer" General  Target 05 and Master 05 Computers |
Click the "OK" button to confirm this. Path o the Target 05 Computer
Conflrm the next appearlng dlalog by \SVB\Projects\0S_Master\OS_Master mcp Search
clicking "Yes".
Master 05
[05 Master
Note:
In the properties of the master OS5, the path to the target 05
computer must be speciied as well
o =
Compiling and loading the user program
Compile the S7 program and download it to the AS.
Compiling the OS project
Compile the OS project of the Master OS in SIMATIC Manager.
Make sure to make the correct OS assignment to the server in the plant view.
PCS 7 Minimal Configuration
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5 ES, Master OS and Standby OS

5.3 Step-by-Step configuration

5.3.2 OS configuration

OS configuration on the engineering station

On the ES, a conversion must be still done from a multi-user to a single-user
system, and the settings for the redundancy and time synchronization must be still

adjusted.

Step

Activity

Screenshot

the ES.

1. Open the OS project of the Master OS in

Select the OS project in the open WinCC
Explorer and select "Properties” in the
shortcut menu.

£ WinCC Explorer - De

Edit Wiew Tools Help

=101 x|

|0l | & =

..... W Tag Management

----- .-hx Graphics Designer

----- _-'[ Alarm Logaing

..... J_U Tag Logging

-4k Report Designer
el =

----- _| v Global Script

Text Library

----- Sy Text Distributor

----- iﬁ User Administrator

5 '. Crozs-Reference

----- @ Redundancy

----- J_U User Archive

----- L] Time synchronization
..... il# Horn

----- ";I;" Picture Tree Manager
L] Lifebeat Monitoring
..... *,, 05 Project Editor

----- J _| Component List Editor

= SFC

----- P web Navigator

05 _Master,

PCS 7 Minimal Configuration
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Step

Activity

Screenshot

2.

Under "Type" in the "General" tab, select:
"Single-User Project".

Confirm your entry and the displayed
message by clicking the "OK" button.

Project Properties 1'

User Interface and Design |

Operating Mode |
Shorteuts I Options

General | Update Cycles I

General data of the cument project.

Single-User Project] j

Type:
Creator: I";'u'inCC-iject-l'danager

Creation date:
Changed by:
Last change:

|1 2/16/2014 4:16:41 PM

IWinCI:—F'rojed-Manager

|1 2/16/2014 4:53:43 FM

Wersion: |
GUID: CC_O5_5_ 14_12_16_16_16_40

Comment: d

ok | Cacel |

Project properties x|

k. A change from a multi-user to a single-user or WinCC dient project
will delete all configured dient computers from the computer list.
= Click on <OK:> to perform this change,

or on <CAMCEL > to keep the multi-user project.

o |[==]

Prevent deleting the startup list by clicking
the "No" button.

Change project type il

-

1 The project type was changed.
¥ Do youwant to delete the startup list?

PCS 7 Minimal Configuration
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5 ES, Master OS and Standby OS

5.3 Step-by-Step configuration

Step Activity Screenshot
4. Open the "Redundancy” editor. E|
General | User Archive |
Activate the "Default Master" option.
Enter the Standby OS in the "Redundant e
partner server" field. [ Erowse
Check whether your desired check boxes Local Computer Seting
are activated under "Optional Settings". Connection o redundant patines via networ sdepter
If you do not want to operate the RS 232 = =
redu ndancy Cable on the CO M 1 interface, Connection to redundant partner via serial interface {optional): CoM1 -
you must adjust this setting later yourself
on the operator stations (see section "OS 1 Sk ol detoof o otogepood
configuration on the Operator Station"). O Sl ediad |
Click the "OK" button to confirm the [ OonetSSima
s ett| nas [¥ Synchronization of Tag Logging afterthe partner server comes back online
gs. B S e e s e e e e e
[¥ Online synchronization for Alamm Logging
|V Synchronization after disnuption of the process link {Tag Logging + Alam Logging)
¥ WinCC client switch in case of a process connection emor
Enables the synchronization for all speciied options and user archives
[V Activate Redundancy
Ok | Cenedd | Heb |
5. Open the "Time Synchronization" editor. 2 x]
— General Settings
. . . . » oK
Activate the check box "Synchronization I Use time receive utiiy \—I
Via System Bus (Mastel‘, Slave)". [ Deactivate time synchrarization Cancel
Select "CP1623(1SO)" under "Access point -
1-: and activate the "Master" o tion. Senchronization via Terminal Bus [Slave)
ACtiVate the CheCk bOX p = Wse the time from & connected WinGE semer
"DiSplay SymbOIiC name of the access € Wee the time from aspeciic computer:
point" Camputer 1: I J
Click the "OK" button to confirm the Do 2 [
Settings. (! Lettime be set by external (3id - marty] components
—v Sunchronization via Systern Bus [Master, Slave]
NOTE [ Access point 1
If the ES does not ha\_/e a CP1623,_then [<criezaiso) b =] = Master
activate the option "Display symbolic " Slavs
name of the access point" and select coess it
the appropriate access point. £ Waster
<Mane> j
) Blave
¥ Display symbolic hame of the access point
~ Process controling messages Project documentation—
v Sendonce Print I
Send eveny I _l; rinutes ﬂl
Setup I
6. Close the OS project.
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5.3 Step-by-Step configuration

Downloading the OS project to the OS computer

Once the redundancy and time synchronization are configured on the ES,
download the OS project to the Master OS and the Standby OS.

Step Activity Screenshot
1. In SIMATIC Manager, select the Master -loix|
. . e Edit Inser few Options Window  Help
oS an(?ll choose the foIIovl\lnng in the context 0@ Be b Be o %) [ <roreers
menu: PLC > Download . (% K3_MP_MP (Component view) -- D:\Mininimal\Projects’ =101x|
=) [=8] K3_MP_MP - AMT1
-89 K3_MP_Pi -t RMT2
Chi+Alt+0
chl+x
crl+c
Paste Chrl,
Delete Del
Insert New Object »
PLC
Access Protection »
Compile ]
Display compilation log...
Display load log. ..
Generate server data
Assign O server...
Start OS simulation
Import WinCC objects
Print »
Plant Hierarchy »
SIMATIC BATCH »
Rename F2
| ObjectProperties...  Alt+Return
Downloads current object to the PLC. V%
2. For the first OS project download, an entire x|
download is reqUIrEd' Target system: \\SVA\Projects\05_Master\0S_Master.mcp
Start the download by clicking the "OK"
button. [ Seope——
¢ The entite WinCC project
€ Changes Details |
[ Start compilation before downloading
The entire ‘WinCC project will be transferred ta the runtime 05,
0K I Cancel Help
PCS 7 Minimal Configuration
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5 ES, Master OS and Standby OS

5.3 Step-by-Step configuration

Step Activity Screenshot
3. After a successful download, the OS
project is located in the specified folder
on the MaSter OS Download to target system was completed successfully
Click the "OK" button to confirm the
corresponding message.
Eirar
< nane >
ak I Cance]
4
4. Repeat steps 1 to 3 to download the OS
project to the Standby OS.
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5 ES, Master OS and Standby OS

5.3 Step-by-Step configuration

Configuring on the Operator Station

If, as opposed to the operator station, the engineering station has no CP1623 or
if the RS 232 redundancy cable is not connected to the COM1 port, the following
step instructions must be carried out. Generally we advise you to check the project
settings after the project has been downloaded to the target systems.

Note Normally, all the engineering work will be carried out on the ES for the purpose

of consistent data management, so that no WinCC engineering licenses are

required on the OSs. Nevertheless, each time the WinCC Explorer is opened,
a licence-free time window of two hours is enabled for WinCC configuration

works.
Step Activity Screenshot
1. Open the OS project on the Master OS.
2. Open the "Redundancy" editor. ]

"Server" field.

"Redundant partner server:".

via serial interface:".

settings.

Check the name of the Master OS in the

Activate the "Default Master" option.

Also check whether the name of the
Standby OS is entered correctly under

Check whether your desired check boxes
are activated under "Optional Settings".

If you operate the RS 232 redundancy
cable on a port which is not the COM1
port, you must set the corresponding port
under "Connection to redundant partner

Click the "OK" button to confirm the

General | User Archive |

Server:

[va

[V Default Master

Redundart partner server:

|5vs Browse
Local Computer Setting:
Connection to redundant partner via network adapter:
None =l
Connection to redundant partner via serial interface (optional): com1 -

' Synchronize all data of the oLtage period.

& Synchronize failres of last |2 days only.

Optional Settings

[¥ Synchrorization of Tag Logging after the partner server comes back online

J¥ Synchrorization of Alamn Logging after the partner server comes back online

[¥ Oniine synchronization for A=m Logging

[¥ Synchronization after disruption of the process link (Tag Legging + Alam Logging)
¥ WinCC client switch in case of a process connection efor

Enables the synchronization for all specified ptions and user archives
[V Activate Redundancy

0K I Cancel

Help
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5 ES, Master OS and Standby OS

5.3 Step-by-Step configuration

Step Activity Screenshot
3. Open the "Time Synchronization" editor. @ Time Synchronization - [05_Master.mcp] 7]
i~ General Settings
. . X . Ok
Check or activate the check box I Use time receive utity \—I
"Synchronization via System Bus (Master, I™ Deactivate time synchronization Cancel |
Slave)".
CheCk or SeleCt "CP1623(|SO)" and the — Synchionization via Terminal Bus [Slave)
Option button "MaSter" Under "ACCGSS pOint = Wse the time fom a connested SinEE servern
1" = Wse the bime fom aspesiic computern
[Camputer : | J
B " n - 53 ten
Click the "OK" button to confirm the orpiZ | [
Settings_ = (et time beset by extermal (21 - part] companents
—I¥ Synchionization via System Bus [Master, Slave]
~Access point 1
[<criezziz0 113> 9 s
i Slave
[ Access point
o = =1 st
) Glave
¥ Display spmbolic name of the access point
r~ Pracess controlling messages Project docurnentation—,
¥ Send once Print I
Send even I _I::l fiAutEs ﬂl
Setup I
4. If you have carried out project changes in
WinCC Explorer, close the OS project and
reopen it for the settings to take effect.
5. Repeat steps 1 to 4 on the Standby OS E
with the following modifications for step 2 |
Server.
(redundancy): G
e  The check box "Default Master" must ™ Default Master
0 Redundart partner server
be deactivated. o —
e  Check whether the name of the B
- sl Computer Sefting
Master OS is entered correctly under A .
"Redundant partner server:" and Nere =
change it if required. Conection t redundant parines via serl teface (optonal) [om =]
" Synchronize all data of the outage period
% Synchronize failures of last |2 days orly.
~Optional Setting:
[V Synchronization of Tag Logaing after the partner server comes back online
|¥ Synchronization of Alarm Logging after the partner server comes back orline
[¥ Online synchronization for Alamm Logging
|V Synchronization after disnuption of the process link {Tag Logging + Alam Logging)
¥ WinCC client switch in case of a process connection emor
Enables the synchronization for all speciied options and user archives
[V Activate Redundancy
oK Cancel m
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5 ES, Master OS and Standby OS

5.3 Step-by-Step configuration
5.3.3 Activating the runtime

Activate the OS project, first on the Master OS and then on the Standby OS. It is
recommended to wait before activating the second runtime until the boot process
of the first one has completed.

With regard to redundancy, the online synchronization is immediately active.
As opposed to this, the mutual synchronization of archives starts 10 minutes later.
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6 ES/Master OS and Standby OS

6.1 Configuration description

6
6.1

ES/Master OS and Standby OS

Configuration description

In this configuration with two redundant OS single stations, one of the two stations
also serves as a simultaneous ES, which saves the need for a separate third
station.

The following two criteria must be observed, which is why we generally recommend
creating a configuration with a separate ES (see chapter 5 "ES, Master OS and
Standby OS"):

Comparatively low saving potential

The saving potential has been reduced since PCS 7 V8.0 because the OS runtime
license is not included with the ES license any longer. Therefore, the savings are
limited to one computer (hardware and Windows license).

Particularities when configuring

The configuration differs from that of the PCS 7 Engineering Standard and
represents a kind of workaround.

The "WinCC Application" and "WinCC Standby Application", which are the
standard means of PCS 7, cannot be used, as it is not possible to download
changes during operation. The mechanisms, that both systems must be in runtime,
and that the runtime on the ES must be stopped for the download to proceed, block
each other off.

For this reason, we only configure an OS application, open it on both stations and

configure their mutual redundancy locally in WinCC. To be able to download to
the OS Single Station, the runtime on the ES and the OS must be first closed.

NOTICE  This configuration has been tested with a PCS 7 basic installation including
the Web Option. No statement can be made regarding the functionality with
additional optional packages.
NOTE The jumping keys in the asset faceplates to HW configuration and to PDM work

as follows:

- Upto PDM V8.1: Only on ES
- From PDM V8.2: ON ES and OS standby
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6.1 Configuration description

Hardware assembly

Terminal bus

ES/OS Master OS Standby

Redundancy

COM-Cable

Plant bus

AS

{o

==

[
 —

PCS 7 configuration

[ SIMATIC Manager - kK4_MP_MP =10l |

File Edit Insert PLC View Options Window Help

D= |8 & 4 2|z

@ K4 MP_Lib

E o
- B+ Shared Declarations
@ Kd_MP_Lib

E® K4 MP_MP (Plant View) -- D:\Mininimal - 10| x|
=z K4_MP_MP FitT1
=& KA_MP_Pii RMT2
¢ -] Shared Declarations
=-[E] Plant
1l FMT1

(B RMT2
- K4_MP_Lib

Press F1 to get Help. o
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6 ES/Master OS and Standby OS

6.1 Configuration description

Limitations/particularities

Due to the untypical configuration of PCS 7 with only one OS, there are differences
in system behavior that must be observed:

NOTICE

The first activated OS takes over the master role.

For an entire download to be performed, the runtime must be deactivated and
the OS project closed in both computers. During this time, operator actions and
archiving are both not possible.

To download changes, the runtime on the ES must be stopped when compiling
the OS. These can be then re-activated to test the modified OS functions. For
the downloading process, the runtime must be terminated and the OS Project
closed.

During this time, the operator is restricted from taking any actions on the ES
computer.

Depending on the changes performed, if the runtime remains active during OS
compilation, it can happen that a subsequent downloading of changes is not
performed completely, which will cause errors. If this happens, only an entire
download is possible.

When the runtime is active on the ES computer, the runtime archives are
stored in the multiproject path. They are incorporated in the ZIP file when
archiving and therefore cause an increased demand on memory resources
as well as longer archiving times.

Workaround:

- Deactivate the runtime on the ES computer

- Reset the archives in the OS project on the ES computer and close the
entire PCS 7 project
After archiving and after re-activating the runtime, the archives are
synchronized again. However, it must be noted that more time is needed for
synchronization.
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6 ES/Master OS and Standby OS

6.2 Required hardware and software licensing

6.2 Required hardware and software licensing

Hardware

The following hardware is recommended for this configuration and can be ordered
via the Siemens mall. This ensures that the appropriate amount of operating
systems of your choice and SIMATIC PCS 7 system software are pre-installed

on the PC stations.

IE

Station Product label Operating System bus transition
system

ES/OS SIMATIC PCS 7 ES/OS IPC847D | Windows 7 RJ45
BCE network card
SIMATIC PCS 7 ES/OS IPC847D | Windows 7 CP 1623
IE

OS Single Station | SIMATIC PCS 7 ES/OS IPC847D | Windows 7 RJ45
BCE network card
SIMATIC PCS 7 ES/OS IPC847D | Windows 7 CP 1623

Software Licensing

The following section lists the software/license packages required for this
configuration selection.

Component Software/licence package
ES e SIMATIC PCS 7 AS/OS Engineering Software V8.2
(PO unlimited)
e SIMATIC PCS 7 AS Runtime License
OS Single Station Redundant e SIMATIC PCS 7 OS Software Single Station Redundancy
V8.2 (Single License for 2 installations)
e 2x SIMATIC PCS 7 OS Runtime License
(max. 2000 PO)

PCS 7 Minimal Configuration
Entry ID: 24023824, V6.0, 06/2016

78



© Siemens AG 2016 All rights reserved

6 ES/Master OS and Standby OS

6.3 Step-by-Step configuration

6.3 Step-by-Step configuration

Note The following instructions have been created based on Windows 7 and
PCS 7 Vv8.2.

CP1623 are used as an example for the system bus transition. The time
synchronization is additionally activated.

The PC stations used in the test setup are called:

e ES/Master OS: ESV81
e Standby OS: SV

6.3.1 ES configuration

Creating the multiproject

As a basis for the following instructions, all PC stations must be physically
connected according to the chart in chapter 6.1. A multiproject must be also
created on the ES, where the hardware and software of the AS are already
configured.

Start from the following CPU and CP settings.

AS settings for time synchronization

The analyzability of the process data requires that all the components of the
process control system work with an identical clock time in order to be able to
assign messages in the correct temporal order.

The following section describes a way in which the initially activated OS single
station predetermines the master time.

Note More time synchronization possibilities are described in detail in the following
manuals:

e SIMATIC Process Control System PCS 7 Operator Station (V8.2)
e SIMATIC Process Control System PCS 7 Time synchronization (V8.2)
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6 ES/Master OS and Standby OS

6.3 Step-by-Step configuration

In the "Clock" section, set "Synchronization
Type - As slave”.

Click the "OK" button to confirm this
setting.

Step Activity Screenshot
1. Open the HW Config for the AS. [ Hw Config - [AS1 (Configuration) - K2_MP_Prj] =10l
S | t th CPU d h "Ob' t Eﬂ] Station Edit Insert PLC View Options Window Help & x|
elec e ana choose ec -, o
tne Lr 4 DE%8 %5 G da BoO[E
properties..." in the shortcut menu. =
PS 407 10A
[ CPU 410-5H
Copy Ctrl+C
Paste Chrl )
IF1 L Insett Multi-Controller Device:
IF2
X5 PN-I0-X5 Replace Object...
X5PiR ([ Ped | Addbaster System
XoF2R [} Por2 Discannect Master System
P PN-I0-XE [Master System Isochranous Mods
XEPTR ] Port 7 Insert PROFINET 10 System
X8FP2R Pot 2 Disconnect PROFINET 10 System
5 il CP 4431 PROFINET 10 Dormain Managerment. .
Xt PN PROFIHET; 10 Tapalogy. .
XiP1R -\l Porl | opoemien 1o ulti-Contraller Devices, .,
éﬁ F2R Poit 2 PROFINET IO Isachronous mode
= Specify Modulz, ..
Delete Del
GoTo »
Filter Assigned Modules
[Monitar/Madify:
Edit Symibols
j Alt+Return EJ
4 Open Object With,, . ChrlAl+0
———————————— = (Change Access L =
9| uR2eLy Assign Asset ID. .
Slat Module Product Support Information Cirl+F2
1 PS5 407 104 FAQs Ctrl+F7
Find Manual Cirl+F6
g CPU A10-5H |5 ric po »
T Stark Device Too|
Displays properties of the selected object for cdibng. 4
- " H 5 " ies - - 2
2. Switch to the "Diagnostics/Clock" tab. Properties = CAIAESIENER B

Genersl | Statup | Cycle/Clock Memory | Retentive Memory | Memory | Intemupts |
Time-of-Day Intemupts | Cyciic Intemupts  Diagnostics/Clock | Protection | H Parameters

- System Diagnostics
™| Ertended functions
I¥ Hepor calise of 5
I Acknowledgmentriggered reporting of SFB33-35
MNumber of messages in the diagnostics buffer: W
- Clock
Synchronization Synchronization Type Time Interval
Inthe PLC: [#s slave =] [Mere |
Ot B [hone =] [rione =
O e ME] [None ] [Nere =
Correction factor lu— ms
Cancel Help

PCS 7 Minimal Configuration
Entry ID: 24023824, V6.0, 06/2016

80




© Siemens AG 2016 All rights reserved

6 ES/Master OS and Standby OS

6.3 Step-by-Step configuration

select "Object properties...".

Step Activity Screenshot
3. Open the shortcut menu of the CP and [ Hw Config - [AS1 (Configuration) —K2_MP_Pr3] =10l x|
@) Station Edit Insert PLC View Options Window Help =18 x|

DS%P § & 2o da DOB)

1 PS5 407 10A =

3 CPU 4105H

=

"Station > Save and compile..."
Close the HW Config

Copy Ctrl+C
Paste el
Insert Multi-Contraller Device
3
El Replace Object...
Add Master System
Disconneck Master System
Iaster, System Isochronous Mode
Tiysert PREEINET 10 Systen
Discormect PROFINET I6) System
PROFINET) IO Domain Management., ..
PROFINET IO Topalogy. ..
FROFINET IO Multi-Contraller, Devices,. .
PROFINET IC Isachronaus mode
=
4 Specity Module, . 3
Delete Del
= 0 uRaLL
Go To 3
St Module  Fiter Assigned Modules
1 PS 407 10 s
I9anitarMadify
3 CPU 8100 Eop et
— Object Properties... Alt-+Return =l
Gpen Object With, .. ChrlHAlE+E
Displays properties of the seler o o 4
o e H H " = -1 -
4. Switch to the "Time synchronization" tab. Properties = CERETIEIERE B
. " . SNMP | Web | Diagnostics |
Activate the check box "Accept time of Geerd | Addsses | Options  TimeofDay Syrchronization | 1P Access Prtection
" Mod
day on CP and forward". ~ SIMATIC Mod
I™ Agcept time of day on CP
: " " -
Click the "OK" button to confirm the W Ll
. € From LAN
selection. ~NTP Mg
™| &octivate TP time-of-dsy spnohionization
I Time:af:day sprichronization or the full minute
I=| Accept time of day from non-syncfronized T servers
¥ Foryard time of day ta station
NIP server addresses (IF addiesses)]
Add
Edit
Delete
Time zone: |:GMT +01:00) Beriin, Bem, Brussels, Rome, Stockholm, Vienna =
Update nterval [secands] 50
(Fange of values 10- BE400)
Crce | oo
5. Save the configuration via the command
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6 ES/Master OS and Standby OS

6.3 Step-by-Step configuration

Setting up the ES PC station

In order to run the OS project on the ES, a PC station is created for the ES with

the WIinCC application.

Step Activity Screenshot
1. Open the shortcut menu of the project in ﬂﬂ"“'t""" - EIE =
. e Edt Inser jew_Gptios. Window Help
the component view and add a new PC D |2 ) 5 0 e ][0 % % [ [orss
station via "Insert New Object > SIMATIC BN K3 PP (Component mer) DD ol
PC station". =l K4_MP 1P 251
. = Ep MR o ot Ctrl-+Alt+0
Change the name of the PC station so that o —
it matches the name of the local computer ary e
on the network. - :’I'*V
) a » SIMATIC 400 Station
Multiproject » SIMATIC 300 Station
PLC »
Access Protection » Other Station
PCS 7 License Information... SIMATIC 55
PG/PC
Shared Dedarations »
MPT
Plant Hierarchy L.
SIMATIC BATCH »  Industrial Ethernet
PTP
Ftal = Foundation Fieldbus
Ohject Properties. .. Alt+Return
S7Program
Preconfigured Station...
os
05 (Client)
Shared Dedarations
Batch process cell
Project Documentation
Inserts SIMATIC PC Station at the cursor position. A
2. Open the HW Config of the ES PC station JST=
. e Edt Inser jew Opfions. Windaw _Heln
via the shortcut menu. Dz B % e o % % Tovores
% K4_MP_MP (Compenent view) - D:\Mininimal\Projects' =181
= [28 K4_MP_MP
-89 K4_MP_Fyj Open Object Cirl+Alt+0
£51
i g ESval Ut {47
{2 Shared Declarations Copy, Chilhc
& K4_MP_Lib PBaste CErl Y
Delete; el
Access Protection »
SIMATIC BATCH »
Rename F2
Opens selected ohject. v
3. From the object catalog ("View > Catalog") = (0)PC
insert a "WinCC application” and a network | [7 TnCC. Ao, B
card of the type "CP1623". 3 CP 1623
3
4
B L
6
7
8
E]
10
11
12 Il
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6 ES/Master OS and Standby OS

6.3 Step-by-Step configuration

and select "Object properties...".

Step Activity Screenshot
4, Select the system bus from "Subnet" or =]
set this by pressing the "New..." button. Generel  Paremtes |
Assign the corresponding MAC address R e R
to the CP1623. e
Deactivate the check box "IP protocol W (Pt (i e -
i i " P address [isz.1680.1 e
is _belng used". _ e [EmsmT—— | e
Click the "OK" button to confirm the @ Lenrouts
settings. o s
[ — not networked — New...
Properties.
Delete
Cancel Help
5. Open the shortcut menu of the CP1623

4 Copy Ctrl+C
5 Paste Chrl+
3
7 Replace Cbject...

) Add Master System

g Ciscomnect Master System

10 [Master System Isochranous Made

11 Insert PROFIMNET IO System

12 Discannect PROFINET IO System

13 PROFIMET IO Domain Management. . .

14 PROFIMET IO Topalogy.. .

15 FROFIMET I& Isochronous mods

16

17 Specity Module, ..

18 Delete Del
GoTo »

Filter Assigned Modules

TanitarMadify:

Edit Symbals, ..
Object Properties...

Alt+Return

Open Sbject With,.. Chrl Al
Chiange Access »
6. Go to the "Options" tab and select the B
check box "Time of day". B ] ] Fe
Click the "OK" button to confirm the i
selection. € Master [Lime ozl
1 Slave fiime receiver)
Send Keepalives for Connection:
(F Agtivate 30 seconds] ‘
Settings for TCF protocal
IVND\S\Pgddress [ ‘
Cancel Help
7. Save and compile the configuration via
the menu command: "Station > Save and
Compile...".
Close the HW Config
8. Delete the OS of the PC station of the ES
in SIMATIC Manager, as it is not needed
in our example.
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6 ES/Master OS and Standby OS

6.3 Step-by-Step configuration

Setting up the Standby OS PC station

Step Activity Screenshot
1. Open the shortcut menu of the project in =loix|
. File Edit Insert PLC View Options Window Help
the pompowent view and add a new PC DZ (2] s i e % % =k
station via "Insert New Object > SIMATIC P X3P MP (Composcat view) SRS o=l
PC station". -2l K4_MP_MP gl 251
[ER= T 1P P — Ctrl+Alt+0
& K4_MP_Lit
Cut Chrl+
Copy ChriC
Paste’ e
Delete. Del
Insert New Object SIMATIC 400 Station
Multiproject » SIMATIC 300 Station
PLC » SIMATIC H Station
Access Protection §_smATic - I
Other Station
PCS 7 License Information... SIMATIC S5
Shared Dedarations 3 T
— 1
SIMATIC BATCH » Industrial Ethernet
PTP
EECE 7 Foundation Fieldbus
Object Properties. .. Alt+Return
57 Program
Preconfigured Station...
as
05 (Client)
Shared Dedarations
Batch process cell
Project Documentation
Inserts SIMATIC PC Station at the cursor position. v
2. Open the HW Config of the Standby OS =iolx
PC StatIOﬂ Vla the ShOfTCUt menu File Edit Insert PLC View Optons Window Help
R B (21 |[ = No Fiter
_MP_| =10l x|
£ (=) K4_MP_MP
E% K4 _MP_Pr Open Object Cirl+Alt+0
2‘21’81 (ut (-
B oy Copy! Chrl+E
H D Shared Declarations Paste St
@ K4 MP_Lib Delete Del
Access Protection 3
SIMATIC BATCH »
Rename F2
Opens selected object. 4
3. From the object catalog (View > Catalog)
insert a "WinCC application (no WinCC q TheC. App. B
Application Stby!)" and a network card 3 CP 1623
of the type "CP1623". 3
4
3 -
[
7
8
9
10
11
12 hd
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6 ES/Master OS and Standby OS

6.3 Step-by-Step configuration

Step Activity Screenshot
4, Select the system bus from "Subnet" or [X]
set this by pressing the "New..." button. Generdl  Pramters |
Assign the corresponding MAC address D) S A atees e Dt
to the CP1623. MAC adrmes
Deactivate the check box "IP protocol is I IP orotocal i being used
being used". Fafes | B Do
. . Subnet mask: 255.255.255.0
Click the "OK" button to confirm the Q) sz routey
settings. " ks
[ — not networked — New..
Properties
Delste
Cancel Help
5. Open the shortcut menu of the CP1623
and select "Object properties...".
3 | Copy Cirl+C
4 Paste bl
5
6 Replace Cbject...
7 Add [Master System
3 Discanmech Master System
5 IMaster system Isochronous Mode
10 Insert PROFINET] I System
il Disconnect BROFIMET 10 Syster
12 PROFINET [0 Domain Management, .
PROFINET 12 Topalagy.. .
PREFINET 10 Isochronous mods
Specity Madule, .
Delete Del
GoTo 3
Filter Assigned Modules
Ionitar TModify
Edit: Symbals, ..
Object Properties... Alt+Return
Open Object With, .. Cht| +-AlE+T
Change Access 2
6. Go to the "Options" tab and select the [
check box "Time of day". [ ]
H " n - Time-of Day Syr
Click the "OK" button to confirm the ——
setting. € Master [‘I\mesender]
' Slave ftime receiver)
Send Keepalives for Connection:
[F Activate (30 secands] ‘
Settings for TCP prot
’7NDIS |P address ‘
Cancel Help
7. Save and compile via the command:
"Station > Save and Compile...".
Close the HW Config
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6 ES/Master OS and Standby OS

6.3 Step-by-Step configuration

Step Activity Screenshot
8. In SIMATIC Manager, open the properties x|
dialog of the Standby OS. Geners Target 0 and Standby 05 Computer |
Switch to the "Target OS and Standby OS Pathto the Target OS Computer
Computer" tab. \ |
Activate the check box "Create/update Symbolic compuier name
archive tags" and deactivate the check box Jos_sbr
"Transfer to external archive server". Standoy-0S 3
Click on the "Search...” button. Jeros>
[V Create/update archive tags
™ Transferto extemal archive server
If target OS5 computer is identical to ES computer:
Assign archive server
QK Aonly Cancel
9. Navigate via the drop-down list to the x
shared project folder of the Standby OS - B =
(see 5.3.1 Preparatory activities). saemcte [ — j
Click the "Save" button.
£
10. In the text box, reselect the whole project |
path "Path to Target OS Computer". General | Taret 05 and Sandsy O Corpater |
Click the "OK" button to confirm this. Path to the Target 05 Compiter
[\\8V\Projects\0510S mep Search ...
Symbolic comptter name
|os,su:y
Standby 05
|< none > j
[¥ Create/update archive tags
I~ Transfer to extemal archive server
If target OS computer is identical to ES computer:
Assign archive server
foply Cancel
11. Confirm the information dialog by clicking |
the "Yes" button.
After changing the target path or after assigning a standby 05,
r I 4, the online modification capability gets lost.
Additionally, the OS needs ta be newly compiled, the packages for
the dients are to be updated and an entire loading
of all assigned OS servers needs to be executed.
Do you wish to execute the changes?
Mo
PCS 7 Minimal Configuration
86

Entry ID: 24023824, V6.0, 06/2016



© Siemens AG 2016 All rights reserved

6 ES/Master OS and Standby OS

6.3 Step-by-Step configuration

Configuring the PC stations

The function "Configure PC station" transfers project configurations to one or more
target stations. First configure the local Station Configuration Editor of the ES and
then all the other PC stations connected to the system bus.

Step

Activity

Screenshot

Execute the Station Configuration Editor of
the ES. To do this, select the PC station of
the ES and in the shortcut menu choose:
"PLC > Configure...".

[ SIMATIC Manager - K4_MP_MP =1olx|
Fle Edt Insert PLC View Options Window Help
D27 & 2R d|o &%
[ K4_MP_MP (Component view) -- D:\Mininimal\Projects|K: =10 x|
)zl k4_MP_MP Object name Symbolic nams Type
£ Bp k4 mP_py ] Configuration P station
i o WinCE Appl - WinCEC App
2 o - P
EE S
e cut i+
s Copy crrl+C
0 Ka_M Paste Chrl 4

|] < Mo Fiter >

&

Open Chject Cl+Alt+0

Delete Del

Douricsd ot

Configure....
Compile and Download Objects...

Access Protection

»
Print »
Compare... I
»

SIMATIC BATCH

Rename F2
Object Properties... Alt+Retum

i3]

Configures a selectable target computer according to the structure or the selected PC station (ritialjreconfig

Select the PC to be configured from
"Accessible computers:".

Note

If you have chosen the option "Identical PC
name to PC station name" via "Object
properties”, the target PC to be configured
appears directly in the component
configurator.

Use the "Show" button to display the
current configuration of the PC station.

Click on the "Configure..." button.

x

Local netwark connection:
ITerminaI b j

pdate |

Accessible computers:

ESWET
v

¥ Use configured computer name

Target computer:

|ESV81

Dizplay... |

Meszages:

Cloze | Help |
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6 ES/Master OS and Standby OS

6.3 Step-by-Step configuration

Step

Activity

Screenshot

3.

In the window that appears you will see
how the PC station is configured.

Click the "OK" button to confirm this
setting.

Configure: ES60

Station, ‘ESEU

Index I Name I Tupe

I Statuz | Cause -

[ winCCappl  WinCC Appl..
1 cries CP 1623

@ The configuration iz possible. The configuration can be seen in the list
above.

13 =
- | »

Cancel Help |

Confirm the information dialog by clicking
on "OK".

If the component configuration is changed, the entire PC station
l % wil be reconfigured and the existing database is lost.
- This can take several minutes,
Make sure that no communication or diagnostics is active over a
component in the current configuration.

e |

x|

In the bottom window you will then see
the message:
"Transfer completed successfully".

Close the configuration dialog.

Local network connection:

X

ITerrninaI bz

Accessible computers;

I

pdate |

ESWET
S

¥ Usge configured computer name

Target computer:

|ESVB1

Meszages:

Dizplay... |

Configuration running.

ESWvET:

Transfer completed successfully,
Configuration conpleted.

LCloze |

Help |
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6.3 Step-by-Step configuration

Step

Activity

Screenshot

6.

Configure the Station Configuration

Editor of the Standby OS as shown in

steps 1to 5.

Configuring and loading AS-OS communication

In the following section, the connections between the PC stations and the AS are

configured in NetPro and loaded in the individual stations.

Note In case of a granular station configuration, the subnets of the individual sub-
projects must be first merged.
Step Activity Screenshot
1. Open NetPro. =lojx
) ) ) Network Edit Insert PLC View Options Window Help
Select the WInCC application of the ES S99 5 =0 ddd s Bl K
and Open the Shortcut menu. 53 K4_MP_Prj (Network) -- D:\Mininimal\..\K4\K4_MP_MP\K4_ Ol x|
1 2]
Select "Insert New Connection".
AS1
i [CPU  «DF PN- FN- [CF «PFN-O
_F” " 41054 | 5 1108 [443-1 1
‘mm m ‘m
2
PlantBus
Industrial Ethernet
ESV81 SV
e S
Download to current project » Lo
Rearrange
| Inserts anew cor  Object Properties... Alt+Retun [pCinternz
2. Select the CPU of the AS in the x|
"Connection Partner" window. — s Pl
Make sure that an "S7 connection” =-{5] Inthe curent prajsct
is selected under "Connection". =8 Ka_MP_Pi
=HEl
- Al broadcast stations
- Al multicast stations
(-2 I the multiproject: K4_MP_MP
% In unknown project
; ¢
Praject: |Kd4_MP_Pi =
Station: jas
todule: |CPU #10-5H
— Cannection
Type: IS? connection j
W Display properties before inserting
QK I Apply Cancel I Help |
PCS 7 Minimal Configuration
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6 ES/Master OS and Standby OS

6.3 Step-by-Step configuration

Step Activity Screenshot
3. Under "Connection identification" in the x
"General" tab, Change the "Local ID:" General | Status nfomation |
to a descriptive name, such as AS60. [ e Pt i e detesn
Click the "OK" button to confirm the I ontipned abore end bt
. I7 | Establish an active connestion VFD Name
Settlngs- I Send opersting mode messages [WinCC Appl
i Connection Path
Logal Partner
Fobr ﬁ’é&f»\pp\ |é§3fmsH
Interface: [cP 1623 =] [cPas31 Pr0RO/SE) = |
Subnet [PlantBus lindustrial Ethemet] [PantBus lindustial Ethemet]
Address [ooac 2355 EF-27 [08-00-06-01-00-00
Address Details.
Cancel Help
4. Also create a connection between_the x|
Standby OS and the AS by repeating '
steps 1 to 3. - Compile
When doing this it is important that the (" Compile and check everything
connection has the same name as the {~ Cande chanaet oo
connection of the ES to the AS.
When ready, save and compile the
Eonflguratlon via the menu c.omrrland: |T| e Help
Network > Save and Compile...".
Select the option button "Compile and
check everything" and confirm your
selection with the "OK" button.
5. Select the ES and download the T T
connections via the shortcut menu: ERG S e bbb B N .
"Download to current project > Selected
Stations". 8 e
Download the Standby OS and the AS in — e
the same way.
Then C|Ose NetPro. E?LT;(BHU; Ethernet, rrorai
Compiling and loading the user program
Compile the S7 program and download it to the AS.
Compiling the OS project

Compile the OS project of the Standby OS in SIMATIC Manager.
Make sure to make the correct OS assignment to the server in the plant view.
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6 ES/Master OS and Standby OS

6.3 Step-by-Step configuration

6.3.2

OS configuration

OS configuration on the engineering station

On the ES, a conversion must be still done from a multi-user to a single-user
system, and the settings for the redundancy and time synchronization must be still

adjusted.

Note In this particular configuration, it is necessary to complete the redundancy
settings in WinCC Explorer of the Standby OS after the entire download
completes.

Step Activity Screenshot

1. Open the OS project of the Standby OS

inF;he ES. P y £ WinCC Explorer - [ =0 x|
Select the OS project in the open WinCC Edit View Tools Help
Explorer and select "Properties” in the =y 3
shortcut menu. i=| g | a

IDEREAR B

----- I Tag Management

..... .-’b\. Graphics Designer
----- = Alarm Logging
----- J_U Tag Logging
o=k Report Designer
= G .
----- J ve Global Script
----- Text Library
..... : :=-'h Text Distributor
----- iﬁ IUser Administrator

----- 5 CrossReference

----- @ Redundancy

----- J_U User Archive

..... L} Time synchronization

----- 1'.}:} Ficture Tree Manager
L] Lifebeat Monitoring

-I-\ 05 Project Editor
----- J _| Companent List Editor

g% SFC

----- P web Navigator

Press F1 for Help,
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message by clicking the "OK" button.

Step Activity Screenshot
2. Under "Type:" in the "General" tab, select x|
the project "Single-User Project” from the Operating Mode | User Inferface and Design |
drop-drop-down list. Gereral |  UpdsteCyces | Shotouts |  Options
General data of the curent project.
Type: j
Creator: I";'-.-'inCC-iject-l'danager
Creation date: |1 2/17/2014 10:36:19 AM
Changed by [WinCC-Project-Mariager
Last change: |1 2/19/2014 1:01:09 PM
Version: |
GUID: CC_0S_5_ 14_12_17_10_36_18
Comment: ;I
[

ok | Cacel |

Confirm your settings and the displayed

Project properties 1[

A% A change from a multi-user to a single-user or WIinCC dient project
'-.\ /.' will delete all configured dlient computers from the computer list.
= Clickon <0K> to perform this change,

or on <CAMCEL > to keep the multi-user project.

o |[o=]

3. Activate the OS project option "Allow

This setting allows the runtime to be
activated in the ES.

Then click on the "OK" button.

activation on ES" from the "Options" tab.

Project Properties 5'

Opergting Mode | User Interface and Design |
Generl |  UpdateCycles |  Shortculs Options

Additional project options

¥ Allow activation on ES

¥ Color conversion when printing messages

v Export text files as Unicode

= | fuliuser enginesring Rezources |

C scripts with language setting "Dynamic” in Runtime

Operating system language for non-Unicode programs j

This option allows you to access the Online Help in runtime

0K I Cancel
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6 ES/Master OS and Standby OS

6.3 Step-by-Step configuration

Step Activity Screenshot
4, Prevent deleting the startup list by clicking A
the "No" button.
Confirm the displayed message by clicking e .
on "OK" i 1 The project type was changed.
’ " Do youwant to delete the startup list?
Yes MNo
5. Open the "Redundancy" editor. El
General | User Archive |
Server.
Activate the "Activate Redundancy" option.
Select the option "Default Master". ';fi:(:‘:zm
Adjust the redundancy properties in Bronse
"Optional Settings" according to your P
requ irements. Canmection s redundant pariner via network adapter:
If you do not want to operate the RS 232 i =
redundancy cable on the COM1 interface, Connection to redundant partner via serial interface (optional): m
you must adjust this setting later yourself
on the Standby OS (See Sectlon "OS "~ Synchronize all data of the outage period
configuration on the Operator Station"). o e | e
Optional Setting:
[V Synchronization of Tag Logging afterthe partner server comes back enline
[V Synchronization of Alsmm Logging after the partner server comes back orline
[¥ Online synchronization for Alam Logging
¥ Synchronization after disruption of the process link (Tag Logging + Alarm Logging)
W WinCC cliert switch in case of a process connection emor
Enables the synchronization for all specified options and user archives
¥ Activate Redundancy
ok | o | Heb |
6. To complete the redundancy settings for x|
the ES, the partner server must be still
selected.
Click the "Search ..." button and select the S Netnork
Standby OS as a redundant partner from e . ‘;'EFGU
the network. = P
Cllc_k the "OK" button to confirm the /8 Esva1
settings. 8 HiEL3D
B 516
oK I Cancel
PCS 7 Minimal Configuration
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6 ES/Master OS and Standby OS

6.3 Step-by-Step configuration

Step Activity Screenshot
Double check all your options before you ]
confirm the redundancy settings with the Gener | s ot |
"OK" button.
[V Default Master
Redundant partner server
sV Erowse...
Local Computer Setting
Connection to redundant partner via network adapter:
Nene |
Connection to redundant partner via serial inteface (optionl) CoM1 -
 Synchronize all data of the ovtage period.
& Synchronize failures of last [2 days only.
Optional Setting:
¥ Synchrorization of Tag Logaing after the partner server comes back oniine
¥ Synchronization of Alam Logaing after the partner server comes back online
¥ Oniine synchronization for Alam Logging
¥ Synchronization after disuuption of the process link (Tag Logging + Alamn Logging)
[V WinCC client switch in case of a process connection emor
Enables the synchronization for all specfied options and user archives
¥ Activate Redundancy
0K | Cenesl | Hep |
Confirm the displayed note by clicking ]
the "OK" button.
7. Open the "Time Synchronization" editor. 2l
Activate the check box "Synchronization - General Setlings
via System Bus (Master, Slave)". I Use time receive uiity
Select "CP1623(|SO)" under "Access point [~ Deactivate time synchrorization Cancel
1" and activate the check box "Master".
CI|Ck the "OK" button to Confil’m the —I Spnchronization via Terminal Bus [Slave)]
Settings 0! Use the time from a conmected WinCT senver,
’ (= sz the time fiom a speciic computer:
Note Camputer 1: I J
Camputer 2 I J
If the ES does not have a CP1623, then
aCtiVate the Option "Display Symbolic name = et time be set by external [3rd - party] components
Of the a(.:cess pOInt and seIeCt the —I¥ Sunchronization via Systern Bus [Master, Slave]
appropriate access point. PR
[criez3is0) | % Master
" Slave
—Access point
HNores j  Master
) Slave
™ Display spmbolic name of the access point
— Process contoling messages Fraject documentation—
v Send once Print I
Send evern I _l; rirutes ﬂl
Setup I
8. Close the OS project.
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6 ES/Master OS and Standby OS

6.3 Step-by-Step configuration

Downloading the OS project to the Standby OS

Once the redundancy and time synchronization are configured on the ES and
the OS project is closed again, download the OS project on the Standby OS.

download is required.

Start the download by clicking the "OK"
button.

Target system: \\SV\Projectsos_stbyos_stby.mcp

Step Activity Screenshot
1. In SIMATIC Manager, select the Standby =[]
X . e Edit Inser jew Options Window Help
OS and choose the following in the context D@ 8]0 e wo % <o Foer>
menu.: "PLC > DOWnload". £¥ K4_MP_MP (Component view) -- D:\Mininimal\Projects\K: =101
B Objsct name PH Assignment Type
B K4_MP_Pi - RMT1 Plant\RAMT1 Picture
’233}81 5 AMT2 Planf\AMT2 Picture
WinCC Appl.
-8 sV
=@ winCC Appl
. Sh;ed ’ B Open Object Crl+alt+0
- K4_MP_Lib cut Cirl#x
Copy cri+c
Paste ey
Delete Del
Insert New Ohject 3
PLC
Access Protection »
Compile ctrl+8
Display compilation log. .
Display load log...
Generate server data
Assign OS server. ..
Start OS5 simulation
Import WinCC objects
Print »
Plant Hierarchy 3
SIMATIC BATCH »
- Rename F2 _>|
Downloads aurrent object to the PL Object Properties. .. Alt+Return v
2. For the first OS project download, an entire x|

~Scope
* The entite WinCC project

€ Changes Detalls |

I~ Start compilation befare: downloading

The entire ‘WinCC project will be transtered to the runtime 05 T arget system will be
clozed automatically before download starts,

ak I Cancel Help
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6 ES/Master OS and Standby OS

6.3 Step-by-Step configuration

project is located in the specified folder
on the Standby OS.

Click the "OK" button to confirm the
corresponding message.

Step Activity Screenshot
3. After a successful download, the OS

Download to target system was completed successfully,

I Errar

< none >

0K

Canze|
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6 ES/Master OS and Standby OS

6.3 Step-by-Step configuration

OS configuration on the Standby OS
In this particular configuration, it is necessary to complete the redundancy settings

after the download completes.

If, as opposed to the operator station, the engineering station has no CP1623 or
if the RS 232 redundancy cable is not connected to the COML1 port, the following

step instructions must be carried out. Generally we advise you to check the project

settings after the project has been downloaded to the target system.

Note Normally, all the engineering work will be carried out on the ES for the purpose
of consistent data management, so that no WinCC engineering licenses are
required on the OS. Nevertheless, each time the WinCC Explorer is opened,

a licence-free time window of two hours is enabled for WinCC configuration
works.

Step Activity Screenshot

1. Open the OS project on the OS standby

under the shared project folder.

2. Open the "Redundancy"” editor from the |

shortcut menu.

Click the "Search ..." button and select G Network

the ES computer as a redundant partner. s

}l! 5
OK I Cancel
PCS 7 Minimal Configuration
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6 ES/Master OS and Standby OS

6.3 Step-by-Step configuration

Step

Activity

Screenshot

Deactivate the check box "Default Master".

Check whether your desired check boxes
are activated under "Optional Settings".

Click the "OK" button to confirm the
settings.

B

General | User Archive |

Server

|sv

I~ ek siert

Redundant pariner server

|va1

Browss

Local Computer Setting

Connection to redundant partner via network adapter:

None

Connection to redundart: pariner via seril interface {optional)

=

" Synchronize all data of the outage period

& Synchronize failures of last [2 days only.

Optional Setting:

¥ Synchrorization of Tag Logging after the partner server comes back online

¥ Synchrorization of Alam Logging after the partner server comes back online

[¥ Online synchronizati

[¥ Synchrorization after distuption of the process link (Tag Logging + Alarm Logging)
W WinCC cliertt switch in case of a process connection emor

ion for Alam Logging

Enables the synchronization for all specfied options and user archives:

[ Activate Redundancy

Confirm the displayed note by clicking
the "OK" button.

:' The changes will take effect after WinCC is started.

Open the editor "Time Synchronization"
from the shortcut menu.

Check or activate the check box
"Synchronization via System Bus
(Master, Slave)".

Check or select "CP1623(1SO)" and the
option button "Master" under "Access
point 1".

Always click the "OK" button to confirm the
settings.

@ Time Synchronization - [0S_Stby mcp] HE

i~ General Settings

[T Use time recsive utiity

[T Dieactivate time synchronization

oK |
Cancel |

€ [Lesime e

— Synchrorization via Terminal Bus [Slave)

& Wee e fime fomaconnested WinkE semven

) sz e fime o & spesiic compites
[Eamputen ik I

[Eamputen 2 I

EREN

seb b external [End - party] compErRents

¥ Synchronization via System Bus [Master, Slave]

—Access point 1
& Mast
[cPiE231sa) =] M
" Slave

—Access point
5 s
<Monex j =
{5 Glaye

™ Display symbalic name of the access paink

[V Send once

- Process contialling messages

Send|evern) I _1:3' rhutEs

Project docurentation——

Prirk
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6.3 Step-by-Step configuration

Step Activity Screenshot

4. If you have carried out project changes in
WinCC Explorer, close the OS project and
reopen it for the settings to take effect.

6.3.3 Activating the runtime

Activate the OS project, first on the ES and also on the Standby OS. It is
recommended to wait before activating the second runtime until the boot process
of the first one has completed.

With regard to redundancy, the online synchronization is immediately active.

As opposed to this, the mutual synchronization of archives only starts 10 minutes
later.

6.3.4 Particularities when loading the OS project changes

Loading changes

To download changes, the runtime on the ES must be stopped when compiling
the OS. These can be then re-activated to test the modified OS functions.

NOTICE Depending on the changes performed, if the runtime remains active during OS
compilation, it can happen that a subsequent downloading of changes is not
performed completely, which will cause errors. If this happens, only an entire
download is possible.

For the downloading process, the runtime must be terminated and the OS Project

closed.
This results in the operator being restricted from taking any actions on the ES

computer.

Complete download
For a complete download the following must be always observed:

1. The runtime must be deactivated on both PC stations and the OS project must
be closed.
2. Before enabling the runtime on the Standby OS again, the redundancy settings

must be set again.
Do this by repeating the steps in the table on page 97.
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6.3 Step-by-Step configuration

7 Expansion with the PCS 7 OS Web Option

Positioning
In order to control automated processes via the Internet/Intranet, SIMATIC PCS 7
provides operating and monitoring options: the so-called "Web Options".

This chapter describes the configuration of the Web Option on one ES/OS single-
user system. The instructions can also be used as an expansion for the following
minimal configurations:

e ES/OS single-user system (Chapter 3)
e ES/Master OS and Standby OS (Chapter 6)

Note To expand the redundant single-user system configuration with the Web Option,
the ES/OS station in the following example has been configured as a Web
Server. The partner OS could also be used the same way as a Web Server.
Nothing changes in the functionality for the Web clients.

The redundancy of the operator stations is not available for Web clients. If the
OS with the Web Server option is in STOP, even the Web clients have no
connection to the process.

Function

All relevant pictures and scripts are stored on the Web Server to enable them to be
displayed or run through a Web client.

The Web client accesses the system data provided by the Web Server via
a TCP/IP connection. The user interface corresponds to the appearance of
a standard OS client with overview, work and key area.

The following functions are some of the ones available via Web:
e Operator control and monitoring functions, which are also used on an OS client

e Message lists that are called up in a user-dependent manner, just like on an
OS client. Messages can be acknowledged in a user-dependent manner.

o Displaying the picture hierarchy according to the plant hierarchy
e Group display function including the "loop-in-alarm" function
e Extended status display

Note For further information about the PCS 7 Web Options, see the following manual:
"SIMATIC Process Control System PCS 7 Web Option for OS (V8.2)"

PCS 7 Minimal Configuration
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7 Expansion with the PCS 7 OS Web Option

7.1 Web configurations

7.1 Web configurations

In our example, the configuration of the Web Option represents an expansion of
the hardware and software configurations mentioned in chapter 3, "ES/OS single-
user system" and chapter 6 "ES/Master OS and Standby OS".

ES/OS single-user system with OS Web Server option

To operate and monitor the system process, the OS Web clients draw their project
data from the single-user system with the OS Web Server option via Internet/
Intranet by means of Internet Explorer.

Web Clients —
=N =\

Intranet/Internet

ES/OS + OS Web Server

Plant bus

PCS 7 Minimal Configuration
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7 Expansion with the PCS 7 OS Web Option

7.1 Web configurations

ES/Master OS with OS Web Server option

To operate and monitor the system process, the OS Web clients draw their data
from the single-user system with the OS Web Server option via Internet/Intranet
by means of Internet Explorer.

In addition, the system process is set as redundant to offer a widest possible
protection against failure of system operation.

NOTICE  The redundancy of the operator stations is not available for Web clients.
If the OS with the Web Server option is in STOP, the Web clients have no
process connection.

Web Clients

diline Al

Intranet/Internet

OS Single
Station

ES/OS + OS Web Server

Redundancy

COM-Cable

Plant bus

=B
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7.2 Web-specific hardware and software requirements

7.2 Web-specific hardware and software requirements

Single-user system with Web Server option

Characteristic

Requirement

Operating system

e  Windows 7 Ultimate/Enterprise SP1 (32 bit)

e Windows Server 2008 R2 SP1 Standard Edition

(64 bit)

For further information, see the document
"SIMATIC Process Control System PCS 7
Readme V8.2 (online)".

Hardware

e SIMATIC PCS 7 ES/OS IPC847D BCE
e SIMATIC PCS 7 ES/OS IPC847D IE

For further information, see the document
"SIMATIC Process Control System PCS 7
Readme V8.2 (online)".

Software

e Internet Explorer
e Internet Information Server (11S)

Other

Faster access (>= 64 kbit/s) to the Web client via
internet/intranet or TCP/IP connection
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7.3 Maximum amount of Web client connections

Web client
Characteristic Requirement
Operating systems e  Windows 7 Ultimate/Enterprise SP1 (32 bit)
e  Windows 7 Ultimate/Enterprise SP1 (64 bit)
e  Windows Server 2008 R2 SP1 Standard Edition
(64 bit)
For further information, see the document
"SIMATIC Process Control System PCS 7
Readme V8.2 (online)*.
Minimum hardware | No PDAs, tablet PCs etc.
requirements
Software Internet Explorer
Other Faster access (>= 64 kbit/s) to the Web client via
internet/intranet or TCP/IP connection
Note The Internet Explorer version must be selected according to the PCS 7 version.
For further information, see the following FAQ:
https://support.industry.siemens.com/cs/ww/en/view/2334224
7.3 Maximum amount of Web client connections

The following number of concurrent Web client connections have been tested and

thus released:

Operating system on the stand-alone system
with Web Server option

Maximum number of concurrent
Web connections

Windows 7

3

Windows Server 2008

3
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7.4 Configuring the OS Web Server

7.4 Configuring the OS Web Server

Configuration steps on the ES

Publishing pictures via Web View Publisher

Configuring user rights, start screen and language of the website in the User
Administrator

Downloading and compiling the Web Server

Publishing OS data

The Web Publisher enables pictures and scripts, which should later run on the
Web clients, to be published on the OS Web Server. The following actions are
performed:

Project data is compressed and saved
Picture windows are converted into Internet-enabled ActiveX components
Scripts are converted so that they run on the Web

Requirements
Before publishing the Web Server data, the following requirements must be met:

Note

The hardware and software requirements mentioned in chapter 7.2 have been
met.

The software package "PCS 7 Web Server" is installed on the ES/OS single-
user system.

The PCS 7 Project is available and fully configured.

"OS compiling" has been completed.

The scripts that are accessed by the Web clients are present.

Process pictures contain no double underscore (e.g. yy__xx.pdl).

Tag names in plain text (quotation marks) within C scripts contain no spaces.

In a single-user system, only one publishing process is heeded for the publishing
of local data on the Web Server.

For information regarding the subject "supported script standard functions"
see the chapter "Web-enabled Functions for PCS 7 OS Web Option" in the
manual: "SIMATIC PCS 7 Web Option for OS (V8.2)".
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7.4 Configuring the OS Web Server

7.4.1 Publishing project data
Step Action Remark
1. Open the OS project of the OS Web Server ~=[0lx

in WinCC Explorer.

Using the shortcut menu of the "Web
Navigator" editor, select the command
"Web View Publisher".

The dialog box "WinCC Web Publishing
Wizard - Introduction” opens.

Click on the "Next" button.

SIEMENS

The WinCC Web Publishing Wizerd wil help you publish your WinCC Pictures
toa Web Server by preparing and copying the selected fies from your WinCC.
Project to the Piciture Pubishing Folder of your WinCC Web Server.

[] Skipthis screen in the future.

[ cancel | [ cBack |[ Neas | [ Fiish |

2. This opens the dialog box "WinCC Web
Publishing Wizard — Select files and
folders".

Deactivate the check box "Server Prefix"
because you want to publish local data.

Accept the default destination and source
path. If you really want to change the
respective path, click on the button behind
the grayed entry fields. Navigate to the
desired target or source folder.

Click on the "Next" button.

ll % WinCC Web Publishing Wizard - Select directories. P =153

SIEMENS

Select the folder containing your WinCC piciures and the folder of the
WinCC \web Server to which you will publish your pictures.

D:\Projects\WEB\5_MP_MP\5_MP_Pr\wincproj\OS'

Diagnostics:

[7) Show hidden obiects

Wizard - Select pictures" opens.
Select all pictures you wish to publish.
We recommend to publish all standard
pictures.

Use the ">>", "<<", ">" and "<" buttons
to select the pictures.

Click on the "Next" button.

[ cancel | [ <Bock [[ Mext> | [ Fnish |
3. The dialog box "WinCC Web Publishing i
SIEMENS

Add X Remove EE]-

|

Name | Name | -
<£L@1001.PDL
42 @@Corfig Typicals PDL
42 @AlamEmergency pdl
¥4 @AlamEmergencyOp pd|
42 @AamGone PDL

42 @AamGoneCp PDL
4% @AamHidden POL
4% @AamHiding PDL
£ @AamJoumal POL
4 @Aamiew PDL
44 @AamNewOp PDL

AL @AamOid PDL

oo,
¥ @AlamOperation. PDL
4 @AlamProcess.PDL
4 @AlamQuit PDL -
[ cancet | [ <Boek [ Mem> | [ Fmsn ]
4, The dialog box "WinCC Web Publishing -1oix|
Wizard - Select functions" opens. Zdnla e
. . . Add X Remove [EE]-
Select all functions you wish to publish. In h S iies
the plctures,_only the scripts that you e
selected during the publication process are et fpieihpbietl
. gﬂlﬂ\‘sa,‘ElpfSEaYBFKyFacPTut\aésE'x ‘fct
available. Therefore, select all the needed o] iy el o e
functions at every publication process. e
Use the ">>", "<<", ">" and "<" buttons to
select the functions.
Click on the "Next" button.
| cancst | | <Back || New> | [ Finisn
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Step

Action

Remark

5.

The dialog box "WinCC Web Publishing
Wizard - Referenced graphics" opens.
Select all the graphics you wish to publish.
We recommend to publish all standard
graphics.

Use the ">>", "<<", ">" and "<" buttons to
select the graphics.

Click on the "Next" button.

#& WinCC Web Publishing Wizard - Referenced graphics

i add X Remove @l

—iBixi
SIEMENS

R

Name | Name.

[l @Amor_1_0bmp
[l @Amor_1_1bmp
[l @Aror_2_0bmp
(&l @Amor_2_1bmp
[l @Amow-Lbmp
[ @Arow-Rbmp
[ @S2 bmp
[ @As-3X<bmp.
[l @As-2x0tbmp
[ @asbmp
[l @Back1bmp

1 @Back2bmp

1 @bfbom28 bmp
1 @bfvomagg bme

(&l @Client bmp.

[l @Config bmp

[l @Config_rbmp

a

[ coreat |

[ <Back |[ MNem> | [ Finish |

The dialog box "WinCC Web Publishing
Wizard - Finish" opens.
Click "Finish".

¥ WinCC Web Publishing Wizard - Finish =10l

The WinCC Web Publishing Wizard is finished collecting information.

To publish your piciures. press Finish

List of result

Status | Name.

SIEMENS

[ Type. |

[Feeneei ]

[ <Back |[ Hexi> | [ Finish |

¥k WinCC Web Publishing Wizard - Finish =10/ x|

The WinCC Web Pubiishing Wizard i finished collecting information.

To publish your pictures, press Finish.

SIEMENS

Status | Neme. | Type |

¥)  @1001PDL
©@@ConfigTypicals POL
@AlamEmergency pdl
@AamEmergencyOp pdl
@AlamGone. PDL
@AlamGoneOp.FDL
@~AlamHidden PDL

9
9
9
9
@
©

scripts are identified from a red cross.
Double-click on each faulty picture to open
the picture in the editor "PdIPad" and to
correct it.

Once the publishing process is complete,
click the "OK" button to confirm the
message.

‘The WinCC Web Publishing Wizard is finished collecting information.

To publish your pictures, press Finish

WinCC Web Publishing Wizard x|

Pofomance et
TANKIEMF
TANK2.EMF
TANK3.EMF
VARIANT.EMF
wartung e

0 The picture(s) have been published successfully.

[ cancel | [ <Bock [ New> ]| [ Close ]
7. Pictures and functions that contain faulty -
SIEMENS

Lo 1

GO

WeblnterfaceDeactivated PNG

[coneet |

| <Back |[ Meats | [ Ciose
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Step Action

Remark

8. The transferred images are listed in the
dialog box "WinCC Web Publishing Wizard
— Finish".

Click "Finish".

# WinCC Web Publishing Wizard - Finish

The WinCC Web Publishing Wizard is finished collecting information.

To publish your pictures, press Finish.

=ioix|
SIEMENS

List of result
Status | Name. [ Type | -
W) Performance emf Image
) TANKIEMF Image
) TANK2EMF Image
@) TANKEMF Image
) VARIANT.EMF Imags
) wartung.emt Image
&) Weblnteface.PNG Image

'|®  WeblnsrfaceDeactivated PNG Image =

e

Cancel | [ sBoek |[ mews | [ ciose

9. The published pictures are displayed in
the data window of the Web Navigator.

Y1015 45717 PM

1] Tag Logging  gsiomenergencyon o Prrer———
& Raport Desgrer P cotamone F0_ Y15/2015 45718 PM
o P estamcaneon 0 IS/01S 57190
B eotamaien. 0 _ IS0LS 457197
{~diiiiold P stameakientn 0 IS018 5720
B B etamesing 20 IS/R01S 45720
i User acrisraner P @siomescingOp. 70 1182018 457210
) Crose fference B eamloumelsD_ IS01S 57218
e e iz
? - 1572015 %57
Ussr Artrve L
O | == e
S st IS/RLS 45723
Airom B atamnion. 20 IS/015 +5724PM
75 Pickae Tree Manager B eamoeine FO_ Y1S[015 %:57:24PM
5 Q. B Samoperaton F0_ IS 5750
, 08 PojectEdtor P examerocess.p0_ WIS/LS 457257
5 SAamitP0_ IS/0IS #5725PM
Companent st e
a @t 70_ UIS/EES & 5738
=z B 2asserdvervew.ad_ VIS/0IS 4572870
» W camer0wan Toobw 50_ usmIsETIm
0 | ;IJ
05 Sty e Moveator 48 chomcits) leeruedmode
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7.4.2

Setting up user rights, website start screen and language

Restriction of access

You can control the connections of the Web client to the OS Web Server by
defining user rights. User rights are assigned in the editor "User Administrator".

User rights are the same as those of the standard clients.

Settings in the editor "User Administrator"

Step

Action

Remark

1.

Open the editor "User Administrator" in the
WinCC Explorer of the currently open OS
project.

Add the new users and/or new user
groups to which you want to assign
appropriate permissions.

Also activate the option button "Web
Navigator" for the user/s or user group/s
and enter the website in the corresponding
input fields "Start Screen" and "Language".

« | = Authoriz...
[Function

= i Adr op || 1 (Benzerverwaitung

2 |Freigabe fur Berexh

3 |Systemwochsal

4 [Becbachten

5 |Prozessbedienungen

12 [Erveiterte Bedenung 1
13 |Erweiterte Bedienung 2

[r—

2 n| Athorzations . el | _’:J

101

User
Object name. WebOperatar

2 Logout
Type of automatx bgoff Hone
Pernd of trme before automut: logofl

Resdy | HUM Geman (Gemary) | Selechiors 1 Authorzabions  Tabie: 13 Authorasbons  100%

Use the "..." button to select the start
screen from the published graphics.
"...\OS Web Server\<wincc-projectrelease-
Name>\Web Navigator\pictures"

Select the graphic "@screen.pd_" as start
screen.

Click the "OK" button to confirm your
selection.

You can also specify a language for the
control and monitoring interface of the
Web clients. To do this, you must also
click the corresponding button "...".

Click the "OK" button to confirm your
selection.

|_user sdminstrator - wenCC Configuration Sta

Ble St Wew Heo

User Administrat... « | = Authoriz..
i a | Function

R sT——
2 |Freigobe fur Barsich

12 |Erwsitens Badenung |
13 |Erweiterte Bedienung 2

il ser aminiseratar

zessbedienunge

user
Object rams WishOperator
General -
WiehOperator
| Admistrator-Group

itomatic ogoff Hane
Panod of tme befors autometc bgof|
& Wob

Wableavgator

: -

Resay |t

Close the User Administration Editor.
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7.4.3 Configuring with the Web Configurator

Web Configurator tasks

The Web Configurator enables you to configure and manage the Internet
Information Service (I1S) and therefore the website of the OS Web Server.
The setting up is performed on the Web Server after you have downloaded the
project to the Web Server. Setup and configuration are necessary to set up an
operating station (OS) as an OS Web Server and to make it accessible for the
Web clients via the intranet/internet.

The Web Configurator enables you to adjust the necessary firewall settings,

if

a firewall is enabled.

Requirements of the single-user system

Note

The PCS 7 Web Server software is installed on the single-user system
The OS project has been downloaded to the single-user system

All settings have been entered in the OS

Pictures, functions and graphics are published

User rights have been granted/applied

For further information about the default Web page, see the chapter
"Configuration on the OS Web Server" in the manual:
"SIMATIC PCS 7 Web Option for OS (V8.2)".
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Settings in the editor "Web Navigator"

Step Action

Remark

1. Open the OS project in WinCC Explorer on
the OS Web Server.

Using the shortcut menu of the "Web
Navigator" editor, select the command
"Web Configurator".

The dialog box "WinCC Web Configurator"
opens.

Click on the "Next" button.

B winCC web Configurator

‘welcome to the Intemet Information Server Configuration

The Web Configurater allows you to create & new Web Navigator
site o change the settings of an existing one.

Cancel | JEEk Feh

2. In the next window, select "Create a new
standard Web site (stand-alone)".

Click on the "Next" button.

£ WinCC Web Configurator

Hers, you can create a new standard 'web site or add & vittual foldar to an
eristing activated Web site

* Cieate a new standard 'Web site [stand-alone)

€ hdd to an existing Web site [virtual folder]

Cancel | <Back [ Hems Finish

3. Assign a name to your website in the
"Name of the Web site" text box.

Also assign the IP address and connection
port of the computer using the text boxes
"Port" and "IP address".

In the "Default Web-Page" text box, select
"MainControl" from the drop-down list.
Also enter a time interval in the text box
"Reconnect Interval.

Activate the check box "Start the web-site
after being configured".

Click on the "Next" button.

If your Windows firewall is not activated,
skip to step "7".

= WinCC Web Configurator

Hers. you can specily & name. IP addiess and TCP conniection (default
80) for your Wb site:

Mame of the \web site:
IWehNawgamr

Fott IF Address.
[e0 1723337
Default Wweb Page,

MainCantial.asp -

Recannest Interval
IC
[¥ Statt the webrsie after being canfigured.

Cancel | <Back Next > Firish

4. Click on the "Windows Firewall" button (the
button is only visible if the firewall is
activated).

C WinCC Web Configurator

Configuring the Windows-Firewall

Please select in the register ‘Advancad of “Windows Firewall the
network connestion for which users fiom the Internat should be
pemitted access. Activate the services Webserver [T TPJ or ‘Secure
‘webServer HTTPS)'

windows-Firewall

Cancel < Back. e
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Step

Action

5.

Click the button "Advanced Settings"
in the "Windows Firewall" dialog box.

=12l
() P+ s~ sirw st vrdoareenst o —
| Fe it vew Toss nep
O
Canlel Par Home Hekp rotect your computer with Windaws Fewall
uer trouch e
& Resere defuis . @ ome or work (pervate) networks Connected a
W sbarced weis et athame or v eher.ou i and it e e e o e retuerk
sttt my etk
o Pl states on
g oo ok o cernesons i pregras ot are ot on e e of
e prrans
Acte hame or v pate) et B retrk
Hatfaton stae: sty me wben findons Freval bocks . pegram
| Comected |
etk ke pisces i s sepors o csfee shops
P —p— on
g crrectons: ok o cernesons o regras ot are ot on e et of
e progans
A Pk et e et
Seeslo
P Habcatonstte: sty me wben iigons Frenal bocks e peegram
vk and haring Con

Check whether the inbound rule "World
Wide Web Services (HTTP Traffic-In) is
activated. If this feature is deactivated,
select it and choose the command "Enable"
in the shortcut menu.

) o "
~Competbity Mode (HTTP-In) o Now  to
@ windows Remote Management - Compatbiity Mode (HTTP-In) No Alow No.
TP an) Yo Mow o
© virdons Remote Mansgement (HTTP-In) Yo Now  to
s50p- Yo Mow 1o
Yo Now T

™ Yes Mow o =

ad 1 o o ] v
7 C“Ck "Finish" £ WinCC Web Configurator x|

Configuring the Windows Firewall

Please select in the register ‘Advancad of “Windows Firewall the
network connestion for which users fiom the Internat should be
pemitted access. Activate the services Webserver [HTTPJ or ‘Secure
‘webServer [HTTPS)'

“windows-Firewall

Cancel | <Back | Hedo |

Click the "OK" button.

Then close WinCC Explorer and restart
your computer to apply the settings.

WinCC Web Configurator =

. The Inetinfo parameters were set, It's recommended to restart
_l_s your system.
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7.4.4 Downloading and compiling the Web Server

Downloading the Web Server

Since the OS Web Server function is on a single-user system (ES/OS/Web
Server), it is not necessary to perform a download or changes download of project
data. Thanks to the "Compile OS", the necessary data are already available locally.

Compiling
The "Compile Changes" function can be performed in single-user systems without
having to interrupt the process mode of the Web Server.
Note For further information about the default Web page, see the chapter "Configuring

the OS Web Server on an ES" in the manual:
"SIMATIC PCS 7 Web Option for OS (V8.2)".
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7.5 Settings for the Web client

7.5

Settings for the Web client

Settings for the Web content zone "Internet" or "Local Intranet"

In Internet Explorer, you must adjust/check the settings for the Web content zone,
so that later you'll be able to install the plug-ins for the Web client from the OS Web

Select the Web content zone in which the
Web server resides ("Internet” or "Local
intranet").

Click on the "Custom Level" button.

server.
Step Action Remark
1. Open Internet Exp|0rer. /2 Internet Explorer cannot display the webpage - Windows =[Ol [
htp://go -] [+ 0 Bing -
Select the menu command: FEIRIE v met. Bl XD ors s
"TOO'S > Internet OptiOﬂS" J . Favorites J <% (] Suggested Sites = & Web Slice Gallery =
{& Internet Explorer cannot ... | H A v B - ) = - Page~ Safety - | Tooks -
'& Diagnose Cannection Prablems. .. b
3 1] Reopen Last Browsing Session
Q Internet Explorer ca
[~7) Pop-up Blocker 3
[ Manage Add-ons
What you can try: €3¢ Work Offiine
= Compatibility View
’M Compatibility View Settings
Full Screen F11
@ More information Toolbars 4
Explorer Bars »
<> Developer Tools F12
Suggested Sites
Bl | |
[ [ [ || [@ miemet | Protected Mode: OFF [7a - [Rwo% -
2. Click on the "Security" tab. 2]

General Security |Pri\c'aq-I | Content | Comnections | Programs | Advance

Select a zone to view or change security settings.

@ & / O

Internet  [RIEGNENREE Trusted sites  Restricted

sites

Sites

Local intranet

Gi This zone is for all websites that are
= found on your intranet.

d|

[~ Security level for this zone
Allowed levels for this zone: Al
- [ - Medium-low
- Appropriate for websites on your local network
- (intranet)
N . - Most content will be run without prompting you
_—I_I_ - Unsigned ActiveX controls will not be downloaded
- Same as Medium level without prompts

I™ Enable Protected Mode {requires restarting Internet Explorer)

Custom level... Default el |

Reset all zones to default level

o]

Cancel | Apply
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Step

Action

Remark

3. Activate the option buttons under "Run
ActiveX controls that are safe for scripting”
and "Download signed ActiveX controls".

Security Settings - Local Intranet Zone

 Settings

|| ActiveX controls and plug-ins

) Disable
(&) Enable
|#| Allow Scriptlets
) Disable
(&) Enable
) Prompt
|¥| Automatic prompting for ActiveX controls
) Disable
{2} Enable
|| Binary and script behaviors
Q) Administrator approved
) Disable
{®) Enable

4]
*Takes effect after you restart Internet Explorer

-

|#| Allow previously unused ActiveX controls to run without prom

[

N N . -
il Nienlzw viden and animatinn an 2 u\lnT:nn that dnee nnt j_l
F

 Reset custom settings
Resetto:  Ivedium-ow (default)

| Reset... |

4. Click on each of the "OK" button for the
dialog boxes "Security Settings" and
"Internet Options" to close them.
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Settings for the Web content zone "Trusted sites"

Step Action Remark
1. Open Internet Exp|0rer_ /2 Internet Explorer cannot display the webpage - Windows P =[]
Select the menu command: "Tools > Cele 2| B3 P 2
Internet OptionS" J 7.7 Favorites J 5% (] Suggested Sites = & | Web Slice Gallery =
(& Internet Explorer cannot ... | H %5 v~ B v [ m0 - Page~ Safety v | Took -
'EX Diagnose Connection Problems. ..
Q Internet Exp\orer . ] Reopen Last Browsing Session
|| Pop-up Blocker »
[ Manage Add-ons
What you can try: &% Work Offline
B} Compatibility View
’@ Campatibility View Settings
Full Screen F11
@ More infarmation Toolbars 4
Explorer Bars »
<Ix> Developer Tools F12
Suggested Sites
Bl I |
[T [ [ [ [ [@ miemet | Protected Mode: OFF [+ [Rwm% -~
2. | Click on the "Security" tab. 2l
Select the Web content zone "Trusted General Security |Pri\-'aq-I I Ccntentl Connections | Programs | Advanced |
sites”.
Click the "Sites" button to open the dialog BR e 3 TR CE T FEITE SIS
@ @ v O
Internet  Local intranet UEENEEIEE — Restricted
sites
Trusted sites = |
\j This zone contains websites that you s
R trust not to damage your computer or
your files,
~ Security level for this zone
Custom
Custom settings.
-To change the settings, dick Custom level.
-To use the recommended settings, dick Default level.
[~ Enable Protected Mode {requires restarting Internet Explorer)
Custom level... Default level |
Reset all zones to default level |
oK. I Cancel | Aipply |
3. In the text box "Add this website to the x|
zone", insert the address of the OS Web
server 47 You can add and remowve websites from this zone. All websites in
. . . r this zone will use the zone's security settings.
(7.4.3 Configuring with the Web
X > . . . "
Eg\r}iﬂ%licr)e:'t';)r Settings in the editor "Web Adkd this nebsite o the zone:
9 | http://172.61.0.1
e.g. *//172.61.0.1 or
http://*.microsoft.com Websites:
. " A http:f/172.61.0.1 Remove |
Also deactivate the check box "Require
server verification (https:) for all sites in this
zone".
Click on the "Add" and "Close" buttons. [ Require server verification (https:) for all sites in this zone
Close |
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Step Action Remark
4. Select the Web content zone "Trusted 2l
sites". General Security |Pri\c’aq-I I Ccntentl Connections | Programs I Advanced |
Click on the "Default level" button and then
on the "Custom level" button. Select a zone to view or change security settings.
@ & v O
Internet  Localintranet Trustedsites  Restricted
sites
Trusted sites =
This zone contains websites that you ;I
trust not to damage your computer or
your files.
You have websites in this zone,
r~Security level for this zone
Allowed levels for this zone: Al
- - Medium
- I - Prompts before downloading potentially unsafe
4 content
__I_I_ - Unsigned ActiveX controls will not be downloaded
[~ Enable Protected Mode (requires restarting Internet Explorer)
Custom level... I Default exvel |
Reset all zones to default level |
Ok | Cancel | Apply |
5. In the "Security Settings" dialog box, enable x|
the option button under "Initialize and script etting
ACt_Ive_X ContrOIS not marked as Safe for |#| Initizlize and script ActiveX controls not marked as safe for sc;l
scripting"”. © Disable
®
) Prompt
|#| Only allow approved domains to use ActiveX without prompt
{%) Disable
) Enzble
|#| Run ActiveX controls and plug-ins
O Administrator approved
{ Disable
(%) Enable
) Prompt
|#| Soript ActiveX controls marked safe for scripting™
) Disable
() Enzble
% Promnt =
< | »
*Takes effect after you restart Internet Explorer
Reset custom settings
Reset to: IMedium (default) =l Reset... |
oK I Cancel |
6. Click on each of the "OK" button for the
dialog boxes "Security Settings" and
"Internet Options" to close them.

You have now managed to create the conditions required for a connection from

of a Web client to a Web server.
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7.6

Installing the Web client plug-ins

Installation ways

During the installation of plug-ins for Internet Explorer, you can choose between

two installation ways:

e Remote Installation - Installation via the Intranet/Internet from the Web server

e Local Installation - Installation via the Windows installer package of the Web

client

In this application example, we consider the "remote installation”.

Requirements

e The OS Web server is in runtime.

e The software package "PCS 7 Web Client" is installed on the PC.
e The Web client has access to the Web server.

¢ You know the Web server's address.

e You know the domain name, username and password.

e The user permissions apply for the PCS 7 Web Options.

e The logon session on the PC has the rights of a primary user.

Installation
Step Action Remark
1. Open Internet Explorer.

Enter the web server address
(http://<server name or IP>) in the
"Address" text box.

- 0K

Fom G s o e O

In the "Enter Network Password" dialog
box, enter the credentials that were set in
the "User Administrator" editor on the Web
server.

Windows Security x|

The server 192.168.8.152 at 192.168.8. 152 requires a username and password.

Warning: This server is requesting that your username and password be sent in
an insecure manner (basic authentication without & secure connection).

] User name
i

B Remember my credentials
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Step Action Remark
3. When you first connect, the "Security =]

Warning" dialog box will open.
Proceed by clicking on the "Install" button.

Do you want to run this ActiveX control?

Mame: WebClientinstall Module
Publisher: Siemens AG

BI-IFII ’ml

[ B This ActiveX control was previously added to your computer when you installed
\@ another program, or when Windows was installed. You should only run it if you
= trust the publisher and the website requesting it. What's the risk?

4. All the available plug-ins for the Web client
will now be displayed in the Internet
Explorer window.

To install the plug-in, click on the arrow in
front of the version number in the "Install”
column.

The following plug-ins are installed to
ensure a minimum of process control:

e WIiInCC Basic Process Control

e  WiInCC Advanced Process Control
e PCS 7 Basic Faceplates

e PCS 7 Advanced Faceplates

During installation, always follow the shown
sequence.

P L1 TieB e e e e e

d/Install - WinCC,

gator Custom Plugins

Do @ e i o ok

5. The installation of the Web client is
complete.

Close Internet Explorer and reopen it in
order to register for the process control.
The process pictures can be called up once
the Web client has established a connection
to the Web server.

=
Note Further information about the topics "Installing a Web client”, "Process control
on the Web client" and "Settings" in the manual:
"SIMATIC PCS 7 Web Option for OS (V8.2)" by reading the chapter:
"Installations and Settings for the Web Client"
PCS 7 Minimal Configuration
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and Standby OS" only works in PCS 7 V7.0 SP3 if it has
WinCC V6.2 SP3 HF8 or higher.

V3.3 09/2011 Note added:
The configuration described in chapter 6, "ES/ Master OS
and Standby OS" only works in PCS 7 V7.1 SP2 and SP3
if it has WinCC V7.0 SP2 HF5 or higher.

V4.0 10/2012 First edition PCS 7 V8.0 Upd1l

V4.1 11/2012 Adaptations in the following chapters:
e Chapter 7 "Expansion with the PCS 7 OS Web Option"
e Chapter 7.1 "Web configurations”
e Chapter 7.2 "Web-specific hardware and software

requirements”
New chapter:
e Chapter 7.3 "Maximum amount of Web client
connections"

V4.2 01/2013 Introduction in chapter 6 "ES/Master OS and Standby OS"
has been editorially revised.

V4.3 05/2013 Test and declaration for PCS 7 V8.0 SP1

V4.4 09/2013 License adjustments in chapter 7.1. "Web configurations"
in Figure 7—1 "Web Option in single-user system"

V5.0 02/2015 Test and declaration for PCS 7 V8.1

V6.0 06/2016 Test and declaration for PCS 7 V8.2
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