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Legal information

Warning notice system
This manual contains notices you have to observe in order to ensure your personal safety, as well as to prevent damage
to property. The notices referring to your personal safety are highlighted in the manual by a safety alert symbol, notices
referring only to property damage have no safety alert symbol. These notices shown below are graded according to
the degree of danger.

A\ DANGER
indicates that death or severe personal injury will result if proper precautions are not taken.

A\ WARNING
indicates that death or severe personal injury may result if proper precautions are not taken.

A\ cauTiON
indicates that minor personal injury can result if proper precautions are not taken.

NOTICE
indicates that property damage can result if proper precautions are not taken.

If more than one degree of danger is present, the warning notice representing the highest degree of danger will be
used. A notice warning of injury to persons with a safety alert symbol may also include a warning relating to property
damage.

Qualified Personnel
The product/system described in this documentation may be operated only by personnel qualified for the specific
task in accordance with the relevant documentation, in particular its warning notices and safety instructions.
Qualified personnel are those who, based on their training and experience, are capable of identifying risks and
avoiding potential hazards when working with these products/systems.

Proper use of Siemens products
Note the following:

A\ WARNING

Siemens products may only be used for the applications described in the catalog and in the relevant technical
documentation. If products and components from other manufacturers are used, these must be recommended or
approved by Siemens. Proper transport, storage, installation, assembly, commissioning, operation and maintenance
are required to ensure that the products operate safely and without any problems. The permissible ambient
conditions must be complied with. The information in the relevant documentation must be observed.

Trademarks

All names identified by ® are registered trademarks of Siemens AG. The remaining trademarks in this publication may
be trademarks whose use by third parties for their own purposes could violate the rights of the owner.

Disclaimer of Liability
We have reviewed the contents of this publication to ensure consistency with the hardware and software described.
Since variance cannot be precluded entirely, we cannot guarantee full consistency. However, the information in this
publication is reviewed regularly and any necessary corrections are included in subsequent editions.
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Preface

Purpose of this Document

Purpose of this Document

This document provides information necessary to setup PCS 7 Open OS for 9.0.

Required Basic Knowledge

Readers are presumed to be expert in the use of PCS 7 and the target system.

Where is this Manual valid?

This manual is valid for the software package PCS 7 Open OS for 9.0.

Training Centers

Siemens Technical Training Centers provides extensive training for all levels of plant personnel
to ensure optimal performance from PCS 7 control systems. Classes include extensive hands-on
activities using appropriate equipment, making the training directly and immediately applicable.

Information is available online (http://lwww.sitrain.com).

Siemens also offers a number of training courses to familiarize you with the SIMATIC S7
automation system. Please contact your regional training center or our central training center
in D 90327 Nuremberg, Germany, for details:

Telephone: +49 (911) 895-3200 or see the Internet site (http://www.sea.siemens.com/sitrain).

A&D Technical Support

Worldwide, available 24 hours a day:
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United States: Johnson City, TN

Worldwide: Niirnberg

Asia / Australia: Beijing

Technical Support and Authorization
Local time: Monday to Friday

8:00 AM to 5:00 PM

Telephone:+1 (423) 262 2522

or +1 (800) 333-7421 (USA only)
Fax:+1 (423) 262 2289

An Internet site is available for support
requests (http://lwww.siemens.com/
automation/support-request).

Technical Support

24 hours a day, 365 days a year
Phone:+49 (180) 5050-222
Fax:+49 (180) 5050-223

Email for technical support
(mailto:ad.support@siemens.com).

GMT:+1:00

Technical Support and Authorization
Local time: Monday to Friday

8:00 AM to 5:00 PM

Phone:+86 10 64 7575 75

Fax:+86 10 64 74 74 74

Email for technical support
(mailto:ad.support.asia@siemens.com).

GMT:+8:00

Automation and Drives Service and Support International (http://www.siemens.com/automation/service&support)

The languages of the SIMATIC Hotlines and the authorization hotline are generally German and English.
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Security information

Siemens provides products and solutions with industrial security functions that support the
secure operation of plants, systems, machines and networks.

In order to protect plants, systems, machines and networks against cyber threats, it is necessary
to implement — and continuously maintain — a holistic, state-of-the-art industrial security
concept. Siemens’ products and solutions constitute one element of such a concept.

Customers are responsible for preventing unauthorized access to their plants, systems,

machines and networks. Such systems, machines and components should only be connected to
anenterprise network or the internet if and to the extent such a connection is necessary and only
when appropriate security measures (e.g. firewalls and/or network segmentation) are in place.

For additional information on industrial security measures that may be implemented, please
visit

https://lwww.siemens.com/industrialsecurity.

Siemens’ products and solutions undergo continuous development to make them more secure.
Siemens strongly recommends that product updates are applied as soon as they are available
and that the latest product versions are used. Use of product versions that are no longer
supported, and failure to apply the latest updates may increase customer’s exposure to cyber
threats.

To stay informed about product updates, subscribe to the Siemens Industrial Security RSS Feed
under
https://lwww.siemens.com/industrialsecurity.

PCS 7/0pen OS Setup Guide
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Introduction 2

2.1 Scope of this Document

This document outlines the steps required to set up a PCS 7 system and a corresponding PCS 7
project that is integrated with third-party devices. Project development is done on an OS
Engineering Station using SIMATIC Manager. This document is based on the architectural layout
below. A client and your engineering station may be the same physical computer. The diagram
below shows them to be on different computers.

Note

For further information on a specific topic in this document, refer to the documentation on the
PCS 7 V8.2 DVD set, the WinCC Information System or in the documentation
folder Start >Siemens >Documentation >English on the hard drive.

Engineering Station OS Client 0OS Client

& - -

0OS-LAN Ethernet (Terminal Bus)

0S Server 0S Server

Plant Bus
|

3rd Party
Controller

PCS 7/0pen OS Setup Guide
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2.2 Security

2.2

2.2.1

12

Security

Security Concept

The security concept of SIMATIC PCS 7 should be considered as a set of recommendations and
is intended to support SIMATIC customers in creating a network for production plants fulfilling
higher security requirements. The recommendations are based on the latest technology, current
standards and the features of the employed products.

Since the threat to security is constantly changing, even a complete implementation of the
security concept cannot permanently guarantee complete and one hundred percent protection.
We therefore recommend a regular evaluation of the measures implemented as part of the
security concept.

PCS 7 Security Concept Recommendations and Notes:

http://support.automation.siemens.com/WW/view/en/22229786 (http://
support.automation.siemens.com/WW/view/en/22229786)

PCS 7/0pen OS Setup Guide
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2.2.2 PCS 7/0pen OS Example

2.2 Security
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0OS Client
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Figure 2-1  Security Picture_Open OS
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2.2 Security

2.2.3 General Security Information

Siemens offers IT security mechanisms for its automation and drive product portfolio in order to
support the safe operation of the plant/machine. Our products are also continuously developed
further with regard to IT security. We therefore recommend that you keep yourself informed
about updates and upgrades for our products and always use the latest version of each product.
You can find information on this at:

http://support.automation.siemens.com
You can register for a product-specific newsletter here.

For the safe operation of a plant/machine, however, it is also necessary to integrate the
automation components into an overall IT security concept for the entire plant/machine, which
corresponds to the state-of-the-art IT technology.

You can find information on this at:

http:/lwww.siemens.com/industrialsecurity

Products used from other manufacturers should also be considered here.

Below you'll find a list of special attention points towards security when installing and using
PCS 7/0pen OS:

* Ensure integrity of the files exchanged between systems. It is crucial that enough measures
are taken to ensure that the data in those files cannot be tampered with. Examples are
external files from other systems that are read by PCS 7/Open OS, such as CSV files that
contain configuration data. Other examples include xml, CSV and ZIP files delivered from the
PCS 7/0pen OS system like DBA archive files and exports from DBA. Consider using a
password protected container when exchanging such files between systems.

* Do not adapt the PCS 7/0Open OS installation / upgrade files. To install / upgrade the PCS 7/
Open OS system properly with all the required build in security, it is important that these
files are not changed. Therefore, it is the responsibility of the customer to ensure that the
person in charge of this process understands this measure. In some exceptional cases the
installation documentation may request some files to be changed manually. The instructions
for manual changes must be strictly applied.All other changes are not allowed. In case of
issues with certain files always contact Siemens support.

* When establishing connections to third-party systems, follow the security recommendations
of the third-party vendor.

e PCS 7/0pen OS supports secure OPC connections for data access to OPC Unified Architecture
(UA) Servers. For alarm and event data, if secure connections are required, it is necessary to
configure alarms to be triggered from tag changes originating from an OPC UA server, since
secure connections to OPC Alarm & Events servers are not possible.

PCS 7/0pen OS Setup Guide
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2.3 Software Installation Overview

2.3 Software Installation Overview

PCS 7/0Open OS can be installed as a PCS 7 Single Station or in single or redundant client server
architectures. The table below describes the various components that need to be installed.

Depending on the architecture of your system, these components may need to be installed on
the different computer nodes in the architecture.

Note

Note that all steps might not be required:

* If your computers have been pre-installed with the correct version of the Operating System,
the installation of the Operating System is not required and Step 1 can be skipped.

e If you require no third-party software, Step 2 can be skipped.

Step Procedure Section

1 Installing the Operating System (Page 15) 2.3.1

2 Installing Third-Party Software (Page 15) 2.3.2

3 Installing PCS 7 Software (Page 16) 2.3.3

4 Installing PCS 7/Open OS Software (Page 16) 2.3.4

5 Installing Authorizations and Licenses (Page 26) 2.3.5
2.3.1 Installing the Operating System

The following operating systems are supported by PCS 7/0Open OS OS V9.1:

e Windows 10 Enterprise LTSC 2019

*  Windows Server 2019 Standard Edition

e Windows Server 2019 Datacenter Edition

For detailed installation instructions regarding the installation of the operating system,

* pcs7-offiinereadme.mht in the root directory of the PCS 7 Installation media (PCS7 V9.1)

e SIMATIC PCS 7 installation path in the folder Manuals\English PCS 7 PC-Configuration.pdf

2.3.2 Installing Third-Party Software

Third-party software (for example, Microsoft Office, PC Anywhere, Virus softwar) should be

installed prior to installing PCS 7. Refer to the PCS 7 Readme and PCS 7 PC-Configuration PDF file
for further information.

Third-party OPC Servers or WinCC Channel drivers may also need to be installed.

PCS 7/0pen OS Setup Guide
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2.3 Software Installation Overview

2.3.3 Installing PCS 7 Software
For detailed installation instructions, refer to
* pcs7-readme.mht in the root directory of the PCS 7 Installation media (PCS 7 V9.1)
* SIMATIC PCS 7 installation path in the folder _Manuals\English PCS 7 PC-Configuration.pdf

Note

Select the appropriate software packages during PCS 7 software installation. Use the

following as a guide:

* Engineering Node - Select PCS 7 Engineering

e OS Servers - Select OS Server

e OS Clients - Select OS Client

e Process Historian — There are no software components that need to be installed on the
Process Historian.

However, the Archive Server must be at PCS 7 9.1

234 Installing PCS 7/Open OS Software

Note

Prior to installation of this software, login with Administrator rights and disable any virus
protection software that is currently running. In addition, this software should be installed after
all other PCS 7 software has been installed. Ensure that all PCS 7 log on activity is complete. Refer
to the PCS7_Open_OS.RTF (readme file) on the installation media for more information.

PCS 7/0pen OS Setup Guide
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2.3 Software Installation Overview

1. Insert the PCS 7 Open OS USB stick into USB drive.
The setup program automatically starts and a language selection dialog box opens.

PCS 7 Open OS5 Option

SIEMENS

PCS 7 Open OS Option

SIEMENS

" Setupsprache: Deutsch
@+ Setup language: English

Next > Cancel

Select the installation language (English or German) of your choice.
The Welcome dialog box opens.

PCS 7/0Open OS Setup Guide
Equipment Manual, 11/2021, ASE51387645-AA 17
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2.3 Software Installation Overview

PCS 7 Open OS Option

SIEMENS

PCS 7 Open OS Option

SIEMENS

Welcome to the installation of PCS 7 Open OS Option.
Version: ¥3.1.0.0

It is strongly recommended that you exit all Windows programs before running
this Setup program.

Click Cancel to quit Setup and then close any programs you have running. Click
Next to continue with the Setup program.

WARNING: This program is protected by copyright law and international treaties.

Unauthorized reproduction or distribution of this program. or any portion of it,
may result in severe civil and criminal penalties, and will be prosecuted to the
maximum extent possible under law.

< Back Next > Cancel

2. Click the "Next" button to continue.
The Product Notice dialog box opens.

PCS 7/0pen OS Setup Guide
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2.3 Software Installation Overview

SIEMENS

The product notes contaln knpotant sformation on installing and using this product.

‘We repommend you read these notes before installing

Fes, | would like i resd the notes,

Yous will find the rotes in the direchony:
ZADocumeran Englinh | PLST_Open_OF_ Faleass_Netemht

PCS 7/0Open OS Setup Guide
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2.3 Software Installation Overview

3. Toview the release notes, click the button labeled "Yes, | would like to read the notes button"”.
Click the "Next" button to continue.
The License Agreement dialog box opens.

SIEMENS

PCE T Opan OF Optien

folkraing notes and conditions shall apply for Softwane proaded by Siemens by instaling on your system, h-r fa
g & COpy On Your system during the mslalaton o by making svailable the Sofwars in any othes way. |

Plrase note:

is software is probecied under German andfor foreign Copynight Laws and provisions in mematicnal treaties,
Ursauihworized reproduction and distribulion of this soflware of pats of il is kable bo proseculion. L will b
prasecuted according 1o crimmnal a5 well as chil law and may resull in severa punishment and'or damage claims.
Flease read all cense provisions applicable 1o this software before installing andior using this sofware. You will
them aftar this note.

H yous recered this soflware as “Tral-Version™ this software may only be used fr test and validation purposes
acconding to the provisions of this Trial License stated after this nota
USE THE SOFTWARE IN FRODUCTION PROCESSES IS NOT PROHIBITED. BECAIUSE IT IS A TRIAL
WE CANNOT EXCLUDE THAT EXISTING DATA WILL BE MODIFIED DR OVERWRITTEN OR \WILL
GET LOET, THEREFORE, WE WILL NOT BE LIABLE FOR ANY DAMAGES RESULTING FROM THIS
INSTALLATION OR FROM IGHORING THS LEGAL NOTICE ANDVOR FOR LOSS OF DATA

OTHER TYPE OF LISAGE OF THIS SOFTWARE IS ONLY ADMISSIELE F ¥OU HAVE A VaLD LICENSE
| acceps the coeditions of the above lkense agreement a5 well a5

¥ the conditions of the Open Source licenss agreement. Cipen Scurce lense agreement
| geafirmm Maat | e read bad und d the peturity inleempt

< Back
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2.3 Software Installation Overview

4. Read the license agreement. Select the button labeled "l accept the conditions of this license
agreement”.
Click the "Next" button to continue.
The Setup type window opens.

S PS5 7 Do 05 Ciption,
SIEMENS

PCE T Opan OF Optien

= Install:
Please select the produces that you would ke to svstall on your system.

will be vpgraded. The settings of the instalied version wall be spplied.
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5. Select the setup type. Click the "Next" button to continue.
The User information dialog box opens.

SIEMENS
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6. Enter "Name" and "Company". Click the "Next" button to continue.
The Installation type dialog box opens.

SIEMENS

 Packuge initallation
Install program package

ﬁ ™ User-defined installation
The usar-defired instaliation alkews you to select the products to be installsd

Target directory
|V¢-%Il'ﬂ Files. [xBEMSIEMENT.
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7. Select the installation type and click the Next button. If Package Installation is selected, the
Program packages dialog box opens. If User-defined installation is selected, the install
program proceeds directly to the Programs dialog box (step 8).

SIEMENS

—

~Descr

o~

EDE”‘M PCS T Engineering Da& includes:

L 1
) P PESTDBA
PCS 7 Open DS 08A
| O PCS T Open 05 Server :g;gzg S
|0 PCS 7 Open 05 Single Station SHadelWiaa

WinCC Runtime Estensicn Framseswark
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8. Select a suitable package for the computer on which this installation is occurring by clicking
the appropriate check box.
The Programs dialog box opens.

SIEMENS

Select 8 product bo obtain information abeat -~
it

E
[
|
i E“ PCS T DRA AShcdeizard
| —E ! PCST Cpen % DRA
| —E | PCSTDBAOpen 05 ASHodeWizard
| B | DBa address Config
$ ] RumTime
| = H | DHA Runteng Estendsiem Framswaik
| LE | DBAScrptirgine
| LB DBAGPC A Adapter
| | = . | PCST ORS Rumtime Shim
[ [ I PCS7 OPC U Runtime Shim
|_=H:| Commen
“E | PCS T Open OF Documents
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9. Click the "Next" button to accept the programs to be installed.
The Ready to install the selection dialog box opens.

SIEMENS

PCS T Open 0F Option

Pragram

Las

0gA QPC

PCS T OBA ASAodeWiaand

PCE 7 Open 05 CEA

PCE T DEA Cpen OF ASN edeWaand
DEA Address Config

DA Runtime Edension Fremescrk
DEA SeriptEngine

DEA OPC AE ddsprer

PCE 7 OPC Runtime Shim
PCE T OPC LA Runtime Shim
P57 Qpen 05 Dodurnets

Estimated instellation time:  00:12 (rh:mm]

< Back | Install I Cancel

10.Click the "Install" button to begin the installation.
The package installation begins. The installation runs to completion. At the end of the
installation you may be asked to reboot the computer. Remove the USB stick from the USB
drive and reboot the computer if asked.

2.3.5 Installing Authorizations and Licenses

Note

Each PCS 7/90 OS Software package may include a License Key memory stick. As you install the
various packages, be sure to install the license disk with that package.

1. Insert the License Key memory stick that came with your software into USB port.

2. From the Windows taskbar, click "Start" button and navigate to SIMATIC > License
Management > Automation License Manager.
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3. Double-click the USB drive containing the License Key memory stick.
4. Select all of the authorizations.
5. Transfer the authorizations from the USB drive to the target drive.

6. Remove the License Key memory stick from the USB port.

PCS 7/0pen OS Setup Guide
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Updating a Project from V8.2.1 and V9.0 to V9.1 3

3.1 Updating WinCC OS Projects

Procedure

Note
This procedure is not necessary when upgrading a project from PCS 7/Open V8.0.

. Runthe Project Migration Wizard, particularly for OS projects created prior to WinCCV6.2. Do

this by selecting Start > SIMATIC > WinCC > Tools > Project Migrator.

Navigate to the path of the .MCP file for this OS project (for example, the file OS(7).mcp in
folder C:\Program Files\Siemens\Step7\S7proj\OPEN_1\OPEN_Prj\wincproj).

. Accept defaults for all options.

3.2 Updating Basic Data of an OS Project

Backing up System

Files

In this step, the OS Project Editor copies newly installed pictures, faceplates, and action scripts
into your existing project. This operation ensures that your project has the latest features and
that the files are consistent for correct runtime operation.

However, the copy operation can also overwrite any system files that you have changed. To avoid
loss of your work follow the steps below carefully and observe the following precautions:

PCS 7/0pen OS Setup Guide

Copy any changed files in the OS project’s GraCS folder and save them in another folder. In
particular, save a copy of @@MyProjectTypicals.pdl and/or any other project-specific typicals
files.

Archive the project as described in Section 1, before doing this step.

Use the "Cancel" button to exit the OS Project Editor if you are unsure which files will be
overwritten. If you exit by clicking the "OK" button, the file copying and overwriting proceeds.
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3.2 Updating Basic Data of an OS Project

Procedure

. Open the OS Project Editor: in the SIMATIC Manager project component view right-click the

0S and select Open Object to open WinCC Explorer to this project. In the left pane of WinCC
right-click the OS Project Editor and choose Open.

. Open the General tab and in the Activities frame at the top select the option Complete

Configuration (loss of support for online DeltaLoading).

. Open the Basic Data tab. The four panes show lists of the files that differ in timestamps

between the newly installed files (from the "Product") and those in your existing files (from
the "Project"). A checkmark in the box means that the project file will be overwritten by the
newly installed ("delivered") file. You should accept the defaults unless you are sure you want
toretain a project file, in which case you may clear the box. Note that checked entries that are
marked with a red cross may not be cleared (to preserve runtime consistency). These project
files will be overwritten; therefore, you must copy them elsewhere if you want to preserve
them. For further details, select any control on the dialog and press the F1 keyboard key for
help, and click the link at the bottom for help on the Basic Data Tab. Refer to the illustration
of the Basic data Tab below.

** 05 Project Editor HE

2 Layout ] % Message configuration |Massage display ]Eﬁ!.&rsa ]Flunlims window (24 Basic data Iﬁﬁsnard ]

Base pictures in project deviate from delivered state
[#] = accept delivery state

Computer local actions in project deviate from delivered state
= accept delivery state

Picture modules in project deviate from the product librany or user
library

= gocept picture modules from the Bbranes

Duplicate picture modules were found [in product ibrary and user
librar)

= accept picture modules from the wser libramy

Picture Name Product | Project a| | Action | Product Project [
DW’,’ @@ ConfigTypicals. FOL 348/2005 24842005 D:‘-;l autoload pas 24,2008 24142005

O ® @acm.bmp BA2/2005 B/2/2005 D:__";n' checkifopen.pas 12542002 11/25/2002

D & @AKT_0BJRPL 441542005 415/2005 DE__": ChecklLevel.pas 2/14/2008 2414/2005

O ® @aki_prop.ipl 41542005 4A115/2005 = DoJobdaync.pas 11425/2002  11/25/2002

[ # @tlamoumnal PDL 4428/2005 &/5/2007 :j"gLaﬂgChg.pas 1142542002 11/25/2002
O @alamOneLinePDL  10/31/2006  4/18/2005

M-8 aadlaomloit BO1 AMLONR AARINNR ﬂ

Picture Component | Product libr... | Project =
F-' @@APACS Typicals.PDL 9/8/2005 wsxznntl
- @@MaintenanceTypicalspdl 6/24/2005  6/24/20
- @@PCS7Typicals. POL 213/2008  B/24/20
- @blamDisabled.pdl /22/2005  B/22/20
- @bssetDverview.pd 10272005 1427720
I‘:;ll & @ais emf 12312005 I‘I)m )z b

[~ Update Dynamic Wizard Scripts

[~ Update scieen for start up

Picture Companent

[~ Update Graphics Object Update Wizard configuration

[~ Update zound files for the hom

|F'mductrbr... User libeary |_

oK Cancel A

Iy

4. Clickthe"OK" button to exit the dialog and update the OS project, or click the "Cancel" button

to exit with no changes.
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3.4 Updating the DBA Project

3.3 Updating the Block Icons (Symbols) in Project Pictures

When the newly installed block icons differ from those in existing OS project pictures, if you wish
to use the new ones, follow this procedure to replace the block icons in these pictures.

Procedure

1. OntheES station, open the OS projectin WinCC Explorer, then select the Graphics Designer
editor in the left pane.

2. In the right pane double-click any PDL file of the project to open Graphics Designer.

3. In the Dynamic Wizard toolbar select the Picture Functions tab, then double-click the
function Update of the picture objects. If the toolbar is not visible, choose the menu
command View > Toolbars..., and select Dynamic Wizard.

Note
When running the Update of the picture objects wizard, Template Picture and Control
File fields in the dialog that appears should not exceed 256 characters.

4. Follow the prompts to update the active picture or select the option Yes, all pictures to
update all pictures in the project. Then click the "Next" button to continue.

5. In the Options dialog that appears, in the field labeled Please specify the name of the
template picture, click the ellipsis (...) button and select the picture file
@@MyProjectTypicals.pdl (or @MyProjectTypicals.pdl if you have created this file as a copy of
@@MyProjectTypicals.pdl and added modifications to it).

6. Do not change the field labeled Please specify a name for the control file field.

7. Click the "Next" button, then the "Finish" button to continue. The wizard updates all the
graphic windows containing the modified block icons.

8. If problems occur, refer to the ChangeObjects.log file.

9. Close WinCC.

3.4 Updating the DBA Project
Procedure

1. Open the DBA Utility (DBA) by selecting Start > SIMATIC > DBA > PCS 7 DBA.
2. Select File > Open.

3. Navigate to the existing DBA project and open it.
The following message appears:
"This DBA project was not created with the same version of the DBA Utility that you are
using. Do you want to convert the DBA project to current version?"
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3.4 Updating the DBA Project

4. Click the "OK" button.

Note

During the update process, DBA compares existing Extended Attributes with their
default values to determine if there is a significant enough change to the type
definition to warrant discarding all Extended Attributes and replacing them with their
default values. This may introduce unintended changes for some customers who have
made significant Extended Attribute changes in their DBA project. In order to make
sure that all customized Extended Attributes are preserved during the upgrade the
following steps should be performed.

1. Export the Attributes from the AS View for each AS Source Node (Immediately before Step
5 below)

2. Perform Update Controller Objects (Step 5 below)

3. Import the Attributes from the AS View for each AS Source Node (Immediately after Step
5 below)

5. In DBA, right-click anywhere in the AS View pane (lower left) and select Update All
Controller Objects.

6. Examine any warnings and resolve any errors (there should be none) in the Command
Status dialog that follows.

7. Compile the DBA project to the PCS 7 OS by clicking the "Compile" toolbar button or selecting
the menu command Run > Start Compilation. The Compile window opens.

8. Configure the options as follows:
— Select Entire OS
— Select Tags and Messages
— Select Create/Update Block Icons
— Select Picture Tree

— Clear Create Archive Tags

Targets T 05 ]
= Slos PCS 705 [Server..  — Compile Dplions: |
& [Enbre 08}
" Changes

¥ Tags and Messages
¥ Creste/lipdate Block lcans
[ Create Archive Togs

[+ PFicture Tres

sooan | co |

9. Start OS compilation by clicking the "Compile" button.

10.Resolve any Validation or Compilation errors (none should occur).
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3.5 Updating the AS Nodes

3.5 Updating the AS Nodes
Once a project is migrated to PCS 7/Open OS V9.1, follow the steps as given below:
1. Run the AS Node Wizard and build all the Nodes again without changing the configuration.
2. Update the Nodes in DBA Project.
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Project Engineering Overview 4

Engineering a PCS 7/0Open OS project can be divided into the following high level tasks.

Task Description Section

1 Creating a PCS 7/Open OS Project (Page 35) 4.1

2 Third-Party Controller/Device Configuration/Programming (Page 35) | 4.2

3 Integrating Controllers/Devices into PCS 7/0Open OS (Page 35) 4.3

4 Configuring PCS 7/0pen OS Stations (Page 35) 4.4
4.1 Creating a PCS 7/Open OS Project

A PCS 7/0pen OS project is created using SIMATIC Manager. The process is described in detail
in Creating a SIMATIC Manager Project (Page 37). This includes descriptions of how to
configure all of the PC Stations in your system. Once these steps have been completed, the
framework for additional engineering and maintaining your system is in place.

4.2 Third-Party Controller/Device Configuration/Programming

Controllers and other devices to be integrated with PCS 7/Open OS must be configured and/or

programmed using the appropriate engineering tools, as provided by the vendor of the third
party controller or device.

4.3 Integrating Controllers/Devices into PCS 7/Open OS
Integrating third-party devices or controller also may require the following:
* Providing and configuring network connections to the devices

* Providing and configuring gateway software to communicate with the devices, such as the
configuration of an OPC Server

The scope of this effort depends on the devices being integrated and is dependent on the nature
of the devices and mechanisms that are available for communicating with the device.

4.4 Configuring PCS 7/Open OS Stations

Once a Simatic Manager has been created, the objects of the Bailey system must be made
accessible in PCS 7/90 OS stations. To do this, a tool is provided, PCS 7/90 OS DBA, that
simplifies this process.
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4.4 Configuring PCS 7/Open OS Stations

4.4.1

4.41.1

4.4.1.2

4.41.3

36

DBA provides:

* Automatic generation of the PCS 7/90 OS OS database including display hierarchy, needed
variables, alarms, alarm-messages and priorities as well as function block symbols and
faceplates.

* Automatic placing of type specific function block symbols and automatic assignment with
faceplate.

The details of using DBA are provided in the PCS 7/90 OS DBA User’s Guide. This document
includes step-by-step instructions for defining and directing the process.

Completing the PCS 7 OS Database Configuration

Once the PCS 7 OS database has been generated by DBA, the following additional configuration
steps complete the PCS 7 OS database configuration.

Completing Graphic Displays

Based on the system hierarchy configured in DBA, and the placement of AS objects within this
hierarchy, DBA automatically creates the dynamic portion of all graphic displays. Symbols for
each object are automatically placed, in a tiled manner, in each picture.

Procedure:

To complete the graphic displays, create the appropriate static elements (pipes, tanks and so on)
and move the already-created dynamic symbols to the desired position on the graphic.

User Administration

PCS 7 allows user rights to be established based on the layout of the system hierarchy. The
highest level of this hierarchy is divided into Areas. This hierarchy, once configured in DBA, is
automatically created in the PCS 7 database.

For more details on configuring Area-based User Administration, refer to the help file:
Start > Simatic > WinCC > WinCC Information System > Working With WinCC > Setting up
User Administration

Downloading OS Databases

In a client/server architecture, all PCS 7 OS databases (both client and server) need to be
downloaded to the OS stations.

The process of downloading PCS 7 OS projects to PC Stations is described in detail in Chapter
Downloading and Activating PCS 7 OS Stations (Page 65).
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Creating a SIMATIC Manager Project 5

If you are integrating third-party controllers or other devices to an already existing SIMATIC
Manager project, the steps outlined in this chapter are not required. Otherwise, this chapter
provides step-by-step guidance to create a SIMATIC Manager project.
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Creating a SIMATIC Manager Project

5.1 Creating a New Project in SIMATIC Manager

5.1

g
N

PCS 7 Wizard: 'New Project” x|

Introduction 1[4]

Creating a New Project in SIMATIC Manager

1. Open SIMATIC Manager, Start > SIMATIC > SIMATIC Manager
The PCS 7 Wizard ‘New Project’ dialog box opens.

Note

Press the "F1" function key for help on each screen of the PCS 7 New Project Wizard.

PC5 ¥ Wizard: "Mew Project’

Thiz PCS 7 wizard will help you create a PCS 7 multipraject in the shortest amaount of
time. “1'ou zan then begin immediately to configure charts and pictures.

Click "Mext" to create vour multiproject.

Preview > |

Back

| M ext I Eirizh Cancel | Help |

38

2. Click the "Next" button.
The "Which CPU are you using in your project?" dialog box opens.
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5.1 Creating a New Project in SIMATIC Manager

PCS 7 Wizard: "New Project’ x|

Which CPU are you uszing in your project? 24

CPL: Bundles: 1.2

Bundle: MLFE | Description -
BES7ER4-I0047-0=30 A5414-3 4, W 204 Fack UR1; 2 kB Memary Car
EESYER4-I0D 4800 E-STAMD: 2.3 A5414-3%5; AC 1202300 204; Rack URT; 2 MB Memany Carc
BESVERA-BOD 470020 ASA14-3%4: DC 24 204; Rack URT; 2 ME Memaon Card Rk
BESVER4-BOD4E-30 E-STAND:Z ASA14-3VE: DC 24 204: Rack UR1: 2 MB Memory Card Rk
BESVER4-BOD48-030 E-STAND:2 AS414-3VE: DC 24 208: Rack UR1: 2 MB Memory Card Rak
EESYER4-10DE7-O-x0 A5414-3%4; AC 12002300 104; Rack URZ; 2 ME Memary Car
BESVER4-10D5E-6340 E-STAMD:2 3 AS4T4-3VE: AC 12042300 104; Rack URZ: 2 MB Memony Canc™
BESVER4-A0D57-0220 A5414-3%4: DC 24 104; Rack URZ; 2 ME Memon Card Rakd
T e £ o o e e AR TR S hL'J

Humber of communization modules: |1 vI CP 443-5%E.0

Fresview |
Back | Mext I Eirnzh | Cancel | Help |

The selections on this page are only relevant for dual-leg projects (which include S7

controllers configured in SIMATIC Manager in addition to AS nodes configured with DBA). For
projects that do not include S7 controllers, accept the default settings. For projects that do
include S7 controllers refer to the S7 user documentation or press the "Help" button for more

details.
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5.1 Creating a New Project in SIMATIC Manager

3. Click the "Next" button to accept the default.
The dialog box labeled "Which objects are you still using?" opens.

PCS 7 Wizard: 'Mew Project” x|

3 Which objectz are you zhll using? J[d]
Plant higrarchy : AS ohjects
Mumber of lewvels: |3 vI [ CFC chart
[ SFC chart
05 ohjects :
v PCS705 " Single station system
| SIRATIE BATIEH = Multiple station system
™| Biaute Cortral = Multiple station system redundant
" Open PESY
Preview 3 |
Back | Mext I Eimizh Cancel | Help |
— In the Plant Hierarchy area, the "Number of levels" should be configured when using
S7-400 controllers in the same OS project as DBA-configured AS Nodes. It should be set
to the same value used in DBA.
In the AS objects area, clear "CFC chart" and "SFC chart" check boxes. The CFC and SFC
selections on this page are only relevant for S7 projects. For S7 projects refer to the S7 user
documentation or press the "Help" button for assistance.
In the OS objects area, select the "PCS7 OS" check box, and the appropriate system type.
Single station system — a single PC station will be created with an OS project.
Multiple station system — two PC stations will be created, an OS server project, and an
OS client project.
Multiple station system redundant — three PC stations will be created, two OS server
projects and an OS client project.
Note
If your project requires additional server or client stations, they can be added once the
wizard steps have completed. Refer to Process Control System PCS 7 Engineering System
Configuration Manual for details regarding adding additional PC Stations.
PCS 7/0pen OS Setup Guide
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5.2 Server Project Setup

4. Click the "Next" button.
The dialog box labeled "Where do you want to store the project?” (or "multiproject”) opens.

PCS 7 Wizard: 'New Project” x|

@ Where do you want to store the multiproject? 4 [d]
Dhirectary narme; The following objects will be created:
IS?F‘rD_1 kultiproject; S¥Pro_1_MP

Froject: S¥Pro_1_Pr

bl azter data libran: S¥Pro_1_LIE

Starage location [path]:

C:AProgram Filesh\SIEMEMNSSSTEPY a7 proj Browsze

Axailable directaries and files:

APACS_ALL -
APACS_CS

APACS_S5
projlD . pro

TPH_KHE LI Prewview >35> |
Back Hext | Finizh I Cancel | Help |

— Inthe Directory name box, enter a directory folder name or accept the default. This is the
folder name for the directory under which the client/server projects will be created.

— Inthe Storage location (path) box, enter a path or accept the default. This path is where
the directory folder will be located. This is the path for the master project on the
engineering station.

5. Click the "Finish" button.

6. Accept the default. Click the "OK" button.
The project is created. This setting applies to projects that include S7-400 controllers and
does not apply to messages created by DBA.

5.2 Server Project Setup
The following steps are required to configure a PCS 7 OS Server project in SIMATIC Manager:
Step Section
Creating Shared Folders (Page 42) 5.2.1
Configuring Primary Station (Page 42) 5.2.2
Configuring Standby Station (Page 44) 5.2.3
Running OS Project Editor (Page 46) 5.2.4
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5.2 Server Project Setup

Step Section
Generating Server Data (Page 48) 5.2.5
Configuring Alarm Logging (Page 48) 5.2.6
Configuring Tag Logging (Page 48) 5.2.7
Note

PCS 7 OS stations must also be configured under PC Stations in your corresponding DBA Project.
Refer to Chapter 5 of the PCS 7/90 OS DBA User’s Guide for details concerning the configuration
of PC Stations in DBA.

5.2.1 Creating Shared Folders

Shared folders on the servers are needed to store the project created on the Engineering Station.
When the project is downloaded, it will be transferred from the Engineering Station to these
folders. You cannot configure your stations in SIMATIC Manager until these folders are created
and properly set up. Follow these steps to create and set up these folders, if they dont already
exist.

Shared folders must be created for both Primary and Standby Servers.

5.2.2 Configuring Primary Station

Identify the path to which the project will be downloaded on the Primary Server.

PCS 7/0pen OS Setup Guide
42 Equipment Manual, 11/2021, A5E51387645-AA



Creating a SIMATIC Manager Project

5.2 Server Project Setup

Follow these steps:

1. In the Component View of SIMATIC Manager, right-click the PC Station that is the Primary
Server and select "Object Properties". For example, if your Primary Server PC Station is
SIMATIC PC Station(1) in the figure below, right-click on "SIMATIC PC Station(1)".

E‘ESIMATIE Manager - [S7_Pro5_MP (Component vie
@) File Edit Insert PLC Wiew Options Window Helf

QIEIEIEI_I_IJ 0| @| dal [2 2a| 2

7_PoS_MP
_ 57 _Pro5 P
=18, SIMATIC PC Station(1)
= [@ WinCC spplication
¥} 05(1)
=B, SIMATIC PC Station(2)
= [ WinCC &pplication (stby)
S 05(1)_StBy
=8, SIMATIC PC Station(3)
= . WinCC application Client
& 05C(3)
#)-{zz1) 57 Program(1]
# @ S7_Pio5_Lib

» F cop* g d ~F r

2. In the General tab, enter the computer name of the primary computer in both the "Name"
and "Computer name" fields. These names must be entered in ALL CAPS. Click the "OK"
button.

3. Right-click "OS(1)", and select "Object Properties".

PAAAALL \LS

4. The "Properties" dialog box opens.
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5.2 Server Project Setup

5. Rename, as desired, the "OS(1)" to the Server Project name.

x|

General Target 05 and Standby 05 Computer |

Path to the Target 0S Computer
I Search..

Symbolic computer name
|57_Pro5_Pii_0S(1)

Standby-0S
|0s(1LstBy E|

v Create/update archive tags
I_ Trarsfer o central archave senver

Cancel Help

,.
=]
=
=

| oK | S

6. Click the Target OS and Standby OS Computer tab.

7. Select the "Network" button to browse and map to the shared project folder on OS Server. If
a mapped drive already exists, select it from the available drives listed in the "Load In" list box.
This is the path to the folder on your primary server where you will store and operate the
project. This path must include the network name of the target computer.

Note

This folder must already exist on the primary and standby servers and be shared. This folder’s
permissions should be set to "Full Control" for "Everyone". Refer to section Create New Folders
on the Primary and Standby Servers and All Clients in this document.

8. Click the "OK" button.

5.2.3 Configuring Standby Station
Identify the path to which the project will be downloaded on the Standby Server.
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5.2 Server Project Setup

Follow these steps:

1. In the Component View of SIMATIC Manager, right-click the PC Station that is the Standby
Server and select "Object Properties". For example, if your Standby Server PC Stations is
SIMATIC PC Station(2) in the figure below, right-click on "SIMATIC PC Station(2)".

E‘ESIMATIE Manager - [S7_Pro5_MP (Component vie
@ File Edit Insert PLC View Options ‘Window He'

QEIEIEI_H i|@) daf [0 2a| 2§

" Pro5_MP
=R 57 Pro5 P
=18, SIMATIC PC Station(1)
= [@ WinCC spplication
¥} 05(1)
=B, SIMATIC PC Station(2)
= [ WinCC &pplication (stby)
S 05(1)_StBy
=8, SIMATIC PC Station(3)
= . WinCC application Client
& 05C(3)
#)-{zz1) 57 Program(1]
# @ S7_Pio5_Lib

v ¥ cocpr ot e

2. In the General tab, enter the computer name of the standby computer in both the "Name"
and "Computer name" fields. These names must be entered in ALL CAPS. Click the "OK"
button.

PAAAALL \LS

3. Right-click "OS(1)_StBy", and select "Object Properties". The default project name of Primary
Server/Project Name_StBy must be used.
The "Properties” dialog box opens.
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5.2 Server Project Setup

4. Click the Target OS and Standby OS Computers tab.

standby 05 properties: 05(1)_StBy x|

General Taiget 05 and Master 05 Computers |

Path to the Target 05 Compuster
f Search ...

Mazter OS
{0s(1)

Moke:
Iri the properties of the master 05, the path to the target 05
computer must be cpecified as wel

ok | Ao Cancel Help |

5. Select the "Network" button to browse and map to the shared project folder on OS Server. If
a mapped drive already exists, select it from the available drives listed in the "Load In" list box.
This is the path to the folder on your primary server where you will store and operate the
project. This path must include the network name of the target computer.

Note

This folder must already exist on the primary and standby servers and be shared. This folder’s
permissions should be set to "Full Control" for "Everyone". Refer to section Create New Folders
on the Primary and Standby Servers and All Clients in this document.

6. Click the "OK" button.

5.24 Running OS Project Editor
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5.2 Server Project Setup

Note

While this step allows some customization of the screen layout, etc., it is required even if
no customizations are to be configured, since this edtior also creates configuration data
thatis required for building DBA projects. If no customizations are required, simply select

all defaults.

If you want to change your layout, screen resolution, monitor configuration, message
configuration, message display, area, runtime window, or basic data, run the OS Project Editor
from WinCC Explorer. When configuring servers that will not be used as clients, it is
recommended to use the SIMATIC server layout.

To run the OS Project Editor:

1. Inthe Component view of SIMATIC Manager, right-click the WinCC OS application and select
"Open Object”. For example, if you want to run the OS Project Editor on the application OS(1)
in the figure below, right-clickon "OS(1)". This will open the application using WinCC Explorer.

E_SIMATIE Manager - [S7_Pro5_MP (Component vie
@] File Edit Insert PLC View Options Window He.'

Q!El 2| 5 |o|e] dal [o %] F

{_Pro5_MP

B ST _Prob5 P ¢
1B, SIMATIC PC Station(1) !’
= |§ WinCC &pplication
. ¥} 05(1) -
B, SIMATIC PC Station(2) ' 4
= [ WinCC application (stby) <
&= 05(1)_StBy -
B, SIMATIC PC Station(3) -
=[] WinCC spplication Client
£ 0sC) &
#-{sz) 57 Program(1) )
# @ S7_Pio5_Lib

p F cop o I r

2. Select the OS Project Editor and make any desired changes. Refer to online help as you are
running the OS Project Editor for more details.
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5.3 Client Project Setup

5.2.5 Generating Server Data

1. From the Componentview in SIMATIC Manager, right-click the primary OS server project, and
select "Generate Server Data".
When the procedure is complete, a window opens containing the message, "The server data
are generated successfully”.

2. Perform this procedure for each primary OS server.

5.2.6 Configuring Alarm Logging

For further information, refer to the help file Start > SIMATIC > WinCC > WinCC Information
System > Working with WinCC > Setting Up a Message System.

5.2.7 Configuring Tag Logging

For further information, refer to the help file Start > SIMATIC > WinCC > WinCC Information
System > Working with WinCC > Archiving Process Values.

Note

When using the Tag Logging Wizard, it is recommended that you name the archive
SystemArchive for compatibility with PCS 7 trending faceplates.

5.3 Client Project Setup

For every client in the system, the following configuration steps are required:
Step Section
Creating Shared Folders (Page 49) 5.3.1
Configuring Client Station (Page 49) 5.3.2
Assigning OS Server (Page 51) 533
Configuring a Standard Server (Page 52) 5.3.4
Configuring a Preferred Server (Page 52) 5.3.5
Running OS Project Editor (optional) (Page 52) 5.3.6
Lifebeat Monitoring Setup (Page 54) 5.3.7
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5.3 Client Project Setup

5.3.1 Creating Shared Folders

Shared folders on the clients are needed to store the project created on the Engineering Station.
When the project is downloaded, it will be transferred from the Engineering Station to these
folders. You cannot configure your stations in SIMATIC Manager until these folders are created
and properly set up. Follow these steps to create and set up these folders, if they don’t already
exist.

Shared folders must be created for all Clients.

See also
Creating Shared Folders (Page 42)

5.3.2 Configuring Client Station
Identify the path to which the project will be downloaded on the Client.

Note

If your client is not the same computer as your OS Engineering Station, then perform the
following steps.
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5.3 Client Project Setup

Follow these steps:

1.

50

In the Component View of SIMATIC Manager, right-click the PC Station that is the Client to be
configured and select "Object Properties". For example, if your Client Server PC Stations is
SIMATIC PC Station (3) in the figure below, right-click on "SIMATIC PC Station(3)".

E‘ESIMATIE Manager - [S7_Pro5_MP (Component vie
@ File Edit Insert PLC View Options ‘Window He'
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= . WinCC application Client
& 05C(3)
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# @ S7_Pio5_Lib
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In the General tab, enter the computer name of the client computer in both the Name and
Computer name fields. These names must be entered in ALL CAPS. Click the "OK" button.

PAAAALL \LS

Right-click "OSC(3)", and select "Object Properties".
The "Properties” dialog box opens.

Rename, as desired, the OSC(3) to the client project name.
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5.3 Client Project Setup

5. Click the Target OS tab.

Client-05 - Properties: 0SC{3) X|

General Tarqetl:ls]

Path to the Target 05 Computer
|| Search ...

[ ok ] el Cancel |

6. Select the "Network" button to browse and map to the shared project folder on OS Server. If

a mapped drive already exists, select it from the available drives listed in the "Load In" list box.
This is the path to the folder on your primary server where you will store and operate the
project. This path must include the network name of the target computer.

Note

This folder must already exist on the primary and standby servers and be shared. This folder’s
permissions should be set to "Full Control" for "Everyone". Refer to section Create New Folders
on the Primary and Standby Servers and All Clients in this document.

7. Click the "OK" button.

8. From the Component view, add and configure additional clients, servers, and server pairs as
needed. You can add up to a total of 32 clients and 12 server pairs.

5.3.3 Assigning OS Server

1. From the Component view in SIMATIC Manager, right-click OS Client and select "Assign OS
server..." The OS server assignment window opens.

2. Check the Project check box for each server as needed, and click the "OK" button. A progress
bar indicating the status opens. When the procedure is complete, a window opens with the
message, "The Procedure was complete without error".

3. Click the "OK" button.
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5.3 Client Project Setup

534

5.35

5.3.6

52

Configuring a Standard Server

Note

The "Standard Server" represents the Server or Server pair that will store all operator actions and
Runtime Trends. If a Standard Server is not configured, operator actions will be stored on the
local machine instead of on the "Server". In addition, any Runtime Trends created will only be
viewable from the client on which they are created.

On the OS Engineering Station, open the OS client project from SIMATIC Manager. Set up a
standard server for Alarms and Split Screen Manager (SSM).

1. Right-click on "Server Data".
2. Select "Standard Server".

3. Click on the "Symb. Computer Name" field next to the "Alarms" Component. From the drop-
down list, select the package that is the server for this client and is providing alarms for the
client you are currently configuring.

4. Repeat step 3 for the "SSM" component.
5. Click the "OK" button.

This step can also be performed on the client after downloading the project to redefine the
standard server for a particular client station. This customization will be overwritten during a
subsequent download.

Configuring a Preferred Server

For further information, please refer to the help file Start > SIMATIC > WinCC > WinCC
Information System > Options > Options for Process Control > Preferred Server.

This step can also be performed on the client after downloading the project to customize the
preferred server connection for a particular client station. This customization will be overwritten
during a subsequent download.

Running OS Project Editor (optional)

If you want to change your layout, screen resolution, monitor configuration, message
configuration, message display, area, runtime window, or basic data, run the OS project editor
from WinCC Explorer.
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5.3 Client Project Setup

To run the OS Project Editor:

1. Inthe Component view of SIMATIC Manager, right-click the WinCC OS application and select
"Open Object". For example, if you want to run the OS Project Editor on the application
0SC(3) inthe figure below, right-click on "OSC(3)". This will open the application using WinCC
Explorer.

QSIMATIE Manager - [S7_Pro5_MP {Component w‘
=] File Edit Insert PLC View Options Window
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P

-
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=8, SIMATIC PC Station(3)
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2. Select the OS Project Editor and make any desired changes. Refer to online help as you are
running the OS Project Editor for more details.
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5.3 Client Project Setup

5.3.7

Lifebeat Monitoring Setup
1.

Open the client project. From the Component view in SIMATIC Manager, right-click on the OS
client project and select "Open Object".
The project opens in WinCC Explorer.

{7 WinCCExplorer - D:\SIEMENS', WINCC, WINCCPROJECTS ' RedClie
File Edit Wiew Tools Help

_ (o] x|
D m | &R
= 8% RedClient
----- @ Computer
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E= Structure tag

| Type

No Objects exist

----- -*r Graphics Designer

-2k Report Designer
----- ﬁ Global Scripk

E Texk Library

=er Administrakor

I¥ Cross-Reference
[

z8] Server data

-+ 1 Time synchronizakion

OS-ProjectEditar

-7 Fareplate Designer
o SFC

Properties

|
RedClientiLifebeat Monitoring!

|

|III object(s)
2. Right-click "Lifebeat Monitoring" and select "Open".
The "Lifebeat Monitoring" window is displayed.

a1z
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E-Lifeheat Monitoring - [RedClient.MCP]

5.3 Client Project Setup

Device List:
i |Device Name Device Type Connection Cloze
1 MRC SERVERA 05-Status
|lpdate
Audd
[elete
System Configuration:
Frint
Wigw
Printer Setup
Edit Sereen
— Device pogitioning in the zpstern configuration tanitaring Cycle
% automatic " uzer-defined " Bz 10z 1 min
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5.4 Configuring the Terminal Bus

3. Set the Device positioning in the system configuration to automatic. Select a Monitoring
Cycle time, and then click the "Update" button.
When complete, the system configuration section will update. See the Lifebeat Monitoring
window below.

LALifebeat Monitoring - [RedClient.MCP] il B
Device Lizt:
... |Device Name Device Type Connection Claze |
1 MRC SERVERA 05-Status

fdd |
[elete |

Sywstem Configuration:
Ty Prirt |
i |

Frinter Setup |

Edit Screen

— Device positioning in the system configuration———— b onitoring Cycle

f* automatic " user-defined " Bz 10z 1 min

4. Lifebeat Monitor setup on the client is complete. Click the "Close" button to close Lifebeat
Monitoring.

5.4 Configuring the Terminal Bus

For Engineering Station, Central Archive Server and Client and Server PCs:

PCS 7/0pen OS Setup Guide
56 Equipment Manual, 11/2021, A5E51387645-AA



Creating a SIMATIC Manager Project

5.5 Time Synchronization Setup

If the PC (computer) has more than one network adapter, configure WinCC for the network
adapter it will be using.

1. Open Windows Explorer and select My Computer > SIMATIC Shell > Settings.
The "Terminal bus selection" window opens.
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2. Select the appropriate network adapter. Click "OK".
The message box "Network communications need to be initialized" opens.

3. Click "Yes".

I

WinCC Communications Configurator

The WinCC Communications Configurator configures WinCC to use different network speeds (for
example, for dial-up or radio)

1. To start, click Start > Simatic > WinCC > Tools > Communication Configurator.
— Slide bar should be set to reflect network speed.
— "Server Pings Client" should be set unless there are dial-up clients.

— Settings should only be changed if CCAgent, CCClient, and CCServer processes have been
(manually) stopped.

Note

Refer to WinCC Help for additional details regarding WinCC Communication Configurator.

5.5 Time Synchronization Setup

For Clients and Server PCs:
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5.7 Data Security and Backup

For further information, please refer to the help file Start > SIMATIC > WinCC > WinCC
Information System > Options > Options for Process Control > Time Synchronization.

5.6 User Administration

Itis possible to configure all user accounts. For more details on configuring user accounts, refer
to the help file:

Start > Simatic > WinCC > WinCC Information System > Working With WinCC > Setting up
User Administration

5.7 Data Security and Backup

Recommendation
Save the various project states.
Create a backup in the following situations:
» After configuration changes

Before and after system component upgrades

Before and after the software update of the configuration software

Additional Information

You will find a step-by-step description of saving and backing up ES and OS project data in the
Process Control System PCS 7 and PCS 7 Service Support and Diagnostics manuals.

Important
Itis recommended that your DBA Project also be stored in a folder within your SIMATIC Manager
project folder, so that archiving the SIMATIC Manager project will include all project data.
For example, if you create a SIMATIC Manager project called S7Pro_1, a folder hierarchy is
automatically created:
File Edit View Favorites Tools  Help
GBack - J - ? /.- ) Search i Folders =
Address IJ C:\Program FilesiSiemens|STEP7\S7Proj
Folders X || Mame
NiEE
Bl ) 57Pro_1 &l pr
[T 57Pr_Lib
£ 57Pr_MP
12 S7Pr_Prij
1) 57scl
1) 57sfc
53 575KA
) 575vM
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5.7 Data Security and Backup

Expanding the S7Pr_Prj directory shows many additional subfolders that are created
automatically.

Edit
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Create a new folder called DBA in the S7Pr_Prj subdirectory:
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Your DBA project should be created in this subdirectory. This ensures that the DBA project will be
automatically backed up and restored using the standard backup and restore procedures
described in Process Control System PCS 7 and PCS 7 Service Support and Diagnostics manuals.
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5.7 Data Security and Backup
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Connection Monitoring

6.1 Overview

PCS 7 provides a concept of Lifebeat Monitoring to offer some capabilities to monitor the health
of the connection between PCS 7 OS. You can find a detailed description of the configuration
under "Lifebeat Monitoring" in the WinCC Information System Online Help.

While Lifebeat Monitoring may provide rudimentary information regarding connectivity with a
third-party device or controller, in some cases more sophisticated diagnostic capabilities may be
desired and can be implemented on a per project basis.

The sections below describe some common enhancements that might be applied to achieve
more advanced diagnostic capabilities.

In the case of native WinCC Channels (non-OPC), connection diagnostic data that is available
may be tag data available in a controller or other device, or special “system tags” that the channel
provides that offers additional diagnostic data, such as connection status or a lifebeat. Refer to
documentation for the channel being used to determine what diagnostic data might be
available.

In the case of OPC connections, connection diagnostic data that is available may be data
available in a controller or other device, or special “system tags” that the OPC Server provides that
offers additional diagnostic data, such as connection status or a lifebeat. Refer to the
documentation provided by the vendor of the OPC Server to determine what diagnostic data
might be available.

6.2 Common Project Enhancements
Common Project Enhancements

Common project enhancements include the following:

1. The user may want to provide a visual indication of the health of the connection to the
controller and/or its WinCC Channel or OPC Server even if the lifebeat monitoring screen is
not currently displayed.

2. The user may want to trigger alarm messages based on the health of the connection to the
controller and/or its WinCC Channel or OPC Server.

3. Inaredundantserver architecture, the user may want to shut down one of the servers based
(in part) on the health of the connection to the controller and/or its WinCC Channel or OPC
Server. Clients could then automatically switch to the other redundant server if itis available.

4. Inaredundantserverarchitecture, the user may choose to leave all servers running, but force
clients to switch servers based (in part) on the health of the connection to the controller and/
or its WinCC Channel or OPC Server.
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6.3 Monitoring Options

6.3

6.3.1

6.3.2

6.3.3
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This section will provide an overview of methods that can be used to monitor the health of the
connection to the controllerand/orits WinCC Channel or OPC Server, and methods to provide the
desired system response. Implementation details are left to the user since each system is unique.

Monitoring Options

Monitoring the health of the connection to the controller and/or its WinCC Channel or OPC
Server

This section will provide an overview of methods that can be used to monitor the health of the
connection to the controller and/or its WinCC Channel or OPC Server, and methods to provide the
desired system response. Implementation details are left to the user since each system is unique.

Monitoring Option 1: Constantly Changing Tag Value

A convenient way to monitor the connection to a controller and/or its WinCC Channel or OPC

Server is to monitor a tag whose value is constantly changing such as "time of day", "scan cycle",
or "heartbeat" type of tags. If the controller itself does not provide such a tag (and the user is not
able to add one to the controller configuration), then itis possible that the WinCC Channel or OPC
Server provides a similar tag. The timestamp of each tag value change can be recorded, and if
the value does not change by a user determined timeout period (for example, 10 seconds), then
the connection can be marked as bad. This can be implemented in C-Script through the use of
the GetTagDWord() (or similar) function to read the tag value, and the time() function to read

the current time.

Monitoring Option 2: Fixed Tag Value

If a tag whose value is constantly changing is not available in the controller or WinCC Channel
or OPC Server, then it is possible that the controller or WinCC Channel or OPC Server provides a
dedicated tag to indicate health based oniits value (for example, a .STATUS tag is available where
0 means "Good" and 1 means "Bad"). This can be implemented in C-Script through the use of the
GetTagDWord() (or similar) function to read the tag value.

Monitoring Option 3: Tag State and Quality Code

If neither of the above two methods are appropriate for a given system, then the user can choose
to monitor the tag state or tag quality code of any tag in the system. This can be implemented
in C-Script through the use of the GetTagDWordState() or GetTagDWordStateQC() (or similar)
function to read the tag state or quality code.

Regardless of which of the above three approaches are used, the user will need to create internal
PCS 7 OS tags to store tag value, tag status, tag quality code, tag read time, and the result of the
health determination.
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6.4 Providing Appropriate System Response

6.4 Providing Appropriate System Response

Providing the appropriate system response based on the health of the connection to the controller
and/or its WinCC Channel or OPC Server

Once the result of the health determination is available asaninternal PCS 7 OS tag, it can be used
to drive the appropriate system response. For illustration purposes, this tag will be referred to as
ConnectionStatus, but the user is free to choose any appropriate tag name.

System Response Option 1: Provide a Visual Indication

You may want to use ConnectionStatus to drive an indicator on the overview1.pd! file. Placing
the indicator on the overview 1.pdl file means it will always be visible to the operator regardless
of which user graphic is being displayed in the working window. This might be similar to the
RedundancyStatelndicator, whose color changes based on the redundancy state (green for
good, and red for bad).

= | [1/21/2008 8:54:29 A
- 9 SIEMENS

System Response Option 2: Provide an Alarm Message

You may want to use ConnectionStatus to trigger one or more alarm messages. The user would
configure this using the existing PCS 7 Alarm Logging Editor.

System Response Option 3: Server Shutdown

In a redundant server architecture, the user may want to use ConnectionStatus to take a server
out of runtime. Clients could then automatically switch to the other redundant server if it was
available. ConnectionStatus should probably not be the only triggering factor since you probably
would not want to shut down the server if it is providing other services (like communicating to
other controllers) or if the redundant server was not available. This can be implemented in C-
Script through the use of the DeactivateRTProject() function.

6.4.1 System Response Option 4: Client Switchover

System Response Option 4: Client Switchover

In a redundant server architecture, the user may want to use ConnectionStatus to force a client
to switch to the other server. This can be implemented in C-Script through the use of the
SetTagBit("@RM_MASTER", 0) function. This forces the current server into standby mode. The
redundant server will take over the master server role if it was previously in the standby role.
Clients who do not have a preferred server configured, will automatically switch to the new
master server.
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Connection Monitoring

6.4 Providing Appropriate System Response
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Downloading and Activating PCS 7 OS Stations 7

Downloading

Procedures vary depending upon the target of the download.

Activating and Reactivating

Perform activation and reactivation in the prescribed order.

7.1 Downloading the Project to the Primary Server

1.

o~ WN

From SIMATIC Manager component view, right-click the Primary Server OS (PC Station 1),
and select PLC > Download.

Ensure that "The Entire WinCC Project" radio button is selected.
Click "OK" to download the project.
A success window is displayed. Click "OK" to acknowledge that the download has completed.

Reload the Rovisys OPC90 Server on the Primary Server. Refer to the section Bailey
Engineering Database Change Management below for details concerning the steps required
to reload the OPC90 Server on a Server station.

7.2 Downloading the Project to the Standby Server

1.

oA wWN

From SIMATIC Manager component view, right-click the Standby Server OS (PC Station 2),
and select PLC > Download.

Ensure that "The Entire WinCC Project” radio button is selected.
Click "OK" to download the project.
A success window is displayed. Click "OK" to acknowledge that the download has completed.

Reload the Rovisys OPC90 Server on the Standby Server. Refer to the section Bailey
Engineering Database Change Management below for details concerning the steps required
to reload the OPC90 Server on a Server station.

7.3 Downloading the Project to the Client Station

1.

2.

PCS 7/0pen OS Setup Guide

From SIMATIC Manager component view, right-click the Client Station OS (PC Station 3), and
select PLC > Download.

Ensure that "The Entire WinCC Project" radio button is selected.

Equipment Manual, 11/2021, A5E51387645-AA 65



Downloading and Activating PCS 7 OS Stations

7.5 Restarting an OS Server

3. Click "OK" to download the project.

4. Asuccess window is displayed. Click "OK" to acknowledge that the download has completed.

7.4 Activating Server Projects

Note

Projects can be automatically activated when the operating system starts using the AutoStart
Utility. For more information, refer to the help file within WinCC Explorer, or to FAQID: 19249315

—_

Activate the project on the primary server.
Wait four minutes for the project to fully start.
Activate the project on the backup server.

Wait four minutes for the project to fully start.

oA wWwN

Activate the project on the client.

7.5 Restarting an OS Server

Wait five minutes before reactivating the WinCC runtime of an OS Server associated with a
redundant pair to ensure that all synchronization activities will start-up properly.
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Delta Engineering 8

This section describes how to make changes to an existing project from the Engineering Station,
and then downloading those changes into the servers and client. These changes may include:

¢ Making changes to an AS program

¢ Adding or removing a station

¢ Making changes to the plant view in DBA

¢ Making changes to the project in SIMATIC Manager
¢ Making changes to the project in WinCC

8.1 Overall Steps
1. Make changes. Ensure that DBA changes have been compiled.

2. Download changes to your stations.

8.2 Making Changes to the AS Configuration

If necessary, use the appropriate Bailey or other third-party tools to make changes to AS Station
programs or hardware configurartion.
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8.4 Modifying the Project in WinCC

8.3 Making Changes to the DBA Configuration

1. If you have made changes to your AS programs or hardware configuration, make any
necessary corresponding changes to your DBA project (efor example, adding new object
instances).

2. Use DBA to make any additional changes desired, such as
— Fine-tuning of the Plant View assignments
— Renaming folders or graphic files assigned to folders

— Editing of AS Object attributes such as Symbol Names and Alarm Priorities (see DBA Help
File, section Object Attributes, for more details)

3. From DBA, select Compile. If you have made changes to any DBA Types using the Type Editor,
choose the "Entire OS" option. Otherwise, you may choose the Changes option on the
compile dialog box:

x
|:|5|

— Compile Optionz

= Entire 05
% Changes

¥ Tags and Messages
v Create/Update Block lcons
¥ Create Archive Tags

v Picture Tree

Select Al | Compile Cancel

8.4 Modifying the Project in WinCC
1. On the OS Engineering Station, start WinCC Explorer and open the OS Server project.

2. Make any new changes to the project that you need (for example, create new graphics,
modify existing graphics, etc.).

Note

All changes must be made on the OS Engineering Station to preserve the Changes Only
download. Changes made on another station cannot be downloaded to the other stations via
SIMATIC Manager. These changes would have to be downloaded manually. Changes made on
any station other than the Engineering Station will require a full download when future changes
are made.
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8.5 Downloading Changes

8.5 Downloading Changes

There are two methods to download changes:

Load Online Changes (Delta Download)

Note
Important

If you have removed objects from the Plant View in DBA and loaded online changes, and later
re-added the same object back to the Plant View in DBA, do not use Load Online Changes to
download these changes. In order for these objects to operate correctly in runtime, it is
necessary to download these changes use Full Download.

Full Download

Note

Certain changes made in DBA will require that the Full Compile method be used. You will be
warned within DBA when attempting to make such changes that a Full Compile will be
required.

8.5.1 Full Download

8.5.1.1 Downloading the Project to the Standby Server

1.

A T
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If WinCC runtime is activated on the server and you are downloading changes that add,
modify or delete any tags that are to be accessed by the OPC90 Server, deactivate the Standby
Server.

From SIMATIC Manager component view, right-click the Standby Server OS and select PLC >
Download.

Ensure that "The Entire WinCC Project” radio button is selected.
Click "OK" to download the project.
A success window is displayed. Click "OK" to acknowledge that the download has completed.

If you have downloaded changes that add, modify or delete any tags that are to be accessed
by the Rovisys OPC90 Server, reload the Rovisys OPC90 Server on the Standy Server. Refer
to the section Bailey Engineering Database Change Management below for details
concerning the steps required to reload the Rovisys OPC90 Server on a Server station.

If the download was started with the WinCC Runtime deactivated, reactivate the WinCC
runtime.

Equipment Manual, 11/2021, ASE51387645-AA 69



Delta Engineering

8.5 Downloading Changes

8.5.1.2

8.5.2

8.5.2.1

Downloading the Project to the Primary Server

1.

o v ok~ W

If you are downloading changes that add, modify or delete any tags that are to be accessed
by the OPC90 Server, deactivate the Primary Server.

From SIMATIC Manager component view, right-click the Primary Server OS (PC Station 1),
and select PLC > Download.

Ensure that "The Entire WinCC Project" radio button is selected.
Click "OK" to download the project.
A success window is displayed. Click "OK" to acknowledge that the download has completed.

If you have downloaded changes that add, modify or delete any tags that are to be accessed
by the OPC90 Server, reload the OPC90 Server on the Primary Server. Refer to the section
Bailey Engineering Database Change Management below for details concerning the steps
required to reload the OPC90 Server on a Server station.

If the download was started with the WinCC Runtime deactivated, reactivate the WinCC
runtime.

Downloading Changes

Loading Online Changes

Load Online Changes (Delta Download)

70

You can only download changes when all stations have PCS 7 activated. Unlike downloading the
entire project, you do not need to explicitly request a download to the Standby Server. The
download to the Primary Server will automatically include the Standby Server. You will not
explicitly see the changes downloaded to the Client, as this download is done in the background.

. From SIMATIC Manager component view, right-click the "Primary Server OS" (PC Station and

select PLC > Download.

Ensure that "Changes" radio button is selected.
(Note : In a redundant system, this choice is only available if both the Master and Standby are
both online.)

Click "OK" to download the changes. When downloading to redundant servers, the
configured Standby will be downloaded first).

A success window is displayed. Click "OK" to acknowledge that the download has completed.

5. Inaredundant system, the configured Master will then be downloaded and the "OK" button

will again become available once this download is complete. Select "OK" to acknowledge the
download.

For more details concerning Loading Online Changes, refer to SIMATIC Process Control System
PCS 7 V9.1 documentation.
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9.1 PCS 7/0pen OS Option V9.1

Component

Station

Eng. Sta-
tion

OS Serv-
er

OS Client

0S Sin-
gle Sta-
tion

PCS 7/0pen OS Single Station

PCS 7/0pen OS Client

PCS 7/0pen OS Server

PCS 7/0Open DBA

Customized Installation

PCS 7 DBA

PCS 7/0pen Faceplates and Symbols

PCS 7/0pen OS DBA

PCS7/0PC DBA

X | X | X|[X
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