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Preface

Purpose of the Manual

This manual describes the control and monitoring functions for Smart Communications.

Target Audience

Smart Communications engineers, protection system engineers, commissioning engineers, persons entrusted
with the setting, testing and maintenance of automation, selective protection and control equipment, and
operating personnel in electrical installation and power plants.

Scope

This manual is valid for the PowerLink device family.

Further Documentation

Manuals | E.g. Software, manuals...

N
I

Product Equipment I
information manual |

I

I

I

®  Product Information

The Product Information includes general information about device installation, technical data, limit
values for input and output modules, and conditions when preparing for operation. This document is
delivered with each device.

®  Equipment Manual
The Equipment Manual describes the functions and applications of a specific PowerLink device.
Additional Support

For questions about the system, contact your Siemens sales partner.

Customer Support Center

Our Customer Support Center provides a 24-hour service.

Siemens AG
Smart Infrastructure — Protection Automation Tel.: +49 911 2155 4466
Customer Support Center E-Mail: energy.automation@siemens.com
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Notes on Safety

This document is not a complete index of all safety measures required for operation of the equipment (module
or device). However, it comprises important information that must be followed for personal safety, as well

as to avoid material damage. Information is highlighted and illustrated as follows according to the degree of
danger:

A

DANGER

DANGER means that death or severe injury will result if the measures specified are not taken.

< Comply with all instructions, in order to avoid death or severe injuries.

A

WARNING

WARNING means that death or severe injury may result if the measures specified are not taken.

< Comply with all instructions, in order to avoid death or severe injuries.

A

CAUTION

CAUTION means that medium-severe or slight injuries can occur if the specified measures are not taken.

< Comply with all instructions, in order to avoid moderate or minor injuries.

CAUTION

3
A

ESD (Electrostatic sensitive devices) means that a device or component can be damaged by common static
charges built up on people, tools, and other non-conductors or semiconductors.

< Comply with all instructions, in order to avoid moderate or minor injuries.

NOTICE

NOTICE means that property damage can result if the measures specified are not taken.

< Comply with all instructions, in order to avoid property damage.

i 0

NOTE

Important information about the product, product handling or a certain section of the documentation
which must be given attention.

Telecommunication Products, PowerLink IP, Equipment Manual
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Selection of Used Symbols on the Device

No. Symbol Description

1

Direct current, IEC 60417, 5031

¢

Alternating current, IEC 60417, 5032

Direct and alternating current, IEC 60417, 5033

Earth (ground) terminal, IEC 60417, 5017

Protective conductor terminal, IEC 60417, 5019

Caution, risk of electric shock

Caution, risk of danger, 1ISO 7000, 0434

Protective insulation, IEC 60417, 5172, safety class Il devices

| 0| > |~ ®| |

Guideline 2002/96/EC for electrical and electronic devices

10

EAL

Guideline for the Eurasian market

11

Mandatory conformity mark for electronics and electrotechnical products in Morocco

12

@
»

Extra low voltage (ELV), IEC 60417, 5180, Safety Class Ill devices

OpenSSL

This product includes software developed by the OpenSSL Project for use in OpenSSL Toolkit (http://

www.openssl.org/).

This product includes software written by Tim Hudson (tjh@cryptsoft.com).
This product includes cryptographic software written by Eric Young (eay@cryptsoft.com).

Telecommunication Products, PowerLink IP, Equipment Manual 5
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Safety and Installation Instructions

1.1 Scope of Delivery

1.1

16

Scope of Delivery

The equipment is delivered with:

®  The Product Information with a system description and instructions for installation, commissioning and
operation, decommissioning and disposal.

®  The corresponding software package (formerly delivered on DVD) is available for download on SIOS
(Siemens Industry Online Support) platform free of charge, a registration is required.

®  Test protocols are available for download under Energy Automation Testreports

Enter BF code of device to view the requested test protocol in pdf format. The installed firmware package
version loaded into the device can be seen in the protocol.

For further details, see the information that can be found in the manual.
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Safety and Installation Instructions
1.2 Notes on Safety

1.2  Notes on Safety

PowerLink devices use the high-voltage line between transformer substations as a communication path for
data and protection signals.

Notes on Safety must be adhered to ensure personal safety and to avoid damage to property during commis-
sioning and use.

j Danger of severe personal injury or substantial damage to property

Hazardous voltages may occur in devices and modules during operation. Always observe
"

the instructions given in “Qualified Electrical Engineering Personnel” below.

Qualified Electrical Engineering Personnel

Qualified electrical engineering personnel must have up to date technical qualifications

v as electrical technicians. Only these persons may commission, use, maintain, decommis-
sion and dispose of the device according to the state of the art standards of engineering
in the high voltage power line environment.

Use as Prescribed
A The device may only be used for such applications as set out in the user instructions, and
only in combination with equipment recommended and approved by Siemens.
Correct and safe operation of the product requires adequate transportation, storage,
installation and mounting in a control cabinet, as well as appropriate use and mainte-
nance.
During operation of the equipment, it is unavoidable that certain parts will carry
dangerous voltages. Severe injury or damage to property can occur if the appropriate
measures during use are not taken:

Danger

Make sure, that the equipment is properly connected to ground at all times and mechan-
ically fixed in the rack. The device is connected through a coupling unit to the HV line. A
permanent ground connection is an essential precondition to safeguard the user against
any high voltages from the HV line.

>

Danger

>

This equipment can be supplied by and connected to different independent energy
sources. Before any maintenance work, disconnect the equipment from all energy
sources to ensure that no dangerous voltage is present.

Even after the power supply has been disconnected, hazardous voltages can still be
present within the device (capacitor storage).

Danger

To prevent the risk of possible over voltages the cable shield of the communication
cable between Line Matching Unit (LMU, AKE) and the power line carrier communication
devices (PowerLink) must be grounded on both ends.

The grounding of the cable shield must be carried out on the LMU side itself and once
again before entering the station building or a ground connection within the building in
which the PowerLink devices or any other powerline carrier communication device are
installed.

The grounding must be carried out using a connection that cannot be detached without
tools.

The grounding of the cable shields must not be removed until it is ensured that by
closing the short circuit switch on the LMU and attaching an additional grounding rod to
the HV input, the LMU is voltage-free and safely grounded.

>

Before making any connections, ground the equipment and the grounding terminal
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Safety and Installation Instructions

1.2 Notes on Safety

18

i

Note

This is a Class A device. It is intended to be operated in an industrial environment only. It
may cause harmful interference if operated in residentialllight industry environment.

i

Note

IP20: Device may only be operated in a dry location within a temperature range of -10 to
+55 degree Celsius

Note

The limit values indicated in the manual must not be exceeded; that also applies to
testing and commissioning

Telecommunication Products, PowerLink IP, Equipment Manual
C53000-H6040-C254-D, Edition 09.2023



Safety and Installation Instructions
1.3 Electrostatic Sensitive Devices

1.3 Electrostatic Sensitive Devices

NOTE

®

l This Manual is written for service and operation personnel in the high voltage power line environment.
All existing safety instructions in the environment of the user must be observed and only trained and
instructed personnel shall be allowed to work with the equipment.

A CAUTION

3
A

Electrostatic sensitive devices are protected against destruction by electrostatic charge with protective
structures at the inputs and outputs. In unfavorable cases, however, plastic floor coverings, non-conductive
work surfaces, or clothing containing artificial fibers can result in such high charges.

These charges can damage or even destroy the electrostatic sensitive devices despite the protective
networks mentioned. If a device is damaged, its reliability decreases drastically although the effects
of the damage are noticeable a long time before.

< Inorder to ensure that electrostatic charges are completely eliminated when working on the system,
comply with the following instructions in order to avoid moderate or minor damage:

< - Before carrying out any work on the system, ground yourself with a wrist strap.
< - When working on modules, always place them on a grounded conductive surface.

< - Transport modules only in suitable protective bags.

The following instruction must also be observed during installation:
®  Connect the grounding wire to the device.

®  Reduce charge of persons that handles the device (e.g. ESD shoes, shoe grounding strips or wrist strap.)
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Safety and Installation Instructions
1.4 Environmental Conditions

1.4 Environmental Conditions

< The device may only be operated in a dry and weather protected location.

&

The temperature in the room must not exceed the temperatures specified in the operating rules.

< The device can be damaged if it is not operated in accordance with the specified environmental condi-
tions.

< Provide sufficient cooling or heating (for operation conditions out of the specified limits).
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Safety and Installation Instructions

1.5 Transport, Package and Storage

1.5 Transport, Package and Storage

1.5.1  Unpacking the Device

NOTE

i 0

Devices are tested prior to delivery. The verification certificate is part of the device.

<>

R

Check the package for external transport damage. A damaged packing may indicate that the device
inside is also damaged

Unpack the device carefully.
Visually check the devices to ensure that they are in perfect mechanical condition.
Keep the packing in case the devices must be stored or transported elsewhere.

Return a damaged device to the manufacturer or dispose it correctly. A defect device may not either be
used or repaired by the user

1.5.2  Storing the Device

< The device must be stored in rooms, which are clean, dry, and dust-free. Devices or associated spare parts
must be stored at a temperature between -40° C and +70° C.

< The relative humidity must be at a level where condense water and ice are prevented from forming.

< If the device has been in storage for more than 2 years, connect it to the primary voltage source, and
operate it for 1 to 2 days. This will cause the electrolytic capacitors to form on the printed circuit board
assemblies again.

<~ When the device is reshipped ensure that the transport requirements for the selected means of transport
are met. The outer package alone is not adequate for transport purposes.
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Safety and Installation Instructions

1.6 Installation

1.6

1.6.1

1.6.2

Installation

Checking Rated Voltage

< Check the rated voltage and the electrical operating conditions using the complete order designation/the
product code. This manual contains all technical data and a description of the functions.

< Check the information provided on the name plate too.

< Make sure that the rated voltage of the device properly matches the installation conditions. You can find
the necessary information in the Technical Data chapter.

Laser Radiation Emission Warning

The device may be equipped with a class 1 hazard level laser radiation source.

All laser sources have the potential to harm eyes.

The following safety instructions must be observed during commissioning and operation:

Do not look directly into the optical fiber terminals of the active optical plug-in modules.

Do not expose users of telescopic optics.
Do not stare into the laser beam using any optical device.
De-energize the device before fiber optic cables are plugged/unplugged

Do not remove any protection plug from any fiber adaptor during operation of the device.

A I

In case that fiber cables or protection plugs are removed unintentionally:
Do not look into the fiber adaptor - stray radiation may occur.
Switch OFF device immediately.

i 0

NOTE

Laser class 1, product is in compliance with EN 60825-1 and EN 60825-2, in the case of < 62.5 ym/125 ym
optical fibers are used.

1.6.3

Fuse

N —'

i @

NOTE

CAUTION

The power supply PSPA2 is equipped with a fuse.

After operation of the fuse, parts of the equipment that remain energized might represent a hazard during
servicing.

The user may not under any conditions replace the fuse.

22
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Safety and Installation Instructions
1.7 Commissioning

1.7  Commissioning

A DANGER

< All safety notes as described must be observed.

A DANGER

<~ The cross section of the ground wire and the laying of the wire must comply with the regulations
applicable for the place of installation.

< Connect the device with a solid low-resistance to earth. Observe local installation conditions

< Connection of the Supply Voltage: The AC supply voltage is connected to the terminals PE-N-L1 (Protec-
tive Earth, Neutral, Line). In case of DC voltage the (-) is connected to the N and (+) to the L1 terminal.
The terminals are covered. The supply voltage connected must be within the specified limit values (see
technical data). These values indicated in the manual must not be exceeded in any case.

< Make sure that all front and back covers of the device are remounted upon completion of the installation.

< Turn on the Supply Voltage: switch S1 located on DMB board enables/disables the secondary voltages of
the power supply.
Down position: Off mode; LED "i" (red) lights up on the PSPA2 power supply unit(s).
Up position: On mode; LEDs +48V/-48V (green) lights up on the PSPA2 power supply unit(s).
After system startup the LEDs on DMB board will light up green.

wen
|
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Safety and Installation Instructions
1.8 Replacement of Modules

1.8 Replacement of Modules

< Before any maintenance work, disconnect the equipment from all energy sources to ensure that no
dangerous voltage is present.

Install plug-in modules on the electrically deactivated device only.
De-energize the device.

Remove the front plate from the device.

Carefully pull out the plug-in module.

Configure the jumper settings prior to installation.

Push in the new plug-in module on the inner guide as far as it is possible.
Connect the leads to the terminals.

Then check for secure attachment of the connectors.

Mount and fasten the front plate on the device.

The device shall recognize the new plug-in module.

In case you installed a new module, configure the settings of the new module in Web UL.

YRR T T T T TR S SR SN

Only qualified electrical engineering personnel is authorized to reset the hardware parameters.
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Safety and Installation Instructions
1.9 Environmental Protection Hints

1.9 Environmental Protection Hints

Disposal of Old Equipment and Batteries (Applicable only for European Union and Countries with a Recycling
System)

The disposal of our products and possible recycling of their components after decommissioning has to be
carried out by an accredited recycling company, or the products/components must be taken to applicable
collection points. Such disposal activities must comply with all local laws, guidelines and environmental
specifications of the country in which the disposal is done. For the European Union the sustainable disposal of
electronic scrap is defined in the respective regulation for "waste electrical and electronic equipment" (WEEE).

The crossed-out wheelie bin on the products, packaging and/or accompanying documents means
that used electrical and electronic products and batteries must not be mixed with normal house-
hold waste.

mmmmm According to national legislation, penalties may be charged for incorrect disposal of such
waste.

By disposing of these products correctly you will help to save valuable resources and prevent any potential
negative effects on human health and the environment.

° NOTE

l Our products and batteries must not be disposed of as household waste. For disposing batteries it is
necessary to observe the local nationallinternational directives.

Disposal of Mobile Storage Devices (e.g. USB Sticks and Memory Cards)

When disposing of/transferring mobile storage devices, using the format or delete functions only changes the
file management information and does not completely delete the data from your mobile storage device. When
disposing of or transferring a mobile storage device, Siemens strongly recommends physically destroying it

or completely deleting data from the mobile storage device by using a commercially available computer data
erasing software.

REACH/RoHS Declaration

You can find our current REACH/RoHS declarations at:

https://www.siemens.com/global/en/home/products/energy/ecotransparency/ecotransparency-down-
loads.html

NOTE

i 0

You can find more information about activities and programs to protect the climate at the EcoTransparency
website:

https://www.siemens.com/global/en/home/products/energy/ecotransparency.html
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Functional Description

2.1 System Overview

2.1

2.1.1

System Overview

PowerLink IP

PowerLink IP uses the high-voltage line between substations as a communication path for data, protection
signals and voice. This technology has two main application areas:

® asacommunications link between substations where a fiber-optic connection does not exist or would
not be economically viable and

®  asa backup system for transmitting protection signals parallel to an installed fiber-optic link.

Siemens power line carrier technology has been applied over decades, ensures extremely high standards of
transmission reliability in network protection (such as protection signals), safeguards the transmission quality,
and can easily be integrated into a wide range of communication networks. PowerLink IP has been designed
for the Ethernet / IP environments of the new digital high voltage substations and makes PLC systems today
more attractive and efficient than ever before.

Advantages at a glance

28

Proven PLC technology for the extended bandwith requirements of digital highvoltage substations

® Adaptable data rata of up to 1.5 Mbps per direction

®  Smart frequency management including efficient bandwith utilization up to 256 kHz bandwidth
®  Frequency grooming for use of non-contiguous frequency bands (notching)

® High availability with fast synchronization and automatic levelling

® Integrated TCP/IP interface optimized for Ethernet-LAN / IP traffic

®  (Cross-functional management system for all integrated services and functions based on state-of-the-art
WebUI

® |Integrated or external (via fiber-optic module) teleprotection system (optional)

®  Seamless integration into existing PLC infrastructure

Telecommunication Products, PowerLink IP, Equipment Manual
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Functional Description
2.1 System Overview

High performance

PowerLink IP offers a transmission capacity up to 1.5 Mbit/s in each transmission direction. Integrated TCP/IP
interfaces allow Ethernet-capable terminals to use the power line communication network as communication
medium.

Easy to manage

PowerLink IP not only simplifies communications, it also makes communications more cost effective. Power-
Link IP's integrated applications can be locally accessed and administered via local craft terminal and state-of-
the-art WebUl interface. This ensures higher operating security while keeping training time and costs to a
minimum.

2.1.2 DMB

2.1.2.1 Overview

The DMB (Data Modulation Board) module is the central component of PowerLink IP and consists of the
following sub-components:

e  Communication controller (COMCON)

®  PLC modem based on a digital signal processor (PLCDSP)
®  Control and data interface (CDI)

® Data and I/O interfaces

® TXand RX interfaces to PLC Modem

<—-+> COM-CON {mmm)| PpLC-
> DspReset | Modem R
pr— .(_._'

,_
-
!

Ethernet interfaces
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2.1.2.2 COMCON Communication Controller
COMCON is the central controller in the device providing the following main functionalities:
®  FEthernet/IP based communication

®  Management of the device (parameter, log-books, alarming, component monitoring, firmware update,
event recording, ...)
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Functional Description
2.1 System Overview

2.1.2.3 PLC Modem
The PLC Modem is used for following main functionalities:
®  Transmission and reception of frames to/from the partner PowerLink IP device over HV power line

®  FEC (forward error correction) to increase robustness of data transmission and to reduce the required

SNR at the receiver
®  Transmission and reception of MARC signals

®  Spectrum analyses, TX filter test, test signal generation
2.1.2.4  User Interfaces DMB

Ethernet connectors
6 Ethernet connectors on front cover:
® 1 port 100TX electrical, LCT for configuration
® 3 ports 10/100TX electrical, one of them with PoE class3
® 2 ports 100FX optical with SFP cage

LEDs
4 LEDs at front cover indicating:
®  Device Status COMCON (green/red)
®  Device Status PLCDSP (green/red)
®  Sync Status (green/red)

®  Receive Alarm (red)

Reset button

Operable through a drill hole in the front panel
Power Inhibit (Switch S1)

Up Power supply enabled
Down Power supply disabled

DIP switch to set device to default IP address. (S5.2)

Set IP address of device.

Start with default service interface IP address (192.168.20.20) and default user interface IP address
(192.168.30.20)
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Functional Description
2.1 System Overview

2.1.2.5 DMB Mechanical Design

D-

B T T TR B T

2.1.3 TFLT

2.1.3.1 Overview

The TFLT (Transmit Filter and Line Termination) module consists of two boards. Both possible amplifiers share
this common transmit filter.

Two variants are available:
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Functional Description
2.1 System Overview

®  TFLT-A + TFLT-B filter for transmit bandwidth 32 kHz up to 256 kHz
®  TFLT-C + TFLT-D filter for transmit bandwidth 4/5/8/12/16 kHz

2.1.3.2 TX Filter
The TX filter serves the following purposes:

® |solation of the power amplifier from other power amplifiers on the same line, i.e. providing high
impedance in the stop bands

®  Reduce energy content of transients (lightning, circuit breakers) from the HV line by reflecting out-of-
band spectral components

® |mprove suppression of power amplifier harmonics

Blockdiagram of TX filter
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I
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Functional Description

TFLT-C

CHC

CHD

1

1

2.1 System Overview

TFLT-D
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2.1.3.3 Line Transformer

The Line Transformer provides the interface between the HV Line (via coupling unit) and the internal

signal paths (TX-filter, RX, and measurement output). The primary side s impedance is configurable to 75

Q ground-referenced or 150 Q differential. A screen between the primary and secondary winding protects the
internal circuitry from arc-over under severe fault conditions, common-mode interference and improves high

frequency stop band attenuation.

2.1.34 RX and Measurement Path

The main constituent of the RX path is the line transformer, which provides isolation from common mode
transients from the HV line. The RX-filter comprises of high-pass filter section, a variable attenuator, a limiter

circuit and a low-pass filter section.
Block diagram of TFLT RX/Meas
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Functional Description
2.1 System Overview

Line
Transformer From TXF -40dB
| HF_MEAS
HF_OUT/IN ] [
750/150Q 7 E +

it [T ™ — —« _ ™ RX_P
— % [ — — ~ — = RX_N

' 36kHz HP 0/3/6/9dB  Limiter 500kHz LP To DMB

The RX-Filter needs not to be adjusted, it has fixed cut-off frequencies of 36 kHz and 500 kHz respectively.

2.1.3.5  TFLT Mechanical Design
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Functional Description
2.1 System Overview

2.1.4 AMP

2.1.4.1 Function of Amplifier

The AMP (Power Amplifier) module amplifies the TX signal generated by the DMB. Nominal output power is
50W sine at the PowerLink IP connector (HF_OUTI/IN).

Dynamic Control

Switching operations in the high-voltage network, in addition to climatic conditions, may cause changes

of the impedance of the high-voltage line, which affects the output current and the output voltage of the
amplifier adapted to the line. Significant deviations from the nominal impedance will overload the amplifier
and the resulting signal distortion would impair system performance. The dynamic control circuit monitors the
AMP's load and reduces output power if necessary. This condition is signaled to the DMB and also indicated by
the red alarm LED on the front.
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Functional Description
2.1 System Overview

Temperature Control

A temperature supervisor module continuously measures the temperature on the DMB. Also the temperatures
of the amplifiers are supervised, if the temperature rises above ~80°C, output power is reduced gradually up to
~92°C, where the AMP will be disconnected by the failsafe relay.

Failsafe Relay

Whenever the temperature limit of 92°C is exceeded, power supplies fail, or if commanded by the DMB, the
AMP's output will be disconnected and the TX filter will be terminated by an equivalent resistor instead. Other
PLC-devices on the same coupling unit will therefore remain undisturbed. This error condition is signaled to
the DMB and indicated by turning off the green LED.

Dual AMP (100 W)

For 100 W configuration, the output of a second AMP is added to the first AMP by means of the differential
transformer at the TFLT's input.

25 W/50 W

A reduced power mode (25 W, resp. 50 W for dual AMPs) is selectable by jumper. Overvoltagelovercurrent
limits are decreased by 3 dB to improve the dynamic headroom for counter e.m.f. due to excessive HV line
noise or other high-powered PLC devices on the same coupling unit. Both AMPs must be jumpered to the
same mode.
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Functional Description
2.1 System Overview

Block diagram of AMP

-48V +48V

i ToTFLT
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Y Relay
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Control Logic
sontrol - 19v 12V +3.3v 48V +48V
DMB PSCF2 PSPA2
2.1.5 Power Supply
2.1.5.1 The Power Supply PSPA2
The power supply PSPA2 is available in DC and AC versions.
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Functional Description
2.1 System Overview

Table 2-1 PSPA2 versions

PSPA2 version Input voltage

PSPA2-DC DC38Vto72V

PSPA2-AC AC93Vto 264V (47 Hzto 63 Hz)

DC88Vto 264V

Each power amplifier has its own power supply.

Interconnection of the Power Supplies

The principle of the voltage distribution in the system is shown in the figure below.

* +48Y
5 -d8V
) s )
— +12V
+ 48 Y
— +5Y
Power supply PSFAZ Power supply PSCF2
_— +33V
-48 Y
— =12
i A i -

- J

Figure 2-1 Interconnection of the power supplies in the PowerLink system

Enable/disable of the power supply is carried out with the switch S1 on the DMB module. The switch is behind
the front cover and controls the PSPA2 via an inhibit conductor.

2.1.6 Backplane

2.1.6.1 Overview
Main functions of the backplane:
® [nterfacing the submodules
®  Provide rear side connectors for
—  high frequency interface output HF_OUT/IN
—  TX_INITX_OUT (BNC jacks) for amplifier tests
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Functional Description

2.1.6.2 Mechanical Design

2.1.7 ALR

2.1 System Overview

[T

110- 2200 0C 4,54
18- AT,
50-1

The ALR module is required for the output of alarms to the Alarm Interface connector and for the signal
processing of the IRIG-B clock synchronization input. The allocation of the system alarms to the relays of the

ALR modules is user selectable and can be defined in WEB Ul.

Additional Adjustments

Additionally a common delay time for all relays can be adjusted in the range from 1 up to 15 sec.

Binary Inputs

The module ALR provides 2 electrically isolated inputs BI1 and BI2 with selectable input voltage levels. As
the circuits for the binary inputs comprise rectification, differential DC input signals of either polarity can be
connected. The output signals of the circuits have TTL level. Binary input BI1 is alternatively configurable as an

input for entering IRIG-B signals.
BI2 is for future use.

Pin assignment of the alarm interface connector

Table 2-2 Pinout of the ALR Module

PIN Signal Name PIN Signal Name PIN Signal Name
A1 BIT_A B1 C1

A2 B2 c2

A3 B3 c3 BI1_B

A4 B4 4
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PIN Signal Name PIN Signal Name PIN Signal Name
A5 BI2_A B5 c5

A6 B6 c6

A7 B7 c7

A8 BI2_B B8 c8

A9 B9 9

A10 B10 c10

A1 B11 1

A12 FGND B12 FGND c12 FGND

A13 B13 C13 ALA1_OUT_L
A14  [BITIN_L B14 C14 |ALA2 OUT L
A15  [BI2IN_L B15 C15 |ALA3 OUT L
A16 P5V (+5 V) B16 P5V (+5 V) C16 P5V (+5 V)
A17 GND B17 GND c17 GND

A18 P12V (+12V) B18 P12V (+12V) c18 P12V (+12V)
A19 B19 c19

A20 B20 C20

A21 ALAT_A B21 C21

A22 B22 C22

A23 B23 C23 ALA1_B

A24 B24 C24

A25 ALA2_B B25 C25

A26 B26 C26

A27 B27 c27

A28 ALA2_A B28 c28

A29 B29 c29

A30 B30 30 ALA3_B

A31 B31 C31

A32 ALA3_A B32 C32

Relay Outputs

The alarm module comprises as well 3 alarm outputs, switched by relay (K1 — K3). The 3 relays provide change
over contacts. In the standard setup the break contacts (NC) are used.
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Figure 2-2 Display and setting elements on the ALR module

2.1.8 CIB

2.1.8.1 Classic Interface Board

The CIB is a classic interface board to compress voice speech, process serial data service and transmit them via
PLC. The integration of these capabilities makes external voice or serial port converters obsolete.
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2.1 System Overview

PowerLink IP

PSPA1 PSPA2

1 Toremote.,

Communication LAM
[} i

Classic interface

y y v

Station bus

]

Protection Analog phone  [EC 101 RTU IEC 104 RTU IP phone

Figure 2-3 Classic interface

The standard SIP protocol is used in the device for initiating, maintaining, and terminating the voice communi-
cation session over IP-based protocol. The device acts as a SIP User Agent that sends or receives SIP messages
and manages SIP sessions. The two SIP endpoints located at local and remote device can communicate
without an external SIP server. A SIP user agent client (UAC) sends SIP request to the remote peer and the
remote user agent server (UAS) receives the request and returns a SIP response. For each voice port (FXS, FXO
or E&M) the SIP account is assigned by the device.

The supported features of CIB including:

42

1 * E&M (Ear and Mouth) interface for connection with PBX

1 * FXO (Foreign Exchange Office) interface for connection with PB

4 * FXS (Foreign Exchange Subscriber) interfaces for connection with telephone subscriber
4 * RS-232 interfaces with up to 115.2 Kbps for connection with RTU

Low data rate voice codec (~10 Kbps) for utilization available transmission bandwidth
Dialing mode (DTMF / Dial pulse) selection for FXO port

2 | 4 wires mode for E&M port

Voice line echo cancelation (LEC)

Voice activity detection (VAD)

DTMF transmission in RFC 2833 message

RS-232 splitter for RTU polling mode

RS-232 serial over IP for peer to peer transmission or polling by SCADA systems

Telecommunication Products, PowerLink IP, Equipment Manual
C53000-H6040-C254-D, Edition 09.2023



Functional Description
2.1 System Overview

2.1.8.2  CIB Mechanical Design

Figure 2-4 CIB Mechanical Design

Pin assignment of E&M connector

Table 2-3 Signal wiring of E&M connector
Pin Signal at RJ45 Description
S2INA input of S2-current-detector
S2INB input of S2-current-detector
3 W4IA positive phase of voice signal, input
in 4-wire-mode / unused in 2-wire-
mode
4 W2410A positive phase of voice signal,
output in 4-wire-mode/ bidirec-
tional in 2-wire-mode
Telecommunication Products, PowerLink IP, Equipment Manual 43
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Pin Signal at RJ45 Description

5 W24108B negative phase of voice signal,
output in 4-wire-mode/bidirectional
in 2-wire-mode

6 W4IB negative phase of voice signal,
input in 4-wire-mode / unused in 2-
wire-mode

7 S20UTA output of S2-switch

8 S20UTB output of S2-switch

Pin assignment of FXO connector

Table 2-4

Pin

Signal wiring of FXO connector

Signal at RJ45
n.c.

n.c.

n.c.

RING

TIP

n.c.

n.c.

0| N[ A WIN| =

n.c.

Pin assignment of FXS connector

Table 2-5

Pin

Signal wiring of FXS connector

Signal at RJ45
n.c.

n.c.

RING2

RING1

TIP1

TIP2

n.c.

0| N|OfU| A WIN| =

n.c.

Pin assignment RS-232 connector

Table 2-6

Pin

Signal wiring of RS-232 connector (Data Communication Equipment naming convention)

Signal at RJ45
CTS (out)

GND

RxD (out)

GND

TxD (in)

GND

RTR (RTS) (in)

O|N|O[n| W[N] =

GND

44
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Table 2-7 Recommended length of cable at specifical data rate
<2.4 900

4.8 300

9.6 152

19.2 15

57.6 5

115.2 <2
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2.2 PLC Modem Mode

2.2

2.2.1

2.2.2

PLC Modem Mode

Overview

The PLC Modem allows a fast and transparent Ethernet data transmission and is used for following main
functionalities:

® transmission and reception of frames to/from the partner PowerLink IP device over HV power line
®  transmission and reception of MARC signals

®  spectrum analysis, TX filter tests, test signal generation

Modulation Method

Modulation in PowerLink IP is based on windowed OFDM. The information which has to be transmitted

is divided in blocks. Then the information of 1 block is distributed to many single carriers. Each carrier is
QAM modulated. The modulation scheme ranges from QAM 4 to QAM 16,384 and is dynamically adjusted
depending on the current SNR.

; 25 carrier

AAAAAAAAAAALL | AAALAALLA AL

«—— atb=8 kHz —»

Figure 2-5 The modulation principle of the PLC Modem

Fast adaption

46

The characteristics of the transmission channel like signal/noise ratio and frequency response is not constant
with the frequency. The multicarrier method makes it possible to transmit more information at frequencies
with a high signal/noise ratio, and less (or no) information at frequencies with low signal/noise ratio.

> f

Figure 2-6 Frequency response from a transmission channel
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(M Frequency response of the line

(2) Carrier with low signal/noise ratio
(3) Carrier with high signal/noise ratio
(4) Noise level

2.2.3 Spectral Efficiency

The performance of a data transmission via power lines is defined as achievable bit rate versus bandwidth. The
unit of measurement is bit/s/Hz.

For PowerLink IP the highest possible spectral efficiency is 10.2 bit/s/Hz.
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2.2 PLC Modem Mode

SNR

BW (kHz)

Spectral efficiency

Date rate (kbps)

2.2.4

2.2.5

2.2.6

48

bit/s/Hz

50 4 10.2

40.8

51.7 8 9.68 309.8

52.5 16 9.12 145.9

50.8 32 7.92 63.4

49.4 256 6.4 1638.0

Relationship Bit Rate vs. SNR

The relation between bandwidth efficiency and signal-to-noise ratio is approximately linear. The bandwidth
efficiency may be calculated as the transmission bit rate divided by the bandwidth effectively used for PLC
transmission.The SNR at the input of a PLC receiver depends on many factors such as line attenuation, noise
and disturbance level, weather conditions etc..

Supervision of the Transmission Line

Each transmission error is recognized in the PLC modem as a block error. The block error rate is supervised
continuously serving the criteria for restart with regard to a number of subsequent erroneous blocks. This is
recognized as a loss of a correct communication signal reception in the channel and a restart is executed.

Medium Access Request Channels

The Medium Access Request Channel (MARC) signal is used to coordinate the frequency band utilization
between a PLC link and its neighboring links.

The MARC in each PLC modem is used for a robust control frame transmission to its PLC link partner (in
direction A to B) and to other PLC modems that are frequency-band-neighbors to the transmitting PLC link.
The cyclic control frame transmission via MARC is independent from the frame transmission in the modem’s
data channel (DC). The MARC signal is implemented as a FSK modulated sine signal.

MARC MARC, MARC,, MARCp

initiallband initial band

=]
-

Initial bandwidth
upper band edge
Initial bandwidth

lower band edge
Initial bandwidth

Channel of MARC
upper band edge

Channel of MARC
signal

Max. bandwidth low
signal

Lower MARC signal
band edge

channel
Initial bandwidth low

band edge
Upper MARC signal

Max. bandwidth upper
channel

band edge

Usable frequency sub-bands (the PLC modem may expand up to the given borders)
Initial freguency band (the PLC modem's minimal guaranteed bandwidth)

Notch band (frequencies must not be used by the PLC modem)

Neighbor PowerLink IP band

ompn

In a PowerLink IP communication system containing several PLC modem point-to-point connections, every
single PLC modem is uniquely defined by the nominal frequency channel of its MARC and additionally by its
transmitter identification number. Each PLC modem A is associated with a dedicated partner PLC modem B by
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2.2.7

2.2 PLC Modem Mode

means of the nominal frequency channel of MARC; and the transmitter B identification number expected by
transmitter A. Both PLC modems form a functional entity called a PLC link.
A PLC modem (e.g. device A) contains the following MARC related functional blocks:

® three MARC receivers, that follow and decode up to 3 MARC signals at a time (MARC, Rx, MARC,, Rx,
MARC,, Rx

® one MARC transmitter (MARC, Tx)
® one MARC controller (MARC, CTL)

MARC, CTL coordinates the use of the frequency resources between DC,, DC, ; and DC, neighboring in the
frequency domain by transmission of medium access request/release information.

Frequency bandwidth adaptation

A dynamic adaptation of the PLC channel bandwidth is performed automatically according to the available
frequencies of the PLC frequency band.

The frequency band adaptation is carried out by MARC, CTL and MARC; CTL independently for the trans-
mission directions A to B and B to A, respectively, as long as the used frequencies of the DC, and DCj are not
adjacent.

To maximize frequency utilization, neigboring PowerLink IP systems adjust their bandwidth so that both
systems achieve approximately the same efficiency, defined as ratio between currently possible data rate on
the line and requested data rate as configured by the user. This method is called channel spreading.

The used method for spreading the DC's spectrum inhibits an overlapping (= a contact) of the frequency bands
used by the single DCs to avoid collisions in the frequency domain.

The MARC signals are situated in preconfigured frequency channels and serve as so called “anchor channels”.
During adaption, these fixed MARC channels prevent an unlimited movement of the DCs in the frequency
band used by the PLCs.

The single MARCs have to be configured inside the initial band used by the MARC's corresponding DC. It is
recommended to set the MARC's frequency in the center of the DC's initial band.

The PowerLink IP may be operated in parallel with traditional PowerLink devices or other PLC devices in the
same substation. If other PLCs are operated in the frequency band of PowerLink IP, the reserved frequencies
can be notched out.

In this case, the other PLC devices must not be connected to the same physical line (same phase between two
line traps or AKEs) as the transmit filters still remain low impedance over the whole set bandwidth. Only in the
notched band no signal will be sent or received.

It is recommended (but not required) to set up the initial DC, band as a whole, i.e. without notches inside.

The initial band must have a contiguous "notch-free" bandwidth of minimum 4kHz.

To enable the MARC's functionality the maximum DC, bands of the neighboring PowerLink IP PLCs have to
overlap but may not reach into the initial DC, bands of their neighbors. The picture below shows a typical
configuration where the MARC functionality is used. The dark red area depicts the DC, initial band, the light
grey area the DC, maximum band and the light red area shows the actual used band. White areas are notched
frequency bands.
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MARC AL MARC A MARC AU
MARC ID 2 frequency: 160kHz MARC ID 10 frequency: 396kHz MARC ID 1 frequency: 492kHz
Current BW [101kHz : 298kHz] Initial BW [380kHz : 412kHz7] Current BW [461kHz : 499kHz]
Requested BW [99kHz : 300kHz] Maximum BW [250kHz : 479kHz] Requested BW [459kHz : 501kHz]
Planned/act BR: 633.9kbps / 631.0kbps Current BW [301kHz : 458kHz] Planned/act BR: 199.5kbps / 160.0kbps

Requested BW [299kHz : 460kHz]
Planned/act BR: 1412.5kbps / 1412.5kbps

MARC A
MARC AL MARC AU
| | | .
L
\ A-1eq f
AL -req AU -req

MARC control algorithm
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The MARC, CTL implements the following rules to perform the DC's frequency adaption:

If no lower (MARC, ) and/or upper (MARC, ;) neighbor is configured then the lower and/or upper band
edge immediately spreads to the configured maximum start/stop frequencies.

If a neighbor MARC is configured but not received for a certain time (currently 100s), then the DC's
start/stop frequency is increased/decreased to the halfway usable frequency between the MARC, and the
configured but not received MARC (MARC,, or MARC,,) or to the configured minimum/maximum band
edge, whatever is higher/lower.

If the neighboring MARC signals are correctly decoded the DC, spreads up to the current maximum/

minimum band edges of its neighbors or to the configured minimum/maximum band edge, whatever is
higher/lower.

After completing the spreading phase the optimization phase starts. During this phase the Transmit bit
rate to Desired transmit bit rate (configuration parameter) ratio of the DC, compared to its neighbor’s
bit rate ratios determines whether the DC, channel stays as it is or if it releases some bandwidth. E.g.

if the DC,’s ratio is better than its lower neighbors ratio, then the DC, releases some bandwidth on its
lower band edge. Now the DC,| is able to occupy the released frequency band and to improve its bit rate
ratio. Whereas if the upper neighbors ratio is better than the DC,'s ratio, the DC, waits until its upper

neighbor releases some bandwidth. During the bandwidth spreading/reducing process the configured
minimum/maximum and initial band edges are always maintained.

The whole process is designed to be quite slow to avoid frequent changes in the user data rates.
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2.3 Measurement

2.3.1 Signal Generator

The signal generator offers the possibility to generate test signals (sine, sweep) to check the functionality of
the HF TX and RX path within the device.

The spectral view allows measuring the spectrum of the signals present on the HV (high voltage) line.

Additional features are selectable windowing functions, zoom functions, averaging and peak-hold functions.
Two graphical cursors aid in measuring signal frequencies and signal levels.

2.3.2 Spectrum Analyzer

The spectrum analyzer shows the measured spectrum as seen during the regular operation process. This view
can be used to verify the configured frequency and level parameters and check for spectral collisions with
other services present on the HV line.
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2.4 Web Ul
2.4 Web Ul
2.4.1 WEB User interface
For commissioning, maintenance, monitoring and diagnostics of the PowerLink IP device and an integrated
SWT 3000 unit serves the web browser installed on a service device. The web browser shows secure HTML
sites (HTTPS) provided by the device s integrated webserver. The configuration of PowerLink IP respective the
iSWT is performed online.
A role based user management and a role based access control supervises the access to the device settings.
There are four main sections in the WEB User interface:
®  Device Information
e.g. installed firmware versions, logs, diagnostics
®  Commissioning
e.g. PLC modem settings, time synchronization, user and service interface
® Measurement
e.g. signal generator, spectrum analyzer
®  User Management
e.g. administration of users, change password
52 Telecommunication Products, PowerLink IP, Equipment Manual
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2.5 Monitoring

In the Web Ul you find the following items to monitor the operation of a PowerLink IP device:

Device Information
Device Information offers all device identifying information at a glance. All version numbers of assembled
hardware parts are listed as well as the version numbers of the loaded firmwares.

iSWT Event Log
The iSWT offers a non volatile event log for up to 8184 entries. All log entries are marked with date and time
information. It is possible to export the log to a file and to clear the log.

Event Log
A non volatile DMB event log is part of PowerLink IP. Up to 9999 logs marked with date and time information
can be displayed or saved to a file. It is possible to export and to clear the log.

Secure Log

Secure logs are secure trails, e.g. user log in and log off, user management etc.

Alarms

Active alarms are displayed in the head bar of Web Ul and can be viewed in the alarm log.
Alarm raise and clear event is recorded in the event log.

Four status alarm LEDs are located on the front cover (DMB board) of the PowerLink IP device.
Four alarm LEDs are located on front cover (iSWT) of device to indicate iSWT alarm.

Diagnostics Information
In the diagnostics part of Web Ul you can find information about
®  PLC modem status
®  Error statistics counter
®  Ethernetstatus
® SWT
—  Statistics counter
—  Service info

- ENT00info
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2.6 Integrated Protection Signal Transmission with integrated SWT 3000 (iSWT)

2.6

2.6.1

2.6.1.1

Operation

Integrated Protection Signal Transmission with integrated SWT
3000 (iSWT)

Overview

General Information

In the event of faults occurring in high-voltage systems the object of the high voltage network protection is to
disconnect the faulty part of the system selectively as quickly as possible. As a consequence of higher power
plant outputs and the increasingly close interconnection of high-voltage power systems, high demands are
placed on network protection systems in terms of reliability and availability. Therefore, network protection
systems with absolute selectivity need a reliable and fast transmission system for the transfer of information
between the stations.

The iSWT for teleprotection signaling offers the required maximum security and reliability together with the
shortest command transmission time. The iSWT device is integrated in the PowerLink IP system or connected
via fiber optic module and can be equipped with up to two interface modules IFC.

Modes

iSWT supports the following different protection operating modes:

Protection operating mode 3a (4 independent commands)

4 signal inputs are available in this operating mode. On the transmit side, every possible combination of signal
input is assigned to a pair of protection frequencies. On the receive side, each pair of protection frequencies

is assigned to one or more signal outputs. The commands are always transmitted coded with the application
permissive or direct tripping (selectable per iSWT device). The command codes consist of two simultaneously
transmitted trip frequencies (coded tripping).

Protection operating mode 3b (2 plus 2).
2 commands are transmitted in the fast permissive underreach transfer trip, the other 2 are transmitted in the
direct trip application and using the coded tripping (CT) feature.

Mode 7a (8 Independent Commands, 8iC)

This operation mode is available for the transmission of eight independent commands. Commands are always
transmitted coded with the application permissive or direct tripping (selectable per iSWT device).

Transmission Features

2.6.2

54

®  Frequency generation and evalution by digital signal processor
®  Burstinterferences with even greater amplitudes than the desired signal are largely suppressed
®  Noise analysis in the unused desired signaling circuits

®  Non-volatile event memory for 8184 entries.

Alternate Multi Purpose Operation (AMP)

Normal operation: PowerLink IP is working in normal operation as long as there is no protection case.
During this idle state, i.e. the high-voltage system is operating properly, the signals
of all services including the guard tone are transmitted simultaneously. The MARC of
the PLC system is used as the guard tone in this operating mode.

Protection mode: If a protection command has to be transmitted, the PLC modem mode is interrupted
briefly while the protection command is being transmitted. The protection command
can thus be transmitted with the full transmission power available.
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2.6.3 Monitoring

The monitoring functions of the device are as follows:

®  Operating voltage
All outgoing information (TX and command outputs) are blocked as long as the operating voltages of the
equipment are not within the specified ranges.

®  Switching command duration

If a switching command with a duration of > 500 ms is received, the command outputs are disabled and
an alarm is triggered. The switching command duration can be configured.

®  Guard tone failure alarm
If there is no valid command frequency present, a guard tone failure alarm is triggered after about 10 ms.

®  Transmit level monitoring
The level of the transmit amplifier is monitored.

®  Operating state
The operating state of the device is displayed on the front panel with differently colored LED.

®  Control contacts for external equipment

A floating make contact or break contact (alarm contact) is available at the device terminals for signaling
the following alarms:

—  Non-urgent alarm (NU-alarm, NUALR, or NDALR)
—  Receiver alarm (RXALR or EALR)

—  General alarm (GALR or GENALR)

The alarms are routed to the COMCON ALRS

® ASignaling module IFC-S can be installed as an option. With the aid of this module, any operation of the
local circuit can be signaled externally via an auxiliary contact.

NOTE

i 0

Only one IFC-S module can be installed in iSWT.

®  |nput pulse suppression

In order to be accepted as an input signal, commands must be applied at the input for at least 1 ms.
You can increase this minimum time to 100 ms in steps of 1 ms. The input pulse suppression can be
configured.

®  Minimum transmission duration
Each command is transmitted for at least 20 ms. The minimum transmission time can be configured.

2.6.4 Unblocking Mode

The unblocking mode is a release procedure. Short circuits on overhead lines can cause a disturbance of PLC
links. In this case, in order to warrant the release of the permissive protection device, the unblocking impulse
(t,np1) is used.

If the signal to be transmitted does not reach the other line end, the receiver recognizes a fault and emits the
unblocking impulse. The reason for the unreached signal is because a short circuit on the line causes excessive
attenuation or reflection of the signal.
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iISWT ISWT

IFC-x IFC-x

- - Rx Alarm — [CO4 1
t.mn=1ﬂm5‘tnﬂﬂﬂrn5

Figure 2-7 Principle of the Unblocking Mode

The unblocking function is activated when the time for the unblocking impulse is more than O ms (t,,, >0
ms).

2.6.5 Protection Mode

Mode 3a (4 Independent Commands)

NOTE

°®
l This mode is always transmitted in the coded tripping function.
Table 2-8 Logic Scheme for the Mode 3a
Activated Input Transmission Coded = Command Output in the Command Output in
Remote Station™ without the Remote Station
unblocking with Unblocking'

Tynps, > 02

All off fg - -

BI1 f+f, CO1 Co1

BI2 f,+f, co2 co2

BI3 f,+f, Cco3 Cco3

BI4 fo+f, CO4 CO4

BI1 +BI2 fo+ 1 CO1+CO2 CO1 +CO2

BI1 +BI3 fy+fg CO1+CO3 CO1+CO3

BI1 +Bl4 fo+ 1, CO1 +CO4 CO1 +CO4

BI2 + BI3 f,+fg CO2 +CO3 CO2 +CO3

BI2 + Bl4 fy+fg CO2 + CO4 CO2 + CO4

BI3 + Bl4 f,+fg CO3 + CO4 CO3 + CO4

BI1 + BI2 + BI3 £+ CO1+CO2+(CO3 CO1+CO2 +CO3

BI1 + BI2 + Bl4 fo+ 1, CO1+ CO2 + CO4 CO1 + CO2 + CO4

BI1 +BI3 +BI4 fo+f, CO1+CO3 +CO4 CO1+CO3 +CO4

BI2 + BI3 + Bl4 f,+f, CO2 + CO3 + CO4 CO2 + CO3 + CO4

BI1 + BI2 + BI3 + Bl4 L+ CO1+ CO2 + CO3 + CO4 CO1+CO2+CO3+CO
4

USYNC fo+f, - -
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Activated Input Transmission Coded = Command Output in the Command Output in
Remote Station® without the Remote Station
unblocking with Unblocking’

Tunbl. > 02)

- - Alarm signaling® Alarm signaling +
unblocking impulse at
RXALRZ2

DIf output allocation 1:1 is adjusted.

2If an invalid frequency or code is received, or in case of guard tone alarm: If t,,, >0, output of the
unblocking impulse (t,,, = Duration of the unblocking impulse). The unblocking pulse is distributed via the
RXALR output (ALR1-3 contact if activated in the ALR configuration).

3If an invalid frequency or code is received or in case of guard tone alarm.

NOTE

i 0

In device configurations with EN100 and IFC (Mixed mode) the first input ports are always allocated to the
pre-configured EN100 channels.

The remaining input ports (depending on the number of assigned EN100 channels) are allocated to the
input ports of IFC module in ascending order, IFC-1/IN1, IFC-1/IN2, etc.

Mode 3b (2 plus 2)

The commands 1, 2 and 1+2 are permissive tripping commands, which are always transmitted uncoded. The
commands 3, 4 and any combination with commands 3, 4 (e.g. 1+2+3+4) are direct tripping commands,
which are always transmitted coded.

The uncoded frequency level is 6 dB higher than coded frequency, because full power is used for single
frequency transmission.

The transmission time of direct tripping command is approx. 3 ms longer than permissive tripping command
in order to increase transmission security.

The mode 3b has been enhanced with the setting for fast transmission of permissive commands.

Table 2-9 Logic Scheme for the Mode 3b
Activated Input Transmission Transmission Command Output Command Output
Uncoded Coded in the Remote in the Remote
Station without Station with
Unblocking Unblocking
Tonpt, > 0

All off fy - -

BI1 f, Cco1 CO1

BI2 f, Cco2 Cco2

BIT +BI2 f, CO1 +CO2 CO1 +CO2

BI3 - fo+1, Cco3 Cco3

Bl4 - o+ 1 co4 co4

BI3 + Bl4 - fo+ 1, CO3 + CO4 CO3 + CO4

BIT +BI3 - f,+1, CO1+CO3 CO1+CO3

BI1 + Bl4 - £+ CO1 + CO4 CO1 + CO4

BIT + BI3 + Bl4 - f,+fg CO1 + CO3 + CO4 CO1 + CO3 + CO4

BIT + BI2 + BI3 - f,+f CO1 + CO2 + CO3 CO1 + CO2 + CO3

BI2 + BI3 - f,+f, CO2 +CO3 CO2 +CO3
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Transmission

Activated Input

Transmission

Command Output

Command Output

Uncoded Coded in the Remote in the Remote
Station without Station with
Unblocking Unblocking
Tunbl. > 01)
BI2 + Bl4 - f,+fg CO2 + CO4 CO2 + CO4
BI2 + BI3 + Bl4 - f,+fg CO2+CO3+C0O4 |CO2+CO3+CO4
BI1 + BI2 + Bl4 - fo+1, CO1+CO2+C0O4 |CO1+CO2+CO4
BI1 +BI2 +BI3 + BI4 |- fo+f CO1T+CO2+CO3+ [COT+CO2+CO3+
co4 Co4
USYNC - f+f, - -
- - - Alarm signaling? Alarm signaling +
unblocking impulse
at RXALR!

DIf an invalid frequency or code is received, or in case of guard tone alarm: If t ,, >0, output of the
unblocking impulse (t,,,, = Duration of the unblocking impulse). The unblocking impulse is distributed via
the RXALR output of the ALR board.

2If an invalid frequency or code is received or in case of guard tone alarm.

Mode 7a (8 Independent Commands, 8iC)

This operation mode is available for the transmission of eight independent commands. Commands are always
transmitted coded with the application permissive or direct tripping (selectable). There are 255 command
combinations. Every possible combination of signal input is assigned to a protection frequency and are
defined as code number (Cxxx) in below table:

Table 2-10 Code number definition for all signal inputs

codeno. BI8 BI7 BI6 BIS Bl4 BI3 BI2 BI1
1 - - - - - - - X

2 - - - - - - X
c3 - - - - - - X X
c4 - - - - - X - -

C254 X X X X X X X -
€255 X X X X X X X X
C256 USYNC

Required Frequency Bandwidth

mode frequency range

mode3a/3b with VF1_CT_PL 365 Hz ~ 2615 Hz
mode7a with VF40_CT_PL 505 Hz ~ 3789 Hz

Command Duration

The single command applied at the device input is transmitted for at least 20 ms. The next command is then

transmitted, or the same command is continuously transmitted if no other command input active.

If next command input is active at same time or within the time interval of 2 ms, the transmit signal is shifted
to the frequency corresponding to this input combination. Otherwise, the next command will be transmitted
after minimal transmission duration.
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BI1 Bl1 BI1 |
2 1) an
BI2 BI2 | BI2 |
20ms > 20ms 20ms »< 20ms
fg
Szj’ﬁ P 2m

BO1 [ BO1 | [ BO1 \

BO2 [ BO2 | \ BO2

Figure 2-8 Permissive Command 142 Transmission

Table 2-11 Command Transmission Timeline Description

Timeline Description

t1 BI1 active, start transmission of command 1.

t2 BI2 active within time interval 2 ms, switch to transmit command combination of 1+2,
BO1+2 active after command transmission time.

t3 Transmission duration time-out, BO1+2 inactive after command transmission.

t4 BI1 active, start transmission of command 1.

t5 BI2 active after time interval 2 ms, continue transmission of command 1.

t6 Transmission duration time-out, switch to transmit command 2, BO1 inactive after
command transmission.

t7 Transmission duration time-out, BO2 inactive after command transmission, switch to
transmit guard command.

It is possible to enable fast transmission of permissive command for mode 3b with additional setting as below:

®  "BI1+2 interrupt single command BI1 or BI2 without delay” is enabled. Permissive command 1 or 2
transmission can switch to input combination 1+2 without waiting for minimal transmission duration

time-out.

®  Transmission duration for permissive command is set to 15 ms. Permissive command is transmitted for at
least 15 ms.

®  Pulse suppression for permissive command is set to 0 ms. Permissive command input is accepted without
additional delay by suppression timer.
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2.6.6

2.6.6.1

60

ao @ @ @

BI1 Bl \ BI |
© ® @
BI2 BI2 | BI2
< 15ms < 15ms < 15ms
[fg [ f3 fg [ f1 ] f3 27 fg |
2ms <£2m
BO1 \ BO1 | \ BO1 |
BO2 \ BO2 \ \ BO2 |
Figure 2-9 Fast Transmission of Permissive Command 1+2
Table 2-12 Fast Command Transmission Timeline Description
Timeline Description
t1 BI1 active, start transmission of command 1.
t2 BI2 active within time interval 2 ms, switch to transmit command combination of 1+2,
BO1+2 active after command transmission time.

t3 Transmission duration time-out, BO1+2 inactive after command transmission.
t4 BI1 active, start transmission of command 1, BO1 active after command transmission.
t5 BI2 active after time interval 2 ms, switch to transmit command combination of 1+2,

BO2 active after command transmission.

t6 Transmission duration time-out, switch to transmit command 2, BO1 inactive after
command transmission.

t7 BI2 inactive, switch to transmit guard command, BO2 inactive after command transmis-
sion, switch to transmit guard command.

The PU4 Module

Overview

The Processing Unit PU4 is the central control module of the integrated SWT 3000 unit.
The protection commands are given to iSWT via an interface module IFC-D or IFC-P and/or an EN100 module.

At the transmit side, PU4 converts protection commands or commands at digital transmission lines given from
the IFC-x or the EN100 interface into tones of a defined frequency.

If the PU4 and the IFC modules are integrated in the PowerLink IP unit, the frequencies are forwarded directly
to the DMB module via the SSl interface without D/A - A/D conversion.

At the receive side, the incoming commands are received in the PU4 module.
These commands are converted into one of the following cases:

®  Binary protection commands, and forwarded to the IFC-D/P module for command output.
®  GOOSE command and forwarded to EN100 module for command output

Apart from coding and decoding of protection commands, the PU4 also performs various monitoring func-
tions.

For example, the receive and transmit levels are fed via measuring points to the PU4 where they are compared
with the permissible values. If these levels are not reached, the PU4 activates an alarm. In the normal working
operation, that is, if there is no protection command transmitted, the MARC signal is sent to the remote
station instead of the guard signal. The level of the guard signal from the PU4 is evaluated and causes an
alarm, if the level decreases.
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Loss of a wanted signal (command or guard tone) triggers a receive alarm at the receive side and causes the
IFC relay outputs of iSWT to block. This alarm state can only be canceled by receiving the guard signal again.
When the unit is started, a self-test is carried out. A watchdog also monitors the functionality of the internal
Digital Signal Processor (DSP). If there are failures, the transmitter output and the relay outputs of the unit are
blocked. An overview of the functional units of the PU4 is shown in the following diagram:

PowerLink
iSWT BU4 DMB | +}— _l
/ Y
| R,
T 1T 4 Service PC
""" 1
i iq—h LIA :55'
1 l___'i
i i 4o iLAN
“+— |
i .
i b
LRSI —+—
afmmiliez | ar |l
T i
5 »1EN100 i
| (For IEC 61850) !
S > i -] PS “

Functional Units

The PU4 module consists of the following functional units:
® [nternal power supply

®  Controller

® Analog line interfaces with digital signal processor

®  Ethernet EN100 module (optional)

Internal Power Supply

The internal power supply generates the voltages needed on the module that are not fed externally:
®  Supply voltages for the analog line interface

®  Switched 12 V supply voltage for the relays on the IFC modules

The 12 V operating voltage for the IFC modules can be switched from the controller and allows selective
disabling of the output relays. The operating voltages on the module are monitored. Loss of a voltage
generates a reset and an alarm on the module.
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2.6.6.4  Control and Display Elements of the PU4 Module

Control and display elements are mounted on the module. The front panel covers some of them.

Figure 2-10

00 NO U A WN =

e S Ve )
N = O

Position of Jumpers, Input and Signaling Elements on the PU4 Module

S2: Power ON/OFF

LED OK/BGAL

LED Status Interface LID-2 (for PowerLink 100)
LED Status Interface LID-1 (for PowerLink 100)
LED Status Interface LIA

S1: Reset button

S3(3.1t03.4)

DLE connector (for PowerLink 100)

DLE connector (for PowerLink 100)

IFC module connector

LCT: Service Interface (USB)

NMS: Ethernet Interface

®  The 2-color LIA LED is needed for displaying the status of the LIA. The following states can be displayed:

Table 2-13

Significance of the LIA LED Displays

State Significance

Off LIA is not configured

Red static LIA is not ready for operation (for example, primary path receiver alarm)
Red flashing LIA is only operational to a limited extent

Green static LIA is working correctly and used as main path.

The 2-color OK/IBGAL LED is needed for displaying the PU4 module status. The following states can be

displayed:
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Table 2-14 Significance of the OK/BGAL LED Displays

State Significance

Off Power supply is disconnected or faulty

Red static Module is not ready for operation
Red flashing General alarm active. Module is only operational to a limited extent

Green static Normal operation

Green slow flashing Test operation
Green fast flashing Ethernet port of PU4 is not ready for operation

Event Memory and Real-Time Clock

Protection commands and alarms are provided with time and date and a registration number before they are
entered in the event memory. Up to 8184 entries with a time resolution of Tms are possible. They are read out
by the Web Ul and this is also possible from the remote station by means of Remote Monitoring. The following
events are entered:

®  |ncoming protection commands from IFC-D/P and EN100
®  Qutgoing protection commands to IFC-D/P and EN100

®  Detected alarms

®  Program restart

® Changing date and/or time

® (Changing the configuration

In case of an overflow the oldest entry in the event memory is overwritten.

The real-time clock supplies the time marker for the particular entries. It is possible to synchronize the local
time with an external signal (SYNC). The synchronizing pulse is fed into the iSWT unit via a surge-proof,
floating signal input on the alarm module ALR. Synchronization can be configured in minute or hourly
intervals with the positive or negative edge of the pulse.

The external SYNC pulse is recognized by the PU4 controller of the iSWT and processed. The evaluation of the
rising or falling pulse edge can be parameterized.

The local sync pulse must be received within a one minute or a one hour interval via signal input USYNC. Clock
synchronization can be done when:

® second > 35 (time is set to xx:xx:59.99) or
® second < 25 (time is set to xx:xx:00.00)

With the ALR module the clock synchronization is also possible with IRIG-B message.

The clock module is buffered so that no data is lost in the event of a power failure (data retained for about 2
hours without supply voltage).

The Interface Modules IFC

General Information

The interface module IFC is used for communication between protection equipment and the iSWT. The
following versions are available:

®  Module IFC-D Heavy duty version (Interface Command Direct tripping)
®  Module IFC-P Normal version (Interface Command Permissive tripping)

®  Module IFC-S Signaling (Interface Command Signaling)
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IFC Module Equipment in integrated SWT 3000 systems

For an integrated SWT 3000 unit in PowerLink you can insert up to 2 IFC-D or IFC-P modules into the module
slots IFC-1 and IFC-2 of the PowerLink subrack. Slot IFC-2 alternatively can be equipped with an IFC-S module.

2.6.7.2 Description of Operation

Overview

IFC-D The IFC-D module has 4 binary inputs for receiving contact information from the protection
devices. Up to 4 circuit breaker coils can also be operated with this module. It is thus possible
to implement the trigger commands directly from a distant station, for example, without
a protection device. This module is preferably used for direct tripping mode but the use in
protection systems with permissive tripping is also possible.

IFC-P The IFC-P module is preferably used in protection systems with permissive tripping. When
observing the maximum switching current of the relays, direct tripping of circuit breaker
coils is also possible (refer to Technical Data). There are similarly 4 binary inputs and
4 command contact outputs available. The contact rating of the output relays is lower
compared to the IFC-D module but operating times are shorter. IFC-D and IFC-P modules are
pin-compatible.

IFC-S The IFC-S is used for signaling. Each command input as well as each command output in the
corresponding IFC-D/P is activating a relay on the IFC-S.

The IFC-S module is used for:

®  Signaling commands that are entered (binary inputs)

®  Signaling commands that are output (binary output)

Connection Principle

PR IFC-D/P BI1
U=24Vto250V

|
®—I| = Sam []xss o [ |

4A1

T T
i I
5 !
I Inputs 2 - 4 !
i nputs \I
|

| |
v v

Figure 2-11 Basic Connection of IFC-D or IFC-P Modules

*) Setting the rated DC voltage 24 V, 48 VI60 V, 110V, 250 V

IFC-D/P Bl 1 IFC Binary Input 1

PR Protection Relay

3A1-4A1 Terminals Binary Input 1

F Fuse
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NOTE

i @

Each interface needs its own shielded, twisted wire cable.

The binary Input cabeling shall not run in parallel with other power supply or heavy load cables.

FGND

Figure 2-12

Figure 2-13

M

twisted wire

cable shield FGND

Shielded twisted wire cable

Signaling elements and DIL-switches of the IFC module, e.g. IFC-D

LED H1 to H4 (red): activated outputs
LED H5 to H8 (green): activated inputs

2) Test Operation Display (H10)
3) S2: IFC Slot Address Selection (S2.1, S2.2) and PU3 / PU4 switch:
S2.3: closed/down - PU3
S2.3: openlup - PU4
(4) Jumpers X43 to X58
(5) Operating LED (H9)
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OlVI—903H
9LVl —903aH

8/69
HEOB6—1A16
2/69

Figure 2-14 IFC-P Module

IFC-{x] . PU4
signal outputs
5 TMUX
Bl1..4 BI1...4_| IFCPIC PU4CON
y S (Controller) (Controller)
[ test - 8
5 1input I ]
° .
2 output ® P TPIbUS
s signaling
| ~(.)
interf 3
user interface % Type definition TYPE _ |
C address
a signal outputs decoder
©
- BOT..4 CS.N
__________________________ MCLR_N
BOS5...8 N
l [
P12_R_ON
output
signaling ® P12.R
P12 R|,. ISV_IFC P5
(internal power [«
_____ supply)
| Option | L GND

Figure 2-15 Block Diagram of IFC Modules

TPi-Bus Internal bus

MUX Multiplexer

ISV_IFC Internal power supply IFC
P12_R 12-V supply voltage for relays
P5 5-V supply voltage
P12_R_ON 12-V supply voltage available

2.6.7.3 Controller

A controller is used on all IFC interface modules for the following functions:
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®  Control of the data traffic from/to the PU4

®  Sampling the signal inputs 1 to 4 and triggering an interrupt at the PU4 in case of changes.
®  Switching the command relays via the signal outputs.

®  Supervision functions

The controller is connected to the PU4 controller via an internal bus.

Slot and Module Identifier

The new IFC modules can also communicate with the old TPi-Bus (PU3). For this purpose, no additional signal
from PU4CON (PU4 controller) can be used for IFC addressing.
A DIP switch S2 is added to each IFC module to indicate its slot address.

PU4 IFC-[x]-1 to 4
PU4CON b5 S2
(Controller)
i
IFC_SLOT_N
> CS_N N
Address d IFCPIC
IFC_CS1_N R decoder MCLR_N | (Controller)
IFC_CS2_N

Figure 2-16  IFC Addressing Used for SWT 3000

Table 2-15 Function of S2 Switch

Switch Function

S2.1 IFC slot address selection

S2.2 IFC slot address selection

S2.3 PU3 or PU4 selection (only PU4 is supported in PowerLink IP)
S2.4 Not connected

For PU4 the IFC slot address is configured by changing the state of DIL switches, and it is independent of the
position where it is located. The 4 slot addresses are mapped into different switching states.

Table 2-16 IFC Slot Address

Selection S2.1 Position S2.2 Position
IFC-1 Open = up position = OFF Open = up position = OFF
IFC-2 Close = down position = ON Open = up position = OFF

Signal Acquisition via Binary Inputs

If the binary inputs (BI1 to Bl4) of the module detect a signal, an interrupt request is sent to the PU4. The IFC
module is connected to the PU4 via a ribbon cable via connector X3 at the front. If an interrupt is detected,
PU4 can read the status of the binary inputs.

In order to suppress interference pulses, a signal must be applied to the binary input for at least 1 ms before
the interrupt request is sent. The following figure shows the block diagram of a binary input:
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/ n=nl I AV

vl L

Q) ) )

Figure 2-17 Binary Inputs of Modules IFC-D and IFC-P

) Protective circuit
The protective circuit provides the required security against destruction and interference.
(2) Setting of the input rated voltage

You can set the input rated voltage to the values DC 24 V, DC48/60 V, DC 110 V and DC 250 V
with the jumpers X43 to X58. The operating point is at 80 % of the selected voltage.

Refer to Chapter Jumper Settings for the IFC Modules for more details

3) Rectifier
Rectification ensures that the input signal is polarity-neutral.
4) Optocoupler

The optocoupler isolates the input circuit electrically from the electronic system.

2.6.7.6  Signal Output from the IFC-D/P Module

If there is an IFC-D module, the commands from the remote station are distributed via the relays K1 to K4. If
there is an IFC-P module, the commands from the remote station are distributed via the relays K13 to K16.
Compared with the IFC-P module, the relays of the IFC-D module are slower but they can switch more power.

P12_R I_ITI_! IA !_I“I_l J_

DO K1/K13
D4 GND

L’HIAUJJJ_

D1 K2/K14
D5 GND

L’HIAUJJJ_

D2 K3/K15
D6 GND

L’HIAUJJJ_

D3 K4/K16
D7 GND

Figure 2-18 Block Diagram of the Output Circuit of IFC-D/P

K1 - K4 Output Relays of Module IFC-D
K13 -K16 Output Relays of Module IFC-P
DO -D7 Operation of the IFCx Controller

The following security systems are incorporated for sending commands without interference:
®  PU4 must enable the supply voltage P12_R

®  Relays are operated on a 2-pole basis
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2.6.7.7 Signal Output from IFC-S Module
The messages are transmitted via the relays K5 to K12. These relays are identical with those relays on the
IFC-D module. For 7 relays, one change-over contact per relay is brought out. The contact of relay K5 can be
used as a make contact or break contact with jumper X42. All 8 signal relay contacts have a common root
(3A1).
The PU4 must enable the excitation voltage P12_R of the relay coils.
P12 R | i [ oo
| I |
@ 1
DO GND
| i [ e
| I |
@ 1
D1 GND
|
|
|
|
| i [ e
| L N
K12
D7 GND
Figure 2-19 Block Diagram of the Output Circuit of IFC-S
2.6.7.8 Pinout of the IFC-x Module
The interface modules must be connected from the protective relay to the connector X1 (modular terminal
block). The cable cross section must be up to 1.5 mm?2. Minimum 2 cables must be tied immediately at the
terminals.
IFC-D/IP IFC-S
1 3
ool BI1|BI12 | BI3|BI4 K5 |K6 |K8 |K7
4A BB BB olo|p
(1919,
3 =)
o]
3A BB BB CR 1313
(199,
1 3
ool AN
24| o] [®l[o]®
(199,
1 3 7 7 7 7
2 L
1A BB BB v [v |o
CO1|CO2(Cc0o3|CO4 K9 |K10[K11[K12
(199,
Figure 2-20 Pinout of the IFC-x Modules
IFC-D Interface module direct tripping
IFC-P Interface module permissive tripping
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IFC-S Interface module signaling

CR Common root of relays K5 to K12

1A to 4A Modular terminal block

BI1 toBI4  Binary inputs 1 to 4

CO1 to CO4 Command outputs 1 to 4

K5 to K8 Signaling of the binary inputs 1 to 4

K9 to K12  Signaling of the command outputs 1 to 4

2.6.7.9 Block Diagrams of IFC Modules

IFC-D Module
VvCC
1@ Controller MUX \
= {>° P12_R Ek | u
3 S1_1
14 H5
d vee Test
$
15 \
i 1 ;/l
1 s1.2
12 H6
:Ilg X573 X514 X50! X49
T Test I 03A3
T T YN
ke \ V@ BI3
> 7] N 04A3
Z Lg—l $1.3
4 H7
gg [x58 ¢ X540 X53, Xx52
L/ Test I 03A4
-4 T ViN
X41 \ '@ Bl4
ﬂ iy 4A4
% S1_4
H8 .
Test

P12_R
DO DO
D1 1A1
D2
os I f{{ ' L K1
D4
DS D4 2A1
D6
D7

P12_R

P12_R_ON m}_ﬂ i &KZ O 1a2
_aZle D5 LXLO 2A2
:77 H3
11 Ha P12_R
P12_R ;fc Z | 2 % ’—"XZG* O 1a3

IFC P12_R
ISV —
D6

P12_R
D3
1A4
..... K4
D7 2A4

Figure 2-21 Block Diagram of the IFC-D Module
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2 P12_R éﬂl
1 4 " S1_1
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Figure 2-22 Block Diagram of the IFC-P Module
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The Ethernet EN100 module enables the integration of SWT 3000 into 100-Mbit communication networks.
These networks are used by process control, automation systems, and communications systems with the
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Figure 2-23 Block Diagram of the IFC-S Module
2.6.8 Ethernet EN100 Module
2.6.8.1 Ethernet EN100 Module Functionality
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2.6 Integrated Protection Signal Transmission with integrated SWT 3000 (iSWT)

protocols according to IEC 61850 standard (International Electrotechnical Commission). This standard permits
uniform communication of the devices without gateways and protocol converters.

With 2 RJ45 connectors or with 2 Duplex-LC interfaces for a 1300-nm fiber-optic connection, 2 module types
are available.

The following figures show the mechanical design of the EN1T00 module with electrical interfaces and fiber-
optic interfaces for internal installation:

Figure 2-24 EN100 Module with Ethernet Interfaces (RJ45) for internal Installation
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2.6 Integrated Protection Signal Transmission with integrated SWT 3000 (iSWT)

2.6.8.2

Figure 2-25 EN100 Module with Duplex-LC Interfaces for internal Installation

The preceding modules can be used in the integrated SWT 3000 device and are mounted on the solder side of
the PU4 module via connector. These modules are connected electrically to the PU4 module via a D-sub plug
connection and screwed to the PU4 module and device front panel.

The physical interface is always duplicated to permit redundant structures. One of the 2 interfaces is always
active while the other interface is monitored passively. If a fault occurs on the active interface, switchover to
the other interface is performed in a matter of milliseconds.

Both Ethernet connectors of the module with RJ45 interfaces and also the fiber-optic module interfaces are

accessible from the front of the device. The fiber-optic version of the module comprises the entire function-
ality of the module with the electrical interfaces.

IEC 61850 Application Mode for integrated SWT 3000

GGIO Mode

74

The binary command input and output of integrated SWT 3000 are mapped one-to-one onto the standard-
compliant object GGIO LN in IEC 61850. The parameterization of IEC 61850 is performed using the System
Configurator (e.g. DIGSI). After importing SWT 3000 ICD file into System Configurator, it is possible to estab-
lish a GOOSE command mapping between protection relay and iSWT device. iSWT is realized as IEC 61850
GGIO gateway, it exchanges up to 8 1/O points between substations. On transmitting side, iSWT receives
GOOSE message from protection relay and re-codes to own special communication protocol. On the receiving
side, iSWT recreates GOOSE message and sends to protection relay. The IEC 61850 protocol is implemented in
Ethernet EN100 module.

In GGIO mode, the border of the IEC 61850 world is iSWT. That means no IEC 61850 related auxiliary data, like
quality data, are transferred to the remote side. The GOOSE command is transmitted as long as the command
input is active if the input command limit time is set to zero. For integrated SWT 3000 with alternative
multi-purpose operation, the GOOSE command is only transferred for the input limit time.
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iSWT in PowerLink IP offers EN100 and IFC interfaces in mode 3a for up to 4 commands, mode 3b for 2 plus 2
commands and mode 7a for 8 commands.

IEC 61850 Logical Nodes Parameters for integrated SWT 3000 Teleprotection with EN100 GOOSE Communication

According to the IEC 61850 model logical nodes are the building blocks of an Intelligent Electronic device
(IED). A Logical Node (LN) represents the function within a physical device; it performs some operations for
that function and is object defined by its data and methods. The users view of the logical nodes is the ICD file
of the iSWT. A fixed set of ICD files is provided for iSWT.

Since the iISWT related settings (communication interfaces, CMD timers) are configured via Web Ul and thus
‘outside’ the IEC61850 world only a minimal set of Logical Node (LN) according to the IEC61850 model is used
for the teleprotection signaling with EN100 GOOSE communication and for supervision.

2.6.9 Fiber Optic Connection

2.6.9.1 Overview

With the integrated Fiber Optic Module (FOM), it is possible to connect an external SWT 3000 to the Power-
Link IP system via fiber-optic cables.

SWT 3000 PowerLink IP
Slot PU4 Slot FOx Slot FOx
PU4 FOM FOM DMB
<3 km
> ] o = o - ]

Figure 2-26  SWT 3000

The SWT 3000 is connected via fiber-optic cables (for each transmission direction one fiber) to the PowerLink
IP. The functionality of SWT 3000 is like an integrated SWT 3000 (iSWT). The programming and configuration
of the SWT 3000 is in this case only possible via PowerLink IP Web Ul. Only one SWT 3000 can be connected
via fiber-optic cables (iISWT-1). The FOM in PowerLink IP is installed in the slot of the PU4.

The main transmission path of the SWT 3000 via fiber-optic cable is the PLC connection of the PowerLink IP via
high-voltage line. You can connect a digital alternative path to the SWT 3000 as follows:

® Direct electrical connection to the remote SWT 3000 device

®  Optical connection via a second FOM

The S6 pilot wire for the switchover in the Alternate Multi-Purpose (AMP) operation is transmitted from the
FOM to PowerLink IP.

Fiber-optic module Small Form-factor Pluggable (SFP) module

Fiber type Multi-mode with modules using 850-nm wavelength, single-mode with modules
using 1300-nm wavelength

Wavelength 850 nm or 1300 nm

Optical connector LC-connector

Range Up to 2 km at 850 nm (depending on the attenuation of the fiber)
No minimum attenuation limit for 1300 nm

2 X LED Tx-Alarm and Rx-Alarm (Rx + F6 Supervision-Alarm)
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2.6 Integrated Protection Signal Transmission with integrated SWT 3000 (iSWT)

2.6.9.2 FOM

The FOM can be used for a connection of the stand-alone SWT 3000 to PowerLink IP or a digital FO transmis-

sion path between stand-alone SWT 3000 devices.
On the FOM, no jumper settings are required.

L]
.

@

T
®

Figure 2-27 Position of the LEDs on the FOM

@) LED H4 to H9: Diagnosis
(2) LED H3 Rx-Alarm

(3) LED H2 Tx-Alarm

4) Programming Interface
(5) LED H1: FPGA Readiness

Table 2-17 Signification of the Alarm LEDs on the FOM

LED LED Indication when Lighted
H1 red FPGA not ready
H2 red Tx-Alarm
F6 supervisory alarm
H3 red Rx-Alarm
H4 yellow ILAN high
H5 yellow BUF alarm

Buffer overflow or under run

Source: Supervisory circuit of FPGA

H6 yellow MOD-alarm

Modulation alarm, carrier frequency at the optical receiver not detected

H7 yellow COM-alarm

Communication alarm at the electrical interface

H8 yellow SFP_LOS

Loss of signal

The received optical power is below the receiver sensitivity

H9 yellow S6 asserted
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2.7 IEC 61850

2.7.1 Overview

IEC 61850 defines the communication interfaces between intelligent electronic devices (IEDs) for receiving or
sending data control from or to an external source, exchange information between IEDs in the substation via
Ethernet communication.

Substation control center reads the inventory data or health status of running devices via MMS (Manufac-
turing Message Specification) communication protocol. The generic substation event (GOOSE) provides the
peer-to-peer information exchange between input / output data values of IEDs. The protection commands are
transmitted over GOOSE message between protection device and telecommunication (telecom) products.

IEC 61850-90-1 defines the standard for protection command exchange between substations. The telecom
products are used as IEC 61850 gateway to transmit GOOSE commands to remote stations via different
communication media (e.g., Power line carrier or SDH network).

In the IEC 61850 parameterization workflow following 3 roles are defined:

®  SIPROTEC Expert
Responsible for the parameterization of the SIPROTEC2 device using DIGSI software.

® |EC 61850 Substation Planner

Responsible for the configuration of the IEC 61850 Station using IEC 61850 System Configurator. The
tasks assigned are: Add IEC 61850 device, network setting, GOOSE mapping etc.

® Telecomm Product Expert
Responsible for the parameterization of the telecom products device using PowerSys, MergeTool and
device Web Ul. The tasks assigned are: Generate BIN / CFG file, import BIN / CFG file and configure
telecommunication devices.

Siprotec Expert IEC 61850 Substation Planner Telecomm Products Expert

ifd

Siprotec SCD scd |
device (Station ) edibd MergeTool

A

Program fo
device

Add device fo station
IEC 61850 Sysiem Para bin file Pre-config file
DIGSI Configurator
Update parameter sets (DIGSI)
[ [ [
. . .
Add ._|prc>tec Add IEQEISSO Select ICD files with r!umber of PowerSys Web Ul
device Station commands required
T Program fo
IECE1850Bdition-1 7T : device
| JECEIES0Eaifiony T '": Y Y
. SWT 3000 PowerLink IP
D D cD D : (EN100) {wio EN100)

PWL SWT SWT SWT

The IEC 61850 function are supported in two modules:

® ENT00 module

If iISWT enabled, the IEC 61850 are provided by EN100 module and enabled in Web Ul > iSWT 3000 >
System.
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® DMB module
If iISWT not enabled, the IEC 61850 function are provided by DMB module and enabled in Web Ul >

Configuration > IEC 61850. Note: GOOSE command transmission and redundancy protocol (PRP, RSTP)
are not supported in DMB module. Only MMS connection to substation control center is supported.

LN PWL ITPC - Communication Interface

Table 2-18 LN: PWL_ITPC - Communication Interface

ITPC class

Data object Common data |Explanation T |M/O
Name class
LNName Name composed of the class name, the LN-Prefix and LN-
Instance- ID according to IEC 61850-7-2
Data objects
EEHealth ENS External equipment health. (0]
It reflects the alarm status of the PowerLink IP device. Possible
values:
1: Ok (Green) no alarms active
2: Warning (Yellow) only none urgent alarms active
3: Alarm (Red) at least one urgent alarm is active
Status information
AlarmGen SPS Device general alarm TRUE: (Alarm is active) (0]
AlarmNU SPS Device non-urgent alarm TRUE: (Alarm is active) (0}
AlarmRx SPS Device receive alarm TRUE: (Alarm is active) (0]
LosSig SPS Alarm situation: No signal received, indicates a channel problem 0]
of analog communication.
Possible values:
TRUE: RX alarm is active.
FALSE: RX alarm is inactive.
LosSyn SPS Alarm situation: Loss of synchronism of PLC modem (0]

Indicates that there is no synchronization between the trans-
mitter and the receiver, i.e., no communication is possible.

TxCmdCnt1 INS For diagnostics: Transmitted command 1 counters. (0]
TxCmdCnt2 INS For diagnostics: Transmitted command 2 counters. (0]
TxCmdCnt3 INS For diagnostics: Transmitted command 3 counters. ]
TxCmdCnt4 INS For diagnostics: Transmitted command 4 counters. (0]
TxCmdCnt5 INS For diagnostics: Transmitted command 5 counters. (0]
TxCmdCnt6 INS For diagnostics: Transmitted command 6 counters. ]
TxCmdCnt7 INS For diagnostics: Transmitted command 7 counters. (0]
TxCmdCnt8 INS For diagnostics: Transmitted command 8 counters. (0]
RxCmdCnt1 INS For diagnostics: Received command 1 counters. ]
RxCmdCnt2 INS For diagnostics: Received command 2 counters. (0]
RxCmdCnt3 INS For diagnostics: Received command 3 counters. (0]
RxCmdCnt4 INS For diagnostics: Received command 4 counters. ]
RxCmdCnt5 INS For diagnostics: Received command 5 counters. (0]
RxCmdCnt6 INS For diagnostics: Received command 6 counters. (0]
RxCmdCnt7 INS For diagnostics: Received command 7 counters. ]
RxCmdCnt8 INS For diagnostics: Received command 8 counters. (0]
NumTxCmd INS Numbers of used transmit GOOSE commands. (0]
Possible values: 0...8
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2.7 IEC 61850

ITPC class

NumRxCmd INS Numbers of used binary receive GOOSE commands. 0
Possible values: 0...8
TpcTxMod ENS Teleprotection application mode in Transmit direction for each 0]
command.
Possible values:
0: Direct tripping
1: Permissive tripping
TpcRxMod ENS Teleprotection application mode in Receive direction for each 0]
command.
Possible values:
0: Direct tripping
1: Permissive tripping
Measured values
FerCh MV Frame error rate of PLC modem communication channel. 0]
CarlLev MV Power of received signal (in dB) of PLC modem. 0
SigNsRat MV Signal to noise ratio (in dB) of PLC modem. 0

LN PWL RFLO - Fault Locator

The fault locator RFLO LN is used to report fault location and impedance for condition monitoring.

Table 2-19

LN: PWL_RFLO - Fault locator

RFLO class

Data object Common data |Explanation T |M/O
Name class
LNName The name shall be composed of the class name, the LN-Prefix

and LN- Instance-ID according to IEC 61850-7-2, Clause 22.
Data objects
Status information
FltAlarm SPS Line fault alarm is active (TRUE) 0
OpCntRs INS Detected line fault counter 0
Measured values
FltDiskm MV Fault distance in km M
FltZ MV Fault impedance in relative percentage 0]
RefLevel MV Fault reflection level in dB 0]

LN SWT ITPC - Communication Interface

Table 2-20

LN: SWT_ITPC - Communication Interface

ITPC class

Data object Name |Common data |Explanation T |M/O
class
LNName Name composed of the class name, the LN-Prefix and LN-
Instance- ID according to IEC 61850-7-2
Telecommunication Products, PowerLink IP, Equipment Manual 79

C53000-H6040-C254-D, Edition 09.2023



Functional Description
2.7 IEC 61850

ITPC class

Data objects
EEHealth INS External equipment health. 0]

It reflects the alarm status of the SWT device. Possible

values:

1: Ok ("green”) no alarms active

2: Warning ("yellow") only none urgent alarms active

3: Alarm ("red") at least one urgent alarm is active
Status information
AlarmGen SPS SWT general alarm TRUE: (Alarm is active) 0
AlarmNU SPS SWT non-urgent alarm TRUE: (Alarm is active) 0
AlarmRx SPS SWT receive alarm TRUE: (Alarm is active) 0
LosSig SPS Alarm situation: No signal received, indicates a channel o)

problem of analog communication.

Possible values:

TRUE: RXALR of PU4 LIA is active.

FALSE: RXALR of PU4 LIA is inactive.
TxCmdCnt1 INS For diagnostics: Transmitted command 1 counters. o)
TxCmdCnt2 INS For diagnostics: Transmitted command 2 counters. 0
TxCmdCnt3 INS For diagnostics: Transmitted command 3 counters. o)
TxCmdCnt4 INS For diagnostics: Transmitted command 4 counters. o)
TxCmdCnt5 INS For diagnostics: Transmitted command 5 counters. 0
TxCmdCnt6 INS For diagnostics: Transmitted command 6 counters. o)
TxCmdCnt7 INS For diagnostics: Transmitted command 7 counters. o)
TxCmdCnt8 INS For diagnostics: Transmitted command 8 counters. 0
RxCmdCnt1 INS For diagnostics: Received command 1 counters. o)
RxCmdCnt2 INS For diagnostics: Received command 2 counters. o)
RxCmdCnt3 INS For diagnostics: Received command 3 counters. 0
RxCmdCnt4 INS For diagnostics: Received command 4 counters. o)
RxCmdCnt5 INS For diagnostics: Received command 5 counters. o)
RxCmdCnt6 INS For diagnostics: Received command 6 counters. 0
RxCmdCnt7 INS For diagnostics: Received command 7 counters. o)
RxCmdCnt8 INS For diagnostics: Received command 8 counters. o)
NumTxCmd INS Numbers of used binary transmit commands. 0

Possible values: 0...8
NumRxCmd INS Numbers of used binary receive commands. Possible values: o

0...8
TpcTxMod INS Teleprotection application mode in Transmit direction for 0

each command.

Possible values:

0: Direct tripping

1: Permissive tripping
TpcRxMod INS Teleprotection application mode in Receive direction for o)

each command.

Possible values:

0: Direct tripping

1: Permissive tripping
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ITPC class

Measured values

FerCh1 MV Frame Error Rate of the communication channel LID-1. 0]

Used in case of a digital communication channel. This
attribute is mapped to BER of DLE.

FerCh2 MV Frame Error Rate of the communication channel LID-2. O

CarlLev MV Power of received signal (in dB), used in case of an 0
analogue communication channel.

SigNsRat MV Signal to noise ratio (in dB), used in case of analogue o)

communication channel.

LN TXC GGIO - Transmit Command

Table 2-21 LN: TXC_GGIO - Transmit command

GGIO class
Data object Common data Explanation
name class
LNName Name composed of the class name, the LN-Prefix and LN-
Instance- ID according to IEC 61850-7-2
Data objects
Common Logical Node Information
Measured values
Status Information
Controls
SPCSO1 SPC Single point controllable status output. 0]
Command input 1, which acts as an input for the local SWT
processing.
Attribute ctlVal is assigned to the iISWT command input. The
input status is not transferred transparent to the remote side!
It depends on the actual iSWT-Mode, how a change of ctlVal influ-
ences the command outputs on the remote iSWT.
SPCSO2 SPC Command input 2 0]
SPCSO3 SPC Command input 3 0]
SPCSO4 SPC Command input 4 0
SPCSO5 SPC Command input 5 0]
SPCSO6 SPC Command input 6 0]
SPCSO7 SPC Command input 7 0]
SPCSO8 SPC Command input 8 0]
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LN RXC GGIO - Receive Command

82

Table 2-22

GGIO class

Data object
name

LNName

LN: RXC_GGIO - Receive command

Common
data class

Explanation

Name composed of the class name, the LN-Prefix and LN-Instance-
ID according to IEC 61850-7-2

Data objects

Common Logical Node Information

Measured values

Status Information

Controls
SPCSO1 SPC Single point controllable status output. 0

Command input 1, which acts as an input for the local SWT

processing. Attribute ctlVal is assigned to the SWT command

input. The input status is not transferred transparent to the

remote side! It depends on the actual SWT-Mode, how a change of

ctlVal influences the command outputs on the remote SWT.
SPCSO2 SPC Command output 2 0
SPCSO3 SPC Command output 3 0]
SPCSO4 SPC Command output 4 0
SPCSO5 SPC Command output 5 0
SPCSO6 SPC Command output 6 0
SPCSO7 SPC Command output 7 0
SPCSO8 SPC Command output 8 0

Telecommunication Products, PowerLink IP, Equipment Manual
C53000-H6040-C254-D, Edition 09.2023



3 Device Configuration with Web Ul

3.1 Quick Start 84
3.2 Web Ul 91
3.3 User 98
3.4 Device Information 102
3.5 Commissioning 119
3.6 Measurement 174
3.7 CiB 179
3.8 Offline Configuration 193
3.9 IEC 61850 Configuration 196
Telecommunication Products, PowerLink IP, Equipment Manual 83

C53000-H6040-C254-D, Edition 09.2023



Device Configuration with Web Ul

3.1 Quick Start

3.1

3.1.1

84

Quick Start

Overview

This quick start guide introduces the PowerLink IP commissioning procedure through step by step for below
example configuration:

32 kHz bandwidth, 100 W
4 * tele-protection commands
2 * analog voice phones
1 * RS232 data channel for point to point between RTUs
1 * RS232 data channel for SCADA TCP master polling
Substanon 1 E Substanon 2 .
: DevA: 192.168.40.135 i i DevB: 192.168.40.136 :
: ! Tx: 100-132 kHz Tx: 200-232 kHz | :
5 Eﬂa |Rx 200-232 kHz = ‘,—%: Rx: 100-132 kHz | =R3232 5
a _ iRTUT..2 — 5 ' RTU1.2 |
E FXs ] |Fxs :
L ! g :
SCADA : ﬁ i E
192,168.40,149 : ; :
: . 300400 | 301..401 |
Protection : Prolecnon
1.4 .
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3.1 Quick Start

3.1.2 Web access

®  Connect to device web home page via default IP address (https://192.168.20.20) with default username
and password (ADMIN / admin)

@ D E Powerlink [P *® —i—
& G R A Notsecure | hitps//192.166.20.135 S e v @ 8 v @

Log on to device

i Enter user name and password

User name ADMIN

Password

Language English

®  (Change default ETH service and user port IP address

Device A Device B

Web Ul > Configuration > Ethernet > Service interface

IP address 192.168.20.135 |192.168.20.136
Subnet mask 255.255.255.0

Web Ul > Configuration > Ethernet > User interface

IP address 192.168.40.135 |192.168.40.136
Subnet mask 255.255.255.0

Web Ul > Head bar > Apply settings

®  (Change default user password after logon. Try to re-logon with changed user password.

Device A Device B

Web Ul > User management

ADMIN rx
SECAUD FHx
ENGINEER bl
VIEWER rx

Web Ul > Head bar > Main memu > Log off

3.1.3 Time setting

®  Adjust device time to have correct timestamp in event log
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3.1 Quick Start

3.1.4

3.1.5

3.1.6

86

Device A Device B

Web Ul > Time

Set PC time to device @

Firmware update

®  Check DMB release version and update latest AlllnOne_DMB firmware if necessary

®  Check iSWT release version and update latest Allinine_PU4 firmware if necessary

Device A Device B

Web Ul > Device
Release version XX.yY.zZ
PU4CON XX.yy.zz

HW configuration

®  Change output power and line impedance to same as HW settings.

®  Enable iSWT for tele-protection command transmission (Operation mode 3a for 4 independent
commands from IFC-D/P enabled by default)

®  Enable ALR board for alarm relay outout.
® Enable CIB board for RS232 and analog voice data transmission.

®  (Change HF frequency band to same as HW settings.

Device A Device B

Web Ul > Hardware

iISWT via DMB

CIB Enabled

ALR Enabled

HF 100-132 kHz 200-232 kHz
PLC modem

®  (Change initial transmit frequency band.

®  Tx MARC signal (pilot) is set to middle of frequency band by default.

®  Tx max frequency is set to same as initial frequency.

®  Change receive frequency band and MARC signal channel to same as remote Tx frequency.

®  PLC communication link shall be established after applying settings and restarting of device.

Web Ul > PLC modem > Inband MARC signal
Initial Tx start / stop frequency 100-132 kHz 200-232 kHz
Initial Rx start / stop frequency 200-232 kHz 100-132 kHz

Web Ul > Head bar > Apply settings
Web Ul > Main menu > Restart device
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®  Verify Tx / Rx frequency band in integrated spectrum analyzer. Place two cursor at Tx and Rx MARC

3.1 Quick Start

position to estimate the line attenuation. In this example, the line attenuation is about 13dB. It assumes
Tx MARC signal level are same as remote device in symmetric configuration.

Spectrum
analyzer

o 116.000 °
OEZm O

3.1.7 Voice

®  Enable FXS-1/2 ports for hotline phone call.

®  Switch off unused voice ports to avoid unnecessary data rate consumption.

Enabled SIP account Peer account Peer address Hotline

Device A > Web Ul > Configuration > CIB > Voice

E&M-1 O - - -- --
FXO-1 O - - -- -
FXS-1 “ 300 301 192.168.40.136 |
FXS-2 “ 400 401 192.168.40.136 |M
FXS-3 O - - -- -
FXS-4 O - - - -
Device A > Web Ul > Configuration > CIB > Voice

E&M-1 O - - -- -
FXO-1 O - - - -
FXS-1 “ 301 300 192.168.40.135 |M
FXS-2 “ 401 400 192.168.40.135 (M
FXS-3 O - - - -
FXS-4 O - - -- --
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3.1 Quick Start

3.1.8 RS232

®  Enable RS232-1 port for point to point between two devices.

®  Enable RS232-2 port for SCADA TCP master polling.

®  Switch off unused RS232 ports to avoid unnecessary data rate consumption

En Data Ser. Ser. Prot. Master Max Port Peer-
able rate mode IP address
Device A > Web Ul > Configuration > CIB > RS232
?SBZ- ] 9600 |8N1 ™ TCP |M 1 30201 |192.168.40.136 |0.0.0.0 |30201
RS232- (M 9600 |8N1 ™ TCP (O 1 30202 |192.168.40.149 |0.0.0.0 |0
2
RS232- (O
3
RS232- (O
4
Device B > Web Ul > Configuration > CIB > RS232
RS232- | 9600 |8N1 ™ TCP (O 1 30201 |192.168.40.135 |0.0.0.0 |30201
1
RS232- | 9600 |8N1 ™ TCP (O 1 30202 |192.168.40.149 |0.0.0.0 |0
2
RS232- (O
3
RS232- (O
4

3.1.9 Traffic control

e  Traffic control enabled by default to ensure VolP and Serial IP QoS under heavy Ethernet traffic load.
®  Minimal 20 kbps for 2 parallel phone call at same time (each voice channel consumes about 10 kbps)
®  Minimal 25 kbps reserved for serial IP.

®  Sum of min data rate shall not exceed the 90% of max bit rate shown in Web Ul > Diaglostics > PLC
modem status > Transmit bit rate.

Protocol Min. data rate (Kbps) Max. data rate (Kbps) Enabled
Web Ul > Ethernet > QoS > Traffic control

VolP voice 20 0 ™

VolP signaling 8 0 2|

Serial over IP 25 0 74|

3.1.10 Level adjustment

®  Adjust iSWT Rx leveling, reload measured Rx level to until value reach in -9dB to -3dB range

Device A Device B
Web Ul > Configuration > Leveling
iSWT Rx level adjustment 0 ~ +48dB in step of 6dB
iSWT Rx level measured -9 ~-3dB
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Device A Device B

Web Ul > Head bar > Apply settings
Web Ul > Head bar > Reload

3.1.11 LED indication

®  After commissioning, no alarm displayed in Web Ul alarm status bar.
®  PSPA2 +/- 48V LED are green.

e  AMP1/2 READY LED are green.

e DMBLED COMCON / PLCDSP / SYNC are green.

®  (CIBFXS-1/2 LED are amber

®  (CIBRS232-1/2 LED are amber.

® PU4 LIA/OKLED are green.

AMP1 AMPZ2 TFLT-A/B

3.1.12 Test data transmission

®  Enable IFC-Test mode to activate command input from switches S1.1 to S1.4 on the IFC module.
Command will be outputted at remote device (IFC output LED H1...H4 is red).

Device A Device B

Web Ul > iSWT 3000 > System
Test mode | IFC-Test

®  Pickup phone 300 will direct call to remote phone 301 and phone 400 will call to 401.

®  Send serial data with 9600 / 8N1@RS232-1 using serial terminal client tool (e.g., PuTTY). Serial data will
be received at remote terminal.
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3.1 Quick Start

®  Send RTU polling request from SCADA tool (e.g., IEC-Test) via ETH user port. RTU response will be
received.

®  Open spectrum analyzer to measure actual used bit rate for all running services. The value shall be less
than max Rx bit rate.

Recelved bitsie W

L AL et b AL AL

3.1.13 Clean up before normal operation

® Disable IFC-Test mode.

®  Restart device.

®  (lear event log, command counter.

®  (reate system log for customer care support in case of any problems.

® |og off device web home page.

Device A Device B

Web Ul > Event log > Event log

Web Ul > Event log > iSWT 3000

Web Ul > Diagnostics > iSWT 3000 > Statistics counter
Web Ul > Main menu > Create system log
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3.2

3.2.1

3.2 Web Ul

Web Ul

Overview

The web based configuration tool supports configuration, supervision and maintenance of the PowerLink IP
system. The web server is running on the target device PowerLink IP. The Web Ul running in a web browser
installed on a service device connects to the web server via secure transmission protocol (HTTPS).

Standard Browsers

e &
O e

Web-Browsear

WEB LI

BowerLink N

Firmware

PowerLink

Figure 3-1 Overview Web Ul Description

Depending on the login user and the defined user role(s), your dashboard varies.

i @

NOTE

All images of Web Ul description are dashboard views of a user with the role admin.

3.2.2  Structure of the device configuration in Web Ul
The Web Ul represented in the web browser is structured in three parts:
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3.2 Web Ul
Device information Commissioning
-
Measurement User

®  Fixed head bar with four operation buttons
—  "Open Menu” for administrative functions, depending on the user this menu varies.
—  Apply changes for the transfer of changed parameters to the target system.
—  Reload data for this view to refresh the displayed view. (Already changed but not saved values are

reset to the original values)
—  Show status log for the display of actions on the web server.
Restart requirement notice appears below the head bar.

®  The > button in the navigation bar opens the navigation menu for faster navigation and direct selection
of the web pages as displayed in the image below. You can return to the dashboard by clicking on the
"home" button in the navigation bar.

Ewvent log

®  Variable display of the dashboard depending on the role you log in with.

®  Pages that receive log entries in real time have an extra bar below the navigation bar. This bar contains
on the left side the number of entries loaded and the total number of entries as well as Delete, Export
and Pause buttons on the right side.

ZXOEZO -

112 of 9999 logs loaded @ @ @

SedNo Date Time Severity Eventld Description

14890 2018-09-05 11:27:04.897 | info 7 Block error off

14889 2018-09-05 11:27:04.876 | info 104 Rx alarm off

14888 2018-09-05 11:27:04.876 | info 32 PLC modem BER alarm off

Logs (all entries) can be deleted by clicking the Delete button.

Log files can be exported by clicking on the Export button.
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3.2 Web Ul

Clicking on the Pause button freezes the view, stopping the page from showing further new entries. When
clicked the grey circle surrounding the button turns blue. To unfreeze the view click on the Pause button
again, you will notice that the blue circle will turn back to grey.

3.2.3 Parameter Entry

The WEB user interface supports different ways of entries:
Selection of values or texts.

Bele| 255 255 2430

0923254

2 (0relial 0t do 10

5| 10.9.18.203

t mask | 255 255 &0

10082325

| Cesabled

Entry of values or texts: The value/text can be written in a writable input field or may be selectable from a
drop-down menu.

Errors are recorded in the diagnosis log.

NOTE

Changes of selected or entered values or text require a confirmation via the button Apply changes.
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3.2 Web Ul

3.24

Update firmware or license

Setting

Firmware type: DMB

Comments

For DMB firmware updates an "All in one" image or
an individual component image can be selected. The
digital signature has been included in the image files.
(*.cms or *.cmsx)

Firmware type: PU4

For PU4 firmware updates an "All in one" image or an
individual component image can be selected:

®  Pu4BootFw_vxx_yy zz.hex

®  PudMonFw_vxx_yy zz.jnk

®  Pu4ConFw_vxx_yy zz.jnk

®  Pu4DspCtFw_vxx_yy zz.jnk

®  Pu4DspNuCtFw_vxx_yy zz.jnk
®  Pu4Fpga_vxx_yy zz.jnk

®  Pu4DleFpga_vxx_yy zz.jnk

License

Upload license file

Firmware backup / restore

Do not power off the device or disconnect Ethernet cable while the firmware update is in progress. If the
online DMB firmware update fails, the firmware will be rolled back to the previous version.

After successful firmware update, device must be restarted to activate the new firmare and backup the
firmware to flash. If firmare image is damaged at next startup, the backup firmware will be restored.

Firmware signature

94

Starting with V4.19, the DMB FW images have a .cmsx extension are digitally signed to protect the integrity of

the FW and extended flash memory space.

To upgrade firmware from V4.19 to higher version, the firmware file *.cmsx must be used. The higher release
will not support uploading FW file format with .cms. To downgrade firmware from higher version to V4.19,
the special sdcard image must be used with help from customer care.
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3.2 Web Ul

NOTE

Manual change file extension name *.cms / *.cmsx could cause firmware programmed into wrong area and
boot device failed.

NOTE

For a high data transmission rate during firmware update we recommend to connect the local PC to the
service interface of the device.

3.2.5 Import settings

The exported file can be loaded into another device. After loading to the device, it is possible to make changes
to some parameters (e.g. IP address) before applying the settings. If the stored file version is not the same

as the actual device release version, some parameters might not be imported or may be converted to latest
version.

Device settings W

Select a file

3.2.6 Export settings

The device settings can be exported into a file (.xml) on PC via Web Ul > Menu > Export | Import. The following
data will be included:
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3.2 Web Ul

®  Device settings

® Device information (e.g. alarm, counter, diagnostics info, leveling)

Setting Comments
File name format setting_<BF number or IP address>_<date>.xml
e.g. settings_192.168.20.60_20170601.xml

NOTE
If IEC 61850 is enabled in iSWT, EN100 CFG/BIN files have to be imported separately in Web Ul.

3.2.7 Export notching

9O

The notching list can be exported and stored into local storage.
Itis part of the device settings and it can be imported via menu item “Import settings”.

Comments

File name format notching_<BF number or IP address>_<date>.zip
e.g. notching_BF1701035161_20180104.zip
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3.2 Web Ul

3.2.8 Create system log

Create system log

The system logs of the device will be stored into a file that can be saved on the local storage.

A system log can be exported into a file (.zip) on PC via Web Ul > Menu > Create system log. The following
data will be included:

®  device settings

® quality data

® DMBeventlog

® PU4 eventlog

® securelog

e  diagnostic logs (kernel / SIP log)

Setting Comments

File name format syslog_<BF number or IP address>_<date>.zip
e.g. syslog_BF1701035161_20180104.zip

The functionality is available in Web Ul for user with the role admin, engineer or viewer.

3.2.9 Restart

If a changed parameter requires a restart for the activation, an indication appears below the head bar of the

user interface. However, arbitrary additional parameters can be changed, until they are all together activated
with a restart.

The indication is maintained with change of the menus. It disappears only after a restart of the device. To
restart the device use the "Open menu"-button and select the option "Restart device".
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3.3 User

3.3 User
3.3.1 User
User login

Start the web browser of your PC or tablet and enter the IP address of your target system into the address field
and accept with the enter key. If the connection to the target system is established, the logon page is opened.

The access to the system (web server) is protected by means of an individual password. This must be changed
after the initial login, in order to protect the engineering data against unauthorized access.

If the user name or the password is invalid or the user is disabled, the login fails and an appropriate message is
displayed.

If RADIUS authentication is enabled, user management is performed in central RADIUS server.

Default users

The following predefined users are available at first login.

(VIY:1¢ Password

ADMIN admin

ENGINEER engineer

SECAUD secaud

VIEWER viewer
User logoff

To quit the system properly, select the LOGOFF button. If at least 1 parameter has been changed and has not
yet been transferred into the target system with the button Apply, a warning appears. After logoff, the login
page is displayed.

Session management

After a login with correct user name and password, a session is created. If there is no user action within

a configurable timeperiod (default 15 minutes) or the session exists for 12 hours, the session is deleted
automatically and a re-login is required. After a device restart all existing sessions are expired and a re-logon is
necessary.

Role based access control

98

Web Ul offers a role based access control (RBAC).Four different roles for users are selectable.

e ADMIN

e SECAUD
®  ENGINEER
® VIEWER

The user can have accumulative roles, e.g. the user can both change configurations and access secure trails if
having both ENGINEER and SECAUD roles.

Access rights Comments ADMIN SECAUD ENGINEER VIEWER

VIEW_DATA View data, coun- |Yes No Yes Yes
ters, event logs

VIEW_CONFIG View configura- |Yes No Yes Yes
tions

CHANGE_CONFI |Change config, |Yes No Yes No

G debug
commands
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3.3 User

Access rights Comments ADMIN SECAUD ENGINEER VIEWER
CHANGE_FIRM- |Update firmware |Yes No No No
WARE
CHANGE__SELF_ |Change own Yes Yes Yes Yes
PASSWORD password
DELETE_LOG Delete event Yes No No No

logs
MANAGE_RBAC |Manage users Yes No Yes No

and roles
AUDIT_TRAIL View and delete |Yes Yes No No

secure trails

Role based user management

Users with the role ADMIN or ENGINEER have the permission to perform the following operations:

®  Add/remove users

®  Change user properties (e.g. change name, role)

®  Reset user password

The number of local users is limited to 20.

User Management

Add User

EMmemnt

ADMIN ADMIN
SECAUD SECAUD
ENGINEER ENGINEER
VIEWER VIEWER

In this menu item you find a list of all existing users and their roles. In a checkbox beside the user it is shown,
if this user is enabled/allowed to login.

Setting Comments

User name

Name of new user

New password

Password of user
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3.3 User
Setting Comments
Confirm password Password confirmation
Roles Select one or more roles.
Delete user

Predefined users can be disabled, but not deleted. All other users can be deleted.

Change password

You can change passwords of users according to the configured password policy.
“Change password” is invisible for users on the RADIUS server, when RADIUS service is enabled.

3.3.2 Change own Password

Setting Comments
User name Actual login username is shown.
New password Define new password according to defined password
policy.
Confirm password Password confirmation
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3.3 User

3.3.3 RADIUS

A o Carfiguration ° RADIUS

Cisabled

0000

RADIUS (Remote Authentication of Dial In User Service) provides a service for user authentication.

When RADIUS is enabled, the user management and authentication are performed on the RADIUS server.
Otherwise, it is performed on the local device.

If the RADIUS server is out of service, the local user still can be used as emergency account to login to the
device successfully.

Setting Comments

RADIUS authentication Disabled: Only the users of the device can log on
Enabled: User authentication by the remote server
Default: Disabled

IP address Default: 0.0.0.0
IP address of RADIUS server
Secret String

Default: empty

Security for RADIUS connection. Secret has to have
the same value as configured on RADIUS server. The
secret key has to be definded by the customer during
commissioning.

IEC 62351-8 standard roles defined in RADIUS are mapped to 4 roles in the device.

Roles on RADIUS server Roles on Device

GUEST VIEWER
VIEWER
OPERATOR ENGINEER
ENGINEER
INSTALLER
SECAUD SECAUD
SECADM
ADMIN ADMIN
RBACMNT

Multi-role is available. The user on the RADIUS server can be configured with several roles, and the device
recognizes the role info and displays the accordant Web Ul view.
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3.4 Device Information

3.4 Device Information

3.4.1 Device

PowerLink IP

PowerLink IP
f ° Device

Act. ver. / Rel. ver.
01.02.00/01.02.00
01.02.00/01.02.00
01.02.02/01.02.02
01.02.02/01.02.02
01.01.00/01.01.00
00,0001
01.02.00/01.02.00

04.02.02 01.02.10/01.02.10

2018-08-07 00.00.01

01.02.02/01.02.02

01.05.00/01.05.00
01.01.01/01.01.01

VF1_CT_PL

BF1701035169
TVR5417-3WAD0-2AAS
Rack 3/ Gerat 3
Systemtest 020017 /02.00.17
2018-08-09 08:17:31 00.00.04

2018-08-09 08:16:36 IFC-D/P
00.00.00

00.00.00
00.00.00
00.00.00

Setting Comments

Device photo PowerLink IP device photo with or without iSWT,
based on HW configuration

Release version / date Release version and release date of connected Power-
Link IP

Device name Parameter is configured in Web Ul > Configuration >
System.
Factory setting of device name is the DMB board
number.

Customer Parameter is configured in Web Ul > Configuration >
System.
Factory setting of customer is the customer name.

Date of last reset Dateltime of last device reset.

Date of last change Dateltime of last applied configuration changes.

Comments Parameter is configured in Web Ul > Configuration >
System.

Factory setting of comments is the order number.

Release/Component version Actual version and initial released version of compo-
nents. If a component is updated, the actual version
is higher than the initial version.This is marked

with “(updated)”, e.g. PLCDSP 01.00.26 / 01.00.30
(updated).
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3.4 Device Information

3.4.2 Eventlog
3.4.2.1 Event Log
SIEMENS
PowerLink IP
100 of 371 logs loaded
‘SeaNo | Date Time. ‘Severity Eventld Description
‘ 370 2017-07-11 11:06:04.977 | info 265 alarm relay off [0x2, 0, 0, 01 n
369 2017-07-11 11:06:04.896 info 263 non-urgent alarm off
| 368 2017-07-11 11:06:04.895 | info 219 DSP sync alarm off
367 ‘ 2017-07-11 11:06:02.951 info 500 PLCDSP internal info [1/7/0 , count = 68]
366 2017-07-11 11:05:59.544 | info 266 alarm relay on [0x2, 0, 0, 0]
| 365 2017-07-11 11:05:52.944 err 2203 non-urgent alarm on
| 364 2017-07-11 11:05:52.944  err 2205 DSP sync alarm on
363 2017-07-11 11:05:52.546 | info 500 PLCDSP internal info [1/7/0 , count = 671
1362 2017-07-11 11:05:51.093 | info 265 alarm relay off [0x2, 0, 0, 01
| 361 2017-07-11 11:05:50.892 | info 263 non-urgent alarm off
| 360 2017-07-11 11:05:50.891 info 219 DSP sync alarm off
| 359 2017-07-11 11:05:48.953 | info 500 PLCDSP internal info [1/7/0 , count = 661
| 358 2017-07-11 11:05:45.057 | info 266 alarm relay on [0x2, 0, 0, 0]
Events of the PowerLink IP (without iSWT events, they are recorded in the iSWT log) are provided with date
and time and a sequence number when they are entered in the event log. The following events are entered:
® Detected alarms
®  Changing date and/or time
®  Changing the configuration
®  Session/User management
® |nternal system messages
Up to 9999 entries with a time resolution of 1 ms are possible. In case of an overflow the oldest entry in the
event log is overwritten. The event log can be exported to a file or deleted by a user with an appropriate role.
Setting Comments
@ Delete event log.
1
Export log file to PC (.csv).
| Filename format: log_sys <BF number | IP
' address>_<date>.csv
@ Pause automatic event log reload.
I
Setting Comments
SeqNo Sequential number
Date Date of event
Time Time of event
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Comments
Severity | Event id Info event ID
Warning 0-999
Error 1000 - 1999
Critical error 2000 - 2999
3000 - 3999
Description Description of event

3.4.2.2 iSWT log

General Information

Protection commands and alarms of the iISWT are provided with time and date and a sequence number before
they are entered in the event log. The following events are entered:

® Incoming protection commands from IFC-D/P
®  Qutgoing protection commands to the IFC-D/P
®  Detected alarms

®  Program restart

® (Changing date and/or time

®  Changing the configuration

Up to 8184 non volatile event entries with a time resolution of 1 ms are possible. If there is an overflow, the
oldest entry in the iSWT event log is overwritten. The iSWT event log can be exported to a file or deleted by a
user with appropriate role.

SIEMENS
PowerLink [P

100 of 2928 logs loaded

Seao  Date Tme  Growp Eventld Description |
" 2017-10-24 14:21:50.000 |1 1 program started I
2 » 2017-10-24 14:14:02.001 73 20 clock synchronisation (local or remote) successfull
|3 2017-10-16 | 15:06:24.341 : ) : 25| : device configuration programmed in FLASH
4 . 2017-10-24 14:21:52.551 . 3 90 active line from now on is LIA
”2923 ] 2017-10-24 14:29:17.693 | 4 l 7 ‘general alarm off
2922 » 2017-10-24 14:29:17.692 74 75 Vreceiver alarm off
| 2921 2017-10-24 I 14:29:17.692 : 4 . 73 : nen urgent alarm off
12020 . 2017-10-24 14:29:17.503 . 3 44 RXAL [PU4] going (on->off)
2919 | 2017-10-24 14:28:52.492 | 3 » 3 RXAL [PU4] coming (off->on)
2918 » 2017-10-24 14:28:52.492 74 70 Vgeneral alarm on
2017 ‘ 2017-10-24 | 14:28:52.492 : 4 1 74 : receiver alarm on
| 2916 . 2017-10-24 14:28:52.492 . 4 72 non urgent alarm on

2915 2017-10-24 14:22:19.554 | 4 7 general alarm off

Setting Comments

SegNo Sequential number
Date Date of event
Time Time of event
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3.4 Device Information

Setting Comments

Group 1 System control
2 Tele protection commands
3 Alarms
4 Alarms
128 - 255 Internal system messages
EventId
Description Description of event
Table 3-1 The first four lines in the iSWT event log are fixed lines:

SeqNo. Group Event Description

Id
1 1 1 Last start-up of the PU4 firmware
2 3 20 |Last successful clock synchronization (if activated)
3 25 |Device configuration programmed in FLASH
4 90 Lo .
Active line from now on is LIA
3.4.2.3 Secure Log
SIEMENS
PowerLink IP
YO B0 -
100 of 308 logs loaded @ @ @
2020-08-17 13:19:10.525 | warning 'PowerLink IP'": The user 'ADMIN' has logged in successfully to with role(s) "ADMIN ".
306 2020-08-17 09:33:28.501 warning | 7 ‘PowerLink IP'"- The user '"ADMIN' has logged out. _
305 2020-08-17 08:43:23.743 | warning 0 'PowerLink IP'": The user 'ADMIN' has logged in successfully to with role(s) 'ADMIN .
304 2020-08-14 17:05:46.076 | warning | 7 'PowerLink IP'": The user 'ADMIN' has logged out.
303 2020-07-14 16:26:37.002 | warning | 41 'PowerLink IP'"- User 'ADMIN' changed the time/date.
302 2020-08-14 16:26:25.958 | warning | 0 'PowerLink IP'": The user 'ADMIN' has logged in successfully to with role(s) 'ADMIN .
301 2020-08-14 16:25:28.600 | alert 62 ‘PowerLink IP'": User 'ADMIN' initiated restart [with action: ‘web action: manual reset].
300 2020-08-14 16:25:24 305 | warning | 31 ‘PowerLink IP'"- User 'ADMIN' changed the configuration seftings
299 2020-08-14 16:21:34.848 | warning | 0 'PowerLink IP'": The user 'ADMIN' has logged in successfully to with role(s) 'ADMIN .
298 2020-08-14 16:05:26.016 | warning | 0 'PowerLink IP'"- The user 'ADMIN' has logged in successfully to with role(s) "ADMIN .
297 2020-08-14 16:01:35.490 | warning | 31 ‘PowerLink IP'"- User 'ADMIN' changed the configuration seftings
296 2020-08-14 16:01:31.618 | warning | 31 'PowerLink IP'": User 'ADMIN' changed the configuration settings.
295 2020-08-14 15:46:36.265 | warning | 31 'PowerLink IP'"- User 'ADMIN' changed the configuration settings
294 2020-07-14 15:43:33.659 | warning | 31 ‘PowerLink IP'"- User 'ADMIN' changed the configuration seftings
The Secure Log records the security relating actions of users.
Action
Log on (local)
Log on(RADIUS)
Log off
User blocked
Log on failed
Log off (timeout)
Add user
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User change role

Remove user

Change password

Enable user

Disable user

MAC addr whitelist changed
MAC addr whitelist enabled
MAC addr whitelist disabled
Firmware update

Web date/time changed

Device restarted

Firewall enabled
Firewall disabled

Firewall parameter changed

“Block user failure” enabled
“Block user failure” disabled

Web access parameter changed

Password policy enabled

Password policy disabled

Password policy parameter changed
SNMP enabled

SNMP disabled

SNMP “Read-only community” changed

SNMP “Read-write community” changed
SNMPV3 user added

SNMPV3 default user restore

SNMPV3 user enabled

SNMPV3 user disabled

SNMPV3 user deleted

SNMPV3 “auth password” changed
SNMPV3 “priv password” changed

Clear measurement data

Clear device settings
HW alarm
Configuration changed

Configuration change failed

Configuration change canceled

Update license
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3.4.3 Diagnostics

3.4.3.1 PLC modem status

Sync PRME

136051873

1023400

1118400

87

0.0

Setting Comments

Link status PLC modem link status

0 - Startup: No MARC signal transmission
1 - NO Sync: MARC signal is transmitted

2 - Sync PRMB: MARC signal and a synchronization preamble have been
transmitted

3 - TXDATA: MARC signal and data are transmitted
Transmitted frames since the  |Number of transmitted frames since last syncronization

last sync

Transmit bit rate [bps] Current transmit bit rate
Receive bit rate [bps] Current receive bit rate

SNR [dB] Current signal to noise ratio
Frame error probability [%] Current frame error probability

Transmitted frames per second |Current transmitted frames per second

Error frames per second Current error frames per second
Receive level of MARC B [dB] Current receive level of MARC B

3.4.3.2 Error statistics counter

Statistic over the number of error occurence of every error since the last reset of the PowerLink IP device. The
overview is divided in two parts:
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108

®  errors/warnings

YO EZHO

GENALR THALR

RAALR

SYMNC WARC

BER

PF

|F_CEF CLOCK_SYNC

FESY

NOTRDY

ISWT_GEN [SWT_RX

ISWT_NU

SFPI_THF

SFP2_THF PA1_CR

PA1_OFF

PAZ DR

PAZ_OFF TEMP_DWBE

TEMP_AMP1

TEMP_AMPZ

FOM1_WOD FOM1_MISS

FOM1T_LOS

FOM1_THF

FOM1_COM FOmM1_BUF

FOM1_GEN

DEF_LIC

PARA, REWMALR

BLKERR

AUTH_FAIL

SFP1_LOS SFP1_MISS

SFPz2_LOS

SFPZ_MISS

PLZ_DOWY N Hw_TEST

FwDL

TEST

RST_REQ TEMP_SET

®  critical errors

BGAL BGAL_SYS

APPLY

TEMP_DEV

COMM_TO

ISWT_ERR

[SWT_WMISS ISWT_ARES

1SWWT_ADDR

ISWT_CFG

[SWT_TO ALR_MISS

FW_LUPDATE

FLC_ERR

HWY LICENSE

FOM1_FPGA

TEST_FAIL
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3.4.3.3 PLC MARC status

PowerLink [P

3.434 Ethernet status

Port statistics

ﬁ ° Ethemet status o Port statistics

Rx octets

Tx octets

Rx packets

Tx packets

Rx errors

Rx broadcasts

Rx multicasts

Setting Comments

Rx octets Number of data bytes received by a port, including
bad packets

Tx octets Total number of good bytes of data transmitted by a
port
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Setting Comments

Rx packets Total number of good packets received by a port,
including:
®  Number of good packets direct to unicast
address
®  Number of good packets direct to multicast
address
®  Number of good packets direct to broadcast
address
Tx packets Total number of good packets transmitted by a port,
including:
®  Number of good packets direct to unicast
address
®  Number of good packets direct to multicast
address
®  Number of good packets direct to broadcast
address
Rx errors Total number of error packets received by a port,
including:

®  Number of alignment errors
®  Number of FCS errors
®  Number of fragment errors

®  Number of packet oversize errors

Rx broadcasts Number of good packets received by a port that are
directed to the broadcast address

Rx multicasts Number of good packets received by a port that are
directed to the multicast address.

Port status

ﬁ o Ethernet stats ° Port :

The auto-negotiation mechanism is enabled by default, it chooses automatically the mode of operation:

®  100BASE-TX full-duplex or half-duplex

®  J0BASE-T full-duplex or half-duplex

ETH4 | 5 are fiber optical interfaces,they are configured to TOOBASE-TX full-duplex without auto-negotiation.
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Setting Comments

Link Link status of Ethernet port
Up/Down

Speed Link speed of Ethernet port.
N/A, 10 M, 100 M

Duplex Duplex mode of Ethernet port.
N/A, Full, Half

3.4.3.5 Quality data

Quality data (date, time and the measured values) are updated every 15 minutes (default value, configurable).
Quality data measurement is disabled by default, it can be enabled in Web Ul > Configuration > System

YO =0 -

101 of 2133 logs loaded

Date

20190212

2019-02-12

2019-02-12

2019-02-12

2018-02-12

2019-02-12

2019-02-12

ARG A% 47

Time

11:18:32

11:03:32

10:4832

10:33:32

10:1832

10:03:32

09:48 32

LR

Measured items

ES

5|o|o|o|o|o|o|o

5|o|o|o|o|o|o|o

2|le|o|o|lo|o|c|o

SYNC...

>5|lo|o|o|lo|o|lo|o

MARC...

5|o|o|o|lo|o|lo|o

BLKE...

5|o|o|o|o|o|o|o

SNR

378

377

376

377

377

377

377

278

RX_RATE
1130800
1132800
1121200
1120800
1133600
1130400

1129600

PRETEYS

TX_RATE
1033600
1035600
1032400
1034400
1030600
1032800

1035200

PLEPELRS

MARC...

-125

-125

-125

-1258

-125

-125

-125

P

TEMP_SOC

51

51

51

51

51

51

51

a4

TEMP_DSP

54

54

54

54

54

54

55

=4

TEMP_PA1

35

35

35

35

35

35

35

TEMP_PA2

>5|lo|o|o|lo|o|lo|o

Item Comments

ES Error seconds, when PLC modem block error or PLC
modem is not sync, range 0..900 in seconds

SES Severely Error Seconds, when PLC modem BER >
10E-3, or DP is not sync, range 0..900 in seconds

ut Unavailable time, when PLC modem is not synchron-
ized or system pilot alarm, range 0..900 in seconds

SYNCLOSS Sync loss seconds, range 0..900 in seconds

MARC MARC signal alarm, range 0..900 in seconds

BLKERR Number of PLC modem block error, range 0..65535

SNR Minimum SNR, range 0..255

RX_RATE RX Rate, in bps

TX_RATE TX Rate, in bps

MARC_LEVEL RX MARC level in dB

TEMP_SOC Maximum temperature of DMB-SoC, range 0..99

TEMP_DSP Maximum temperature of DMB-DSP, range 0..99

TEMP_PA1 Maximum temperature of AMP-1, range 0..99

TEMP_PA2 Maximum temperature of AMP-2, range 0..99

3.43.6 iSWT

Statistics counter

The following statistic counters are available:
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e Command counter

The following statistics counter are for expert use only

®  BCU (Board Control Unit): Internal status information of PU4

® LIA (Line Interface Analog): Internal status information of analog transmission path
®  |FC (Interface Command): Internal status information of IFC

®  Service Info: Internal status information

To clear the counters, press "Clear counter” button.

EN100 info

112

PowerLink IP

CRC value= 5f e2 38 72

EN100 IEC61850

MAC 00098efd936d

IP 192.168.000.011

NM 255.255.255.000

GW 000.000.000.000

Corrupt parameter

Phy1 100MBit Full-D.

Rx/TxCnt=00748/00021

Rx/TxErr=00000/00000

Rx/Tx10s=0010/0000

CPU load= 6%
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Service info

3.4.3.7 License info

7XO EZ=XO -

3.4 Device Information

User

BF1701035161

TYRSA1T-3WAD0-2A A5

206

enabled

2018-08-02 09:50:32

walid

Information about verified and installed license of PowerLink IP, the displayed license information is the same

as in the uploaded license file.

Setting Comment

Customer name

Customer name, set in manufacturing

Serial number

Serial number of DMB board (BF number)

MLFB Order number, defines the scope of features of
PowerLink IP
Max bandwidth Max. transmission bandwidth according selected

license variety

Spectrum analyzer

The spectrum analyzer mode is enabled, if the appro-
priate license file is installed.

Upgrade date

Date of last license upgrade

License status

License validity

Telecommunication Products, PowerLink IP, Equipment Manual
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3.4.4 Alarm
3.4.4.1 Alarm

Alarm log

SIEMENS
PowerLink [P

4 of 4 logs loaded

Severity Label Description

WRN SFP1 LOS SFP-1 loss of signal
WRN SFP2 MISS SFP-2 is missing

INF PD ALR Alarm board is present
INF PD ISWT ISWT board is present

Severity
ERR Active error event
ALA Active alarm event
WRN Active warning event
INF Active information event
Alarms
Severity Error
BGAL Board alarm
BGAL_SYS System error
TEMP_DEV Device temperature is too high
Critical Error : > damage level (BGAL)
ISWT_ERR iISWT board alarm (if any ISWT_xxx error occurred)
ISWT_MISS iISWT board missing
ISWT_ARES iSWT request for auto-reset (=iSWT board alarm)
ISWT_ADDR iSWT board address error
ISWT_CFG iISWT configuration mismatch
ISWT_TO iISWT communication timeout
ALR_MISS ALR board missing
FW_UPDATE Firmware update failed
TEST_FAIL Hardware test failed
PLC_ERR PLC-Modem error
HW HW alarm
LICENSE License check failed
FOM1_FPGA FOM-1 FPGA fail
Severity Alarm
SYNC PLC-Modem sync alarm
MARC MARC signal is too low
BER PLC-Modem BER = 10E-3
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A\ET Description

C53000-H6040-C254-D, Edition 09.2023

PF Power supply failure
IP_DEF Start device with default IP address
CLOCK_SYNC Clock synchronization alarm (severity: error or warning)
F6SV F6 supervision alarm.
The F6SV alarm is a supervision of the iSWT transmit level when it is
working in the alternate multi-purpose (AMP) operation mode. The alarm is
activated if the level of the guard signal from an iSWT is lower than allowed.
NOTRDY Device not ready (device or task startup in progress)
ISWT_GEN iSWT general alarm
ISWT_RX iISWT Rx alarm (=F6 unblocking. This allocated alarm output will be used by
F6 unblocking exclusively. )
ISWT_NU iSWT 3000 non-urgent alarm
SFP1_TXF SFP-1 transmit fault
SFP2_TXF SFP-2 transmit fault
PA1_DR AMP-1 dynamic range alarm
AMP1_LED_ALR=RED
PA1_OFF AMP-1 switched off
AMP1_LED_RDY=OFF
AMP1_LED ALR=RED
PA2_DR AMP-2 dynamic range alarm
AMP1_LED_ALR=RED
PA2_OFF AMP-2 switched off
AMP1_LED_RDY=OFF
AMP1_LED_ALR=RED
TEMP_DMB Temperature of DMB board is too high
Warning : > warning level (NUALR)
TEMP_AMP1 Temperature of AMP-1 board is too high
Warning : > warning level (NUALR)
TEMP_AMP2 Temperature of AMP-2 board is too high
Warning : > warning level (NUALR)
PARA Configuration parameter error
FOM1_MISS FOM-1 SFP missing
FOM1_LOS FOM-1 loss of signal
FOM1_TXF FOM-1 transmit fault
FOM1_MOD FOM-1 modulation alarm
FOM1_COM FOM-1 communication alarm
FOM1_BUF FOM-1 buffer overflow
FOM1_GEN FOM-1 general alarm
GENALR General alarm
TXALR Transmit alarm (if PA1/2_OFF alarm occurred)
RXALR Receive alarm
NUALR Non-urgent alarm
Severity Warning
REMALR PLC-Modem remote alarm (MARC signal in remote station is not OK)
BLKERR PLC-Modem block error
AUTH_FAIL Authentication failure
SFP1_LOS SFP-1 loss of signal
SFP1_MISS SFP-1 is missing
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3.4.4.2

3.4.5

116

BT Description

SFP2_LOS SFP-2 loss of signal

SFP2_MISS SFP-2 is missing

FWDL Firmware download active

TEST Test mode active

RST_REQ Restart of the device is required to activate parameter changes
TEMP_SET Temporary setting active (and when session is disconnected)
APPLY Apply failed

COMM_TO Communication timeout

HW_TEST Hardware test is running

PLC_DOWN PLC-Modem down

DEF_LIC Default license

Severity Information

PD_ALR ALR board is present

PD_ISWT iSWT board is present

CFG_CHG Configuration changed without apply

In "Web Ul > Diagnostics > Error statistics counter” you can find the number of each alarm occurence since last
device reset.

iSWT Alarm log

SIEMENS
PowerLink IP

0 of 0 logs loaded @

Severity Label Explanation

Time

It is possible to set the device time manually. Data source is date and time of your computer. If you tick the
box "Enter manually” you are able to fill in the required date and time in the input fields. A time change is
recorded in the event log.
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2018-08-22 2018-08-22

13:54:30 e 13:54:30

+01: 00

Yes

NOTE

Time zone and daylight saving are device parameters and are not modified when the time is set. The given
time will be transformed to UTC time before transmission to the device. The device applies this UTC time
according to the parameters time zone and daylight saving time.
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3.4.6 Leveling

ﬁ o Leveling

Data low 36000

Data mid 160000

Data high 284000

Marc 280000

Fs 279305

F1 279085

F2 278860

F3 278635

F4 278415

F5 278195

F6 277970

F7 277750

PowerLink IP

The Tx output level of the MARC has to be measured with a level meter and verified with the displayed values.
In case of a difference a correction can be carried out with the Tx level correction.

When the analyzer mode is switched on, it can generate a sine frequency at low, center and upper position in
the PLC modem frequency band. The corresponding HF frequencies and levels are calculated and displayed in

Web UL.

At TFLT measurement output configure the level meter as follows to get the correct HF-line values:
System Impedance 75 Ohm 150 Ohm

Reference impedance 75 Ohm 150 Ohm

Input Impedance High (infinite) High (infinite)
Reference Level Offset -40 dB -40 dB
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3.5 Commissioning

3.5.1 Hardware

Hardware Configuration

PowerLink IP

~
3

<
5
n
o
=
4

Enabled

4

Enabled

292

Setting Comments

Power amplifier No amplifier (Test)

1x50W (47dBm) max. 50 W amplifier

2x50W (50dBm) max. 100 W amplifier

AMP-1/2 mode This parameter displays the actual AMP output power.
The AMP mode is only visible if an amplifier is
equipped.

Half 25 W

Full 50 W

Output power This parameter adjusts the output power between 10
to 50 W or 20 to 100 W depending on the number of
equipped AMP modules.

Default: 50 W or 100 W

Line impedance This parameter specifies if the output impedance is
75 Ohm unbalanced or 150 Ohm balanced.
751150 Ohm
Default: 75 Ohm

iISWT3000 via DMB: iSWT is integrated in PowerLink IP directly

via FOM: Standalone SWT 3000 can be integrated into
PowerlLink IP via connection to optional FOM module

Default: Disabled

ALR Enabled/disabled ALR (alarm module)
Default: Disabled
CIB Enabled/disabled CIB (classic interface board)

Default: Disabled
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HF

Setting
Bandwidth

Comments

This parameter specifies local TFLT bandwidth.
4 to 256 kHz in 4 kHz steps

Default: 32 kHz

Start frequency

This parameter specifies the local TFLT start frequency
24 10 496 kHz in steps of 2 kHz
Default: 64 kHz

Stop frequency

This parameter specifies the local TFLT stop
frequency.

28 to 500 kHz in steps of 2 kHz
Default: 96 kHz

TFLT input attenuation

Has to be identical With TFLT input attenuation
selected in PLPAStraps program.

0to 9 dBin steps of 3 dB
Default: 6 dB

NOTE

i 0

After hardware configuration changes, a restart of the device is required.

3.5.2 Configuration

3.5.2.1 System

fh o Corfiguration ° y

Device name

Rack 1 Device 2

Custorner narme = Systerrtest
Comments
= Quality data Enabled v
" Quality data interval | 15 min v
Setting Comments
Device name User defined device name

Customer name

User defined customer name

Comments

User defined comments

Quality data

Enable/disable quality data

Quiality data interval

Selectable interval
1/15/30 min
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3.5.2.2  Alarm output allocation

Alarm output allocation

PowerLink [P

ﬁ o Configuration o

GENALR

TXALR

RXALR

NUALR

SYNC

REMALR

F6Sv

ISWT_RX

The allocation of the system alarms to the relays of the ALR module is user selectable.
The following alarms can be enabled/disabled on ALR1, ALR2 or ALR3.

GENALR General Alarm
TXALR Transmission Alarm
RXALR Receive Alarm
NUALR Non-urgent Alarm
SYNC Synchronisazion
REMALR Remote Alarm
F6SV F6 Alarm

iISWT RX iSWT Receive Alarm

Alarm output delay

You can configure the delay time in seconds, before an alarm relay is activated.

° NOTE

l After configuration changes of the alarm output delay time a reboot of the device is required.

3.5.2.3 Clock Synchronization

The system internal clock of PowerLink IP can be synchronized by an external clock. The internal clock of iSWT
(PU4) is synchronized accordingly. A change of time is registered in the event log and in iSWT event log.
A synchroniszation of two PowerLink IP devices by the same clock is also possible.

Telecommunication Products, PowerLink IP, Equipment Manual
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122

“ o Configuration o

SIEMENS
PowerLink IP

Local clock sync mode IRIG-BO04(RTC time &%

Clock sync alarm Non-urgent alarm v

Active signal slope or active polarity Rising/normal

Line clock sync mode Off

v

v

Setting Comments

Local clock sync mode

(Settings will be ignored, if the line clock sync mode is
slave)

e Off
No local clock synchronization
e NTP

The date and time are syncronized according to
a NTP server.

® |RIG-BOOX
The second is syncronized according to the IRIG-
B source.

® |RIG-BO00O

The time is syncronized according to the IRIG-B
source. The date is not changed.

® |RIG-B004
The date and time are syncronized according to
the IRIG-B source.

With IRIG-B synchronization mode, the system time is
only adjusted, if the time difference is bigger than 2
sec.

Clock sync alarm

Off
Non-urgent alarm:
Any clock sync failure will trigger a clock sync alarm.

Active signal slope or active polarity (only applicable
for IRIG-B)

Rising/normal
Falling/inverted

Line clock sync mode

Off
Slave
Master

Two PowerLink IP devices can be synchronized to the
same clock. One device serves as master, the other
device as slave.
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3.5.24 Leveling

SIEMENS
PowerLink IP

ﬁ o Configuration ° Leveling

Tx level adjustment -2.0
iISWT 3000 Rx level adjustment  +12

ISWT 3000 Rx level -5.0

Setting Comments

Tx level adjustment Value to level out inaccuracies of the AMP- and TFLT-module.

This value is normally not changed. Only after changing the TFLT configura-
tion a change might be applicable.

iSWT Rx level adjustment Value to raise the received guard level to an appropriate level.

This value has influence on the “iSWT Rx level”.

iSWT Rx level shall be adjusted according to the actual line attenuation. It can
be measured in WebUI Spectrum analyzer page, the difference level between

the Rx MARC at local side and the Tx MARC at remote indicates the actual line
attenuation.

line attenuation (from local Tx iISWT Rx level adjustment
output to Remote Rx input)
<6 6dB
<12 12 dB
<18 18 dB
<24 24 dB
<30 30 dB
iISWT Rx level This is the guard level measured by the iSWT. The shown value should

be between -9 dB and -3 dB. To achieve this, the “iSWT Rx level adjust-
ment” needs to be changed.

3.5.2.5 loT

Overview

OPC UA Pub/Sub is the extension of OPC UA (Open Platform Communications, Unified Architecture) standard
to enable a model in which a server sends its data to the network (publish) and every client can receive

this data (subscribe). Publisher and subscriber use standard messaging protocol MQTT (Message Queuing
Telemetry Transport) to communicate with broker. All messages are published to specific queues (e.g. topics)
that the Broker exposes and Subscribers can listen to these queues. End-to-end security with MQTT is primary
provided by a TLS connection between the pub/sub and the broker. This requires that the broker be trusted.
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Configuration

Configuration

8888

mgqtt.eu1.mindsphere.io

ess  192.168.20.18
e c/{ClientID}/o/opcua/{Vses

Enabled

Setting Comments

DNS server address IP address for the DNS server, which is used to
convert the “Broker domain name” to IP address

Broker domain name Domain name for the broker, it's useful when the
“Broker IP address” is set to “0.0.0.0"

Broker IP address IP address of broker

Topic name Topic name defined in the broker

OPC UA PubSub(MQTT) Enable / disable OPC UA Pub/Sub MQTT protocol to

publish data to the Broker.
Default: Disabled

Update certificate Import certificate of broker to enable TLS connection.
Three files are required(*.p12, *.pin, *.der)

Web Ul > Configuration > loT

If OPC UA Pub/Sub is enabled, all data points as shown below are transmitted to broker. Additionally to these
data points, the device asset information (serial number, device type, device name) is transmitted during
device startup.

Update certificate

[
0O
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Import certificate of broker to enable TLS connection. Three files are required(*.p12, *.pin, *.der)

Alarm indication

Index Name Description

0 dmb.state.genalr General alarm

1 dmb.state.txalr Tx alarm

2 dmb.state.rxalr Rx alarm

3 dmb.state.nualr Non-urgent alarm

4 dmb.state.iswtgenalr General alarm of iISWT

5 dmb.state.iswtrxalr Tx alarm status of iSWT

6 dmb.state.iswtnualr Rx alarm status of iSWT

8 dmb.state.nosync Sync loss alarm

9 dmb.state.marc Marc level too low alarm

10 dmb.state.ber3 Block error rate alarm

11 dmb.state.remalr Remote terminal alarm

12 dmb.state.f6sv Transmit level alarm of iISWT
13 dmb.state.auth Authentication alarm of web access

Command counter iSWT

Index Name Description

0 pu3x.stat.ifc.be.1 Number of activated command input 1

1 pu3x.stat.ifc.be.2 Number of activated command input 2
2 pu3x.stat.ifc.be.3 Number of activated command input 3
3 pu3x.stat.ifc.be.4 Number of activated command input 4
4 pu3x.stat.ifc.ba.1 Number of activated command output 1
5 pu3x.stat.ifc.ba.2 Number of activated command output 2
6 pu3x.stat.ifc.ba.3 Number of activated command output 3
7 pu3x.stat.ifc.ba.4 Number of activated command output 4

PLC Modem status

Index Name Description

0 dmb.plcSta.snr SNR signal level [dB]

1 dmb.plcSta.fep Frame error probability [%]

2 dmb.plcSta.marcBrxLevel Receive level of MARC B [dB]

3 dmb.plcSta.totalTxFrmCnt Transmitted frames since the last sync
4 dmb.plcSta.link Link status

5 dmb.plcSta.txBitRate Transmit bit rate [bps]

6 dmb.plcSta.rxBitRate Receive bit rate [bps]

7 dmb.plcSta.txFrmCnt Transmitted frames per second
8 dmb.plcSta.errFrmCnt Error frames per second

9 dmb.qdata.temp1 Temperature of DMB-CPU [°C]
10 dmb.qdata.temp2 Temperature of DMB-DSP [°C]
11 dmb.qdata.temp3 Temperature of AMP-1 [°C]

12 dmb.qdata.temp4 Temperature of AMP-2 [°C]
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3.5.3 iSWT

3.5.3.1 System

NOTE
iSWT related menu items are available only when an iSWT board is equipped and enabled in hardware
configuration.

Please check chapter 3.5.4.7 Inband MARC signal for correct MARC signal channel/guard configuration in
combination with iSWT.

DB

4

Mode3a

VF1_CT_PL

Alternate multi- purpose ™

IFC-DvP

Enebled

iec2.cfg

iec2.bin

Free alloction

Permissive tripping W7

Off

4

Setting Comments

Connection Connection can be set in WEB Ul Commissioning > Hardware > iSWT 3000
DMB

iSWT is integrated in PowerLink IP directly

FOM

Standalone SWT 3000 can be integrated into PowerLink IP via connection to
optional FOM module

Before you can use the external SWT 3000 device, the FOM connection has to
be configured with the PowerSys program.

Menu SWT 3000 - Configuration

> Line Interface> Analog "FOM-1 analog"

> Line Interface > Configuration via PowerLink (Slot) "iSWT-1"

Unplug the USB cable from PU4 board after PowerSys configuration is done
successfully, the further commissioning or status monitoring of iSWT has
always to be done via PowerLink IP Web Ul. Do not use the PowerSys connec-
tion to PU4 any more.

Operation mode Mode3a (4 independent commands)
Mode3b (2 plus 2 commands)

Mode 7a (8 independent commands)
Default: Mode 3a
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Setting Comments

Variant VF1_CT_PL/VF40_CT_PL (read-only)
Default: VF1_CT_PL
VF1_CT_PL: Frequencies for coded tripping used for operating mode 3a and
3b when SWT 3000 is integrated in PowerLink IP
VF40_CT_PL: Frequencies for coded tripping used for operating mode 7a
when SWT 3000 is integrated in PowerLink IP
Purpose Alternate multi purpose
IFC-1
IFC-DIP
Only IFC-D or IFC-P modules can be inserted at the corresponding slot IFC-1.
IFC-2 ---
IFC-DIP
IFC-S
Slot IFC-2 can also be equipped with the IFC-D/P modules or alternatively with
the IFC-S module.
IEC61850 Enable/disable

Special allocation

Free allocation

Application Direct tripping (This adjustment offers a higher transmission security of the
analog communication interface. It should be selected when using protection
systems with intertripping. The transmission time is approx. 3 ms longer
compared with the adjustment "permissive".)

Permissive tripping (This adjustment should be selected when using permis-
sive protection systems.)

Test mode Off
IFC-Test
In this mode you can enter commands on the IFC module for every input by
means of DIL switches S1.1 to S1.4 on the IFC module.
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Setting Comments

Digital 2 connection Default: Off

Available when iSWT is connected via FOM

DCE: The clock is provided for the remote SWT 3000 device.

DTE: The clock is expected from the connected SDH/PDH multiplexer or

remote SWT 3000 device.

DCE is only used for FO direct connection. One SWT 3000 device is DCE mode.

The remote SWT 3000 device must be DTE mode.

If connection with SDH/PDH mulitplexer, both local and remote SWT 3000

devices must be configured to DTE mode. In this case, the clock is always

provided by mulitplexer.

The wrong clock configuration (e.g. DCE-DCE) will cause a DLE sync loss

alarm.

X.21 DCE Digital interface X.21 DCE

X.21 DTE Digital interface X.21 DTE

G703.1 DCE Digital interface G703.1 64 kbpsDCE

G703.1 DTE Digital interface G703.1 64 kbps DTE

G703.6 DCE Digital interface G703.6 2 Mbps DCE

G703.6 DTE Digital interface G703.6 2 Mbps DTE

FOM 64k-DCE Fiber-optic connection between 2 SWT 3000 with
64 kbps DCE

FOM 64k-DTE Fiber-optic connection between 2 SWT 3000 with
64 kbps DTE

FO-Box 64k Fiber-optic connection to the FOBox bit rate 64
kbps

FOM 2M-DCE Fiber-optic connection between 2 SWT 3000 with 2
Mbps DCE

FOM 2M-DTE Fiber-optic connection between 2 SWT 3000 with 2
Mbps DTE

FO-Box 2M Fiber-optic connection to the FOBox bit rate 2 Mbps

C37.94-DCE Fiber-optic connection between 2 SWT 3000 with
C37.94 protocol DCE

C37.94-DTE Fiber-optic connection between 2 SWT 3000 with
C37.94 protocol DTE

Digital 2 path Secondary / Primary
Default: Primary
Available when iSWT is connected via FOM
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Setting Comments

Date rate for C37.94

Available when iSWT is connected via FOM
1 * 64 kbps
2 * 64 kbps
3 * 64 kbps
4 * 64 kbps
5 * 64 kbps
6 * 64 kbps
7 * 64 kbps
8 * 64 kbps
9 * 64 kbps
10 * 64 kbps
11 * 64 kbps
12 * 64 kbps
auto

The data rate must be 1 to 12 x 64 kbps. For C37.94 DTE, it is also possible to
detect the data rate of the DCE device automatically by selecting Auto in the
data rate field. If only one interface has been selected, only the corresponding
data rate filed is enabled. The other one is disabled.

Tx address Default: 1
Unique addressing of transmitting device
Available when iSWT is connected via FOM
Rx address Default: 1

Unique addressing of receiving device
Available when iSWT is connected via FOM

Redundant power supply

Enabled / Disabled

Default: Disabled

Monitoring the second power supply if two power supplies are equipped
Available when iSWT is connected via FOM

NOTE

i 0

For security reasons after switching over to IFC-test mode all inputs are signaled by the controller as “off”

regardless of the actual switch position. The “ON” state can only be reached by switching all switches to the
“Open” position and then “ON". To prevent false trips, make sure that the command outputs in the remote
station are disconnected from protection relay.

NOTE

i 0

After configuration changes a reboot of the device is required.
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3.5.3.2 Alarm Control

ISWT
YO ERO -~

Disabled v

Disabled v

Receive alarm (RXALF W

Setting Comments

Threshold for receiver alarm -30to-10 dB in steps of 5 dB

Default: -20 dB

When the PU4 input level drops below the adjusted
value, a receive alarm is triggered.

Threshold for SIN alarm 5to 20 dB in steps of 5 dB

Default: 5 dB

In case of a worse SNR than the adjusted value, this
condition causes SIN alarm.

SIN alarm supervision is only enabled if "force receiver
alarm on SIN" or "blocking outputs on SIN" is enabled.
That means, if SIN alarm supervision is enabled, in
case of a worse SNR than the threshold, SIN alarm

is triggered. If SIN alarm supervision is disabled, SIN
alarm is never triggered.

SIN-Time 1t030s

Default: 3's

Measuring time for the signal to noise ratio.
Force receiver alarm on S/N and/or BE alarm Default: Disabled

In case of an S/N alarm, receiver alarm relay is acti-
vated if this function is enabled.

Blocking outputs on S/N and/or BE alarm Default: Disabled

In case of an SIN alarm, command outputs are
blocked if this function is enabled.

Alarm output RXALR Receive alarm (RXALR)
Unblocking (UNBL)
Input limitation alarm (INPLIM)

NOTE

i 0

After configuration changes a reboot of the device is required.
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3.5.3.3 Input Command Allocation

IFC-1/IN1

3.5 Commissioning

IFC-1/IN2

IFC-1/IN3

IFC-1/IN4

IFC-2/IN1

IFC-2/IN2

IFC-2/IN3

STISHIAH A A A A A

IFC-2/IN4

< € 4

At the transmit side, every possible combination of binary inputs is assigned to a protection frequency
according to the input allocation. For the operation Mode 3a/3b, 4 binary inputs are available, while for

Mode7a 8 binary inputs are available.
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Setting Comments

Enable enable/disable command input [1...8].

If the command input x is disabled, this command is
not transmitted.

Input port Off, IFC-1/IN1...4, IFC-2/IN1...4
Default: 1:1 mapping

This parameter specifies which command input [1...8]
is allocated to which IFC or GOOSE input port. The IFC
input port can be freely configured to any command
input, but one IFC input port only can allocate to one
command input.

Default input allocation:
Input 1 : IFC-1/IN1

Input 2 : IFC-1/IN2

Input 3 : IFC-1/IN3

Input 4 : IFC-1/IN4

If mode7a is selected and IFC-2 = IFC-D/P
Input 5 : IFC-2/IN1

Input 6 : IFC-2/IN2

Input 7 : IFC-2/IN3

Input 8 : IFC-2/IN4
Invert checked/unchecked
Default: unchecked

This parameter specifies whether the IFC input port is
inverted or not.
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3.5.3.4  Signaling Allocation

THCISPCE01

TACISFCE02

RACISPCSO1

RACISPCS02

The signaling allocation is used to configure in a flexible way the output ports of IFC-D/P/S as command
signaling outputs for any input or output command.

Signaling allocation affects the following allocations:
®  Contact doubling
® [FC-Ssignaling
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3.5.3.5 Timer

System

Duration of unblocking impulse 0 to 300ms in steps of 10 ms
"0" means no unblocking signal
Default: 0

Delay of unblocking impulse 10 to 100ms in steps of 1 ms
Adjustment only possible when duration of
unblocking is >0ms

Delay of receiver alarm 0 to 2000ms in steps of 50ms
Delay time for activation of the receive alarm
Default: 2000

Delay of SIN and/or BE alarm 0 to 2000ms in steps of 50ms
Delay time before output of the S/N alarm signal.
Default: 2000

Transmit Duration ms
Default: 20

Transmit Duration for permissive command 15/20ms
Default: 20
for Protection Operating mode 3b

Bl 1+2 interrupt single command Bl or BI2 without Enabled / Disabled

delay for Protection Operating mode 3b
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Input Command

=T e
ﬁ ° 3000 o [nput command

Limitation time 0 to 2000 ms in steps of 1 ms
The transmission of the tripping signal is stopped
when this value is exceeded.
"0" setting means no limitation.
Default: 0
Extension time 0 to 100 ms in steps of 1 ms
"0" setting means no extension.
Default: 20
Pulse suppression 0 to 100 ms in steps of 1 ms can be adjusted for each
released binary input to filter the input signal.
Default: 0
Input limitation 50 ms |
— : |
Binary Input - e ————t——————————>t
o5 10 20 30 40 5|: &0 70 80 ms
_! L | | l [ [ L l
Tx Output | —t R L e L R
o5 10 20 30 40 eiu 60 70 &0 ms
Figure 3-2 Example for input limitation set to 50 ms

The commands at the binary input are extended to adjusted value in case they are shorter. If they are longer
this adjustments is irrelevant.

The figure below shows 1 command (red) at the binary input with a length of 10 ms. This is extended to 15
ms. The next command (blue) has a length of 30 ms. This command is not extended.
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Input extension to min 15 ms

Binary Input

Te Cutput

Binary Input

Tx Cutput

i

—1

—

L . | | . 1 [ 1 . | [ " [ t
| ' T I T T T T T T t T t 1 i
0 5 1 20 30 40 50 B0 70 80 ms
L . 1 [ " [ | | M 1 i [ I ] '}
I ' ! 1 1 ' 1 1 1 v 1 i 1 v I
o5 1 20 30 40 50 &0 70 50 ms
I
|

L | ] 1 3 1 | | 1 ] L [ I ] wt

' 1 I 1 ' 1 I I v I ! 1 1
a5 10 20 30 40 50 60 70 a0 ms
L . [ 1 N 1 | | M 1 M [ M 1 1
I ' 1 1 ' 1 1 | v 1 v 1 v I il
o5 10 20 30 40 50 &0 70 &0 ms

Example for an input command extension to min 15 ms

Figure 3-3

Pulse suppression S ms

Binary Input +—1 t —t } t —t t
o5 10 20 an 4n an &0 70 an ms
—  —
T ot F—+— i —— i —t——+— t
o5 10 20 a0 4n 50 B 70 &n ms
Figure 3-4 Example for a pulse suppression of 5 ms
° NOTE
l Commands which are shorter than the adjusted pulse suppression time are not transmitted by the iSWT!
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Output Command

ST Lot
ﬁ o 3000 o C amimand

Limitation time 0/500 ms
0 = no limitation
Default: 0

Extension time 0 to 2000 ms in steps of 5 ms
Default: 15

The command in the example below is transmitted for 700 ms (Tx output). With the activated output limita-
tion the command output is switched off after 500 ms.

Output limitation 500 ms

—1 L
ot
0 50 100 200 300 400 500 600 700 800 ms
—1 |
Rx Outout | i I l l i i —— —
0 50 100 200 300 400 500 B0 700 800
Figure 3-5 Example of an activated output command limitation

The command in the example below is transmitted for 50 ms (Tx output). With the output command exten-
sion on the Rx output it is extended for 200 ms.

Output limitation alarm triggers Rx alarm ON.

Any interruption of receiving a command (Rx output changed, e.g. from BO1+BO2 to BO2), the timer for
output limitation restarts from the beginning.
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Cutput extension 200 ms

Tx Output - P———t+——+— I E—— 1 T T —
a a0 100 200 300 400 500 G00 700 goa
— |
R Output —t——+—+— —— I } : —
1] 50 100 200 300 400 00 G600 Fo0 g00 me
Figure 3-6 Example for an output extension of 200 ms

Setting Recommendations for iISWT Timer Configuration

Command input

Command output

Duration |EALR relay SIN alarm Pulse Command |Limiting of |*) Increase in
of the Un- |delay [ms] delay [s] suppres- |extension |outputtime |outputtime
blocking sion [ms] |to min. [ms] by [ms]
pulse [ms]
Double 0 2000 2 0 15 to 500 0
system
protec-
tion
Single- 0 2000 2 0 15 to 500 0
phase
protec-
tion
Switching |0 2000 2 0 15 none 100
functions
3.5.3.6 iSWT Clock synchronization
The date and time of DMB is synchronized to PU4. A time change is registered in iSWT event log.
A standalone SWT 3000, integrated in PowerLink IP via FOM module, can alternatively use the SWT 3000
clock synchronization (NTP, IRIG-B). Therefore a setup of the WebServer and NTP/IRIG-B configuration for the
standalone SWT 3000 is necessary.
% Clock sync.  Off hd
= Clock sync. alarm (NU)  Off v
% Sync. pulse every  Minute v
% Active signal slope or active polarity  Rising/normal A
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Setting Comments

Clock sync. Off

USYNC signal
IRIG-BOOX
IRIG-BO0O
IRIG-B004
NTP

Clock sync. alarm (NU) Off

On

Sync. pulse every Minute

Hour

Activate signal slope or active polarity (IRIG) Rising/normal
Falling/inverted

3.5.3.7 Output command allocation

Binary allocation

IFC-1/0UT1

IFC-1/0UT2

IFC-1/0UT3

IFC-1/0UT4

At the receive side, every protection frequency is assigned to one or more command outputs according to the
output allocation.
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Setting Output port

Index
Output port Off, IFC-1/0UT1...4, IFC-2/0OUT1...4
Default: 1:1 mapping

This parameter specifies command output is allo-
cated to which IFC or GOOSE output port. The IFC
output port can be freely configured to any command
output, but one IFC output port only can allocate to
one command output.

The default out allocation:

Output 1 : IFC-1/0UT1

Output 2: IFC-1/0UT2

Output 3: IFC-1/0UT3

Output 4 : IFC-1/0UT4

If mode7a is selected and IFC-2 = IFC-D/P
Output 5 : IFC-2/0UT1

Output 6 : IFC-2/0UT2

Output 7 : IFC-2/0UT3

Output 8 : IFC-2/0UT4

For a re-sort of allocations, set all to "Off" first, before configuring the new settings.
3.5.3.8  IEC61850

Upload IEC61850 pre-config file

Select a file
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Upload EN100 parameter bin file

Select a file

3.5.4 PLC Modem

3.5.4.1 Inband MARC signal

Transmit

NOTE
If an iSWT board is equipped and enabled in hardware configuration, the distance between MARC signal
channel and lower band limit of the initial frequency band must be at least 4 kHz.
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Setting Comments

Transmit ID Transmit ID of local device.
0-15
Default: 0
Initial start frequency Initial start frequency for transmit and receive. The

initial start Tx frequency shall be within the range of
hardware settings for TFLT.

24 - 496 kHz in 0.25 kHz steps

Default: 64 kHz

Initial stop frequency Initial stop frequency for transmit and receive. The
initial stop Tx frequency shall be within the range of
hardware settings for TFLT.

28 - 500 kHz in 0.25 kHz steps

Default: 96 kHz

MARC signal channel MARC channel of PowerLink IP device

24 - 500 kHz in 0.25kHz steps

This parameter specifies MARC signal channel

for transmit, receive, lower neighbor and upper
neighbor.

After entering the initial frequency values, the MARC
signal channel is set to a default value within this
interval. If necessary, this setting can be changed
again manually.

Max. start frequency Max. start frequency for transmit. The max. start
Tx frequency shall be within the range of hardware
settings for TFLT.

24 - 496 kHz in 0.25 kHz steps

Default: = Tx start frequency

Max. stop frequency Max. stop frequency for transmit. The max. stop Tx
frequency shall be within the range of hardware
settings for TFLT.

28- 500 kHz

Default: = Tx stop frequency

Desired transmit bit rate Desired transmit bit rate (bps). This value is used
during optimization phase of MARC control algorithm.
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Receive

Setting Comments

Receive ID Transmit ID of remote device.
0-15
Default: 0

Initial start frequency Initial start frequency for transmit and receive. The
initial start Tx frequency shall be within the range of
hardware settings for TFLT.

24 - 496 kHz in 0.25 kHz steps
Default: 128 kHz

Initial stop frequency Initial stop frequency for transmit and receive. The
initial stop Tx frequency shall be within the range of
hardware settings for TFLT.

28 - 500 kHz in 0.25 kHz steps

Default: 160 kHz

MARC signal channel MARC channel of PowerLink IP remote device
24 - 500 kHz

This parameter specifies MARC signal channel
for transmit, receive, lower neighbor and upper
neighbor.

After entering the initial frequency values, the MARC
signal channel is set to a default value within this
interval. If necessary, this setting can be changed
again manually.

MARC level threshold MARC level threshold is used to trigger MARC level
alarm. The alarm will be mapped to NU alarm (when
iSWT3000 is enabled) or RX alarm (when iSWT3000 is
disabled).

MARC level alarm on:

Receive level of MARC B < MARC level threshold
MARC level alarm off:

Receive level of MARC B > MARC level threshold +
1.0dB

SNR reserve If the noise of the channel has not a constant level,

it will lead to single symbol errors or even resyncs,
when noise bursts occur. To avoid this a distance
between the currently available SNR and the neces-
sary SNR of a certain modulation grade can be
preserved. This distance is the SNR reserve. If a small
amount of the bit rate is expandable, a good value for
SNR-reserve is between 0.8 and 3 dB, (in hard cases
even more). This will also decrease the permanent
change of channel bit loading and the traffic caused
by it.

Noise estimation time For constantly recurring disturbances it is beneficial to
observe the noise for a longer time period. Practical
noise estimation times are in the scope of 30 s up to
60 s, but for disturbances that recur once per hour for
example, 3600 s may also be applicable.
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3.5.4.2 Neighboring MARC signal

PLC
ﬁ o Configuration ° .

Low transmit ID

Lower MARC signal channel

Upper transmit |D

Upper MARC signal channel

SIEMENS
PowerLink IP

Setting Comments

Low transmit ID

Transmitter identification number of lower MARC
signal channel neighbour

Lower MARC signal channel

24 - 500 kHz in 0.25 kHz steps

MARC signal channel of lower neighbor PowerLink IP
device

Upper transmit ID

Transmitter identification number of upper MARC
signal channel neighbor

Upper MARC signal channel

24-500 kHz in 0.25 kHz steps

MARC signal channel of upper neighbor PowerLink IP
device

Neighboring PLC must not be confused with remote PLC. The remote PowerLink IP system represents the
receiving end of the link; its used frequency range may be anywhere in the allowed frequency spectrum. A
neighboring PowerLink IP system is defined by its frequency range being adjacent or even overlapping to the
used frequency range of the system. The neigboring PowerLink IP system may be located at a neighboring line
or section, thus causing potential interference with the system.

3.5.4.3 Notching

Notching is required to ensure coexistence of PowerLink IP with other HV-PLC and radio services. Up to 20
channels can be notched. It is possible to set notches in the whole frequency band.

- NOTE
l Notch settings on both devices of one link have to be identical. To assure this an export and import
functionality for the notches is available.
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W spectrum

T T T T T T T T T T T T T T T T T T T T T T T T T
200 210 220 230 240 250 260 270 280 290 300 310 320 330 340 350 360 370 380 380 400 410 420 430 440
kHz

Setting Comments

Channel Notching channel number
1-20

Start (kHz) Notching start frequency

Stop (kHz) Notching stop frequency

Bandwidth (kHz) Notching bandwidth. Stop frequency - Start frequency
0 - 256 (read only)

Update notching Notch settings are applied to the graphic immedi-
ately. A device reset is required after a notch update,
to apply it to the modem.

3.5.4.4 Frequency Bar
ﬁ ° ° Freouency bar
W spectrum
0
-104
-20-
=304
40|
g 11
-60
-704
-80— J
-00-
100 ‘
T T I I T T I I T T I | T I T T T I I
25 50 75 100 125 150 175 200 225 250 275 300 325 350 375 400 425 450 475 500
kHz
Visual display of initial bandwidth, max. bandwidth and MARC channel.
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3.5.5 Ethernet

3.5.5.1 Service Interface

X0 E=ZIO X0

192.168.20.120

255.255.255.0

00-e0-a8-01-dc 2f

192.168.20.120

255.255.255.0

Disabled

The connection between the service PC and the PowerLink device is done via the TO0BASE-TX Ethernet
service interface LCT (local craft terminal). The LCT connector is located at the front of the DMB module. The
connection is realized by using a standard shielded CAT5e patch cable.

Connection to the device

Default IP address 192.168.20.20

For the initial connection between the service PC and the service interface use the default IP address.
The service PC and the device must be located in the same IP address range.

After entering the IP address in the browser of your service PC you can login to the Web Ul to configure the
service interface and for information, monitoring and configuration.

Setting Comments

Actual IP address Actual IP address of service interface
Actual subnet mask Actual subnet mask of service interface
MAC address MAC address of service interface
IP address User defined ip address of service interface
Subnet mask User defined subnet mask of service interface
DHCP client Enable/disable DHCP client
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3.5.5.2 Web access

YO EXZI0 B0

Setting
Session timeout

3.5 Commissioning

Disabled

Enabled

Disabled

©

Enabled

Enabled

4

Enabled

4

Enabled

Enabled

Comments

Time in minutes without user action, before session is
deleted and the user is logged out.

Max. session time 12 hours.

Blocking after Login failure

Setting
Enable user login blocking

Comments
Enable/disable user blocking after login failure.

User max block time

Time in minutes, before the next login is possible.

User max retry limit

Number of max. allowed login retries.

Web access over Ethernet user port

Setting
Enable Web access over Ethernet user port

Comments
Enablel/disable the access (e.g. for security reasons).

Password Policy

Setting
Enable password policy check

Comments
Enable/disable the check of the defined password
policy.

Password upper case check

Password must contain at least one upper case char-
acter

Password lower case check

Password must contain at least one lower case char-
acter
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Setting Comments

Password digital character check Password must contain at least one digital character

Password punctuation character check Password must contain at least one punctuation char-
acter

Default password check Enable/disable check, that the password must not be

a previous password and must not be one of the
predefined passwords (i.e. admin, engineer, viewer,
secaud).

When activating this option, a user has to change

the password immediately after login, if the password
matches any of the predefinded passwords. The user
will not be allowed to access any other web pages
until the password is changed and accepted.

Password mininum length Minimum password length

Password expire time Password expire time in days.

Certificate

For the use of the secure HTTPS protocol between device and browser a self signed certificate can be created
and manually installed in your used web browser. After the certificate is installed correctly, HTTPS can access
the device without any risk warning in the web browser.

At initial use create a certificate with default IP addresses (IP of service interface and/or user interface). A
change of IP addresses requires a new creation of the self signed certificate and an import into the web
browser.

Setting Comments
Create Certificate true/false

NOTE

°
l A certificate creation requires a restart of the device.

3.5.5.3 NTP

Configuration

Network Time Protocol (NTP) is a networking protocol to synchronize the clock between an NTP server and the
device. No information of time zone or daylight saving time (daylight saving) is provided by NTP, which has to
be configured manually in the NTP client.

The Universal Time Coordinated (UTC) received from the NTP server will be adjusted with the setting of local
time zone or daylight saving time.

ﬂ o Corfiguration ° Canfiguration

60

192.168.20.3

172.29.31.10
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Setting Comments

Poll interval 1-86400 sec
Default: 60 sec
It is recommended to use a polling cycle not less than

60 seconds.

Primary server address actual IP address of primary NTP server
Default: 0.0.0.0

Secondary server address actual IP address of secondary NTP server

Only activated if primary server connection is lost.
Default: 0.0.0.0

Daylight saving

The Daylight saving time is adjusted automatically according to the configured settings at the defined point of
time.

For countries without daylight saving time, set "Switchover" to disabled.

1

]

Enabled

60

2

]

Cctober

Last

Sunday

3

]

Setting Comments

Time zone hour Time zone offset hours to UTC.
Time zone minute Time zone offset minutes to UTC.
Switchover Enable/disable switchover to daylight saving time.
Time offset Time offset in minutes.
Start month Start month of daylight saving time.
Start week Start week of switchover month.
Start day Start weekday of switchover week.
Start hour Start hour of switchover
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Setting Comments

Start minute Start minute of switchover

Stop month Month for switchback to regular time.
Stop week Week of switchback month.

Stop day Weekday of switchback week.

Stop hour Hour for switchback.

Stop minute Minute for switchback.

QoS

Configuration

Weighting

150

The Quality of Service (QoS) feature consists of a HW QoS and SW QoS processing stage. The HW QoS provides
four internal queues to support different traffic classes (Critical, High, Medium and Normal). The traffic classes
(TC) can be configured so that higher priority TC experiences less delay than lower priority TC under congested
conditions. For PowerLink IP, VoIP (voice over IP) is the highest priority traffic than other traffic by default in

the SW QoS processing stage.
The QoS priority of received Ethernet frame is determined from: 802.1p QoS> TOS/DSCP QoS > Traffic control

by service protocol.

= Q,

A (> ) connouraton (b J etnemer ()

VolIP voice (UDP)

10000

VoIP signaling (UDP)

5000

VoIP signaling (TCP)

5060

CCTV video (UDP)

65535

IEC 60870-5-104 (TCP/UDP)

2404

SCADA (UDP)

6000

SCADA (TCP)

6000

OOOO000ORIX

Serial over IP (TCP/UDP)

Normal

30202

Medium

High

Critical

o o o o o o f

Disabled

Enabled

Enabled

PowerLink I[P
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Comments

Setting

Weighting This parameter specifies the weight for the egress
queues CoS 0 - CoS 3.
Default: 1:2:4:8

range: 1to 49

The Ethernet switch egress port serves four transmit queues (CoS 0 normal traffic - CoS 3 critical traffic). The
incoming frames are assigned to an egress transmit queue depending on their assigned Traffic class. The high
priority TC queues are given greater access to the switch egress port than the lower TC queues.

Ethernet switch uses the Weighted Round Robin (WRR) algorithm for queue scheduling on CoS 0 to CoS 3
queues. It is suggested, that the weight of each queue is CoS3 > CoS 2 > CoS 1 > CoS 0. The default weight
value is 1:2:4:8. So for each round, it will send 1 packet from CoS 0, 2 packets from queue CoS 1, 4 packets
from queue CoS 2, and 8 packets from queue CoS 3.

TOS/DSCP QoS

YO E=50 EX0 EXO =~

0(CS0/BE) Normal w1 Normal w2 Normal W Normal W
4 Normal W | 5§ Normal W 6 Normal W v
8(CS1) Normal W |9 Normal | 10(AF11) Normal W v
12(AF12) Normal W | 13 Normal W | 14(AF13) Normal W v
16(CS2) Normal W7 | 17 Normal W7 | 18(AF21) Normal W v
20(AF22) Normal W | 21 Normal W | 22(AF23) Normal W v
24(CS3) Normal W | 25 Normal W | 26(AF31) Normal W v
28(AF32) Normal W | 29 Normal W | 30(AF33) Normal W h 4
32(CS4) Normal w33 Normal W | 34(AF41) Normal W v
36(AF42) Normal W | 37 Normal "W | 38(AF43) High v v
40(CS5) Medium W | 41 Normal W 42 Normal W v
44(VOICE-ADMIT) | Critical W | 45 Normal "W | 46(EF PHB) Critical W v
43(CS6) High W | 49 Normal W 50 Normal W v
52 Normal "W | 53 Normal W7 54 Normal W7 v
56(CST) Cntical W | 57 Normal W 58 Normal W v
60 Normal "W | 61 Normal W7 62 Normal W7 v

The Traffic class of packet received from an Ethernet port is assigned to TC configured for the corresponding IP
TOS/DSCP.

Setting

Comments

DSCP QoS This parameter specifies the TC assigned to TOS /
DSCP (0...63)
Normal, Medium, High, Critical
Default: Normal
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Traffic control

YO EZX0 B0 EXO -

VoIP voice (UDP)

WolIP signaling (UDF)

‘Serial over IP (TCP/UDP)

In this menu a min. and max. data rate (kbps) for the traffic class VolP and serial IP protocol can be set.

Traffic control recognizes internally UDP destination or source port 5004 to 5019 (default value, changeable)
as VolP packets. Serial IP messages will be detected if carried in either TCP or UDP and destination or source
port 30201-30204 (default value, changeable).

The range between the min. and the max. value is guaranteed for the enabled service and only if PowerLink IP
has free resources. This reservation is only active if those traffic classes are detected by SW QoS according the
UDP and TCP ports and are currently received by PowerLink IP. Otherwise the reserved data rate can be used
by other Ethernet data.

If the data rate of traffic class exceeds the given max. value, the exceeding data will be dropped. The max.
data rate of other date frames (execpt VolIP and serial IP) is the total current bit rate achieved by PLC Modem
minus current VolP data rate minus current serial IP data rate it is not configurable in Web Ul. So other

data can use the remaining WAN bitrate if available, otherwise it will be buffered or dropped. VolIP packets,
complying to configurable UDP port in PowerLink IP will be sent per default always via the SW QoS High
Priority Queue to PLC Modem, without any additional settings in Web Ul.

Setting Comments

Min. data rate Minimum data rate for VolP or serial IP.
Default: 20 kbps (VolIP voice) / 8 kbps (VolP signaling)
Max. data rate Maximum data rate for VolP or serial IP.
Default: 0 (unlimited to max PLC modem data rate)
Enabled Enable/disable traffic class for VolIP or serial IP
802.1p QoS

152

PowerLink [P

Normal

Normal

Normal

Normal

Normal

Medium

High

AIRARERER AR ER K

Critial
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Four possible Traffic Classes (CoS queues Normal/Medium/High/Critical) are assigned in this menu to the
corresponding internal Priorities (O/lowest to 7/highest). "Critical" should be used by all VoIP devices and "High"
by all IEC 60870-5-104 RTUs to get HW QoS preferred handling.

Setting Comments

802.1p QoS TC assigned with 802.1p priority
Normal/Medium/High/Critical
Default: Normal

3.5.5.5 Port configuration

ﬁ ° Configuration ° Ethernet ° (e .
configuration

Electrical 64 Kbps

Electrical 64 Kbps

Electrical 64 Kbps

Optical 64 Kbps

Optical 64 Kbps

Setting Comments

Enabled Enable/disable Ethernet port. If the port is disabled,
transmit and receive function of Ethernet frames are
disabled.

Ingress rate limit This parameter specifies the ingress bit rate limit

of Ethernet port for the following packet types to
suppress broadcast and multicast storms:

®  Broadcast

®  Reserved multicast MAC address (01-80-
C2-00-00-00 to 01-80-C2-00-00-2F)

®  Multicast lookup failure
®  Unicast lookup failure
no limit/64 kB (kbps) to 4 MB (Mbps)
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3.5.5.6 RSTP

A 0) =0

Disabled

20000000

The purpose of 802.1D Spanning Tree Protocol (STP) is to build a robust network to prevent loops. The 802.1w
Rapid Spanning Tree Protocol (RSTP) provides significantly faster spanning tree convergence after a topology
change. RSTP is back-wards-compatible with standard STP.

Setting Comments
RSTP disabled/enabled

Default: disabled

This parameter enables RSTP on Ethernet bridge.
Hello time 1t010s

Default 2 s

If no BPDU message is received 3 times in a row
during the specified max. age time, the connection

is considered faulty. The affected port will go into the
descarding state, where it cannot receive or transmit
data, cannot add MAC addresses to its MAC table

and can receive BPDUs only. Permissible values are
from 1 sto 10 s (the IEEE 802.1D and IEEE 802.1w
standard recommends a default setting of 2 s).

154
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Setting Comments

Bridge priority 0 to 61440 in steps of 4096
Default: 61440

This value represents a priority for a switch. Every
switch in the ring network has a specific user defined
priority that has been set equally to 32768 for all
switches by default. The bridge priority is preset by
the switch manufacturer. Furthermore, this priority
is prefixed to the switch MAC address to from the
bridge ID (BID) for RSTP root bridge elction process.

Lowest bridge ID (BID) among all interconnected RSTP
switches in the same layer 2 broadcast domain will
elect this switch to the root bridge. A root bridge
should always be an external central and powerful
switch which should form the root instance of the
spanning tree logical topology. PowerLink IP switch
should never become a root bridge, so you should set
its bridge priority to a higher value then that of the
active root bridge.

Permissible values are: 0, 4096, 8192, 12 288, 16
384, 20 480, 24 576, 28 672, 32 768, 36 864, 40
960, 45 056, 49 152, 53 248, 57 344, and 61 440.
Max. age time 6t040s

Default: 40 s

Set a time from 6 s to 40 s. After this time

has elapsed, the affected switch port will move to
discarding state, where it cannot receive or transmit
data, cannot add MAC addresses to its MAC table and
can receive BPDUs only.

Forward delay 4t030s

Default: 21 s

The ports of the switch remain in one of the states
discarding, learning or forwarding - not longer than
for the time set here. The value shall met following
condition: 2 * (forward delay - 1 sec) = max age time.

Port priority 0 to 240 in steps of 16
Default: 128

Every switch port in the same layer 2 broadcast
domain has a specific priority that has been set
equally for all switches by default. The priority is
preset by the switch manufacturer. The port priority is
prefixed to the port number to form the port ID. The
lowest port priority (identified by 0) yields to higher
probability for the port to become an active root or
designated port.
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Setting Comments

Transmit count 11010

Default: 6

Maximum number of configuration messages sent
for a specific event (structural reconfiguration). This
number must exceed the number of existing switches
in the ring or interconnected mesh network.

Cost style 4 bytes unsigned integer

Default: 20000000

This value represents the speed of the switch ports.
Change this value depending on available PowerLink
IP WAN bitrate:

This value represents the speed of the switch ports.
Change this value depending on available PowerLink
IP WAN bitrate:

20000000 for 1 Mbps

200000000 for < 100 kbps

3.5.5.7 User Interface
The connection between a PC/Web Ul and the device is done via Ethernet interface. The connectors are
located at the front of the DMB module.

Connection to the device

Default User IP address 192.168.30.20

(Note: Default IP address on LCT interface is 192.168.20.20)
For the initial connection use the default IP address.

After entering the IP address in the browser of your PC you can login to the Web Ul to configure the user
interface and for configuration, supervision and maintenance of the system.

Userirterface

10.9.19.203

255.255.248.0

10.9.23.254

00 e0:ad 01:de: 10

10.9.19.203

255.255.248.0

10.9.23.254

Cisabled

Setting Comments

Actual IP address Actual IP address of user interface
Actual subnet mask Actual subnet mask of user interface
Actual gateway address Actual gateway address of user interface
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Setting Comments

MAC address MAC address of user interface
IP address User defined IP address
Subnet mask User defined subnet mask
Gateway address User defined gateway address

(It is needed only if the device is managed remotly
from a PC located in a different IP network.)

DHCP client Enable/disable DHCP client

3.5.5.8 SNMP

SNMP Function

The SNMP agent allows the request of system parameters of the PowerLink IP from a central NMS (Network
Management System) via UDP/IP. The SNMP agent provides the status of the PowerLink IP device and trans-
mitts spontaneous alarm indications (traps) to the NMS.

The necessary MIBs are part of the PL IP software package. They have to be integrated in the NMS. After the

NMS has been configured, traps from the SNMP agent are received and it is possible to read PowerLink IP and
iSWT information.

PowerLink IP device will support following SNMP function:
®  SNMP version v1/2cand 3
®  SNMP GET command to read status information, alarms, event record, quality data etc.

®  SNMP SET command to support setting for standard MIB. It is not support to change the device settings
via SNMP, all device configurations are done via Web Ul

®  SNMP Notification (TRAP / Inform) to inform NMS of alarms. (Inform is a acknowledged trap.) Up to 4 trap
addresses can be specified.

®  SNMPv3 user management (create / clone user, delete user, restore default user and user password
change)

®  Private MIB files for PowerLink IP and iSWT

MiIB Comments

SIEMENS-POWERLINK-IP-DMB.MIB The MIB module which defines the textual convention
for the PowerLink IP and PowerLink CM device.

SIEMENS-POWERLINK-IP-DMB-ISWT3000.MIB The MIB module which defines the textual convention
for the integrated SWT 3000 device in PowerLink IP.

®  Siemens common product inventory MIB ((DGPI-MIB /| DGSM-MIB)

MIB Comments

SIEMENS-SMI.mib The Structure of Management Information for
Siemens Smart Infrastructure Digital Grid products.

digitalGridProductinventory.mib Inventory data of Siemens Smart Infrastructure Digital
Grid products

digitalGridSecurityMonitoring.mib Security monitoring of Siemens Smart Infrastructure
Digital Grid products

PowerLink IP Read Information
®  Device information (e.g. release version info)
®  Event Recorder
®  Quality data

®  Diagnostic status information
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®  Alarm/error information

® SWT information

® iSWT event recorder

® {SWT alarm/error information

® SWT diagnostic status information

® Line fault detection (for PowerLink CM)

®  Common product inventory data contains product & components table

®  Common security log monitoring

Alarm Trap

If there is a status change during a configured time range, the alarm state (active or not active) is assigned to
each alarm and transmitted to the programmed NMS. The cyclic repetitive alarms within an adjustable time
range are transmitted only once. Each alarm contains the severity level and a short description of the alarm.

Alarm table (ngplAlarmTable) contains following device alarm states:

Alarm Index Alarm Descrip- Alarm TrapEna- Alarm Value Alarm Time- Alarm Severity
tion bled stamp
1 General alarm enabled noactive YYYY-MM-DD Major
HH:MM:SS
2 Tx alarm enabled noactive YYYY-MM-DD Major
HH:MM:SS
3 Rx alarm enabled noactive YYYY-MM-DD Major
HH:MM:SS
4 Non-urgent enabled noactive YYYY-MM-DD Minor
alarm HH:MM:SS
5 iISWT General enabled noactive YYYY-MM-DD Major
alarm HH:MM:SS
6 iISWT Rx alarm enabled noactive YYYY-MM-DD Major
HH:MM:SS
7 iSWT Non-urgent |enabled noactive YYYY-MM-DD Minor
alarm HH:MM:SS
8 Line fault alarm [enabled noactive YYYY-MM-DD Major
[PowerLink CM] HH:MM:SS
9 SYNC loss alarm |enabled noactive YYYY-MM-DD Major
HH:MM:SS
10 MARC signal enabled noactive YYYY-MM-DD Major
alarm HH:MM:SS
11 Bit Error Ratio enabled noactive YYYY-MM-DD Major
alarm HH:MM:SS
12 Remote alarm enabled noactive YYYY-MM-DD Warning
HH:MM:SS
13 Guard supervi-  |enabled noactive YYYY-MM-DD Major
sion alarm HH:MM:SS
14 Authentication |enabled noactive YYYY-MM-DD Warning
alarm HH:MM:SS
® alarmTrapEnabled is read-write access for enable or disable alarm trap sending
® alarmValue indicates the state of alarm (active = 1 / not active = 2)
® alarmSeverity indicates the different severity from 1 to 5
® alarmDescription indicates the alarm description for active alarm
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When the alarm state is changed from inactive to active or vice versa, the alarm trap is sent out with binding
objects in alarm table.

Syurce! 192 143.1.70 Tisissramp: 43 seconds ENMIP Virsisn: 2
Trap OiD: mo.org dod mirmet. prreaie. emsrpnses semersPodEac el power L mklP ngpilmt ngpiTraps gplAlarmiGeneal Cammuni: pubbc
Varlabli Bindings:

hi® = s org dod miemel mgmd mib-T vyien alpTome 0

Value: [TaneTicks] 41 sscoads (4321)

" H sty TrapOiD

Value: [CID) nppldbrmimers

Namwe: m0.0rg dod. miemet. privaie, emerprises. semersPodEa. commmicationSetnoons power L nkdP . ngpilmb ngpTraps. ngplalarm Tatke sgplAtarmPory ol rmbescrpton |
Valug: [OistStieig ] General abem

N ma o g dad miemel prvale smierpnses semenePadE s commimic ahon Solations powe LnkIP ngpiDmb ngplTraps rgplAlarm Table sgplAbamEntry ngplbemVake |

Valug: [Rmteger] acmve (1)

R S0.00Fdod mismer privile. emerprises. semetaPulEl commusicatonSounons . powe L akIF. ngpim. agplTrps. g pliliom Tabke agplAlarmEnory. o gpldlem Tises mmg. |
Value: [OctetSrmg] 2002-02-28 110226

Nnmwe; =000 dod. miemet. prnate emsrpnses. semerePodEa commumcaton Sotonons. powerl nklP ngpDmt nppiTraps ngpliiamm Tatds sgplAlarmErery ngpldlemSnenty . |
Valug: [Frteger] frogee |23

N moarg dod miemel smnpV? mmpllndules moghllE arphE0%ecty snmp Trap samg TrapEsterprae 0

Valug: |020) porwerinl®

Dascripion:  Geseral slarm.

Event Trap

In addition to four alarm traps, the alarm on / off state change event traps are also supported.

Trap OID Description

ngplEventAlarmGeneralOn Event happend: general alarm on
ngplEventAlarmGeneral Off Event happend: general alarm off
ngplEventAlarmTxOn Event happend: transmit alarm on
ngplEventAlarmTxOff Event happend: transmit alarm off
ngplEventAlarmRxOn Event happend: receive alarm on
ngplEventAlarmRxOff Event happend: receive alarm off
ngplEventAlarmNonUrgentOn Event happend: non-urgent alarm on
ngplEventAlarmNonUrgentOff Event happend: non-urgent alarm off
dgpiProdCompTableLastChange Component change notification from DGPI-MIB (Not
supported in PowerLink IP/CM)
dgsmLogAuditNotification Not supported in the device

Event traps do not have the binding objects of description, severity, timestamp, and alarm value.

Source: 192 L6E 2070 Tinsesiamp: 4 seconds SNMP Versiom: 1
Irap OID:  isooorg dod internet. prvaie smenprises. semsrPriFa commmicationSohmons. powerl nk(P ngplDmb. ngpiTrags ogpEventAlerm GenemiCn Commmumity:  pubiic
Varialle Bindings:

Napwe; 180 oo g dod nlernel mgmi. -2 v iem svaUp T 0

Value: [TumeTicks] 4 seconds (417

Naowe: snmpTrapOiD

Valus: [OIT] #gplE veniAbemlnseatla

N w0 erg. dosd internel sampy'] snmphladules. sampl I sampMIBORects. ssmp Trap somp TrapEnterpeise 0
Value: [OIDY] powerLinkIP

Descripiion:  Event happened general atarm on

Enable / disable trap sending

By default, alarm traps are enabled, and event traps are disabled. It can be changed via SNMP set command to
following OID:
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Trap OID Description

ngplAlarmTrapEnabled <Alarmindex>. Enable(1) / disable(2) individual alarm trap sending

ngplEventTrapEnabled Enable(1) / disable(2) all event traps sending

dgpiNotificationsEnabled Determines whether the SNMP agent is sending DGPI
notifications. The allowed set value is no(1), yes(2)

ngplActivationReq storeToFlashAndRestart(1): Apply and store the
changes into flash

SNMP Versions

SNMP versions 1, 2c and 3 are supported.

In SNMP version 1 and version 2 a authentication results in a password (community string), which is sent in
plain text between the Network Manager and the SNMP agent.

In SNMP version 3 a User-based Security Model (USM) for authentication is implemented. Each user has

a name, authentication key and privacy key. MD5 or SHA-1authentication protocol is used. The SNMP v3
agent authenticates the incoming request message with authentication key and rejects the access, if the
authentication has failed. The SNMPv3 message data is encrypted and decrypted with privacy key using DES or
AES protocol.

SNMP Configuration

A ° Carfiguratian ° SHMP ° Configuration

Cisabled v

3000586E0200E0AS01DC

dmbread

dmbwrite

3

3

Setting Comments

SNMP version Configure SNMP version

® Disabled: Disable SNMP function
® SNMPv1/2: Enable SNMP version 1 and 2c
®  SNMP v3: Enable SNMP version 3

SNMP engine ID Displays unique identifier of SNMP engine. It contains
following parts

®  Start bit : 0x8000

®  Enterprise OID: 0x586E

® |Indicator for identifier MAC address: 0x03
® |dentifier <MAC address>

Read-only community string Displays the read only community string for
SNMPv1/2c GET access.

Default: dmbread
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Setting Comments

Read-write community string

Displays the read and write community string for
SNMPv1/2c SET access.

Default: dmbwrite

Min. active time

Displays the minimum time in seconds that the alarm
must be active before a rising trap is sent.

It is used for both, SNMP v1/2c and v3.
Default: 3

Fall down delay

Displays the minimum time in seconds that the alarm
must be inactive before a falling trap is sent.

It is used for both SNMP v1/2c and v3.
Default: 3

SNMP Trap Destination

ﬁ ° Configuraton ° SHP ° Trap destination

Trap v Mot support "W noAuthhoPriv- W% v
1] Trap W O Mot support "W noAuthMoPriv % v
0] Trap W O Mot support " noAuthiNoPriv. - v
Trap v Mot support "W noAuthhoPriv- W% v

Setting Comments

IP address

IP address of trap destination (NMS)
Default: 0.0.0.0

Port address

Default 162

Notify type

Trap: Agent sends SNMP traps to NMS, if an alarm
occurs. No acknowledgement is sent from NMS to
SNMP agent.

Inform: SNMP trap with acknowledgement. If the
trap is not acknowledged by NMS, the agent will
retransmit it until timeout.

Default: Trap

Retry count

This parameter specifies the number of retries in addi-
tion to the first transmission, if the SNMP inform
message is not acknowledged by NMS. It is only valid
for SNMP inform. It is recommended to use a small
retry and timeout value.

0to10

Default: 1 (means 1+1=2 total transmissions)

Timeout

Time (ms) to wait for acknowledged message from
NMS in unit of 10ms.

0to 10,000 ms
Default: 100 (means 100 x 10ms = 1000ms)
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Setting Comments

Security model This parameter specifies the security module to be
generated for sending the notification message.
Default: SNMPv2c

Possible settings: Not supported, SNMPv2c, USM
Security name This parameter specifies the security name, which is
sending the notification message. If security module
is SNMPv2c, it will be communication string of the
trap. If security module is SNMPv3, it will be SNMPv3
user name. This user name has to be configured in
both agent and NMS in advance.

Default: public

Security level This parameter specifies the security level for sending
the notification message.

If the security model is SNMPv2c, it is noAuthNo-

Priv (No authentication and no Privacy protocol).

If the security model is SNMPv3, it is authNoPriv
(Authentication and no privacy protocol) or authPriv
(Authentication and Privacy protocol) depending on
the SNMPv3 user type.

Default: noAuthNoPriv

Possible settings: noAuthNoPriv, authNoPriv, authPriv

Status Trap address status. Destroy: The configured trap
address will be deleted.
Default: ™

Possible settings: Destroy,

un

Trap Severity

The alarm severity for alarm on or off might be different. It is possible to configure alarm (on or off) severity
in Web Ul. Usually, alarm off shall be lower severity, e.g. Normal (5). The active alarm status (on / off) and
severity are defined as table object in PowerLink IP MIB file and can be queried by SNMP GET command.
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] o Configuration o SHMP o Trap severity

FEMNALR M ajor Mormal

THALR Major Mormal

FAALR Major Mormal

MUALR hinar Marmal

[SWT GEM Major Mormal

| ST R M ajor Mormal

ISWT MUALE | Minor Mormal

SYNC Major MNormal

M ARC M ajor Mormal

EBER Major Mormal

FEMALR YWarning Mormal

FESY Major Mormal

AR RERE AR RE RE RE BE RE B BR BN
C O C
Y {1 KN 11 KN K8 1 KN K J K 1KY j EY | EY RS RS 1KY

ALTH FAIL YWWarning MNormal

Setting Comments

Trap on Configuration of trap on alarm severity.
Trap off Configuration of trap off alarm severity.
Enabled Enable/disable alarm trap

User table

The initial SNMPv3 users and password are defined as below table. The working users shall be cloned from
these user templates. Up to 10 users can be created. The default password shall be changed and the unused
user shall be deleted.

Telecommunication Products, PowerLink IP, Equipment Manual 163
C53000-H6040-C254-D, Edition 09.2023



Device Configuration with Web Ul

3.5 Commissioning

164

User name Auth. protocol Auth. password Priv. protocol Priv. password
initial MD5 cssnmpv3auth AES cssnmpv3priv
templateMD5 MD5 cssnmpv3auth AES cssnmpv3priv
templateSHA SHA cssnmpv3auth AES cssnmpv3priv
Setting Comments

User engine ID

Unique identifier of SNMP engine for the user when
creating new user.

1 to 32 characters

Name

User name when creating or cloning a new user.
1 to 32 characters

Auth protocol

Authentication protocol of the user, can be specified
only when creating new user.

No
MD5 (less secure)
SHA (more secure)

Auth password

Authentication password when creating a new user.
The password shall be confirmed twice before
entering it.

8 to 32 characters Default: ---

Auth old password

Old authentication password for password change.
If the old password does not match, the password
change fails.

8 to 32 characters

Default: ---

Auth new password

New authentication password for password change.
8 to 32 characters
Default: ---

Priv protocol

Privacy protocol of the user. Can be specified only
when creating new user.

No

DES (less secure)
AES (more secure)
Default: ---

Priv password

Privacy password when creating a new user. The pass-
word shall be confirmed twice before entering it.

8 to 32 characters
Default:

Priv old password

Old privacy password for password change. If the old
password does not match, the password change fails.

8 to 32 characters
Default: ---

Priv new password

New privacy password for password change.
8 to 32 characters
Default: ---

User status

Active: The user will be enabled, and can access to
SNMP agent.

Not in service: The user will be disabled, and can’t
access to SNMP agent

Destroy: The user will be deleted.
Default: Active
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Setting Comments

Clone from User template, which is used for user cloning. The
password and protocol are the same as in the
template.

All existing user
Default: ---
Add user This parameter triggers the creation of user. The new

user will be created or cloned without apply settings.
Default: False

Restore default user

The default user template with default password will
be restored. All new created users will be deleted.( It
can be used if you forgot the password.)

Default: False

3.5.5.9 Firewall

The firewall module embedded in the device can filter received network packets to prevent the transmission of
specified communication packets of the local network to the device s network.

YO 20 X0

Firewall enabled

Enabled

Accept

Crop

Crop

Drop

Drop

Accept

Drop

Drop

Accept

-
v
-
v
v
v
v
-
v
v
v

Accept

Setting Comments

Enabled/disabled firewall function

Internet Protocol Version 4 (IPv4)

Accept/Drop

blocking of received Internet Protocol Version 4
network packets

Internet Protocol Version 6 (IPv6)

Accept/Drop

blocking of received Internet Protocol Version 6 (IPv6)
network packets

GSE (IEC 61850-8-1)

Accept/Drop

blocking of received GSE(IEC 61850-8-1)network
packets
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Setting Comments

GOOSE (IEC 60850-8-1) Accept/Drop

blocking of received GOOSE (IEC 60850-8-1) network
packets

SV (IEC 61850-9-1) Accept/Drop

blocking of received SV (IEC 61850-9-1) network
packets

VLAN Tag Accept/Drop
blocking of received network packages with VLAN tag

PPP over ethernet (Discovery Stage) Accept/Drop

blocking of received PPP over ethernet (Discovery
Stage) network packets

PPP over ethernet (PPP Session Stage) Accept/Drop

blocking of received PPP over ethernet (PPP Session
Stage) network packets

Address Resolution Protocol (ARP) Accept/Drop

blocking of received Address Resolution Protocol
(ARP) network packets

Reverse Address Resolution Protocol (RARP) Accept/Drop

blocking of received Reverse Address Resolution
Protocol (RARP) network packets

3.5.5.10 Port security

The view defines the static MAC address list which is allowed to access local or remote device from user port.
Ethernet frames not in the white list are rejected.

Configuration

ﬁ ° Configuraton ° Configurat on

Port security = Static MAC

Additionally, ports can be individually enabled / disabled. Please refer to chapter 3.5.5.5 Port configuration for
further details.
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MAC address white list

PowerLink IP

00:00:00:00:00:00 00:00:00:00:00:00

00:00:00:00:00:00 00:00:00:00:00:00

00:00:00:00:00:00 00:00:00:00:00:00

00:00:00:00:00:00 00:00:00:00:00:00

00:00:00:00:00:00 00:00:00:00:00:00

00:00:00:00:00:00 00:00:00:00:00:00

00:00:00:00:00:00 00:00:00:00:00:00

00:00:00:00:00:00 00:00:00:00:00:00

00:00:00:00:00:00 00:00:00:00:00:00

00:00:00:00:00:00 00:00:00:00:00:00

Setting Comments

Port security Enablel/disable port security on SW layer 2 bridge to
protect the WAN port from undesired traffic.

Port security is enabled via MAC address white list.
Specified addresses are allowed to access the WAN
port in local device.

Note: MAC address white list is not supported for
service port (LCT)

MAC address MAC address white list, up to 20 MAC addresses can
be specified.

3.5.5.11 Header compression

Header compression is the process of compressing excess protocol headers before transmitting them on a link
and decompressing them to their original state upon reception.

TCP | UDP header compression only for enabled QoS application protocol (See Web Ul > Configuration >
Ethernet > QoS > Configuration).

PowerLink IP supports RFC 1144 and RFC 3095 header compression standards:
® RFC 1144: Header compression for low-speed serial links

® RFC3095: Robust Header Compression (ROHC) is a highly robust and an efficient header compression
scheme for RTP/UDP/IP, UDP/IP, and ESP/IP headers.

PowerLink [P

ﬁ o Configuration o Ethernet o i

Disabled

Disabled
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3.5.5.12

168

Setting Comments

TCP/IP header compression enable/disable TCP/IP header compression for low-
speed serial links (RFC 1144)

Robust header compression (ROHC) enable/disable robust header compression (RFC 3095)

RADIUS

A ° Corfiguration ° RACIUS

RADIUS authentication  Disabled

|Paddress 0.0.0.0

Secret

RADIUS (Remote Authentication of Dial In User Service) provides a service for user authentication.

When RADIUS is enabled, the user management and authentication are performed on the RADIUS server.
Otherwise, it is performed on the local device.

If the RADIUS server is out of service, the local user still can be used as emergency account to login to the
device successfully.

Setting Comments

RADIUS authentication Disabled: Only the users of the device can log on
Enabled: User authentication by the remote server
Default: Disabled

IP address Default: 0.0.0.0
IP address of RADIUS server
Secret String

Default: empty

Security for RADIUS connection. Secret has to have
the same value as configured on RADIUS server. The
secret key has to be definded by the customer during
commissioning.

IEC 62351-8 standard roles defined in RADIUS are mapped to 4 roles in the device.

Roles on RADIUS server Roles on Device

GUEST VIEWER
VIEWER
OPERATOR ENGINEER
ENGINEER
INSTALLER
SECAUD SECAUD
SECADM
ADMIN ADMIN
RBACMNT

Multi-role is available. The user on the RADIUS server can be configured with several roles, and the device
recognizes the role info and displays the accordant Web Ul view.
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3.5 Commissioning

Voice Compression using SIP Server

The Session Initiation Protocol (SIP) is a signaling protocol used for initiating, maintaining, and terminating
real-time sessions that include voice, video, and messaging applications.

The SIP server is an intermediary entity for the purpose of performing requests, which integrated into Power-
Link IP plays the role of call routing. In addition, the function of voice compression in SIP server can provide
more VolIP channels in less bandwidth. For instance, the bitrate of one VolP voice call with G.711 codec can be
compressed from 88 kbps to approximately 10 kbps (Robust header compression (ROHC) is enabled).

External telephony devices connected into PowerLink IP are SIP endpoint performing as registrars.

An example for compressed VolP communication via SIP server is shown in Figure 3-7 below. A digital VolP
phone registers into SIP server A via SIP account, e.g.3001, which can perform a local call with other registrars,
e.g. analog phone connected media converter which has account name 3002. In addition, the phone can also
perform a remote call after an address book item appended into SIP server A. For example, a remote digital
phone has already registered into SIP server B via SIP account name 6001, so the item in address book of SIP
server A consists of 6001 as dial number and 6001@192.168.40.60:5060 as Uniform Resource Identifier (URI).
Meanwhile the Ethernet packet of VoIP voice stream between endpoints is compressed through high voltage
line.

3001 88kbps ~ 10 kbps 88kbps 6001
Digital VoIP Phone w Digital VoIP Phone
. ETH .

Converter

e I s "“Mwwu/l/‘w‘: ETH

- SIP server B

HV line Converter

- SIP server A

FXS FXS
192.168.40.30 192.168.40.60

= e = =

3002 3003 6002 6003
Analog Phone Analog Phone Analog Phone Analog Phone

Figure 3-7 Example for VolP communication

SIP server configuration is in Configuration > Ethernet > SIP server.
SIP account and Address book are visible only when SIP server is enabled in configuration.

SIEMENS
PowerLink IP

YO EZZI0 EXIO0 EZZXO

SIP server

Configuration SIP account Address book
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Table 3-2 Configuration

Setting Comments

SIP server Allowed values: Disabled, Enabled
Default: Disabled
This parameter specifies if SIP server is enabled.

Port Allowed values: -
Default: 5060 (read-only)

This parameter displays the transport port number for
SIP signaling.

Transport Allowed values: -
Default: UDP (read-only)

This parameter displays the transport type for SIP
signaling.

Voice compress Allowed values: Disabled, Enabled
Default: Enabled

Enables the voice compression for all VolP and analog
voice ports.

SIP log level Allowed value: Disabled, Level 0-8
Default : Level O

Enable verbose log level for SIP server. Higher number
means more detailed log.

Up to 4 SIP accounts can be specified. External telephony devices registering with SIP server use SIP protocol
for creating and terminating sessions between the points that have SIP accounts. For instance, when one
subscriber makes a phone call to another subscriber, this means that a media session is created between two
SIP accounts.

Table 3-3 SIP account

Account name Allowed values: 0 to 30 characters
Default:
This parameter specifies SIP account login name.
PowerlLink IP devices support only strings that consist
of digits (0...9) for account name.

Account password Allowed values: 4 to 32 characters
Default:
This parameter specifies SIP account login password.

Up to 16 address book items can be specified. Each item associates a dial number with SIP URI which consists
of account name, IP address, transport port number (account@ip:port).

Only calls between phones that are registered with the respective SIP server in each PowerLink IP device will
use voice compression as described above.
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Table 3-4 Address book

Dial number Allowed values: 0 to 30 characters
Default:
This parameter specifies SIP dial short number. The
dial number support only strings that consist of digits
(0...9).

Account name Allowed values: 0 to 30 characters
Default:
This parameter specifies SIP account name of URI.

IP address Allowed values: XXX.XXX.XXX. XXX

Default: 0.0.0.0

This parameter specifies IP address of URI
Port Allowed values: 1024 to 65535

Default: 5060

This parameter displays the transport port number of
URI.

Transport Allowed values:
Default: UDP (read-only)

This parameter displays the transport type using by
URI.

3.5.5.14 Remote Log

The product supports UDP-based logging of secure log message datagrams to remote log server.
Up to two server IP addresses can be configured.

0000 514 Disable v
0.0.0.0 514 Disable v

Setting Comments

Server IP Default: 0.0.0.0
This parameter specifies the remote log server IP
address.

Port Allowed values:0 - 65535
Default: 514

This parameter specifies the transport port number.

Transport Allowed values: Disabled, UDP
Default: Disabled

Only UDP protocol can be selected to enable remote
log transmission.

Telecommunication Products, PowerLink IP, Equipment Manual 171
C53000-H6040-C254-D, Edition 09.2023



Device Configuration with Web Ul
3.5 Commissioning

3.5.6 Test

A 4
v
v
v
v
v
v
v
v

Test

A test influences the normal working conditions. Transmitted frequencies or activation of command inputs

can cause wrong commands at the output of the remote device. For iSWT tests, command outputs have to be

disconnected from the protection relay.

For test purposes the generated signal of the PLC modem (also in signal generator mode) can be observed at

the TX_OUT jack. Nominal level is -17 dB into 150 Ohm. When enabling the TX_IN port it is possible to inject
an external signal into the TX path, which is added to the internal signal. Level is -17 dB into 150 Ohm for
nominal output power of 50 W (or 100 W for a 100 W system). For normal operation "TX test switch" must be
disabled and TX_IN must be left open. Connecting a cable to TX_IN even without an external generator can
introduce noise into the TX path, which degrades the system performance.

Setting Comments

Clear device setting Previous settings are erased from flash

Trigger all alarms For development purpose only. Device shall be reset
after test.

HW test Automatic HW test, verify the test result in event log
For development purpose only. Device shall be reset
after the test.

ETH test Transmits ETH packets, verify received ETH packets in
the event log

IFC/ALR test Transmits binary commands, verify received
command counter in event log

Tx test switch Disables/Enables TX-IN port on the backplane of the
device (for example, for external signal generator).
Must be disabled for normal operation.

iSWT measurement mode Command input limitation time (default 1 s) will be
bypassed. Command frequency is always transmitted.
For test purpose only, after leveling measurement is
done, it has to be switched off manually.

Force PLC modem down Turn off PLC modem
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Setting Comments

CIB voice loop Enable voice PCM local loop for internal test only.
Voice port LED is slow blinking.
CIB FXS test Start FXS measurement for internal test only

Command Input Test
Command input test is a test function to verify command input / output during the commissioning phase. It
must be switched off in normal operation. To avoid unwanted command by incident, the command input test
can only be enabled when:

® |FC-Test mode configured (GEN alarm activated)
®  PU4 switch S3.4 is enabled for test purpose

If the command input test is enabled, command input from IFC or EN100 port is ignored. Instead, the input
from the test page is assigned to a protection frequency and transmitted as in normal operation.

The command input test page is only available when iSWT is active. Any command input combinations can be
triggered on by enabling the corresponding inputs and then clicking ‘Activate command input’ button. Disable
all command inputs and click ‘Activate command input” button will trigger all commands off.

NOTE
Any test command input should work according to the actual configuration. For example, if mode 3a is
selected, only input 1 to 4 can be transmitted.

Another example, if command 1 is not assigned to a valid input port in input command allocation,
command 1 will never be sent.
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3.6 Measurement

3.6.1 Signal generator

The signal generator offers the possibility to generate test signals to check the functionality of the HF TX and
RX path within the PowerLink IP device, or to qualify the transmission path to the remote device.

It is possible to change the level of the test signal as well as the start and stop frequencies of the test signal.

In the graphical display of the spectrum, the X-axis is frequency (kHz) and Y-axis is received signal magnitude
(dB).

To place a cursor click in the area below the x-axis. For fine positioning of the cursor (i.e. to navigate through
the single data points) use the cursor buttons.

The windowing function is selectable to adapt the spectral display to certain measurement needs (frequency
vs. amplitude accuracy). The user can get an overview of the whole frequency range as well as viewing details
when zooming in. If the view is zoomed, the center-frequency has to be configurable to select the appropriate
frequency window.

It is possible to apply averaging to reduce noise in the measured spectra. The number of averaged measure-
ments is configurable. To identify the occasional appearance of signals a peak hold function is available. Both,
averaging and peak hold are resetable.

To determine the exact frequency / level values of certain measurement points, two cursors are available. The
cursors can be moved along the available data points (NOT the pixels). The coarse positioning of the cursors

is done by mouse. Fine positioning is done with cursor keys. The current cursor positions and the differences
between the two cursors are displayed below the spectrum chart.

Changed parameters take effect immediately without apply setting. The spectrum display is updated automati-
cally twice per second.

M Spectrum

1y

ol i 1t ol
[w' il A Ty
LA
‘{ (VLYY Aty

h I Ul |

WA M Ao DA A A A ]
VY ”i‘\‘l“"“,tf(“(l“q"'I,“"‘\ﬁN,".AFIA‘\\V il
| I

Ay ‘u.k“‘-,e,‘ A A A A
i \A.Mﬁ, Py M,{ Mm

T T T T T T T T T I T T T I T
25 50 7% 100 125 150 175 200 225 250 275 300 325 350 375 400 425 450 475 500
kHz

Setting Comments

On Start/stop signal generator
Peak hold Start/stop peak hold
Averaging Start/stop averaging
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Signal generator

Setting Comments

Start / stop signal generator Activation of the signal generator may
cause unwanted commands and interrupt data
transmission.

A warning of test mode ON is displayed and it triggers
a general alarm ON.

Select the output wave form Muted (Default):

no signal is generated

Sine:

a single sine signal is generated; frequency and ampli-
tude are configurable

Dual sine:

two sine signals are generated; frequency and ampli-
tude are individually configurable for each signal
Triple sine:

three sine signals are generated; frequency and
amplitude are individually configurable for each
signal

Sweep:

a swept sine signal is generated; start and stop
frequency, signal amplitude and sweep time are
configurable

Filter analyzer:

mode to qualify the TFLT; this mode has to be used in
conjunction with a dummy load connected to the PL
IP”s HF terminal

Reflection:
for development use only

Set the output level Set the output level for the generated wave form(s).
-100.0 dB t0 0.0 dB

Default: -20 dB

Set the wave form’s frequency (frequency range) Set the frequency for the generated wave form(s).
0to 512,000 Hz

Default: 30,000 Hz

Set sweep signal’s start and stop frequencies Start and a stop frequency input field. Frequency f1

might be smaller or bigger than frequency f2 (f1=f2 is
possible too, but makes no sense).

0to 512,000 Hz
Default: 30,000 / 35,000 Hz

Set sweep time This parameter specifies the sweep time. The sweep
time increment is 100 us.

0.1 to 10,000 ms

Default: 1000.0 ms

NOTE

i 0

Generator mode can generate frequencies, which may release a trip command of iSWT and/or extended
teleprotection equipment connected to other PLC.

The Ethernet data transmission via PLC link is interrupted.
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Setting Comments

3.6.2

176

Set center frequency

kHz

The center frequency is in the middle of the chart. For
zoom factors x2 and x4 the center frequency can be
adjusted to move the visible window.

Set zoom factor

Spectrum is zoomed. For zoom factors x2 and x4 the
center frequency can be adjusted to move the visible
window

Possible zoom factors of spectrum:

LY
e X2
* x4

Set number of averaged spectral measurements

A moving average is applied to the spectral measure-
ments. Possible values range from 0 (no averaging)
to 255 (infinite averaging). Each calculated FFT result
is evaluated (independently of the display update
interval).

Default: 50

Reset the averaging memory (if averaging is active)

Restart averaging

Activate peak hold

Peak level of each individual frequency is captured
and displayed. Each calculated FFT result is evaluated
(independently of the display update interval).

Set Fast Fourier Transformation (FFT) window func-
tion

Rectangular (remarkable scalloping loss and reduced
dynamic range)

Hanning (increased side lobe roll off, increased
frequency measurement accuracy)

Blackman (increased side lobe roll off, increased level
measurement accuracy)

Default: Hanning

Set cursor 1/ 2 position

The selected cursor is displayed at the expected posi-
tion. Absolute cursor values (xly) are displayed. Rela-
tive cursor values (dx/dy) to the other cursor(s) are
displayed. Cursor moves along the data points (not
the pixels). Cursor position is changed using the
mouse (coarse positioning) and / or keyboard keys /
soft keys (fine positioning, one hit steps one data
point).

Spectrum analyzer (optional)

The analyzer allows to measure the spectrum of the signals on the HV (high voltage) line.
To determine the exact frequency / level values of certain measurement points two cursors are available.

The cursors may be moved along the available data points (NOT pixels). The coarse positioning of the cursors
are done by mouse of the Web Ul terminal. A fine positioning of the cursor is done with cursor keys or soft
keys. The current cursor positions and the differences between the two cursors are displayed below (above,

inside) the spectrum chart.
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ﬂ ° Spectrum

analyzer
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Setting Comments

Data type Type of Graphic that shall be displayed
available graphic types:
Spectrum

Received bits/error bits
Gc

|Gest()]

Angle(gest())

AM

Bps

SNR in channels

SNr in the time domain
Processor load

Max Tx bit rate Max transmit bit rate by PLC modem

Max Rx bit rate Max receive bit rate that is transmitted from remote
PLC device.

Actual Rx bit rate Actual receive bit rate that is transmitted from remote

PLC device. The value is calculated when selecting
chart data type "Received bits/error bits".

Rx symbols Number of symbols received since last sync. If
synchronization is stable, exactly 200 symbols per
second will be received.

Symbol error Number of errored symbols, received since last sync.

Symbol error (100s) Number of errored symbols, received in last 100
seconds.

Link Status PLC modem link status

®  Startup: No MARC signal transmission
®  NO Sync: MARC signal is transmitted

®  Sync PRMB: MARC signal and a synchronization
preamble have been transmitted

®  TxDATA: MARC signal and data are transmitted
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Setting Comments

Tx channels Number of channels that are used for data transmis-
sion (each channel has a bandwidth of 250 Hz)

Rx channels Number of channels on which data is received (each
channel has a bandwidth of 250 Hz)

SNR Average SNR of the received signal over the complete
bandwith

Read Button to update the above parameters
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3.7 CIB

3.7.1 Voice

Hardware > CIB

1x50W v
Enabled v
Enabled v

Setting Comments
CIB Default: Disabled
If CIB is not equipped, enabling is not possible.

If this setting is disabled, all configured voice ports
and RS-232 ports are cleared.

Configuration > CIB > Voice

PowerLink IP

19216830241

192.168.30.241

192.168.30.241

19216830241

192.168.30.241

192.168.30.241

Setting Comments

Enabled Voice port is enabled if checked.
Default values will be set when changed from disable
to enable.
Values will be cleared when changed from enable to
disable.

SIP account Registered SIP account.
Up to 18 digits are acceptable and must be not
empty.

Peer account Remote peer SIP account for direct SIP call setup.
Up to 18 digits are acceptable and could be empty for
FXS port when hotline is disabled.

Peer address Remote SIP endpoint IP address (same as user port IP
address).
Only valid when the peer account is not empty.
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Setting Comments

Peer port Remote SIP endpoint port number.
Default value is 5060.
Only valid when the peer account is not empty.

Signaling DTMF or Dial pulse signaling mode for FXO port.
DTMF signaling mode for E&M port.

Input level -60.0~20.0dB
Default value see table Table 3-5.

Output level -60.0~14.0 dB
Default value see table Table 3-5.

Hotline For FXS-FXS hotline application, it must be checked.
Dial automatically the peer account number when
off-hook.

For FXS-FXO application, it must not be checked.

4 wire Only available for E&M port.

4 wire is selected if checked, otherwise 2 wire is
selected. Default is 4 wire.

LEC Line echo cancelation is enabled if checked.

Profile Only valid for FXO port.

Default FXO AC profile is set to none for best echo
cancellation and voice quality.
Table 3-5 Default settings of the input and output levels for voice interfaces

Voice Interface Input Level dB

Output Level dB

E&M -3.5 -3.5
FXS 0 -7
FXO -7 0
NOTE

i @

When doing voice level measurement, voice compress should be temporarily disabled.

In the default factory setting, all voice ports are enabled. The enabled E&M voice port will consume a data rate
about several Kbps because permanent communication is established. The unused E&M port can set to disable

if necessary.

Voice activity detection (VAD) is enabled by default for all voice ports. If voice port is in silence, the transmis-
sion is discontinued to reduce the consumed data rate.

CIB > Voice

E&M1  Onhook W Off ¥ on on w off

FXO-1  Onhook W Off w off v off v on w off v on

or w on w off v

SIEMENS
PowerLink IP

w off v

w off v

FXS1  Onhook W Off w off w off w off w off v

FXS2  Onhook W Off v off v off v off v off v of v of v off

FXS3  Onhook W Off w off w off w off v off w off w off w off

FXS4  Onhook W Off v off v off v off v off v of v of v off

FXS ports
off v of w off -

off w of w | off v

w of v of v | off

w of w of

v
w | off v
v of v

v of v | off
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Setting Comments
State Disabled: voice port is disabled
On-hook: voice port is in on-hook state
Off-hook: voice port is in off-hook state
Ring: FXS port is in ringing state
Status For internal test only.

FXS-FXS direct connection

FXS is a port connect to an analog telephone and supplies ring voltage, battery current and dial tone. When
telephone is off hook, the peer telephone connected at same port is start ringing. Answer the phone call will
start talking each other. The FXS-FXS telephone call is hotline application without dialing number and PBX

connection.

The following figure shows the example configuration for FXS-FXS hotline application. Pickup telephone will
establish phone call without dialing number.

Device A2 192.168.30.20

Figure 3-8

Fower line

Example FXS - FXS connection

Device A > FXS-1/2/3/4

Device B: 192.165.30.21

Device B > FXS-1/2/3/4

User port IP address 192.168.30.20 192.168.30.21
SIP account 400 401

Peer account 401 400

Peer address 192.168.30.21 192.168.30.20
Peer port 5060 5060
Signaling

Hotline Checked Checked

FXS-FXS dialing mode

Example configuration for FXS-FXS dialing mode application:

®  Pickup telephone (e.g., 300)

®  Dial number 400/ 500 / 600 will make a phone call in local device

®  Dial number 301 /401 /501 /601 will make a remote phone call in opposite device
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Device A~ 192.168.30.20 Device B: 192.168.30.21

%I o %I
300 400 500 ! 600 301 401 501 601

Figure 3-9 Example FXS-FXS dialing mode

Device A > FXS-1/2/3/4 Device B > FXS-1/2/3/4

User port IP address 192.168.30.20 192.168.30.21

SIP account 300/400/500/600 301/401/501/601

Peer account

Peer address 0.0.0.0 0.0.0.0

Peer port 5060 5060

Signaling

Hotline Unchecked Unchecked

Configuration > Ethernet > SIP server

SIP server Enabled Enabled

Address book sip:301@192.168.30.21:5060 sip:300@192.168.30.20:5060
sip:401@192.168.30.21:5060 sip:400@192.168.30.20:5060
sip:501@192.168.30.21:5060 sip:500@192.168.30.20:5060
Sip:601@192.168.30.21:5060 Sip:600@192.168.30.20:5060

FXS-FXO connection of telephone subscriber to exchange

FXO is the port attached to analog phone and connects the analog line directly to PSTN (Public Switch
Telephone Network) line or PBX (Private Branch Exchange) extension line. The exchange switch thinks FXO
port as standard telephone device which delivers on-hook / off-hook signals and generate dial tone.

The telephone connected at FXS port will be extended via power line to remote FXO and attached to the PBX.
The telephone attached at same PBX can dial the phone number for local and remote extended telephone.
The following figure shows the example configuration for FXS-FXO application. Pickup telephone and dial the
remote phone number to establish the phone call.
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Device A 192.168.30.20

Tel: 8000

Figure 3-10

Fower line

Example FXS - FXO connection

Device A > FXS-1

Device B: 192.168.30.21

FXO

Device B > FXO-1

3.7CIB

Tel: 8001

User port IP address 192.168.30.20 192.168.30.21
SIP account 300 201

Peer account 201 300

Peer address 192.168.30.21 192.168.30.20
Peer port 5060 5060
Signaling DTMF

Hotline Unchecked Unchecked

E&M analog trunk connection between exchanges

E&M is a port supports connecting the analog trunk line of two PBX telephone switches. The E&M Interface
divides into two parts, the 4 wires (or 2 wires) voice transmission line and the two wires S2 signaling (E-lead /
M-Lead) line for on-hook / off-hook control signaling.

E&M virtual voice communication channel is permanently established after device startup without signaling
control. When device detects a local M-lead is grounded, it transmits transparently to remote peer and the
remote side device grounds its E-lead. The E&M port assigned with bigger SIP account is master to start the
connection request to the peer address. The slave E&M accepts to master request and the peer address is not

checked.

The low data rate codec is used for sampling voice frequency data, it is not suitable for analog modem data
transmission. Instead, the high data rate codec G.711 (88 Kbps) can be used via disabling voice compress in
SIP server configuration. The selected codec applied for all voice ports. Please note the total data rate shall not
exceed the PLC transmission capacity.

The following figure shows the example configuration for E&M <> E&M application:
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Device Az 192.168.30.20

Power line

Device B: 192.168.30.21

On-hook / Off-hook £ IRRREERS Sosmesct £ On-hook / Ofi-hook

M —emnT M
Voice T “ae” [ Voice
T L - — T4
-— - _—

R1 —— R1

Figure 3-11 Example E&M - E&M connection

Device A > E&M-1 Device B > E&M-1

User port IP address 192.168.30.20 192.168.30.21

SIP account 100 101

Peer account 101 100

Peer address 192.168.30.21 192.168.30.20

Peer port 5060 5060

Signaling DTMF DTMF

Hotline Unchecked Unchecked

4 wire Checked Checked

FXS-VolIP connection of telephone subscriber to IP telephone

The following figure shows the example configuration for FXS <> VolP application. Analog telephone 8000 is
hotline. At remote device B, IP telephone is registered in device with SIP account 8001.

®  Pickup analog telephone 8000, make a direct call to 8001

®  Pickup IP telephone 8001, dial number 8000 to establish the phone call

The Ethernet user port may generate untended traffic to remote peer. The high broadcast traffic might exceed
the max PLC modem data rate. The Ethernet traffic control and firewall setting shall be configured correctly to

allow only intended traffic.
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Device A 192.168.30.20 Device B: 192.168.30.21

Power line

ETH

Tel: 8000 Tel: 8001

Figure 3-12 Example FXS - VolP connection

Device A > FXS Device B > SIP Server
User port IP address 192.168.30.20 192.168.30.21
SIP account 8000
Peer account 8001
Peer address 192.168.30.21
Peer port 5060
Signaling DTMF
Hotline Checked
Configuration > Ethernet > SIP server
SIP account / password 8001 /8001
Address book sip:8000@192.168.30.20:5060

3.7.2 RS-232

Configuration > CIB > RS-232

SIEMENS
PowerLink IP
ADuN

RS2321 /00 W N1 0000 1024 1 0

RS2322 9%00 W 8Ni - 0000 1024

1 0
RS2323 %00 W 8El 0000 1024 1 0
1 0

RS2324 4800 W gEt 0000 1024

Setting Comments

Enabled RS-232 port is enabled if checked.

Default values will be set when changed from disable
to enable.

Values will be cleared when changed from enable to
disable.

Data rate Setting options: 300, 600, 1200, 2400, 4800, 9600,
19 200, 38 400, 57 600, 115 200 bps

Default is 300 bps
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Setting Comments

Serial mode Serial data bits, parity, stop bits.

Setting options: 7N1, 7N2, 7E1, 7E2, 701, 702, 8N1,
8N2, 8E1, 8E2, 801, 802

Default: 8N1

Port B Only available in RS-232-2 and RS-232-4.

Devices which are connected to the RS-232-2 and /
or RS-232-4 ports must activate a RTS signal for data
transmission. In this case Port B check box must be
activated.

Serial IP Enable / disable serial over IP.

Checked: Serial data transmission via TCP/UDP
Ethernet packet.

Unchecked: Serial data transmission via PLC-Modem
dedicated data channels.

Default value is unchecked (non-IP mode)

Default parameters will be set when changed from
disable to enable. Values will be cleared when
changed from enable to disable.

Protocol Serial over IP transport protocol (TCP / UDP).
Default value is TCP.

Master Option only valid in TCP protocol.

Master means TCP client initiating connection
request.

Slave means TCP server listening and accepting
connection request.

Max conn Option only valid in TCP slave mode.

How many clients are allowed to connect to serial
port server. The exceeding connection requests are
rejected.

Setting options: 1...2

Port Local serial port server TCP | IP port number.
Default value is 30201...30204.

Local IP address is Ethernet user port IP address
similar like VolP.

If the default port number is changed, the port range
in enabled QoS application protocol shall be changed
accordingly (See Web Ul > Configuration > Ethernet >
QoS > Configuration).

Peer address UDP and TCP master mode

The remote peer IP [ port is used to initiate the
connection request as target address. Peer address
and port must be configured.

TCP slave mode

Only accept incoming calls from configured IP address
and port number and will respond to the same IP
address and port number.

If the incoming IP address | port does not match the
configured, the connection will be rejected.

0.0.0.0: means any master IP address can be
connected in.
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Setting Comments
Peer address 2 Option only valid for TCP slave mode.
Secondary remote peer IP address if max connection
set to 2.

Peer address is main serial connection. Peer address 2
is backup serial connection. If both peer address is set
t0 0.0.0.0, the first one who send the poll request will
be the main serial connection.

Peer port Remote peer TCP / IP port number.
Default value is 30201...30204

If max connection set to 2, the default value is set to
0. No check for connected peer port number.

Pack buffer Transmit buffer to store the serial bytes. Start packe-
tize when transmit buffer (1...1024) is full.

Default value is 512 bytes.

Short buffer size generates more packets but offers
short delay time.

Pack char Start packetize when receive this character (8 bits).
Default is disabled (-1).
Typical character is LF: 10 (Line Feed \n)

Pack timer Waiting interval for next coming characters. Start
packetize when timeout even buffer is not full.

Default value is 10 ms.

0 ms means no timeout. Start packetize immediately
after reading out all available bytes.

(9600bps, 10bits per packet, packet interval is about
Tms)

In the default factory setting, all RS-232 ports are enabled by default with lowest data rate. The default
settings shall be changed during on site commissioning. The unused ports shall set to disable.

Secondary serial IP connection

It is possible to setup two serial IP connection (main / backup) to same serial port server and RTU. If the link of
main connection failed, backup SCADA can take over the RTU data polling automatically to avoid any data lost.
A TCP connection is established between main SCADA system and serial port server. A dynamic poll request
from backup SCADA with different IP address will cause main connection suspended.

After backup connection disconnected or switch over timeout (30 sec), the main connection session will be
resumed.

The following figure shows the example configuration for secondary serial IP connection. Main SCADA 1 is
running at master mode for sending RTU polling request. Backup SCADA is running at monitor mode for
receving polled RTU data.
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iControl center | iSubstation 1 i
i Device A" 192.168.30.20 | ! Device B: 192.168.30.21 ;
| é il | |
i ! i RS232-1 i
i SCADA-T 192.168.30.30 : Main connection : i
i (master) | ... ! i i
| | SCADA-2 ! 192 1683031, Backup connection | EC 101 RTU |
! |__(monitor) | ! : !
Figure 3-13  Secondary serial IP connection
Device A > RS232-1 Device B > R$232-1
User port IP address 192.168.30.20 192.168.30.21
Enabled Unchecked Checked
Data rate 2400
Serial mode 8N1
Serial IP Checked
Protocol TCP
Master Unchecked
Max conn 2
Port 30201
Peer address 192.168.30.30
Peer address 2 192.168.30.31
Peer port 0
Pack buffer 512
Pack char -1
Pack timer 10 ms
CIB > RS-232
| see RIS CTsow  Comsaus  Rxodes  Teoces  Remdkes Tk
State Disabled: RS-232 port is disabled
Enabled: RS-232 port is disabled
RTS RTS (Request to send) signal activated or deactivated
CTS CTS (Clear to send) signal activated or deactivated
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Setting Comments

Conn status Serial port server connection status.
Started: Serial port server has been started.

Connected: TCP / IP connection has been established
(TCP mode). Ready to transmitted data.

Stopped: Serial port server has been stopped.

Rx octets The number of bytes received via serial port server.

Tx octets The number of bytes transmitted via serial port
server.

Rx packets The number of packets received via serial port server.

Tx packets The number of packets transmitted via serial port
server.

Serial transmission

IEC60870-5-101 is communication protocol for Remote Terminal Unit (RTU). Master station send out the
polling request to all the child stations. The subscribed RTU in child stations will response the measurement
values or execute commands. RTS | CTS control signals only used locally between RTU and CIB. These control
signals will not be transmitted over PLC link.

The following figure shows the example configuration for serial transmission. Serial IP is not enabled, the RTU
data is transmitted using fixed bandwidth allocated by PLC-Modem. The remaining data rate for other service
(e.g., voice) is reduced.

Device A Device B

%I R ! I
R5232 R5232

IEC 101 RTU IEC 101 RTU
Device A > RS232-1 Device B > RS232-1
Enabled Checked Same as Device A
Data rate 2400
Serial mode 8N1
Port B Unchecked
Serial IP Unchecked

RS-232 splitter for polling mode

Typically, several RTUs are spread over several substations and connected in a daisy chain to a centralized
power system control center (SCADA).

The RS-232-1/2 and RS-232-3/4 interfaces provide an RS-232 splitter for using in the polling mode of RTU. All
RTUs assigned to the same group will receive the polling request from the control center. If the local RTU is
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addressed, activate RTS (Request to send) signal to switch the transmit data line (TxD) to the local RTU. After
data transmission is finished in Port B, deactivate RTS signal to switch back the TxD line to Port A.

Port B must configure same data rate and serial mode as Port A.
The following figure shows the example configuration for RS-232-1/2 splitter at intermediate station.
Port B function only available for non-IP mode.

Station 1

Link 1

Station 2

SCADA

T IEI

R5232-1 (Port A)

0 R
k | y | RS5232-1

RS232-2 (Port B

Station 3

Figure 3-14 Example configuration RS-232-1/2 splitter

Enabled

Device > RS-232-1

Checked

Device > RS-232-2
Checked

Port B

Unchecked

Checked

Serial over IP

190

The serial data is encapsulated in Ethernet / IP packets and transmitted to remote end, or next hop according
to target IP address. Serial over IP has some advantages:

®  Much easier QoS handling as serial and voice data are IP-based traffic.

® [dle times between RTU or voice packets can be used for other data transmission.

The following figure shows the example configuration for serial transmission over IP packet.

Device A~ 192.163.30.20

R5232

IEC 101 RTU

FPower line

Device B: 192.165.30.21

R5232

[EC 101 RTU
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Device A > RS232-1

3.7CIB

Device B > R$232-1

User port IP address 192.168.30.20 192.168.30.21
Enabled Checked Same as Device A
Data rate 2400

Serial mode 8N1

Port B Unchecked

Serial IP Checked

Protocol TCP

Master Checked Unchecked

Port 30201 Same as Device A
Peer address 192.168.30.21 192.168.30.20
Peer port 30201 Same as Device A
Pack buffer 512

Pack char -1

Pack timer 10 ms

Station Link

Station link over IP encapsulates legacy IEC60870-5-101 serial data channels and analog voce into TCP / IP
packets so that they can directly be transported via IP network. It provides the routing of voice and data
channels between different PLC in one substation. With station link, user data channels from one PLC link can
be routed to other PLC links without reconstruction of the user data:

®  No decompression | compression of voice channels to improve the speech quality

® |essdelay of asynchronous RS232 data channels

®  SCADA (master) can poll RTU data via TCP connection to serial port server in Device B and D

®  FXS telephone 300, 301 and 302 can talk each other via dial number

The figure below shows an example station link connection over IP network.

-
Control center

SCADA

192.168.30.10

:
|

|

:

|

|

|

|

|

|

: 1P
| etwork
:

|

|

|

|

|

|

|

|

Device A: 192.165.30.20

=]
o

=
3

@
@
1
w
S
ra

FXS

300

E -
I—im

iSubstation 2

302

Device A Device B

Device D: 192.168.30.23

Device C Device D

User port IP address |192.168.30.20 192.168.30.21 192.168.30.22 192.168.30.23
Configuration > CIB > RS232 > RS232-1
Enabled Unchecked Checked Unchecked Checked
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Device A Device B Device C Device D
Data rate 2400 2400
Serial mode 8N1 8N1
Serial IP Checked Checked
Protocol TCP TCP
Master Unchecked Unchecked
Port 30201 30201
Peer address 0.0.0.0 0.0.0.0
Peer port
Configuration > CIB > Voice > FXS-1
Enabled Checked Checked Unchecked Checked
SIP account 300 301 302
Peer account
Peer address 0.0.0.0 0.0.0.0 0.0.0.0
Peer port 5060 5060 5060
Hotline Unchecked Unchecked Unchecked
Configuration > Ethernet > SIP server
Address book sip:300@192.168.30.20:5060

sip:301@192.168.30.21:5060

sip:302@192.168.30.23:5060
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3.8  Offline Configuration

The device setting xml file can opened in offline tool for commissioning, monitoring and diagnostics without
real device. Offline PowerSys has same look and feel as online WEB Ul view.

The procedure to load the offline setting file in PowerSys is as below:

®  Export device setting file from online WEB Ul Export device setting into a file (.xml) or create system log
file (.zip) via Web Ul main menu.

®  Open device setting file in PowerSys Open device setting xml file from PowerSys main menu > Open...

settings_BF1807035017_20230210.xml
D:\Temp\Config

Device config file (*.ddb:* xml) o o

V(X
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® Display device configuration and diagnostic data. Device home page are displayed with different configu-
ration parameter goup.

B Powessys - o x |

SIEMENS
PawerLink IP

Admin

Device information

Event log Alanm Diagnostics W

Commissioning

ISWT 3000

Hardware Configuration PLC modem

Measurement

Speclrum analyzer

®  Open specturm analyzer view to display the stored spectrum data. The exported setting file only contains
spectrum data type. The other data types are triggerred by create system log for diagnostic by exports.

B powertys - o *
eoco®0®060 - - - - - s
PowarLink IP
settings_BF 18070 i 02 10 xmil ¥ ] Admin
ﬁ o T analyzer
B Spectrum Data type  Specirum -w
-20 Transmit bit rate
-30-
40 Receive bitrale 141200
50+
Rxsymbols 1245115
60
-
-T0+ Symbol error
B0
80 Symbol error{100s)
i Link status ~ Sync PRMB
04 > m trer - .
T T I I T T I T I T Tx channets 56
50 100 150 200 250 300 350 400 450 500
kHz
Rx channels 56
X Y SNR 5217 dB :
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® Change IP address or HF settings. Device specific settings (Service IP address and HF frequency band) can
be changed in PoweSys. Save the changed settings to xml file.

® |mport changed settings to other device. Open web browser and access to online device web home page,
import the setting file, online change the device settings in Web Ul.
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3.9 IEC 61850 Configuration

3.9.1 Configuration > IEC 61850

Setting Comments

IEC 61850 Update Enable IEC 61850 function on DMB board.
Default pre-config and parameter bin file name are
displayed as read-only.

® jec61850_para.cfg
® iec61850 para.bin

The default config enables basic MMS connection.
The customized function (e.g. report) shall be config-
ured in IEC 61850 System Configurator tool and
MergeTool and updated into device.

Pre-config file Plain text format file contains the IP address and
assigned Tx / Rx commands.

IP address must match with Ethernet service or user
port IP setting.

Update parameter bin file Binary format parameter file contains all necessary
information that is parameterized in the [EC 61850
system configurator.

Bin file must match with pre-config file generated
from MergeTool.

The parameter bin file is not included in the exported setting XML file. If the setting file is imported in another
device, the pre-config and parameter file must be uploaded to the device again.

IEC 61850 System Configurator

IEC 61850 System Configurator Tool is used to generate station SCD file and mapping datasets between
devices.
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® (reate a new IEC 61850 station in IEC 61850 System Configurator

e AddIEC 61850 devices with ICD file from MergeTool > ICD_IEC61850-Edition-2
powerlink.icd for PowerLink IP without EN100 module
swt3000_cx.icd for PowerLink IP with EN100 module.

a5 \ 0 C 3000_ A .scd] - IEC 61850 System Configurator
Properties
_Name IED riptio  ldentification
w e vsuti2) [ 7 Nams
T'. | Ad EC 61850 device(s) e =
(8l ED_SwT | r
H |ED_PWL | Update EC 61850 device(s) Edition Edition 2
- | Import Configuration L vawt_cd2
by « Parameter
Export Asset Information P
Import Device(s) From XML Second clock m Ho se
w Siemens Parameter for SIPROTEC
FirstGOOSE MAC address 01-0C-C0-01-00-90
Last GOOSE MAC address 01-0C-CO-01-01-FF
Firstapplication number 1
Lastapplication number 16383
First SMVMAC address 01-0C-CD-04-00-00
Last SMV MAC address 01-0C-CD-04-01-FF
Name
Hame of station
< [ >

®  Configure device IP address and subnet mask

Station Edit Inset View Option Tools Help

Devices H/ Substation [ﬂ—g-h Network -}0: GOOSE SMY i” Reports and logs ’.,/A Protocol mapping

s)(%ﬁ'fﬂzlif

FMH & D X

Name IED Description. IPaddress
v"‘tvswt
___ New devices
w | NONE
Eo|IED_SWT 192.168.20.144
B 4| IED_PWL 192.168.20.135 A
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GOOSE mapping is only supported in iSWT / EN100 module (swt3000_cx.icd)

EN100 / IEC 61850 GOOSE communication quality alarm (non-urgent) is reported in case of:

— LN TXC_GGIO quality attribute is not good if local GOOSE I/O mapping to protection device not

established

— LN RXC_GGIO quality attribute is not good if line interface communication link not established (Rx

alarm)

substation control center.

M A0 NEE X
Project tree 1
[Rome ]
v Tevsut
[ Ep_swT
w [EED P

3 TELELLNOWDataSet (2/60/0)

Station  Edit  jiset  View Oplion Jook  Help

@m ysmum n—i-hneum -){eoost Eﬁm‘,ﬁmwa

ssil ==

Configure a report and mapping dataset with ITPC status information. The changed status will report to

Dataset content

’ IED_PWUTELEPWL_ITPC1/LosSig
# IED_PWUTELEPWL_ITPC1/LasSyn

SPS  Telecommunication/Co| = IED_PWLTELE/LLNDiurchA
SPS  Telecommunication/Co|

»

-~
E
-

MergeTool for cfg / bin file generation

198

s

= bl _
P {LPHD Device
w ${PwL_ITPCY Communication Status
& Mod ENC  Mode
’ Beh ENS Behaviour
# Health ENS  State
& NamPit LPL Info
4 EEHealtn ENS Communication channel nealtn
& LosSig | sPs LIA Loss of signal
4 LosSyn SPS LiA Loss of synch
§ FerCh MY LIA Frame Error Rate

MergeTool loads the station SCD file and generates pre-config and parameter bin files.
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Select ICD, SCD and IFD file, click load button to choose PWL or SWT device

Enter bin / cfg file name, click generate button to generate output files

| # Parameter generator and Merge Tool V1.5.4 - [Parameter Generator] - O x
o5l Parameter Generator  EN100 Settings @ P
—Input fles: Output files:

CD File: poweiink icd BINFile:  [D\Temp\MergeTool_V1.5.4\pwipara bin

SCD File: fvswt scd

Interface S
Sefiings File:  powernk fd

CFG File; |D:\Temp\MergeTool_V1.5.4\pwipara cfg

E
L L L

Generate

i Choose Device:

|

Upload generated pre-config and bin file to device via web Ul

Display IEC data

Open IEC-Browser from IEC 61850 System Configurator Tool > Tools > Display IEC data
Navigate to read specific IEC data (e.g., SigNsRat for signal to noise ratio)

Changed status report is stored under InfoReports tree node

S SIEMENS IEC-Browser - o %
Server [FO/5CO_ Bt Action Exmes | Help
mEn na“Em c,!a_ n.%e. FFLTELE /T TTPCIRAS] gfafat =il Search (oaline) | —
EHE) Online: 127.0.0.1:702 Hane | Typelionlur] [¥alue |
-1 IED_PWL - (182 166.20.135) Hane 5i gskat

Rea) Dezeription LIA Bx SHR (in 4B) of snalog channel

- @ Type Datu Object

| Fites Fath IED_FYLTELE/PVL, ITECISMESSE ghisRat

|9 Goose naghi Intager 4041 50

=48 IED_PWLTELE - Telecommunication a BitString (4[ (Good) DOD0D0DODODOO

| @0 LLNOD - General t I Tine (120 (L=1, =0, B=0, 104)13. 06, 2023 13:00:44, 000000

| =) LLNOSDataSet
| @ {0 LPHD1 - Device
| =il PWL_ITPCT - Communicalion Status
| @3 CF - (Configuration)
& £ DC - (Deseription)
& ) EX - (Extension)
-] MX - (Measurands)
|83 Carlev - LIA Rxsignal level

L Rat - LIA ndB) of 3
-8 RP - (Unbutfered Reports)
| B ST - (Status)
| @) PWL_RFLON - Fault Locator
58 InfoRepons
=@ Offine: No open station
83 IED_PWL - (192.168.20.135)
(] IED_SWT - (152 168.20.144)

Diagnostics > IEC 61850 log

IEC 61850 startup information are stored for diagnostics purpose. The log is also exported in the system log

file.
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200

ﬂ [ 2 Diagnostics { P IEIEEHERIE]

2023-05-31T06:45:56.693652+00:00 PowerLink-IP iec61850d: MAP: Gl device - module completed
2023-05-31T06:45:56.668383+00:00 PowerLink-IP iec61850d: MAP: Gl device - module started

2023-05-31T06:45:56 660134+00:00 PowerLink-IP iec61850d: The following connections have been established:
2023-05-31T06:45:56.639782+00:00 PowerLink-IP iec61850d: Device PowerLinkTELE successfully added
2023-05-31T06:45:56.622246+00:00 PowerLink-IP iec61850d: IEC8: LNTyp: 4 - New local runtime type successiully created (LN: LLNO)
2023-05-31T06:45:56.607691+00:00 PowerLink-1P iec61850d: IEC8: LNTyp: 3 - New local runtime type successfully created (LN: RFLO)
2023-05-31T06:45:56.599300+00:00 PowerLink-IP iec61850d: IECS: LNTyp: 2 - New local runtime type successiully created (LN: ITPC)
2023-05-31T06:45:56.580640+00:00 PowerLink-IP iec61850d: IECS; LNTyp: 1 - New local runtime type successiully created (LN: LPHD)
2023-05-31T06:45:56.575799+00:00 PowerLink-IP iec61850d: |IEC8: Starting dynamic creation of object directory

2023-05-31T06:45:56 575647+00:00 PowerLink-IP iec61850d: Starting in Edition 2 modus

2023-05-31T06:45:56.573087+00:00 PowerLink-IP iec61850d; IEC61850: Listening on RFC1006 port
2023-05-31T06:45:55.577234+00:00 PowerLink-IP iec61850d: Device FW = BF = BF MLFB =

2023-05-31T06:45:55.576269+00:00 PowerLink-IP iec61850d: devicename: PowerLink

2023-05-31T06:45:55 575772+00:00 PowerLink-IP iec61850d: Normal operation. No port locks active
2023-05-31T06:45:55.568334+00:00 PowerLink-IP iec61850d: MMS-LITE-80X-001 Version 4.2950, Build #3
2023-05-31T06:45:55.565202+00:00 PowerLink-IP iec61850d: Start IEC61850 MMS/GOOSE stack.... !
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4.1 Installation

4.1 Installation

4.1.1 Introduction

The module carriers are suitable for installation in 19" swing frames or mounting frames. Required fastening
elements are included in the scope of delivery. No special tools are needed for the installation.

4.1.2 Electric Earthing

With rack mounting of the device, no additional earth connection is required because the device is connected
to the earthed rack via the four screws on the front.

Table top devices require earthing connections on the marked screw threads on the left and right side of the
device with screw M4/ 1.57 Nm.
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4.1.3 Connection of the Supply Voltage

N U
® - +
110 220V DC 4,54
110 - 2400 AT BA

50 - 60Hz

Figure 4-1 Connection of the supply voltag

General

The AC supply voltage is connected to the terminals PE-N-L1.
In case of DC voltage the (-) is connected to the N and (+) to the L1 terminal.
The terminals are covered.

A CAUTION

This equipment can be supplied by and connected to different independent energy sources.

< Before any maintenance work, disconnect the equipment from all energy sources to ensure that no
dangerous voltage is present.

Telecommunication Products, PowerLink IP, Equipment Manual 203

C53000-H6040-C254-D, Edition 09.2023



Installation and Commissioning

4.1 Installation

A CAUTION

An easily accessible all pole disconnect device with a contact gap of at least 3.0 mm must be included/
installed in the building-installation-wiring.

<~ The value of the external fuse has to be max. 16 Al

4.1.4 Module Slot Positions in PowerLink IP

PowerLink IP

| [ SIEMENS . SIEMENS > - =
. i @ | o ®
(a2 S
® @®
5l|9] Pseazac € pspazac
e ), e B
Al .

@
| = = A
— CCCUTUT Too
1 2 3 @ 5)6 7 8
(1) +I- 48 VPower Supply
2) Integrated Protection Signaling System
3) Alarm Module
4) +l- 12V, +5V and +3,3 V Power Supply
(5) Classic Interface Board
(6) Digital Modulation Board
7) Power Amplifier
(8) Transmit Filter - Line Termination
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4.1.5 Dummy Load for PowerLink

4.1 Installation

A CAUTION

Hot surface! Do not touch! Do not cover the ventilation openings!

Risk of injury and fire hazard!

<>

<%
<&
%

Do not cover the ventilation openings.
Do not operate longer than 5 min.
Mount the device on flat surfaces.

Allow the device to cool down after use.

A WARNING

<>

Hot surface! Do not touch!

NOTE

i @

The dummy load is not included in delivery of the PowerLink IP.

The dummy load serves for termination of the PowerLink IP HF output in case the system is not connected to
the transmission line. It is necessary for output level measurement.

Figure 4-2 Dummy load for PowerLink IP

The input impedance is selectable between 75 or 150 Ohm.

Telecommunication Products, PowerLink IP, Equipment Manual
C53000-H6040-C254-D, Edition 09.2023

205



Installation and Commissioning
4.1 Installation

BDS100 apsio0
R2
g il g o= e
T5R 13 2 |
51 Bl |E i
X1 s .
T3R/ 1 50R T )
Figure 4-3 Circuit diagram of the dummy load

Installation

The dummy load is connected by the enclosed connection cable. Please connect first the cable with the safety
BNC plug to the dummy load and then the to the green HF connector at the rear side of PowerLink IP instead
of the output cable.

HF connectar

Yentilation openings |

Figure 4-4 Connection of the dummy load
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4.1.6 HF connector

HF OUT/IN socket

HF OUT/IN plug 75 Ohm

HF OUT/IN plug 150 Ohm
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4.1.7 Connection of HF OUT/IN with HF connecting board

HF connecting board

The HF connecting board is used to protect the device from overvoltage and to connect more than one device
to a coupling unit.

Overall Connection Diagram

HF connecting board

surge arrester

S
RN

X
¥ 1 =150 Ohm sym.

= [ 2 =75 Ohm coax.
i | | | In case of 75 Ohm impedance ,b*
a X1 b X2 X3 conductor and GND are linked.
- » L

To the HF coﬁe/ctors for coax.
resp. sym. cable

Figure 4-5 Connection diagram from the HF_OUT/IN connector to the HF connecting board.
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PowerLink — HF Connecting Board 75 Ohm

To HF- Connecting boand

HF Cennacling boand 75 Chm

B9, WZ2 W2 KT =a
X0, KI3, K25, KE =D

¥21,%26=GHND
Figure 4-6 Connection of PowerLink and the HF connecting board 75 Ohm
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4.1 Installation

PowerLink — HF Connecting Board 150 Ohm

To HF- Connecting board

(=
aaaa LT

SEea [B028 [Boas [$aaS

20 X2

25 XM

| &

X109, X2 N2 K =23
X20, X233, X235, X28=D
X2, X5 =GHND

Figure 4-7

Technical Data

Gas-filled surge arrester

Connection of PowerLink and the HF connecting board 150 Ohm

Nominal DC sparkover voltage

75 Q Config: 4x230V =920V DC; P to PE
150 Q Config: 460 V DC; P,N, to PE

Impulse spark over voltage

75 Q Config: 4x700 Vp= 2.8k Vp; P to PE
150 Q Config: 1.4 kVp; P,N to PE

210
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4.2  Jumper Settings

4.2.1 PLPAStraps

Overview

The TFLT bandwidth, the amplifier power mode and the single or redundant use of power supplies are
configured by jumpers on the corresponding modules or in case of the power supplies on the backplane.

If the factory settings have to be adjusted, the program PLPA Straps is used to indicate the necessary jumper
settings on the modules.

The program is part of the software package. It has to be installed on the service PC. Run the PLPAStraps Setup
file and follow the instructions on the screen. PLPAStraps can be used for PowerLink IP, PowerLink CM as well
as for PowerLink 50/100.

For an easy reuse of the chosen values it is possible to save your configuration.

Configuration

< PLPAStraps - O e
File About Zoom: '-I D.E'. :
Configuration Ceonoral
- Powerlink IP straps Device Type

() Powerlink 50,100 {® PowerLink IP/CM

TFLT Type Power Supply

® TFLTAB (O TFLTC/D ® Single () Dual

Bandwidth Amplifier

® Upto1x25W Upto 2x25'W
O Upto 1x50W
Output Impedance Frequency Input
® 75 ® Start
O 150 () Center

Factory Mumber:

Transmitter:

Center frequency:

Visualize:
Zoom to fit

Setting Comments

Device Type PowerLink Select the device type, the tool can be used for Power-
PowerLink IP Link IP and PowerLink
Power Supply Single one power supply
Dual two power supplies
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Setting Comments

4.2.2

212

Amplifier Upto1x25W Number and output power of amplifier boards.
Upto1x50W e  One power supply, one amplifier: no redundancy.
Upto2x25W . -
®  Two power supplies, one amplifier: redundant
Upto2x50W power supplies of the same amplifier.
®  Two power supplies, two amplifier: redundant
amplifier
Output impedance 75 Ohm Output impedance of the power amplifier module.
150 Ohm
Frequency input Start Transmit frequency input done with the start or the
Center center frequency of the transmission band.

Bandwidth

TFLT AIB = 32 kHz
TFLT C/ID < 16 kHz

Bandwidth of the transmitter.
Possible bandwidth values of transmit filter in TFLT

Step: 4 kHz modul

Transmitter band Min: 24 kHz Start or center frequency of the transmitter band.
Max: 500 kHz (Depending on frequency input setting.)
Step:

TFLT A/B 4 kHz
TFLT C/ID 0.5 kHz

Amplifier full/half power mode

The power mode of the amplifier is selectable by jumper. Half power mode decreases the amplifier limits for
over voltage and over current by 3 dB. The amplifier gain is the same as in full mode. Both AMPs must be

jumpered to the same mode.

Power Jumper position

50 W for single AMP, 100 W for dual AMPs

X11 = X12 (upper position or no jumper)

25 W for single AMP, 50 W for dual AMPs

X10 - X11 (lower position)
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b PLPAStraps

File  About
- Corfiguration =
= Straps settings =2 .
Backplane E = ‘f‘ |:||:||:||:|
= AMP |
e Full TH-power |:1
= TFLT
- TFLT-A
----- TFLT-E

S —

xX12
nll
xio

y

4.2.3 TFLT Receive Attenuation

Adaption of attenuation to the line conditions.
Use lower attenuation for long, undisturbed lines, and higher for impaired lines.

Insert the selected value also during the device commissioning in Web Ul Menu Commissioning > Hardware >
"TFLT input attenuation”.
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B riessiop: T

File  About
Cunﬁgumﬂgn Level Setting:
[=]- Straps settings : ;
.. Backplane ._H.ECEWE! Attenuation
- AMP ) 0dB
= TFLT © 3d8
L TRLT-A @ 6dB
.. TFLT-B @ 9dB

4.2.4 TFLT Filter Tuning

The transmit filter can be tuned using PLPAStraps PC software and the integrated spectrum analyzer of device
web Ul. A dummy load connected to the HF output port is required.

Initial jumper setting

®  Enter filter configuration

Open PLPAStraps, select the device type, frequency band in configuration view. For example, Tx
frequency 42 ~ 58 kHz for bandwidth 16 kHz.

General:
Device Type
() PowerLink 50/100 (® PowerLink IF/CM
TFLT Tvpe Fower Supply
() TFLT &/F (@) TFLT C/D () Single (®) Dual
Bandwidth Mmplifier
() E kHz (JUp te 1l z25% (Up to 2 x 25 %
() B kHz (JUp te 1l xG0OY (@ Up to 2 x 5O W
()12 kHz
@ 16 kHz Output Impedance Frequency
(@ 75 (®) Start
D 180 D Center

Factory Humber:

Transmitter:

b .
Center frequency:

Visualize:
[+] Zoom to fit

Figure 4-8 Filter configuration
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®  Adjust TFLT jumper settings

Select TFLT board, enter the expected receive attenuation, adjust the jumper settings in TFLT board
according to the displayed jumper positions.

Canfi guratian Level Setting:
= FowerLink IF strap N

Backplane Esceiws attanusEiss
=R 210 48 I
Full TE-passl 348
E+-TILT & 48
o Os
" = a1
q]
O
4t
L] =1
Lo =
i o o
=
—0 —a
Wil e

nmw
TS
=

Figure 4-9 TFLT jumper settings

Filter analyzer in web U

®  Plugin TFLT boards into the PowerLink IP device, connect the dummy load into HF output port and switch
on the device.

®  Open the web browser to access the device home page. Configure the hardware settings according to
the settings in PLPAStraps (Power amplifier, impedance, start / stop HF frequency, input attenuation).

®  Start the filter analyzer in web Ul > Signal generator, select wave form “Filter analyzer” and activate the
signal generator (mode on).

Note: When filter analyzer mode is activated, the AMP is switched off (LED_READY is off). You can plug
in [ out the TFLT board without power off device.

a2
&
-850
4
B
B
-
e
~§00
<4404

: 1 f T T R T, W) B T T g | pi—

M B0 TR WD 36 00 WTE D00 236 TS0 FIE D00 13 30 XE 40D 425 450 ATR  BOO

kHT
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Click "find center frequency" button, wait until the spectrum sweep stops, and the found center
frequency is displayed.

For TFLT-C/D board, the center frequency is displayed as red color if it is out of range (+/- 600 Hz). Then a
second step of fine tuning is required.

For TFLT-A/B board, start / stop frequency shall be measured using two cursors and a verification, if the
frequency response is within the range.

I 1 T T 1 T T T T T T L] o]
TH R0 135 150 TS MW TS 300 335 3B0 A5 400 435 450 4TH SN0
L]

Fine tuning for TFLT-D

This step is only required if the measured center frequency is out of range.
®  Copy the measured center frequency from web Ul (keyboard “CTRL+C")
[ ]

Paste the value into PLPAStraps > TFLT-D > Actual center frequency (keyboard “CTRL+V"), click the “fine
tuning” button.

The changed jumper position is marked as a different legend.

CunEiﬁ.rntl.m 3
|- FowarLink IP strap Fine tuning:
| Buekplane Fina tuning
L] ANP Aokusl cantar Frequancy
Full TH=pows |5u o5
Bl TILT
e
TELT=D
Lagand Wi-lgeam 5
O——0 Huw *d | |

o0——0 Changed
O=pimg Homevad

®  Plug out TFLT-D board and re-adjust the jumpers as shown in PLPAStraps.
®  Plugin TFLT-D board and re-check the measured center frequency within the acceptance range.
[ ]

Usually two steps tuning (initial and fine tuning) are enough for TFLT-D board.
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4.2.5 Configuration Single or Redundant Power Supply for AMP
With the Jumpers X30...X33 located on the backplane of the device, it is possible to configure whether
AMP-1 is supplied by a single power supply PS-1 or by redundant power supplies (PS-1/PS-2). AMP-2 is always
supplied by PS-2.
®  Single Power Supply (50 W/100 W)
—  Jumper on X32, X30 (1xPower Supply, 1x50 W AMP or 2xPower Supply, 2x50 W AMP)
-  PS-1 powers AMP-1
- PS-2 powers AMP-2
—  Both power supplies power DMB redundantly
®  Redundant Power Supply (50 W)
—  Jumper on X33, X31 (2x Power Supply,1x 50 W AMP):
—  both power supplies power AMP redundantly
—  both power supplies power DMB redundantly
For 1T00W version each AMP is supplied by one power supply. l.e. PS-1->AMP-1, PS-2->AMP-2. The DMB is
supplied redundantly from both power supplies. Therefore, even if one AMP or one power supply fails, the
system will still work with reduced transmit level.
File  About
+ Corfiguration .
B Straps settings °
: Backplane
- AMP I E—
e Full TA-power
- TFLT
L TFLT-A
----- TFLTE
D4
T . L
. § [ & H
: w1 8 2 The
4.2.6 ALRJumper Settings
The function of the ALR jumpers is shown in the table below.
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Table 4-1 ALR Jumper Settings

X2 X3 X4 X5 -X13 X14 -X17
Binary Input 1 — used with Sync Pulse
250V X2 -7I8 %) open X14 - X15 *)
110V (X2 -1/2 open X14 - X15
48V /|X2-3/4 open X14 -X15
60V
24V |X2-5I6 open X14 - X15
Debounce time ~ 0.6 ms X18 - 3/4 X18 - 1/2

~1.0ms
24\ |open X3-1/2 X16 - X17
12V |open X3 -3/4 X16 - X17
5V |open X3 -5/6 X16 - X17
Binary Input 2 - for future application
250 V|- X4 — 718 *)
110V |- X4 -1/2
48V /|- X4 - 314
60V
24\ |- X4 -5/6
Debounce time ~0.6ms=~1.0 X19 -3/4X19-1/2
msX4 — 718 *)

Alarm Output 1 Relay K1
NC |- X5 - X6 *)
NO X6 — X7
Alarm Output 2 Relay K2
NC |- X8 — X9 *)
NO X9 - X10
Alarm Output 3 Relay K3
NC X11=X12 *)
NO |- X12 -X13

NC Break contact
NO Make contact
*) Default setting
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4.2.7 iSWT Jumper Settings

4.2.7.1 Jumper Settings for IFC Modules

4.2 Jumper Settings

Figure 4-10 Position of Jumpers for the IFC-Modules
@) LED H1 to H4 (red): activated outputs
LED H5 to H8 (green): activated inputs
(2) Test Operation Display (H10)
3) S2: IFC Slot Address Selection (S2.1, S2.2) and PU3 / PU4 switch:
S2.3: closed/down - PU3
S2.3: openlup - PU4
(4) Jumpers X43 to X58
(5) Operating LED (H9)
Table 4-2 Assignment of Jumpers X43 to X58
Signal Input 250V 110V 48 VI60 V 24V
BI1 X55 = inserted X55 = open X55 = open X55 =open
_ X43 = open X43 = open
iji _ ZE:: X43 = inserted . X44 = open
X45 = open X44 = open X44 = inserted X45 = inserted
X45 = open X45 = open
BI2 X56 = inserted X56 = open X56 = open X56 = open
X47 = open . pen
X48 = open X47 = open X47 = inserted X48 = inserted
X48 = open X48 = open
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Signal Input 250V 110V 48 VI60 V 24V
BI3 X57 = inserted X57 = open X57 = open X57 = open
X49 = open ) X49 = open X49 = open
X49 = inserted X50 = open
X50 = open X50 = i d P
X51 = open X50 = open = Inserte X51 = inserted
X51 =open X51 = open
Bl4 X58 = inserted X58 = open X58 = open X58 = open
X52 = open X52 = open
X52 = .
open X52 = inserted X53 = open
X53 =open X53 = i ted P
X54 = open X53 = open = Inserte X54 = inserted
X54 = open X54 = open
Test  operation K58 X54
ém display IFC o | | 1 o0 o
- IFC & | | 2 o
e PUZ/PLS | | 3 S2 Xo3
il B ¢ X52  Bl4
o
F4) [ on Off
Xa7 X351
| K16 K15 K14 K13 e 2
alS1 X50
A ]
K12 K11 K10 K9 x49 Bl 3
L+ ]
| K4 | | K3 | K2 K1
— ' X56 X48
Operating LED o9 0
@ﬁ °® xa7
@
Bl 2
° X486
K5 K6 K7 K8 H35 X435
o2 O
° X44
Q
o X43  BI1
IFC-D- Ki... K4
— IFC-P: K13 _. K18
IFC-5: K& . K12

Figure 4-11 Position of jumpers X43 to X58

The second interface module is used in the case of an IFC-D/P module for doubling the output contacts. The
binary inputs are only connected to one module (in slot IFC-1).

If the IFC-S module is used, jumpers X43 to X58 are not provided because the binary inputs do not exist.

The

module contains 8 signaling relays. For 7 relays, one change-over contact is brought out in each case. The

contact of relay K5 can be used as a make contact or a break contact with jumper X42. All 8 signaling contacts
have a common root (3A1).

4.2.7.2 DIP Switches on IFC Modules

There are 2 Dual Inline Package (DIP) switches added to each IFC modules:

220

DIP switch S1 for the Test Mode.

The activated output relays are displayed with LEDs H1 to H4 (red), and the activated binary inputs with
LEDs H5 to H8 (green).

DIP switch S2 for the selection of PU3 or PU4 module and to indicate the slot address of each IFC module.
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Table 4-3 Function of S2 Switch

S2.1 IFC slot address selection

S2.2 IFC slot address selection

S2.3 PU3 or PU4 selection

S2.4 Not connected

Table 4-4 IFC Slot Address

Selection S2.1 Position S2.2 Position

IFC-1 Open = up position = OFF Open = up position = OFF
IFC-2 Close = down position = ON Open = up position = OFF
IFC-3 Open = up position = OFF Close = down position = ON
IFC-4 Close = down position = ON Close = down position = ON
Table 4-5 PU3 or PU4 Selection

Selection S2.3 Position

Close = down position = ON

PU4 Open = up position = OFF

Figure 4-12 Slot positions of IFC-x modules in the iSWT system - PowerLink IP
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(1) Slot position IFC-1

2) Slot position IFC-2 or EN 100

3) PU4-module
NOTICE
Changing the position of an IFC module without changing its address may lead to a failure in the transmis-
sion.

The IFC module will not be detected in a wrong slot. No information or wrong information may be
transmitted to the corresponding protection relay.

< Make sure that the IFC address corresponds with the IFC slot position according Figure 4-12

NOTE
The slots IFC-3 and IFC-4 are available only for PU4 in a Stand Alone SWT 3000.

i 0

4.2.7.3  Jumper Settings for the PU4 Module

Figure 4-13 Position of Jumpers, Input and Signaling Elements on the PU4 Module

1
2
3
4
5
6
7
8

S2: Power ON/OFF

LED OK/BGAL

LED Status Interface LID-2
LED Status Interface LID-1
LED Status Interface LIA
S1: Reset button
S3(3.1t03.4)
Connection of DLE

O

Connection of DLE

10 Connection of the IFC Modules
11 LCT: Service Interface (USB)
12 NMS: Ethernet Interface

The Digital line interfaces can not be used in combination with PowerLink IP.
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Table 4-6 Function of the S3 DIP Switch on the PU4 Module
Switch Number Position Function
S3.1 OFF Normal operation
ON Programming with Memtool
S3.2 OFF Monitor inactive
ON Monitor active
S3.3 OFF Disable debugger
ON Enable debugger
S3.4 OFF Disable
ON Enable
monitor initialization, command
input test
NOTE

i 0

For normal operation all switches must be in the OFF-position.

4.2.8 Programming of Flash Memory in iSWT (PU4) with MemTool

4.2.8.1 Connecting the PC

In order to program the PU4 module of iSWT, use the USB connector of the PU4 module. The connection to
the service PC is established with with the USB connecting cable supplied with the device.

®  Turn off the device with the S1 switch on the DMB module.
®  To enable the programming with MemTool, close the DMB S5.4 and PU4 S3.1 DIP switch .
®  Turn on the device with the S1 switch on the DMB module.

®  Press the S1 reset button on the PU4 to proceed the upgrade.

A CAUTION

< During the update operations with MemTool the iSWT will be out of regular service.

4.2.8.2  Starting MemTool

In order to launch MemTool as a stand-alone tool, execute Memtool.exe via the Windows main menu Start >
Programs > UDE MemTool.
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-+ UDE - Memtool on Siemens SWT 3000 - PU4 (¥1.1 - serial, 115200 baud) =10l

File Target Device Log Help

—File : —FLASH/OTP - Memory Device

|| Iextemal FLASH [not ready] j [V Enable

Open File ... Index | Start | End | Size | Fremaove Al | Eraze ... |

Select Al Femove Sel! | Frogram |

Aidd Sell > Werify |

Saveds.. Sinf Protect.. | Hwf Pratect |

Fead!... State ... |

Edit...

FEEELE

Infa... | Setup ... |

Taol
’7 Connect ITarget not connected Help | Exit |

universal debug engine

d

Figure 4-14 MemTool with the PU4 Target

When starting MemTool for the first time, the Select Target Configuration dialog is displayed. Otherwise, you
can reach this dialog via the menu bar Target > Change.

Select Target Configuration

Last Uzed Browse |

Falder ta browse

C:%Program Fileshpls\UDE Memtool 3.05T argetsh j _I

Filez in folder ; ¥ Show descriptions

Siemenz PowerLink, - C5P [v2.0]

Siemens Powerlink, - CSP (0.2 - zenal, 115200 baud)
Siemenz PowerLink, - WL [v2.0]

Siemens SWT 3000 - PU3 (w20

Siemens ST 3000 - PUA [+1.1 - zenal, 115200 baud)

Drefault M e Copy | E dit | Femove |

ok | ﬁ-‘-.l:ul:urechenl Hike l
A

Figure 4-15 Selecting the Siemens SWT 3000 - PU4 (v0.1 - serial, 115200 baud)

Select Siemens SWT 3000 - PU4 (v1.1 - serial, 115200 baud) and click OK.
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i @

NOTE

Wrong target selection results in unsuccessful flash programming. Verify that the selected target is the
physically connected device.

4.2.8.3 Connection to the SWT 3000 Target
The PU4 memory consists of an internal FLASH (on-chip flash) and an external FLASH module. Both are
programmed sequentially with the same procedure.
For 764 KByte on-chip Program FLASH module, the sector table is created after determining the actual type
of the FLASH and clicking Connect.
Select 764 KByte on-chip Program FLASH (not ready) in the Flash/OTP - Memory Device list box.
Click Connect to establish a connection to the target SWT 3000 system. The sector list box contains now the
sector table of the selected FLASH module. The Connect button changes to Disconnect.
If the connection fails, reset the PU4 module and try again.
% UDE - Memtool on Siemens SWT3000R3.5 - PU4 (v0.1 - serial, 115200 baud)
File Target Device Log Help
File : FLASH/OTP - Memory Device
|7B4 KByte on-chip Program FLASH j [V Enable
OpenFile ... Index | Start End Size | & | Erase ... |
0  0s00C00000  Ox00COOFFF 4K
1 G0OCOI000  OxDOCOTFFF 4K | |
2 0400C02000  Ox00CO2FFF 4K
3 040003000  Ox00CO3FFF 4K
_l 4 0:00C04000  Ox00CO7FFF 16K 4'
5  0s00C08000  O0x00COBFFF 16K SW Protect.. | HW Protect ..
6  0s00C0C000  Ox00COEFFF 12K
Read.. 7 0400C10000  Ox00CTFFFF 64K
Ll 8  0s00C20000  Ox00C2FFFF 64K 4|
9 0400C30000  Ox00C3FFFF 64K
10 0s00C40000  Ox00C4OFFF 4K
11 NeNNCATANN NeNNCATEEE A¥ \/] Info.... | Setup ... |
Tool
m Disconnect I |Heady for Memtool Command Help | Exit |
universal debug engine
Figure 4-16 Dialog of the Connection to SWT 3000 for 764 KByte On-Chip Program FLASH
4.2.8.4 Programming the Application into the Flash Memory
Click Open File and select the AllinOne_PU4_Px.y.z.jnk.
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Open Hex File @

Look in: |U Firmware j & ci( ED-

J = alinone_C5Pi_P3.5.18.jnk.
1
Recent

= AlllnOne_PU4_P3.5.18.jnk
=) AlllnOne_YMUX_P3.5.18.jnk

My Documents

€

My Computer

My Network File name: I j Open

Places ‘—I
Files of type: [ink-Files (*jnk) | Cancel |

Figure 4-17  Selection of the AllinOne_PU4_Px.y.z.jnk File

NOTE

i 0

For the first time, it can be possible that you have to select All Files or jnk Files in the Files of type list box
and navigate to the source folder.

Click Open.

After loading this file in the left part of the MemTool main dialog, the file name and a list of sectors of the
application are displayed.

Y. UDE - Memtool on Siemens SWT3000R3.5 - PU4 (v0.1 - serial, 115200 baud)

File Target Device Log Help

File: 1 FLASH/OTP - Memory Device
C:\Program Files\PowerSys\P3.5.9\Firmware\allnOne_PU |7S4 KByte on-chip Program FLASH LI [V Enable
000300000 - 0x00307FFF -~ OpenFile ... I Index | Start End Size | A Erase ...
0+0030F 000 - 0+0030F02F T . 0  0:00C00000  O«00COOFFF 4K | |
000310000 - D+00332051 selectal | 1 000CO1000  OxOOCOTFFF 4K RemoveSel |~ Progiam |
0003C000D - D<O0SCFES3 2 GONCO200  GOOCOXFF 4K ‘
0x003D0000 - 0x003DE077
O+003E0000 - 01003ED543 Add Se | 3 0:00C03000  Ox00CO3FFF 4K |
0x003F0000 - 0x003FC25D 4 0x00C04000 0x00CO7FFF 16K
0x00400000 - 0x00433798 Y Savehs.. | 5 0400008000  0x00COBFFF 16K SW Protect... | HW Protect...
0x00C00000 - 0x00C00224 6 0x00C0OC000 0x00COEFFF 12K
0x00C0022C - 0x00C03382 ot | 7 0«00C10000  Ox00CIFFFF 64K i I
0x00C03384 - 0x00C03DBS 8 0«00C20000  Ox00C2FFFF 64K
0x00C03DBA - 0x00C( Ed | 9 0«00C30000  Ox00C3FFFF 64K
0x00C0431C - 0x00C0431E 10 0«00C40000  Ox0OC4OFFF 4K
0x00C04320 - 0x00C05198 i 11 neNNrA1NNn NuNNFA1FEE w ¥ Info ... | Setup ... |

~ Tool
Disconnect | lReady for Memtool Command Help | Exit |
universal debug engine
Figure 4-18 After Selection of the AllinOne_PU4_Px.y.z.jnk File
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Click Select All and then Add Sel. >>. The sectors of the application are displayed (according to the sectors
they belong to) in the list box on the right-hand side.

% UDE - Memtool on Siemens SWT3000R3.5 - PU4 (v0.1 - serial, 115200 baud)

File Target Device Log Help

File :

FLASH/OTP - Memory Device

0x00300000 -
0x0030F000 -
0x00310000 -
0x003C0000 -
0x003D0000 -
0x003E0000 -
0x003F0000 -
0x00400000 -
0x00C00000 -
0x00C0022C -
0x00C03384 -
0x00C03DBA
0x00C0431C -

0x00307FFF A
0x0030F02F
0x00332051
0x003CFE8I
0x003DEO77
0x003ED543
0x003FC25D
0x00433798
0x00C00224
0x00C03382
0x00C03DB8

o 0x00C!
0x00C0431E
0x00C04320 - 0x00C05198 b

universal debug engine

C:\Program Files\PowerSys\P3.5.9\Firmware\allnOne_PU

Open File ...
Unselect Al

Add Sel. >>

FEIEE

Tool

Disconnect

I

FLASH

|784 KByte on-chip Program
Index | Start

0 0x00C00000
0x00C00000
0x00C0022C

1 0x00C01000
0x00C01000

2 0x00C02000
0x00C02000

3 0x00C03000
0x00C03000
0x00C03384
0x00C03D...

A NeNNCNANNN

End
0x00COOFFF
0x00C00224
0x00CO0FFF
0x00CO1FFF
0x00CO1FFF
0x00CO2FFF
0x00CO2FFF
0x00CO3FFF
0x00C03382
0x00C03D...

0x00CO3FFF
NWNNFN7ERE

Size | &
4K
4K
4K
4K
v

1RK

[Ready for Memtool Command

~v| ™ Enable
Remove All | Erase ... |
| Program I

Verify

SW Protect... | HW Protect |
e

Setup ... |

Info ... |

Help | Bit |

Figure 4-19

Dialog of the Sectors in the List Box After clicking Add Selection

i 0

NOTE

Wrong file selection results in unsuccessful flash programming. Verify that the selected file matches
to the target, the correct FLASH memory device is selected and enabled and the device is physically

connected.

Click Program to start the programming cycle. The Execute MemTool Command dialog appears and shows

the programming progress. The upgrade starts with programming and verification.

Execute Memtool Command [Z]

Current FLASH/OTP Device :

Operation :

764 KByte on-chip Program FLASH

Progress :

| Cancel

|Plogramming 00C30800h - 00C30FFFh

Help

Figure 4-20
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228

Execute Memtool Command @

Current FLASH/OTP Device :
764 KByte on-chip Program FLASH

Operation :

ISUCCBSS

Progress :

| Exit | Help |

Figure 4-21 Dialog After a Successful Programming

After successful upgrade, click Exit.

For external FLASH module, the sector table is created after determining the actual type of the FLASH.
Select ext FLASH in the Flash/OTP - Memory Device list box.

If the connection fails, reset the PU4 module and try again.

Click Erase ... to erase the external FLASH.

9. UDE - Memtool on Siemens SWT3000R3.5 - PU4 (v0.1 - serial, 115200 baud)
File Target Device Log Help

File : FLASH/OTP - Memory Device
|ext FLASH ~| W Enable
OpenFile ... Index | Start End Size | A~ | Erase ... |
0 0x00300000 0x0030FFFF 64K
1 000310000  O\O3IFFFF 64K | |
2 000320000 0x0032FFFF 64K
3 000330000 0x0033FFFF 64K
4 0x00340000 0x0034FFFF 64K
5 00350000  OWOIFFFF 64K SW Protect... |
6  0x00360000 0x0036FFFF B4K
Read... 7 0x00370000 0x0037FFFF 64K
—, 8  0x00380000 0x0038FFFF B4K —,
9 000330000 0x0039FFFF B4K
10 0«00340000  Ox003&FFFF 64K
11 NeNN2RNNNN NWNNREEEE caw ¥ Info ... | Setup ... l

Tool
Disconnect IHeady for Memtool Command Help | Exit l

universal debug engine

[

Figure 4-22 Dialog of the Connection to SWT 3000 for External FLASH

Click Program to start the programming cycle. The Execute MemTool Command dialog appears and shows
the programming progress. The upgrade starts with programming and verification.

After successful upgrade, click Exit.
Click Disconnect and then Exit to close the MemTool main dialog.
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NOTE

i @

Turn off the device with the S2 switch on the PU4 module.
Open S3.1 of DIP switch PU4.
Turn on the device with the S2 switch on the PU4 module (PU4-Reset).

NOTE

i 0

®  Turn off the device with the S1 switch on theDMB module.
®  Open S5.4 of DIP switch DMB.

®  Turn on the device with the S1 switch on the DMB module.
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4.3 Leveling

4.3.1 TXLeveling Adjustment

Connecting dummy load

Connect dummy load (75 Ohm or 150 Ohm according to the requested impedance) to the HF_OUTI/IN
connector at the rear.

Connecting level meter

Connect level meter to HF measurement port at the front cover. If there is no level meter available, it is
possible to use internal spectrum analyzer in Web Ul.
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Check expected HF level

The expected signal level at HF measurement port is displayed in Web Ul (last column).
Leveling example:

Signal generator HF Tx freq. (Hz) HF-Level out (dBu)
Data low 244000 38.0
Data mid 372000 38.0
Data high 500000 38.0

Generate test sine signal

Open signal generator page, generate test sine signal at frequency data low / mid / high with output level -20
dB.

PN Signal
generator

D@ v|m e~
1 Spectrum
! -
)
B l
-aof‘ I
0] ‘
001 v%‘“ Ao I o A NV VLA A I it iy i N Y A AN
g U WW I u{“ﬁ'\q"»‘“ﬁ'{"’i‘ﬂ’#w W'I'“{\"ijqf“]‘p'Whﬂ% .‘{M )Aﬁ M | JIIW ] w “"“\“1”“‘ /| W W T‘W f’\/ ol Wl“ A i 7 fJ’ W oy M‘T ““‘V i IW \FM' e ,,W “15
1301
o]

T T T T T T T T T T T T T T T T T T T T
25 50 75 100 125 150 175 200 225 250 275 300 325 350 W 400 425 450 475 500
kHz

o 372.000 o

Figure 4-23  Web Ul > Signal generator

To generate a signal via an external signal generator device, connect it via BNC cable to TX_IN port on the
backplane. Enable this port in Web Ul >Test "Tx test switch" = true. Test sine signal at frequency data low /
mid / high with output level -20 dB and check in Web Ul > spectrum analyzer.
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Measure Tx leveling

If the measured level is not the same as the target value (tolerance: +/-1dB), it can be adjusted at Web Ul >
Configuration > Leveling.

75-Ohm impedance

target value in level meter and internal spectrum Sine signal (-20 dB) + Expected HF out (38 dB) -
analyzer Attenuation (40 dB) =-22 dBu

150-Ohm impedance

target value in level meter and internal spectrum Sine signal (-20 dB) + Expected HF out (41 dB) -
analyzer Attenuation (40 dB) =-19 dBu

4.3.2 iSWT Rx level adjustment

If the measured iISWT Rx level is not within the listed limits, it can be adjusted by adapting the iSWT Rx level
adjustement parameter at Web Ul > Configuration > Leveling.

iISWT Rx level adjustment Value to raise the received guard level to an appro-
priate level.

This value has influence on the “iSWT Rx level”.

iISWT Rx level This is the guard level measured by the iSWT. The
shown value should be between -9 dB and -3 dB. To
achieve this, the “iSWT Rx level adjustment” needs to
be changed.
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4.4.1

4.4.2

4.4 MergeTool for IEC 61850 with iSWT

MergeTool for IEC 61850 with iSWT

Overview

The IEC 61850 Intelligent Electronic Device (IED) configuration philosophy of iSWT is to have a separate static
IED Capability Description (ICD) file for each possible iSWT 1/0 configuration. These ICD files are imported in
the IEC 61850 system configurator (DIGSI®) for substation configuration.

When the substation configuration is finished, the MergeTool’ reads the Station Configuration Description
(SCD) file (of the substation configuration) and generates the following 2 files:

®  EN100 parameter file (BIN file)
®  Preconfiguration file (CFG file)

Web Ul imports these 2 files into PU4 board.
The MergeTool dialog contains the Parameter Generator and EN100 Settings buttons.

Parameter Generator

Select the Parameter Generator button in the MergeTool dialog.
The following MergeTool > [Parameter Generator] dialog appears:

Parameter generator and Merge Tool ¥1.0.6 - [Parameter Generator])

wy Parameter Generstor  EN100 Settings - ® X
Inpest Hles Outpes Hes:
SWTICO Fie | 1 emrie | —
SCD Fie | | ofGFie | ]
ENlmlr‘Q:'m I l

Load I Generate

Choose SWT Device:

Id Source Device Source Paameter Destination Device Destination Pacamate:

Figure 4-24  MergeTool > [Parameter Generator] Dialog

1 MergeTool covers the offline configuration of the IEC 61850 related settings for iSWT.
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Table 4-7 Parameter Generator Settings
Parameter Description Selection
Input files > The SWT ICD File (a mapping of the device in a standard One of maximum 9 different
SWT ICD File compliant file) is the precondition for work in the system available ICD files.

: configurator (DIGSI), which is based on these files. The ICD |Each file describes maximum
files describe the communication properties of the device  |amount of transmittable and
according to IEC 61850. The ICD file of the SWT 3000 receivable commands.
device is used for station configuration.

Input files > Several devices form a complete station. They can also SCD file of the station
SCD Fil include a master unit. These components have various
e communication connections between them that must be
parameterized. The description of all devices, their settings,
and interrelations are grouped together in the SCD file. The
SCD file itself is created and processed using the system
configurator (DIGSI).
Input files > The EN100 Interface Settings File (IFD file) contains the  |IFD file for the EN100

EN100 Interface Settings
File

interface settings for the EN100 module.

module

A default IFD file for

the selection of input

file is presented to

the MergeTool user in

the PowerSys installation
folder \Px.y.zzz\Util\Merge-
Tool\v01.00.11.

Choose SWT Device

The present SWT 3000 devices appear in this window. For
the generation of output files, select one of the SWT 3000
devices. After selecting the desired SWT 3000 device, the
source device, source parameter, destination device, and
destination parameter are listed in the option table.

One of the SWT 3000 devices

Output files >
BIN File

The configuration for the EN100 module is provided via
EN100 parameter file (binary parameter file, BIN file)
EN100par.bin.

Select a folder for storage of
the BIN file.

Output files >

The configuration for PowerSys is provided via PowerSys
preconfiguration file (CFG file).

Select a folder for storage of
the CFG file.

CFG File
~ NOTE
l There are maximum 9 different ICD files available. Each file describes maximum amount of trans-
mittable and receivable commands. The ICD files are available in the PowerSys installation folder
\Px.y.zzz\Uti\MergeTool\v01.00.11 and on the PowerSys package in folder \IEC61850\Config_files.
Table 4-8 Selection of different ICD Files
SWT3000 c1_ed1/2.icd Maximum 1 GGIO command is transmittable and receivable
SWT3000_c2_ed1/2.icd Maximum 2 GGIO commands are transmittable and receivable
SWT3000_c3_ed1/2.icd Maximum 3 GGIO commands are transmittable and receivable
SWT3000 c4 ed1/2.icd Maximum 4 GGIO commands are transmittable and receivable
SWT3000_c5_ed1/2.icd Maximum 5 GGIO commands are transmittable and receivable
SWT3000_c6_ed1/2.icd Maximum 6 GGIO commands are transmittable and receivable
SWT3000 c7_ed1/2.icd Maximum 7 GGIO commands are transmittable and receivable
SWT3000_c8_ed1/2.icd Maximum 8 GGIO commands are transmittable and receivable
SWT3000_c16_ed1/2.icd Maximum 16 GGIO commands are transmittable and receivable
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Select the files in the Input files area in the following order:

®  (lick the SWT ICD File button.
The following dialog appears:

{ Open X
« v « PL_IP_DVD_v4.12 » Utilities » MergeTool » V01.04.00 » ICD_IEC&1850-Edition-2 v [+] S Search ICD_IECE1850-Edition...
Qrganize » New folder = O @
~
R Name Date modified Type Size

#F Quick access

I Desktop » D swt3000_cl_edZ.icd 2 1CD File 24 KB
[ swt3000_c2_ed2iicd 2 1CD File 24 KB
Documents # [ swi3000_c3_ed2iicd 2 1CD File 25KE
[ swt3000_c4_ed2.icd 2 ICD File 25KB
D swit3000_c5_ed2icd 23.03.2016 00:10 1CD File 26 KB
[ swt3000_c6_ed2.icd 23.03.2016 00:10 1CD File 26 KB
D swt3000_c7_ed2.icd 23.03 1CD File 2TKB
D swt3000_c8_edZ.icd 23.03 1CD File 2TKB
[ swt3000_c16_ed2icd 3 1CD File 33KB
[ This PC
w
File name: v| ICD file (*.icd) w

Figure 4-25 ICD File Selection of SWT 3000

Select the proper SWT ICD File, which was used in station configuration.
After selection of the SWT ICD File, click Open.
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®  (lick the SCD File button.
The following dialog appears:

{ Open X
- A <« |ECE1830 » Config_files » Example_configs_for EN100 » 4_cornrmand ~ [] £ Search 4_command
Organize v New folder = ™ @
() MName Date modified Type Size
3 Quick access
D example_iec61850-ed2.scd 25.04.2017 08:45 SCD File 331KB
[ Desktop *
@ Documents o
3 This PC
v
File name: ~ | SCD file (*.scd) ~

Figure 4-26 SCD File Selection of the Station

Select the proper SCD File of the station.
After selection of the SCD File, click Open.

® |n the third step, click the EN100 Interface Settings File (IFD file) button.
The following dialog appears:

H Open X
T <« Powerlink P » PL_IP_DVD_w4.12 » Utilities 5> MergeTool » V01.04.00 ~ [J] 2 Search V01.04.00
Organize » New folder = M @
() MName Date modified Type Size
st Quick access
d File fold
[ Desktop »* ¢ - fe oo
1CD_IECE1850-Edition-1 File folder
B Documents # ICD_IECE1850-Edition-2 File folder
ru File folder
D swi3000_en100_settings_HSR_SnmpON_HttpOM.ifd IFD File 2KB
D swi3000_en100_settings_LINE_SnmpOFF_HttpOFF.ifd IFD File 2KB
D swi3000_en100_settings_LINE_SnmpON_HttpON.ifd IFD File 2KB
D swit3000_en100_settings_PRP_SnmpON_HttpOMN.ifd IFD File 2KB
D swi3000_en100_settings_RSTP_SnmpON_HttpON.ifd IFD File 2KB
E This PC
v
File name: || ~ | IFD-File (*.ifd) ~
Figure 4-27 IFD File Selection of the EN100 Module
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Explanation for the default IFD files:
XXx_SnmpOFF_HttpOFF.ifd:
Xxx_SnmpOn_HttpON.ifd:

Select the proper IFD file of the EN100 module.
After selection of the IFD file, click Open.

EN100 SNMP and HTTP services are enabled
EN100 SNMP and HTTP services are disabled

NOTE

i 0

installation folder \Px.y.zzz\Util\MergeTool.

A default IFD file for the selection of input file is presented to the MergeTool user in the PowerSys

After selecting the Input files, click the Load button. If multiple matching SWT 3000 devices are found in the

local station, they are listed in the Choose SWT Device area.

Parameter generator and Merge Tool ¥1.0.6 - [Parameter Generator)

Choose SWT Device:

wt_c8_2
wt_c8_1

I Id Source Device Source Paameter ) Destination Device Destination Pacamate

Figure 4-28 [Parameter Generator] Dialog with Choose SWT Device area

W Parameter Generstor  EN100 Settings =
Inges ties oL
SWTICD Fle:  [#wA3000_cBicd —| [ ] =
SCO Fie JECE1850 Station_irgutsF ulProvided scd 1 coGre | —J
o P a8 [0 3000_en100_settngs_LINE_SrempON_HUGON ¢4 |
Generate

With clicking the desired device, the Source Device, Source Parameter, Destination Device, and Destination

Parameter are listed in the option table.

Parameter generator and Merge Tool ¥1.0.6 - [Parameter Generator]

oy Parameter Generator  EN100 Settings - ® X
Ingest Hes Outpes Hos:
SWTICD Fie:  [#WA3000_cBicd 1 emrfie | |
SCO File JEC51850-Station_InputsF ulProvded scd |  CfGFle | ]
o Faal8® 2w 3000_en100_settings_LINE_SrmpON_HHpON ¢4 |

Load I Genotate

Choose SWT Device:
wt_c8 2

Id Source Device Source Parameter Destnabon Device Destination Paramater

IE0_000d4/beGGIO1/SPCSO1 *al TELE/TXC_GGIO1/ CO/SPCSO1/caVal

1 IE0_0008/beGGI01/SPCS03 “Val TELE/TXC_GGIO1/ CO/SPCSO/caVal

2 IED_0009/beGGI01/SPCS03 ol TELE/TXC_GGIO1/ CO/SPCSO4/caVal

3 1E0_000a/beGGI01/SPCS03 wal TELE/TXC_GGIOV/ CO/SPCSOS/caal

4 IED_0006/beGGIO1/SPCS03 “al TELE/TXC_GGIOY/ CO/SPCSOB/caVal

s IE0_000c/beGGI01/SPCS03 ol TELE/TXC_GGIO1/ CO/SPCSO7/caVal

3 IE0_0004/beGGIO1/SPCS03 vl TELE/TXC_GGIOY/ CO/SPCSO8/caVal

Figure 4-29 [Parameter Generator] Dialog with Option Table area

Telecommunication Products, PowerLink IP, Equipment Manual
C53000-H6040-C254-D, Edition 09.2023

237



Installation and Commissioning

4.4 MergeTool for IEC 61850 with iSWT

i

NOTE

If the SCD file does not contain the intAddr and daName tags for the inputs sections (so the substation
configurator does not provide this information), manual selection of the source and destination parameters
in the option table is necessary. Click the Source Parameter or Destination Parameter list box and select

the specific parameters.

238

When using the EN100 module, it is necessary to generate the EN100 parameter file (BIN file) and PowerSys
preconfiguration file (CFG file) and save them in a proper folder. The mentioned files can be uploaded to
PowerSys in the SWT 3000 > Configuration > System-2 submenu. Store the content of the BIN file then in PU4
Flash. With each startup of SWT 3000, the BIN file is transferred to volatile memory of the EN100 module.

In order to generate the desired Output files, define the name and place of storage of the Output files area
as follows:

Click the BIN File button.
The following dialog appears:

Save As
Save in: ,D MergeT ool j
=
I
Recent
—
De;ktop

My Documents

Eéig

My Computer

My Network

File name: II
Places

Save as type: |En1 00 binary file

El
K|

Save

[ see |
Cancel |

Figure 4-30 Selection of Name and Place of the BIN File

Define the name and place of storage of the BIN file.
Afterwards, click Save.
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®  (lick the CFG File button.
The following dialog appears:

Save As @

Save in: ID MergeT ool j = &k BB
[
= (Dde
'/, ‘lfjru
Recent
—
Desktop

My Documents

My Computer
.‘;)
My Network  File name: II LI | Save I
Places
Save as type: IPowerSys pre-config LI Cancel |

Figure 4-31 Selection of Name and Place of the CFG File
Define the name and place of storage of the CFG file.
Afterwards, click Save.

In order to generate the EN100 parameter file (BIN file) and PowerSys preconfiguration file (CFG file), click the
Generate button.

NOTE

i @

If SWT 3000 is equipped with an EN100 module, the BIN file and CFG file are configured in PowerSys >
SWT 3000 > Configuration > System-2 > EN100 area.

4.4.3 EN100 Settings

When using the EN100 module, there are some additional (none IEC 61850) configuration settings for the
EN100 module. These settings have to be put in the parameter file downloaded to the EN100 module at
startup.

Therefore, the MergeTool provides a Graphical User Interface (GUI) for the configuration of EN100 settings

and stores these settings in a separate file. This option provides the implementation of the GUI elements
processing the user interaction for the EN100 settings file manipulation.

NOTE

i @

It is not necessary to create an EN100 settings file (IFD file). A default IFD file for the selection of the input
file is presented to the MergeTool user.

If there is a new IFD file needed, proceed like described in the following.

Select the EN100 Settings button in the MergeTool dialog.
The following MergeTool > [EN100 Interface Settings] dialog appears:
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_§ Parameter generator and Merge Tool V1.4.0 - [EMN100 Interface Settings] — O X
o-l  Parameter Generator  EN100 Settings - 8 X

—EN100 Settings File:

—Optical module settings: — Time zone and summer time:

Time zone offset to GMT: I hh:mm
—Operating mode; —— RSTF parameters;: ————————————— i )
Summer time switchover
" Line & Switch Hello Time [5]: |2 3: ’75' enzbled (" disabled
Bridge Priority: I j‘ Summer timer offset to GMT: I hh:mm

—Redundancy type: ——
" RSTP ¢~ psM Bridge |dentifier:  [2048 - Start of summer time:
" PRP @ HSR [ = =lin| =l at| =] oclock

fiEineyimelsE IdD 3: End of summer time:
I LI I Llinl LI at I LI o'clock

Forward Delay [s]: |21

Priority: I - I —Services:
—SNMP (Simple Metwork Management Protocol):
Transmit Count: 100 = 0N " OFF

Cost Style: |2DI}I}DD 3: —Module homepage:

& ON = OFF

Save Changes | S

Figure 4-32 MergeTool > [EN100 Interface Settings] Dialog

Copy the presented default IFD file into a desired folder.
Rename this IFD file for creation of a new IFD file and save this file in the desired folder of database.

In order to select the new created IFD file, click the button in the EN100 Settings File area. Select the newly
created IFD file from the folder in database. You can edit now the IFD file settings.
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{ Parameter generater and Merge Tool V1.4.0 - [EN100 Interface Settings] — O X
o) Parameter Generator  EN100 Settings - x
—EN100 Settings File:
|D:\Powerlink \PL IP\PL 1P V4 15\PL IP V4. 15\Litties\ 1
—Optical module settings: — Time zone and summer time:
Time zone offset to GMT: IH)D:DD hh:mm
—Operating mode; —— [ RSTF parameters: i )
Summer time switchover
" Line  Switch Hello Time [s]: |2 3: ’7(' enabled 1+ disabled—‘
—Redundancy type: — Bridge Priority: |32?EE‘ j‘ Summer timer offset to GMT: |+DD:DD hh:mm
" RSTP ¢ QsM Bridge Identifier:  [2023 Start of summer time:
© PRP & HSR [Fst =] fSunday lin [danuay <] atfo <] oiclock
RedaciielsE IAD 3: End of summer time:
IFlrst ;I ISunday Llin I.January LI at ID LI o'clock
Forward Delay [s]: |21 3:
Prigrity: 128 - —Services:
—SNMP (Simple Network Management Protocol):
Transmit Count: 100 - i 0N " OFF
Cost Style: IZDDI}I}D 3: —Module homepage:
& ON  OFF
Save Changes |
Figure 4-33 MergeTool > [EN100 Interface Settings] Dialog with Selected IFD File
Edit the Optical module settings as follows:
Table 4-9 Optical Module Settings of EN100 Settings
Parameter Description Setting Range or
Selection
Operating mode The operating mode for SWT 3000 is set to Line by default. The Line
Line mode is equivalent to the functions of the EN100 module with
electrical interface.
Redundancy type If the Switch mode has been selected, set the Redundancy RSTP
type next. Available Redundancy types are Rapid Spanning Tree
Protocol (RSTP), Optical Switch Module (OSM), Parallel Redun- |OSM
dancy Protocol (PRP) and High-availability Seamless Redun-
dancy (HSR). The redundancy type depends on the ring structure. |PRP
Redundancy type OSM is a proprietary procedure of the Siemens
. o . HSR
AG. The OSM type can only be used in combination with at least
one external switch that can control this type of redundancy. Set
one of the external switches as master.
Redundancy type RSTP is used world-wide and supported by
nearly all switches.
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Parameter

Description

Setting Range or
Selection

RSTP parameter >

Hello Time [s]

If no test message is received 3 times in a row during the speci-
fied monitoring time, the connection is considered faulty. The link
status is also monitored. It leads to an immediate detection of an
interruption with subsequent changeover. Permissible values are
from 1 s to 10 s (the standard recommends a default setting of 2 s).

From1sto10s

Change the RSTP
parameter settings
only if this change is
necessary. In partic-
ular, use the settings
recommended in this
manual.

RSTP parameter >

Bridge Priority

This value represents a priority for a switch. Every switch in the
ring network has a specific priority that has been set equally for
all switches by default. Furthermore, this priority is linked to the
MAC address within the switch, which always yields different prior-
ities. The lowest priority defines the logical separation of the ring
network. Here, the messages are output from the ring network.
The highest priority (identified by zero) marks the root switch. If
messages are output or input there, both logical lines must have
the same length. Permissible values are: 0, 4096, 8192, 12 288,
16 384, 20 480, 24 576, 28 672, 32 768, 36 864, 40 960, 45 056,
49 152, 53 248, 57 344, and 61 440 (the standard recommends a
default setting of 32768 s).

FromOsto61440s
(in increments of
4096)

RSTP parameter >
Bridge Identifier

Enter a number from 0 to 4 294 967 295 as an identifier for the
switch (default setting: 2048).

From 0 to 232

RSTP parameter >
MaxAge Time [s]

Set a time from 6 s to 40 s. After this time has elapsed, older
messages will be removed from the network (default setting: 40 s).

From6sto40s

RSTP parameter >
Forward Delay [s]

The ports of the module remain in one of the conditions -
discarding, learning, and forwarding - not longer than for the time
set here. Permissible values are from 4 s to 30 s (the standard
recommends a setting of 21 s).

From4sto30s

RSTP parameter >

Priority

Every switch in the ring network has a specific priority that has
been set equally for all switches by default. The priority is preset by
the switch manufacturer. Furthermore, this priority is linked to the
MAC address within the switch, which always yields different prior-
ities. The lowest priority defines the logical separation of the ring
network. Here, the messages are output from the ring network.
The highest priority (identified by zero) marks the root switch. If
messages are output or input there, both logical lines must have
the same length (default setting: 128).

From 0 to 240 (in
increments of 16)

RSTP parameter >

Transmit Count

Maximum number of configuration messages sent for a specific
event (structural reconfiguration). This number must exceed the
number of existing switches in the ring network. Permissible values
are from 3 to 128 (the standard recommends a setting of 10).

From 3to 128

RSTP parameter >
Cost Style

This value is a variable that depends on the speed of the link
controlling the reconfiguration algorithm. A value of 200000 is
fixed for 200 Mbits. Changes are necessary only in special cases and
if Spanning Tree Protocol (STP) switches are used. The value -1 is
the identifier for the automatic mode.

200000

Edit the Time zone and summer time as follows:
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Table 4-10

Parameter

Time zone offset to GMT

4.4 MergeTool for IEC 61850 with iSWT

Time Zone and Summer Time Settings of EN100 Settings

Description

The time offset of your time to the Greenwich Mean Time (GMT).

Setting Range or
Selection

From-12hto+12h

Summer time

switchover

Select the option enabled or disabled summer time switchover if
you do or do not wish to change to daylight saving time.

enabled or disabled

Summer time offset

to GMT

The time offset of your time to the GMT.

FromOhto+23h

Start of summer time

Date for the change to daylight saving time.

End of summer time

Date for the change from daylight saving time.

Edit the Services as follows:

Table 4-11 Service Settings of EN100 Settings
Parameter Description Selection
SNMP You can use this setting to activate or deactivate the SNMP protocol. ON or OFF
Module homepage You can use this setting to activate or deactivate the module homepage. ON or OFF

Telecommunication Products,
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4.5 Diagnostics and Error Handling

45.1 DMB
4.5.1.1  LEDs on DMB

Table 4-12 4 alarm LEDs on DMB, visible at the front cover.

LED Description
COMCON (bi- off Power off, system failure
color) green oK

red Not OK (HW alarm)

green fast blinking | Startup in progress
green slow blinking |General alarm (or test mode active or DIP switch on)

PLCDSP (bi- off Power off
color) green OK
red Not OK (HW alarm)
green slow blinking |General alarm
Sync (bi-color) off Power off, IDLE mode, error occurred before starting
green Sync OK
red Sync Not OK (due to low SNR)
green/red slowly Failed sync tries (notch or frequency parameters probably wrong)
alternating
glrienin with short red single symbol errors
Receive Alarm off OK or no SWT configured
red Receive alarm (received guard level too low)

4.5.1.2 Diagnostic LEDs on DMB behind the front cover

LED Description

H22 CDI telegram received
H23 IRIG-B telegram received
H24 iLAN telegram received
H25 S6 signal received

H26 Reserve

H27 Reserve

H28 Reserve

H29 Reserve

4,5.1.3 DIP Switches DMB board

DIP Switch S5
S5 State Descriptions
1 open default
boot from SD card (for internal use only)
2 open default
close start with default service interface IP address (192.168.20.20) and default
user interface IP address (192.168.30.20)
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S5 State Descriptions
3 open default
supress auto-reset for HW alarm or FW rollback

4 open default
enable PU4 programming with MemTool

In normal operation of the device, all switches have to be in open position.

DIP Switch S6
S6 Descriptions
1 reserved, for internal use only
2 reserved, for internal use only
3 reserved, for internal use only
4 reserved, for internal use only
452 AMP
4.5.2.1 LEDs on AMP
State Comments
Green Ready
Power amplifier is switch on
Off Power amplifier is switched off
Red TX alarm
Set by controller if Tx alarm is active
Off Set by controller if Tx alarm is inactive
453 PU4
4.5.3.1 LEDs on the PU4 Module

Telecommunication Products, PowerLink IP, Equipment Manual

®  The 2-color OK/BGAL LED is needed for displaying the PU4 module status. The following states can be
displayed:

Table 4-13 Significance of the OK/BGAL LED Displays

off Power supply is disconnected or faulty

Red static Module is not ready for operation

Red flashing General alarm module is only operational to a limited extent
Green static Normal operation

Green slow flashing Test operation

Green fast flashing Ethernet port of PU4 is not ready for operation

®  The 2-color LIA LED is needed for displaying the status of the LIA. The following states can be displayed:

Table 4-14 Significance of the LIA LED Displays

State Significance
Off LIA is not configured
Red static LIA is not ready for operation (for example receiver alarm)
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454

4.5.4.1

4.5.4.2

4.5.5

4.5.5.1

State Significance
Red flashing LIA is only operational to a limited extent
Green static LIA is working correctly

®  The 2-color LID-1 LED is not used for iSWT in PowerLink IP. (Red static during reset.)
®  The 2-color LID-2 LED is not used for iSWT in PowerLink IP. (Red static during reset.)

ALR

LEDs on Alarm Module

The module ALR provides a LED for visual indication of the state for each binary input and for each alarm
output. They are visible after removal of the front panel. The significations are shown in the table below:

Table 4-15 ALR Indication

LED Indication

H6 IRIG-B Input energized
H5 Binary Input 1 energized
H4 Binary input 2 energized
H3 Alarm output 1 activated
H2 Alarm output 2 activated
H1 Alarm output 3 activated

ALR Test Switch S1

For test purposes the module ALR provides a switch for each of the binary input circuits and for the IRIG-B
circuit. Closing a switch sets the output of the assigned circuit to the active state.

S1.1 Binary Input 2 test
S1.2 Binary input 1 test
S1.3 n.u.

S1.4 IRIG-B test

CiB

LEDs on CIB

CIB > LED indication

246

E&M Amber Light on — M-lead inactive (On-hook) when port is
enabled.
Light off — M-Lead active (Off-hook) or port disabled.
E&M Green Light on — E-lead inactive (Received on-hook from

remote E&M peer.)

Light off — E-lead active (Received off-hook from
remote E&M peer.)

FXO Amber Light on — On-hook when port is enabled.
Light off — Off-hook or port disabled.
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CIB LEDs Comments

FXO Green Light on — Received on-hook signal from remote FXS
peer.
Light off — Received off-hook signal from remote FXS
peer.

FXS-1&2 Amber Light on — FXS-1 on-hook when port is enabled.

Light off — FXS-1 off-hook or port disabled.

Fast blink — FXS-1 is ringing.

FXS-1&2 Amber Light on — FXS-2 on-hook when port is enabled.
Light off — FXS-2 off-hook or port disabled.

Fast blink — FXS-2 is ringing.

FXS-3&4 Amber Light on — FXS-3 on-hook when port is enabled.
Light off — FXS-3 off-hook or port disabled.

Fast blink — FXS-3 is ringing.

FXS-3&4 Green Light on — FXS-4 on-hook when port is enabled.
Light off — FXS-4 off-hook or port disabled.

Fast blink — FXS-4 is ringing.

RS-232 Amber Light on — port enabled.
Light off — port disabled.
RS-232 Green TxD | RxD active (Data in transmission).

4.5.5.2 CIB Test

Test

Setting Comments

CIB voice loop Enable voice PCM local loop for internal test only.
Voice port LED is slow blinking.

CIB FXS test Start FXS measurement for internal test only

455.3 CIB Alarm

CIB > Alarm
CIB Alarms Comments
CIB board is present CIB is enabled and CIB board is present.
CIB board missing CIB is enabled but not equipped.
CIB voice port failure At least one CIB voice port is enabled but initialization
failed.
EM S2 test active When DIP-switch 1 in CIB is on, E&M port will take
hook signal from DIP-switch 2 for test purpose only.
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5.1 Frequency Planning

5.1

5.1.1

Frequency Planning

General Information

The utilizable frequency range for the high voltage power-line carrier (PLC) transmission is from 24 kHz to
1000 kHz. In many countries certain frequency ranges are reserved by regulation authorities for air traffic
control, broadcasting, shipping radio service etc.

With the respect to the data transmission a PowerLink IP link has to be considered as a frequency division
duplex (FDD) connection between two PowerLink IP devices (terminals) with two data channels, which are
situated in separate frequency bands (one band for TX and one band for RX). Each frequency band may be
located in frequency between 36 kHz and 500 kHz. The initial start and stop frequencies as well as the minimal
start and the maximal stop frequency of each channel may be selected in 250 Hz steps. The bandwidth and
start frequency of the transmit filter for each data channel may be selected between 32 kHz and 256 kHz in 8
kHz steps (TFLT_AIB), or 4, 5, 8, 12 and 16kHz (TFLT_C/D).

For smart frequency management each PowerLink IP terminal uses up to 4 Medium Access Request Channels

(MARQ):

®  MARC, for transmission of smart frequency management information sent from PowerLink IP device A
towards the partner PowerLink IP device B.

®  MARG, to receive smart frequency management information from PowerLink IP B towards the partner
PowerLink IP device A

®  MARC, forreception of smart frequency management information from the selected PowerLink IP device
neighboring in frequency domain next to the lower edge of the transmission channel A.

®  MARC, for reception of smart frequency management information from the selected PowerlLink IP
device neighboring in frequency domain next to the upper edge of the transmission channel A.
In this manual a device-centric approach is used for naming of the transmission directions and the corre-

sponding data channel and MARC settings. A PowerLink IP terminal transmits in the direction A to its partner
PowerLink IP device and receives its signals from the direction B.

HF Bandwidth

8 kHz
256 kHz |
| | | | | l | | | Fkiz
36 36,25 B 291,75 292 292,25 2925 292,75 n 499,75 500
Figure 5-1 Adjustable bandwidth for each PowerLink IP channel.

Adjacent or Non-Adjacent Bands

250

Depending on the frequency gap between the Tx and Rx frequency band, this is considered as an adjacent or
non-adjacent transmission.

TxA RxB
gap

L J
—ry

Figure 5-2 Example of an non-adjacent frequency bands location
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5.1.3

5.1 Frequency Planning

TxA RxB

[ [ ] . f

Figure 5-3 Example of an adjacent frequency bands location

Frequency Plan

The frequency plan determines the proper frequency allocation for each PLC link in the frequency scheme
to avoid cross talk between any PLC links installed in the network. Cross talk affects data transmission and
protection signaling.

Planning Rules

During the frequency planning two different things have to be defined, the edge frequencies of the Tx-Filter
and the edge frequencies of the finally used transmission band of the modem and the (i)SWT. (The edges of
the receive band simply follow the transmit band of the opposite device.) For the edge (or cut-off) frequencies
of the Tx-Filter, the following two different cases are distinguished.

Minimum space between terminals on the same phase line at the same place or on the same coupling unit

In order to avoid possible mutual tapping losses it is recommended to select non-adjacent frequency edges of
all Tx filters on the same line.

The gaps between the frequency edges of the Tx filters must at least be as wide as described in Table 5-2
(TFLT_AI/B), and Table 5-3 (TFLT_CID).

The transmission power has to be reduced to avoid saturation events of the AMP. In many of these cases the
use of the 100 W AMP version is preferred to improve dynamic headroom against the influence of external
signals.

To avoid larger than necessary reduction of the transmission power, the bandwidth of the TX filter can be
reduced or the frequency spacing between the HV-PLC devices, neighboring in the frequency domain, may
be increased. Finally the transmission power must be reduced at least until the red LEDs of the AMPs go off
permanently.

The SNR may be impaired temporarily despite sufficient signal level by small and not indicated saturation
events of the remote device (transmitter). In this case a further reduction of the transmission power of the
remote device may help to raise the SNR. Depending on actual conditions, reduction of the transmission
power by up to 50 % may be necessary.
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252

Direction 1 Line trap
“ J_ Station
Coupling capacitor
Coupling unit
PLC PLC PLC

TxA11 TxA12 TxA13
RxB1; RxB1; RxB13

Figure 5-4 PLC systems using the same direction on the same phase line

Table 5-1 Min. space between initial TxA and/or RxB bands for PowerLink IP systems using the same
phase line at the same place or the same coupling unit

Neighboring frequency bands Min. distanced below and above the transmit frequency
band

TxA1,below TxAT, Upper Af of TxA1,

TxA1, above TxA1j Lower Af of TxAT,

TxA, below or above TxB1, 0 kHz

TxB1, below or above TxB1J. 0 kHz

Af — Min. gap in kHz between neighboring cut-off frequencies of the Tx filter of different PowerLink IP
terminals on the same phase line at the same place or on the same coupling unit to achieve tapping losses <
1.5 dB.

If PLC systems operate on the same line via the same coupling unit (i.e. at the same station), the minimum
distance is determined by the filter bandwidth, not by the transmission frequency bandwidth.

Table 5-2 TFLT A/B min. distances (Af;) below and above the transmit frequency band TxA1 to achieve a
tapping loss < 1.5 dB.

Tx Filter Band- Tx start frequency < 100 kHz Tx start frequency > 100 kHz
width Lower Af UpperAf;, Lower Af, UpperAf;,
32 kHz 11 15 29 30
40 kHz 12 18 28 31
48 kHz 14 19 31 34
56 kHz 15 22 32 34
64 kHz 17 25 34 37
72 kHz 18 27 35 39
80 kHz 19 29 39 40
88 kHz 20 32 37 42
96 kHz 22 36 38 45
104 kHz 22 38 42 47
112 kHz 22 39 42 47
120 kHz 25 43 42 50
128 kHz 25 46 42 53
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Tx Filter Band- Tx start frequency < 100 kHz Tx start frequency > 100 kHz
width Lower Af UpperAf, Lower Af;, UpperAf,
136 kHz 25 44 46 54
144 kHz 25 48 46 55
152 kHz 28 53 47 58
160 kHz 28 53 47 61
168 kHz 28 51 46 63
176 kHz 28 56 51 64
184 kHz 28 64 50 66
192 kHz 31 65 51 70
200 kHz 31 59 51 75
208 kHz 30 64 55 75
216 kHz 31 72 55 76
224 kHz 34 77 54 76
232 kHz 33 78 53 79
240 kHz 33 66 53 84
248 kHz 33 70 52 89
256 kHz 33 78 51 90
Table 5-3 TFLT C/D min. distances (Af;)
Tx Filter Bandwidth Transmission Frequency Band-

width
4 kHz 4 kHz 8 kHz
4 kHz 5kHz 8 kHz
8 kHz 8 kHz 16 kHz
12 kHz 12 kHz 24 kHz
16 kHz 16 kHz 32 kHz

Minimum space between terminals using different lines, different phase lines or are far enough from each other
on the same phase line

In this case the frequency bands of the Tx filters of the one direction may overlap the frequency bands of the
Tx filter of the other direction. To allow for smart frequency management between the selected PowerLink

IP terminals this is even necessary. A slight reduction of the transmission power may be necessary to avoid
saturation of the ampilfier.

The modem transmission and (i)SWT transmission band of two PowerLink IP devices may be adjacent. in case

of a PowerLink IP device neighbouring a differnt PLC device, the distance requirements of the other device
have to be considered.
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Direction 1 Line trap Line trap Direction 2

L I Station i L

F 3

v

Coupling capacitor =

= Coupling capacitor

Coupling unit Coupling unit
PLC PLC PLC PLC PLC PLC
T TrA1 TrA1 RxAZ2 RxA2 RueAZ
RxB1 RxB1 RxB1 RxB2 RxB2 RxB2
Figure 5-5 PLC systems using different directions

Re-use of Frequencies

Already occupied frequency bands can be reused after a certain distance, that provides sufficient attenuation.
The amout of attenuation that is necessary differs by its usage. To reuse a frequency band for modem
transmission 50 dB attenuation will work (although some SNR reduction).

For (i)SWT transmission the main rule for the frequency reuse is, that at the RxB input of a PowerLink IP
terminal the attenuated signals from the TxA of the PowerLink IP terminals (re)using the same frequency have
to be lower than the line noise level at this frequency.

To define the frequency bands (f1) to be used respectively reused for modem transmission by a PowerLink

IP device, check the Tx / Rx frequency band of the installed PLC on the same substation (in the example
drawing Substation A) and the Tx /Rx frequency band of the end reflection substation (in the example drawing
Substation C). Also check the measurement of the spectrum analyzer of the Web UI.

Usually it is sufficient, if the frequencies were not used at the adjacent lines of both substations (A and C)
neither for Tx nor for Rx. Additionally the signal strength in the reuseable frequency bands should be at least
-85 dB or below in the spectrum plot. Do not use, respectively notch all frequencies (f2, f3, f4) that do not
comply to these requirements.

The frequencies used by MARC may not overlap in the whole system. For smart frequency management the
MARC frequencies of the closest (in sense of MARC signal frequency) PowerLink IP terminals neighboring to
the TxA band of a PowerLink IP terminal have to be parametrized.

PowerlLink CM

il s T r—

Cross talk: 20-25dB

m

g

o

:

o

S — — — — —
— :%: = - = =

=) Line att.: e.g.10dB =
PLC PLC PLC PLC
2 “ « __| i
—————————— l Sosonsoosy l
Cross talk: 20-25dB Cross talk: 20-25dB

Figure 5-6 Reuse of data carrier frequency f1 after 1 line section
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SETN

HWL | B A f2 f3 4 1
N e N e e
Figure 5-7 Reuse of a frequency band (f1) for (i)SWT transmission
HVL High voltage line
SSTN Sub station
f1tof4 carrier frequencies

In terms of frequency planning a change of the voltage level, for example from 110 kV to 220 kV, is
considered like 2 line sections (see figure below). In this case the same frequency can be reused for (i)SWT
transmission after 1 line section.

SETH
HWL I I 1 I'@'I f2 I I f1 I ]
|
110 kW 220 kY
Figure 5-8 Reuse of frequency band (f1) for (i)SWT transmission after one line section when changing the
voltage level
HVL High voltage line
SSTN Sub station
f1tof2 carrier frequencies

With the following restriction the same frequency can be reused for (i)SWT transmission after two line sections
on the same voltage level:
The location of Tx and Rx from the PLC systems shown in the figure below must be observed!

SETN
— 1 |
T —» Rx Ry — Tx
Figure 5-9 Transmit direction of Tx and Rx when using the same frequency for (i)SWT transmission after 2
line sections
S5TH

— I

Figure 5-10  This location of Tx and Rx is not allowed when using the same frequency after 2 line sections

Summary Re-use of the Same Frequency

Table 5-4 Summary for repetition of the same frequency
Modem SWT IEC 60663 IEEE 643
Re-use of the same frequency after
Standard 1 section 3 sections | 2 sections | 2 sections
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5.1.4

Modem SWT IEC 60663 IEEE 643
Location of Tx and Rx to be considered 1 section 2 sections - -
Only if very long line sections are in 1 section 2 sections - -
between and location of Tx, Rx has to be
considered
Different voltage level counts as 1 section 2 sections 2 sections no info.
Same frequency within a station no no not mentioned| Yes, if cross-

station attenu-
ation >40 dB

In the cases where the data carrier bandwidths are at least two times larger than the iSWT bandwidth (4 kHz),
it is possible to swap the half used for the iSWT transmission within the transmission band after 2 sections,

such that iISWT and data carriers can be reused at the same rate.

PLC modem: 200-232 kHz
ISWT channel: 200-204 kHz (MARC: 204)

Substation A

f Cross talk. 2
e.g 26dB

==

Line att.: e.g.10dB

Cross talk: e.g. 26dB

Line att: e.g.10dB

Line att.: e.g.10dB

PLC modem: 200-232 kHz

iSWT channel: 208-212 kHz (MARC: 212) — —H=—

Substation B

Cross talk: e.g. 26dB

PLC modem: 200-232 kHz

iSWT channel: 204-208 kHz (MARC: 208)

Cross talk: e.g. 26dB

Figure 5-11 Reuse of data carrier frequency and iSWT at the same rate

Line Traps

Line traps are connected in series with HV transmission lines. The main function of the line trap is to represent
a high impedance at the carrier frequency band while inserting negligible impedance at the power frequency.
The high impedance limits the attenuation of the carrier signal within the power system by preventing the
carrier signal from being:

® Dissipated in the substation
®  Grounded in the event of a fault outside the carrier transmission path

® Dissipated in a tap line or a branch of the main transmission path.

Blocking Range of Line Traps

256

The blocking range of the existing line traps has to be considered when planning new frequencies for an
existing line. The PLC channels have to be placed within the blocked bandwidth of the line trap.

The bandwidth of a line trap is that frequency range over which the line trap provides a certain specified
minimum blocking impedance or resistance. Minimum blocking resistance should be specified if the potential
exists for the reactive component of the line trap impedance to resonate with the substation impedance.

Different types of tuning may be supplied:
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Single Frequency Tuning:

e If narrow blocking bands are required single frequency tuning is the simplest and most economical type
of tuning available

Double Frequency Tuning:

®  The double frequency tuning arrangement blocks 2 relatively narrow bands of frequencies. Otherwise,
the blocking characteristic is similar to single frequency tuning.

Wideband Tuning:

®  Wideband tuning is the most common type of tuning as it efficiently utilizes the main coil inductance.
Wideband tuned line traps are suitable for multi-channel applications, since relatively constant impe-
dance is obtained over a broad frequency range. This type of tuning provides high-bandwidth flexibility
for future changes or expansion of PLC frequencies. PLC channels can be placed anywhere within the
blocked bandwidth.

Z = Blocking impedance
R = Resistive component
f = Carrier frequency
Z, R {Uhm) fm= Resonant frequency
‘ 1 fz = Frequency limits of block-
ing impedance

f1 f2 = Frequency limits of resis-
tive blocking impedance

R

B
i1, fo f, f (kH2)

Figure 5-12  Typical wideband frequency line trap blocking characteristic
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5.1.5
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Figure 5-13 Blocking range of different line traps (example f1 = 125 kHz)

Summary of the Necessary Information for Frequency Planning:

Overview of the high voltage network (drawing)

Frequency grid 2.5 kHz resp. 4 kHz

Tx frequencies of existing PLC links on this section and neighboring three sections
Blocking range of the line traps

Frequency ranges reserved for air traffic control, shipping radio service etc.

Station Layouts

Line Layouts

258

Station layouts have to be drawn containing the following information:

All overhead lines connected to this station with voltage level and coupling type
Entry of the blocking range from the line traps and the existing PLC Tx resp. Rx frequencies for each line.

Entry of possibly frequency blocking zone reserved for air traffic control, shipping radio service etc.

For the high voltage lines getting additional resp. new frequencies, line layouts have to be prepared
containing the following information:

Blocking range of the line traps

Tx frequencies of existing PLCs on this line

Through connections of frequencies

Line sections 1 up to 3 from the view of this line with all used or occupied frequencies

Display of the occupied frequencies
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5.1.6 Planning New Frequencies

When planning new frequencies, the min. gap to the existing frequencies on the used line and in line section
1 has to be observed.

The gap and position to the frequencies used in the line sections 2 and 3 is not important. If an analog device
is replaced by a digital device the gap to existing PLCs on the same line and in section 1 has to be checked .
The new frequency may not be used in the line section 1 to 3 drawn in the line layouts. Frequencies which are
no longer used have to be canceled.

The new planned frequencies have to be added to all line layouts containing this line in section 1 to 3 and to
all station layouts.
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5.2

5.2.1

5.2.2

5.2.3

260

Transmission Range

General Information

The maximum transmission range of the PowerLink is the difference between the transmit level PTx and
the lowest possible receive level PR, . . The attenuation of the transmission path must be lower than this

difference.

Xmin

Figure 5-14  The PLC transmission path

Output Power - HV Line attenuation = Receive Power
The lowest possible receive level PR, . depends on the noise level P, ... of the high voltage line and the

required signal to noise ratio SNR for the transmitted services. For determining the transmission range, the
following information has to be taken into consideration:

Xmin Noise

®  The used HF bandwidth and frequencies of the PowerLink
®  The power amplifier (25 W, 50 W, or 100 W)
®  The attenuation of the high voltage line

®  The expected noise level

Power Amplifier

For the PowerLinkIP equipment, transmit amplifiers with 25/50 W and 100 W peak output power are available.

The necessary power rate depends on the min. required receive level. This again depends on the noise level
Pyoice @aNd the required signal to noise ratio SNR.

Noise

HV Line Attenuation

Prerequisite for an accurate planning of powerline communication connections is a careful calculation of the
line attenuation. The attenuation depends on a number of parameter, such as:

® Data of the high voltage line like: Tower, voltage range, length of the line, type of conductors, sag of the
line, transpositions etc.

®  PLC frequencies used for transmitting and receiving
®  Type of the coupling unit: Phase-to-ground, Phase-to-Phase, or Inter-System coupling.

®  Conductors used for coupling
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Ideally, a suitable simulation tool shall be used to calculate the line attenuation based on this parameters.
Such a tool also assists in determining e.g. the best suited conductor(s) for connecting the coupling unit(s) or
for the decision, which phase shall be used for mounting the coupling unit. The quality of such a simulation
depends strongly on the quality of the parameters, i.e. their matching with the HV line. If required, Siemens
offers support in performing such line calculations.

5.2.4 Coupling Units
A phase-to-ground coupling is often used for reasons of cost. This is generally adequate from an engineering
viewpoint unless extra-high-voltage lines with a high noise level or long distances are involved. In most
line protection applications, however, it is recommended to use a phase-to-phase coupling or intersystem
coupling.
Table 5-5 Comparison of the different coupling types
Coupling type Financial outlay Attenuation Transmission
1 Phase-to-ground minimal greater than for 2 not guaranteed if a coupled
coupling conductor breaks
2 Phase-to-phase twice as high as 1 smaller than for 1 possible if a coupled conductor
coupling breaks
3 Inter-system twice as high as 1 smaller than for 1 also possible in case of short circuit
coupling or grounding of a system on the line
In case the Siemens coupling unit AKE 100 or AKE 200 is not applied, Siemens offers a HF connecting board as
an optional accessory to protect PowerLink IP device against line surges.
5.2.5 Noise Level
The noise level should be taken according IEC resp IEEE recommendations for adverse weather, because the
transmission line has to be available throughout the whole year.
The noise level depends on the voltage level, the construction of the overhead line and the used frequency.
Typical corona noise power levels on 220 kV transmission lines as mentioned in IEC 60663:
-20 dBm to -10 dBm
The values are given for a 4 kHz bandwidth. For a different bandwidth (BW) of the service a correction P_, has
to be added to this level.
Foor = 107 log (BW [kHZ] / 4[kHZ]]
5.2.6 Signal-to-Noise Ratio
The signal-to-noise ratio (SNR) is calculated with
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C53000-H6040-C254-D, Edition 09.2023



Frequency Planning Guideline

5.2 Transmission Range

SNR [dB] = receive level [dB] - noise level [dB]

Figure 5-15  The calculation of the SNR [dB]

P = Transmit level at the output of the PLC

P = Transmit level at the coupling point of the line
P, = Receive level

a. = Coupling loss

a, = Line attenuation

5.2.7 Formulas for the Calculation of the Transmission Range and the SNR

Receive level P; [dB]=P; [dB] - a. [dB] - a, [dB]
Signal to noise ratio SNR [dB] = Pg [dB] - P\, [dB]
Minimum receive level Pamin [dB] = Pyoice [AB] + SNRrequired [dB]
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6.1 Overview

6.1

Overview

Ethernet interfaces

®  Ix Ethernet T00BASE-TX Full Duplex; RJ45 service interface (LCT port)

® 3 xEthernet TOBASE-T or T00BASE-TX Half/Full Duplex/Auto Negotiation; RJ45 user interfaces
(ETH1, ETH2 and ETH3 port)
Port ETH3/PoE supports Power over Ethernet with max. 15.4 W acc. IEEE 802.3af
(to power external VoIP phones, CCTV cameras, WLAN Access Points etc.)

® 2 x Ethernet TOOBASE-FX; SFP user interfaces (ETH4 and ETH5 port)

Layer 2 switch features

PowerLink IP can forward up to 2 Mbit/s Ethernet data on Physical Layer 1 in each direction.

PowerLink IP is a transparent Layer 2/Ethernet bridge which learns unicast/multicast MAC addresses of devices
connected to the user LAN interfaces and can transmit transparently untagged or tagged V Ethernet unicast,
multicast 2 or broadcast frames. It can forward Ethernet Il, IEEE 802.3, IEEE 802.1Q, Ethernet encapsulated
IPv4 packets ), IEEE 802.1ad Provider Bridge/Q-in-Q (Carrier Ethernet) and MPLS labeled Layer 2 or 3 VPN
frames. Portbased VLANSs (PVID) are not supported yet. All user interfaces are in the same Layer 2 broadcast
domain.

®  Maximum Ethernet Jumbo frame size is 2000 Byte (without counting the Ethernet Inter-frame gap
(12 Byte) and Preamble (8 Byte)) on the five user interfaces, to enable transparent bridging of MPLS
labeled frames from MPLS-TP or IP/IMPLS transport devices.

®  Maximum Transmit Unit (MTU) size for IPv4 over Ethernet encapsulation is 1500 Byte on the service
interface (LCT).

HW Switch supports up to 2048 unicast/multicast MAC address entries. IPv4 multicasts and IGMP snooping are
not supported yet. An ingress Ethernet frame containing a multicast destination address will be flooded to all
user ports.

SW Layer 2 bridge Forwarding Database (FDB) has no limitation for unicast/multicast MAC address entries,
when the DDR RAM is sufficient IPv4 multicasts are supported by SW Layer 2 bridge IGMP snooping not yet.

Advanced HW QoS on Layer 2/3 3 with ingress rate control of broadcast and multicast storms, four traffic class
(TC) queues and Weighted Round Robin algorithm (WRR) with IEEE 802.1p PCP or TOS/DSCP based ingress
traffic classification. Intelligent SW QoS on Layer 4 via UDP/TCP port inspection, min. and max. data rate
reservation for various user application protocols and egress rate control, queuing discipline and shaper.
PowerLink IP supports also RFC1144 for TCP/IP header compression and RFC 3095 Robust Header Compression
(ROHQ), which is a highly robust and efficient header compression scheme for bandwidth limited communi-
cation links with significant error rates and long round-trip times. It compresses RTP/UDP/IPv4 (Real- Time
Transport Protocol over User Datagram Protocol over Internet Protocol), UDP/IPv4, and ESP/IPv4 (Encapsulating
Security Payload) headers to reduce the packet overhead load on the PLC WAN link.

State-of-the-art packet security features like port-based MACSA Access Control List with max. 20 entries, Layer
2/3 firewall, https (TLSv1.2) Web Ul server and SNMPv3 counteract cyber security threats.

Rapid Spanning Tree Protocol (RSTP) acc. IEEE 802.1w for Layer 2 loop prevention is also supported.

PowerLink IP packet features in OSI reference model and TCP/IP stack view

264

Below figure shows how PowerLink IP various packet features map to the OSI Reference Model and TCP/IP
stack.
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PowerLinkIP
OSI reference model TCPI/IP stack with iSWT 3000
——]
Layer 7 Application R
k&
E
; Application
Layer 6 el T (HTTPS, SNMP, DHCP, NTP...) [y,
Web Ul senver
Layer 5 Session v zwz’“\gﬁcﬁ agent, DHCP client,
Transport v' SW QoS for configurable application
Layer 4 Transport (TCP, UDP) i
Layer 3 Network - (|P\/I4n§)e;\|;|e:’t ) v HW QoS for IPv4 packets
) Data Link Transparent Ethemet bridging
Layer 2 Data Link “™  (Ethernet, RSTP, GOOSE, ...) [Ryealirt Riesecrdiin
v Broadcast and multicast storm ingress
. Physical rate limitation
Layer 1 PhyS|ca| (Ethernet, PLC, sinus tones, |/O) : Eltr::riitfozilf;eersg'tﬂLZ/LS protocols
P Yy
1) Portbased VLANSs (PVID) are not supported yet, but PL IP can transmit transparently IEEE 802.1Q
VLAN ID and PCP tagged Ethernet frames
2) For GOOSE (IEC 61850-8-1) Ethernet multicast messages, PL IP with equipped iSWT uses for

maximum possible reliability not the digital packet transmission mode but the Alternative Multi-
Purpose operation (AMP) using a unique combination of two sinus tones (coded tripping). This
same solution has already been successfully implemented in classical SWT 3000

3) Transparent Layer 2 bridging and QoS for IPv6 packets is not released yet
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6.2

Ethernet, IPv4 and Quality of Service processing

Ethernet and IPv4 header processing in HW switch chip on DMB

HW switch allows each user LAN interface to be manually enabled or disabled via Web Ul GUI, for security
reasons user should disable all not connected ports. To protect the PowerLink IP processing and WAN link
resources, user should also configure per port an ingress rate limit to drop excess multicast and broadcast
storm traffic, which always can occur in Layer 2 switched domains. Regular Ethernet unicast traffic will not be
affected by this setting.

HW Layer 2 bridge learns unicast source MAC and multicast destination MAC addresses and stores them
dynamically together with the ingress port ID and IEEE 802.1Q VLAN ID of the received Ethernet frame in the
MAC table to perform port specific frame switching. If a specific stored MAC address is not received for a hard
coded amount of time (Aging Timer) it is automatically flushed from the MAC address table to keep its size
limited over time. An ingress Ethernet frame containing a multicast or broadcast destination address will be
flooded to all user ports. Ingress traffic classification for HW QoS purposes can be flexibly defined by the user
via Web Ul and can use TOS/DSCP IPv4 header marking or IEEE 802.1p Priority Code Point (PCP) tagging.

Even if all traffic classification methods can be activated at once, it is recommended to use either TOS/DSCP
based or IEEE 802.1p Priority Code Point (PCP) based QoS methods of received Ethernet frame classification
and prioritized processing.

i 0

NOTE

The TOS/DSCP and IEEE 802.1p based QoS Traffic Class detection and processing will only be available if the
respective QoS method is enabled and the received packet has the appropriate tagging or marking.

266

Real-time VolP traffic should be mapped to the highest CoS 3 queue (Critical priority traffic), RTU/SCADA
traffic to next lower CoS 2 queue (High priority traffic). Other traffic can be assigned to the next lower CoS

1 queue (Medium priority traffic), and normal business LAN traffic should be mapped to the lowest available
CoS 0 queue (Normal priority traffic). Weighted Round Robin (WRR) algorithm with user defined queue weight
factors is used in the next processing step to allow a fair access of all four traffic classes to the egress port.
The default weight value is 1:2:4:8. So for each round, WRR will send 1 packet from CoS 0, 2 packets from
queue CoS 1, 4 packets from queue CoS 2, and 8 packets from queue CoS 3. The high priority TC queues are
given greater weighted access to egress port than the lower TC queues, with the result that lower priority
traffic will experience just longer delays than higher priority traffic. Finally an egress shaper and rate control
HW stage will buffer bursty traffic, generate a constant bitrate < 2Mbit/s and drop all excess frames to protect
the PLCDSP Modem on COMCON from Ethernet frame overflow.

Telecommunication Products, PowerLink IP, Equipment Manual
C53000-H6040-C254-D, Edition 09.2023



Ethernet Guideline

6.2 Ethernet, IPv4 and Quality of Service processing

Weighted | (cos3
Round .
N CoS Mapping
. Egress shaper Robin
= Lo algorithm [¥—— Co0S2 CoS Critical: CoS3
CECMERE port rate control (WRR) Queue High:  CoS2
max. 2Mbit/s ighti f <4—— CoS1 ID Medium: CoS 1
y weighting of Normal: CoS0
egress CoS CoS
queues ) 0
drop excess frames S ]
| )
Traffic Class
User LAN
interfaces
- Manual port state
ETH2 . HW Layer 2 bridge
—ETHSIP . enable/ disable MAC tab TOS/DSCP TC based mapping aficc)
© Ingress rate control avie Traffic ; Lz olees
? gto suppress [ .(mat);. 2(::8 o — classification IEEE 802.1p PCP based TC mapping Decision Tree
multicast and unicastmuticas
ETHS broadcast storms entries)
(o]
|| drop excess

multicast and
broadcast frames

HW switch chip on DMB

Ethernet, IPv4 and TCP/UDP QoS processing in SW on COMCON

Next processing step is fully implemented in SW to provide advanced and flexiblesecurity.
Security and control features:

Port security is a user defined source MAC address white list for protection of the PLC WAN port (cdiO)
from not legitimate user traffic.

MAC address white list is not enabled for the service interface (LCT), in order not to block arbitrary Web Ul
service PCs.

Layer 2 filter firewall is intended to block completely undesired Layer 2 and/or Layer 3 protocols from PLC
WAN interface (cdiO).

RSTP can automatically resolve Layer 2 loops in case of physical looped topologies.

Periodic update of system time via NTP client with user defined geographic time offset and optional
automatic summer/winter time switchover according user defined time schedule.

State-of-the-art management protocols:

https Web Ul server and SNMPv1/2c/3 agent.
IPv4 communications for local and remote device management via out-of-band Service IF.
Static or DHCP assigned IP address in ip network1 or inband User IF.

Static or DHCP assigned IP address in another ip network2.

Advanced QoS functions on Layer 4 for various application protocols:

VolP voice (UDP), VolIP signaling (UDP), VolP signaling (TCP), CCTV video (UDP).

IEC 60870-5-104 (TCP or UDP), SCADA (UDP) and SCADA (TCP) via UDP/TCP source and destination port
analysis, traffic rate reservation and control in TX direction after advanced Layer 3/4 header compression
processing.

Two priority queues are implemented between SW Layer 2 bridge and PLCDSP Modem, where VolIP packets,
due to their hard real time characteristics are forwarded by default via the high priority queue. User can
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flexibly define which application protocols (VolP, CCTV, SCADA) should be forwarded via the high priority
queue. Queuing discipline reserves and controls min. and max. bitrates of user selected application protocols
and assigns the rest of the dynamical available WAN bitrate to all other traffic towards PLCDSP via the cdiO
interface. Egress shaper WAN port rate is dynamically adjusted to the current PLCDSP modulation scheme.
Optional TCP/IP and ROHC header compression can be configured (should be both enabled or both disabled)
to reduce the size of TCP/IPv4, UDP/IPv4, RTP/UDP/IPv4 and ESP/IPv4 headers before transmitting them via the
WAN interface (cdiO).
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6.3  TOS or DSCP based traffic class marking of IPv4 packets
TOS or DSCP (Differentiated Service Code Points) are efficient IPv4 packet header traffic class marking tech-
niques, which allow end-to-end Quality of Service processing in utilities heterogeneous Ethernet and IPv4
private WAN network. Wherever edge devices support TOS or DSCP IPv4 header marking, this method
should be the preferred choice among all possible traffic classification options.
Type of Service Byte was defined in original IPv4 specification for QoS packet marking and is already depre-
cated by IETF, only legacy devices might still use it. PowerLink IP supports only the mapping of IP Precedence
(Bits: 0, 1, 2) to eight traffic priorities and then to four traffic classes (TC: Critical, High, Medium and Normal).
For backward compatibility IP Precedence maps to eight possible DSCP values so called Class Selector code
points (CSO, CS1, CS2, CS3, CS4, CS5, CS6 and CS7, which are of the form “xxx000") by using the IP Prece-
dence as the three high-order bits and padding the lower-order bits with 0.
Table below shows the correspondence of DSCP Class Selector code points to the eight decimal IP Precedence
values.
Bits: 0 1 2 3 4 5 6 7
IP Precedence D T R C |MBzZ
<+—— Type of Service —
Bits 0-2: |IP Precedence (IETF RFC 1122) IP Precedence:
111 - Network Control
Bits 3-6: Type of Service (IETF RFC 1349) (highest priority)
D: Delay Bit, T: Throughput Bit, 110 - Internetwork Control
R: Reliability Bit, C: Monetary Cost Bit 101 - Critical
1000 -- minimize delay 100 - Flash Override
0100 -- maximize throughput 011 - Flash
0010 -- maximize reliability 010 - Immediate
0001 -- minimize monetary cost 001 - Priority
0000 -- normal service 000 — Routine/best effort
Bit 7: MBZ (Must be Zero)
IPv4 packet
ToS
g 01 2 3 4 5—s 7
IP Precedence ToS MBZ
1N J
Y
IP Precedence
A J
Y Y
DSCP ECN
IP Precedence 0 1 2 3 4 5 6 7
DSCP 0 8 16 24 32 40 48 56
CSo Cs1 CSs2 CSs3 Cs4 CS5 CSé6 Cs7
Telecommunication Products, PowerLink IP, Equipment Manual 269

C53000-H6040-C254-D, Edition 09.2023



Ethernet Guideline

6.3 TOS or DSCP based traffic class marking of IPv4 packets

Differentiated Services (DiffServ) is a newer extension and has successively replaced ToS. It defines in several
RFCs for IPv4 QoS marking so called Differentiated Services Codepoint (DSCP) values between 0 — 63 (6 bits)
to maintain relative levels of priority. By means of DSCP, IPv4 packets can get a particular per-hop forwarding
behavior (PHB) on networking nodes along their path from the source to the destination. On the network
edge, the IP DSCP is assigned by the edge device or the router so that each subsequent network element can
provide per packet based priorisation if configured by the user on that network device.

The other 2 bits are defined in RFC 3168 for Explicit Congestion Notification (ECN). PowerLink IP supports
DSCP QoS 6-bit mapping to eight traffic priorities and then to four traffic classes (TC: Critical, High, Medium
and Normal).

Bits: 0 1 2 3 4 5 6 7

DS5 | DS4 |DS3 | DS2 | DS1 | DSO | ECN | ECN

Class Selector
Codepoints
Differentiated Services Codepoints
IETF RFC 2474

Bits:
DS5 to DSO0: A 6-bit field used to specify the DSCP value (and therefore PHB) of an IPv4 packet
ECN: Explicit Congestion Notification

When configuring an IPv4 network device to mark or recognize a DSCP value, decimal numbers or the name of
a specific DSCP value can be used.
In PowerLink IP decimal numbers as DSCP values are used to recognize edge device DSCP QoS IPv4 packet

marking inside the HW switch chip on DMB. Higher decimal DSCP values represent higher priority traffic than
lower DSCP values.

The four different DiffServ PHBs are as follows:

270

®  (lass Selector (CS): Used for backward compatibility with legacy network devices and applications that
uses IP Precedence priority Bits O, 1, 2. When using this PHB, the last 3 bits of the DSCP field are 0.

e Assured forwarding (AF): Specifies four AF PHBs grouped into four classes. When using AF, the first 3 bits
of the DS field define the queuing class (1 to 4), and next 2 bits define the drop probability (1 to 3). The
6th bit is always zero. AF therefore has 12 different classes.

®  Expedited forwarding (EF): States a low-delay, low-loss and low-jitter QoS treatment with guaranteed
bandwidth.

®  Best effort (BE): Specified when all 6 bits of the DS field are 0, that is (equal to CS0); the packet does not
need any specific QoS treatment or does not meet the requirements of any of the other defined classes.
BE is also known as default PHB.
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IPv4-DSCP-(DiffServ)o IPv4-IP-Precedencer
NamelD: Binary-valuen Decimal-valuen Decimal-valuen
CS0-/-BED 000000 0o 0o
CS1m 0010000 80 1o
CS2o 010000 160 20
CS3m 011000 24uo 3o
C54no 1000000z 320 4m
CS50 1010002 400 50
CS6no 1100000z 480 [
Cs70 111000= 560 70
AF11o 001010z 10o NAD
AF12o 001100 120 NAH
AF13o 001110z 14 NAX
AF21o 010010x 180 NAH
AF22o 010100 200 NAX
AF23uo 010110 220 NAH
AF31o 011010 260 NAX
AF32o 011100 280 NAH
AF33o 011110z 30 NAX
AF41o 1000102 340 NAH
AF42o 1001000 360 NAX
AF43o 1001101 380 NAH
VOICE-ADMITE 1011000z 440 NAX
EF-PHB= 1011102 460 NAH

IEC 61850-90-12 Edition 1.0 shows in Table 49 an example for assignment of different utility applications to 8
priority levels. This yields a simple mapping to 802.1Q and DSCP priority fields.

Traffic Class Application 802.1Q PCP, MPLS DSCP
EXP
Network Control |[Network Management 7 NC, CS7
IS/IS, LDS, RSVP-TE, BGP
Expedited Teleprotection 6 EF, CS6
IEC TR 61850-90-1 (SS-SS)
operational voice
Real-Time Telecontrol, WAMPACs 5 EF, CS5
IEC TR 61850-90-5 (SS-CC)
Streaming IP telephony, Video surveillance 4 AF41, AF42, AF43, CS4
Operation SCADA, DNP-3, IEC TR 61850-90-2 3 AF31, AF32, AF33, CS3
IEC 61850-8-1
Support EMS (CC-CQ), CIM, OAM 2 AF21, AF22, AF23, CS2
Business Mail, File Exchange 1 AF11,AF12,AF13, CS1
Internet Browsing, downloads, videos, 0 CSO | Best Effort
webinars, web learning
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6.4

VolIP planning

VolIP planning topics

Typical utility will use below corporate VolIP infrastructure with central IP-PABX(s) and Media Gateway(s) to
PSTN or legacy PABX network islands. Due to their hard real time characteristics, VolP packets require higher
QoS priorisation compared to VolP signaling protocols and all other traffic types, except network control
protocol inside the packet switched network.

Only selective VolP phone models support peer-to-peer signaling mode (sometimes called direct signaling or
direct IP call without Gatekeeper or SIP proxy). Dialing is done by IP address, telephone number or email-like
aliases, known as uniform resource identifier — URI (with a locally configured resolution table of destination IP
address to the destination call number/identifier inside each telephone set) to reach the called party.

i @

NOTE

Only phone sets supporting peer-to-peer signaling mode are suitable as service telephone for simple
substation to substation hotline function.

272

H.323is an older standard, SIP is a newer substitute, and Media Gateway Control Protocol (MGCP) controls
digital VoIP to analog Media Gateways.

IP-PABX
Signaling Protocol Signaling Protocol

(SIP or H.323 over TCP) (SIP or MGCP or H.323 over TCP)
>

\

PSTN, legacy ﬁ
VolP/analog < PABX network
Media Gateway analog voice

- _/ Analog

v Phone

< )
< Packet Switched Network ) >
“Media Exchange (RTP, RTCP over UDP over IP)

VoIP phone VoIP phone

Packet delay can cause voice quality degradation. Understanding and accounting for the delay of network
components is essential when designing networks for voice communication. Correctly accounting for all
potential delays ensures that overall network performance is acceptable for the users. As delays increase, the
communication between two humans falls out of natural voice synchronization (for example, they speak at
the same time or both wait for the other to speak). This condition is called talker overlap. In networks with
very high one-way mouth-to-ear delay communications needs stringent rules like in a walky-talky communica-
tion, where each user in an active conversation is only allowed to talk or to listen. Such communication is not
perceived as natural for human.

One PowerlLink IP link causes typically a one-way end-to-end delay of max. 20ms depending on frame
length and currently used transmission scheme.

The ITU-T G.114 (05/2003) defines three bands of one-way mouth-to-ear delay time (latency).

While it is recommended that a one-way delay of 400 ms should not be exceeded for general network
planning, it is important to appreciate that highly interactive tasks (e.g. many voice calls, interactive data
applications, video conferencing) can be affected by much lower delays.
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Delay Effect on Voice Quality

0to 150 ms Acceptable, for most user applications. Users will be very satisfied

151 to 400 ms Acceptable provided that the organization is aware of the transmis-
sion time and its impact on the transmission quality of user applica-
tions. Note that this is the expected range for a satellite link. Users
will be satisfied and some dissatisfied

>401 ms Unacceptable for general network planning purposes. However this

limit is exceeded in some exceptional cases e.g. unavoidable double
satellite hop for a hard-to-reach location. Many users will be dissatis-
fied.

Mean Opinion Score (MOS) is a common benchmark to define sound quality. MOS scales from 1 (bad) to 5
(excellent).

Selection of an optimum VolP voice codec is based on a compromise between the best possible MOS
Score (G.722 or opus), least bandwidth consumption (G.729/ G.729B or G.723.1), and robustness
against packet loss and jitter (iLBC 20/ iLBC 30) in packet switched networks (especially in case of
difficult PLC link conditions). Optional Voice Activity Detection (VAD) and Silence Suppression (e.g.
G.729B) in VoIP endpoints and Robust Header Compression (ROHC RFC 3095) in PowerLink IP can
significantly reduce the bitrate of a VoIP call on PLC WAN links.

VolP bitrate requirements per voice packet stream include RTP (12 Byte), UDP (8 Byte), IPv4 (20 Byte) and
Ethernet Il (18 Byte incl. Frame Check Sequence (FCS)) headers. ROHC compresses at maximum compression
rate condition RTP+UDP+IPv4 headers to 3 Bytes. Codec bandwidth also depends on the sampling rate (pps -
packets per second) and the packetization time in the VolP endpoints. Below bitrates per codec are given for
reference and guidance for correct traffic control QoS configuration in PowerLink IP.

It is generally recommended to use a network sniffer program like Wireshark (https://www.wireshark.org)

to record one VolP call and filter captured data for voice packets in one direction with (rtp or rtcp)

and ip.dst== <VoIP phone IP address> display filteranalyze the bitrate of the Real-Time
Transport Protocol (RTP) stream using the menu Statistics - Capture File Properties (column
Displayed). It gives a realistic measurement of the average constant bitrate for respective VolP codec and
VolIP phone configuration. Please add [Average pps * 4 * 8 bit/Byte] / 1000 to the average Displayed bits/s rate
in Wireshark to account for Ethernet Frame Check Sequence (FCS) (4 Byte), which is not captured by Wireshark
(is stripped by the service PC NIC).

~ T21P_E2-52.83.0.35_g729_priol_ptime = 20.pcap

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

dm @)L RRIQRe==3 8- [=|aaqaal
(R [ (rtp or rtcp) and ip.dst==192.168.0.11]] EI=E
No. | Time |Source | Destination Protocol I Length Ilnfo
42 39,881s 192.168.8.18 192.168.8.11 RTP 74 PT=ITU-T G.729,
43 39,801s 192.168.8.10 192.168.09.11 RTP 74 PT=ITU-T G.729,
44 39,882s 192.168.8.18 192.168.8.11 RTP 74 PT=ITU-T G.729,

~ T21P_E2-52.83.0.35_g729_priol_ptime = 20.pcap

File Edit Wiew Go Capture Analyze | Statistice Telephony Wireless Toolk Help

| @ | | A | Q Capture File Properties  Ctri+Alt+Shift+C
Resolved Addresses k

([ [{rtp or rtcp) and ip.dst==192.168.0.1

Protocol Hierarchy

Mo. I'I'|me |Source Conversations Protocol |Length |1nfo
42 39,801s 192.! Endpoints RTP 74 PT=ITU-T G.729,
43 39,801s 192.1 RTP 74 PT=ITU-T G.729,
. Packet Lengths
44 39,802s 192.1 T RTP 74 PT=ITU-T G.729,
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Wireshark - Capture File Properties - T21P_E2-52.83.0.35_g729_priol_ptime = 20.pcap o |EI|5|
| Detais
File =
Name: D:\3-Produkte\2-0EM\VoIP\WoIP_Phones\ Yealink\Configs\ T21P_E2-52.83.0.35\4-
9729\ T21P_E2-52.83.0.35_g729_priol_ptime = 20.pcap
Length: 570 kB
Format: Wireshark/tcpdump/... - pcap
Encapsulation: Ethernet
Snapshot length: 65535
Time
First packet: 2018-05-29 21:07:39
Last packet: 2018-05-29 21:09:23
Elapsed: 00:01:44
Capture
Hardware: Unknown
0S: Unknaown
Application: Unknown
I" | Interfaces
!
Interface Dropped packets Capture fiter Link type Packet size limit
Unknown Unknown Unknown Ethernet 65535 bytes
Statistics
Measurement Captured Dis Marked
Packets 6299 3105 (49.3%) —
ime span 104.175 61,744 —
Average pps 60.5 -
Average packef size, B 75 74 —
Bytes 460290 230354 (40.1%) 0
Average bytes/s 4504 3730 — —
Average bits/s 36k — LI
Capture file comments
| Refrash | Save Corrmentsl Close I Copy To Clipboard Help

G.722 and opus provide improved speech quality due to a wider speech bandwidth of 50-7000 Hz compared
to G.711, opus codec consumes only half of G.722 bitrate. Both G.722 and opus provide the best possible

audio quality.

Recommended VolP codecs are marked in bold below.

Voice Codec/
Standard

Voice

Packets Per Max. one-

Payload Size Second (PPS) way voice
(ms)

bitrate over
Ethernet I
without
ROHC(kbps)

Audio Band-
width

Max. one- MOS Score
way voice
bitrate over
Ethernet II
with ROHC

(kbps)

G.722 (wide- 20 50 88 66 8 kHz 413
band)

opus (wide- 20 50 43 22 8 kHz 4.13
band)

G.711 (64 kbps) |20 50 88 66 4 kHz 4.1
G.726 (40 kbps) |20 50 67 42 4 kHz 3.85
G.726 (32 kbps) |20 50 59 36 4kHz 3.85
G.726 (24 kbps) |20 50 49 24 4 kHz 3.85
G.726 (16 kbps) |20 50 41 18 4 kHz 3.85
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Voice Codec/ Voice Packets Per Max. one- Max. one- Audio Band- MOS Score
Standard Payload Size Second (PPS) way voice way voice width
() bitrate over bitrate over

Ethernet Il Ethernet Il

without with ROHC

ROHC(kbps) (kbps)
G.728 (16 kbps) |30 33.3 32 18 4 kHz 3.61
G.729 (8kbps) |20 50 33 10 4 kHz 3.92
G.723.1 (6.3 30 33.3 22 8 4 kHz 3.9
kbps)
G.723.1 (5.3 30 33.3 21 7 4 kHz 3.8
kbps)
iLBC 20 (15.2 20 50 40 18 4 kHz 4.1
kbps)
iLBC 30 (13.33 |30 33.3 30 15 4 kHz 4.0
kbps)

QoS and traffic control example

In below example two PowerLink IP links are shown, with two VolP phones in Substation A and B, two IEC
60870-5-104 RTUs and one Business PC connected to PowerLink IP terminals. PowerLink IP allows QoS traffic
control on Layer 4 for VolP, IEC 60870-5-104 and other configured UDP/TCP based application protocol traffic.
It is assumed that two VolP calls and two RTU connections should be guaranteed per substation. For IEC
60870-5-104 RTUs, the given bitrate is just an average example and depends highly on the RTU substation
network and RTU configuration. Please consult with a RTU expert for the required min. and max. data rates for
worst case communication conditions required by SCADA, e.g. if SCADA loses communication to all RTUs and
starts to poll all its data at once.

It is generally recommended to use a network sniffer program like Wireshark (https://www.wireshark.org) to
record one IEC 60870-5-104 RTU session (in average and worst case situations), use wireshark menu:
Statistics - I/0 Graphfilter captured data for IEC 60870-5-104 packets in one direction towards
SCADA with

Display filter: tcp.dstport == 2404 and ip.dst==<SCADA IP address>; Style drop
down box: Bar; Y Axis: Bits; Y Field: empty;, SMA Period: None; Mouse: drags;
Interval: 1 secand find and note the peak bitrate for respective captured IEC 60870-5-104 session. To
account for Ethernet Frame Check Sequence FCS (4 Byte), which is not captured by Wireshark (is stripped
by the service PC NIC), apply first the display filter: tcp. dstport == 2404 and ip.dst==<SCADA IP
address>in Wireshark main window and use now the menuStatistics - Capture File Proper-
ties (column Displayed), it gives a realistic measurement of the average packet per second (pps)
rate. Please add [Average pps * 4 * 8 bit/Byte] / 1000 to the peak bitrate.

/" 3-PLIP_snmpv3_traps.pcapng

Fle Edit View Go Capture Analyze | Statistics Telephony Wireless Tools Help

Adm @)  RE|Q  CaptureFie Properties  Ctrl+Alt+Shift+C L
(W] Apply a display fiter . <Ctrl/=> Resolved Addresses b
| | Protocol Hierarchy —
Mo. Time Source Conversations |
T =

¥ w

: 3 0,033s 197 |EEEEEEEE
| 40,1245 192.
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-40000 F

L L 1 L 1 L 1
0 100 200 300 400 500 600
Time (s)

Unexpected end of filter string. Hover over the graph for detsit.

Enabled Graph Name I Display Filter Color Style Y AXis ¥ Field SMA Period
b All packets | tep.dstport == 2404 and ip.dst == 192.168.30.200 . Bar Bits None
ll ;I il Mouse ™* drags 7 zooms Intenval |1 sec = I™ Time of day ™ Log scale
[% Save As__ Copy | Close Help |

\
¥
©

N
60000 |-
50000 [
40000 [

30000 -

Bits/1 sec

20000 -

10000 -
i

N L n N
0 100 200 300 400 500 600
Time (s)

A min. and max. data rate (kbps) for the important traffic classes can be set individually. The range between
the min. and the max. value is guaranteed for the enabled service and only if PL IP has free resources. This
reservation is only active if those traffic classes are detected by SW QoS according to the UDP and TCP source
or destination ports. Otherwise the reserved data rate can be used by other Ethernet data (e.g. Business PC
in below example). If the data rate of enabled VoIP or IEC 60870-5-104 traffic class exceeds the given max.
value, then the exceeding data will be dropped. The max. data rate of other data frames (except VoIP and
IEC 60870-5-104) is the total current bit rate achieved by PLCDSP Modem minus current VolP data rate minus
current IEC 104 data rate; it is not configurable explicitly in Web UI.

Other data can use the remaining PLCDSP Modem WAN bitrate if available. Otherwise it will be buffered or
dropped. VolIP packets, complying with UDP ports configured in Web Ul under Configuration > Ethernet >
QoS > Configuration will be sent per default via the SW QoS High Priority queue to PLCDSP Modem! It is also
possible to enable in Web Ul the transmission of IEC 60870-5-104 and other enabled application protocol
messages via the SW QoS High Priority Queue to PLCDSP Modem.

— A PLClink; _ _A._ A PLClink, A _
s 0 Ty g 0 Ty
i Traffic control: = = Traffic control: =

VolIP Min. data rate =40 kbps
VolP Max. data rate = 40 kbps
IEC 104 Min. data rate = 50 kbps
IEC 104 Max. data rate = 50 kbps

VolIP Min. data rate = 80 kbps
VolP Max. datarate = 80 kbps
IEC 104 Min. data rate = 100 kbps
IEC 104 Max. data rate = 100 kbps

Substation A
PowerLink IP4

Substation B
PowerLink IP, PowerlLink IP;

Substation C
PowerLink IP, SDH/MPLS

FO cable

Cat5e |SF/UTP
patch| cable
Y
4
D

Cat5e |SF/UTP
patch| cable

@4—5
=
B
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Business PC

User Application

VolP phone

Amount 2 2 1
QoS Method 802.1p QoS = Disabled 802.1p QoS = Disabled 802.1p QoS = Disabled
TOS/DCSP based QoS = |TOS/DCSP based QoS = |TOS/DCSP based QoS =
Enabled Enabled Enabled
Traffic control = Enabled |Traffic control = Enabled |Traffic control = Enabled
DSCP;;, = 48/ CS6 DSCP =24/ (CS3 DSCP =8/CS1
DSCPggaing = 32 CS4 (if supported by OS,
otherwise DSCP =0/ CSO
(Best Effort)
VolP Codec G.729 NA NA
Bitrate 20 kbps one-way appr. 25 kbps one-way variable

(with ROHC enabled)

Layer 4 ports

Dst. UDP port,;, = e.g.
5004

(from range 5004 to
5018)

Dst. UDP portgp = €.9.

5005 (auto assigned by
VolP phone)

Dst UDP/TCP port
default

Signaling —

Dst. TCP portc 40, = 2404

Various UDP/TCP ports

Header Compression

ROHC +

TCP/IP header Compres-
sion = Enabled

ROHC +

TCP/IP header Compres-
sion = Enabled

ROHC +

TCP/IP header Compres-
sion=Enabled

Layer 4 Traffic control in Min. data rate (kbps) Max. data rate (kbps) Enabled
PowerLink IP

PLC Link 1

VolP 40 40 Yes
IEC 60870-5-104 50 50 Yes
Business PC NA NA NA
PLC Link 2

VolP 80 80 Yes
IEC 60870-5-104 100 100 {100 100 Yes
Yes

Business PC NA NA NA
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6.5

IP address planning topics for customer edge devices

Scenario without external network devices

In a private IPv4 network it is recommended best practice to use the previously class A IP network 10.x.x.x /
255.0.0.0 for IP address planning of PowerLink IP user interface and connected edge devices due to the
highest address space flexibility (24 bits freely available for subnetting and host addressing) and future IP
network growth. Service interface (LCT port) can be left as factory default in ip.network = 192.168.20.x /
255.255.255.0 or even with same default ip address of 192.168.20.20 / 255.255.255.0.

PowerLink IP cannot route IPv4 packets, but only bridges them transparently inside the Ethernet frames.
Device connected to the same PowerLink IP chains (same Layer 2 broadcast domain) must use the same IP
network. Default gateway IP address is optional if IPv4 routing to another IP networks is required. In this case
also an external IPv4 router must be provisioned. Advantage of this scenario is its cost benefit and easy IP

address planning; disadvantage is that all user services and PL IP devices are member of the same broadcast
domain.

é 5 Power line with PLC g é
= communication g
Substation A Substation B
untagged untagged _
IP, = 10.0.10.3 Ethernet Ethernet = IPg = 10.0.10.7
SM = 255.255.255.0 < > — SM = 255.255.255.0
IP; = 10.0.10.4 ﬂ l!! I ! h E IP; = 10.0.10.8
SM = 255.255.255.0 SM = 255.255.255.0
IP,= 10.0.10.5 _,—. ‘—’_I IPg = 10.0.10.9
SM = 255.255.255.0 = PowerLink IP PowerLink IP SM = 255.255.255.0
No VLANs User IF IP, =10.0.10.2 User IF IP; = 10.0.10.6  No VLANs
ip.network, = 10.0.10.0 SM = 255.255.255.0 SM = 255.255.255.0  ip.networky, = 10.0.10.0
255.255.255.0 255.255.255.0

Def. Gateway = 10.0.10.1 (optional) j Def. Gateway = 10.0.10.1 (optiony

Scenario with external IEE 802.1Q Ethernet switch

278

An external IEEE 802.1Q switch can be connected via trunks to the ETH1 to 5 ports in cases where the

five integrated switch user interfaces are not sufficient or separation of the different user services in own
isolated VLANSs for higher network stability are required. As each VLAN is an own isolated broadcast domain,
individual IP networks must be used per each VLAN / user service type. In cases where inter VLAN routing or
ip connectivity with other IP networks is required (e.g. IP-PABXs, SCADA or business servers located in other

IP networks), external IPv4 routers as default Gateways for each VLAN IP network must be provisioned e.g. in
central Control Center site.
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Power line with Pch

communication

VolP VLAN ID =20
ip.network, = 10.0.20.0
255.255.255.0

VolIP VLAN ID =20
ip.networky = 10.0.20.0
255.255.255.0

Def. Gateway, = 10.0.20.1 Def. Gateway = 10.0.20.1

Scenario with external IPv4 router

Advantage of using IPv4 routers at substation level is the isolation of Ethernet broadcast domains (IPv4
Routers do not forward Ethernet broadcasts into the WAN), faster convergence times of IGP routing proto-
cols (e.g. OSPF, IS-IS, EIGRP) and higher network availability in case of physical topology changes or loops
compared to the slower Rapid Spanning Tree protocol. Advanced Firewall, Intrusion Detection (IDS) and
Virtual Private Network Gateways (e.g. IPsec or OpenVPN for authentication and encryption of user traffic)
are exclusively implemented on IP routers to provide absolute protection if cyber security requirements of the
utility are very high.

In routers, each of its interfaces must be configured in an own different IP network, which forms the default
Gateway for the user edge devices in different VLAN or LAN.
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Power line with PLC
communication

VolP VolP

ip.networkz = 10.0.50.0
255.255.255.0
Def. Gatewayr = 10.0.50.1

ip.network, = 10.0.10.0
255.255.255.0
Def. Gateway, = 10.0.10.1

*) IEC 60870-5-104

Scenario with external legacy interface to IPv4 gateways

In substations where legacy devices like analog phones (FXS), analog PABX (FXO or E&M) or IEC 60870-5-101
RTUs need to be connected to PowerLink IP, external Gateways must be used in a point-to-point mode.

VolIP gateways must support peer-to-peer signaling or direct IP call without H.323 Gatekeeper or SIP Server.
VolP codecs like G.729 1 G.729B | G.729AB or G.723.1 provide a very high compression efficiency. Newer

iLBC codec provides additionally high robustness against packet loss and jitter in case of difficult PLC link
conditions. VoIP gateways are available on the market with one to N FXS/FXO/E&M interfaces per unit. Central
FXO or E&M [ IPv4 converter must provide N x FXO or E&M interfaces in one chassis to aggregate the N x
remote FXS interfaces of the analog phones.

IEC 60870-5-101 RTU / SCADA telegrams via serial RS-232 interface can be transparently tunneled via Serial
Encapsulation protocols over TCP to SCADA. Central RS-232 / IPv4 converter must provide N x RS-232 inter-
faces in one chassis to aggregate the N x remote IEC 101 traffic from several RTUs.

If external VoIP gateways support Quality of Service (QoS) on its LAN/WAN Ethernet Interfaces, other Ethernet
based customer edge devices requiring QoS should be connected to the external gateways and not to Power-
Link IP. In PowerLink IP no 802.1p nor TOS/DSCP QoS nor Traffic Control should be used. PowerLink IP will act
just as a transparent Ethernet bridge (“virtual Ethernet Patch cable”).

WAN interfaces for analog Voice and IEC 60870-5-101 gateways should preferably be assigned to different IP
networks to isolate both service types in own broadcast domains.
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with PLC
communication

*) IEC 60870-5-101

Scenario with external Carrier Ethernet IEEE 802.1ad Provider Bridge

As PowerlLink IP can transparently bridge tagged Ethernet frames up to a maximum Jumbo frame size of 2000
byte (without counting the Ethernet Inter-frame gap (12 Byte) Preamble (8 Byte)) via the five user interfaces,
it is possible to connect external IEEE 802.1ad Provider Bridges between substations where fiber optic cables
are not available.

NOTE

Due to double tagging of the Ethernet frames with a S-VLAN (Service VLAN ID) and C-VLAN (Customer
VLAN ID) all QoS functions and Traffic Control in PowerLink IP must be disabled and Carrier Ethernet
switch advanced QoS features be used instead.

Power Link IP will act just as a transparent Ethernet bridge (“virtual Ethernet Patch cable”).

IEEE 802.1ad Provider Bridges can provide only Layer 2 VPNs (L2VPN). So same rules apply for IP address
planning of edge devices as for traditional single tag IEEE 802.1Q switches.
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communication

VolP C-VLAN ID =20 VolP C-VLAN ID =20

ip.network, = 10.0.20.0 ip.network, = 10.0.20.0
255.255.255.0 255.255.255.0

Def. Gateway, = 10.0.20.1 Def. Gateway, = 10.0.20.1

*) IEC 60870-5-104

Scenario with external MPLS-TP switch or IP/MPLS router

As PowerLink IP can transparently bridge tagged Ethernet frames up to a maximum Jumbo frame size of
2000 byte (without counting the Ethernet Inter-frame gap (12 Byte) and Preamble (8 Byte)) via the five user
interfaces, it is possible to connect external MPLS-TP switches or IPIMPLS routers between substations where
fiber optic cables are not available.

NOTE

Due to the MPLS label stack (one MPLS label for Label Switched Path and another for the Pseudo Wire)
between transport Ethernet and user Ethernet frames in case of L2VPNs all QoS and Traffic Control
functions in PowerLink IP must be disabled and MPLS advanced QoS features be used instead.

Power Link IP will act just as a transparent Ethernet bridge (“virtual Ethernet Patch cable”) in this scenario.
MPLS-TP switches can provide only Layer 2 VPNs (L2VPN). So for IP addresses planning of edge devices same
rules apply as for traditional single tag IEEE 802.1Q switches.

IPIMPLS routers can provide L2VPNs (Ethernet connectivity on Layer 2) or L3VPNs (IP connectivity on Layer 3).

For L2VPN same IP address planning rules apply as for traditional single tag IEEE 802.1Q switches. For L3VPN
the rules for external IPv4 routers apply.
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VolIP VLAN ID
ip.network,

Def. Gateway
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10.0.20.0
255.255.255.0
= 10.0.20.1

6.5 IP address planning topics for customer edge devices

VolIP VLAN ID 20

ip.network, 10.0.20.0
255.255.255.0

Def. Gateway 10.0.20.1
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6.6 IP address planning topics for PowerLink IP management

Local management via service interface (LCT port)

It is possible to manage PowerLink IP via the same factory default IP address 192.168.20.20 / 255.255.255.0
at each device and at the same time. This is typically the case during commissioning with two service
engineers located in substation A and B when the PLC link via OHVL is not established yet, in maintenance or
disturbed. The IP address of the service interface can of course be changed to any other private IPv4 address
if required, but should then be labeled outside on the device and documented appropriately in the project
documentation.

e —h

g Power line with PLC g

communication

Substation A Substation B

= B =

Service PC PowerLink IP, PowerLink IPg Service PC

j J

Local or remote management via user interface (ETH1 to 5 port)

The preferred remote management option during the commission phase is to use inband management over
the user interface. Prerequisite is to configure the IP address of Service PC and all user interfaces (ETH 1 — 5) to
be of the same IP network. Configuration of default gateway is not required in Service PC.

L - é “Power line with PLC g -l
= . . =
i communication i
Substation A Substation B
PL IP User interface (ETH 1 - 5) PL IP User interface (ETH 1 - 5)
IP; =10.0.10.2 IP,=10.0.10.3
SM = 255.255.255.0 SM = 255.255.255.0
Def. GW = NA Def. GW = NA
NAT routing = Disabled NAT routing = Disabled
IP: 10.0.10.254 ] ]
sm: 255.255.255.0 [ ! I I I
Def. GW=NA = User IF
Service PC PowerLink IP, PowerLink IPg

ip.networkyge, | = 10.0.10.0 ip.networkyge, ¢ = 10.0.10.0
255.255.255.0 255.255.255.0

Remote management via user interface from Control Center

PowerLink IP can be managed or SNMP supervised remotely from Control Center using inband management
channel over the user interface. If Service PC/ NMS and PowerLink IP user interfaces are located in different
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IP networks external IPv4 DCN routers are necessary and default Gateway address must be configured on
PowerLink IP user interface connected to utilities private WAN.

IP5 =1011.1.2
SM =1255:255.255.0
Def. GW/=10:1.4:4

ip:networkce =10:1:1.0
255,255,255.0,

Remote management via service interface and out-of-band channels from Control Center

In case of limited HF bandwidth, PowerLink IP's remote management traffic can be offloaded to utilities,
existing private out-of-band Ethernet network (collocated Ethernet over SDH, MPLS, Layer 3 Switches, IP
Routers etc. WAN network devices in the same substation). PowerLink IP devices can then be remotely
SNMP supervised, configured and monitored with Web Ul via their Service interfaces. In this case, all service
interfaces must have unique IP addresses. Service PC or NMS must be located in the same IP network as well
all PL IP service interfaces. IPv4 routing cannot be used between the Control Center LAN and PowerLink IP
devices service interface LAN, plain Ethernet bridging must be used instead.

PL IP Service interface (LCT)
IP4 =192.168.20.21

SM = 255.255.255.0

NAT routing = Disabled

IP; =192.168.20.2
SM = 255.255.255.0

Def. GW = NA Service IF
(LCT)

ip.networkgeryice | = 192.168.20.0 ip.networkseryice | = 192.168.20.0
255.255.255.0 255.256.255.0

PLLIP Service interface (LG
1P5=1192.168)20:22
SM|=1255.2551255.0

NAT routing & Disabled

Service IF
(LCT)

ip.networkge yice |r = 192.168.20.0
255.255.255.0
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7.1 Cyber Security

The device is protected against malicious cyber attacks by following features:

®  Web server with certificate based (2048 bit key length) TLSV1.2 authentication and encryption

®  Web Ul login with username and complex password

®  Role based access control with four possible user roles (ADMIN, SECAUD, ENGINEER and VIEWER)
®  User authentication via RADIUS

®  Selective disabling of user roles

®  User blocking after login failure (max. block time and max. retry limit)

®  Password policy enforcement (upper case, lower case, number, special character, default password
check, min. password length, password expire time)

®  SNMP version 3 with User based Security Model and authentication and privacy protocol

®  Port security for user interfaces (disable unused ETH1 to 5 ports and configurable source MAC address
white list)

® layer 2 filter based firewall

®  HW crypto chip for license feature

®  Comply with least privilege principle for system component

®  Security log including user actions and security relevant actions

® Ingress broadcast and multicast rate limit for user interface

288 Telecommunication Products, PowerLink IP, Equipment Manual
C53000-H6040-C254-D, Edition 09.2023



Cyber Security

7.2

TCP/UDP Ports

TCP/UDP ports used depend on service and protocol.

Service

Layer 4

Layer 7

Client

Client Port

Server

7.2 TCPIUDP Ports

Server Port

protocol Protocol

Web server TCPITLS HTTPS Web browser |>1024 PowerLink 443

with SSL IPICM

encryption

Time synchro- |UDP NTP PowerLink >1024 NTP Server 123

nization IPICM

DHCP Client  |UDP DHCP PowerLink 68 DHCP Server |67
IPICM

SNMP uDP SNMP NMS >1024 PowerLink 161

IPICM

SNMP Trap/ ubDP SNMP PowerLink >1024 SNMP Trap 162

Inform IPICM receiver

SNMP Inform |UDP SNMP SNMP Trap 162 PowerLink >1024

ACK Receiver IPICM

OPC UA TCP MQTT PowerLink >1024 Broker 8883

Pub/Sub MQTT IPICM

RADIUS user  |UDP RADIUS PowerLink >1024 RADIUS Server | 1812

authentication IPICM

SIP server UDP SIP VolIP phone >1024 PowerLink IP {5060

Serial IP TCP/UDP IEC60870-5-1 |SCADA > 1024 PowerLink I[P |30201-30204

01

IEC 16850 on |TCP MMS PC >1024 PowerLink IP {102

EN100

IEC 16850 on |TCP MMS PC >1024 PowerLink IP {102

DMB
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7.3 Security configuration

7.3

Security configuration

The follwing hardening steps have to be carried out during commissioning:

No. Steps

1

Enforce password policy

Settings
Web Ul > Configuration > Ethernet > Web access
>> Enable password policy check = Enabled

Limit the number of
unsuccessful authentication
attempts

Web Ul > Configuration > Ethernet > Web access
>> Block user after login failure = Enabled

Change default password after
first login

Web Ul > Change password

>> Change new password with at least one upper case, lower case,
digital number and special character, and password length is more
than 8 characters

Re-create self-signed certifi-
cate after device IP address
changed

Web Ul > Configuration > Ethernet Web access
>> Create certificate

Install certificate on service PC
to enable the trust

Connection service PC to Web Ul, install the certificate into Windows
Trusted Root Certification Authorities store

Switch off unused service port
number: SNMP

Web Ul > Configuration > Ethernet > SNMP > Configuration
>> SNMP version = Disabled

Web Ul > Configuration > Clock synchronization
>> Local clock sync mode = <without NTP>

Web Ul > Configuration > Ethernet > Service interface
Web Ul > Configuration > Ethernet > User interface
>> DHCP client = Disabled

Enable secure protocol

Web Ul > Configuration > Ethernet > SNMP > Configuration
>> SNMP version = SNMP v3

Enable SNMP notification for
authentication failure of web
access

Web Ul > Configuration > Ethernet > SNMP > Trap Severity
>> AUTH_FAIL = Enabled

Enable L2/L3 protocol

Web Ul > Configuration > Ethernet > Firewall
>> Firewall = Enabled

10

Disable undesired SNMPv3
user account

Web Ul > Configuration > Ethernet > SNMP > User table
>> Delete default user after clone new user

11

Disable undesired web user
account

Web Ul > User management
>> Disable or delete undesired user account

12

Disable unused Ethernet user
interface

Web Ul > Configuration > Ethernet > Port configuration
>>ETH1...5 Enabled = Unchecked

13

Enable MAC address white list
for user interface

Web Ul > Configuration > Ethernet > Port security > Configuration
>> Port security = Static MAC

Web Ul > Configuration > Ethernet > Port security > MAC address
white list

>> Source MAC address which allow access to Ethernet user inter-
face

14

Enable Ingress broadcast and
multicast rate limit for user
interface

Web Ul > Configuration > Ethernet > Port configuration
>> Ingress broadcast and multicast rate limit = 64 kbps
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7.4

Security log

The security relevant actions are recorded as below:

Event ID Event message

7.4 Security log

201 <Login user>: User logged on

1163 <Login user>: User logon failed

202 <Login user>: User logged off

203 <Login user>: User added [user name]

204 <Login user>: User removed [user name]

205 <Login user>: User enabled [user name]

206 <Login user>: User disabled [user name]

208 <Login user>: User role(s) changed [user name]

209 <Login user>: User password changed [user name]

1154 <Login user>: User blocked [user name]

600 <Login user>: Device restarted

601 <Login user>: Firmware updated

602 <Login user>: Parameter change activated

603 <Login user>: Parameter change activation failed

604 <Login user>: Parameter change cancelled

605 <Login user>: Firewall enabled

606 <Login user>: Firewall disabled

607 <Login user>: Firewall parameter changed

608 <Login user>: MAC address white list enabled

609 <Login user>: MAC address white list disabled

610 <Login user>: MAC address white list changed

611 <Login user>: Block user after login failure enabled

612 <Login user>: Block user after login failure disabled

613 <Login user>: Web access system parameter changed
614 <Login user>: Certificate updated

615 <Login user>: Password policy enabled

616 <Login user>: Password policy disabled

617 <Login user>: Password policy parameter changed

618 <Login user>: SNMP enabled

619 <Login user>: SNMP disabled

620 <Login user>: SNMP read-only community string changed
621 <Login user>: SNMP read-write community string changed
622 <Login user>: SNMPv3 user added [user name]

623 <Login user>: SNMPv3 user removed [user name]

624 <Login user>: SNMPv3 user disabled [user name]

625 <Login user>: SNMPv3 user enabled [user name]

626 <Login user>: SNMPv3 default user restored

627 <Login user>: SNMPv3 auth password changed [user name]
628 <Login user>: SNMPv3 priv password changed [user name]
629 <Login user>: License file updated

630 <Login user>: All settings cleared

631 <Login user>: Measurement data cleared

632 <Login user>: Device date and time changed manually [new date / time]
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8.1 Transmission Method

8.1 Transmission Method

Modulation Multicarrier modulation (windowed OFDM) for data transmission
Frequency shift keying for teleprotection

HF-frequency range 24 kHz to 500 kHz

HF-bandwidth 4 kHz to 256 kHz, 250 Hz steps

Transmit bandwidth only, see also setting of Tx filter

Frequency management Dynamic *) and predefined bandwidth allocation
Notching of occupied frequencies (up to 20 notches)
Adjustable asymmetric traffic

Adjacent and non-adjacent Tx/Rx band operation
Teleprotection communication via anchor frequencies

*) automatic bandwidth adaption within the frequency domain adjacently
operating PowerLink IP devices
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8.2 HF-Interface

8.2 HF-Interface

Output power

50 W-amplifier, up to +47 dBm PEP
Adjustable 10 W to 50 W

100 W-amplifier, up to +50 dBm PEP
Adjustable 20 W to 100 W

Rated output impedance

75 Ohm unbalanced or 150 Ohm balanced

Spurious emission, Return Loss, Tapping

In accordance with

Loss, Balance to ground, Receiver sensitivity ||EC 60495
and Selectivity IEC 62488-2
IEC 62488-3
Tx Filter Simple adjustment by jumpers
RX Filter The Rx filtering is done in digital domain and is

adjusted automatically.
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8.3 Transmission Characteristics

8.3 Transmission Characteristics

Transmission Characteristics Transmission capacity up to 1.5 Mbps

Spectral efficiency 0.8 to 10.2 bit/s/Hz

Minimum SNR:

42.6 dB for 16,384 QAM

36.6 dB for 4,096 QAM

30.6 dB for 1,024 QAM

24.5 dB for 256 QAM

18.2 dB for 64 QAM

11.4 dB for 16 QAM

3.3 dB for 4 QAM

All values rated at 64-kHz bandwidth and BLER 10E-6
Dynamic transmission path adaption Modulation steps 4/16/64/256/1024/4096/16384-QAM
Latency Typically 20ms

Latency depends on frame length and the currently used
transmission scheme
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8.4 Ethernet Interface

8.4 Ethernet Interface

Ethernet

1 x TOOBASE-TX Full Duplex; RJ45 service interface (LCT port)

3 x T0BASE-T or T00BASE-TX Half/Full Duplex/Auto Negotia-
tion; PoE on port 3 acc. to IEEE 802.3af, 15.4 W; RJ45 user
interfaces

2 x Ethernet 100BASE-FX; SFP user interfaces

Layer 2 switch

Transparent Layer 2 bridging

Ethernet Il, IEEE 802.3, IEEE 802.1Q

IEEE 802.71ad Provider Bridge/Q-in-Q (Carrier Ethernet)

MPLS labeled Layer 2 VPN frames

Jumbo frame: max. frame size 2000 bytes (without preamble)
on all five user interfaces

Maximum Transmit Unit (MTU) for IPv4 over Ethernet: 1500
byte on service interface (LCT)

QoS

Layer 2/3: VLAN ID, IEEE 802.1p, TOS/DSCP
Layer 4: VolIP, IEC 60870-5-104, CCTV, SCADA
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8.5 Analog Interface

8.5

VF- Telephone Channel E&M (2/4 Wire)

Analog Interface

Number of channels

1

Signaling DTMF

Impedance input/output 600 Ohm balanced
Max. input level 15 dBm

(412 wire)

Max. output level 14 dBm

(41 2 wire)

Control wires

Telephone signaling channel (52)
Compander control

VF- Telephone Channel FXS (2 Wire)

Number of channels

4

Signaling DTMF / Dial pulse
Impedance 600 Ohm balanced
Infeed current 48V, 24.1 mA
Max. loop resistance 1690 Ohm

Ringing voltage 25 Hz, 75 Vrms
Max. input level 9 dBm

Max. output level 7 dBm

VF- Telephone Channel FXO (2 Wire)

RS-232

298

Number of channels

1

Signaling

DTMF / Dial pulse

Impedance

600 Ohm balanced

Ringing detection

25 Hz, 50 Hz, 60 Hz (> 24 Vrms)

The ringing signal must contain polarity reversal to be
detected.

Loop resistance

<500 Ohm

Loop current

15 mA to 112 mA (depending on line feed resistance)

Max. input level

14 dBm

Max. output level 12 dBm

Number of channels 4

Data rate 300, 600, 1200, 2400, 4800, 9600, 19 200, 38 400, 57 600,
115 200 bps

Serial mode 7N1,7N2, 7E1, 7E2, 701, 702, 8N1, 8N2, 8E1, 8E2, 801,
802

Port B Only available in RS-232-2 and RS-232-4
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8.6 Integrated Teleprotection System SWT 3000

8.6 Integrated Teleprotection System SWT 3000
8.6.1 Overview
Number of systems One, integrated in the PowerLink IP frame or external via FOM
connection
Operation modes Alternate Multi-Purpose (AMP)
Number of Trip commands Upto8
Number of Interface modules Upto2
Number of [EC 61850 modules 1
Modulation Coded tripping
AMP frequencies Trip 0.36 — 2.62 kHz when using 4 command option
Trip 0.50 — 3.79 kHz when using 8 command option
Guard 2.61 kHz
8.6.2 Command Input/Output

Binary Input IFC-P/IFC-D

Command

Rated input voltage

DC 24V to DC 250V (tolerance: -20 % to +20 %)

Nominal Input Voltage

Selectable Threshold Voltage

24V Low level U, <15V, high level U, > 18 V
48Vore0oV Low level U, <40V, high level U, > 47 V
1oV Low level U, <72V, high level U, > 85V
250V Low level U, < 167V, high level U, > 198 V
Polarity independence Yes

Pulse suppression 1ms

additionally up to 100 ms programmable in steps of 1 ms

Output

Interface modules

IFC-P normal contact load

IFC-D high contact load
IFC-S for signalling

Contact type

Relay, normally open contact

Relay, IFC-D normally open
contact

Relay, IFC-S changeover with
common root

Switching power

250 W/250 VA

150 W/1,250 VA

Switching voltage

AC/DC 250V

AC/DC 250V

Switching current

AC/IDC1.5A (5A< 2.5 ms)

AC/IDC5A (30 A<0.5ms)

Carry current

AC/IDC1.5A

AC/DC5 A for IFC-D
AC/IDC 1 A for IFC-S

Insulation withstand voltage

2500 VAC

2500 VAC

IEC 61850 Command Input/Output EN100

Electrical interface

RJ45; 100Base-TX; max. range 20 m

Optical interface SFP; 100Base-FX; 1,300 nm; LC connector; Max. range 1.5 km
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8.6 Integrated Teleprotection System SWT 3000

8.6.3

Terminals of IFC Modules

Screwed connection

Wire cross section

< 1.5 mm? (> AWG 16)

Bare Wire without conductor sleeve
Stripping Length L

12 mm (0.47 inch)

Stranded Wire with conductor sleeve
Stripping Length L

10 mm (0.39 inch)

Terminal screw tightening torque

0.8 Nm (7.1 Ib. inch)

Sleeve length (wire range) / Type

> 10 mm (0.39 inch) e.g. DIN 46228-E1,5-10

Sleeve Type

Acc. EN 60947-7 class 1

Crimped connection

8.6.4

0.5to 1.0 mm2 (AWG 20 to 18)
Recommended Contact Type

Weidmueller Order. No. 162552 (Tape), 162556
(single contact)

1.5 to 2.5 mm? (AWG 15, 14)
Recommended Contact Type

Weidmueller Order. No. 162550 (Tape), 162551
(single contact)

Recommended Crimp Tool

Weidmueller Order. No. 9014140000

Recommended Unlocking Tool

Weidmueller Order. No. 1359000000

Command Transmission

Transmission Time TO (SWT 3000 integrated into PowerLink IP)*

| Alternate multi purpose

|s19 ms

* Values are given for the IFC-P module and permissive tripping. For direct tripping schemes the transmission
time increases about 5ms. If the IFC-D module is used for increased contact load, all specified transmission

times are prolonged by up to <4 ms.

Security (Analog Transmission Path)

|Probabi|ity of unwanted commands

|PUC< 10° |

Dependability (Analog Transmission Path)

300

|Probabi|ity of missing commands

|PMC< 10 at SNR of +6 dB |
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8.7 Miscellaneous

8.7 Miscellaneous

8.7.1 Maintenance Interfaces
Service-PC Web Ul via Web browser, https secure protocol
DHCP client for ETH interface
Service telephone Via IP telephone or PC app
8.7.2 Network Management
Element Manager Web browser for local and remote access with
username/password for configuration and main-
tenance
Integration with NMS at higher level Via SNMP v2/3, Alarm Management (up to 4
destinations for alarm traps), inventory and
performance management
8.7.3 Event Recorder
Recording capacity PowerLink IP 10000 events
iISWT: 8000 events
Real-time clock NTP, IRIG-B, Line clock sync
1-ms resolution
8.7.4 SD Card
|Fi|e system |FAT32
8.7.5 Alarm Modules Input/Output

Binary Input ALR Module

Binary Input 1
Nominal voltage
used for synchronization with

DC 24 V to DC 250 V (tolerance: -20 % to +15 %)

Polarity independence

Yes

IRIG-B
Polarity independence

DC5V,DC12V, DC24V (tolerance: =15%)
No, defined polarity required

Output ALR Module (Relay)

Number of alarm outputs

3 relay contacts

Contact type Change over contact
Switching power 300 W (DC)

1000 VA
Switching voltage 250V (DC or peak AC)
Switching current 5 A (DC or peak AC)

Carry current

1 A (DC or peak AC)
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8.7 Miscellaneous

8.7.6

8.7.7

302

Power Supply

Input voltage range

PSPA2-DC

DC38VtoDC72V

PSPA2-AC

AC93V to AC 264 V (47 Hz to 63 Hz)
DC85VtoDC264V

Power consumption

50 W Amplifier (AC/DC)

typ. value normal operation 301VA/104W
typ. value max operation 394VA/146W

100 W Amplifier (AC/DC)

typ. value normal operation 358VA/131W
typ. value max operation 559VA/215W

EMC Immunity

Immunity for industrial environments — Generic standard IEC 61000-6-2, testlevels see table.

Immunity for equipment used in power station and substation environments IEC 61000-6-5; Testlevels see

table in ()

Standards Testlevels

Electrostatic discharge

direct/indirect contact discharge: 8 kV

IEC 61000-4-2 air discharge: 15 kV

Radiated, immunity 10 VIm 80...1000 MHz

IEC 61000-4-3 3VIm1...6 GHz

Electrical fast transient (burst) AC/IDC supply lines: +/- 2 kV

IEC 61000-4-4 HF input/output lines: +/- 1 kV (+/- 4 kV)

Data input/output: +/- 1 kV (+/- 2 kV)

Surge Immunity
IEC 61000-4-5

1,2/50 us (8/20) pulse

Signallcontrol lines: +/-1 kV line to earth

(+/- 1 kV line to earth)

HF input/output lines: +/- 1 kV line to earth
(+/- 2 kV line to earth)

DCsupply lines: +/- 0,5 kV line to earth; +/- 0,5
kV line to line

(+/- 2 kV line to earth; +/- 1 kV line to line)

AC supply lines: +/- 2 kV line to earth; +/- 1 kV
line to line

Immunity to conducted disturbances
IEC 61000-4-6

0.15 MHz to 80 MHz 10 Vrms (signal lines >3 m
and AC/DC power supply lines)

Power frequency magnetic field immunity
IEC 61000-4-8

50/60 Hz; 30 A/m (100 A/m; 1000 A/m for 1's)

Voltage dips AC supply line
IEC 61000-4-11

Dip: 0% 20 ms 1 P
Dip: 0% 100 ms 5 P

Dip: 40% 200 ms 10 P
Dip: 40% 1000 ms 50 P

Dip: 70% 20 ms 1 P
Dip: 70% 500 ms 25 P
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Standards Testlevels

Voltage interruptions AC supply line 0% 5 s 250/300 P

IEC 61000-4-11

Ring wave immunity test 100 kHz 2.5 kV LTG 1 kV LTL

IEC 61000-4-12

Test for immunity to conducted, common (Signalicontrol lines: 50/60 Hz; 10 V cont., 300 V

mode disturbances for1s

IEC 61000-4-16 (HF input/output lines: 50/60 Hz; 30V and 300V
for 1s)
(DC supply lines: 50/60 Hz; 10V cont., 300 V for
15s)

Ripple on d. c. input power port immunity (DC supply lines: 10% Un)
IEC 61000-4-17

Damped oscillatory wave immunity test (HF input/output lines: 1 MHz; 2,5 kV common
IEC 61000-4-18 mode and 1 kV differential mode)

Voltage dips, short interruptions and voltage |0%, 0.010 s

variations on d.c. input power 0%, 0.050 s

IEC 61000-4-29 40%, 0.100 s

70%, 0.100 s

8.7.8 EMC Emission

Standards Testlevels
Emission standard for industrial environ- Class A
ments

IEC 61000-6-4

8.7.9 International Standards

Single side band power-line carrier terminals |IEC 60495 *)
IEC 62488-2 ED1 *)
Climatic conditions IEC 60870-2-2

Climatic-Storage/Operation: B3 (3k4/1k2); C1
(3k5/1k3) no condensation, no icing

Climatic-Transport: Ct1 (2k2)
Mechanical-Storage, Installation, Transport: B™

*) IEC 60495 valid for applicable parameters on digital PLC

8.7.10 Climatic Conditions

Standards Testlevels

Cold -10°C
IEC 60068-2-1
Dry heat + 55°C
IEC 60068-2-2
Damp heat, cyclic + 25°C at 95% humidity
IEC 60068-2-30 + 55°C at 93% humidity
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8.7 Miscellaneous

8.7.11 Mechanical Conditions

Standards Testlevels

Degree of protection IP 20
Vibration stationary use Resonance:
IEC 60068-2-6 5 Hz to 9 Hz: 0,35 mm amplitude

9 Hz to 500 Hz: Tm/s? acceleration

Endurance:

5 Hz to 9 Hz: 3,5 mm amplitude

9 Hz to 200 Hz: 10m/s? acceleration
200 Hz to 500 Hz: 15m/s? acceleration

Test of dynamical behaviour during mechan- |Half sine; 30g acceleration; duration 18ms
ical stress

(Shocktest)

IEC 60068-2-27: test Ea

8.7.12 Mechanical Design

19” frame

Dimensions *) 482 mm x 266 mm x 300 mm (W x H x D)
Weight

W!th 50-W ampllf!e.r 17 kg

with 100-W amplifier 19 kg

8.7.13 Statement of Conformity

The product is in conformity with the regulations of the
following European Directives:

® < EMC Directive 2014/30/EU
® «|ow Voltage Directive 2014/35/EU
® < RoHS Directive 2011/65/EU

8.7.14 Distributor statement according to WEEE-Guideline 2012/19/EU

Do not throw the device in the household trash!

Please dispose of the device according to the guidelines
regarding electronic waste in your country.
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9.1 Abbreviations

9.1 Abbreviations

Subsequently you find a list with abbreviations which are used in the PowerLink IP equipment manual:

Abbreviation Signification

A
ACN Allocated Channel Number
ADC Analog Digital Converter
ADJ Adjacent
AGC Automatic Gain Control
AKE Coupling Unit (Ankoppeleinheit)
AL Alarm wire
ALA Alarm output
ALR Alarm Module PowerLink with binary input for IRIG-B synchronization
ALRS Alarm module PowerLink
AMP Tele protection mode: Alternate Multi Purpose operation
AMP Amplifier
ARP Address Resolution Protocol
aSWT Stand Alone SWT
ATT Attenuator
B
BI Binary Input
BER Bit Error Rate
BLER Block Error Rate
BP Backplane
bps bit per second
C
CB-1 Capacitor bank
CcC Control Center
CDB Configuration Data Base
CF Carrier Frequency
CFG Configuration alarm in the PowerSys service program
Cl Command Input
Cco Command Output
COMCON Communication Controller
CcT Coded tripping (transmission mode in SWT 3000)
CTS Clear to send
D
DIA Digital Analog Converter
DHCP Dynamic Host Configuration Protocol
DIAG Diagnostic
DMB Digital Modulation Board
DP Data Pump
dPLC Digital PLC
DSCP Differentiated Service Code Points
DSP Digital Signal Processor
DTT Direct Transfer Trip
DV Digital Voice
E
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9.1 Abbreviations

Abbreviation Signification

ECN Explicit Congestion Notification

EMC Electromagnetic Compatibility

EMI Electromagnetic Interference

ESD Electrostatic Discharge

ETC External Transmit Clock

ETH Ethernet

EOW Engineering Order Wire (Service Telephone)

F

FGND Frame Ground

FIFO Firstin First out

FM Frequency Modulation

FO Fiber Optic

FOBox Fiber Optic Modem Box

FOL Fiber Optic Modem Long distance

FOM Fiber Optic Modem

FOS Fiber Optic Modem Short distance

FPGA Field Programmable Gate Array

FSK Frequency Shift Keying

FTP File Transfer Protocol

FW Firmware

G

GAL Guard Alarm (i)SWT 3000

GENALR General Alarm

GND Ground

GOOSE Generic Object Oriented Substation Events

GSE Generic Substation Events

H

HDB3 High Density Bipolar of order 3 code

HF High Frequency

HV High Voltage

HVL High Voltage Line

HW Hardware

|

ICC Internal Communication Control

IFC-D Interface module for protection signaling system SWT 3000 (Direct tripping)
IFC-P Interface module for protection signaling system SWT 3000 (Permissive tripping)
IFC-S Interface module for protection signaling system SWT 3000 (Signaling only)
iLAN internal Local Area Network

iMUX integrated Multiplexer for asynchronous data transmission
INC Impulse Noise Compression

INPLM Input Limitation Alarm

IP Internet Protocol

IRIG Inter Range Instrumentation Group

IRIG-BOOx Message for clock synchronization of the CSPi, iSWT
ISDN Integrated Services Digital Network

ISWT integrated protection signaling system SWT 3000

K
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kbps Kilobit per second

L

LAN Local Area Network

Layer 2 Synonym for Ethernet

Layer 3 Synonym for Internet Protocol (IP)

Layer 4 Synonym for UDP or TCP

Layer 7 Synonym for application layer protocols

LCT Service interface at the front cover of CSPi (Local Craft Terminal)

LED Light Emitting Diode

LIA Line Interface Analog — analog line interface from (i)SWT

M

MARC Medium Access Request Channel

Mbps Megabit per second

MFC Multi Frequency Code (multi frequency signaling)

MIB Management Information Base

MLFB Siemens ordering number

MMI Man-machine interface

MMU Memory Management Unit

N

NADJ Non Adjacent

NAT Network Address Translation

NC Normally Closed contact, brake contact (alarm relay)

NE Network Element

NMS Network Management System

NO Normally Open contact, make contact (alarm relay)

NTP Network Time Protocol (clock synchronization of the iSWT resp. PowerLink via internet
in case of SNMP)

NU Non-Urgent alarm, pre-alarm

(0]

OFDM Orthogonal Frequency Division Multiplexing

OID Object Identifier

OSA Optimized Sub channel Allocation

P

PAL Pilot Alarm / Receive level alarm

PCB Printed Circuit Board

PCP Priority Code Point

PD Present Detect

PEP Peak Envelope Power

PHB Per-Hop forwarding Behavior

PLC Power Line Carrier

PLE PLC line equipment

PLPA PowerLink Power Amplifier

PLPAStraps Program for determining the jumper and straps in the PowerLink PLPA part

PoP Power over Ethernet

PPP Point to Point Protocol

PPPOE PPP Over Ethernet

PS Power supply
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Abbreviation Signification

PSCF2

Power Supply CF2

PSE

Protection Signaling Equipment

PSPA2

Power Supply Power-Amplifier

PU4

Processing Unit SWT 3000 enhanced necessary for integration in PowerLink

PWL

PowerLink

Q

QAM

Quadrature Amplitude Modulation

QoS

Quality of Service

R

RARP

Reverse Address Resolution Protocol

RADIUS

Remote Authentication of Dial In User Service

RF

Radio Frequency (High Frequency)

RM

Remote Monitoring

ROHC

Robust Header Compression

RSTP

Rapid Spanning Tree Protocol

RTC

Real Time Clock

RTU

Remote Terminal Unit

RX

Receiver

RXALR

Receiver Alarm

RxD

Receive Data signal

SIN, SNR

Signal to Noise Ratio

SMI

Structure of Management Information

SNALR

Signal/Noise Alarm

SNMP

Simple Network Management Protocol

SSTN

Substation

SV

Sampled Values

SWT

Protection voice frequency transmission

TCP

Transmission Control Protocol

TFLT

Transmit Filter Line Termination

ToS

Type of Service

TP

Teleprotection

TPS

Teleprotection Signal (trip frequency)

Tunbl

Duration of the unblocking impulse of the (i)SWT 3000

TXALR

Transmitter Alarm

ubp

User Datagram Protocol

UNBL

Unblocking

Usync

Clock synchronization for DMB resp. integrated SWT 3000

VF

Voice Frequency

VolP

Voice over IP

WebUI

Web based User Interface
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4
4iC Operation Mode 3a for the iSWT transmission of 4 independent commands
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