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Legal information

Use of application examples
Application examples illustrate the solution of automation tasks through an interaction of several components in
the form of text, graphics and/or software modules. The application examples are a free service by Siemens AG
and/or a subsidiary of Siemens AG ("Siemens"). They are non-binding and make no claim to completeness or
functionality regarding configuration and equipment. The application examples merely offer help with typical
tasks; they do not constitute customer-specific solutions. You yourself are responsible for the proper and safe
operation of the products in accordance with applicable regulations and must also check the function of the
respective application example and customize it for your system.
Siemens grants you the non-exclusive, non-sublicensable and non-transferable right to have the application
examples used by technically trained personnel. Any change to the application examples is your responsibility.
Sharing the application examples with third parties or copying the application examples or excerpts thereof is
permitted only in combination with your own products. The application examples are not required to undergo the
customary tests and quality inspections of a chargeable product; they may have functional and performance
defects as well as errors. It is your responsibility to use them in such a manner that any malfunctions that may
occur do not result in property damage or injury to persons.

Disclaimer of liability
Siemens shall not assume any liability, for any legal reason whatsoever, including, without limitation, liability for
the usability, availability, completeness and freedom from defects of the application examples as well as for
related information, configuration and performance data and any damage caused thereby. This shall not apply in
cases of mandatory liability, for example under the German Product Liability Act, or in cases of intent, gross
negligence, or culpable loss of life, bodily injury or damage to health, non-compliance with a guarantee,
fraudulent non-disclosure of a defect, or culpable breach of material contractual obligations. Claims for damages
arising from a breach of material contractual obligations shall however be limited to the foreseeable damage
typical of the type of agreement, unless liability arises from intent or gross negligence or is based on loss of life,
bodily injury or damage to health. The foregoing provisions do not imply any change in the burden of proof to
your detriment. You shall indemnify Siemens against existing or future claims of third parties in this connection
except where Siemens is mandatorily liable.
By using the application examples you acknowledge that Siemens cannot be held liable for any damage beyond
the liability provisions described.

Other information
Siemens reserves the right to make changes to the application examples at any time without notice. In case of
discrepancies between the suggestions in the application examples and other Siemens publications such as
catalogs, the content of the other documentation shall have precedence.
The Siemens terms of use (https://support.industry.siemens.com) shall also apply.

Security information
Siemens provides products and solutions with Industrial Security functions that support the secure operation of
plants, systems, machines and networks.
In order to protect plants, systems, machines and networks against cyber threats, it is necessary to implement —
and continuously maintain — a holistic, state-of-the-art industrial security concept. Siemens’ products and
solutions constitute one element of such a concept.
Customers are responsible for preventing unauthorized access to their plants, systems, machines and networks.
Such systems, machines and components should only be connected to an enterprise network or the Internet if
and to the extent such a connection is necessary and only when appropriate security measures (e.g. firewalls
and/or network segmentation) are in place.
For additional information on industrial security measures that may be implemented, please visit
https://www.siemens.com/industrialsecurity.
Siemens’ products and solutions undergo continuous development to make them more secure. Siemens strongly
recommends that product updates are applied as soon as they are available and that the latest product versions
are used. Use of product versions that are no longer supported, and failure to apply the latest updates may
increase customer’s exposure to cyber threats.
To stay informed about product updates, subscribe to the Siemens Industrial Security RSS Feed at:
https://www.siemens.com/industrialsecurity.
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1 Introduction

11 Overview

SIMATIC WiInCC Unified is the new visualization system with which you can successfully master
the challenges of digitalization in machine and system engineering. State-of-the-art hardware
and software technologies make this possible now and in the future. Tried and tested
engineering in the TIA Portal, the latest web technology, and high performance reserves for the
coming year combine with the freedom to implement your ideas how you want.

The SIMATIC WinCC Unified System offers the possibility to log tags and alarms in a file-based
or server-based manner.

Figure 1-1

Unified Comfort Panel WinCC Unified Runtime PC
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This application example shows you how logging works in WinCC Unified, when to use which
type of logging, and how to configure the necessary settings.

File-based logging

File-based logging is limited in performance and is generally used for logging small amounts of
data over defined periods of time.

Server-based logging
Server-based logging takes place in a high-performance database log and is used at the
SCADA level to store and analyze a large number of tags and alarms Uiber einen langeren
Zeitraum .
This enables data logging in accordance with industrial requirements or legal specifications
(e.g., for 10 years).

Note For server-based logging, the fee-based SCADA option
"WiIinCC Unified Database Option" with an associated license is required on the Unified
Runtime server.

After installation, file-based logging is no longer possible.

SIMATIC WIinCC Unified System - Logging
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1.2 Principle of Operation
1.2.1 Available Database Types

1.2.1.1 Overview

The logs are saved in log databases. The database types "SQLite" and "Microsoft SQL Server"
are available for this:

e File-based: SQLite
e Server-based: Microsoft SQL Server
Figure 1-2
Unified Comfort Panel WinCC Unified Runtime PC
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SQLite is for logging smaller amounts of data in the machine-oriented field. Microsoft SQL
Server is used for logging and processing large amounts of data.

There are differences between the two database types in the availability for different WinCC
Unified systems, number of possible logging tags, performance, and access possibilities.

1.2.1.2 Database Types in the WinCC Unified System

Unified Comfort Panel
¢ Database types: SQLite (*.db3 - SQLite Database)
e Max. number of logging tags: Max. 5000 logging tags (no license required)

WinCC Unified Runtime PC

e Database types: SQLite (*.db3 - SQLite Database)
Microsoft SQL Server (*.mdf -SQL Server Database)
¢ Max. number of logging tags: Scalable up to max. number of PowerTags via the

"WinCC Unified Logging Tags" license
Additional license for MS SQL Server required

SIMATIC WIinCC Unified System - Logging
Article ID: 109782859, V1.0, 12/2021 6
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1 Introduction

1.2.2

1221

Note

1.2.2.2

1.2.2.3

Log Types
Overview

Logs are used to store and log process data and alarms.
There are two types of logs:

e TagLlog
Logging of process data according to defined triggers with a timestamp

e Alarm Log
Logging of alarms according to alarm class and alarm status with a timestamp

Availability of logs

Logs should also be saved when Runtime is terminated and the device is switched off (e.g.,
manually or via a script).

You can export logs to a storage device and, therefore, transfer them to a device of your
choice. This means that they can still be read even in the event of a device failure.

Tag Log

In a tag log, historical data records of log tags are stored, depending on the trigger set. A data
record includes the following data:

o Name of the log tag

e Tag value at trigger time

e Timestamp of trigger time

Display a tag log via the "Trend control" Control in Runtime.

Alarm Log

In an alarm log, historical data records of log alarms are stored based on the trigger set. A data
record includes the following data:

e Message number

e Alarm class

e Message status

e Message text at trigger time
e Timestamp of trigger time

You can display an alarm log via the "Message display" Control in Runtime.

Multilingual logged alarm texts

You can log the alarm texts for a log alarm in several languages.
By default, the WinCC Unified System logs only one language (start language) to save memory
space. Enable the language under "Runtime Settings > Language & Font".

SIMATIC WIinCC Unified System - Logging
Article ID: 109782859, V1.0, 12/2021 7
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1.2.2.4 Log Properties

Figure 1-3
Old segments n Log
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Segmented circular log

A tag/alarm log consists of several log segments described one after the other. If the segment
size or segment time period is reached, the system writes to the next log segment. When the

last segment of the log is reached, the 1st segment is deleted and rewritten.

In the log properties, you can define the parameters for the log, the log segment, and for the

backup.

Log parameter
You can define the following parameters:
¢ Name (must be unique throughout the project)

e Storage device/directory (see Section 1.2.3)
- may differ from storage device/directory main databases

e Time period log
¢ Maximum log size (MB) (depending on storage device)

Log segment parameter
You can define the following parameters:
e Time period of individual segment
¢ Maximum segment size (MB) (depending on storage device)
e Start time segment

Backup parameter

With the database type "Microsoft SQL Server", you have the possibility to activate an automatic

backup of the database.
You can define the following parameters:
e Backup mode:

- No backup: Backup disabled
- Path: Backup enabled
e Path: Directory for backup

Log/segment sizes
Hints for estimating log/segment sizes can be found in Section 3.1.2.

SIMATIC WIinCC Unified System - Logging
Article ID: 109782859, V1.0, 12/2021
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1.2.3 Log Storage Device/Directory

In the Runtime settings of the Operator Panel configuration, the storage location for the main
database of the tag and alarm logs can be defined. You can define the storage locations for the
individual databases of the tag and alarm logs via the associated log settings.

Depending on the WinCC Unified System, you can select different storage devices for the

individual databases.

Unified Comfort Panel

The following storage devices/directories can be selected for the Unified Comfort Panel:

o Off:

e SD-X51:
- Folder:

e USB-X61:
- Folder:

e USB-X62:
- Folder:

Logging disabled

SD card inserted in SD card slot DATA "X51"

Storage directory on storage device

USB storage device connected to USB interface "X61"
Storage directory on storage device

USB storage device connected to USB interface "X62"
Storage directory on storage device

Note SIMATIC HMI SD card for logging

For logging, it is recommended to use a SIMATIC HMI SD Card with = 2GB.
This is designed for the logging cycles of WinCC Unified and features zero voltage protection
in the event of a power failure.

WinCC Unified Runtime PC

The following storage devices/directories can be selected for the WinCC Unified Runtime PC:

o Off:
e Local:

- Folder:
o Default:

o Project folder:

Logging disabled

Locally defined storage device

Storage directory on storage device

Directory defined via WinCC Unified Configuration Manager
Storage location of the Runtime project

Note Storage location of the Runtime project

The Runtime project is stored in the directory "C:\ProgramData\SCADAProjects".

The "ProgramData" directory is hidden by default. You can display this permanently via the
menu "View > Hidden items" in the File Explorer.

SIMATIC WIinCC Unified System - Logging
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1.24 Storage Structure of Logs
Figure 1-4
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Structure

The structure of the WinCC Unified Log consists of the two main databases for tag and alarm
logs as well as the individual, configured logs consisting of the
log segments.

Main databases

The main databases contain the configuration data for all created tag/alarm logs. The storage
location for the main databases is defined in the Runtime settings of the Operator Panel
configuration.

Logs/log segments

A log contains the actual log data and consists of several segments.
You can define the number and size of a log/segment via the configuration of the respective
log/segment.

SIMATIC WIinCC Unified System - Logging
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1.25 Tool "WinCC Unified Configuration™

Figure 1-5

WinCC Unified - Configuration

SIEMENS Totally Integrated Automation
ZH Create or select a certificate for the website.

() Keep the existing configuration
% Certificate management

User administration
() Install a certificate later
Archive settings
(O) Select an existing certficate

SEF g, [unficdv17s3 v

Secure download (@) Create a new certificate
|unifiedv17¢3_SefSigned |

Apply settings

=

The "WinCC Unified Configuration" tool is used to parameterize central properties of the WinCC
Unified Runtime Simulation/PC. You can configure settings for the following subjects:

e Certificate management
e User Administration

e Log Settings

e Secure download

The tool appears at the beginning of the installation of WinCC Unified Runtime Simulation/PC.
It can be opened and run at any time after installation.

Log Settings

Figure 1-6
. WinCC Unified - Configuration
. Totally Int ted Aut ti
" Storage location of the

archive databases

LocaNQ of archive databases

~  Certificate management

Location of the archive databases.
~  User administration

D \UnifiedArchive | Browse
@ Archive seftings Drive with the most free space: D: (103 GB)

We recommend that you use a different hard disk
than the one with the Windows installation
in order to optimize performance under higher loads.

Reporting

Secure download

Max. released
memory for the \
SQL Server
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1.2.6 Interaction Between Runtime Settings & WinCC Unified Configuration

Via the tool "WinCC Unified Configuration" and the Runtime settings during configuration, you
can define the storage directories for the main databases of the logs and the log databases of
the WinCC Unified Runtime Simulation/PC.

Depending on the settings, the main databases and the log databases are stored in different
storage locations. The different possibilities are listed below.

Option 1
e Storage device log: Standard
- Storage directory: Main database directory
e Main database storage device: Standard
Folder: Storage for the log databases as defined in the
WinCC Unified Configuration Manager
Figure 1-7

Log Properties

General

Mame: ‘Varlab\enar:hwj

Storage medium: ‘ Default |v

Log time period: ‘ 7.00:00:00

|
|
Storage directory: ‘Mam database directory |
|
|

Maximum log size (MB): ‘1000

Runtime settings

Main database location for tag logging

Storage medium: | Default [=]

Folder: [ned in the WinCC Unified - Configuration Tool |

Log Settings
Storage location of log
WinCC Unified - Configuration

databases
Main database

ZH Location of archive databases (eg, “D\Un|f|edLog")

and SQL server settings

—— p—
(®) Keep the existing configuration

Main database

Location of the archive databases.

~  Cenificate management | | S
| —
~  User administration ‘ ‘
I D:\UnifiedArchive I Browse i N\ y
*

©' Archive settings Dnve wilh the most ree space. Ui (103 GB)
Reportin We recommend that you use a difernt hard disc
i thanthe one wih the Windows instaliion Segments
in orderto optiize perfomance under higherloads
Secure download L
0g

 —— |
" Apply settings | |
> | |

H _n____n_

Storage location of log databases
Log
(e.g., “D:\UnifiedLog")

bt >
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Option 2
e Storage device log:
- Storage directory:
e Main database storage device:
- Project folder:
Figure 1-8

Log Properties

General

Standard

Main database directory

Project folder
"C:\ProgramData\SCADAProjects"

Mame: ‘Varlab\enar:hwj

Storage medium: ‘ Default |'

Storage directory: ‘Mam database directory

Log time period: ‘ 7.00:00:00

Maximum log size (MB): ‘1000

Runtime settings

Main database location for tag logging

Storage medium: | Froject folder [=]

Folder: |Folder of the runtime project |

Log Settings

'WinCC Unified - Configuration

SIEMENS Totally Integrated Automation
Location of archive databaseg
and SQL server settings
(® Keep the existing czfflquration

Location of thyfirchive databases.

+  Certificate managemeN

+ User administration

3 Archive settings

e recommend that you use a different hard disk
Jn the one with the Windows installation
in"\J=rto optimize performance under higher loads.

" Reporting

Secure download

 Apply settings

Cancel < Back Next >

| Log settings not relevant

SIMATIC WIinCC Unified System - Logging
Article ID: 109782859, V1.0, 12/2021

Project folder
Main database
("C:\ProgramData\SCADAProjects")

Main database

Segments

— @@@

Project folder
Log
("C:\ProgramData\SCADAProjects")

13



© Siemens AG 2021 All rights reserved

1 Introduction

Option 3
e Storage device log: Standard
- Storage directory: Main database directory
e Main database storage device: Local
- Folder: Local directory (e.g., "E:\UnifiedLog")
Figure 1-9

Log Properties

General

Mame: |Va riablenarchiv_1

Storage medium: | Default [+

Log time period: |7,EIIJ'EIEI'IJEI

\
\
Storage directory: |Mam database directory ‘
\
\

Maximum log size (MB): |1DDD

Local directory
Main database

Runtime settings (e.g., "E:\UnifiedLog")
Main database location for tag logging \: |‘ .
Storage medium: | Local [=] ‘ |‘ | S Mal n d atab ase
Folder: | E:\unifiedArchive | '
B
le—
Segments
. Log
Log Settings =—a
WinCC Unified - Configuration ‘
SIEMENS Totally Integrated Automation _ —t——i—

Local directory

\ Q; o quration Log
(e.g., "E:\UnifiedLog")

+  User administration

D:\Unifisgrchive Browse

€ Archive settings yfliththe mast free space: D: (103 GB)
#le recommend that you use a dfferent hard disk
Uan the ane with the Windows installation
"Ner to optimize perfomance under higher loads

" Reporting

Secure download
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ok Nt >

Log settings not relevant
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Option 4
e Log storage device:
- Storage directory:
e Main database storage device:
- Folder:
Figure 1-10

Log Properties

General

Name: ‘Variah\enarthwj

Storage medium: | Locsl

Storage directory: ‘ E:lLlog_A

m—
LOgG UME PEROa: | 7 .UUIUUIUY

Maximum log size (MB): ‘1UUU

Runtime settings

Main database location for tag logging

Storage medium: | Default [+]

Folder: [ned in the WinCC Unified - Configuration Toal |

Log Settings

WinCC Unified - Configuration

SIEMENS Totally Integrated Automation

= Location of archive databases
and SQL server settings
@) Keep the existing configuration
~  Certificate management

‘ Location of the archive databases.

| D:\Unified Archive I Browse

Lnve with the most free space: U: {103 GB)

~  User administration

3 Archive settings

We recommend that you use a different hard disk.
than the one with the Windows installation
in order to optimize performance under higher loads

" Reporting

Secure download

Apply settings

tert >
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Option 5
e Log storage device: Local
- Storage directory: Local directory (e.g., "E:\Log_A")
e Main database storage device: Project folder
- Project folder: "C:\ProgramData\SCADAProjects"
Figure 1-11

Log Properties
Segments

= Ol ses

Local directory
Log
(e.g., "E:\Log_A")

General

Name: \Variahl-enarchiu 1

Storage medium: ‘Lu:a\ |'

Storage directory: ‘ E:lLlog_A

Log time peried: | 7.00:00:00

Maximum log size (MB): ‘TUUU

Runtime settings

Main database

Main database location forton lonaing
e —— [
Storage medium: | Froject folder [~] | |
Folder: |Folder ofthe runtime project ] |

*
Project folder

Log Settings Main database
("C:\ProgramData\SCADAProjects")

WinCC Unified - Configuration

SIEMENS Totally Integrated Automation

~  User administration

O Archive settings Drigfhith the most fres space: D: (103 GB)

i recommend that you use a difersrt hard disk
3 the one with the Windows nstallation
iN\er to optimize performance under higher loads

" Reporting

Secure download

" Apply settings

Cancel < Back Next >

Log settings not relevant
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Option 6
e Log storage device:

- Storage directory:

e Main database storage device:
- Project folder:

Figure 1-12

Log Properties

General

Local

Local directory (e.g., "E:\Log_A")
Local

Local directory (e.g., "E:\UnifiedLog")

Segments

Name: |Varishlenarchiv 1
= ==

Storage medium: ‘ Local

Storage directory: ‘ E'lLog_A

Log time period: | 7.00:00:00

S EEE

Maximum log size (MB): ‘1UUU

Runtime settings

Main database location for tag logging

Local directory
Log
(e.g., "E:\Log_A")

Storage medium: |Loca|

Main database

Folder: |E“.LIr||ﬁEdErth|ve

Log Settings

WinCC Unified - Configuration

Local directory
Main database
(e.g., "E:\UnifiedLog")

SIEMENS Totally Integrated Automation

Location of archive databasey
and SQL server settings

(® Keep the existing cgfliguration

+  Certificate manageme€N /

+  User administration
> Archive settings
Reporting

Secure download

' Apply settings

| Log settings not relevant |
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1.2.7 Log Tag
A log tag is created via the editor "HMI tags > Log tag".

1.2.7.1 Properties

General
In the general properties of the log tag, you can specify the name, tag log, and logging mode of
the log tag.
Figure 1-13
|_C3, Properties ||"_i.'.|nfn ||ﬂ Diagnostics
Properties
. General
Tag trigger
Cycle General
Lirmits
Srnoothing Marme: |LuggingTag_'| |
Cornpression | Data log: |Data log_1 | = ||
N Logging mode: | On change |v|
m Cyclic
* On demand *
On change
The following logging modes are available for a log tag:
e Name: Name of the log tag
e Taglog: Tag log of the log tag
e Logging mode: Logging mode of the log tag
- Cyclic
- Onchange
- Ondemand
Tag trigger
Figure 1-14
Tag trigger
Tag trigger
Mode: | Mone |v|
Tag: | | £
Bit number: |EI EI

The tag trigger is required for the logging modes "On demand" and "On change". You use it to
specify when the value of the tag is logged (HMI trigger tag and mode).

You can configure the following modes:
e None

¢ Rising edge

e Falling edge

e Rising and falling edge

SIMATIC WIinCC Unified System - Logging
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Cycle

You need to specify a logging cycle for the "Cyclical" logging mode.
Runtime logs the tag values depending on the defined logging cycle.

Figure 1-15
Cycle
Cycle
Logging cycle: |
Logging cycle factor: |1 EI

This can be set as desired. The shortest possible cycle is 100ms.

In the project navigation, you will find the predefined cycles in the "Cycles" editor.
With the editor, it is also possible to define your own cycles.

Limit values
Define threshold values and conditions when you want to log/not log values.
Figure 1-16

Limits

Limits

Lirnit scope: | Ma lirnits

High limit: |

Lo liFrit: |

The following options are available:
e Limitrange
- No bounds
- Higher
- Lower
- Higher or equal to
- Lower or equal to
- Within the limits
- Within or equal to
- Out of limits
- Outside or equal to
e Upper control limit
e Lower control limit
e Use tag limits

SIMATIC WIinCC Unified System - Logging
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Smoothing
Figure 1-17

Smoothing

Smoothing

hode:
& mum tirme:
Minirum tirme:

Delta:

There are different types of smoothing. Regardless of the type, the aim is to compress the data
volume of the logged data and thus to reduce the storage space. Process values are thereby
logged only in accordance with certain pre-defined criteria.

Mo srmoothing
00:00:00
00:00:00

0

The following smoothing modes are available:

¢ No smoothing

e Compare values
e Value

e Relative value

e Swinging door

"Swinging door" example

Values are evaluated based on the defined rate of change and only logged when the

subsequent value falls outside the calculated range.

Compression
Figure 1-18

Compression

Compression

Compression mode:

Delay:

Source

Source!

Summarization is only possible in the logging mode "Cyclical". The system combines data

points with the same values.
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1.2.7.2 Logging Modes

Project planning possibilities
The table shows the different configuration possibilities as a function of logging mode. For
example, compression is only possible with "Cyclic".
Table 1-1

Logging mode Cyclic On demand On change (default)

None, rising edge,
Tag trigger - falling edge or both Possible
from a trigger tag

Cycle (e.g,Kls) - -
Limit values OK OK OK
Smoothing OK OK OK
Compression OK - -

"Cyclic" vs. "On change"
Figure 1-19
Cyclic Logging in 1,5sec

wit 4 measured points
Logging cycle

500ms 500ms 500ms
@- HMI_RT_1::HM|_Variable_1:LeggingTag_OnChange
@~ HMI_RT_1::HM|_Variable_1:LeggingTag_Cyclic
B (=M}
- - et
. L 3
70 4 | i -2
S0 Logging on Change =Y
. | in1,5sec: e e
304 . e AT I -20
204 ¥ ///1./.. 24 measured points ..:\\\\ -
N e e o -
10411 B 4 S o L .40

In the example, the HMI tag "HMI_Tag_1" is logged with the trigger "Cyclic" as well as with the
trigger "On change".

The comparison between the measured values shows that with the trigger "On change", all
changes are logged (24 measurement points in 1.5s). However, important information is lost
with a "Cyclic" trigger (4 measurement points in 1.5s with one cycle = 500ms).

Therefore, you should consider how detailed you want to log in order not to lose any information
and not to let the logs become unnecessarily large.

SIMATIC WIinCC Unified System - Logging
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1.2.8 Log

alarm

Figure 1-20

E7l Discrete alarms

"__,L" Analog alarms

|[e= OPCUA A&C B System events

"_ﬂ; Alarm classes |_

Alarm classes

Name

systemnAlarmwithoutCle .

SystemMNotification

Systeminformation

SysternWarningWithoutC...

SystemAlarm
SystemWarning
Infarmation

Alarm

Notification
WarningWithReset
Warning
AlarmwithReset
CriticalWithReset

State machine

Alarm without outgoing ...
Alarm without acknowle_...
Alarm without outgoing ...
Alarm without outgoing ...
Alarm with single-mode ...
Alarm with single-mode ...
Alarm without outgoing ...
Alarm with single-mode ...
Alarm without acknowle...
Alarm with acknowledg...

Alarm with single-mode __.
Alarm with acknowledg...

Alarm with acknowledg...

~| 8d 8 8 8 &J g 89 8J & 4J 8 8 &

=
Friority Log Backgro... Text col.. Backgro.. Textcol.. Backgro.. .
12 B 2s5.. [ 255 [l 255.. [ 255 [ 255
4 CJ173- IR oo []173 Il oo []173.-

1 [Jzzo0.. IR o.0.. []220.. o0 []=2z20..

8 [J255.. IR o.0.. []255.. oo []2s5..

12 255 [ 255 255 [ 255 [ 2s5-- [

8 [Jzss.. - 0,0.. []255.. - 0,0.. []255..

: 220 s o]
12 e - r_lu EII S EII Bl

4 [J173. IR oo []173. Il oo 173 ]

8 [J2ss.. -00 []2ss.. -00 [J2ss.. 1
8 [J2s5 I o.0o. []255_ Jlo.o []=s5_ |
12 B z55.. [ 255 [ 255 [ ]255. [ 255-- [
16 o [ 255 [z [ 255- 139&.

You can configure a log alarm by assigning a configured alarm log to the alarm class of the
alarm. If an alarm of this alarm class occurs, the alarm is stored in the assigned alarm log.

You can define the languages in which a log alarm is logged using the

Runtime settings (Section 2.1.1.1).
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1.2.9 Show Logs

1.2.9.1 Control "Trend Control"

Figure 1-21

Ol
24

=~ setPoint speed
-~ acutal speed

. setPoint speed -

o fMala @il
22

The "Trend Control" is used to visually display a value progression over time. It can be found in
the task card "Tools" ("Tool").

These value sequences can be actual values of process tags. However, log values can also be
displayed.
Several trends can be displayed within one Trend Control. It is also possible to divide a Trend

Control into several Trend areas. Multiple trends can be displayed in a Trend area as well. The
time range of the displayed trend is adjustable.

If actual values are displayed in the Trend Control, the Trend Control is initially empty when the
screen is called up. If log tags are displayed, the values are read from the log and then
displayed.

The process for configuring the Trend Control can be found in Section 2.1.5.1, Displaying a Tag
Log.

SIMATIC WIinCC Unified System - Logging
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1.29.2

Filter

Control "Alarm Control"

Figure 1-22
Alarm class Alarm text Alarm state Raise time Status text
1 Ventilators Ventilator 1 runs with high sps  Raised 11012120 10:38:59 AN Incoming
2
3
4 Update logged alarms Scrolling Filter
5

PER.EeEE:: @

T BE
N\
Number of Update and show
unacknowledged
logged alarms
alarms

The "Alarm Control" is used for the visual display of currently pending alarms, the alarm buffer,
and log alarms. You use the properties of the Control to set which type of alarms are displayed.

The alarm display has an integrated filter that you can configure during engineering.
Alternatively, this can also be done dynamically in runtime using the button in the menu bar of
the Control.

With one filter, several filters or a combination of different filters, you can search for specific
items (e.g., alarm classes and fragments in alarm texts).

Updating the Alarm Display

If the alarm display is used to display log alarms, these are loaded into the Control when the

screen is called up.
If other alarms that are logged occur in the background, they are not automatically displayed in

the alarm display.

You can update the alarm display using the menu button "Update and display logged alarms" or
by calling up the screen again.

The process for configuring the alarm display can be found in Section 2.1.5.2, Displaying the
Alarm Log.

SIMATIC WinCC Unified System - Logging
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1.2.10 Available System Functions

WinCC Unified provides various system functions for logging, such as deleting logs and writing
to logs manually.

e "ClearAlarmLog"
- Parameter: "Log name"

- Function:
Deletes the alarm log that was passed via the parameter

e '"ClearTaglLog"
- Parameter: "Log name"

- Function:
Deletes the tag log that was passed via the parameter

e "WriteManualValue"

- Parameters: Name of log tag, value, timestamp
("Logging tag name", "Value", "TimeStamp")

Function:
Writes a log entry for the passed log tag with the specified value and timestamp

You can execute system functions via trigger events of objects or via tasks in the task
scheduler.

1.2.11 Scripts

If the functionality of a system function is not sufficient for you, you can write a script in the script
language "JavaScript" (JS). You can execute JS scripts via trigger events of objects or via tasks
in the task scheduler.

The WIinCC Unified System provides various code snippets for different logging functions.

Code snippets are predefined code modules that you need to customize to fit your needs.
These are intended to assist you in creating your own scripts.

Tag logging
The following code snippets are available for tag logging:
e Readlog
- Function: Read tag log
e Exporttag log as CSV
- Function: Export tag log as *.csv file
e Add Comment to log tag
- Function: Add log tags comment
e Correct logged tag values
- Function: Overwrite value for log tag

Message logging
The following code snippets are available for alarm logging:
e Readlog
- Function: Read log alarm log
e Export alarm log as CSV
- Function: Export alarm log as *.csv file

SIMATIC WIinCC Unified System - Logging
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1.2.12

Note

Timestamp "pk_TimeStamp" Conversion

The shown conversion of the timestamp is valid for *.csv files, which were exported from a
log file with the help of the SQLite Browser (Section 3.3.4).

The timestamp "pk_TimeStamp" of a log tag or a log alarm is not stored in a log as "date &
time" format, but as a decimal value (INT8) based on 100ns. The start date for the calculation is
01 January 1601.

Conversion formulas

Example

To convert the timestamp to a visually readable "date & time" format, proceed as follows:

pk_TimeStamp * 100ns _ pk_TimeStamp

pk_TimeStampg since 01.01.1601 = 100ns min K= T 864x101

s
10000000 s * 60% * 60T * 243

Excel calculates the date and time back to 31 December 1899. Therefore, the number of days
from 01 January 1601 to 31 December 1899 must always be taken into account when
converting in Excel and subtracted from the value.

DayDiffd_ 01.01.1601-31.12.1899 = 109205d

. pk_TimeStamp .
Pk_Tlmesmde,from 31.12.1899 — Wd - Daylefd, 01.01.1601-31.12.1899

The integer value of the timestamp reflects the number of days, the comma value reflects the
time. With the format function, these values can be converted into a date and time.

PKrimestamp = 1.32606 * 1017 » 100ns

1.32606 = 10'7 x 100ns
pk_TimeStampg from 31.12.1899 = 8047 10 d - 109205 = 44274.56685d

This results in the following values:
Date = Date(44274d) = 19.03.2021
Time = Time(0.56685d) = 13:36:16

The process for configuring the conversion in Excel is described in the Section 2.1.6.3 Convert
a Timestamp in Excel.
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1.3 Components Used

The following hardware and software components were used to create this application example:

© Siemens AG 2021 All rights reserved

Table 1-2
Components Quantity Article number Note
SIOS Download Optional
STEP 7 Professional V17 | (Download) Download the trial software under
(Optional) 6ES7822-1AA07-0YA7 the entry ID 109784440
(Package)
SIMATIC WinCC Unified 1 SIOS Download Download the trial software under
Engineering V17 (Download) the entry ID 109784440
6AV2102-0AA07-0AA7
(Package)
MTP700 Unified Comfort | 1 6AV2128-3GB06-0AX0 You can also use other sizes of
the Unified Comfort Panel.
WinCC Unified PC 1 SI0S Download Download the software under the
Runtime V17 (Download) entry ID 109793105
DVD and license for WinCC
. » 6AV2154-0BS01-7LAO Unified Database Storage
SIMATIC WiInCC Unified 1 (Download) Note
V17 Database Storage 6AV2154-0BS01-7AA0
(Package) Only necessary for database
logging with SQL Server
SIMATIC STEP 7 6ES7822-1AEQ7-0YAS Optional
Professional V17 1 (Download) . for S fessional
Floating license 6ES7822-1AA07-0YAS '\-/'1379”56 or STEP 7 Professiona
(Package)
License for WinCC Unified
6AV2153-2FB01-7LA5 Engineering, 10,000 PowerTags
WinCC Unified PC (10k) 1 (Download) Note
ES V17 6AV2153-2FB01-7AA5 You can also use a broader
(Package) engineering license for WinCC
Unified.
License for WinCC Unified PC
6AV2154-3DB01-7LA0 Runtime, 150 PowerTags
WinCC Unified PC (150) | , (Download) Note
RT V17 6AV2154-3DB01-7AA0 You can also use a broad
(Package) Runtime license for WinCC
Unified.
6AV2157-2DA00-0LBO t'gg;iz fiz\évtnozgir?gnﬁ'zgs
WinCC Unified Logging 1 (Download) N '
Tags (100) V17 6AV2157-2DA00-0ABO ote _
(Package) You can also use a large logging
license for WinCC Unified.

The listed components can be purchased (e.g., via the Siemens Industry Mall).
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This application example consists of the following components:

Table 1-3
Components File name Note
Documentation 109782859 _WinCC_Unified_Logging.pdf
Note You can learn about the products used in this application example in the courses:

SITRAIN system course: WinCC Unified & Unified Comfort Panels

(Entry ID: 109773211)
SITRAIN advanced course: SIMATIC WiIinCC Unified for PC systems

(Entry ID: 109781323)
SITRAIN entry course: SIMATIC WInCC (TIA Portal) machine-oriented for Comfort
Panels and WinCC Runtime Advanced (Entry ID: 109758624)

SITRAIN advanced course: SIMATIC WiIinCC (TIA Portal) machine-oriented for Comfort
Panels and WIinCC Runtime Advanced (Entry ID: 109758626)

SITRAIN course: SIMATIC WInCC Professional, SCADA in the TIA Portal

(Entry ID: 109758618)
SITRAIN course: SIMATIC Visualization Architect, automatic HMI generation (Entry ID:
109758628)

SITRAIN entry course: WinCC V7 (Entry ID: 109758633)
SITRAIN advanced course: WinCC V7 and WinCC Options (Entry ID: 109758660)
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2 Engineering
2.1

211

Configuring Runtime Settings

Project Engineering / Configuration

In the Runtime settings, you can define the logging languages in Runtime, as well as the
storage locations of the main databases for tag and alarm logging.

2111

Enabling Logging Languages

Unified Comfort Panel/WinCC Unified Runtime PC

1. Open the Runtime settings of your configuration.

("Project tree > <device name> > Runtime settings")

Figure 2-1

J Devices || Plant objects

ol
=
[=)

> | ] myPraoject

B Add new device
ﬁﬂ-ﬂ Devices & networks
¢ [ myPLC [CPU 1516-3 PN/DP]
~ [ myMTP700 [MTP700 Unified Co__.
I]'f Device configuration

%| Online & diagnostics

1 Runtime settings

=

b I Srreeanc

2. Open the settings for Language and font.
"Runtime settings > Language & font"

3. Click the "Enable for logging" checkbox to enable the associated Runtime language for

logging.
Figure 2-2

myProject » myMTP700 [MTP700 Unified Comfort] » Runtime settings

J Devices || Plant objects |
* | 7] myProject 5

ﬁb' Add new device
gy Devices & networks
¢ [ myPLC [CPU 1516-3 PN/DP]
» [} myMTP700 [MTP700 Unified_.
~ (D myPcStation [SIMATIC PC st
: [I} pevice configuration

: %| Online & diagnostics
= v [ HMI_RT_2 [WinCC Unified__.
[IY Device configuration

1 Runtime settings

v [ crraanc

General
Alarms
Services

Language & fong

T3
Remote Access
Storage system @ \,:‘
Tag settings g @

-

Language & font

Order
o
1

Enable Lsnguage

]
]

Runtime language and font selection

Fixed font 1
English (United ... Arial
German (Germ... Arial

Fixed font 2
Times New Ro...

Fixed font 3 Fixed font 4 Enable for logging

Simsun Siemens Sans E
Siemens Sans D

Times NewRo... SimSun

(<]

[ ]
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Note Logging in Runtime language

Logging in the Runtime language only takes place if this is also activated.
Ensure that the "Enable" checkbox is enabled for the associated Runtime language.

Availability Language in Runtime Settings

If a language is missing in the "Runtime languages" table, you must first define it as the

project language.

To do this, open the project language editor and add the desired language to your project
("Project Navigation > Languages & resources > Project languages").

Figure 2-3

myProject » Languages & resources * Project languages

General

Editing language: English (United States) n

[C)Afrikaans (South Africa)
[[J4lbenian (Albanig)
[ClArmenian (Armenia)

[ Azeri (Cyrillic, Azerbaijan}
[T Azeri (Latin, Azerbaijan)
[CBasque (Basque}
[Belarusian (Belarus)
[C1Bulgarian (Bulgaria}

[ Catalan iCatalan}

[Tl chinese (Hong Kong S.AR.)
[Tl chinese (Macao SAR}

[]Chinese (People's Republic of China}

[Tl chinese (Singapare)
[T Chinese (Taiwan)

[Tl croatian (Croatia)

[Tl Czech (Czech Republic)

<] i
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[C1Danish (Denmark}

[]Dutch {Belgium}

[C1Dutch (Metherlands)
[CJEnglish {Australia}

[C1English (Belize}

[CEnglish {Canada)

[]English {Caribbean}
[C1English (ireland)

[CJEnglish {(Jamaica}

[C1English {Mew Zealand)
[TlEnglish {Republic of the Philippines})
[JEnglish {South Africa)
[C1English (Trinidad and Tobaga)
[CEnglish {United Kingdam)

[W English {United States)
[ClEnglish iZimbabwe)

Reference language: [ELULON(ELL LI -

[T Estonian (Estonia)
[|Faroese (Faroe Islands)
[CIFinnish (Finland}
[“JFrench (Belgium}
[CIFrench (Canada)
[C)French (France}
[JFrench (Luxembourg})
[CIFrench (Principality of Monaca)
[CIFrench (Switzerland)}
[Tl Galician (Galician}
[ClGeorgian (Georgia)
[]German {#Austria}

[& German (Germany)
[C1German (Liechtenstein)
[ClGerman (Luxembourg}
[ClGerman (Switzerland)
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21.1.2 Configuring a Database Type
"SQLite" and "SQL Server" are available as database types for WinCC Unified.

Unified Comfort Panel
Only the database type "SQLite" is available for the Unified Comfort Panels.

No configuration is necessary because SQLite is set by default and SQL Server is not
selectable.

WinCC Unified Runtime PC

1. Open the Runtime settings of your configuration.
("Project tree > <device hame> > Runtime settings")

Figure 2-4

JDevices || Plant objects |

o
=3

* | ] myProject E

E Add new device il
i Devices & networks

¢ [ myPLC [CPU 1516-3 PN/DP]

b [ myTP700 [MTP700 Unified_.

~ [0 myPcStation [SIMATIC PC st._.

: I} pevice configuration

: 4| online & diagnostics

= ¥ [ HMI_RT_2 [WinCC Unified._..

i Device configuration
[I g
\-.j

2. Open the settings for the storage system.
("Runtime settings > Storage system")

3. Select the database type for the log databases.
Figure 2-5

1 Runtime settings

13 I—\l__| Crraanme

myProject » myPcStation [SIMATIC PC station] » HMI_RT 2 [WinCC U nified PCRT] » Runtime settings

Forteel Storage system el
Alarms
Services Database type
Language.&fnnt Database type: |SQL|te |vl
Collaboraticn Wicrosoft SOL
Storage system equte
Tag settings Database location for tag persistency @
Good Manufacty @ ; Storage medium: |PrDJEEt folder |' ‘
N 4 Folder: |Fa\der ofthe runtime project ‘ =
"
I Main database location for tag logging
I Storage medium: |Default [~]
Folder: |'|ed in the WinCC Unified - Configuration Tool ‘
Main database location for alarm logging
Storage medium: |Defau\t |v ‘
Folder: |1ed in the WinCC Unified - Configuration Tool ‘
(3 T v
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2.1.1.3 Configuring Storage Locations for the Main Databases

Unified Comfort Panel

1. Open the Runtime settings of your configuration.
("Project tree > <device hame> > Runtime settings")

Figure 2-6

J Devices || Plant objects

g

> | ] myProject
B Add new device
iy Devices & netwarks
v [l myPLC [CPU 1516-3 PN/DP]
~ [ myMTP700 [MTP700 Unified Co_.
I]T Device configuration
%/ Online & diagnostics

'f Runtime settings
b [ Srreanc @

2. Open the settings for the storage system.
("Runtime settings > Storage system")

3. Select the storage device for the storage location of the main database for
tag logging (e.g., interface "SD-X51").
Figure 2-7

myProject » myMTP700 [MTP700 Unified Comfort] » Runtime settings

General Storage system

Alarms

Services Database type

P R Database type: ‘SQthe |'|
b Remote Access

Storage system

Tag settings Database location for tag persistency

Storage medium: | OFf [~]
Folder: | | =

Main database location for tag logging

Storage medium: |50-%51 [~

Folder: |Off |
USE-X61 @
Main database location for alarm log|UsE-%52 ‘
Storage medium: ‘OFF |v | ]
Folder: ‘ |
3 TR [+]
Note Ensure that a sufficiently large SD card is inserted in interface "SD-X51" /a sufficiently large

USB storage device is inserted in interface "USB-X61"/"USB-X62".
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4. Optional: Specify a destination folder on the storage device.
Figure 2-8

myProject » myMTP700 [MTP700 Unified Comfort] » Runtime settings

G‘eneral Storage system i
Alarms
Services Database type
| Lomguage & ont Detabaze gpe:
Storage system
Tag settings Database location for tag persistency
Storage medium: | Off [=]
Li Folder: ‘ | =
I Main database location for tag logging
I Storage medium: |5D-X51 [=]
Folder: | /Archives _ | I}
Main database location for alarm logging (AI ;
Storage medium: | OFf 7 [=] B
Folder: | |
L w ]
Note If the folder/folder structure does not exist on the storage device, it is created automatically

when logging is started.

5. Repeat steps 3 and 4 for the location of the main alarm
logging database.

Figure 2-9

myProject » myMTP700 [MTP700 Unified Comfort] » Runtime settings

Cee Storage system L]
Alarms
Services Database type
Li & fo
S n Database fype: |SOLite =]
} Remote Access
Storage system
Tag settings Database location for tag persistency
Storage medium: [ Off [~]
Folder: | | =

Main database location for tag logging

=

51 [~]

Folder: |iArchives |

Storage medium:

Main database location for alarm logging

Storage medium: |SDV)(S1 |v |
\

Folder: | {Archives
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WinCC Unified Runtime PC

1. Open the Runtime settings of your configuration.
("Project tree > <device name> > Runtime settings")

Figure 2-10

JDevices || Plant objects |

[=

* | 7] myProject E
B Add new device 1
ﬁﬂ-ﬂ Devices & networks

¢ [ myPLC [CPU 1516-3 PN/DP]

¢ [ myTP700 [MTP700 Unified...
~ [ 2 myPcStation [SIMATIC PC st...

: I]T Device configuration

: 4| online & diagnostics

= v [ HMI_RT_2 [WinCC Unified...
: I]T Device configuration

2. Open the settings for the storage system.

("Runtime settings > Storage system")

3. Select the storage device for the storage location of the main database for the
tag logging (e.g., "Local" off).
Figure 2-11

'f Runtime settings

[ I—\l__| Crraamne

myProject » myPcStation [SIMATIC PC station] » HMI_RT_2 [WinCC Unified PCRT] » Runtime settings

General Storage system el
Alarms
Services Database type
Lt B Database type: |SQLite |v ‘
Collaboration
Storage system
Tag settings Database location for tag persistency
Good Manufag Storage medium: |Project folder [~]
\/2 Folder: |Fu\r.1er of the runtime project ‘ =
i
I Main database location for tag logging
[ Storage medium: |Local [=1
Folder: |Default |
off
Main database location for alarm log|Froject folder |
Storage medium: |Defau\t |' ‘
Folder: |"|ed in the WinCC Unified - Configuration Tool ‘
[<] 1n [>] [l
Note Ensure that the selected storage device has sufficient memory size for the created log.
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4. Specify a destination folder on the storage device.
Figure 2-12

myProject » myPcStation [SIMATIC PC station] * HMI_RT_2 [WinCC Unified PCRT] » Runtime settings

Fzneel Storage system Ead
Alarms
Services Database type
Language.&fnnt Database type: ‘SQthe |'|
Collaboraticn
Storage system
Tag settings Database location for tag persistency
Good Manufacturin... Storage medium: ‘Prujectfulder |' |
L Folder: ‘FD‘dEr of the runtime project | =
“
I Main database location for tag logging
I Storage medium: |Local [=]
1L A0 \Archives1TagLogging
Main database location for alarm logging AI ;
Storage medium: | Default =7 [~
Folder: "\Eﬂ in the WinCC Unified - Configuration Toco! |
<l w [>] [+l

Note If the folder/folder structure does not exist on the storage device, it is automatically created
when logging is started

5. Repeat steps 3 and 4 for the location of the main alarm
logging database.

Figure 2-13

myProject » myPcStation [SIMATIC PC station] * HMI_RT_2 [WinCC Unified PCRT] » Runtime settings

General Storage system =
Alarms
Services Database type

Language & font

Database type: | 5(QLite -
Collaboraticn o ‘ | |
Storage system

Tag settings Database location for tag persistency

Goed Manufacturin. Storage medium: | Project folder [=]

Folder: ‘Fo\der ofthe runtime project |

Main database location for tag logging

Storage medium: | Local [~]

Folder: ‘D"Archive;lTa glLogging |

Main database location for alarm logging

Storage medium: ‘Local |v |
\

Folder: | D:\Archives|AlarmLogging| o _\j

B o k]
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2.1.2 Configuring Log Settings with "WinCC Unified Configuration"

1. Start the "WinCC Unified Configuration" program.
(Shortcut "WinCC Unified Configuration" on the desktop/"Windows key > Search" > Search
term = "WinCC Unified Configuration™)

2. Confirm the existing certificate management settings.
Figure 2-14

WinCC Unified - Configuration

SIEMENS Totally Integrated Automation

ZH Create or select a certificate for the website.

(®!_Keep the existing configuration

) Certificate management )
"~ User administration @
a certfficate |ater

Archive settings

() Select an existing certificate
Reporting unifiedv17s3

Secure download (O Create a new certfficate

unifiedv17s3_SelfSigned

Apply settings

English w

o ‘

a. To do this, enable the option "Keep the existing configuration" (1).

b. Confirm the dialog by clicking the "Next" button (2).

3. Confirm the existing User Administrator settings.
Figure 2-15

WinCC Unified - Configuration

SIEMENS Totally Integrated Automation
3 User administration configuration
{9 (®)_Ksep the existing configuration

— 1
= 4
~  Certificate management Oanagemem (users on this device)
O User administration |P address for identity provider and website.
~ Archive settings
() Central user management (users from UMC)

Reporting

Secure download

Apply settings

English -

a. Enable the option "Keep the existing configuration" (1).

b. Confirm the dialog by clicking the "Next" button (2).
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4. Change the storage location for the log databases to an appropriate location (e.g.,
"C:\UnifiedLog").
Figure 2-16

WinCC Unified - Configuration

SIEMENS Totally Integrated Automation

(= Location of archive databases
T and SQL server settings
(C) Keep the existing configuration
~  Certificate management

Location of the archive databases.
~  User administration

D:\UnffiedArchive Browse
. . <€)
% Archive settings Drive with the most I
i We recommend that ifferent hard disk
e than the one with the installation

in order to optimize peformance under higher loads.

Secure download

Apply settings

English -

a. Click the "Browse" button (1).

b. Select the path (2). If the entered path does not exist, the necessary folders are created
automatically during configuration.

c. Set (3) the maximum memory used (e.g., 4096), for logging in MS SQL Server (3).

By default, 1/3 of the existing physical memory is predefined.
d. Confirm the log settings entered by clicking the "Next" button (4).
5. Confirm the existing settings for reporting.
Figure 2-17

WinCC Unified - Configuration

SIEMENS Totally Integrated Automation

3 Storage location for reports and PDF generation settings
4 (®)_Keep the existing configuration

~  Certificate management S @ tion for reports
|—D. Browse

+  User administration N
Drive with the most free space: D: (103 GB)

~ Archive settings
Application used to create the PDF files.
) Reporting ® Do not configure () M5 Exeel (O Libre Office

Secure download

Apply settings

English -

~m>‘

a. Enable the option "Keep the existing configuration" (1).

b. Confirm the dialog by clicking the "Next" button (2).
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6. Confirm the existing settings for encrypted download.
Figure 2-18
WinCC Unified - Configuration

SIEMENS Totally Integrated Automation

= Seta password to use secure download.

) (&)_Keep the existing configuration
~/  Certificate management

+  User administration [ @ecu re download
ML I

~  Reporting

T Secure download

Apply settings

English v

=

@

a. To do this, enable the option "Keep the existing configuration" (1).

b. Confirm the dialog by clicking the "Next" button (2).
7. Confirm all configuration settings via the "Accept" button.
Figure 2-19
‘WinCC Unified - Configuration

SIEMENS Totally Integrated Automation

= Apply settings
a Single components can be deselected.

+  Certificate management

~  User administration Common configuration ... In Waork
. " Web corfiguration Not selected
+  Archive settings
User administration Not selected
+  Reportin
[y Archive corfiguration
+  Secure download Reporting corfiguration Not selected

Configure services

) Apply settings

English w

=

@;

The services/settings are configured for the PC station.
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8. After the settings have been configured successfully, the status is displayed.

Confirm the settings by clicking the "Finish" button.
Figure 2-20

WinCC Unified - Configuration

SIEMENS Totally Integrated Automation

~  Certificate management
~  User administration

+  Archive settings

~  Reporting

~  Secure download

3 Apply settings

English v
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= Apply settings
Single components can be deselected.

Common configuration Done
Web configuration Not selected
User administration Not selected

Archive corfiguration
Reporting configuration Not selected

Configure services Daone

Configuration was applied successfully.

&
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2.1.3 Creating a Log

2.1.3.1 Configuring a Tag Log

1. Open the log editor of your configuration.
("Project tree > <Device name> > Logs")

Figure 2-21
Project tree m 4

JDevi[:es || Plant objects |

ﬁ Add new device
Eﬁ-h Devices & networks
» [ myPLC [CPU 1516-3 PN/DP]
~ [ myTP700 [MTP700 Unified Co._.
I]T Device configuration
ﬂ Online & diagnostics
1 Runtime settings

m Cycles
3;:_;1 Text and graphic lists
» [ myPcStation [SIMATIC PC station]

2. Open the editor for the configuration of a tag log.
3. Add a new tag log.
Figure 2-22

Project tree

JDevices || Plant objects |

4

-\b --\\-
= [
* | ] myProject * | ] myProject -

K Add new device
EE-U Devices & networks
» [l myPLC [CPU 1516-3 PN/DP]

[IT Device configuration
ﬂ Online & diagnostics

» [ myMTP700 [MTP700 Unified ..
~ [0 myPcStation [SIMATIC PC sta...

E Scheduled tg

= -
» [ Scripts @

ﬁ Collaboration data

® Cycles

3;:_;1 Text and graphic lists

..2ct » myPcStation [SIMATIC PC station] » HM_RT_2 [WinCC Unified PCRT] » Logs

- Datalogs_ |i= AM
~@

b [ screens = = [ HMI_RT 2 [WinCC Unified __
4 '—é HMI tags : I]T Device configuration
%24 Connecticns 1 Runtime settings
EA HM alarms b [ screens
» [ ] Parameter set types [ '—é HMI tags
w Logs %24 Connecticns
8] scheduled tasky ¥ A HM alarms »
4 EE scripts @ » [ 7] Parameter set types
.5_1? Collaboration data w Logs

— 0 X

Marne Storage mediumn | Storage directory

Log time pericd | Maximum MB} Segme...

<] I

== =

J Logging tags |

Marne Process tag Logging mode Trigger mode

<]
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4. Rename the log
(double-click the <log name>).
Figure 2-23
Marne Storage medium | Storage directory Log time period | Maximurn log size (MB} | Segme._..
1.00:0...

Unified Comfort Panel

5. Select the storage device (e.g., SD-X51 (SD card inserted in the interface)) and use it to
specify where you want to store your tag log.

i ‘| Defeutt

ILI Main database directory 7.00:00:00 1000

dd news

Figure 2-24
Marne Storage medium | Storage directory | Log time period | Maximum log size (MB} | Segment time peri...
J-I LogDatal | 5D-X51 = 7.00:00:00 1000 1.00:00:00
5
Add ne...
U5SE-¥61
USB-X62

WinCC Unified Runtime

5. Select the storage device (e.g., "Standard" (storage location of the main database)) to
specify where you want to store your tag log.

PC

Figure 2-25

Marne

Storage mediumn | Storage directory

Log time pericd | Maximum log size (MB)

Segme...

Fﬂ LogDatal

dd news=

Local

)]

1.00:0...

Default ~ [ Main database directory 7.00:00:00 1000

<]

6. Set the log size by the period/maximum log size.

("Log time period" and "Maximum log size (MB)" parameters)

Figure 2-26

'3

Log time period

Maxirmum log size (MB}

Segment time period

Maxirmum segment size (.

7 .00:00:00]

[ 1000

1.00:00:00 100

8

7. Setthe log segment size by the time period/maximum segment size.
("Segment time period" and "Maximum segment size (MB)" parameters)

Figure 2-27

Segment time period

Maximum segment size (.

Segment start time

SIMATIC WinCC Unified Systel

E 1.00:00:00 [100 Tuesday , November 10, 2020 09 : 46 |L|
6
m - Logging
12/2021 41
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8. Specify the start time for logging.
("Segment start time" parameter)
Alternatively, you can use the "Today" button to automatically apply the engineering date.
Figure 2-28

ricd |Maximurn segment size (MB} | Segment start time Backup mode | Backup path
Hﬂ 100 Tuesday , November 10 _ |v| Mo backup ILI

) 3
MNovernber | 2020 :@j
M T WT F 571
5 6 7

5
[ 45| 1 2 3 4
| Logging tags | i & 9 [ 12 13 14
MNarne Processtf 47 15 16 17 18 19 20 21 Trigger mode
48 22 23 24 25 26 27 28
49/2930 1 2 3 4 5

[2]

50 ©

Tod
<] i | Today |
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2132

Configuring an Alarm Log

1. Open the log editor of your configuration.
("Project tree > <Device name> > Logs")

Figure 2-29

Project tree

JDevices || Plant objects |

=]

* | ] myProject
ﬁ Add new device
gy Devices & netwarks
» [ myPLC [CPU 1516-3 PN/DP]
~ [} myMTP700 [MTP700 Unified Co...
[l Device configuration
%) online & diagnostics
1 Runtime settings
¥ h Screens
b [ HM tags
DZq Connections
E4 HMI alarms
b [ | Parameterset types
w Logs
5] scheduled tasks
» (&) scripts
5 collaboration data
" Cycles
441 Text and graphic lists
» (O myPcStation [SIMATIC PC station]

Project tree

JDevices || Plant objects |

e

* | ] myProject
ﬁb' Add new device
EE'tl Devices & networks
» [ myPLC [CPU 1516-3 PN/DP]

1 pevice cenfiguraticn
' online & diagnostics

[l'f Device configuration
1 Runtime settings

4 '—fj Screens

» 3 HM tags
DZG Connections

» [ myMTP700 [MTP700 Unified
~ [0 myPcStation [SIMATIC PC sta_..

= v [} HMI_RT_2 [WinCC Unified .

4 HMialarms
» [ ] Parameter set fypes
5] Scheduled 1
2 collaboration data
] Cycles

dd Logs
b (& scripts @
141 Text and graphic lists

2. Open the editor for the configuration of a tag log.

3. Add a new alarm log.
Figure 2-30

myProject » myMTP700 [MTP700 Unified Comfort] » Logs

D)

Storage mediumn | Storage directory | Log time period | Maximurm log size (MB)

] \Y)

4. Rename the log
(double-click the <log hame>).

Figure 2-31

Mame

Storage medium | Storage directory

g~ Data logs ||i:'AIar logs {

mme___

B

Log time period | Maximum log size (MB} | Segment time p...

7.00:00:00 1000

1.00:00:00

E ISD;51 ~]
<Add new: @
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Unified Comfort Panel

5. Select the storage device (e.g., SD-X51 (SD card inserted in the interface)) and use it to
specify where you want to store your alarm log.

Figure 2-32
Marme Storage medium | Storage directory | Log time period | Maximurn log size (MB} | Segrnent time p_..
p: LogAlarm1 5D-%51 -/ 7.00:00:00 1000 1.00:00:00
<Add new: B
USB-X61
USB-X62

WinCC Unified Runtime PC

5. Select the storage device (e.g., "Standard" (storage location of the main database)) to
specify where you want to store your alarm log.

Figure 2-33

Marne Storage medium | Storage directory Log time pericd | Maximum log size (MB | Segmee...

FZ LogAlarm1 | Default + . Main database directory  7.00:00:00 1000 1.00:0...

dd news
Lacal

6. Set the log size by the period/maximum log size.
("Log time period" and "Maximum log size (MB)" parameters)

Figure 2-34

Log time period Maximurn log size (MB} Segment time period Maximum segment size (MB}
FE 7.00:00:00 [1000 1.00:00:00 100 Tue

8

7. Set the log segment size by the time period/maximum segment size.
("Segment time period" and "Maximum segment size (MB)" parameters)

Figure 2-35
Segment time period Maximum segment size (MB)} |Segment start time =
BE 1.00:00:00) (100 Tuesday , November 10, 2020 11 : 45 [~]-

|
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8. Specify the start time for logging.
("Segment start time" parameter)

Alternatively, you can use the "Today" button to automatically apply the engineering date.

Figure 2-36

Maximum segment size (MB} | Segment start time

Backup mode

Backup path

i_- 100

Tuesday , Movember 10 |v| No backup ILI

SIMATIC WIinCC Unified System - Logging
Article ID: 109782859, V1.0, 12/2021
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|Nmrember |v| |2I:I2I:IE( j
®)
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1 2
8 9
13 16
22 23
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2.1.3.3 Configuring a Log Backup

Note The backup mode can only be activated if the database type "SQL Server" is configured in
the Runtime settings. You can use the backup function for both tag and alarm logs.

The process for configuring the database type is described in Section 2.1.1.2.

1. Open the log editor of your configuration.
("Project tree > <Device name> > Logs")

Figure 2-37

Project tree a4

JDevices || Plant objects |

ol
T
E=

¥ ] myProject E

E Add new device 1
i Devices & networks

v [l myPLC [CPU 1516-3 PNJ/DP]

v [} myMTP700 [MTP700 Unified

~ [0 myPcStation [SIMATIC PC sta__.

: [I'f Device configuration

: %) online & diagnostics

= = [ HMIRT_2 [WinCC Unified ...

: [} Device configuration

Y Runtime settings
b ] 5creens
v [ HM tags
¥2, Connections
EA HM alarms
4 D Parameter set types

w Logs

E Scheduled ti; @ g
4 EE Scripts

.!_1? Collaboration data

] Gycles

441 Text and graphic lists

2. Enable the backup mode for the desired log.
("Backup mode" parameter)

Figure 2-38
riod | Maximurn segrnent size (MB} | Segrnent start time Backup mode Backup path
iﬂ 100 Tuesday . November 10 [« Path [+]
Mo backui @
I — [2]
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3. Enter the backup path for the log backup.
("Backup path" parameter)

Figure 2-39
Maximurm segment size (MB} | Segrent start time Backup mode Backup path
iﬂ 100 Tuesday , November 10 [~[Path Bl \unifiedArchiveslBackup
é

4. Assign backup path permissions (from WinCC V16 Update 2 to WinCC V17 including
updates).
Run through the "WinCC Unified Configuration" tool a second time with the backup path.
See Chapter 2.1.2 "Configuring Archive Settings with "WinCC Unified Configuration".

2.1.34 Integrating a Log Backup

A log backup is integrated into Runtime via the "SIMATIC Runtime Manager" tool. The
integration with the tool is only possible for a real "WinCC Unified Runtime PC".

Note To include a log backup, the real
"WinCC Unified Runtime PC" must be in the "Running" status.

To include a log backup, proceed as follows:

1. Open the tool "SIMATIC Runtime Manager" under
"<Installation path>\Siemens\Automation\WinCCUnified\bin\SIMATICRuntimeManager.exe

- Installation path (default): C:\Program Files

2. Click the reverse arrow button in the "SIMATIC Runtime Manager" to restore/remove a log
segment from a log database.

Figure 2-40
&

Runtime Server infopmation

Computer name of IP address: localhost:

Projects
oW e o

Project Autostart  Device name State Type jin]
. MyProject O HMI_RT_1 Runining Project acaSdaef-b72b-4b7c-b617-6f521c97305

| 2R

Updated project state v OK
Select the type of log.
Select the log segment you want to restore.
Select start and end time for recovery.
Select the backup path via the "..." button.
Confirm the settings by clicking the "OK" button

N o ok ow
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Figure 2-41

Project settings

Restore segments

Logs ¢
() alarm
®7Tag

[start:
CEend:

Restore Database Segments temporarily

[HMI_RT_t::Data log_t

Al tag logs

| 4f2afz2021 ||DD:DD:DD

| 4f2afz021 ||DD:DD:DD

Status

Backup path: |

Restore Segments

Remove Segments 0

7
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2.14

2.1.4.1 Confi

Configuring a Log Tag/Alarm

guring a Log Tag

A log tag is configured at the associated HMI tag.
Follow the steps below for the configuration:

1. Open the variable table of the HMI variable to be logged.
("Project tree > <device hame> > HMI tags > <Name of tag table>")

Figure 2-42

Project tree I |

JDevices || Plant objects |

e
B
(=

B Add new device
i Devices & networks
» [l myPLC [CPU 1516-3 PN/DP]
« [ myMTP700 [MTP700 Unified Co...
[ pevice configuration
4| online & diagnostics
1 Runtime settings

4 p_]j screens

b r:g HMI tags

%5 showall tags
B Add newtag table
¥ Default tag table [7]
% Ventilator1 [14]

%2, Connections

4 HMi alarms

» D Farameter set types
w Logs
5] Scheduled tasks

» &) Scripts
&5 collaborstion data
") Cycles

431 Text and graphic lists

2. Select the HMI tag to be logged.

F

igure 2-43

* 7] myProject E

Project tree m 4

JDevices || Plant objects |

o
Ex

* 7] myProject
K Add new device
i Devices & networks
» [l myPLC [CPU 1516-3 PN/DP]
» [ myMTP700 [MTP700 Unified Co...
~ [0 myPcStation [SIMATIC PC station]
: [I§ Device configuration
: %/ Online & diagnostics
= v [} HMI_RT_2 [WinCC Unified PC RT]
: [IY pevice configuration
1 Runtime settings
» rfj Screens
i r:a HMI tags
5 show all tags
B Add new tag table
2 Default tag table [7]

B

% Ventilatorl [14]
%24 Connections
A4 HMI alarms
» [ 7] Parameter set types
w Logs
8] scheduled tasks
v [7] scripts
&3 Collaboration data
C] Cycles
: i Text and graphic lists
= ) (2 Local modules

- W X

... [SIMATIC PC station] » HMI_RT_2 [WinCC Unified PCRT] » HM tags » Ventilator1 [14]

SIMATIC WinCC Unifi
Article ID: 109782859,

EXIE =
Ventilator1
Mame a Data type Connection PLC name
&  VentilatoriData_setpointspeed Int [2]] myPestation_to_myPLC [ ..] myPLC
< Ventilator1Data_speedLimitAct.. Bool myPcStation_to_myPLC myPLC
< Ventilator1Data_statusWord Word myPcStation_to_myPLC myPLC
<0 Ventilator1Data_termperatureFa. Real myPcStation_to_myPLC myPLC
<Add new=
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3. Open the editor area for bit and analog alarms, as well as log tags.

(Click the black arrow pointing upwards)
Figure 2-44

- X

... [SIMATIC PC station] » HMI_RT_2 [WinCC Unified PCRT] » HM tags » Ventilator] [14]

= D B

Ventilator1
Name a Connection

igl| myPcStation_to_myPLC

myPcStation_to_myPLC

Data type
<0 Ventilator1Data_setpointSpeed Int

<0 Ventilator1Data_speedLimitAct.. Bool
<
<

PLC narme

|| mypLC

myPLC

Ventilator1Data_statusWord Word myPcStation_to_myPLC myPLC
Ventilator1Data_temperatureFa. Real myPcStation_to_myPLC myPLC E
<Add new=
[<] I |
! L TN )
J Discrete alarms || Analog alarms || Logging} @ ?ﬂ
D MNarme Alarmm text U Alarm class Trigger tag Trigge.. .

<Add news

4. Open the editor for log tags.
(Click the tab "Logging Tags")

5. Create a new log tag.
(Double-click "<Add new>")

Figure 2-45

-.-[SIMATIC PC station] » HMI_RT_2 [WinCC Unified PCRT] » HMI tags *» Ventilator1 [14]

- 0 EX

= B % % =
Ventilator1
Name a Data type Connection FLC name
A Ventilator1Data_setpointSpeed Int =|| myPcStation_to_myPLC I_] myPLC E‘
< Ventilator1Data_speedLimitAct.. Bool myPcStation_to_myPLC myPLC
< Ventilator1Data_statusWord Word myPcStation_to_myPLC myPLC
< Ventilator1Data_temperatureFa. Real myPcStation_to_myPLC myPLC E
<Add news
[<] I |
[ e W |
| Discrete alarms || Analog alarms || Logging tags | n
Mame Process tag Data log Logging mode Trigger m...

6. Rename the log tag to an appropriate name of your choice.
Figure 2-46

| Discrete alarms ” Analog alarms || Logging tags

Process tag Data log

I Ventilator1Data_set... LogDatal

(<] M

SIMATIC WIinCC Unified System - Logging
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7. Select the desired tag log (e.g., LogDatal).

E Mane

Trigger mode

Figure 2-47
| Discrete alarms || Analog alarms || Logging tags |_ \
Name Process tag Data log @ A)'; mode
da LoggingTag_1  VentilatoriData_set. [LogDatal |§| Oon chﬁnge
<Add new> [ Logs ||
Marme

:id LogDatal

8. Set the logging mode (e.g., "On change").

Figure 2-48
| Discrete alarms || Analog alarms || Logging tags |
Marne Frocess tag Data log Logging mode Trigger mode
@ LoggingTag_1  VentilatoriData_set... LogDatal |§ | .| On change

|v|N-:r1e
<Add new: Cyclic
On dermand @

9. Set the trigger tag and mode (e.g., "Rising Edge").

Figure 2-49
Logging tags
Trigger mode Trigger tag Limit scope High limit Lo...
la - Rising edge |v|Venti|atDr1Data_5_._ No limits E
Mane @
Falling edge
Rising and falling edge
Multi-selection
1. Select the HMI tags for which you want to add a log tag.
2. Open the editor for log tags.
(Click the tab "Logging Tags")
3. Click the button "Add new logging tag for each selected loggable tag".
Figure 2-50
Ventilator1
Name . MAatA fune Connection PO name PlCtan Ari_rirp:c
S0 | Ventilator1Data_actualSpeed Int 'E|| HM_Conne... | . PLC_1 VentilatoriData.actua.. .
<z VentilatoriData_setpointSpeed Int HM_Connectio... PLC_1 VentilatoriData setpoint...
(HD-" NEW>
E @ Q{ i
)/ AT
Walarms ” Analog alarms " Logging tags |
) 2
B‘; 2 loggable tags are selected @
4 Process tag Data ID\ Logging mode Trigger mode Trigger tag
@ ngTag_1 Ventilator1Data_actualSp. T 0On change None
N\ JngT&gJ Ventilator1Data_setpoint.. 0On change None
SIMATIC WinCC Unified System - Logging
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Configuring the Settings for Limit Detection/Smoothing
1. Specify the desired limit range in which you want to log the values for the tag.

Figure 2-51
| Discrete alarms || Analog alarms || Logging tags |
Limit scope High limit Low limit smoothing mode Compression made
da | within limits |v | 1349 Jl:l;‘iv"L?DD Itl’."l Mo smoothing Iz' End Iz'

Less
Greater or equal
Less or equal

Mo limits
Greater @

Within or equal
Outside limits
Outside or equal

2. Setthe limit value(s) depending on the selected limit range.

Figure 2-52
| Discrete alarms || Analog alarms ” Logging tags |
Limit scope High limit Low limit smoothing mode
Ja within limits E 1349 |end=[ 1200 |End« Mo smoothing E

2

3. Alternatively, you can define the limit values depending on an HMI tag in Runtime. To do
this, set the mode to "HMI_Tag".

Figure 2-53
Logging tags @
Limit scope High lirnit Low limit > ling mode
da within limits |E”1349 | st~ 1200 Lok N3 sméothing E
imd Constant
<@ HMI_Tag

4. Alternatively, you can use the limit values of the trigger tag.
Figure 2-54

|§, Properties ||"_i.'.|nfo y"ﬁ Diagnostics

Properties

General
. Limits
Taq trigger
Cycle Limits
Limits
Smoothing Limit scope: |Withir1|imit5 |'|
Compression || High limit: I_ \ r—l
)
! Low limit: l_ @ ! r
L . J
v Use tag limits: E
5. Set the smoothing mode.
Figure 2-55
| Discrete alarms || Analog alarms ” Logging tags | @’_
-imit scope High limit Low limit Srmoothing mode 6\_/\—&\
= aithin limits Iz"1349 |inst| 1200 s« | Swinging deor ~|

Mo smoathing
Compare values
Value

Relative value
swinging door
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21.4.2 Configuring a Log Alarm

You create a log alarm by assigning the configured alarm log to the corresponding alarm class
of the alarm. Therefore, all alarms of this alarm class are stored with their states in the assigned

alarm log.
Follow the steps below for the configuration:

1. Open the HMI alarm editor of your configuration.
("Project tree > <device name> > HMI alarms")

Figure 2-56
Project tree m 4 Project tree m 4
J Devices || Plant objects | J Devices || Plant objects |
* ] myProject Z * 7 myProject N
B Add new device [ B Add new device '
o Devices & networks g Devices & netwarks
» [ill myPLC [CPU 1516-3 PN/DP] » [l myPLC [CPU 1516-3 PN/DP]
* [} myMTP700 [MTP700 Unified Co__. » [ myMTP700 [MTP700 Unified Co...
I Device configuration ~ [0 myPcStation [SIMATIC PC station]
%/ Online & diagnostics = : [l§ pevice configuration 5
1 Runtime settings ﬂ Online & diagnostics
v [ Screens = v [ HMI_RT_2 [WinCC Unified PC RT]
v [3 HM tags [IY Device configuration
¥2a Connections 1 Runtime settings
[ HMi alarms o | » [ screens il
» [ ] Parameterset]! W v [ HMitags
3l Logs @ F25 Connections
§] scheduled tasks [ HMI alarms i
[ Eﬂ Scripts b [ Parameterset) w &
53 Collaboration data H Logs
(i} Cycles E Scheduled tasks
4] Text and graphic lists v [fa) scripts

2. Switch the alarm class editor.
("Alarm classes" tab)

Figure 2-57

...t » myPcStation [SIMATIC PC station] * HMI_RT_2 [WinCC Unified PC RT] » HMI alarms - X

J_IJ Discrete alarms ||g Analog alarms ||'_§ OPCUA A&C ||E System events ”—é Alarm r:lass_esJ_

Discrete alarms y
D MName Alarm text Alarm class Trigger tag Trigge.. | ...
o DiscreteAlarm Ventilator 1 was started  Information VentilatoriData_o... O

SIMATIC WIinCC Unified System - Logging
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3. Assign the alarm log from which you want to log the alarms to the alarm classes (e.qg., fans).
Figure 2-58

...t » myPcStation [SIMATIC PC station] » HMI_RT_2 [WinCC Unified PC RT] » HMI alarms - X

|'_E Discrete alarms "1_‘4. Analog alarms "'-E OPCUA A&C ||E System events ||__'1 Alarm classes L

=

Alarm classes

Mame State machine Priority | Log Backgro... Textcol.. Backgro... .
Laa SystemAlarmWithoutCle... Alarm without outgoing ... 12 - 255 I:l 255 - 255... |:
Cam SystemMotification Alarm without acknowle... 4 |:| 173t - Q,0... I:l 173... I
Laa Systeminformation Alarm without outgoing ... 1 |:| 220... - 0,0... |:| 220.. I
Lam SystemWamingWithoutC... Alarm without outgoing ... 8 |:| 255... - Q,0... I:l 255.. I
Can SystemAlarm Alarm with single-mode ... 12 - 255... |:| 255 - 255.. |:
Len SystemWarning Alarm with single-mode .. 8 I:I 255 - 0,0... I:l 255.. I
Lam Information Alarm without cutgoing ... 1 LogAlarm |:| 220... - Q, 0... I:l 220.. I
G Alarm Alarm with single-mode ... 12 - 255 |:| 255__ - 255.. |:
Cam Notification Alarm without acknowle... 4 |:| 173t - Q,0... I:l 173... I
Can WarningWithReset Alarm with acknowledg... 8 |:| 255... - 0,0.. |:| 255.. I
L Warning Alarm with single-mode .. 8 I:I 255 - 0,0... I:l 255.. I
Lam AlarmWithReset Alarm with acknowledg... 12 - 255, |:| 255, - 255... |:
Lgn CriticalWithReset Alarm with acknowledg... 16 - 139... |:| 255__ -139... |:
Lgs Operatorinputinformation  Alarm without outgeing ... 1 |:| 220... - Q,0... I:l 220.. I
Lga OperatorinputRequest Alarm with single-mode ... 5 - 0.0.. |:| 255... - 0, 0... |:
Ll Critical Alarm with single-mode .. 16 - 139.. I:l 255 - 139.. |:
Can Acknowledgement Alarm with single-mode ... 0 - 255... - 0,0.. - 255.. I
Caa Mo Acknowledgement Alarm without acknowle... 0 - 255.. I
Cem Ventilators Alarm with single-mo... [E] 0 |:: - B- EI

<Add new=

<] i
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2.15

2151

Displaying a Log in Runtime
Displaying a Tag Log
To display a tag log in Runtime, use the "Trend Control".

Follow the steps below for the configuration:
1. Open the screen in which you want to display the tag log.

("Project tree > <device name> > Screens > <Screen nhame")

Figure 2-59
Project tree I | Project tree m 4
J Devices || Plant objects | J Devices || Plant objects |

* 7] myProject
B Add new device
ﬁg‘h Devices & networks
» [l myPLC [CPU 1516-3 PN/DP]
~ [ myMTP700 [MTP700 Unified Co...
[IY pevice canfiguration
4 Online & diagnostics
1 FRuntime settings
~ P_D Screens
ﬁl‘ Add new screen
F_| 01_Startscreen
[] 02_TagArchive
[] 03_AlarmArchive
» [ HM tags
%24 Connections

") Cycles

4] Text and graphic lists

2. Add the "Trend Control" to the screen.

¥ 7 myProject
B Add new device
gy Devices & networks
» [ myPLC [CPU 1516-3 PN/DP]
» [ myMTP700 [MTP700 Unified Co...
« [ 5 myPcsStation [SIMATIC PC station]
: [If pevice configuration
g %/ online & diagnostics
= v [ HMI_RT_2 [WinCC Unified PC RT]
: ¥ pevice configuration
1 Runtime settings
7 r\__E] Screens
K Add new screen
F | 01_Startscreen

[] 02_TagArchive

4 HMI alarms [] 03_alarmarchive
] D Parameter set types ] r:é HMI tags
W Logs %24 Connections
5] scheduled tasks 4 HM alarms
b U2 Scripts ] D Parameter set types
B Collaboration data Bl Logs

E Scheduled tasks

4 E’E Scripts

SIMATIC WinCC Unified System - Logging
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Figure 2-60
Options n
ACABLAMAUIIE & 8§ 5|2
* 1> |Basic objects g
+ | Controls i
2gend p— - -
) Trend 1 _! (’) E] E%
100 Alarm Media player  Screen % y
-0 control window ||
?E = =8 &
o[ 3
2 Trend Process 3
4:452 ~ympanicn control
O
— -z
— \ g
M« » t o = :
\J ﬁ j ¢
,g Plant Reports -
@ overview .
o o o
12/2021 55

V1.0,




© Siemens AG 2021 All rights reserved

2 Engineering

3. Select the Control and open its properties.
("Properties" tab)

4. Configure the left value axis.
("Properties > General > Trend areas > [0] Trend area > Left value axis > [0] Values axis Y")

Figure 2-61
J Properties || Events || Texts |
43 =] E |_"
Mame Static value Dynarnization (0}
* [0] Trend area TrendArea_1

b Auliaryline colar |:|21?.21?.21? Mone

» Background color |:|255.255.255 Mone

b Grid unes Wertical maior arid line... None A

v Leftvalue axis 1iterns 1

¥ [0] Value axis ¥ Left value axis_1
b Automatic sc... E Nane n
b Automaticall... [ Mone M
b Auxliarylines 1 items n
b Axis color - 0,00 Nane r
b Displayname Mone
» Division count 100 MNone
b Label colar - 87,87, 86 E Mone
» Label font
» Markcolor [ 28.31.48 None
b Maximum sc... 1500 Mone
b Minimum sc... O Nane
MName Left value axis_]1

[ TR e g1 - Blmme

5. Configure the lower time axis.
("Properties > General > Trend areas > [0] Trend area > Time axis bottom > [0] Time axis")

Figure 2-62
J Properties || Events || Texts
l% =| -‘-:_ ['
Mame Static value Dynamization (0}

* [0] Time axis Bottom time axis_1
b Automatic sc... E None
b Axis color -U.U.U Mone
b Display name MNaone
b End time 11/11i2020 4:45 PM None
b Label color - 87.87.86 Mone
b Label font b
b Markcolor [ 28.31.48 Mane A
b Measuring p... 120 Mone 1 :

Mame Bottom time axis_1

b Output format Mone m 7
F Scale mode Mumbers, Ticks Mone \/
b Show recent [ Hone
b Starttime 11111i2020 4:40 PM Mone
» Time range Time interval None
b Timerange b... Minute Mone
b Timerangef. 1 None
¥ visibility ¥ Mone =

SIMATIC WIinCC Unified System - Logging
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6. Add as many trends as you want to display on log tags to the Trend area.

7.

("Properties > General > Trend areas > [0] Trend area > Trends > <Add new>")

Figure 2-63
J Properties || Events || Texts
BEEY X3
Marne Static value Dynamizatien ... Trends
¥ [0] Trend area TrendArea_1 = .
b Auxliary line color I:l 217,217, 217 None — e atiamade
» Background color |:|255,255,255 MNone [0] Trend - Time average steppedt'“
b Grid lines Vertical major grid line... None [1_] IEREEN | Time average stepped |
b Leftvalue axis 1 items s e
» Main line color [ ]217.217.217 None =
P Name TrendArea_1 | |
b Range proporticn 1 None ‘.
» Right value axis 0 items i
» Ruler "
» Selected trend Trends[0] None
b Statistics ruler
» Time axis bottom 1 items
b Time axis top 0 iterns
I ¥ Trends 2 items I
» [O] Tret o ¥
r [1] Tre‘@ ¥
v Visibility M none
(<] I | (<] i

Open the settings for the first trend.

("[0] Trend - :Y")

Assign a display name of your choice.

("[0] Trend > Display name")
Figure 2-64

J Properties || Events || Texts |
4% =! E |_'-
MName Static value Dynamization ...
¥ Trends 2 items
. [0] Trend Y:
regation ... Time average stepped  Mone
rmative b... [_] 197, 232, 118 None
v Background . [[0] 147,192, 31 None
» Background f.. Transparent MNane
» Connection g...
» Data source Y
I b Displayname setPointspeed :
» Line color [ 255, 102, 0 [
» Line type Solid *
boLinewidth 1 [l
¥ Marker color - 0,00
» Markerdime.. 3
» Markergraphic
» Markertype Nane
» Show logged...
b Time axis Bottom time axis_1 Mone
» Trend mode  Interpolated MNane
b Value axis ¥ Left value axis_1 Mone
b Visibility [ Mone
(<] il |

SIMATIC WIinCC Unified System - Logging
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9. Select "Logging tag" as the data source.

Figure 2-65
J Properties ” Events ” Texts |
A== '
Marne Static value Dynamization ...
> Trends 2 items
w [0] Trend e
» Aggregation ... Time average stepped  Mone
b Alternative b [ ]197,232, 118 MNone
b Background .. [l 147,192, 31 MNone
b ound f.. Transparent MNone
2 (ytion g...
Data source Y )
» Showcon.. ] @
P Source I |j| @.;/vJ
» Displayname  setPointspeed < HM_Tag
» Line color -255,102,0 flm Logging tag
» Line type Solid Mone
b Line width 1 Mone
b Marker color - 0.0,0 Mone
b Markerdime... 3 Mone
» Marker graphic MNane
» Marker type MNane MNane
» Showlogged... E Mane
b Time axis Bottom time axis_1 Mane
» Trend mode Interpolated MNane
[Fe Tl m 1 ~
10. Select the desired log tag as the data source.
Figure 2-66
J Properties || Events || Texts |
BEEY [
MNarm - m
Time axis bottom T [ﬁrinyPCStatlon o | |
- ~ [ HMI_RT_2 [Win__.
» Time axis top N % HI tags Narme
¥ Trends Nane
vﬁ Logs - ;
¥ [0] Trend = Ventilator1Data_actualSpeed:Loggin.

» Aggregation ...
Alternative b...

Background ...
Background f..

Connection q...

{4 v v v w

Data source Y
¥ Showcon...

[ LogData1

T T am

=

Ventilatori Data_setpointSpeed:Logg!

<|

2GS

£y
X|

P Source

» Display name setPoint speed
¥ Linecolor [ 255.102,0
b Line type Solid

b Line width 1

v Markercolor o0 0

» Markerdime.. 3

¥ Marker graphic

b Marker type Naone

» Show logged...

:Z

MNone
MNone
MNane
None
None

MNone

E MNane

<]

11. Repeat steps 7 — 10 for the trends added in step 6.
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2152

Displaying the Alarm Log

To display an alarm log in Runtime, use the "Alarm Control".
Follow the steps below for the configuration:

1. Open the screen in which you want to display the alarm log.
"Project tree > <device name> > Screens > <Screen name")

SIMATIC WinCC Unified System - Logging

Figure 2-67
Project tree 4 Project tree m 4
J Devices || Plant objects | J Devices || Plant objects |
* | ] myProject E ¥ ] myProject E
K Add new device Ef Add new device
g Devices & netwarks g Devices & networks
» [l myPLC [CPU 1516-3 PN/DP] v [ myPLC [CPU 1516-3 PN/DP]
~ (5} myMTP700 [MTP700 Unified Co... v 5 mymTP700 [MTP700 Unified Co...
Y Device configuration ~ [0 myPcStation [SIMATIC PC station]
3| online & diagnostics [If pevice configuration
1 FRuntime settings = g 4| online & diagnostics =
- rfj Screens - - E] HMI_RT_2 [WinCC Unified PC RT]
B Add new screen : [ pevice configuration
F_| 01_Stariscreen 1 Runtime settings
[] 02_Tag#rchive * |[] Screens
[] 03_AlarmArchive B Add new screen
v [ HMi tags F | 01_Startscreen L
%2, Connections i [] 02_TagArchive
A HMi alarms [T] 03_AlarmArchive
4 D Parameter set types r E HMI tags
§l Logs %2, Connections
5] scheduled tasks [ HM alarms
v (&) scripts » [ ] Parameter set types
2 collaboration data Ul Logs
) Cycles 5] Scheduled tasks
é_g.i Text and graphic lists » (&) scripts
2. Add the "Alarm Control" to the screen.
Figure 2-68
...on [SIMATIC PC station] » HMI_RT_2 [WinCC Unified PCRT] » Screens » 03_AlarmArchive - X
Options I
AL EsATHA+NE §F8@ s =15
1> |Basic objects g
- ~ | Controls £
Alarm clas  Origin Area Alarm text Status text = - —~5
Media player  Screen El
2 m window ||
3 - ?
“ contro end %
: B) 7 i
— P — B V|Mycuntruls E
- rreeEEns B = |
Faas==8 B g
'Zl i Uv”elfvri‘;w Fepers |
o a Z
=
3
3. Select the Control and open its properties.
("Properties” tab)
12/2021 59
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4. Enable visibility for the "Show logged alarms" and
"Show logged alarms and update" buttons in the toolbar.
("Properties >Miscellaneous > Toolbar > Elements > [1] / [2] Button > Enable")

Figure 2-69
J Properties || Events || Texts
l% B E | Xt 7
Name Static value Dynarnization... Elements
¥ Miscellaneous . - .
» Alarm control Identifier Visibiliy | W -
¥ Alarm statistic S [0] Button - Show active alarms ] 4} 2] [~]
¥ Alarm Statistics. [1] Button - Show logged alarms ) —_—
s
} Caption-Color -145|14?|154 Fare [2] Button - Show and update |... M |z
} Connection sta.. None [2] Button - Show defined alarms [ )42
» Currentalarms Notsuppressed None 3 [4] Button - Alarm “atm'c.; view M 22 =
» Displayed alarms Mot suppressed, Lo... None [l Bl = A Fhnnidzifr D o
H [6] Button -First line @ 42
b lcon MNone i
» Label || [7] Button - Previous line @ 42
Name Alarm control_1 o [8] Bution - Next |.|r|e b 42
b Show recent & Mone r [9] Button - Last line M a2
yisiaisbar [10] Button - Move to next ack... D 12
Status
Tah index 0 [11] Button - Previous page D 42
» Time zone B e [12] Button - Next page ) 42
» Toolbar [13] Button - Single acknowled... [ a2
» Allow opera... @ ) [ Mone [14] Button - Group acknowled... M 42
L ool — 0. 255 None [15] Button - Single confirm [ a2
) L= utton - Show recent
b Elements [1e] g sh 42
utton - Info text setu
¥ ront 17]B Info P 42
» Showtooltips @ Niorne [18] Button —Com.m-ent: setup Q 42
[l M s el mlls

Specify for the alarm source that it refers to the logged alarms.
"Properties > General > Alarm source")

You can choose between the following alarm sources:

- "Logged alarm

s"

The alarm display shows the logged alarms.

- "Logged alarm

s updated"

The alarm display shows the logged alarms, which are updated at specified intervals.

Figure 2-70
J Properties || Events || Texts |
BBEY |
Name Static value Dynamization (0}
¥ General

» Alarm source
b Filter
Appearance
Format
Miscellaneous

Security

* ¥ vy v v

Size and position

Logged alarms updated |v | None

b

Mot configured
Pending alarms
Legged alarms
Legged alarms u

Alarm definition

Alarm statistics

T = T =

<]

SIMATIC WIinCC Unified System - Logging

Article ID: 109782859,

V1.0, 12/2021

60



© Siemens AG 2021 All rights reserved

2 Engineering

Configuring filters
1. Open the filter settings of the Control to display specific alarms/alarm classes.
2. Add a new filter.
Figure 2-71

|§, Properties ||"_i".lnfo ||ﬂ Diagnostics

J Properties || Events || Texts

l% B E |_"

Mame Static value 1% zation {0}
¥ General 3

» Alarm source Logged alarms updated 1)

b Filter ~q None
@l "Alarm filter confi X
(]
] AND | DR Operand Setting
b Add news
(]

E Ok i |I Cancel I|
|

3. Set the filter criterion (e.g., "Alarm class name").
("Criterion" column)

Figure 2-72

Alarm filter configuration @ %
AND [ OR Criterion J’ Setting

|;‘-.Iarm class name vIEqualto B <Selectan alarm class> l;‘

SR I ~larm class name
Alarm state
Status text

Area

Last modification
Incoming time
Qutgoing time
Rezet Time

Alarm text
Additional text 1
Additional text 2
Additional text 3 i

[ w [[>]

| ok || cancel |
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4. Set the condition/operand for checking the filter criterion
(e.g., "Equal to").
("Operand" column)

Figure 2-73

Alarm filter configuration
AND | OR Criterion Operand g @ 2
Alarm class name EI Equal to vlﬁe'leu/an alarm class= lz‘

<Add new=

Not equal
Includes
Does not contain

In
Notin

| ok || cancel |

5. Select the setting for the criterion to be checked (e.g., the alarm class).
("Setting" column)

Figure 2-74

Alarm filter configuration
AND [ OR Criterion Operand setting @

Alarm class name lz' Equal to

Ventllator. (@
) —)

:1 HRAL ala

Marme

; SysternViarni @ 3
: Systermarni)
e =D

=
=
Q; Ventilators
=
e

T ¥ T a7

Warning

: WarningWithReset
<] ] 3 — @g)

6. Repeat steps 2 - 5 if you want to add more filters.
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7.

If you have configured several filters, a Boolean linking of the individual filters is possible.
("AND / OR" column)

- OR A criterion linked to OR must be fulfilled
- AND Al criteria linked with AND must be fulfilled
Figure 2-75
Alarm filter configuration [
AND [ OR Critericn Operand Setting
Alarm class name Equal to Ventilators
Alarm state IE' Equal to IE' Incoming E

o 9

oK ] |I Cancel
Confirm the filter settings by clicking "OK".
Figure 2-76
Alarm filter configuration [
AND [ OR Critericn Operand Setting

Alarm class name Equal to Ventilators

Alarm state Equal to Incoming

|I oK ]|' Cancel ]

- e
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2.1.6
2.16.1

Exporting a tag log

Exporting a Log as a *.csv File

Using Code Snippets

1. Open the desired event for the log export (e.g., "Press" a button).

Figure 2-77
I__g,Properties ||"_i.'.lnfo y"ﬂ Diagnostics
| Properties I Events Texts |
Activated T T
Deactived

Click left mouse button
Press key

Release key

Relea

Click se bu

@/

<Add function=

2. Click the button to convert a function list into a JS script in the function list menu bar.

Figure 2-78

|§Properties ||"_i.'.lnfo y"ﬂDiagnostics |

Properties Events

Activated

Deactived

Click left mouse button
Press key

Release key

Release

Click riaht mouse bu

3. Open the context

|| Texts |

+ TIFE X

2
Name @ Value
<Add

menu for the code snippets.

4. Inthe "HMI Runtime" area under "Tag logging", select the code snippet

"Export tag log as CSV".
Figure 2-79
|§.Properties ||"_i.'.lnfo y"ﬁ Diagnostics
Properties Events || Texts |
-’;w ﬁ Global definition Asynchronous :
b i export function exportTagLoglAsCSV v, modifiers, trigger) |
Deactived ; |
Shckciicn=che s | BN Alarming ’
Press key 5} 3 Lagic » Alarm Logging
Release key @ Connections »
E Press Database access b
Release i Data set »
Click right mous... [ File System 4
» Farameter Set ]
[l Plant Model »
Screen ]
Tag ]
Tag Logging 4! Read loo
Trace Export tag log as C5V

Setlanguage

A code block is added to the editor area.
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5. Set the file path and name.

6. Setthe start and end time for the log export.
Set the delimiter for the *.csv file.
Figure 2-80

:;w% Global definiticn Asynchrenous X ¢% G

export function exportTagLoglAsC5V OnDown(item, x, ¥, modifiers, trigger) {

o]

Activated
Deactived | [ | _

Click left mouse ...

Press key

Release key

E Press

Release

% let start = new Date({"2021-03
10 let end =

Click right rmous...

s |

12 let delimiter = ":":
—_

8. Define the log tag and the associated data that you want to read out and write to the *.csv
file.

Figure 2-81
l r—"'ﬂ% Global definition Asynchronous 3 mié * ¢ G

delimiter

d >
18 gg a sult.Error;
19 gged esult.Values;

51 S 1=t T meremAT e F 4 meleeserd §

tagl.Nas

] 22 cavData += m= + delimiter + loggedTag.TimeStamp + delimiter + loggedTag.Valus + delimiter + loggedTag.Quality + ™ :":I

9. The script is designed to read out and export a log tag.
Extend the code to include more log tags.

SIMATIC WinCC Unified System - Logging
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Exporting an alarm log

1. Open the desired event of a screen object for log export (e.g., "Press" a button).
Figure 2-82

LQProperties I"_i.'.lnfo y"ﬂDiagnostics |

| Properties IEvents I‘ Texts |

Activated Narne Value
Deactived <Add function=

Click left mouse _..
Press key

Release key
Relea /
Click \)5

2. Click the button to convert a function list into a JS script in the function list menu bar.
Figure 2-83

T

|§Properties ||"_i.'.lnfo y"ﬂDiagnostics |

Properties Events "_Te xts |

¥

Activated

MName Value

Deactived <Add

@x

Click left mouse ..
Press key
Release key

Release

|

Click right mous...

3. Open the context menu for the code snippets.

In the "HMI Runtime" area under "Alarm logging", select the code snippet
"Export alarm log as CSV".

Figure 2-84

|§, Properties ||"_i.'.|nfo y"ﬂ Diagnostics

Properties Events " Texts |

-J#ﬁ Global definition Asynchronous o EIIIiE X 8% Gy
] i export function exportTagLoglAsCS5V_OnDown(item, x, v, modifiers, trigger) |
Deactived ;
Click left mouse button 4 Alarming ¥ |
Press key 5 0} Logic R #arm Logging  » MEESETEN
Release key g Connections » Exportalarm log as C5V \\l
Ehess @ Database access b
Release Data set 4 @
Click right mouse bu... File Systern ]
m Farameter Set »
¢ Plant Model ’
: Screen »
H Tag 4
Tag Lagging 4
Trace
Setlanguage

A code block is added to the editor area.
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5. Set the file path and name.
6. Setthe start and end time for the log export.
7. Set the language for the exported log alarm.
8. Set the delimiter for the *.csv file.
Figure 2-85
| % 24 clobal definition [E#] Asynchronous | i W X € §g
P export function exportTagLogld. ' OnDown(item, x, y, modifiers, trigger) [
Deactived

Click left mouse ...

Press key
Release key

E Press 7 let fileName

Release -

Click right mous... 9 let start = new
m 10 let end = new Da
4
m 12 let languageID = 1033; I_G
Y !

14 let delimiter = ","; I e

9. Define which data you want to read out and write into the *.csv file
(e.g., "Alarm ID", "Alarm class name", "Alarm status").

Figure 2-86

HX Gy

ClassName™ + delimiter + "State\n"; I_e

ﬁ Global definition Asynchronous

3

15 1let csvData = "ID" + delimiter + "A1

B e L N T ey e S Carer oy T /

17 promissl.then ({logoedAl armStatedrray [

18 for (let loggedAlarmState of loggedhlarmStatelrray) |

15 cavData += loggedhlarm .ID + delimiter + lo .State + n

20 T

Confirmation via Log Export

The code snippets for exporting logs use the built-in trace() function of Runtime to output errors

or the status of the export. You can view them via the "RTILtraceViewer.exe" tool.
A description of how to use the tool can be found in Section 2.3.1 Using RTIL Trace Viewer.
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2.1.6.2 Automatic Export

1. Open the task scheduler in the project navigation.
Figure 2-87

Project tree Il

JDevices || Plant objects |

s
=]

hd E PcStationUnified_2 [SIMATIC PC station]
: [IY Device configuration

: 4| Online & diagnostics

= = [ HMLRT_3 [WinCC Unified Scada RT]
: [l'f Device configuration
Ceollaboration data

1 Runtime settings

-

[ screens

|~ -

Ly HMI tags

%24 Connectiens

E4 HMI alarms

[7] Parameter set types

0l Loos

-

-

——

[ seripts -
) gycles @
4] Text and graphic lists

= » [ Local modules

o

2. Add a new task with a name of your choice.
3. Select a trigger of your choice (e.g., "Daily").
Figure 2-88

... b PcStationU nified_2 [SIMATIC PC station] » HMI_RT_3 [WinCC Unified Scada RT] *» Scheduled tasks

Name Trigger Description Comment

5] ExportTaaloaTag! | Daily v | Execute everydayat 1:58:26 PM.
e T500ms 3
Tis
@ = %

~
Er l_‘/
Manthly
Yearly
Once
Tags
Alarms

4. Open the "Update" task event.
Figure 2-89

|§Properties I"_i.'.lnfo y"ﬁ Diagnostics

| Properties I Events I Texts

Update Name Value

<Add function=
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5. Click the button to convert a function list into a JS script in the function list menu bar.
Figure 2-90

|§Properties ||"i".|nfo y"ﬂ Diagnostics |

Properties Events || Texts |

+ 7[E]x
5

Update Name @ Value
<Add

6. Create a script to export a tag/alarm log using the corresponding snippet (see Section
2.1.6.1).

SIMATIC WIinCC Unified System - Logging
Article ID: 109782859, V1.0, 12/2021

69



© Siemens AG 2021 All rights reserved

2 Engineering

2.1.6.3

Convert a Timestamp in Excel

1. Open the exported log file.

2. Insert a new column.

Figure 2-91
File  Home Insert Page [cipi |11 |A° A $ - % 9 > WinCC Unif & =
o . BIZSO-A-H- BB
A B X cut D E F G
1 |pk_TimeStamp |pk_fk_Id lue
2|  1.32606E417 (@ Copy
3 1.32606E+17 B Paste Options: 0
4 1.32606E+17 580
5 1.32606E+17 ﬁil 0
6 1.32606E+17 Paste Special.. 10
7 1.32606E+17 20
8| 1.32606E+17 Insert 2 35
9 1.32606E+17 Delete @ 45
3. Select the column next to the first timestamp.
4. Enter the following formula:
= (< Cell name >/60/60/24/10000000) - 109205
Figure 2-92
File Home | Insert Page LayoL Formulas Data  Review View Help WinCC Unif i -
SUM v X « F | =(A2/60/60/24/10000000}-109205
A B C D E W‘ ; F G
e ——
1 |pk TimeStamp pk_fk_Id Quality Value
2 1.32606E+17]| <(A2/60/60/24,/10000000)-109205 0
3 1.32606E+17 ( @3 2 24 i}
4 1.32606E+17 1 192 580
(5 4 3T TrET e 2 40 n
5. Copy the formula to the other cells by dragging the green square.
Figure 2-93
A B C D E G
1 |pk_TimeStamp pk_fk_Id Quality Value
2 1.32606E+17|  44274.56685 1 24 0
3 1.32606E+17 | 5 2 24 0
4 1.32606E+17 \j 1 192 580
5 1.32606E+17 2 192 1}
6 1.32606E+17 2 192 10
7 1.32606E+17 2 192 20
8 1.32606E+17 2 192 a5
9 1.32606E+17 2 192 45
10 1.32606E+17 1 192 680
11 1.32606E+17 v 2 192 60
B 4 gmemme g q - [-1-0s1
6. Select the column.
SIMATIC WIinCC Unified System - Logging
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7. Open the format settings of the column via the context menu

"Format Cells...".
Figure 2-94
B1 v Calibri ~/ 11 ~ A" A" ¢ ~ 9% 9
o - B I =0 Ak %40 £
1 |pk_TimeStamp E @ )_ Tok fk 1d Quality value
2| 1.32606E+17 566 i, Cut 24 0
3| 132606E+17| 44274566 [ 24 0
4| 132606E+17| 44274.566 192 580
5| 1.32606E+17| 44274.566 |[I Paste Options: 192 0
6| 1.32606E+17] 44274568 192 10
7| 1.32606E+17| 44274.568 O 192 20
s | 1.32606E+17| 44274.568 192 35
o | 1.32606E+17] 44274568 192 45
10| 1ao60se+17] asomases " 192 680
11| 1.32606E+17| 44274568 Delete 192 60
12|  1.32606E+17| 44274.568 Clear Contents 192 880
12|  1.30606E+17] 44274.568 192 70
14| 1.32606E+17| 44274.568 Format Cells... \QLj 192 980

1 2 ral aanga ree . @ 1en o

8. Change the settings in the "Date" category to a date-time type (e.g., 3/14/12 1:30 PM).
9. Click "OK" to confirm your input.
Figure 2-95

General sample
Mumber
currency
Accountin Type:

Mar-12 -~

Time 8

Percentage e
Fraction p B
scientific - -

Text
Special
Custom

Locale {location):
English [(United States) w

Date formats display date and time serial numbers as date values, Date formats that begin with
an asterisk (*) respond to changes in regional date and time settings that are specified for the
operating system. Formats without an asterisk are not affected by operating system settings.

[0 ]| conce
D)

The timestamp is now displayed as a date-time format in UTC time.

Figure 2-96
| A B C D E
1 pk_TimeStamp pk_fk_Id Quality Value

2 1.32606E+17 3/19/21 1:36 PM 1 24 lu]

Smrat B - - r
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2.2 Operation
221 Displaying/Analyzing Log Tags in Trend Control

Displaying log tags in Trend Control
1. Open your screen with the Trend Control for the logged tags.
2. Display the ruler via the "Ruler" button.

3. Click the "Zoom areas" icon and then click in the area of the Trend Control that you want to

zoom in on.

4. Click the "Original view" button to reset the
zoom settings.

Figure 2-97

=&~ setPoint speed
@ acutal speed

. setPoint speed

O

a0

O o o o

=]

e« 0 Pae = (@l

22

Analyzing log tags in Trend Control
1. Click the "Start stop" button on the toolbar to stop updating the Trend Control.

=)
e

2. View the change in the first/last data record using the buttons "First trend" and "Last trend".

Figure 2-98

=&~ s=tPoint speed
@ acutal speed

- setPoint speed

1c1@

[:
I)l =]

|

8

‘

7 \«Hl H \‘ﬂ»H@{H@.I &
27
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3. Optional: Switch between the previous/next record using the "Previous Trend" and "Next

Trend".

4. Click the ruler, hold down the left mouse button, and move the ruler to the position of your

choice.

The current values are displayed next to the ruler, and the current timestamp at which the
ruler is located is displayed in the ruler label.

Figure 2-99

~@- setPoint speed
~@- acutal speed
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222 Loading/Filtering Log Alarms in Alarm Display

Loading log alarms
1. Open the screen with the alarm display for the logged alarms.
2. Click the "Show logged alarms" button to load the current log alarms

Figure 2-100
Alarm class Alarm text Alarm state Raise time Status text
1 Ventilators Ventilator 1 runs with high sp:  Raised 11012120 10:38:59 AN Incoming

- T T R N

- {B)
EREm/.z2e2a=70: BE

L4

3

Updating the Alarm Display

If you have selected "logged alarms" as the alarm source in the Control settings, the alarm
display is not automatically updated.

Follow these steps to update your alarm display:
1. Click the "Show and update logged alarms" button to update the log alarm.

Figure 2-101
O X

Alarm class Alarm text Alarm state Raise time Status text

|U'|-huum—-
(¥F) @r
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Changing/Configuring Filters in Runtime

1.

No agr~MeN

Click the "Selection display" button to open the filter settings.

Figure 2-102
Alarm class Alarm text Alarm state Raise time Status text
1 Ventilators Ventilator 1 runs with high spt  Raised 11012120 10:38:59 AN Incoming

e W

—

!

—(8)
@m@wwwuwwww|Jw@
:

f\ =25

Select the line of the filter and change the properties.

You can delete the settings via the "Remove" button.

You can change the order and condition by moving a criterion via the "Up" button.
Confirm the filter settings by clicking the "Apply" button.

Close the filter dialog by clicking the "OK" button.

You can discard the changes by clicking the "Cancel" button.

Figure 2-103

And / Or, \ Criterion Operand Setting
@ me of alarm class Equal to Ventilators
And = A{arm state v Equal to Raised

<add>

@_(

(o) | Down

Filter

AlarmClassName = 'Ventilators' AND State = 1

=B I N e
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2.3

23.1

Troubleshooting

Using RTIL Trace Viewer

The RTIL Trace Viewer records the activities of Runtime. With this tool, it is possible to track
activities of scripts.

1. Open File Explorer.
2. Open the installation directory of WinCC Unified.

Default:

3. Start the RTIL Trace Viewer.

Path:

Figure 2-104

IR E-

Manage bin

<Installation directory>\bin\ RTILtraceViewer.exe

C:\Program Files\Siemens\Automation\WinCCUnified

Share View Application Tools
/ i - L -
& Cut 4 B x \Eﬁ T New item & [ open - FHselectal
W Copy path -fj Easy access = Edit Select none
Pin to Quick Copy Paste Move Copy Delete Rename New Properties . .
access &] Paste shortcut to~ tor - falder - = History DD Invert selection
Clipboard Organize MNew Open Select
“ v A e Systemn (C:) » Program Files > Siemens » Autoration > WinCCUnified » bin » v @ Search bin pel
[ This PC ~ MName Date modified Type Size
) 3D Objects D REPTagAdden.dll §/23/2020 11:03 AM Application exten..,
I Deskiop D RTiLtrace.dll /2019 11:41 AM Application exten...
= [8:] RTILtraceTool.exe 5/27/2019 11:41 AM Application
/%] Documents . .
b load %' RTiLtraceViewer.exe 5/27/2019 11:41 AM Application
S
¥ Downloads | RTNGFoundation.dll ) 9/23/2020 10:09 AM Application exten...
b wusic ] RTProjectController.dil 9/23/2020 10:11 AM Application exten...
] Pictures D SCADA2015_Secon.xml 2/5/2020 2:50 PM XML Document
n Videos D SCADA2015_Secon_Beforexml 10/22/2019 11:11 AM XML Document
2 System (C3) D ScriptAlarmbeggingObjectModel.dll 9/23/2020 10:21 AM Application exten...
Matan M _ >
279items 1 item selected 435 KB

4. Set the filter to the subsystem script engine.
("Menu Bar >> Filter > Subsystem >Script FW")

Figure 2-105

System

3

& TraceViewer [m] x
File Edit View Columns | Filter Tools About
=] ‘ | n |7g Host 4 | - [ £ searchin traces (Cul+7) v A

2 fof system [ A simin o e i Timestamp <[ Message [=]
Clear filter
9838 Project Gf _ B 2021.03.24 09:37:38.303724 Trace(): Read failed, Error: Referenceerror: LoggedTa..
98387 Project Gf Module 3 AC 2021.03.24 38.300757 Trace(): Tag Name : ventilatorilData actualspeed:Vi_ac..
9835 Project Gf] Severity » ACS 0 Read failed, Error: Referenceerror: LoggedTa.
9834 Project Gf f v Trace(): Tag Name : ventilatorilData actualspeed:Vi_ac..
ags
5311 Project Gf g 2021.03.23 17:21:54.694331 Trace(): write file finished successfully scriptConte..
Process/Thread »  g5cg .
5310 Project Gf 2021.03.23 17:21:54.681240 Trace(): Tag Name : ventilatorilData actualspeed:Vi_ac..
»
s226 Project of Message SCSCommon 2021.03.23 17:20: 46. 918626 Trace(): write file finished successfully scriptconte..
5225 Project Gf Clear all filters « ScriptFW 2021.03.23 17:20:46.906531 Trace(): Tag Name : ventilatorilData actualspeed:Vi_ac.. -
StorageFramewor

5

Trace(): Read failed, Error: References
s

SscriptContext: HMI_RT_3::Curve:

Module: /screen_modules/pwMain/HMI_RT_3

Function:

56 of 9188 traces

exportTagloglAsCSV_OnDown (ca
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5.

Set the filter to the "ScriptHMIRuntime" module.
("Menu Bar >> Filter > Module > ScriptHMIRuntime")

Figure 2-106

Screen

9887  Project  Gf | NNV ScriptComp
9885 Project G
Teventy > ScriptDeviceObjectMode

9884  Project Gf

Fiags ’
5311 Project @ g v ScriptHMIRuntime

Process/Thread *»  ScriptPaCoObjectModel
Message 4 Server

Trace():

Tag Name :

013301 Tag Name

2]

694331 Trace(): write file finished successfully Scriptco
5310 Project Gf
5226 Project Gf
5225 Project Gf

918626  Trace(): write file Finished successfully scriptco

ventilatoriData_actualSpeed:Vi_ac

ventilatoribata_actualSpeed:V1_ac

5 TraceViewer Clear filter _ o %
File Edit View Columns | Filter Tools About AccessControl
o A ControlS
= & " 8 — ' ceesshonpRouree ‘9' Search in traces (Ctrl+F) o
System v
Appication > s st [] Message B
9888 Project GF_ Suhcuctem » 09:37:32.303724 Trace(): Read failed, Error: ReferenceError: LoggedTa

nte.

. 681240 Trace(): Tag Name : VentilatorlData_actualSpeed:Vl_ac

7:20: nte.
Clear all filters Service V 17:20:46. 906531 Trace(): Tag Name : VentilatoriData_actualspeed:Vl_ac z{

Trace(): Read Tailed, Error: Referencef  CpmCanfigurationReader
ScriptContext: HMI_RT_3::Curves

Module: /screen_modules/pwMain/HMI_RT_3  CpmRuntimeServiceBL
Function: exportTagloglAsCSV_OnDown (ca

DeltaDownload

56 of 9255 traces FullDownload

Sort the list in descending order by timestamp.
(Click column name "Timestamp")

Open the log export alarm by double-clicking the alarm line to display more information.
In the detail area below the alarm table, the corresponding alarm text is displayed.
Figure 2-107

& TraceViewer - a x
File Edit View Columns Filter Tools About @ )
= =3 Iy o8 &% - [ - searchin traces (Ctr+F) T
-
2 [of system | Application [ subsystem| Module* [{] =y gl Message [+]
9888 Project GFXRTS(22) ScriptFW ScriptHMIRuntime 2021.03.24 09:37:38.303724 Trace(): Read failed, Error: ReferenceError: LoggedTa
9887 Project GFXRTS(22) ScriptFW ScriptHMIRuntime Trace(): Tag Name : ventilatorlData actualSpeed:Vl_ac.
Project GFXRTS(22) sScriptFw ScriptHMIRuntime Error: ReferenceError: LoggedTa.
9884 Project GFXRTS(22) sScriptFw ScriptHMIRuntime 2021. .013301 Trace(): Tag Name : @@ pata_actualspeed:vi_ac.
5311 Project GFXRTS(22) ScriptFw ScriptHMIRuntime 2021. . 694331 Trace(): write file uccessTully ScriptConte.
5310 Project GFXRTS(22) ScriptFWw  ScriptHMIRuntime z021. . 651240 Trace(): Tag Name : 1Data_actualSpeed:Vi1_ac
5226 Project GFXRTS(22) ScriptFW  ScriptHMIRuntime z021. . 918626 Trace(): write file f successfully ScriptConte.
5225 Project GFXRTS(22) ScriptFW ScriptHMIRuntime z021. 908531 Trace(): Tag Mame : VentilatoriData_actualSpeed:Vi_ac.

Trace(): Read failed, Error: Referenceerror: LoggedTags is not defined

ScriptContext: HMI_RT_3::Curve:
Module: /screen_modules/pwMain/HMI_RT_3::Curves/Events.js —
Function: exportTagloglAsCSV_OnDown (callback)

48 of 8361 traces

Readme

How do | use the RTIL Trace Viewer correctly?

A detailed description with examples of how to use the "RTIL Trace Viewer" tool can be
found in the application example "SIMATIC WinCC Unified — Tips and Tricks for Script
Creation (JavaScript)".

https://support.industry.siemens.com/cs/ww/en/view/109758536
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2.3.2

Check necessary Permissions for the Log Directory

Note This step is only necessary in the event of an error or if you have not configured the log
directory using the "WinCC Unified Configuration” tool.

The logging of the WinCC Unified Runtime PC is controlled via the service user
"NTService\WCCILScsService".

In order to smooth and ensure error-free logging, the service user requires unrestricted read
and write access to the directory in which the log is stored. Therefore, check whether this
person has sufficient permissions for your configured log directory (Runtime settings/storage

location of the tag/alarm log).
Figure 2-108

MyNewDatabase Properties
General Sharing  Secunity  Previous Versions  Customize
Object name:  E:\MyNewD atabase

Group or user names:

SR puthenticated Users

S 5YSTEM

SR Administrators PAINCCUMIFIED Administratars)
SR Users (WINCCUMIFIEDAU sers]

To change permissions, click Edit,

Permissians for Authenticated

Users Allow ‘Jeny

Full control Permissions for MyNewDatabase
Modify

Fead & executd  Security

List folder conts

Read Object name:  E:\MyMewD atabaze
‘it

Group or user names:
For special permis| 2
click Advanced e
STEM

SR Users [wINCCUNIFIED M sers)

-

82 Administrators [WINCCUMIFIED \Administratars]

Permissions for MyMewDatabase
Security
Object name:  E:‘MyMewDatabase

Group or user names:
SR Authenticated Users
82 SYSTEM
SR Administrators PANCCUNIFIE D SAdministrators)

L N P Y TN Tl ml N LA Ll SRR PSP
—

Permissions fog®ihenticated
Users

Permissions for
WCCILScsService
missing

| Uk, ]

Add

Allow

Cancel

Remove

Deny
~

ooodo

Apply

I & WECILScsService I
Ny Added
permissions for
WCCILScsService
Select Users or Groups X

Select this object type:

|Users, Groups. or Buil-in security principals | Object Types...

Frarn this location:

|WINCCUNIFIED | Locations. ..

Enter the object names to select (examples]:

NT Service\wCCILS csServicd Check Names
Advanced... Cancel

You can assign the read and write permissions for the "WCCILScsService" user with the
"WinCC Unified Configuration" tool (Section 2.1.2) or manually assign them to the directory via
the properties (following chapter " Manual Assignment of Write Permissions to Log Directory ").
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Manual Assignment of Write Permissions to Log Directory

Open the parent directory of the desired log directory using the

File Explorer (e.g., C:\)

Create a new folder for the log directory (e.g., myNewDatabase,
("Context menu > Add new folder"))

Open the corresponding shortcut menu

(right-click the folder name).

Open the properties of the folder.

("Context menu > Properties")

SIMATIC WIinCC Unified System - Logging
Article ID: 109782859,

Figure 2-109
ia | |ﬂ = | Manage - O
Open
Home Share Wiew Drive Tools Open in new window
‘J Y cut x Pin to Quick access Open Eseled:al\
7-
W] Copy path o ? Edit Select none
Pinto Quick Copy Paste Move Copy Delete Renam CRCSHA > _ )
access (7| Paste shorteut to to - [ Scan with Windows Defender... Histary EFInver‘t selection
Clipboard Organize Give access to 5 n Select
« ~ 4 & » ThisPC » System (C) Restore previous versions w| @ | Search System (C:) o
Include in library >
| Pictures ~  MName Pin to Start Type Size
Archive Windows Send to 2 File folder
Software Users Cut File folder
; Copy ; .
@ OneDrive Siemens o File folder
ProgramData File folder
[ This PC Program Files (x26) Create shortcut File folder
J 30 Objects Program Files T2 @ File folder
Rename .
[ Desktop Parflonc o N, File folder
- MyMewDatabase ({  Proeeries File folder
|5 Documents S0
pep— \j 470 PN £ AIRA Fila £nl '~
1 " H 1]
Click the "Security" tab.
Figure 2-110
MyMewDatabase Properties X
General Sharinngecurity !Previous Versions Customize
|MyNewDa{al( @ ;T
Type: File folder
1 n H n
Click the "Edit..." button.
A dialog box for managing permissions opens.
Figure 2-111
MyMewDatabase Properties X
General Sharing Securty  Previous Versions Customize
Object name:  C\MyMNewDatabase
Group or user names:
A futhentifiziete Benutzer
SRSYSTEM
SR Administratoren (VMSITRAIN'\Administratoren)
82 Benutzer (VMSITRAINBenutzer)
To change permissions, click Edit Edit
Permicsions frr & thantifiziete
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2 Engineering

7. Click the "Add..." button to add a new permission for a group/user.

Figure 2-112

Permissions for MyMNewDatabase X
Securty

Object name:  C:\MyMewDatabase

Group or user names:

A Autherttifizierte Benutzer
HR SYSTEM
SR Administratoren (VM S TRAIN'Administratoren)

BB Benutzer (VMSITRAIN'Benutzer) @ 3
l Add... I Remove
P inee © fydher St

A dialog box opens for selecting users or groups.

8. Enter the service user "NTService\WCCILScsService".

9. Check the name for correctness using the "Check Names" button.
Figure 2-113

Select Users or Groups *

Select this object type:

|Users, Graups, or Built-in security principals | Obiject Types...

|F\L?F;E“QZ'ET§1°S 7oy [

/4
Enter the object names to select (exanr
NT ServiceMwWCCILS cs5ervice Z Check Mames
Advanced.. Cancel

10. Click "OK" to confirm your input.

SIMATIC WIinCC Unified System - Logging
Article ID: 109782859, V1.0, 12/2021

81



© Siemens AG 2021 All rights reserved

3 Useful Information

3
3.1

3.1.1

Licenses

Useful Information

Fundamentals

Licensing

Figure 3-1

Logging Tags

Max.

D meowssae

78
| serverased: Micosoft s Senver (RuntmerCony)

"B wincc unified Runtime PC

Unified Comfort Panels

The licensing depends on the requirements.

No additional license for logging is required for the Unified Comfort Panels.

You can only save the log in the database format "SQLite".

In the WIinCC Unified Runtime PC, it is possible to save the log in the database formats
"SQLite" and "Microsoft SQL Server". For "Microsoft SQL Server", you must purchase the
SCADA option with the associated "WinCC Unified Database Storage" license.

For licensing of the logging tags, one (or more) "WinCC Unified Logging Tags" licenses is also
needed.

Use the Automation License Manager (ALM) to transfer the licenses to the target system via a
license server or storage device.

Number of logging tags

The number of logging tags can be increased by 100; 500; 1,000; 5,000; 10,000; 30,000 by
purchasing additional licenses. The "Logging Tags" licenses are additive.

With SQLite, you can implement a maximum of 5000 logging tags. Microsoft SQL Server, on the
other hand, is scalable to the maximum number of PowerTags.
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3.1.2 Log/Log Segment Size

3.1.21 Overview

The size of the log depends on the type of log (tag or alarm log) and the selected settings. In
the log settings, the maximum log segment, the log size, and the time period can be defined.

The maximum log segment and log size is limited to the maximum available space of the
storage device on which it is stored.

Calculation of log size
The size of a log is the sum of the storage requirements of all log segments together.

n
Size logrotar = Z Size log segment
1

n = Number of segments

The size of a log segment results from the number of entries and their size as well as the offset,
which is stored for each log segment.

m
Size log segment = Of fsetsegment + Z Size entryy,
1

m = number of entries

Calculation of segment size

Note For SQLite, the segment size of a log is always an integer multiple of
4 MB. So, if you configure a segment size of 7 MB, the actual segment size is 8 MB.

For MS SQL, the smallest segment size of the log is 3 MB.

Offset of log segment

The offset for a segment results from additionally stored information on the property parameters,
such as the max. segment size. Depending on the database type, more (Microsoft SQL Server)
or less (SQLite) additional information is stored for the segment. Therefore, this is also different
in size.

Size of log entries

The size of a data entry is determined by the logging settings and the data type of the log tag.
The size of the log entry is determined by the logging settings and the properties of the alarm to
be logged,

such as the length of the alarm text.

SIMATIC WIinCC Unified System - Logging
Article ID: 109782859, V1.0, 12/2021 83



© Siemens AG 2021 All rights reserved

3 Useful Information

3.1.2.2 Tag logging

During tag logging, the individual tag values are written with a timestamp to the current log
segment.

Offset per log segment

Depending on the database type, the following values result for the offset
per log segment when logging tags.

e SOLite: ~0.5MB
e Microsoft SOL Server: ~5.0 MB

Log tag entry size

The size of the entry of a log tag is largely determined by the data type.
Depending on the data type, the following memory requirements result:

e 32bit value; e.g., Bool, Int, LReal, etc. ~ 80 bytes/entry
e 64bit value; e.g., Lint, DateTime, LTime, etc. ~ 106 bytes/entry
e Text value (arbitrary length); e.g., WString, WChar: ~ 586 bytes/entry
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3 Useful Information

3.1.2.3 Alarm Logging

During alarm logging, the individual alarms with a timestamp and alarm text are written to the
current log segment. Depending on the logging languages configured in the Runtime settings,
the alarm texts are logged in different languages.

Offset per log segment

Depending on the database type, the following sizes result in the offset per
archive segment when logging alarms.

e SOQLite: not significant
e  Microsoft SQL Server: ~3.5MB

Log alarm entry size

Figure 3-2
Log alarm : Entry Language . Number of ) Size of all
entry size = base size -+ ( er.ltry logging ) alarm texts
size languages

The size of a log alarm entry is largely determined by a fixed size per alarm entry, a size per
language entry, and the number of languages to be logged, as well as the size of the stored
alarm texts.

The size can be estimated as follows:

Size Message entrysegment
= basic size entry
+ (Size Language entry = Number of logging languages — 1)
+ size of all alarm texts

Entry base size

The base size defines the size of an alarm entry without alarm text. The size depends on the
database type and is fixed:

e SOQLite: ~0.3MB
e Microsoft SOL Server: ~2MB

Size of language entry and number of logging languages

For each additional logging language, a log entry expands by the size of a language entry. The
total size is therefore dependent on the number of logging languages and the size of a language
entry.

The total size is only taken into account if an alarm is logged in more than one language.
The size of the language entry depends on the database type and is:

e SOLite: ~0.1 MB
e Microsoft SOL Server: ~0.2 MB
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Size of all alarm texts

Figure 3-3
i Number of
?IZG otf ail - e . Number of . Text . Bytes per
BURNTT U 3 alarm texts length character

languages

The size resulting from the alarm texts is calculated from the number of logging languages, the
number of alarm texts, the number of characters in the alarm text, and the number of bytes per
character.

The size can be estimated as follows:

Size of all alarm texts of an entry
= number of logging languages * number of alarm texts  text length
* bytes per character

Number of logging languages

This parameter includes the numerical number of logging languages activated in the Runtime
settings.

Number of alarm texts
This parameter includes the numerical number of configured alarm and additional texts.

Text length
This parameter includes the number of characters of an alarm/additional text.

The text length can vary between the individual alarm/additional texts, as well as the texts in the
individual logging languages. For simplification, the text with the most characters can be used
for the rollover calculation.

A separate calculation of text length depending on language and type of text is also possible.

Bytes per character

This parameter includes the number of bytes per character. This depends on the language and
the database type. Rule:

e SOLite: ~ 1 byte
e Microsoft SQL Server: ~ 2 bytes

Symbols may require more memory.
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3.1.3 SQLite vs. Microsoft SQL Server

Table 3-1

© Siemens AG 2021 All rights reserved

Name

SQLite

Microsoft SQL Server

Primary database model

Relational DBMS

Relational DBMS

Developer, launch year

Dwayne Richard Hipp, 2000

Microsoft, 1989

License Open source Commercial
Implementation language C C++
Server operating systems Serverless Microsoft, Linux
Official website www.SOLite.org www. microsoft.com/en-us/SOl.-
server
Transact SQL, .NET languages,
Server-side scripts No R, Python and Java
(with SQL Server 2019)
User authorization concept
Authorization concept No according to

SQL standard

Availability

Comfort Unified Panels
WinCC Unified Runtime PC

WinCC Unified Runtime PC

Logging Tags

Up to 5,000

Max. PowerTags

Performance Features

Table 3-2
Name Unified Comfort 7-12" Unified Comfort 15-22"
Number of logs 50 50
Number of log tags,
SOLite 5000 5000
Number of log tags, Microsoft ) )
SQL
Number of entries per log 500000 500000

(incl. all log segments)

Table 3-3
Name WinCC Unified Runtime PC
Number of logs 1000
Number of log tags, 5000

SQLite

Number of log tags, Microsoft
SQL

Max. number of PowerTags

(depending on "Logging Tags")

license)
Number of entries per log 500.000
(incl. all log segments) '
Number of entries per second 30,000
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3.2 Tips & Tricks for Log Configuration

3.2.1 General

The logging is limited by the read/write speed and the size of the storage device. Therefore,
select a suitable storage device.

Influence writing cycle

Depending on the logging mode, each log has its own write cycle.
Therefore, it is recommended to store logs on different storage devices depending on the write
cycle.

Additionally, separate slow and fast logging and store them separately on different storage
devices.

For fast logging, SSD hard disks are best, for slow logging you can also use HDD hard disks.

Required memory

The storage requirements of a log can be estimated via the configuration of the log and the
projected data points. This allows the maximum size of a
log segment/log size to be determined and, therefore, the necessary storage requirements.

How to estimate the size of a log segment/log is described in Section 3.1.2.

Prevent data loss

In the event of power failures, a UPS is recommended for the PC station, as failure to close and
disconnect the database correctly may result in data loss, or in the worst case, destruction of
the database.

If a storage device is removed without first stopping logging, this also leads to data loss, or in
the worst case to the destruction of the database.

The in-memory buffer of WinCC Unified is 8 MB if the storage device is temporarily not
available.

Availability data

If the configured size or the defined period of a segment is reached, the old segment data is
deleted. This affects what data is available for analysis in Runtime.
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3.2.2 Configuration

e Fast values trigger/cycle-dependent in own logs

- Separate logs for different write cycles, so each log has its own write cycle
- Allows performance to be achieved

- Logs with high write cycles fill faster, so segments are backed up and deleted sooner.

- For mixed values, the slow values are also no longer available for
immediate display.

- If the user wants to retrieve this data, segments from the
Backup can be restored.

e Separate slow values from fast values

- Logs with longer write cycles grow more slowly, so the logged data is available in
Runtime for a longer time. They are backed up and deleted less often.

3.2.3 Log/Log Segment Size

For the size of logs and log segments, the following applies:

e Larger segments are backed up less frequently, but require more time to back up.
- Logged data is available in Runtime for a longer time.

¢ A maximum of 5000 segments can be active (online) during system runtime.
e With SQLite, the limit for log and segment size is limited by the underlying file system.

e For a database, the memory requirement should be at least the configured size of the
database + 1x segment size (to allow for active backup).

e The free available space on an HDD should be at least 3x the segment size.
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3.3 Access via "DB Browser for SQLite"

3.3.1 Overview

With the program "DB Browser for SQLite" it is possible to view, evaluate, modify and extend
the existing logs of the database type "SQLite" and to export them as *.csv file independently of
the WinCC Unified Runtime.

Figure 3-4
= DEB r for SOLite - DY ~KedArchive\HMI_RT_3_TLG108\HMI_RT_3_TLG108_20210319_132614.db3 O *
File Edr iew Tools
Mew Database & Open Database Write Changes L Revert Changes 2/ Open Project |5 Save Project (& Attach Database a
Database Structure Browse Data Edit Pragmas Execute SQL Edit Database Cell g %
" Create Table @aah& Inde@_j Modify Table @Mode: Text w IE = [ L_D Fl (= g]
MName Type Sche
1 1
v || Tables (8)
| LoggedComment T
- B Tabl
[=] LoggedProcessValue _I rosze avie |
| LoggedProcessValued B Modify Table ( )
= LoggedProcessValuebd Orig o Delete Table f data currently in cell: Text / Numeric Aoply
- acter
| LoggedProcessValueText . [ Copy Create statement
| LoggedProcessValueText_Orig Export as CSV file e g x
| LoggedProcessValue Orig
| VersionInformation CREAT Identity |Public | g 2y
Indices (0) - — -
5 Views (0) Mame Commit Last modified Size
LI Triggers (0)
v HMI_RT_3_ALG254_20210319_132...
=] Tables (5)
Indices (4)
S| Views (0)
LI Triggers (0)
£
5QL Log Flot Remote
UTF-8
@ Create new database @ Open existing @ Add database
database
@ Database Structure @ Data view @ Execute SQL
View commands
@ Context menu table Added databases
3.3.2 Download

The "DB Browser for SQLite" program is not supplied with WinCC Unified Engineering/Runtime.

You can download the current version free of charge from the following website:
https://SQLitebrowser.org/

SIMATIC WIinCC Unified System - Logging
Article ID: 109782859, V1.0, 12/2021 90



https://sqlitebrowser.org/

© Siemens AG 2021 All rights reserved

3 Useful Information

3.3.3 Log Access

Open log database

1. Open the desired archive database via the
"Open Database" button.

Figure 3-5

5 DE Browser for SCLite
File Edit View Tools Help

@New Database | & Open Database l | Write Changes LRevert Changes £/ Open Project |Save Project & Attach Database
1
Database Structure  Browse Data Ed) Execute SQL Edit Database Cell
o Create Table @ Create Index = able 5 Delete Table » Mode: |Text = = llr:| = & &
| Mame Type Sc}i
A dialog box opens for selecting the database.
2. Select the desired tag/alarm log.
3. Confirm your selection by clicking the "Open" button.
Figure 3-6
2 Choose a database file s
T » ThisPC » Daten (D:) » Unified&rchive » v O Search UnifiedArchive 2
Organize v New folder =~ T @
tf] Documents s Name - Type
¥ Downloads HMI_RT_3_ALG254 File folder
B Music HMI_RT_3_TLG108 File folder
| Pictures |_'| HMI_RT_3_AlarmLoggingDatabase.db3 DEB3 File
E Videos |_'| HMI_RT_3_TagLoggingDatabase.db3 DEB3 File
s Systern (C:)
- Daten (D:)
e Cliarnd Caldare Aliammnrns bhacdd § N “ B
File name: | HMI_RT_3_TagLeggingDatabase.db3 ~ | SOLite Datenbankdateien (*.db
| Open MICEHC&I
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4. The selected database is displayed with its associated tables and indexes in the Database

Structure View.
Figure 3-7

File Edit View Tools Help

& New Database & Open Database

|3 Create Table @ (Ehprint

jWrite Changes L Revert Changes

I Database Structure l Browse Data Edit Pragmas
Wdex

= DB Browser for 50Lite - D:\Unified Archive\HMI_RT_3_TagLoggingDatabase.db3

2 Open Project

MName \/

v || Tables (8)
| LoggingTag
| SPL_MAMEDPROPERTY
/= iseg_segment

Schema

CREATE TABLE LoggingTag ( §
CREATE TABLE SPL_NAMEDPI
CREATE TABLE iseg_segment

|=lSave Project

Edit Database Cell

Mode: | Text

@ Attach Database

~| [

1]
P
E 1

ULL

Type of data currently in cell: MULL

/| iseg_segment_purge CREATE TABLE iseg_segment_ Apply
/] iseg_storage CREATE TABLE iseg_storage ( Bz
/| iseg_table CREATE TABLE iseq_table ( pk Remote 5 x
/| iseg_table_detail CREATE TABELE iseg_table_det
| sqlite_sequence CREATE TABLE sqlite_sequenc Identity  Public ~| [ 29
hd Indices (3)
LoggingTag_UQIDX CREATE UNIQUE INDEX Logg Name Commit Last modifie
iseg_unigue_storage_name CREATE UNIQUE INDEX iseqg_i
iseg_unigue_table_name CREATE UMICUE INDEX iseg_1
v [ H Views (2)
® Log CREATE VIEW Log AS SELECT
| Segment CREATE VIEW Segment AS SE
LI Triggers (0} & 2
< 50L Log Plot  Remote
UTF-8
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Add log database

1. Use the "Attach Database" button to add a database of a tag/alarm log.

Figure 3-8

File Edit View Tools Help

Database Structure Browse Data

| JCreate Table & Create Index

= DB Browser for SOLite - D:\UnifiedArchive\HMI_RT_3_TagLoggingDatabase.db3

& New Database & Open Database Write Changes L Revert Changes

Edit Pragmas Execute SQL

Syprint

2/ Open Project [5]Save Project | (& Attach Datsbase | »

Edit Database Cell

Mode: | Text ~ |;2|

Mame
~ =] Tables (8)
| LoggingTag

swarn

Type Schemna

CREATE TABLE LoggingTeg ( p

FRCATE T e

A dialog box opens for selecting the database.
2. Select the desired tag/alarm log.
3. Confirm your selection by clicking the "Open" button.

Figure 3-9

B Choose a database file

| &« v 4 <« Daten (D) » UnifiedArchive » HMI_RT_3_TLG108

Organize « New folder

Software
@ OneDrive

[ This PC
§ 3D Objects
[ Desktop
= Documents

4l Downloads

s Name

ULL

v | ®| | Search HMI_RT 3 TLG103

Date modified

| | HMI_RT_3_TLG108_20210319_132614.db3 ‘1 N1 S_-"F"'Z‘I 3:03 PM

L 4

File name: | HMI_RT_3_TLG108_20210319_132614.db3

e

A dialog box for assigning names is displayed.

4. Assign a name or keep the existing name of the database.
5. Click "OK" to confirm your input.

Figure 3-10

8" DB Browser for SQLite

Flease specify the database name under which you want to access the attached database

MI_RT 3 TLG108 20210319 132614
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6. The selected database is added to the open database and displayed in the Database Tree

view.

Figure 3-11
8 DB Browser for SOLite - D:\UnifiedArch | - o X

New Database &Open Database JWrite Changes L Revert Changes £/ Open Project |5 5ave Project (@ Attach Database »
Database Structure Browse Data Edit Pragmas Execute SQL Edit Database Cell = L
| create Table oCreate Index (Eberint Mode: |Text ~ @ = B' B -
MName Type Schemna
NULL

v || Tables (8)

| =] LoggingTag
[=] SPL_NAMEDPROPERTY
| =] iseg_segment
|~ iseg_segment_purge
|| iseg_storage
= iseg_table
|| iseg_table_detail
|| sqlite_sequence
Indices (3)

S| Views (2)

| [ Teimmare M

~ [ HMI_RT_3_TLG108 20210319_132614
|| Tables (8)
Indices (0}
S| Views (0)
L[ Triggers (0)

CREATE TABLE LoggingTag ( p
CREATE TABLE SPL_MNAMEDPR
CREATE TABLE iseg_segment

CREATE TABLE iseg_segment |
CREATE TABLE iseg_storage (

CREATE TABLE iseg_table { pk
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CREATE TABLE sqlite_sequenc
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3.3.4

SQL Queries and Export of a *.csv File

With SQL queries, you can individually link tables and data and then export them.
Switch to the input area for SQL queries via the "Execute SQL" tab.

1.
2.

Enter the desired SQL query in the input area.
- Examples can be found in the Section 3.3.5.

Execute the SQL query via the "Start" button.
The result is displayed below the query.

You can find the status of the SQL query under the results area. In case of faulty

SQL queries, the error code is displayed there.
Figure 3-12

& MNew Database & Open Database ] Write Changes LRevert Changes

Database Structure Browse Data Edit Pragmas

Execute 5QL
sBmolr o Ble s ;

I sqoL1E

¢ Open Project

|5 Save Project

\@nAttach Database

1 SELECT

2 LogSegment.pk TimeStamp,
3 LogTagla pk_Key,

4 LogTagName . Name,

3 LogJegment.Cuality,

& LogSegment.Valus
7

8

9

n

INNER JOIN LoggingTag AS LogTagName
ON LogTagName.pk Key = LogSegment.pk_fk_Id

FROM HMI_RT_3_TLGLl0&_20210319_l132614.LoggedProcessvValue AS LogSegment

pk_TimeStamp pk_Key Mame

5

6

132606345756066749
132606345756066749
132606345759630954
132606345759630954
132606347362087606
132606347364636927

1
2
1
2
2
2

HMI_RT_3::
HMI_RT_3::
HMI_RT_3::
HMI_RT_3::
HMI_RT_3::

HMI_RT_3::

VentilatorlData_setpointSpeed:V1_setpointSpeed
VentilatorlData_actualSpeed:V1_actualSpeed
Ventilatorl Data_setpointSpeed:V1_setpointSpeed
Ventilatorl Data_actualSpeed:V1_actualSpeed
Ventilatorl Data_actualSpeed:V1_actualSpeed

Ventilator1 Data_actualSpeed:V1_actualSpeed

Quality
24

24
192
192
192
192

Value
0.C
0.C

580.C
0.C
10.C
20.C

Execution finished without errors.
Result: 222 rows returned in 22ms
= = =

Open the memory settings via the corresponding button in the menu bar.
Click "Export to CSV" to save the result as a *.csv file.

Figure 3-13

= DB Browser for 5QLite - D:\UnifiedArchive\HMI_RT 3_TagloggingDatabase.db3

File Edit View Tools Help

MNew Database £ Open Database

‘T % Revert Changes
Database Structure te SQL

sBRa » i o[Fwn =

Browse Data Edit Pragma’

&/ Open Project

[=|5ave Project

(& Attach Database

1 SELECT
2 LogSegment.pk_TimeStamp,

- T AT

soL1E Export to CSV l o
Save as view
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8. Specify the settings for the export and confirm the entry using the "Save" button.
Figure 3-14

Column names in first line

Field separator 3 e

Quote character - /
New line characters Windows: CR-HF (\r\n) @ 3
| Save j’ ~Ca |

A6
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3.35 Examples of SQL Queries
3.35.1 SQL Query for Joining Tables "LoggedProcessValue" and "LoggingTag"

With this SQL query, you can connect the specified data from the table "LoggedProcessValue"
of a log segment (database for tag log) with the data from the table "LoggingTag" (main
database tag logging) .

Data from table "LoggedProcessValue":
e LogSegment.pk_TimeStamp

e LogSegment.Quality

e LogSegment.Value

Data from table "LoggingTag":
o LogTagName.pk_Key
e LogTagName.Name

SQL query
SELECT
LogSegment.pk TimeStamp,
LogTagName.pk Key,
LogTagName .Name,
LogSegment.Quality,
LogSegment.Value
FROM <Name of log segment>.LoggedProcessValue AS LogSegment
INNER JOIN LoggingTag AS LogTagName
ON LogTagName.pk Key = LogSegment.pk fk Id
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Result in DB Browser
The query is exemplified by the following log segment:
e Logsegment: HMI_RT_1 TLG194 20200707_133158

Figure 3-15

Quality Value
Filtern |F|Ite m |

pk_Key TagSystemld fk_Logld Name Dat fl

pk_TimeStamp 1
|F|Itern
1§2386030135000000 192 340
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1 —— S
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192 340

132386030145000000

132386020150000000 192 120
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Qualty
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pk_TimeStamp
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132386030140000000
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132386030150000000
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3.3.5.2

SQL query

SQL Query to Display Readable Timestamp and Quality Code

With this SQL query, you can connect the specified data from the table "LoggedProcessValue"

of a log segment (tag log database) with the data from the table "LoggingTag" (main tag log

database).

The query also contains a conversion of the timestamp into local time (PC system) and the

quality code into hex format.

Data from table "LoggedProcessValue":
e LogSegment.pk_TimeStamp

e LogSegment.Quality

e LogSegment.Value

Data from table "LoggingTag":
e LogTagName.pk_Key
e LogTagName.Name

SELECT
LogTagName .Name,
strftime ('$Y-%m-%d $H:3M:%f', (("pk_TimeStamp"/86400/1.0E+7) -
134774)*86400), 'unixepoch') AS 0
strftime ('$Y-%m-%d $H:%M:%f', (("pk_TimeStamp"/86400/1.0E+7) -

134774)*86400), 'unixepoch', 'localtime') AS Local TimeStamp,

printf ('0x%X', LogSegment.Quality ) AS ;

LogSegment.value,

FROM <Name of log segment>.LoggedProcessValue AS LogSegment
INNER JOIN LoggingTag AS LogTagName
ON LogTagName.pk Key = LogSegment.pk fk Id
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3 Useful Information

Result in DB Browser

The query is exemplified by the following log segment:
e Logsegment: HMI_RT_1 TLG194 20200707_133158

Figure 3-16
Table: LoggingTag AS LogTagName Table: HMI_RT 1 TLG194_ 20200707_133158 AS LogSegment
pk_Key TagSystemld fk_Logld Name Dat fl pk_TimeStamp =1 pk_fk_Id | Quality Value
|.F|Iter'n |F|Iter’n |F\Itern |F|\tern |F|Ite |F |Filtern |Filtern |Filtern |Filtern|
1 1} 1 194 HMI_RT_1::HMI_Variable_1:LoggingTag_Cyclic 0
: : 1 132386030135000000 1 192 340
2 2 1 198 HML_RT_1::HMI Variable_1:LoggingTag_OnCha... i}
2 132386030140000000 1 192 340
3 132386030145000000 1 192 340
4 132386030150000000 1 192 120
Result of the above SQL query
Name UTC_TimeStamp Local_TimeStamp Quality Value "
1 HMI_RT_1::HMI_Variable_1:LoggingTag_Cyclic 2020-07-07 13:43:33.499 2020-07-07 15:43:33.499 0xC0 34.0
2 HML_RT_1::HMI_Variable_1:LoggingTag_Cyclic 2020-07-07 13:43:33.992 2020-07-07 15:43:33.992 | 0xC0 34.0
3 HMI_RT_1::HMI_Variable_1:LoggingTag_Cyclic 2020-07-07 13:43:34.493 2020-07-07 15:43:34.493 0xC0 34.0
4 HMI_RT_1::HMI Variable_1:LoggingTag_Cyclic 2020-07-07 13:43:34.994 2020-07-07 15:43:34.994 0xC0 12.0
c URAT DT 1++URT Viarizshla 1l anninaTan Meclic I0AAT-A7T 12:A42:.25 AN AAACAT_AT 1 SA05 AQE ] A 17N
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3 Useful Information

3.4

34.1

3.4.2

Access via the "Microsoft SQL Server Management Studio”

Overview

With the program "Microsoft SQL Server Management Studio (SSMS)", it is possible to view
and evaluate existing logs of the database type "Microsoft SQL Server" independently of the
WinCC Unified Runtime.

Figure 3-17

i SOLQueryZ.sql - VMSITRAINYWINCCUNIFIED. HMI_RT_3-6_TLG108_20201008_132641 (VMSITRAIN\SITRAIN (62)] - Microsoft SOL Server Management St... Quick Launch (Ctrl+ 0

Fle FEdit View Query Project Tools Window Help

[B-0-2 @ d Bvwaey E@ 88D XTa|0-0- 8] -5 MV - N=R
| HMIRT 36 TLG108 202010 - || b Beecte o o B2 F[H] 87 82 @ | E[E]D| = === w
ob_m ey ~1x ISQLQuery}sq\-V..‘RAIN\S\TRA\N(EZ]] P 501 Quer2.cq1 - V.. RAINVSITRAIN (65))

Connect- ¥ ¥ (VB . [Quality]
. [Value]

= @ VMSITRAINYWINCCUNIFIED (; erver 13.0.5026.0 - VMSITRA
Databases o Connect to Server X
Security

Server Objects >

Replication T

i, C SQL Server
Always On High Availability

HEEHEB

Management Servertype: Database Engine w
Integration Services Catalogs
o3 SOL Server Agent (Agent XPs disabled) Server name: MSITRAINWVINCCUNIFIED ~

[F] XEvent Profiler Puthentication: Windows Authentication b -

fo ~
100 % VMSITRAIN\GITRAIN b
B Re:
—al s [ {5 ;

Cancel Help Options >

@ Databases @ Login dialog @ Server type
@ Server name @ Authentication parameters
Download

The "Microsoft SQL Server Management Studio” program is not supplied with
WinCC Unified Engineering/Runtime or the SCADA option "Database Option".

You can download the current version free of charge from the Microsoft website:
https://docs.microsoft.com/en-us/SQL/ssms/download-SQL-server-management-studio-
ssms?view=SOQL-server-verl5
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3 Useful Information

3.4.3 Log Access

After start of the "Microsoft SQL Server Management Studio" program, the following parameters
must be entered:

e Server type
- Select "Database Engine" as the server type in order to view the log databases of WinCC

Unified.

e Server name
- The server name is: <computer name>\WINCCUNIFIED

e Authentication parameters

- Type
- Select Windows Authentication in order to connect to the database with the current

Windows user.

- Username
- The username is: <computer name>\<current user>

- Password
After successful login, the databases can be opened and viewed from the navigation
bar on the left.
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4 Appendix

4 Appendix

4.1 Service and support

Industry Online Support
Do you have any questions or need assistance?

Siemens Industry Online Support offers round the clock access to our entire service and support
know-how and portfolio.

The Industry Online Support is the central address for information about our products, solutions
and services.

Product information, manuals, downloads, FAQs, application examples and videos — all
information is accessible with just a few mouse clicks:

support.industry.siemens.com

Technical Support

The Technical Support of Siemens Industry provides you fast and competent support regarding
all technical queries with numerous tailor-made offers
— ranging from basic support to individual support contracts.

Please send queries to Technical Support via Web form:
support.industry.siemens.com/cs/my/src

SITRAIN - Digital Industry Academy

We support you with our globally available training courses for industry with practical
experience, innovative learning methods and a concept that’s tailored to the customer’s specific
needs.

For more information on our offered trainings and courses, as well as their locations and dates,
refer to our web page:

siemens.com/sitrain

Note You can learn about the products used in this application example in the courses:

e SITRAIN system course: WinCC Unified & Unified Comfort Panels
(Entry ID: 109773211)
e SITRAIN advanced course: SIMATIC WInCC Unified for PC systems

(Entry ID: 109781323)
e SITRAIN entry course: SIMATIC WinCC (TIA Portal) machine-oriented for Comfort
Panels and WIinCC Runtime Advanced (Entry ID: 109758624)

e SITRAIN advanced course: SIMATIC WInCC (TIA Portal) machine-oriented for Comfort
Panels and WinCC Runtime Advanced (Entry ID: 109758626)

e SITRAIN course: SIMATIC WiInCC Professional, SCADA in the TIA Portal
(Entry ID: 109758618)

e SITRAIN course: SIMATIC Visualization Architect, automatic HMI generation (entry ID:
109758628)

e SITRAIN entry course: WinCC V7 (Article ID: 109758633)

e SITRAIN advanced course: WinCC V7 and WinCC Options (Article ID: 109758660)
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4 Appendix

Service offer

Our range of services includes the following:

e Plant data services

e Spare parts services

e Repair services

e On-site and maintenance services

e Retrofitting and modernization services

e Service programs and contracts

You can find detailed information on our range of services in the service catalog web page:
support.industry.siemens.com/cs/sc

Industry Online Support app

4.2

You will receive optimum support wherever you are with the "Siemens Industry Online Support
app. The app is available for iOS and Android:
support.industry.siemens.com/cs/ww/en/sc/2067

Industry Mall

Abbildung 4-1

SIEMENS

The Siemens Industry Mall is the platform on which the entire siemens Industry product portfolio
is accessible. From the selection of products to the order and the delivery tracking, the Industry
Mall enables the complete purchasing processing — directly and independently of time and
location:

mall.industry.siemens.com
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4.3 Links and literature
Table 4-1

No. Subject

\1\ Siemens Industry Online Support
https://support.industry.siemens.com

\2\ Link to the entry page of the application example
https://support.industry.siemens.com/cs/ww/en/view/109782859

\3\ Manual "SIMATIC HMI WinCC Unified WinCC Engineering V17 - WinCC Unified"
https://support.industry.siemens.com/cs/ww/en/view/109794204

\4\ Topic page "WinCC Unified and Unified Comfort Panels”
https://support.industry.siemens.com/cs/ww/en/view/109777887

\5\ Manual SIMATIC HMI WinCC Unified Getting Started
https://support.industry.siemens.com/cs/ww/en/view/109783212

\6\ Download "DB Browser for SQLite"
https://SQLitebrowser.org/

\7\ Download "Microsoft SQL Server Management Studio"
https://docs.microsoft.com/en-us/SQL/ssms/download-SQL-server-management-studio-
ssms?view=SQL-server-verl5

\8\ Link to website "SQLite"
www.SQLite.org

\9\ Link to website "Microsoft SQL Server"
www.microsoft.com/en-us/SQL-server

\10\ | Application Example "SIMATIC WinCC Unified - Tips and Tricks for Scripting (JavaScript)".
https://support.industry.siemens.com/cs/ww/en/view/109758536

\11\ | Demo project for SIMATIC WinCC Unified and SIMATIC HMI Unified Comfort Panels
https://support.industry.siemens.com/cs/ww/en/view/109776633

\12\ | Guide for switching from Comfort Panels to Unified Comfort Panels
https://support.industry.siemens.com/cs/ww/en/view/109768002

\13\ | Filtering alarms and alarms in SIMATIC WinCC Unified
https://support.industry.siemens.com/cs/ww/en/view/109760056

\14\ | SIMATIC WinCC Unified - Tips and tricks for scripting
https://support.industry.siemens.com/cs/ww/en/view/109758536

\15\ | SITAIN System Course: WinCC Unified & Unified Comfort Panels
https://support.industry.siemens.com/cs/ww/en/view/109773211

\16\ | SITRAIN advanced course: SIMATIC WinCC Unified for PC systems
https://support.industry.siemens.com/cs/ww/en/view/109781323

\17\ | SITRAIN entry course: SIMATIC WinCC (TIA Portal) machine-oriented for Comfort Panels and
WinCC Runtime Advanced
https://support.industry.siemens.com/cs/ww/en/view/109758624

\18\ | SITRAIN advanced course: SIMATIC WInCC (TIA Portal) machine-oriented for Comfort Panels
and WinCC Runtime Advanced
https://support.industry.siemens.com/cs/ww/en/view/109758626

\19\ | SITRAIN course: SIMATIC WInCC Professional, SCADA in the TIA Portal
https://support.industry.siemens.com/cs/ww/en/view/109758618

\20\ | SITRAIN course: SIMATIC Visualization Architect, automatic HMI generation
https://support.industry.siemens.com/cs/ww/en/view/109758628

\21\ | SITRAIN entry course: WinCC V7
https://support.industry.siemens.com/cs/ww/en/view/109758633

\22\ | SITRAIN advanced course: WinCC V7 and WinCC options
https://support.industry.siemens.com/cs/ww/en/view/109758660
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4.4 Change documentation
Table 4-2
Version Date Change
V1.0 06/2021 First version
V1.0 12/2021 Chapter 2.1.3.3: from V16 upd. 2 additional step 4 necessary
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