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Legal information
Warning notice system

This manual contains notices you have to observe in order to ensure your personal safety, as well as to
prevent damage to property. The notices referring to your personal safety are highlighted in the manual
by a safety alert symbol, notices referring only to property damage have no safety alert symbol. These
notices shown below are graded according to the degree of danger.

A\DANGER
indicates that death or severe personal injury will result if proper precautions are not taken.

AWARNING
indicates that death or severe personal injury may result if proper precautions are not taken.

A\CAUTION
indicates that minor personal injury can result if proper precautions are not taken.

NOTICE
indicates that property damage can result if proper precautions are not taken.

If more than one degree of danger is present, the warning notice representing the highest degree of
danger will be used. A notice warning of injury to persons with a safety alert symbol may also include a
warning relating to property damage.

Qualified Personnel

The product/system described in this documentation may be operated only by personnel qualified for
the specific task in accordance with the relevant documentation, in particular its warning notices and
safety instructions. Qualified personnel are those who, based on their training and experience, are
capable of identifying risks and avoiding potential hazards when working with these products/systems.

Proper use of Siemens Process Analytics products

Trademarks

Note the following:

AA\WARNING

Siemens products may only be used for the applications described in the catalog and in the relevant technical
documentation. If products and components from other manufacturers are used, these must be recommended
or approved by Siemens. Proper transport, storage, installation, assembly, commissioning, operation and
maintenance are required to ensure that the products operate safely and without any problems. The permissible
ambient conditions must be complied with. The information in the relevant documentation must be observed.

All names identified by ® are registered trademarks of Siemens AG. The remaining trademarks in this
publication may be trademarks whose use by third parties for their own purposes could violate the
rights of the owner.

Disclaimer of Liability

We have reviewed the contents of this publication to ensure consistency with the hardware and
software described. Since variance cannot be precluded entirely, we cannot guarantee full consistency.
However, the information in this publication is reviewed regularly and any necessary corrections are
included in subsequent editions.
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Preface

If you are unfamiliar with any of the terms or concepts used in this document please refer to the Glossary section
located at the end of this document. If you wish to obtain more information on any of the terms or concepts
presented here please refer to the section titled: Additional Information Resources.

Trademarks

The OPC logo is a registered trademark of the OPC Foundation.

DirectX, Microsoft, Visual Basic, and Windows are either registered trademarks or trademarks of Microsoft
Corporation in the United States and/or other countries.
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1. Introduction

Maxum OPC Server is a software application that provides a standard interface to Siemens Process Gas
Chromatographs. The server acquires real-time analysis results and presents the data through an OPC DA
interface. Any OPC compliant client may access the data remotely using standard OPC protocols. A single
OPC Server can provide data from multiple Siemens GCs to multiple client applications or a single client may
access data from multiple OPC Servers. Maxum OPC Server is the ideal solution for sharing process analytical
information with Distributed Control Systems, Statistical Quality Control programs, Data Historians or any custom
application supporting an OPC interface

Maxum OPC Server provides the following features:
e OPC DA 2.04 compliant
e Runs as a Windows® Service
e Tag browsing using OPC Foundation List Server (OPCEnum.exe)
e  Supports server self-registration
e  Support for both the OPC Custom and Automation Interface (Visual Basic®, VBA)
e  Supports both local and network data access
e Uses free threading model for efficient COM/DCOM communications
e  Supports asynchronous and synchronous communications
e  Supports network communication over Ethernet, Advance Datanet, and Advance DataHiway*.

1.1. System Requirements

Platform requirements :

Component Minimum Recommended

1.4 GHz or faster

CPU 32-bit (x86) or 64-bit (x64) processor for single core 3.1 GHz (64-bit processor) or faster
1.3 GHz or faster multi-core
32-bit (x86) or 64-bit (x64) processor for multi-core

Memory (RAM) 4GB 16 GB

Hard Drive 50 GB 100 GB

Display Super VGA (800 x 600) or higher-resolution monitor Microsoft® DirectX® 9 graphics

device with WDDM driver

1.1.1. Supported OS

Microsoft Windows 7 SP1

Microsoft Windows 8 SP3.1

Microsoft Windows 8.1 SP1

Microsoft Server 2008 SP1

Microsoft Server 2008 R2 SP1

Microsoft Server 2012

Microsoft Server 2012 R2

While Maxum OPC Server may work on platforms not meeting the minimum specifications, operational reliability
and efficiency will be diminished.

Maxum OPC Server
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1.1.2. Product Interface Requirements

Product Description
Maxum Can connect to the Maxum OPC Server directly through an Ethernet or DataNet
Maxum Edition Il network
Advance Optichrom Requires an (ODS) Optichrom Data Server. The ODS consists of a NAU

(Network Access Unit) and either an Advance Ethernet Gateway or an Advance
DataNet Gateway. The Optichrom analyzers communicate to the ODS and the
ODS communicates with OPC Server.

MicroSam Can connect to the Maxum OPC Server directly through an Ethernet or DataNet
network

6 Maxum OPC Server
User Manual, 9/2014, v3.00, 2000684-001



2. Overview

2.1. OPC

OPC, now known as Open Platform Communications, is a series of standards designed to bridge Windows
based applications and process control hardware and software applications. It is an open standard that permits
a consistent method of accessing field data from industrial devices. OPC DA, or OPC Data Access was the first
standard created by the OPC Foundation.

OPC DA is based on Windows COM (Common Object Model). COM is a binary standard that specifies how
objects interact with each other. A COM object is accessed exclusively through one or more sets of interfaces.
An interface is a set of functions or methods. The COM standard not only specifies the binary object standard, it
also defines a series of standard interfaces that provide common functionality. The OPC-DA specification defines
several COM objects and their associated interfaces. These objects and interfaces provide a standard for real-
time information exchange between software applications and process hardware.

DCOM or Distributed Common Object Model extends COM communication to remote COM objects running on
networked machines.

2.2. OPC Server Service

Maxum OPC Server is a COM object server that runs as a Windows 32-bit service (MaxumOPCServer).
Windows services are controlled by the Service Control Manager (SCM). The SCM is the central utility provided
by Windows to administer services. SCM is used to start, stop, pause, resume, and configure a service. A
Windows service exporting a COM component must be recognized by the operating system as a COM server
and as a running service. Therefore, it must be registered directly in the registry as a COM server and in the
services database as a service. LocalService is a registry key that merges two fundamental constructs of the
Microsoft Win32® environment. It binds a Component Object Model (COM) component to a service combining
the benefits of both technologies. The resulting object is available to COM clients and service controllers.
Services registered with LocalService are not automatically stopped between logon sessions. Like other
services, LocalService continues to execute when a user session concludes

MOS is automatically registered and added to the services database during installation under the name
MaxumOPCServer. To view the MOS service properties select Start, then type “service.msc” in the Search
programs and files box. Once the Services console is displayed, scroll down to MaxumOPCServer.

Services " =" ﬁv ]
| File Action View Help
@@ al+|HBrnl e mn
Services ([Loca |5 Saryices (Local)
Maxum OPC Server Name - Description Status Startup Type  Log On As £
< Juniper Unified Netwark Service Manages luniper Metwork.  Started  Automatic Local System
@ service < KtmRm for Distributed Transactio.. Coordinates transactions ... Manual Netwark Serv_
the senice Link-Layer Topology Discovery M. Creates a Network Map, ©. Manual Local Service
M Maxum OPC Server The Siemens Maxum OPC . Started  Automatic Local System
Description: Media Center Extender Service Allows Media Center Exte.. Disabled Local Service
The Siemens Maxum OPC Microsoft MET Framework NGEN ... Microsoft NET Framework.. Disabled Local System
Server serice collects dala 3 Microsoft NET Framewark NGEN .. Micrasoft NET Framework. Disabled Local System
from gas chromatographs. % Micrasaft NET Framewark NGEN .. Microsoft NET Framework. Automatic (.. Lacal System
< Microsoft NET Framework NGEM ... Microsoft MET Framewaork. Automatic (.. Local System
4 Microsolt 15CSI Initiator Senvice Manages Internet SCSI(5... Manual Local System
Microsolt SharePoint Workspace . Manual Local Service
Micresoft Software Shadow Copy.. Manages software-based Manual Local System
Multimedia Class Scheduler Enables relative prioritizat.. Started  Automatic Local System
Net Driver HPZ12 Automatic Local Service
MetMsma Listener Adapter Receives activation reques. Disabled Metwark Senv_
Nt Dirras | ighisrie Bedzarduse Baeiims ar Nigablod  ler

] il v | Extended , Standard [

Right click on MaxumOPCServer and select Properties from the pop-up menu to display or change OPC
Server properties. Under the General tab there are buttons to Start, Stop, Pause, or Resume the service. The

Maxum OPC Server
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service start mode can be set in the Startup type: drop down box. Select Automatic (Delayed Start),

Automatic, Manual, or Disabled.

Automatic — starts the service immediately on
system start-up (Power-up). This is the
recommended setting for MOS.

Automatic (Delayed Start) — starts the service
shortly after all other services designated as
Automatic have been started. Use this setting for
the less critical services. This setting ensures that

the critical services get their resources early, become

available sooner. The default delay is 120 seconds.
Manual — The service can only be started by the
currently logged-on user clicking the Start button.
Disabled — disables the service from running.

Maxum OPC Server Properties (Local Computer) ﬁ

General ‘Log On | Recuveryl Dependenc\es‘

Service name MaxumOPCServer|

Display name Maxum OPC Server

The Siemens Maxum OPC Server service collects data .«

Description
from gas chromatographs.

Path to executable:
"C:\Program Files (x86)\Siemens Industry\Maxum OPC Serve\MaxumQPCServel

Startup type [Automatlc - L

Help me configure service startup options

Service status: Started
Start Stop Pause Resume

You can specify the start parameters that apply when you start the service from
here

0K ] [ Cancel I Apply
Within a service, you assign a COM component a Maxum OPC Server Properties (Local Computer) léj
user or system security context. MaxumOPCServer !
. . . . . . ‘ Genera\| LogOn ‘Recoveryl Dependencles| L}
service is typically configured to run in the security
context of the LocalSystem account. Select the Logonas
Log On Tab (@ Local System account
DAIIow service to interact with desktop
The Local System account is a predefined local ) This account T
account used by the Service Control Manager. This
account has extensive privileges on the local
computer, and acts as the computer on the network.
A service that runs in the COr.]teXt of the . Help me configure user accountlog on options n
LocalSystem account inherits the security context of
the SCM. (Service Control Manager).
l 0K ] l Cancel ] Apply

IMPORTANT: A user must have Administrator privileges to fully access a service running under the
LocalSystem account. However, it is possible for a standard User account to run
MaxumOPCServer with only Start/Stop user permissions. See the section titled
“Starting the MOS service without administrator permissions.”

Maxum OPC Server
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2.3. OPC Server User Interface

Windows Services are designed to run unattended without a user interface or a logged on user.
MaxumOPCServer service runs unattended without a user interface or a logged-on user once the Tag database
is created. A separate Windows application, Maxum OPC Client (MOC), is used to create, delete, modify,
monitor, and save the Tag database. MOC provides a user-friendly, graphical user interface (GUI) that allows
the Interactive user (the logged on user) to communicate directly with the MOS service. When the logged-on
user starts the MOC application, it tests if the MOS service is already running, then attaches to the OPC server.
If the MOS service is not running, the Client application uses the SCM to start the MOC service and then attach
to the server. The OPC Client application can be stopped at any time without affecting the operation of the MOS
service. The MOS service will continue to run even if the user logs off the system.

2.4, Starting MOS without Administrator Privileges

To overcome the limitation of requiring every user who needs access to MOS to have Administrator privileges, a
third application, Launch.exe is provided. Launch uses the Service Control Manager (services.msc) to signal
the MOS service to start MaxumOPCClient from the security context of the MOS service. This means that the
interactive user does not need to be a member of the Administrators account to use MaxumOPCClient. The
interactive user needs only start/stop access permissions to edit and monitor the MOS service with
MaxumOPCClient.

One method to assign a standard User account the ability to Start/Stop MaxumOPCServer is to use a Security
Template. Security Templates can be used to modify the MOS service’'s ACL (Access Control List) to allow
start/stop permissions only. You must have Administrator privileges to perform the following steps:

1. Create a new custom security template using Microsoft Management Console (mmc) with Security
Templates and Security Configuration and Analysis snap-ins.

a. Goto Start > Run, type: mmc, press enter
Add the two snap-ins from the main menu:

b. Select File > Add/Remove Snap-ins ...
From the Available Snap-ins drop down box:

c. Select Security templates then click on Add.
d. Select Security Configuration then Add.
e. Click on OK.

2. From the Console Tree (left window panel) expand the Security Templates and right click on
[DrivelLetter]:\Windows\security\templates.

a. Select New Template
b. Enter a name for the new template in Template Name
c. Clickon OK

3. From the Console list (middle window panel):

a. Double click on the newly created template name. Or, from the Console Tree (left window panel)
expand the Security Templates then expand the [DriveLetter]:\Windows\security\templates.

Select the newly created template.

Select System Services.

From the Console list scroll down to MaxumOPCServer.

Double click on MaxumOPCServer to bring up the Service Properties dialog box.

Check the Define this policy setting in the template checkbox.

Click on the Edit Security button.

Add the account to delegate permission for. Using the INTERACTIVE account is suggested.
Check the start, stop and pause checkbox under permissions.

Click on OK to exit Security for MaxumOPCServer dialog.

Click on OK to exit MaxumOPCServer Properties dialog.

AT T oSae@ " meaoo00T
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4, Save the new template.
a. Right click on the new template name in the Console Tree (left pane).
b. Select Save from the pop-up menu.

5.  From the Console Tree (left window panel):
a. Right click on Security Configuration and Analysis.
From the pop-up menu select Open Database.
Under File Name enter a unique name for the security database and select Open.
Select the Security template name entered in step 2 above.
Click on Open to import the new template.

o oo

6. From the Console Tree (left window panel):
a. Right click on Security Configuration and Analysis.
b. From the pop-up menu select ConFigure Computer Now.

7. If no errors are displayed this procedure is complete. To verify:

a. Log Off the machine, then Log On using a non-administrator account.
Go to Start > Run, type service.msc, press enter.

b. Scroll down to the MaxumOPCServer service.
Double click MaxumOPCServer to bring up the Properties dialog.

d. Verify that the Start button is not grayed out and the MaxumOPCServer service can now be Started
and Stopped.

e. Verify that the Launch.exe program works correctly.
f.  Go to Start > Run, browse to: C:\Program Files(x86)\Siemens Industry\Maxum OPC Server.
g. Select Launch.exe.

Maxum OPC Client (MOC) should now be running.

MOC uses a secure shared memory region to communicate directly with MOS. Connecting and dis-connecting
from the MOS service will not affect the service’s operation.

IMPORTANT: When using the MOC to add, delete, or edit the OPC configuration file (*.cfg) you must save the
configuration file prior to closing MOC or all changes will be lost once the MOS service is Stopped.

10 Maxum OPC Server
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3. Getting Started

This section describes the necessary steps to install, configure, and run OPC Server.

IMPORTANT: Maxum OPC Server is compatible with Maxum database version 4.0 (or greater).
Please upgrade any analyzer running an earlier version before starting the server
configuration procedure. Optichrom analyzers communicate through an intermediary
device called an Optichrom Data Server. The Optichrom Data Server provides the
necessary database conversions between the two systems. One of the many
enhancements provided in version 4.0 is the OPC table. The OPC Table was added
to facilitate data exchange between Maxum analytical devices and OPC Server. The
OPC Table must be initialized and populated before a device or analyzer is added to

OPC Server.
Complete the following steps in order:
Step 1 - Install OPC Server software. (3.1)

Step 2 — Configure analyzer to communicate with OPC Server. (3.2)
Step 3 - Create the OPC Tag database. (3.3 Using Maxum OPC Client And Server)

3.1.

Step 1 - Install Maxum OPC Server software

IMPORTANT: The installer software requires that the logged On user have administrator permissions.

To install the Maxum OPC Server software follow these steps:

a. Insert the Maxum Workstation DVD into the
DVD player. If the AutoPlay option is enabled
Windows will automatically start the installation
program. If the AutoPlay option is disabled use
Windows Explorer to browse to the DVD and
double-click on the “setup.exe” file. Click on the
Install Maxum OPC button.

InstallShield Wizard

SIEMENS

Welcome to the Siemens Workstation Software Installation Menu.

==

Install Gas Chromatograph Portal

[ Install Maxum OPC }

[ Install MaxBasic J

Maxum OPC Server
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b. The next screen is the License Agreement
screen. Please read the License Agreement
carefully. If you agree to all the terms and
conditions select: “l accept the terms of the
agreement” radio button. Then click on the
Next button.

_—
SIEMENS

ﬂ Maxum OPC Server - InstallShield Wizard

License Agreement

Please read the following license agreement carefully.

Please note:

] »

This software is protected under German and/or US
American Copyright Laws and provisions in
international treaties. Unauthorized reproduction
and distribution of this software or parts of it is
liable to prosecution. It will be prosecuted
according to criminal as well as civil law and may
result in severe punishment and/or damage claims.
Please read all license provisions applicable to

thic enftruare hafrra

(@)1 accept the terms in the license agreement

InstallShield

Amet21l4ina and neinea thie

'_f_'I do not accept the terms in the license agreement

< Back I[ Mext > ] l Cancel ]

c. Enter your User Name, Organization, and
License key on the Customer Information
screen. Then click on the Next button.

ﬁ Maxum QPC Server - InstallShield Wizard

X

Customer Information

Please enter your information.

User Name:

SIEMENS

Organization:

|Licenca Owner

icense Key:

I

InstallShield

< Back ][ Next > ] [ Cancel ]

4

d. Click on the Next button on the Destination
Folder screen to accept the default installation
path or click the Change... button to change
the destination path to an alternate location and
then click the Next button.

@ Maxum OPC Server - InstallShield Wizard

==

Destination Folder

a different folder.

= Install Maxum OPC Server to:

InstallShield -

Click Mext to install to this folder, or click Change to install to

C:\Program Files (x86)\Siemens Industry\Maxum OPC Server),

SIEMENS

Cancel

< s ] |

12
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e. Click on the Install button to begin the
installation process.

ﬂ Maxum OPC Server - InstallShield Wizard

==

Ready to Install the Program

The wizard is ready to begin installation. SI E M E N s

Click Install to begin the installation.

the wizard.

InstallShield

If you want to review or change any of your installation settings, click Back. Click Cancel to exit

< Back ]i Install

[ e

f. The installation program will install the OPC
Server software.

ﬁ Maxum OPC Server - InstallShield Wizard

= =

Installing Maxum OPC Server

The program features you selected are being installed. SI E M E N S

i‘g.v:“ take several minutes.

Status:

Please wait while the InstallShield Wizard installs Maxum OPC Server. This may

i
i
InstallShield
< Back Hext >
— - |
g. Once the OPC Server software is 13 Maxum OPC Server - InstallShield Wizard - 8

successfully installed select the Finish button to
complete the installation process.

InstallShield Wizard Completed

Server. Click Finish to exit the wizard.

["] Show the Windows Installer log

The InstallShield Wizard has successfully installed Maxum OPC

Cancel

This completes the installation procedure. The OPC Server has been installed and registered as both a COM
server and a Windows service: MaxumOPCServer. The required OPC Foundation support programs are
automatically registered and no additional installation steps are required.
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3.2.

3.2.1.
OPC Server

Step 2 - Configure analyzer to use OPC

How to configure a Maxum analyzer to communicate with

a. Enable OPC functionality by checking
the Enable OPC check box.

Using Siemens Gas Chromatograph
Portal Network View (GCP-NV) select the
analyzer to be configured then double-
click to connect and display the GCP
Analyzer View (GCP-AV).

From Analyzer View select Analyzer on
the View Selector bar. On the Navigation
panel under Analyzer View select
Network -> OPC . On the OPC
Configuration tab check the Enable OPC
check box. This checks the OPCflag
attribute in the system_control table.

ﬁmn a-um;um Method Tools Reporting  Help
; Reﬁem! iUsed Datalogger locaihost

SIEMENS

Name App A (1)

Syscon State  Hold Run ]
Sequence Process (1) R0 Poc— — — —

Stream  thied stream (3)

Methed  method 30 (1)
ENE State  Hod
Cycle 0 — 30 sec
Navigation [x
Modbus Map = Number of Rows: 1

Analyzer MNAU AX Sim 5.20 ' 10.10.1.104 | 10101104 Alarm Level . Ermar

b. Set the Application\Stream\Result transmit order.

From the GCP Analyzer View select Application View on the View Selector bar. From the Application View
select Results then select the Result Configuration tab. Set the order results will be transmitted to OPC Server
for each Application and stream. Results may be sent in any order. The Transmit Value column displays the
Stream sequence order. The individual Result sequence order can be set on the Properties panel next to

Transmit Value. To set the entire sequence for all streams select the Edit Order Values..

. button. Select the

Stream(s) and Results to order then check the TransmitVal checkbox, select Apply then OK buttons. This sets
the trtval attribute in the result table for each selected result. Trtval values must be sequential starting with ‘1’.
Out of sequence values or results with a trtval equal to ‘0’ will not be transmitted. Repeat this step for each

application/stream.

[Sytem  Chvomatogram  Method  Todls Reporting  Help

{Used Datalogger locahost = Semzrmmmg;]; L

=@ HEE uE g w)

£ method 30 - Analyze | Calbrate_ ! 10.10.1.104 SIEMENS

- Gannect
v

Results Viewer  Result Configuraticn

Result Storage

EZChrom Result Chromatogram Peak  EZChrom Result Group

Delete | Eat order Values. | Snow Gonnections || Formua Editor

Name App A (1)

o Name
Syscon State Hold Run 1 = Appbeation 1
[T eumniensirement (7 e
1 1 c1
Sequence  Pracess (1)
S 2 c2
Stream  third stream (3) =~ A =
Method  method 30 (1) S ot
SNE State  Hold T c5
Cycle |0—30sec 6 6 cs
# Stream 2
tiavigation m - Sweam3
Overview
Alarms
& Method
% Application Hardware
Sequences.
Limits and Alarm Handlers
Number of Rows. 18

Stream Name unit Log Value Applcation 1 A, &
Stream 1
D 4
st stream i
first stream
first stream
firststream

first stream

Unit of measurement
Decimal Places |4
Status 1

s e e s oo

- Method
Feak D
Channel
Log value g

Host Engineering Unit High 100 000

Validation
Compare Value 0,000
Compare Margn 0,000
Compare Deviation Percent
Compare Stale [NULL
Compare Max Drft
Gompare Ref Gomp Name:

Processing
Program Value
Limit Reference

Analyzer NAU AXSim 5.20 | 10101104 | 10101204 Alarm Level @) Enor Authentication Level SuperRole |SW-Version/Rev. 5200 / 03 Analyzers Date/Time 7/10/2014 105210 AM
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NAU AX Sim 5.20 - Gas Chromatograph Portal . ’E
[
Order result properties by numbers
Stream ID a D 4 Name Log Value Transmit Value Start Value 1

1 ja 1 ca 0 1 LogVal
2] 2 2 0 2 « TransmitVal
5 B & J E Select all
4 1 4 c4 0 4
5 | 5 cs 0 5 B EIERECED
(! 6 6 0 6 Apply
i (2 1 cl 0 1
8 2 2 c2 0 2
9y 2 3 3 0 3
10 2 4 c4 0 4
1 2 5 c5 0 5
12 2 6 cb 0 6
43 (3 1 cl 0 1
14 3 2 c2 0 2
g5 3 13 c3 0 3

| 16 3 4 c4 0 4

I i |3 5 c5 0 5 I
18 3 6 cb 0 6

Number of Rows: 18
I OK Cancel I

c. Set the stream(s) Auto Transmit Result check box to insure the results are sent at the end of cycle.

From the Application View on the Navigation panel select Sequences. Select the Stream/Method Settings tab.
From the Properties panel set the Auto Transmit Result check box for each stream. Repeat this step for each
application that will be sending Results to OPC Server. This procedure sets the autotrt attribute in the
stream_method table.

Hm““‘-fu”‘w locahost = SRHMWM! L o= R TEE HE A ] menn - Analyze | Caibate | | 10101 104 - Comnect | SIEMENS
0 £ [ Aoplcatan App A 3
Information »  Scquences | Stream Settings | StreamiMethod Settings
Name AppA(1) e RN T Mathod Nansl Enable status SreamiD 1
n S Y| N 2 second stream (2) 1 method 30 (1) 7] No Status Meltwd1D. [
[ umertieasirement (O ¢ ° e e . oo Rent @ _MessNow 4 s ow 4
ok st streanm (1) 1 method 30 (1) v Next
Sequence  Process (1) AutoLog Resull [7] | LogNow &
S Ruto Transmit Resull (1Y Transmit Now &
Method method 30 (1)
ST RETErEnce S
SNE State Hold
Run Program 1 resuls =

Cyele - 30 sec
Enable &

Navigation x
Overview
Alarms

Results
& Methods

Number of Rowrs: 3

Analyzer NAUAXSim 520 | 10101104 | 10101104 Alam Level @ Emor Authentication Level SuperRole /Rev. 5200 |/ 03 Analyzers Date/Time 7/10/2014 11915 PM

When using Optichrom analyzers with OPC Server define the preferred Optichrom communication protocol.
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d. Optichrom analyzers support several different communication protocols. HCI-H (Modbus), HCI-CO1, HCI-
C04, and HCI-A (ASCII). OPC Server requires that the data be sent in Maxum Analyzer format. The Maxum
analyzer database provides routines to convert Optichrom protocols to Maxum format. Use GCP Analyzer View
to specify the Optichrom protocol to be converted. From Analyzer View select Analyzer on the View Selector
bar. On the Navigation panel under Analyzer View select Network. On the Advance Data Hiway tab select the
Format drop down list box and select the desired Advance Data Hiway protocol. This sets the adh_trtformat
attribute equal to the desired host computer format: 0=HCI-H, 1 = HCI-C01, 2 = HCI-C04, 3 = HCI-A in the
System_control table.

System Chromatogram  Method  Tools Reporting  Help

SO0 seve Undo RwemL_ ‘Used Datalogger loralhost = Service not running [} = W T o4 BT Ay memed - Analyze Calibrate _ | 10101104 - Comert SIEMENS

1Y Haire O Aopicaten App A T Appication Agp &
Information X Network Settings Advance Data Hiway

Name  AppA(1) : Loop 1

Syscon State Hold Run

4 s
Se— m—
Sequence Process (1) Default Applicalian T

Stream  third siream (3)
Method  methed 30 (1)
SNE State | Hold

Cycle |0 — 30 sec

Navigation
Overview )
Alarms
Logged Data
Results
1 System
Regional Settings
Programs
& System Hardware

* nagemem
eMTote Analyzers
Serial Settings
Hosts
Printers
Modbus Map

oPC
= Utilitles ~

Analyzer NAU AXSim 520 | 10101104 10101104 AlarmLevel @ Error Authentication Level SuperRole SW-Version/ev. 5200 / 03 Analyzers Date/Time 7/10/2014 1:44:08 PM

Optichrom analyzers use Advance Data Hiway as the physical medium for all communication. Maxum analyzers
use Ethernet. This requires the use of a media convertor to convert ADH to Ethernet. The Advance Network
Gateway card (ANG) provides this conversion. Typically a Network Access Unit (NAU) is used as an Optichrom
Data Server (ODS) to collect, convert, and transmit the Optichrom data to OPC Server. The Optichrom Data
Server consists of and NAU (Network Access Unit) with an ANG (Advance Network Gateway) card. The NAU
must be configured to use an OPC Server.

The OPC table must be initialized with each streams results before you configure OPC Server. OPC table
entries are automatically created at the end of each analysis cycle. Run at least one analysis cycle on each
stream prior to configuring OPC Server.

3.2.2. COM Server Registration

Maxum OPC Server is automatically installed and registered during the installation process. You can use the
windows program regedit to check the registry entries. OPC Server puts two entries under the
HKEY_CLASSES_ROOT key. One is Siemens.MaxumOPCServer which contains the version-independent
program ID (CLSID) and, one titled Siemens.MaxumOPCServer.1 that contains the version-specific program
ID(CLSID). COM/DCOM use the CLSID to determine the path to the Maxum OPC Server executable for remote
launch capability.
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3.2.3. Standard OPC Proxy/Stubs

In compliance with OPC standards, the Maxum OPC Server installs and registers the following files in the
WINDOWS/ SYSTEM32 directory on 32-bit Windows or in WINDOW S/sysWOW64 on 64-bit Windows.

e The official OPC proxy/stub DLL'’s, “OPCCOMN_PS.DLL and “OPCPROXY.DLL".
e The official OPC List Server (Browser) “OPCENUM.EXE".

e  The Automation Component “OPCDAAUTO.DLL"” wrapper which enables developers to access OPC
data from client applications developed using Automation tools such as Visual Basic, VBA, and VB
Script.

The version information contain in these files is used to avoid overwriting newer files with outdated ones.

3.2.4. OPC Foundation Supplied Programs:
Filename Description
OPCCOMN_PS.DLL Proxy library for OPC Common interface
OPCPROXY.DLL Proxy library for OPC Custom interface
OPCENUM.EXE OPC List server
OPCDAAUTO.DLL OPC-DA automation library
3.2.5. Maxum OPC Server Files
The following files are installed during the installation procedure:
Filename Description
MAXUMOPCSERVER.EXE OPC Server service executable
MAXUMOPCCLIENT.EXE OPC Server user interface application executable
POLYHEDRA.DLL Maxum database communication dll
OPCCLIENT.EXE OPC test client
3.2.6. Default Directory Structure

The MOS installation program creates the following default directory structure:

\Program Files (x86)
\Siemens Industry
\System
\Client
\Documents

The following files are loaded under the specified directory.

\Program Files
\Siemens Applied Automation

MaxumOPCServer.exe - main program executable
DbPolyhedra.dll - support dll
SwKey.dll - support dll
MaxumOPCServer.hlp - Windows Help file
MaxumOPCServer.cnt - Windows Help support
\System
OPCerror.log - The OPC Server log file is created the first time

program is run.

Maxum OPC Server
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\Client

AutomationClientEx.xls - Example Excel-VBA automation client program

OPC Client.exe - FactorySoft OPC Client test program
\Documents

MaxumOPCServerManual.Doc - This manual

OPCda20_auto.doc - Data Access Automation Interface Standard

provided by the OPC Foundation

3.2.7. Software Licensing

The Maxum OPC Server utilizes a software license key to enable/disable functionality and provide warranty
tracking information. The Installation key is a 26-digit alphanumeric number supplied with the product. The
Installation key must be entered in the Software Registration screen during installation. Product licensing

information is displayed in the About box. This includes the Serial Number and License type.

NOTE: The Gas Chromatagraph Portal (GCP) provides an Update license utility that can be used to update a

license key without having to re-run the install program.

There are two types of license keys supported:

e ATrial version that allows the product to run in a fully functional mode for a specific period of time,
typically 30 days. After the time period has expired the product reverts to the Demo version.

e The Full version that provides complete and full access on a permanent basis.

There are two types of licenses available.

. A Single user type that allows a single machine to run OPC Server on the same network.
. A Site user type that enables multiple machines to run OPC Server on the same network.
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3.3. Using Maxum OPC Client And Server

3.3.1. User Interface

Maxum OPC Client (MOC) is the Windows application used to configure Maxum OPC Server. MOC provides the
graphical user interface (GUI) that enables the Interactive user (the logged on user) to communicate directly with

the MOS service.
The MOC window consists of two panels:
e The Device Group pane: used to display the top-level device (analyzer) and associated groups.

e The Tag View pane: used to display the tag name, value, data quality, and description.

The Title bar located at the top of the screen displays the open MOS tag configuration file name. or untitled if no
configuration file exists or is open.

The Status bar located at the bottom of the screen displays the selected device logical ID, IP address, and
device name.

%- Unit12Analz.cfg - Makum OPC Seryver |0 =
[
File Add Edit Yew Options Help
|'E| = Anlz146 Mame | Yalue | Description
Add Device Elﬂ Appl00 @ AlarmMsg i] & Ervor Message (WaRN or FALLT)
T | - SkrmO01 @AIarmStatus ] Az Alarm Status (OK=0, WARN=1, FAULT=2, WaF=3,
Ad.d App - @ ComsState ] Dervice Communication State (Mormal=0, Failure=1)
]g @ MNarmne OPCServer Device narne
Add Stem O SetTime 2-0CT-2003 14...  Set device system time
ok
Add Comp
-3 Strm03
Add Details
D”' .
men Device Group Pane
T 3 Strm034
Save - Skl
N 34 Strmn4z Tag View Pane
b
Export Tags -3 Strmi43
T P Shrmg4
S Shrmi0ds
About CE
— 4] | ©i
|F\n|2146 (161.218.54.146) OPCServer i

Status Bar Figure 1
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3.3.2. Main Menu

The Main menu located towards the top of the MOS screen consists of six items:
File, Add, Edit, View, Options, Help.

File Menu

The File menu offers the following choices:

e New: Creates a new tag configuration *.cfg file

e Open: Loads a configuration from a *.cfg file. See section 3.5 for a description of the configuration file
format. The current MOS configuration is erased.

e Save: Saves the MOS configuration to a *.cfg file.
IMPORTANT: Save also sets the default startup file.
e Save As: Saves the MOS configuration to a *.cfg file after prompting for a file name.
e Export Tags: Saves the MOS device, group and tag names to a CSV file after prompting for a file name.
e Exit: Closes the Maxum OPC Server application.

Add Menu

The Add menu offers the following choices:
e New Device: Creates a new device group(Anlzxxx, Nauxxx).
e New Application: Creates a new application group(Appxxx) under the selected Device group.
e New Stream: Creates a new stream group(Strmxxx) under the selected Application group.
e New Component: Creates a new component group(Compxxx) under the selected Stream group.
e Component Details: Adds peak and group component details under the selected component.

Edit Menu

The Edit menu offers the following choices:
o Delete: Deletes the selected group.

IMPORTANT: The Delete menu item is grayed out when in the monitor mode. To delete a Device,
Application, Stream, Component, or OPC Item de-select the Monitor command
located under the View menu. This will enable the Delete command.

e Properties: Displays the Device, group, and tag properties.

View Menu

e Debug: Displays the OPCError.log file in a Notepad window.

e Status Bar: Shows or hides the Status bar. The Status bar displays the active device logical ID, IP
address, and device name.
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Options Menu

e Short Tag Names: The Short Tag Names command is used to limit the Tag name length. This feature
is useful for legacy OPC clients that require short tag names typically 35 characters or less. When the
Short Tag Names feature is enabled all new tags are created with abbreviated tag name fields. Any
existing tags are not affected by this command. If you wish to change an existing tag to a short tag
name you must delete the old tag and re-create the tag with the Short Tag Name feature enabled.

IMPORTANT - Do not mix Short Tag Names with Standard Tag Names. Use all Short Tag names or
all Standard Tag names. If you are not sure, export the tag names to a file using the
Export command and view the tag list to be certain.

Help Menu
e Help Topics...:Displays the MOS help file. Very useful information!

e  About: Displays the MOS Version number, Serial number, License type, and Support contact
information.

Editing

There are two selections under the “Edit” item on the Main Menu. “Delete” and “Properties”.

Deleting

Devices, Applications, Streams, Components, and individual data points or Tags can be deleted from the MOS
configuration. To delete an item or folder, select the item by right clicking the mouse on the item, in either the

Device pane or the Tag View pane, then select “Delete” from the “Edit” menu or push the “Del” key or right click

the mouse to display the pop-up menu and select the “Delete” item from the menu. When you delete a folder
(Device, Application, Stream, Component) from the Device pane you automatically delete all the folders and
items that are directly underneath the item. For example if you delete a device you delete all the Application,
Streams, Components, and all the associated tags. If you delete a tag from the Tag View pane only the single
item is deleted from the configuration.

IMPORTANT —After deleting any item remember to save the Configuration file or the item will return the
next time the MOS is re-started.

Properties

Device and Tag properties can be displayed with the “Properties” command. See Figure 2, 3 and 4 for an
example of the Device and Tag properties dialog box.
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°Pc' MyAODOSConfigurationFile.cfg - Advance DPC Server - |ﬂ|5|

File Add | Edit View Help

AppO01

I stemiol
-2\ CompO01
sy Comp00Z
-uf CompO03
sy Comp004
-2l CompO0s
sy Comp00&
-2\ CompO07
sy Comp0O&
-2l CompO0g
sy Comp010
- CompO11
sy Comp01Z

-3 stymooz
-3 Shrmo0s
-3 strmood
-3 Srmoos
-3 strmoos
-3 Srmoo7
-3 stymoos
-3 Srmoog
-3 stmol0

Mame | Yialue | Description |
AlarmMsg Ax Error Message (WaRN or FALLT)

@Alarmstatus A Alarm Status (OK=0, WARN=1, FALLT=2, W&F=3)

@ Com3tate Drevice Communication State {(Mormal=0, Failure=1}

@ Mame Device name

O SetTime Set device system time

[Anlz138 {161.218.54. 138) Gregs
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Ix

Device Properties

Device | Anlz138 D 138
Mame | Gregs
Twpe

IF

Figure 2

| Maxum

| 161 .218 .54 138

Figure 3
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Tag Properties il
Name (GRS

Description |Devin::e Caommunication State (Norm

Data
Twpe

ACCESS
Fights

Tahle ||:|p|::

Colurmn |d evice State

|4—byte signed int

|Read Cinky

Cancel ||

Export tags

Figure 4

MOS tags can be Exported to a *.CSV (Comma Separated Value) file for input to Microsoft Excel or other similar
programs. To Export the OPC Server tags select “Export Tags...” from the Main Menu.

Fc" MyADSConfigurationFile.cfg - Advance DPC Server

Fle Add Edt Vew Help

18]

Mew Crl+
Open... ChrHO
Save Cirks
Save As..

1 MyaoSConfigurationFile.cfg
2 Untitled.cfg

3 Dilopel, . iUntitled.cfg

4 D:\opel,...\testl.chg

Exit

fesf Compn07
A compona
fesf Compn0g
A compoin
feouf Compill
ks Compo1z
-3 S0z
I Stemoos
-3 Shmn04
I stemoos
-3 Shrmn0s
I stemoo7
-3 Shmn0s
I stemoog
-3 Shrm10

Marne | alue | Description |
@ AlarmMsg Ax Error Message (WARN or FALLT)
@Alarmstatus Ax Alarm Status (OK=0, WARN=1, FALLT=2, Wa&F=3)

@ Mame
O SetTime

Device Communication State (Normal=0, Faillure=13
Device name

Set device system time

|anlz135 (161.218,54.138) Gregs
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This results in the Export Tags dialog box being displayed.

Sawve in: Ia System j - £F E2-
%HOF'CTags.csv
File name: IMyDPCTags Save
Save as type: ICSV[CDmmaSeparated\r’alues]l *.cav) j Cancel
v

Figure 6

Specify a File name and a directory if you want the file to be saved in a directory other than the default directory.
Then select “Save” and the file will be saved as a *.csv file. The Tag export file has the following format:

TagName DataType

AccessRights

Anlz138.ComState 3

1

Anlz138.Name

Anlz138.SetTime

Anlz138.App001.CurrStrm

Anlz138.App001.Name

Anlz138.App001.RunState

Anlz138.App001.Strm001.AlarmMsg

W] 00 W| 0o W|~|oo

Anlz138.App001.Strm001.AlarmStatus

e

3.4. OPC Server Configuration

OPC Server configuration is a relatively fast and easy process of defining the analyzers (devices) and Tags

(OPC Items) that will be available for OPC Clients to access.
Configuration consists of the following steps:

1. Start MaxumOPCServer service.

There are three ways to start the MOS service.

h.  Automatically at power-up.

i. ~ Manually using Windows Service Control Console (SCM).
j- Automatically using Maxum OPC Client.

Start the user interface application MaxumOPCClient.

Add a new device or analyzer to OPC Server.

Add one or more applications to the device folder.

Add one or more streams to the application folder.

Add one or more components to the stream folder.

Add one or more component details to the component folder.

NoapwDd
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3.4.1.

Configuration Description

Step 1: Start MaxumOPCServer service

a. How to start MOS service automatically
at power-up.

Start the windows Service Control Manager
(SCM) utility. Scroll down to
MaxumOPCServer service. Right click on the
service and select Properties from the pop-up
menu. Change the Startup type to
Automatic. This is the recommended setting
for MOS service.

Maxum OPC Server Properties (Local Computer) @

General | Log On I Recovery | Dependencies|

Service name: MaxumOPCServer

Display name: Maxum QOPC Server

Description: The Siemens Maxum OPC Server service collects data .«
from gas chromatographs.

Path to executable:
"C:\Program Files (x86)\Siemens Industry\Maxum OPC Server\MaxumOPCServe

Startup type: IAummatic - i

Help me configure service startup options.

Service status Started
Start Stop Pause Resume

You can specify the start parameters that apply when you start the service from
here.

0K ] l Cancel ] Apply

b. How to start MOS service manually.

Start the windows Service Control Manager
(SCM) utility. Scroll down to
MaxumOPCServer service. Right click on the
service and select Properties from the pop-up
menu. Click the Start button to manually start
the MOS service.

Maxum OPC Server Properties (Local Computer) &J

General |Log On I Recoveryl Dependencwes|

Service name MaxumOPCServer
Display name Maxum OPC Server
Description: The Siemens Maxum OPC Server service collects data -

from gas chromatographs

Path to executable
"C:\Program Files (x36)\Siemens Industry\Maxum OPC Server\MaxumOPCServel

Startup type: [Manual -
Help me configure service startup options. I
I

Service status: Stopped I
Start Stop Pause Resume N

You can specify the start parameters that apply when you start the service from

here

Start parameters

[ 0K I l Cancel ] l Apply ]

c. How to start MOS service automatically
using Maxum OPC Client.

On startup Maxum OPC Client queries the service database to
determine if the MOS service is running. If the MOS service is
not running the OPC Client will start the MOS service and
connect to it. If the MOS service is already running the Client
connects to the running service. The OPC Client will not stop
the MOS service on exit. Once the service is running the only
way to stop it is with the SCM.
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Step 2: Start the user interface application, MaxumOPCClient

Double click the desktop icon or Select Start-

=)

. = R
>Run then Browse to the MaxumOPCClient.exe - i
program. Click OK.
=) Type the name of a program, folder, document, or
~—— Internet resource, and Windows will open it for you.
Open -
[ OK ] l Cancel l l Browse... l
T S il W S
If the following error is displayed use the Run as MaxumOPCServer ﬁ
Administrator option to start MOC.
s MaxumOPCClient was denied access permission
r ! "\ by the Service Control Manager and will now close.
Try right clicking the MaxumOPCClient icon or
shortcut, and then click Run as Administrator.
— —

... or see the section titled “Starting MOS Without Administrator Privileges”
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To use the Run as Administrator option follow these steps:

a. Using Windows explorer browse to the directory where the MaxumOPCClient.exe file is located.
b. Right click on the file name, select Run as Administrator from the pop-up menu.
regid.1986-09.com.siemens_96C5B330-B..  6/5/2014 2:50 PM SWIDTAG File
(B pb.exe 8/22/2013 2:.37 AM  Application
% MaxumOPCServer.exe 6/4/2014 5:33 PM Application
¥ MAXUMOPCSERVER.chm 7/15/2014 417 PM  Compiled HTML
% MaxumOPCClient.exe 6/4/2014 4,50 DkA Aeolication
Open
[ Launch.exe 4/28/2014 1 —.
“ Run as administrator
4| factor.cfg.cfg 7/21/2014 4
Dependency Walker
177
i Coten Hiraele Troubleshoot compatibility
. OPCClient 771772014 3 7-Zip
S
e 7/17/2014 Compare with "OPCServerVS2005"
Select Left
Floar Calartinn

Or, select Properties from the pop-up menu and check the Run this program as an administrator check box.

-

Name

%) SwKey.dll
regid.1986-09.com.siemens_96C5B3

5 pb.exe

% MaxumOPCServer.exe

# MAXUMOPCSERVER.chm

% MaxumOPCClient.exe

[ Launch.exe

3] factor.cfg.cfg

L. System

I OPCClient

| Documents

MaxumOPCClient.exe Properties

General | Compatibility |Security | Details | Previous Versions|

[fyou have problems with this program and itworked correctly on an
earlier version of Windows, selectthe compatibility mode that matches
that earlier version.
Help me choose the settings

Compatibility mode

[ Run this program in compatibility made for:
Windows XP (Service Pack 3)

Settings
["]Runin 256 colars
[]Runin 640x 480 screen resolution
["| Disable visual themes
[ | Disable desktop composition
["|Disable display scaling on high DPI settings

Privilege Level

Run this program as an administrator

[ "!s‘ Change settings for all users ]

[ OK Cancel Apply

J J
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Step 3: Add a new device or analyzer to OPC Server.

Choose Add->New Device...

)|

&dd Device

from the main menu or click on the
Add New Device Icon on the
toolbar

% factor.cfg - Maxum OPC Client

File | Add | Edit View Options Help

New Device... Ctrl+D

Add MNew Application... Ctrl+A

MNew Stream... Ctrl+T

Ad New Component... Ctri+C

Add Component dEtaili;.,.mEtrlJrE
" oy Comp004
Add Comp e Comp005
i ~shs Comp006
Add Details b Comp007
= b Comp008

Figure 7
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Step 4: Specify the device’s network address

(See Figure 8). Then click on OK.

Maxum, Maxum Edition I,
MicroSam analyzers: Maxum
analyzers use TCP/IP (Internet
Protocol) addressing. IPv4 uses a
32-bit address to identify a
machine on a network and the
network to which it is attached.
The IP addresses are usually
written out in their decimal
equivalents in dotted quad
notation, four decimal integers,
ranging from 0 to 255 each.
(XXX XXX XXX XXX (EX.
196.198.52.2) ). Each Maxum
analyzer must be assigned a
unigue address.

Device Address ﬁ

Device Address

10 . 10 . 0 . 110 IP Address

[] Select this box if the device is an Optichrom analyzer.

[ OK ” l Cancel ”

Figure 8a. Maxum analyzer 10.10.0.110

Advance Optichrom (legacy)
analyzer addressing:

For Optichrom analyzers the IP
address plus the logical ID
(Analyzer number) determine the
device address.

Optichrom analyzers use Advance
Data Hiway (ADH) addressing
consisting of a Loop (1-8) and a
Unit (1-31) and require the use of
an Advance Network Gateway
board to convert the electrical
signals from ADH to Ethernet
TCP/IP. Typically an NAU is
configured as an Optichrom Data
Server (ODS). The ODS converts
the Optichrom messages to
Maxum format. For example if the
ODS IP address is 10.10.0.110
and the Optichrom analyzer
Logical ID is 115 then the address
would be specified as shown in
figure 8b.

First enter the ODS IP address in
the IP address box, then check
the “Select this box if the device is
an Optichrom analyzer” checkbox.
Finally specify the Logical ID of
the Optichrom analyzer in the
“Enter the device (Anlz) Number”
box.

Device Address &J

Device Address

0 . 10 . 0 . 110 IP Address

Select this box if the device is an Optichrom analyzer.

M5 Enter the device (Anlz) Number

OK ” l Cancel ”

Figure 8b. Optichrom analyzer 115 reporting to NAU 10.10.0.110
configured as Optichrom Data Server (ODS)

NOTE: This is the only exception to the rule that the IP address must be
unique for each analyzer. Up to 50 Optichroms can use the same ODS with
OPC Server. This means that all 50 Optichroms would specify the same IP
address, yet each Optichrom has a unique system address consisting of
the IP + Logical ID.
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Step 5: Specify the Applications and Streams to create OPC Tags for.

The MOS connects with
the device and sends a
query to determine the
available Applications and
Streams. The Device
Setup dialog box is
automatically displayed.
Select the specific
Application(s) and
Stream(s) by clicking on
the appropriate checkbox
under the Enable column
or select all of the
Applications and
associated Streams by
clicking the left mouse
button on the Select All
checkbox. (See Figure 9).
Click on OK to create the
Device, Application, and
Stream folders with their
associated Tags.

Device Setup

——

B

X

---_.[l\;‘-.

Enable | Application | Stream Cal Application Name
1 App A
2 App A
3 App A
V] Select Al ok | | cancel
Figure 9

Notice that the Device Setup dialog box displays the available Applications ID’s, Stream ID’s, and for Maxum
only whether the stream is a normal process stream or a Calibration stream and the Application name. Figure 10
shows the newly created OPC Tags.

—
%factor.cfg - Maxum OPC Client - - - - r @
File Add Edit View Options Help
a & Anliz1010 Name Value Description
Add Device | =~ [NFEE0) @alarmMsg 734 | ADHMaxumD Pr.. Ax Error Message (WARN or FAULT)
PP [2e?]
{ & App001 @ AlarmStatus 3 Ax Alarm Status (OK=0, WARN=1, FAULT...
Add App -3 Strm001

L3 Srm002

@ Comstate 0

Device Communication State (Normal=0, ...

_______ T Strmo02 @Namﬁ NAU AX Sim 5.10 Device Twame ]
@ setTime 21-JUL-2014 16:31:57 Set device system time
Open
=]
Save
@
Export Tags
7
Anlz110 (10.10.0.110) NAU AX Sim 5.10
Figure 10

The configuration program automatically adds the Device Folder in the Device pane and labels the device with
either “Anlzxxx” or “NAUxxx". Where “xxx” is replaced with the device’s logical ID. See Figure 10 (Anlz110).
The following device level tags are automatically added to the Tag View pane under the device: AlarmMsg,
AlarmStatus, ComState, Name, and SetTime.
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Located directly under the device folder in the Device pane is the Application folder(s). (See Figure 11)

10 ]
File Add Edit Wiew Help
] (3] s
=N anlz13a [Mame | Walue | Description
E O Alarmisg {uncertain)  App Error Mag (waRM or FALLT)
----- & <ty O Alarmstakus O (uncerkaind  App Alarm Stakus (0K=0, WARN=1, FALLT=Z, WaF=3)
----- & Shymonz O Zurrskrm 0 {uncertain)  Current analysis stream
----- I Shymon3 O Enable 0 {uncertain) Enabled skatus (Disabled=0, Enabled=1)
""" & Strmoo4 O InZervice 0 {uncertain)  In/Ouk of Service (Ouk=0, In=1}
""" ﬁ ztrmms @ Marne 1 Application narme
""" rmbis O Runstake 0 {uncertain)  Fun Mode {Hold=0, Run=1, Cal=z2)
""" 3 stmoo7 @ StrmSeq ] Skrearn sequence number
----- I Stmo0s
----- I stmo0g
----- & strmo10 4| | »]
[anlz138 (161.218.54.138) Greqs A4
Figure 11

Each application folder is given the name “Appxxx”. Where “xxx” is replaced with the Application number. In the
example in Figure 11 its App001. The following Application level tags were automatically added to the Tag View
pane: AlarmMsg, AlarmStatus, CurrStrm, Enable, InService, Name, RunState, and StrmSeq. Located directly
under the Application folder in the Device pane is the Stream folder(s). Each Stream folder is given the name
“Strmxxx”. Where “xxx” is replaced with the Stream number. In the example in Figure 12 its Strm001.

% factor.cfg - Maxum OPC Client | e - - -‘-.- E
File Add Edit View Options Help
(=] & Aniz1010 Name Value Description
Add Device | = B Anlz110 @ AlarmMsg App Error Msg (WARN or FAULT)
SR=1 App001 @ Alarmstatus 0 App Alarm Status (OK=0, WARN=1, FAUL..
# Strm001 @ cuns 2 c vsi
< W urrStrm urrent analysis stream
Addlgtrm  Stm003 @ Enabllﬂj 1 Enabled statu% (Disabled=0, Enabled=1)
) @ 1nService 1 In/Out of Service (Out=0, In=1)
@ Name App A Application name
@ RunState 1 L\\} Run Mode (Hold=0, Run=1, Cal=2, Val=3, ...
@ StrmSeq 1 Stream sequence number
=
Open
(=]
Save
(03
Export Tags
%
Figure 12
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Step 6: Specify each Stream’s component tags.

Notice that there are no stream
components or results tags shown
under the Stream folders in figure
12. To specify the stream
dependent Components select
“Add” from the main menu then
“New Component” or click the left
mouse button over the desired
stream in the Device pane then
right click to display the pop-up
menu and select “New
Component(s)”, or select the Add
“New Component(s)” button from
the tool bar. The MOS sends a
query to the device to determine the
available components for the
specified stream.

IMPORTANT - For Maxum and
Maxum Edition Il devices the
components are only displayed in
the Component Selection dialog
box that have a sequence number
defined in the Trtval attribute of the
Result table.

Component selection R P—
Lag”

Enable

Trtval| Name | Method_ ID

Channel| Result Index| Result_Type

value

value

value

value

||| =
HHH|R|EE

value

o ololololo

oo oo oo
(=R S RN (SR L g

value

[V]select Al

Lok ] |

Cancel

Figure 13

Select the specific Components by clicking on the appropriate checkbox under the Enable column or select all of
the stream components by clicking the left mouse button on the Select All checkbox. Then select OK to create
the Component folder(s) and associated Tags. (See Figure 13)

Each Component is given its own folder under its associated stream. Each component folder is given the name
“Compxxx”, where “xxx” is replaced with the Component number (as defined in TrtVal). The following
Component level tags were automatically added to the Tab View pane: Name, ValCompare, ValMargin,

ValState, and Value. (see Figure 14)

% factor.cfg - Maxum OPC Client — § ——— W - - r -
File Add Edit View Options Help L}
=1 & Aniz1i010 Name Value Description
Add Device | = Anlz110 @ Name Ccl Component name
= App001 © valCompare 0.000000 Validation compare value
ETHE i:z’mﬂl}l @valMargin  0.000000 Validation compare margin
it A @ valState 0 Validation state:0=UnKkn, 1=Pass, 2=Fail, 3...
. 00 - A Comp003 @value 0833333 Component value
fo sk Comp004
sk Comp005
Add Details b Comp006
= ¥ Strm002
Open I Strm003
(=]
Save
(03
Export Tags
%
Figure 14
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Step 7: Adding Component detail tags

Note: Detail tags are only
supported in Maxum analyzers.

Once the Component tags have
been added to a stream additional
Component Detail tags may be
added to each component
depending on the Component’s
type. Maxum supports three types:
Values, Peaks or Groups. Groups
support two types: Peak groups and
Calibrated groups.

To add one or more Detail tags to a
component first select the
component in the Device pane.
Then select “Add” from the main
menu then “Component details...”
or right click the mouse on the
component and select “Component
details” from the pop-up menu, or
select the “Add Details” button from
the tool bar. The Component Detalil
dialog box will be displayed for
Peaks, Peak groups or Calibrated
groups. The Component Detalil
dialog will not be displayed for
component types of Values.

Component Detail

=)

Feak
(V] Area (Corrected) [V Resolution [¥] Type
[] Area Percent Retention Time [V]wicith
[V] Asymmetry Signal to noise [V]'width at 5% height
(V] Asymmetry (10%) [¥] Start Flag W] wicith &t 1022 height
Current_RF Stop Flag W] wicith at 5022 height
[]Height [v] Start Time (V] UsP width
[V]Height Percent (V] Stop Time
[¥]Moise [¥] Thearetical Plates (USP)
Group

Area (Corrected) Current_RF

Ares Percent Height
Calibration
[V]Response Factar

[ oK l I Cancel
Figure 15

Select the specific Component details by clicking on the appropriate checkbox(s) on the Component Detail dialog
box. Depending on the Component type either the Peak or Group section will be enabled. The Peak section tags
are enabled for Peak or Peak groups types while the Group section tags are enabled for Calibrated group types.

Select OK to create the Component detail tag(s) (See Figure 16)

% Untitled.cfg - Maxum OPC Client
File Add Edit View Options Help
(=] =8 Anlz190 Name Value Description
Add Device ] App001 @ Current RF 2345678.000000 Current Response Factor
g %irmt}ﬂl @ Name Ethane Component name
i Cormp001 @ PkArea 83500.000000 Peak Area Corrected
LA Comp002
LA Compoo3 @ PkArea% 55181438 Peak Area Percent
LA omEDD " @ PrAsym 0.000000 Peak Asymmetry
i sym ; eak Asymmetry at 10%
I Sm002 @PkAsym10  0.000000 Peak A: 10%
3% Strm003 ©pkHeight  49100.000000 Peak Height
Add Details 32 Strm004 @ PkHeight%  56.901806 Peak Height Percent
= 2 Strm005 @ PkNoise 0.000000 Peak Noise
Open -3 Strm006 @ PkResolution 0.000000 Peak Resolution
=] = 5trm007 @ PkRetTime  47.799999 Peak Retention_time
Save -3 Strm008 @ PkSignalto.. 0.000000 Peak Signal to Noise
v A Strm009 @rkstartFlg 66 Peak Start Flag
Export Tags L ]*; girmg;g @PkStartTime  41.900002 Peak Start Time
il
7 1 SmosL @ Pksmprl_g 66 Peak Stop rl_ag
I Strm022 @ PkStopTime  53.100002 Peak Stop Time
B3 Strm030 @ PkType 32 Peak Type
3 Sym03l @ PKUSPWidth 0.000000 Peak USP Width
3 Strm032 @ pkwidth 11.200001 Peak Width
5 App002 @ PkWidth10  0.000000 Peak Width at 10% Height
] App003 @ PkWidth5% 0000000 Peak Width at 5% Height
@ PkWidth50  0.000000 Peak Width at 50% Height
@ RespFactl0  8185.100098 Calibration Response Factor
@ TheorPlates  0.000000 Peak Theoretical Plates (USP)
@ value 0.035597 Component value
Figure 16
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Step 8: Saving Tag Configuration File Changes

Save the changes to the Tag configuration file by selecting “File”, “Save As” from the Main Menu.

%factur.cfg - Maxum OPC Client — B ——— W e — r - E
File Add Edit View Options Help L}
=1 18 Aniz1010 Name Value Description
Add Device | =8 Anlz110 @ Name a Component name
& App001 @ValCompare 0.000000 Validation compare value
5 # it:’ml)l)l @ValMargin 0.000000 Validation compare margin
_____ A @ valState 0 Validation state:0=UnKn, 1=Pass, 2=Fail, 3...
4 Comp003 @ value 0.833333 Component value
Add Comp ke Comp004
ik Comp003
Add Details A Comp006
= ¥ Strm002
Open ¥ Strm003
(=]
Save
03
Export Tags
?
Figure 17

This results in the MOS displaying the “Save As” dialog box. Specify the desired configuration file name under
the “File name:” edit box and select “Save”. This will save the Configuration file under the specified directory.
This file will automatically load and run the next time the MOS program is started. (see Figures 17 & 18)

&FE save As & i — X ]

. [\
Ly
Savein. | Maxum OPC Server - (€] 5 s P
B MName - Date modified
o~ | Documents 7/17/2014 3:55 PM
RecentPlaces | opcClient 7/17/2014 3:55 PM
| System 771772014 3.55 PM
wwl
Libraries
Computer
w
Network
4 | 1 ' b
Save as type: [OF’C Server Configuration Files (*.cfg) v]
Figure 18
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— - - = - -
%factor.cfg.cfg - Maxum OPC Client =i X

I
File Add Edit View Options Help g
(=] +|i| Anlz1010 Name Value Description
Add Device : Aniz110 @ Name 1 Component name
= App001 @ ValCompare 0.000000 Validation compare value
Cl StrGDl OVaIMargin 0.000000 Validation compare margin
@ valstate 0 Validation state:0=UnKn, 1=Pass, 2=Fail, 3..
@ value 0.433333 Component value
(p
Add Details
= -3 Strm002
Open L3 Strm003
=
Save
[
Export Tags
%
File save complete... C:\Program Files (x86)\Siemens Indt

Figure 19

DCOM Configuration

The OPC DA specification is based on Microsoft's COM technology. COM (Component Object Model) is a
binary-interface standard for software components that enables inter-process communication and dynamic object
creation. DCOM (Distributed Component Object Model) is a protocol that enables COM objects to communicate
over a reliable, secure, and efficient network link.

Maxum OPC Server (MOS) is an OPC DA server that uses COM/DCOM to communicate with remote OPC
Clients. COM/DCOM access and security permissions must be configured on both the OPC Server and Client
machines to allow communication between DCOM (OPC) objects.

Windows provides a COM/DCOM configuration utility called DCOMCNFG. This section describes how to use
the utility to allow communication between Maxum OPC Server and a remote OPC Client.

IMPORTANT: Inadvertently changing DCOM settings can potentially make your PC inoperable.
Document any changes you make to your DCOM settings. If you have problems
restore the original settings. Read through this document before you make any
changes to your DCOM Configuration Properties. This document is intended to
provide guidance for proper DCOM setup. The settings suggested here may need to
be varied for your situation depending on your OPC Client application and network
security requirements. It is suggested that you review your DCOM settings with your
network Administrator prior to making any changes.

IMPORTANT : Make sure you are logged in as the Administrator or on an account with Administrator
rights before attempting to modify the DCOM settings. The instructions here are for
Windows 7. There may be slight differences in the setup steps for Windows XP,
Server 2003, Windows 8.1, Windows 9, and Server 2012.
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5

Step 1:  Start the DCOM configuration = Run
utility by selecting Start->Run or use the = -
Windows Key + R shortcut to launch
the Run window. 77 Type the name of a program, folder, document, or
' Internet resource, and Windows will open it for you.
Step 2: Type in DCOMCNFG and click OK.
Open .
[ OK J l Cancel l l Browse...
Figure 4.1
Step 3: In the Component Services windows, navigate to
Console Root->ComponentServices->Computers then
right-click on My Computer and
select Properties from the pop-up menu.
. Component Services =2
%. File Action View Window Help |- ]=]x
e=|E) =
(1 Console Root Name Actions
4 Component Services #.Component Services ol B -
& i
{2 Event Viewer (Local) T N

4 [[] Computers

Ltar!

» % My Com
& @] Event Viewer
- Z: Services (Loca

Refresh all components
MNew Window from Here
Properties

Help

Opens the properties dialog box for the current selection.

Figure 4.2
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Step 4: On _the My CompUter My Computer Properties M
Properties window, select the
Default Propertes tab. (see Genera\lOonns Default Properties | Default Protocols | COM Securltyl MSDTC‘
Flgure 43) Enable Distributed COM on this computer
Verlfy that the fOHOWIng settlngs are DEnabIe COM Internet Services on this computer
properly configured:
a: Enable Distributed COM on the Default Distributed COM Communication Properties
Computer Option is checked. The Authentication Level specifies security atthe packetlevel.
lMPORTANT . Any tlme thls Default Authentication Level:
option is changed you must re- None -
boot the PC for the change to
take effect. The impersonation level specifies whether applications can determine who
. H H H is calling them. and whether the application can do operations using the
b: Default Authentication Level is client's identty.
set to None.
c: Default Impersonation Level is Default Impersonation Level
set to Identify. Identty hd
Security for reference fracking can be provided if authentication is used and
thatthe defaultimpersonation level is not anonymous.
Provide additional security for reference tracking
Leam more about sefting these properiies
[ OK ] [ Cancel ] [ Apply ]
Figure 4.3
Step g: Select the COM SECUI’Ity My Computer Properties m
tab.

| General | Options | Default Properties | Defau\tProtocoIs| COM Security | MSDTC

Access Permissions

You may editwho is allowed default access to applications. You may
also set limits on applications that determine their own permissions

Caution: Modifying access permissions can affect the ability of
|, applications to start, connect, function andjor run securely.

Edit Limits Edit Default

Launch and Activation Permissions

You may editwho is allowed by defaultto launch applications or activate
objects. You may also setlimits on applications that determine their own
permissions

Caution: Modifying launch and activation permissions can affect
! ., the ability of applications to start connect. function and/or run
securely.

Editlimis.. | [ EditDefault.

Leamn more about sefiing these properies.

’ QK ] ’ Cancel ] ’ Apply

Figure 4.4
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Step 6: Under Access
Permissions, select the Edit
Default button. (Figure 4.4)

Add the following groups to the
Group or user names list. Do
not remove any others that may
already be listed. (Figure 4.5)
a: Anonymous Logon — this must
be added to the defaults in order
for OPC Enumerator to function

correctly.
b: Everyone
c: Interactive
d: Network
e: System

Make sure that both the Local and
Remote Access permissions are set
to Allow. (see Figure 4.5)

Click on OK.

Access Permission . s

Default Security

Group or user names:

5 ANONYMOUS LOGON
2 Everyone

5L INTERACTIVE

82, NETWORK

2 SELF

L | »

1

« | 11

|

’ Add... ] I Remove ]
Permissions for SYSTEM Allow Deny
Local Access [ 0
Remote Access |
Leamn about access control and permissions
[ QK ] ’ Cancel
= ——— -

Figure 4.5

Step 7: Under Launch and
Activation Permissions select
the Edit Default button.

(Figure 4.4)

Add the following groups to the
Group or user names list. Do
not remove any others that may
already be listed. (Figure 4.6)

f: Anonymous Logon — this must
be added to the defaults in order
for OPC Enumerator to function
correctly.

g: Everyone

h: Interactive

i Network

j:  System

Make sure that both the Local and
Remote Access permissions are set
to Allow. (see Figure 4.6)

Click on OK.

Launch and Activation Permission. .~ . ..

oo X

Default Security

GI’OLIp arusernames:

8, SYSTEM

S NETWORK

52 Administrators (MD1A3A7C\Administrators)
8L INTERACTIVE

£ ANOMYMOUS LOGON
l Add... I l Remove ]

Permissions for Everyone Allow Deny

Local Launch O

Remote Launch ]

Local Activation ]

Remote Activation O
Learn about access control and permissions

[ OK ] [ Cancel
Figure 4.6

Step 8: Under My Computer, open the folder labeled DCOM Config. (see Figure 4.7)
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B, Compor-1ent ServTces‘_ Hh [ | — hlﬂ_?@lg

. File Action View Window Help BER
=3 | A XELz R LIEDEE2
(1 Console Root “ || Name Actions
4 ¥ Component Services E| [Z/COM+ Applications e -
“ f lcé‘impumfs [/ DCOM Config == ,
= ﬂ!g?m@l‘?[l T “Running Processes A 0
b M.+ Applications [ Distributed Transactic il

4[] DCOM Config
¢ & %SystemRoot%\system32\appwiz.cpl
v & %systemroot¥\system32\colorui.dil
‘& %SystemRoot%\System32\fveui.dll il
& Y%systemrootds\system32\intl.cpl
‘& %systemrootds\system32\Ipksetup.exe
- Yesystemroot¥s\System32\UserAccountC
‘& %systemrootd%\System32\UserAccountC
‘& 32-bit Preview Handler Surrogate Host
& AccessibilityCplAdmin
‘& AccStore Class
‘& acppagedll

=

-

=

-

=

i 2 AcroBroker |
¢ 8 AcroDistX M
[l & AcrolEHelperShim i
] S T | » < I b
Figure 4.7
Step 9: Browse to the Siemens Siemens MaxumOPCServer Properties _. - — [REA5)
MaxumOPCServer COM object. Ganeral [ Losaton [Securty | Exdpons [idemiy]
. . . ocation ecur napoint ent

Right-click, and select Properties from the pop- ’

Up menu. General properties of this DCOM application

On the General tab, set the Authentication ApplicationName:  Siemens MaxumOPCServer

Level to None. Application ID: {78997CBE-37E2-4B0C-B2F6-CE10967A7AS 1}

(See Flgure 48) f Application Type: Local Service
o Authentication Level [Nune VI
: Service Name MaxumOPCServer
t
ol
o
t
ol
|
|
ol
| Learn more about setting these properties.
LI [ OK ] [ Cancel I I Apply

Figure 4.8
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Step 10:
Select the Security tab.
Under the Launch and Activation
Permissions, select Customize.
Then click Edit. (see Figure 4.9)

Step 11:
Select the Security tab.
Under the Launch and Activation Permissions,
select Customize.
Then click Edit. (see Figure 4.9)

r

Siemens MaxumOPCServer Properties

General | Location ‘ Security ‘ Endpoints I Idermty|

Launch and Activation Permissions
(T)Use Default

(@) Customize

Access Permissions

(@ Use Default

() Customize

Configuration Permissions

‘.:_.' Use Default

(@) Customize

Learn more about seffing these properties

Edit...

| [ 0K I l Cancel I [ Apply
Figure 4.9
Step 12: Launch and Activation Permission m
Add the following groups to the Group or user :
names list. Do not remove any others that may Securty
already be listed. (Figure 4.10) Group or user names:
a: Everyone 82, SYSTEM
b: Interactive z‘.;dmin\stralors (MD1A3ATC\Administrators)
82 Everyone
c: Network 42 INTERACTIVE
d: System 52 NETWORK
Make sure that both the Local and Remote [ Add. || Remove |
Launch and Activation permissions are set to _
Allow. (see Figure 410) Permissions for SYSTEM Allow Deny
Local Launch =
Click on OK Remote Launch |
Local Activation |
Remote Activation 0
Learmn about access control and permissions
[ OK l i Cancel
Figure 4.10
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Step 13:
Under Access Permissions (see Figure 4.9) ,
select Customize.
Then click Edit. (see Figure 4.9)
Add the following users to the Group or user

F m— |
Access Permission M

Security

Group or user names:

. 8.E
names list. Do not remove any others that may ~
. 5L INTERACTIVE
already be listed. 2 NETWORK
a: Everyone 82 SELF
b: Interactive 8, SYSTEM
c: Network 52, Administrators (MD1A3A7C\Administrators)
d: System [ Add... ] [ Remaove ]
Make sure that both the Local and Remote Permissions for SYSTEM Deny
Access permissions are set to Allow. (see Figure Local Access O
411) Remote Access |
Click on OK.
Learn about access control and permissions
[ QK ] [ Cancel
| — — — |
Figure 4.11
Step 14: . . Siemens MaxumOPCServer Properties m
Select the Endpoints tab. (see Figure 4.9)
Make sure the Connection-oriented TCP/IP is General | Location | Securiy | Endpoins |ideniiy]
en.tered in the list. . DCOM Protocols and endpoints:
Click the Add button, select Connection- T
oriented TCP/IP in the dropdown list and the
Use default endpoints radio button. (see
Figure 4.12)
Click OK.
L
L
| Add ] [ Remove ] [ Properties ] [ Clear
: Description
il The set of protocols and endpoints available for use by clients ofthis
DCOM server. The system defaults entry indicates thatthe default set of
f DCOM protocols and endpoints for the machine will be used
Learn more about sefting these properties

| [ ok [ cance || appy

= P Ty ey e

Figure 4.12

%

Maxum OPC Server
User Manual, 9/2014, v3.00, 2000684-001

41




Step 15:
Select the Identity tab.
Make sure The system account (service
only) radio button is selected.
Click Ok. (This is the recommended option for
COM objects running as a service.)

>

Siemens MaxumQPCServer Properties

| General | Location | Security | Endpoints | Idenity |

() This user.

Which user account do you wantto use to run this application?

The interactive user.

The launching user.

"é." The system account (services only).

Learn more about sefting these properiies.

Browse...

I oK ] [ Cancel } [ Apply

Figure 4.13
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5. Theory of Operation

5.1. Device Connection

OPC Server uses TCP/IP over Ethernet to communicate with Maxum, Maxum Edition II, NAU, MicroSam, and
Advance Optichrom analyzers. When a new device is added to OPC Server a connect message is sent to the
remote device. If the connection is successful, the server sends a query to determine the device firmware
version number. The firmware version must be equal to or greater than 4.0 for the connection process to
continue. Once the server has verified the device version number the server sets up (registers) three Active
queries (subscribes) for a Maxum device or two Active queries for an Optichrom device.(See tables below) This
completes the connection process.

5.1.1. Maxum/NAU ACTIVE QUERIES:

When OPC Server connects to an analyzer it sets up three Active queries in the analyzer's database. When any
of the attributes associated with an active query have a change in value the OPC Server is automatically notified
and updated. The three active queries are:

Active queries

Maxum Database Table Table Attributes
1 OPC lastreceived
2 OPC force
enable
runstatus
3 Application enable
inservice
mode

Active query #1 is configured on the OPC table - lastreceived attribute. Lastreceived is updated at the end of
each analysis cycle and contains the date and time the analysis cycle completed. This query is used to update
all of the OPC tags at the end of the analysis cycle.

Active query #2 is configured on the OPC table - force, enable, and runstatus. This query automatically updates
the OPC tags — Force, Stream Enable, and RunState tags whenever there is a change in value on any of these
database attributes.

Active query #3 is configured on the Application table — enable, inservice, and mode attributes. This query
automatically updates the Application mode attributes whenever there is a change in value.

5.1.2. OPTICHROM ACTIVE QUERIES:
Table Name Table Attributes(s)

OPC lastreceived

OPC enable, force, runstatus

5.2. Device Updates

At the end of each analytical cycle the analysis results are updated in the device (analyzer) database. The
lastreceived attribute is updated to reflect the time the analysis cycle completed. Any change to the lastreceived
attribute activates an Active query forcing the event notification to be sent to OPC Server. OPC Server responds
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with a query for the analysis results. The Server overwrites the previous analysis cycle results and updates any
interested OPC Clients with the new data.

5.3. OPC Client

A client is defined as a requester of services and a server is defined as the provider of services. A single
machine can be both a client and a server depending on the software configuration.

An OPC client is any OPC compatible application that wants to use the information stored in Maxum OPC
Server. A typical client is a DCS (Distributed Control System) or SQC program that supports an OPC interface.

OPC clients connect to OPC Server by creating an OPC Group object and specifying the OPC Items (tags) to be
included in the group. The client registers and subscribes to server data by creating an advise sink which
receives data change natifications from the server. OPC is change-driven. Data is only sent when there is a
change in value.

OPC Groups have several properties that must be specified when the group is created in the OPC Server. One
property of an OPC Group is the update rate. The update rate is the rate at which data changes should be
evaluated and sent to the client.

5.3.1. The Registry

OPC clients locate OPC Servers on the local or remote machine through a set of entries in the Windows
Registry. Chapter 6 of the OPC Specification discusses the registry entries necessary for an OPC server. A
COM class is identified through a CLSID (ClassID). The operating system maintains a database of all registered
CLSIDs in the Registry. The registry entries for a server’s CLSID specify the location of the server, its type (local
, remote, in-process), threading model, etc. Maxum OPC Server is self-registering. The first time OPC Server is
executed, a set of entries is installed in the Registry. Registration entries are made under
HKEY_LOCAL_MACHINE\CLASSES\Siemens.MaxumOPCServer.1, referred to as the ProglID. A subkey
located under this key contains the CLSID for Maxum OPC Server. Clients use the registration information to
find the server path.
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5.5. OPC Server Tags

5.5.1. Maxum, Maxum Edition Il, NAU, MicroSam Tags
Access Types: R = Read Only, RW = Read/Write, W = Write Only. “xxx” = analyzer logical ID
(%))
0n o
Tag Name 5 e Database Location (Source) Description
(&]
2F
Device.Tag — Example: Anlzxxx.AlarmMsg
AlarmMsg OPC table “sysmsg” attribute. String value (VT_BSTR) that displays the highest priority device level Alarm message
AlarmStatus R OPC table “sysalmstatus” attribute. 4-byte integer value (VT_l4) that displays the device alarm status
0 = OK, Normal
1 =WARNING ALARM
2 = FAULT ALARM
3 = WARNING & FAULT ALARM
ComState R Set by the MOS based on the connection state 4-byte integer value (VT_l4) that displays the current status of the communication link
between the MOS and the device (anlz, NAU). between the MOS and the device
0 = OK, Normal
2 = COMMUNICATION FAILURE between device and server
4 = Optichrom analyzer timeout
Name R System_Control table “name” attribute. String (VT_BSTR) that contains the device name
SetTime OPC table “settime” attribute. OLE Date tag (VT_DATE); sets the device and/or system time. A Maxum analyzer or
NAU can be configured as a Time server. SetTime updates the time/date in the
designated Time server. The other devices in the system must be configured with the
IP address of the designated Time Server. Maxum devices automatically synchronize
their time base once a day at 12:20am.
Write format: Time may be entered in 12 or 24-hour format
06/11/2003 01:28 pm or 6-11-2003 13:28
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0
0n o
Tag Name B =2 Database Location (Source) Description
o
2F
Application.Tag — Example: Appxxx.AlarmMsg
AlarmMsg R AlarmMsg - Application table "app_status_msg" String tag (VT_BSTR) that contains the current application error message. AlarmMsg
attribute. always contains the highest priority FAULT or WARNING alarm message. Displays a
NULL string for no alarm.
AlarmStatus R AlarmStatus - Application table "app_status" 4-byte integer (VT _l4) that contains the current application alarm status.
attribute. 0 = OK, Normal
1 =WARNING ALARM
2 = FAULT ALARM
3 = WARNING & FAULT ALARM
CurrStrm R CurrStrm - OPC table "nextstream" attribute. 4-byte integer (VT_l4) that contains the number of the stream currently being analyzed
by the application
Enable RW Enable - Application table “app_status” attribute. Boolean (VT_BOOL) that enables or disables this application
0 = This application DISABLED
1 = This application ENABLED
Write format: 0 or 1
InService R InService - Application table "inservice" attribute. Boolean (VT_l4) that contains the current service state for this application
0 = This application is OUT OF SERVICE
1= This application is IN SERVICE
Write format: O or 1
Name R Name - Application table "application_name" String (VT_BSTR) that contains the name of this application
attribute.
RunState RW RunState - OPC table "runstatus" attribute. 4-byte integer (VT_l4) that sets the state of this application.
0 = This application is in HOLD
1= This application is in the RUN state
2 = This application is in the CALibration state
3 = This application is in the Validation state
4 = Analyzer timeout valid for Optichrom analyzers only
Other values are not allowed.
Write format: range 0 - 2
StrmSeq RW StrmSeq - Application table "active_sequence" 4-byte integer (VT_l4) that sets/displays the active application stream sequence.
attribute. Write format: positive integer greater than zero
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[%)]
0n o
Tag Name B =2 Database Location (Source) Description
(&]
2F
Stream.Tag — Example: Strmxxx.AlarmMsg
AlarmMsg R AlarmMsg - OPC table "alarmmsg" attribute. String tag (VT_BSTR) that contains the highest priority WARNING or FAULT error
message for this stream
AlarmStatus R AlarmStatus - OPC table "alarmstatus" attribute. 4-byte integer (VT _l4) tag that contains the current stream alarm status.
0 = OK, Normal
1 = WARNING ALARM this stream
2 = FAULT ALARM this stream
3 = WARNING & FAULT ALARM this stream
CycleLength R OPC table “cyclelength” attribute. 4-byte integer (VT_l4): Stream cycle length in seconds
DataReady MOS internally generated when the SampleTime Boolean (VT_BOOL): Setto a ‘1’ at the end of the analysis cycle. It is reset after a user
tag is updated defined period between 5 - 25 seconds. The default is 10 seconds.
Enable RW Enable - OPC table “enable” attribute. Boolean tag (VT_BOOL): Sets this stream ENABLE/DISABLE state
0 = This stream DISABLED
1 = This steam ENABLED
Write format: O or 1
Force RW Force - OPC table “force” attribute. Boolean tag (VT_BOOL): Forces this stream to run repeatedly
0 = Normal Stream Sequencing
1= Force this stream to run next
Write format: 0 or 1
MethodID R MethodID - result table “method_id” attribute 4-byte integer (VT_l4): Method ID used on this stream
Name Name - OPC table “streamname” attribute. String (VT_BSTR): Stream name
RunEvent RW RunEvent - OPC table “runevent” attribute. 4-byte integer (VT_l4) Runs a stream-dependent event. Example: To run EVT32 in the
analyzer, write 32 to this tag.
Write format: Positive integer in the range 1- 32535
SampleTime R SampleTime - OPC table “lastreceived” attribute Date tag (VT_DATE) Contains the time the sample was injected for the associated
components (results) on this stream.
Updated at the end of the analysis cycle with the date/time the stream analysis was
started.
SetAlarm RW SetAlarm - OPC table “setalarm” attribute. 4-byte integer (VT_l4) Sets an alarm in the device.
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a7




[%)]
0n o
Tag Name B =2 Database Location (Source) Description
(&]
2F
Component.Tags
The Name and Value tags are automatically created for each component on Process, Validation, or Calibration streams
Name R Name - Result table “result_name” attribute. String tag (VT_BSTR): Contains the name of this component
Value R Value - OPC table "results" attribute. 4-byte real tag (VT_R4): Contains the value of the component
Component ValidationTags
The ValCompare, ValMargin, and ValState tags are automatically created for each component on a Validation stream only
Works with Peaks, Peakgroups, and Calibratedgroups
ValCompare R ValCompare - Result table “compare_value” 8-byte real tag (VT_RS8): Used in validation to compute a difference between the
attribute. Used for validation. buffered result value
ValMargin R ValMargin - Result table "compare_margin* 8-byte real tag (VT_RS8): Used to specify the valid range for comparison between the
attribute. This is a percentage of full scale. buffered result value and the ValCompare value.
ValState R ValState - Result table “compare_state” attribute. 8-byte real tag (VT_R8): Provides Validation state information.
Used for validation. (Pass = 1/Fail = 2/Validation Inprogress = 8)
Component Detail PeakTags
The following Component detail tags are valid on Process, Validation, and Calibrations streams.
These tags are valid for Peaks and Peak groups only.
Current_RF R Current_RF - ezchrom_result_chrompeak table 8-byte real tag (VT_RS8): Contains the value of the Response Factor used on the
“current_rf” attribute. current analysis. Maybe calculated or manually entered response factor.
PkArea R PkArea - ezchrom_result_chrompeak table 8-byte real tag (VT_RS8): Contains the corrected peak area for this component
“corrected_area” attribute.
PkArea% R PkArea% - ezchrom_result_chrompeak table 8-byte real tag (VT_RS8): Contains the percent area for this component
“area_percent” attribute.
PkAsym R PkAsym - ezchrom_result_chrompeak table 8-byte real tag (VT_RS8): Contains the peak asymmetry for this component
“asymmetry” attribute.
PkAsym10 R PkAsym10 - ezchrom_result_chrompeak table 8-byte real tag (VT_RS8): Contains the Asymmetry at 10% peak height for this
“asym10” attribute. component
PkHeight R PkHeight - ezchrom_result_chrompeak table 8-byte real tag (VT_RS8): Contains the maximum peak height for this component
“peak_height” attribute.
PkHeight% R PkHeight% - ezchrom_result_chrompeak table 8-byte real tag (VT_RS8): Contains the percent height for this component
“height_percent” attribute.
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[%)]
0n o
Tag Name B =2 Database Location (Source) Description
(&]
2 =
PkNoise R PkNoise - ezchrom_result_chrompeak table 8-byte real tag (VT_RS8): Contains the peak noise for this component
“peak_noise” attribute.
PkResolution R PkResolution - ezchrom_result_chrompeak table 8-byte real tag (VT_RS8): Contains the peak resolution relative to previous peak for this
“resolution” attribute. component
PkRetTime R PkRetTime - ezchrom_result_chrompeak table 8-byte real tag (VT_RS8): Contains the retention time at peak apex for this component
“retention_time” attribute.
PkSignaltoNoise R PkSignaltoNoise - ezchrom_result_chrompeak 8-byte real tag (VT_R8): Contains the peak signal to noise for this component. (Peak
table height / rms noise)
“peak_signal_to_noise” attribute.
PkStartFlg R PkStartFlg - ezchrom_result_chrompeak table String tag (VT_BSTR): Contains the peak start flag for this component
“start_flag” attribute.
PkStartTime R PkStartTime - ezchrom_result_chrompeak table 8-byte real tag (VT_RS8): Contains the retention time at start of peak for this component
“front_time” attribute.
PkStopFlg R PkStopFlg - ezchrom_result_chrompeak table String tag (VT_RS8): Contains the peak stop flag for this component
“stop_flag” attribute.
PkStopTime R PkStopTime - ezchrom_result_chrompeak table 8-byte real tag (VT_R8): Contains the retention time at end of peak for this component
“back_time” attribute.
PkType R PkType - ezchrom_result_chrompeak table 8-byte real tag (VT_RS8): Contains the peak type this component
“peak_type” attribute.
PkUSPWidth R PkUSPWidth - ezchrom_result_chrompeak table 8-byte real tag (VT_RS8): Contains the peak USP width (U.S. Pharmacopeia) for this
“usp_peak_width” attribute. component
Pkwidth R Pkwidth - ezchrom_result_chrompeak table 8-byte real tag (VT_R8): Contains the peak width at base for this component
“peak_base_width” attribute.
PkWidth10 R PkWidth10 - ezchrom_result_chrompeak table 8-byte real tag (VT_RS8): Contains the peak width at 10% height for this component
“peak_width10” attribute.
PkwWidth5% R Pkwidth5% - ezchrom_result_chrompeak table 8-byte real tag (VT_RS8): Contains the peak width at 5% height for this component
“peak_width5” attribute.
PkWidth50 R PkWidth50 - ezchrom_result_chrompeak table 8-byte real tag (VT_R8): Contains the peak width at 50% height for this component
“peak_width50” attribute.
TheorPlates R PkTheorPlates - ezchrom_result_chrompeak table 8-byte real tag (VT_RS8): Contains the Theoretical plates for this component
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0n o
Tag Name B =2 Database Location (Source) Description
o
2F
Component Detail GroupTags
The following Component detail tags are valid on Process, Validation, and Calibrations streams.
These tags are valid for Calibrated groups only.
GrpArea R GrpArea - ezchrom_result_group table 8-byte real tag (VT_RS8): Contains the corrected peak area ( for the group) for this
“corrected_area” attribute. component
GrpArea% R GrpArea - ezchrom_result_group table 8-byte real tag (VT_RS8): Contains the peak area percent ( for the group) for this
“area_percent” attribute. component
GrpHeight R GrpHeight - ezchrom_result_group table 8-byte real tag (VT_RS8): Contains the maximum peak height ( for the group) for this

“group_height” attribute.

component

Component Detail Calibration Tag
The following Component detail tag is valid on Process, Validation, and Calibrations streams.
This tag is valid on Process, Validation, and Calibration streams on Peaks, Peak groups, and Calibrated groups.

RespFactL(0-9)

50

RespFactL(0-9) - ezchrom_result_group table
“response_factor” attribute.

RespFactLO — RF level 1 or single point cal

RespFactL9 — RF level 10 for multipoint cal

8-byte real tag (VT_RS8): Contains the calibration response factor. Supports up to 10
levels of response factors for multipoint calibrations.
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5.5.2.

Advance Optichrom Tags

Access Types: R = Read Only, RW = Read/Write, W = Write Only.

Access
Type

Tag Name Database Location (Source) Description
Device.Tag — Example: Anlzxxx.AlarmMsg (xxx = Analyzer logical ID)
ComState R Set by the MOS based on the connection state 4-byte integer value (VT_l4) that displays the current status of the communication link
between the MOS and the device. between the AOS and the device
0 = OK, Normal
1 = COMMUNICATION FAILURE between device and server
Name R System_Control table “name” attribute. String (VT_BSTR) that contains the device name
SetTime OPC table “settime” attribute. OLE Date tag (VT_DATE); sets the device and/or system time. Writing the SetTime
tag for an Optichrom device results in a Optichrom TOD(Time of Day) broadcast. This
will synchronize the date/time on all the Optichrom devices connected to the network.
Write format: Time may be entered in 12 or 24-hour format
06/11/2003 01:28 pm or 6-11-2003 13:28
Application.Tag — Example: Appxxx.AlarmMsg (xxx = Application ID)
CurrStrm R CurrStrm - OPC table "nextstream" attribute. 4-byte integer (VT_l4) that contains the number of the stream currently being analyzed
by the application
Name R Name - Application table "application_name" String (VT_BSTR) that contains the name of this application (Optichrom is always
attribute. “App001”)
RunState RW RunState - OPC table "runstatus" attribute. 4-byte integer (VT_l4) that sets the state of this application.
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0 = This application is in HOLD

1= This application is in the RUN state

2 = This application is in the CALibration state

4 = Optichrom loss of communication with OPC Server
Other values are not allowed.
Write format: range 0 — 2

0 = Sets application to HOLD state

1 = Sets application to RUN state (Write 7, Read 1)

2 = Sets application to CAL state
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[%)]
0n o
Tag Name B =2 Database Location (Source) Description
(&]
2F
Stream.Tag — Example: Strmxxx.AlarmMsg (xxx = Stream ID)
AlarmMsg R AlarmMsg - OPC table "alarmmsg" attribute. String tag (VT_BSTR) that contains the highest priority WARNING or FAULT error
message for this stream
AlarmStatus R AlarmStatus - OPC table "alarmstatus" attribute. 4-byte integer (VT _l4) tag that contains the current stream alarm status.
0 = OK, Normal
1 = WARNING ALARM this stream
2 = FAULT ALARM this stream
3 = WARNING & FAULT ALARM this stream
CycleLength R OPC table “cyclelength” attribute. 4-byte integer (VT_l4): Stream cycle length in seconds
DataReady MOS internally generated when the SampleTime Boolean (VT_BOOL): Setto a ‘1’ at the end of the analysis cycle. It is reset after a user
tag is updated defined period between 5 - 25 seconds. The default is 10 seconds.
Enable RW Enable - OPC table “enable” attribute. Boolean tag (VT_BOOL): Sets this stream ENABLE/DISABLE state
0 = This stream DISABLED
1 = This steam ENABLED
Write format: O or 1
Force RW Force - OPC table “force” attribute. Boolean tag (VT_BOOL): Forces this stream to run repeatedly
0 = Normal Stream Sequencing
1= Force this stream to run next
Write format: 0 or 1
Name R Name - OPC table “streamname” attribute. String (VT_BSTR): Stream name
RunEvent RW RunEvent - OPC table “runevent” attribute. 4-byte integer (VT_l4) Runs a stream-dependent event. Example: To run EVT32 in the
analyzer, write 32 to this tag.
Write format: Positive integer in the range 1- 32535
SampleTime R SampleTime - OPC table “lastreceived” attribute Date tag (VT_DATE) Contains the time the sample was injected for the associated
components (results) on this stream.
Updated at the end of the analysis cycle with the date/time the stream analysis was
started.
Component.Tag — Example: Compxxx.AlarmMsg (xxx = Component ID)
Name R Name - Result table “result_name” attribute. String tag (VT_BSTR): Contains the name of this component
Value R Value - OPC table "results" attribute. 4-byte real tag (VT_R4): Contains the value of the component
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Appendix A - DCOM Logging

DCOM logging can be a useful troubleshooting tool when experiencing DCOM errors. By default Windows
disables DCOM logging. You can enable error logging by changing the registry and then restarting the DCOM
process (OPC Client/Server) that you want to examine. The DCOM process that you want to examine
determines whether you have to restart the computer.

To turn on DCOM error logging, follow these steps:

Click Start, click Run, type regedit, and then click OK.

Locate the HKEY_LOCAL_MACHINE\SOFTWARE \Microsoft\Ole registry subkey.

Right-click the Ole value, point to New, and then click DWORD Value.

Type ActivationFailureLoggingLevel, and then press ENTER. Double-click

ActivationFailureLoggingLevel, type 1 in the Value data box, and then click OK.

Right-click the Ole value, point to New, and then click DWORD Value.

6. Type CallFailureLoggingLevel, and then press ENTER. Double-click CallFailureLoggingLevel, type 1
in the Value data box, and then click OK.

7. Restart the DCOM program, and then examine the System log and the Application log for DCOM errors

(Event Viewer).

8. The error messages in the Windows event log contain information that you can use to help resolve the
DCOM issue.

APwbdpE

o

You can turn off DCOM error logging by changing the ActivationFailureLoggingLevel value and the
CallFailureLoggingLevel value to zero.
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Appendix B - Configuring Windows Firewall

By default, Windows blocks inbound connections from other computers. To allow OPC Clients to connect to
MaxumOPCServer, Windows Firewall must be configured to allow inbound messages from the client. If the
client and server are located on different computers you must configure Windows Firewall on both machines. If
the client and server are used on the same computer, there is no need to configure Windows firewall.

Step 2: In the left pane select Inbound Rules then
browse and select the Windows Management
Instrumentation (DCOM-In) rule. Right click and
select Properties from the pop-up menu. From the
General tab check the Enabled check-box and
then click on OK.

General

Action

L

W Name
¥ Windows Management Instrumentation (DCOM-In)

e

Step 1: Open Windows Firewall Management Windows Managemen|nstrumentation (OCOM-In) Properties ==
Console. Select Start then type wf.msc in the
. ‘ Scope | Advanced | Users ‘
SearCh programs and flles bOX. General | Programs and Services | Computers | Protocols and Ports ‘

D This is a predefined rule and some of its properties cannotbe
modified

Description:

Inbound rule to allow DCOM traffic for remote Windows -
Management Instrumentation. [TCP 135]

5 (@) Allow the connaction

“ % () Allowthe connection if it is secure

(*) Block the connection

am more about these seftings

.

([ oK ]\D Cancel | [ Apply

-
—
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Next, right click on Inbound Rules and select New Rule... from the pop-up menu. Set the Program radio button
then click Next.

Rule Type

Selectihe type of frewall rule 1o create.

Sty

o FuisType What type of rule would you ke o create?

& Program

* Action 9 Program

o Prokis Rula that controls connactions for a peogram

@ Name B
Flule that controls connecbons for s TCP or UDP port.

' Pradefined:
BranchCache - Content Remeval (Uses HTTP)
Custom nie
|

Lusn moip about rule ypos

«Back

(o ] [ conwr ]

Under This program path: browse to the MaxumOPCServer.exe file and select Next.

Spacify the b th of thir program that this rule maschas

Stige:

@ Rule Type Does this rube apply 1o all programs of a specific program?

 Program

@ Ackon Al

* Prois i

@« MName
cipatiprogram exe
%ProgramFlesibiowselbrows er exe

Lean morg Shou spaching LISgrEms

< Back

) e |

Cancel
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Set the Allow the connection radio button and then select Next.

[ . S e <)

Action
ecify the action to be taken when 3 i hes i pecified in the nule.
I
Hhiges !
@ Rule Type
@ Pragram
S dcicn IPsec aswell a3 those are not.
| Prafile ~

. | Miow the: connoection if it is secune

Thiz includas only iona that have b using [Paee. C iona will ba

spcured using B selings el rules in B Secunty Fuli node

Bilock the connection

Lasiam meni: absul dehone

<ack [ mews || conce | |

On the Profile screen check Domain, Private, and Public check boxes then select Next.

[ S - Id
P Newinboung Rulewizard e R e e ==
| Profile E}
Specify the profles far which this rule applies. '
Stegs. I
« FRuleTyps Whan doas this nile 300k
@ Pragram
@ Action || Doman
+ Profic Applias whan 3 campatar is connactad ta its camarata domain
@ Mame m Privata
Applies when a computer is connacted to a private network location.
Public
Applies when a computer is connected to 3 public neswaork locasion.
I
mar el
|
<Back |[Cmems ][ camest | |
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Give the inbound rule a name MaxumOPCServer and select Finish.

@ New Inbound Rule Wizard _— - - lﬁ

Name I}

| Specify the name and description of this rule.

Steps:
@ Rule Type

@ Program

@ Action o

MaxumOPCServer

@ Profile

@ Name

Descriphomop

[ <Back ][ Fimsh | [ cCancel |

IMPORTANT: An inbound rule to allow connections must exist for every OPC server running on the
computer. This includes the OPC Foundation's OPCEnum.exe program. OPCEnum
is used by an OPC Client application to discover and/or connect to OPC servers on a
remote machine. OPCEnum acts as a ‘proxy’ application to access important registry
information on the remote computer. If an OPC client can not browse the list of
servers on a remote machine, it is typically a result of authentication failure to the
OPCEnNnum application.
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Appendix C - OPC Test Client

A simple OPC Client is provided with each installation of Maxum OPC Server. The FactorySoft OPC Client is
useful for testing and troubleshooting OPC servers and OPC connections.

The Client is installed in the \Program Files (x86)\Siemens Industry\Client directory. To access the FS Client add
a shortcut to the Desktop or select Start, Run..., Browse to the OPC Client.exe, and click on OK to start the

program.
From the main menu connect to an
OPC Server. Select OPC- o e W G

>Connect... . (See Figure C--1) 2] J
1 189 Server Status,.. | Walue Time

iEraup Parameters, ..

Add Ttem...

Item Properkies...

Write Walue to Tkerm, ..

Fead Item

Refresh

Remove ke

Figure C-1
When the Select OPC Server i
dialog box is displayed enter the IP
address of the remote device in Server Name ok |
i Siemens. Advancel PCServer. 1
the Server Node combo .box (if the | Carcel |
OPC Server and OPC Client are
running on the same machine Server Mode ["heerver or "server” or Mwinw server.com''|
leave the box empty) then click on |161218.54124 v|  RefreshList |
the Refresh List box. (See Figure
C-2) The OPC Client launches the Avalable servers f10F 20
i i FactorySoft InProc.1 (InProc OPC Server)

OPC Foundation List Server FactorpSoft Sample.1 (FactorySoft Modbus OPC Sample]
(OPCEnum.exe) on the OPC OPC.Fix1 (OPC Sample Server
Server machine. If the command Siemenz.dvancedPCServer.] [Siemens SApplied Autama
is successful a list of the available
OPC Servers is displayed in the
Available Servers list box. If an
Access is Denied error message
is displayed it may mean that the

DCOM Security settings are not Figure C-2
properly setup on either the OPC
Server or OPC Client machine.
Refer to the appropriate section of
this manual for more information
on DCOM settings.

To connect, double click on the
Server name in the Available
servers list box or select the
Server name and click on OK. If
no error messages are returned
the connection is complete and the
OPC group object was
automatically created.
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The next step is to define which of
the OPC Items available in the - y
OPC Server to add to the Client’s A= | G0F ] vew FHED
group. From the main menu select EI Connect,.,

OPC->Add Item. (See Figure C-3) Disconnect :
T30 Server Status.., | value Time

=, Siemens.AdvanceOPCServer.1 - FactorySoft OPC Client

Group Pararneters. ..

Add Ikem. ..

Iten Properkies. . .
Wirite Yalue b Ihem. ..
Fead Item

Refresh

Rermmave Ikem

Figure C-3
The Add Item dialog box is zl
displayed with the defined devices,
groups, and tags in the Browse mceess Path | Add ltem |
items list box. (See Figure C-4)
[tem Mame I Bt |
Browse tams: Filter: I"‘ [ter Properties:.. |
= Root Alarmhdsg
8 Anlz179 AlarmStatus
ComState
Mame
SetTime
— Data Type
& Usa native type " Long
" Boaol " Double
 Short  Siring
Figure C-4
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Select a device or folder in
the Browse items list box
and the associated tags
are displayed in the right
pane. To add a tag to the
OPC Client group select
the tag in the right pane
then click on the Add Item
button or double click the
item. Click the Done
button to save the OPC
item to the Client’s group.
(See Figure C-5)

The OPC Client has
subscribed to the tags
displayed in the main
window and the values will
be automatically updated
based on a change in data
value.

File ©OPC  Wiew Help

=, Siemens.AdvanceOPCServer.1 - FactorySoft OPC Clienk

2|

Tag | Yalue | Time:
Anlz179.Mame CoopFIDZ 04/02/03 14:54:31
Anlz179.ComSkate n

Anlz179.App001 . Mame appl 04/02/03 14:52:36
Anlz179,App001.Enable on 04/02/03 14:52:36
anlz179.4ppl01, Inervice on 0402103 14:52:36
Anlz179.App001 RunState 1 0402103 14:52:36
Anlz179,App001 . Strm001  MName Skreaml 04/02/03 14:52:36
Anlz179.App001, 5krmi01 Enable on 04/02/03 14:52:36
anlz179,4pp001, Strmo01 , RunEvent n 0402103 14:52:36
Anlz179,App001 ., Strm001 ., SampleTime 7 0402103 14:52:36
Anlz179.App001, Skrma0l, CompO0l Malue 04,2889 04/02/03 14:52:36
Anlz179,App001 . Strma01, CompO0zZ . Mame  C2= FID 04/02/03 14:52:36
1] |
Ready

Figure C-5

To read an OPC Item
property, to force a read
refresh , or to write an
OPC Item supporting write
access right click on the
OPC item and select the
appropriate command
from the popup menu.
(See Figure C-6)

. File OQPC Wiew Help

=, Siemens.AdvanceOPCServyer.1 - FactorySoft OPC Clienk

=10l x|

K1

Anlz179.App001., Skrrm001 . SampleTi
Anlz179,4pp001, Skrrn001, CompO01
Anlz179,App001, Skrrm001, CompO0z

4

Write value to this item

Tag | Walue | Time

Anlz179. Name CoopFIDZ 0402703 14:54;31
Anlz179. ComState ]

Anlz179, App001 . Mame Appl 04402103 14:52:36
Anlz1 79, App001 . Enable on 04)02/03 14:52:36
Anlz179. App001 . InService on 04)02/03 14:52:36
Anlz179. App001. RunsState 1 04)02/03 14:52:36
Anlz179, App001. Skrr001 ., Mame Skreaml 04)02/03 14:52:36
Anlz179,. A4pp001. Skrrm001 . Enable on 04)02/03 14:52:36
Anlz179, App001 . Skrrm001, RunEvent ] 04)02/03 14:52:36

Ikern Properties. ..
Item Attributes. ..

Read Item
Refresh

Write Value to Ikem. ..

04/02/03 14:59:43
04/02/03 14:59:43
04/02/03 14:52:36

Remaove Ikem
Figure C-6
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If you are unable to establish a connection to Maxum OPC server or browse and add tags to OPC Client read
through this section. Most problems connecting to OPC server relate to the DCOM settings on either the host or

the client machine.

Unable to Find a
remote OPC Server

First, check that you are able to communicate with the remote OPC Server machine
from the client machine. Select Start->All Programs->Accessories->Command Prompt.
At the command prompt type 'ping Xxx.XxX.xxx.xxx'. Replace the Xxxx.XxX.Xxx.xxx with
the IP address of the remote machine. If the remote machine fails to respond to the
ping there is a communication problem between the two machines. If the remote
machine replies to the ping request then there is a problem with the OPC Foundation
Core Components. Re-install or repair the OPC Foundation Core Components.

"Class not
registered" Error

If you get this error while attempting to query Maxum OPC Server the OPC Foundation
Core Components have not been installed correctly. Install the OPC Foundation Core
Components.

Unable to Query the
Server

If you are able to connect to Maxum OPC Server but the OPC Tags (Items) aren't
display the most common cause is incorrectly configured local DCOM security settings.
Review the DCOM settings.

Unable to Connect
to Server

If the OPC Client sees Maxum OPC Server yet it is unable to connect to it, the problem
is most likely with your DCOM configuration. Review the Distributed COM section in
this manual.

Unable to Create a
Group

If you are able to connect to Maxum OPC Server but are unable to create a group, the
problem is most likely with your local DCOM configuration. Review the Distributed COM
section in this manual.

Error While
Querying Interface

If you get this error while attempting to add a group to a connected client object, the
local DCOM security settings are not permitting the OPC server to connect to the OPC
client.
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Appendix D - Automation Client Example

A working example of an Automation Client program is included with the Maxum OPC Server installation
program. The Client program is written in Excel — VBA and can be used as a starting point in writing your own
OPC Client application. The Excel Client program is located in:

\Program Files\Siemens Industry\Client and is titled AutomationClientEx.xIs. The program is an Excel macro
and therefore requires that the Microsoft Excel program is loaded on your machine.

Background:

The OPC Data Access Automation Interface defines a standard by which automation applications can access
process data. This interface provides the same functionality as the custom interface, but in an “automation
friendly” manner. The Automation Client can be written in Visual Basic or Visual Basic for Application (VBA).
The Automation Client uses a ‘wrapper’ DLL provided by the OPC Foundation (OPCDAAuto.DLL) to
communicate with the Custom interface provided by the Maxum OPC Server. The OPC Foundation specification
for the Data Access Automation Interface Standard is included with the Maxum OPC Server installation and the
OPCDAAuto.DLL was installed automatically with the OPC Server installation. The Automation Interface
document defines the methods and parameters plus some examples to write an Automation Client. Use the
example client program as is or as a guide in writing your own OPC Client.

How to run the example Automation Client:

First, execute the AutomationClientEx.xls program. This should start the Microsoft Excel program on you PC.
The following dialog box will be displayed in Excel: (See Appendix C)

D AOPCRelease’Clients! AutomationClientEsx. xls contains macros.

Macros may contain viruses, It is ahways safe o disable macros, but if the
macros are legitimate, you might lose some functionality.,

Disable Macros Enzble Macros More Info

Figure D-1

Click on the Enable Macros button.

The Advance Automation Client screen will be displayed similar to Figure D-2
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J File Edit View Insert Format Tools Data Yindow OPC Help == x|
DERaaky|spad - c-|azrsil@ss -
A9 L =

SIEMENS APPLIED AUTOMATION

AADVANCE OPC SERVER

: /AUTOMATION INTERFACE

CONNECT TO OPC SERVER

SCAN OPC ITEMS

BROWSE OPC SERVER

| #operation... | @advanceo...||[Elmicrosott... ||peskeon > (- A@ MGy  siz7em
Figure D-2

21 I
§§start|

H EE E » ”“ [ inbox - Mi... wndvanceou.l BARE: Ether... | an:\opcr{e\..‘l EasqLe

Click on the CONNECT TO OPC SERVER button. The CONNECT to OPC Server Dialog box will be displayed.
(See Figure D-3) Enter the IP address of the Maxum OPC Server then press the REFRESH NODE SERVER
LIST button. The client program will use the OPC List Server located on the PC where the Maxum OPC Server
is running to display a list of all the available OPC Servers in the SERVER LIST list box. Select
Siemens.MaxumOPCServer.1 and click on the CONNECT TO SERVER button.

CONNECT to OPC SERYER X|

MNODE

REFRESH NODE
| 161.218.54.124 P

SERVER LIST
- COMMECT
| Siemens, AdvanceOPCServer. 1 ;l T SERVER
Cancel

Figure D-3
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Then select the BROWSE OPC SERVER button (Figure D-2) to display a list of all the available OPC Items or

Tags or Variables available at the OPC Server. (See Figure D-4)

J Eile Edit ¥iew Insert Format Tools Data Window OPC Help

DEdSSRY | bR T -

&= A4 BT

v@_|

A8 j =|
A

SCAN OPC ITEMS

§;Start|

H & E 2 > ”“ [E]Inbox - M. | &8 Advanced..| BARE: Ether... | @D:\OPCRel..] HasqLe

Anlz179 Alarmhisa

Anlzl1 79 Alarm Status
Anlz179 ComState
Anlz179.MName

Anlz179 SetTime

Anlz178 App001 Alarmisy
Anlz179.Anp001 Alarm Status
Anlz179.App001.CurrStrm

| ®yoperation... | dpadvanceo...|[Emicrosoft.. HDesktDp » (el @P®ar  ss7em

Figure D-4

Select the OPC Items you wish to subscribe to from the Browse list box. If applicable use the scroll box to scroll
down the available list. Double click on each item you want to subscribe to.
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The selected items will appear in the spread sheet under the Tag Name column. (See Figure D-5)

J File Edit Yiew Insert Format Tools Data Window OPC Help

=lal x|

DRalaslky

tRed o ez afEssr -3,

B13 j =|

A B

Hston| @ 1 28 > >

J (©) Inbax - Mi.., mAdvanceOH.I BARE: Ether,

| Supiopcrel, | Fosac | Ejoperation,, | @padvance.. |[Emicrosoft... || peson » [ aB@ AP 541 pm

Anlz179 App001.5trm001.SampleTime
Anlz179 App001.Strm001.SetAlarm
Anlz179 App001 Strm001.Comp001 Name
Anlz179 App001.5trm001.Comp001 Value
Anlz179 App001.8trm001.Comp002. Name
Anlz179 App001 Strm001.Comp002 Value
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Click on the SCAN OPC ITEMS button to subscribe and update the selected OPC Items values. (See Figure D-

6)

J Eile Edit ¥iew Insert Format Tools Data Window OPC Help -|5|i||
DeRagRy|ipad|- ez sdd@ds -0

A21 j =|
A [

SIEMENS APPLIED AUTOMATION

3 AUTOMATION INTERFACE Anlz179 App001.Strm001. SampleTime =l

Anlz179 App001 Strm001. Sethlarm

4 Anlz179 App001 Strm001. Comp001 Mame -
Anlz179 App01.Strm001.Comp001.value
== CONNECT TO OPC SERVER Anlz1 79.App001 001, Corp002 Name
5 Anlz179 App001 Strrm001. Comp002 Value
[
- SCAN OPC ITEMS
; BROWSE OPC SERVER

Anlz179.Name CoopFID2

T | Anlz179.AlarmStatus
12 CAnlZT?E AppBOT CateStee 000 n e e el

1 [AnlzI79.App00i RunState |

13 | Anlz179. App001.Strm001.Comp003.Name
20 :Anlz17% AppB0T Strnthat. 3 Malue: i

J ()] Inbax - Mi... | & Advance®, .| EARE: Ether.., | @D:\OPCReI..‘l ;SQLC

;ﬂstartl” -

| ®yoperation... | dpadvanceo...|[Emicrosoft.. HDesktDp » (el @PRar  szem
Figure D-6

The selected items will be updated at the end of each analyzer cycle.
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From the main menu select Tools->Macro->Visual Basic Editor to display the AutomationClientEx macro.

J Eile Edit Wiew Insert Format | Tools Data Window OPC Help & x|
IDSEES SR Y| 4 &Y seeling.. POl As e -3,
221 j AutnCorvect.,,

Share Workbook...

A
SI E M E N : Track Changes

Ilerge Wiorkbooks. ..

-

=D AUTOMATION

Protection

Opline Collaboration

Goal Seek...

Si
AUTOMATION cenares Anlz179 App001.5trm001.SampleTime =l

w

AaEiig) P | Aniz178 Asp00t Stmont Getiarm =
—_— 1= 70 0 Abni0d Pmn R B ne
» Macros... Alt+FS 3
CONNECT TC e
Add-Ins... @ Record New Macro.., &
Customize... Security...

QOptions...

Alt+F11
Alt+ShiftHF1L

ail Basic Editor

SCAN

@B Microsoft Script Editor

~ = o [=

Anlz179.Name H3W03 5:42 PM
RS I RO e e e T 3 BT e A
Anlz179. AlarmStalus

=

o
S
B
.M
=5
3
|
Ed
b=y
i
!
o]
g
g

Anlz179. App001.RunState

M AnIZI7S. ARp00%. SkmbOt SampleTime
| 5 [Anlz179.App001. Stm001.Comp001.NHame
B ARIZ17E AppBOE St ornp00]
| 7 [Anlz179.App001. Stmb01.Comp02.Name
AnlZ173 App0 Sumist Compl02 Value
Anlz179_ App0l SrmD1 Comp03 Name
(ARIZ1TE AppBOE SHO0T CormpOlEN alue: ; A3N63 542 PM|

o

@

@

r
=]

21
22 [
23
24
25
26 [
27
28
23
30

=
dhstart| | @ [ 28 B 7| Blinbos-m., | o9 advanceo. | sare: ether,., | ubiopcrsi. | Sosaic

| Eoperation... | dadvanceo... | crosoft... HDesktDp > J PP Si44pm
Figure D-7
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rosoft Visual Basic - AutomationClientEx.xls - [Sheet1 (Code)]

Jm File Edit View Insert Format Debug Bun

Toolz Add-Ins Window Help

LR
181X

|Ha- s Eedo o)

w08 Y | @ s, colt -

ECIE |

-4 OPCClientProject (AutomationClientEx.x
(=453 Microsoft Excel Objects
Shestl (Sheet1)
Sheet4 (Result Demonstration)
Sheets (Analyzer 2 Dema)
Sheett (analyzer 3 Demao)
4 Thiswarkbook
=455 Farms
-E UserForm1
-1 Modules

4 |
|Sheet1 ‘orksheet

=

L

Alphabetic |categor\zed |

nﬂm Sheetl

DisplayPageBreaks Fal:e
DisplayRightToLeft False
EnablesutoFiler  False
EnahleCalculation  Trie
EnableOutlining  False
EnablePivotTable Falze
EnableSelection 0 - xNoRestrictions
Narme Sheetl
Scrollarea

IStandardidth a.11

Wisible -1 - lSheetvisible
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I[General) j Iupc

Public WithEvents OPCMyserver As OBCServer
Public OPCMyErowser As OFCBrowser

Public WithEvents COPCMygroups AS OPCGEoups
Public WithEvents CPCMygroup As OPCGroup
Public OBPCMyitems As OPCItens

Public OPCMyitem As OPCItem

Dim QPCItemIDs () As String

Dim ItemServerHandles (] As Long

Dim Errors() As Long

Public allcellsRange As Range

Public IPAddress As 3tring
Public server As String

Public sub opc()

on Error GoTo ErrorHandler
Dim ClientHandles (] As Long
Dim AddItemCount As Long
Dim BrowserCnt As Long

Dim txt As 3tring

Dim txtl As String

Dim branches () As String
Dim path As sString

Dim device() As String

Dim DevBranch As Integer
Dim app{) &s String

Dim strm{) As String

Dim comp() As Htring

JC I

- |

Watches ]
Expression
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D-1. Client Code Descriptions

Please refer to the OPC Foundation document titled “Data Access Automation Interface Standard”. This
document was installed under the Maxum OPC Server directory.

\Siemens Applied Automation\DOC\OPCDAAuto.doc or it can be obtained from the OPC Foundation web site
at www.OPCFOUNDATION.org. The following example was written using VBA (Visual Basic Applications)

Define the Server/Group/ltem Objects

First define the OPCServer Automation object, the OPCGroups and OPCGroup objects, and the OPCltems and

OPCltem objects. The WithEvents syntax enables the object to support the declared events for the particular

object.

Public WithEvents OPCMyserver As OPCServer
Public OPCMyBrowser As OPCBrowser

Public WithEvents OPCMygroups As OPCGroups
Public WithEvents OPCMygroup As OPCGroup
Public OPCMyitems As OPCltems

Public OPCMyitem As OPCltem

Dim OPCltemIDs() As String

Dim ItemServerHandles() As Long

Dim Errors() As Long

Public allCellsRange As Range

Public IPAddress As String

Public server As String

Create The OPCserver Object

Create a new OPCServer object and make a list of all the available OPC Servers located on the specified
machine using the OPCServer object method GetOPCServers.
(Sheetl.OPCMyserver.GetOPCServers(Sheetl.IPAddress))

Public Sub CommandButtonl_ Click(Q)
Dim servers() As String
Set Sheetl._OPCMyserver = New OPCServer

IT UserForml.TextBox1l.value <> """ Then
Sheetl. IPAddress = UserForml.TextBoxl.value
Else

Sheetl. IPAddress = "127.0.0.1"

End 1If

On Error GoTo ErrorHandler

servers = Sheetl.OPCMyserver.GetOPCServers(Sheetl. IPAddress)

UserForml.ComboBox1.Clear
Sheetl.ListBox1.Clear

For 1 = 1 To UBound(servers)
UserForml.ComboBox1.Addltem servers(l)
Next 1

UserForml.ComboBox1.DropDown
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UserForml.ComboBox1.SelText = UserForml.ComboBoxl.List(0, 0)

If UserForml.ComboBox1.value <> """ Then
Sheetl.server = UserForml.ComboBox1.value
End If
Exit Sub
ErrorHandler:

MsgBox (‘'Can"t connect to OPC Server, check IP address'™)

End Sub

Connect to the specified OPC Server and add a Group object.

Using the server object (OPCMyserver) execute the connect method with input parameters server name
(Sheetl.server) and server IP address (Sheetl.IPAddress) . Then Add an OPCGroup object (Groupl) using the
OPCGroups property of the server object. Create the Browser object using the CreateBrowser method of the
server object.

Public Sub CommandButton2_Click()

IT Sheetl_server = """ Then GoTo endl

IT Sheetl.IPAddress = """ Then GoTo endl
Sheetl.OPCMyserver.connect Sheetl.server, Sheetl.lPAddress

On Error GoTo ErrorHandler

Set Sheetl.OPCMygroups = Sheetl.OPCMyserver .OPCGroups

Set Sheetl_OPCMygroup = Sheetl.OPCMygroups.Add(*'Groupl'™)
Set Sheetl_OPCMyBrowser = Sheetl.OPCMyserver .CreateBrowser
Sheetl.allCellsRange.Select
Sheetl.allCellsRange.ClearContents

UserForml.Hide
endl:
Exit Sub

ErrorHandler:
MsgBox (‘"Access denied, check DCOM access settings on both server and client.™)

End Sub

Create And Add Iltems To The OPCitems Object

Using the OPCGroup object (OPCMyGroup) method OPCltems create the OPCltem object and add OPCltems
to the group using the Addltems method.

Public Sub OPC(Q)

On Error GoTo ErrorHandler
Dim ClientHandles() As Long
Dim AddltemCount As Long
Dim BrowserCnt As Long
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Dim txt As String

Dim txtl As String

Dim branches() As String
Dim path As String

Dim device() As String
Dim DevBranch As Integer
Dim app() As String

Dim strm() As String

Dim comp() As String

Dim branchCnt As Long
Dim ret As Boolean

1T OPCMygroup.OPCltems.count > O Then

OPCMygroup. IsActive = False

OPCMygroup. IsSubscribed = False

OPCMyitems._Remove OPCMygroup.OPCltems.count, ltemServerHandles, Errors
End If

ReDim ClientHandles(UBound(OPCIltemiDs))
For X = 1 To CInt(UBound(OPCIltemlDs))
ClientHandles(X) = X + 1

Next X

Set OPCMyitems = OPCMygroup.OPCltems

OPCMyitems._Addltems UBound(OPCltemlIDs), OPCltemlDs, ClientHandles,
ItemServerHandles, Errors

If Errors(1) <> 0 Then
MsgBox "Error'
End If

Set The Group Active And Subscribe To The Group Data

When the IsActive Groupproperty is set to TRUE , the OPC server reads out registered items. When the
IsSubscribed property is set to TRUE, the DataChange event is called back on data change. The OPCltem
object method READ is used to read the item values into the group variables.

OPCMygroup. IsActive = True
OPCMygroup. IsSubscribed = True

Private Sub OPCMygroup_DataChange(ByVal TransactionlD As Long, ByVal Numltems As
Long, ClientHandles() As Long, ltemValues() As Variant, Qualities() As Long,
TimeStamps() As Date)

Dim anltem As OPCltem
Dim row As Integer
Dim col As Integer

Worksheets('Sheetl) .Activate

For X = 1 To Numltems
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Range("'A9:E9") .Select

Range("'A9') .Activate

Set anltem = OPCMyitems.ltem(ClientHandles(X) - 1)
anltem_Read OPCDevice

row = ClientHandles(X) - 2

col =0
ActiveCell .Offset(row, col)_Activate
ActiveCell .NumberFormat = "General"

ActiveCell .value = anltem.ltemID
ActiveCell .Offset(0, 1).Activate

Select Case anltem.CanonicalDataType

Case 3

ActiveCell .NumberFormat = "General"
Case 7

ActiveCell .NumberFormat = "m/d/yy h:mm AM/PM"
Case 8

ActiveCell .NumberFormat = "General™

ActiveCell .HorizontalAlignment = xIRight

End Select

ActiveCell .value = anltem._value

ActiveCell .Offset(0, 1).Activate

ActiveCell .NumberFormat = "m/d/yy h:mm AM/PM"
ActiveCell.value = anltem.TimeStamp
ActiveCell .Offset(0, 1).Activate

ActiveCell .NumberFormat = "General"
ActiveCell .value = anltem_Quality

ActiveCell .Offset(0, 1).Activate

ActiveCell _NumberFormat = "General"
ActiveCell .value = anltem._CanonicalDataType

Next X

Range("'A9'") .Activate

End Sub
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Additional Information Resources

The OPC Foundation web sites located at www.OPCfoundation.org or www.OPCeurope.org

Book, OPC - Fundamentals, Implementation and Application, 2., published by Huthig Fachverlag
ISBN-3-7785-2883-1, English, Amazon.com

Book, “Inside COM”, Dale Rogerson / Microsoft Press, ISBN:1572313498, Amazon.com
Web site, www.microsoft.com/com/wpaper/, site includes whitepapers on COM/DCOM
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Glossary

Client —

In the Client / Server model the client is defined as a requestor of services. The Server is defined as a provider
of services.

COM — Component Object Model.

COM is an "industry-standard" software architecture supported by Microsoft and many other companies. COM
solves is the standard way for Windows program modules (applications) to communicate with each other. COM
is a protocol that connects one software module (application) with another and then drops out of the picture.

COM is a binary standard that specifies how objects interact with each other. A COM object is accessed
exclusively through one or more sets of interfaces. An interface is a set of functions or methods. The COM
standard not only specifies the binary object standard, it also defines a series of standard interfaces that provide
common functionality. The OPC-DA specification defines several COM objects and their associated interfaces.
These objects and interfaces provide a standard for real-time information exchange between software
applications and process hardware.

The Maxum OPC Server uses Microsoft COM/DCOM/OLE technology to communicate with clients.

Component —

Typically a component is defined as an analysis peak result. For Maxum and Advance Optichrom analyzers
analysis peak values are stored in the Result table. Every Component or Result has certain attributes
associated with the Result value. For the OPC Server every Component must have a name, value and trtval
defined. The trtval attribute determines if the result is visible to the OPC Server and defines the result’'s
reference number.

NOTE: Any database variable can be placed in the Result table and assigned a name and trtval.

DCOM - The Distributed Component Object Model

DCOM extends COM to networks (remote objects). It is a new, highly optimized protocol, where remote
components appear to be local.

Domain —

In Windows NT/2000/XP network security terms, a Domain is a group of machines that have reason to work
together. Examples include Sales domain, Engineering domain, Account domain. Typically a Domain Server is
setup that provides name and password authentication for the Users and Groups in the Domain list. Multiple
domains may or may not be able to access one another unless a special relationship called a Domain Trust
Relationship has been setup. A Domain user consists of the Domain name + user name.

Domain User/Groups —

In Windows NT/2000/XP network security terms, a Domain User or Group account can be used on any computer
that is a member of the Domain. Authentication of the user name plus password is handled by the Primary
Domain controller. It's easier to setup the DCOM permissions on both the OPC Server and Client with a Domain
account as opposed to a Local User/Group account.

Group(s) —

In Windows NT/2000/XP security terms, a Group contains one to many Users A Group account is easier to
maintain when user names or access permissions will change frequently. Its easier to add/delete Users from a
Group when granting temporary access for maintenance reasons. Proper use of Groups is a good way to
reduce long-term maintenance costs.

Local User/Groups —

In Windows NT/2000/XP network security terms, a Local User or Group account is known only to the machine
the account is setup on. Local accounts cannot access another machine unless the identical Local account
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(username plus password) was setup on both machines. Its typically easier to setup and use a Domain account
with OPC Server and remote Clients.

OPC — OPC (OLE for Process Control)

OPC is based on Microsoft's OLE, COM (component object model) and DCOM (distributed component object
model) technologies, OPC consists of a standard set of interfaces, properties, and methods for use in process-
control and manufacturing-automation.

OPC is an industry standard created by the OPC Foundation in collaboration with Microsoft corporation. The
OPC Foundation is an organization with over 300 members world-wide consisting of nearly all the major control
systems, instrumentation, and process control systems providers.

The objective of the OPC Foundation is to develop an open, flexible, plug-and-play standard that allows
instrumentation suppliers to develop standard form device drivers that "serve" the data to any application
supporting an OPC client interface.

Query —

A query is a request for information from a database. In the Client / Server model the client is the requestor and
the server responds with the information from the database. A database query can be fixed or active. A fixed
query is evaluated exactly once and the resulting data is sent back to the client. An Active query is a procedure
established on a set of data where subsequent changes in the data result in updates being sent to the requestor
until the query is closed or shutdown.

Server —
In the Client / Server model the Server is defined as a provider of services. The Client is defined as a requestor
of services.

User(s) —

In Windows security terms, a User is a login name + password combination used to gain access (sign on) to the
Windows machine.
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