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CP KI5k

50

CP SCFp AR [RB I B i 5 i

NTP
ML TR R 2% i) NTP IR S5 4% [F) A5 i
FEJA FHREFE A5 I m] DU %07 i

IS A R A V3 EE CP, NTP 454tk mr DAE Y URL FN, 40
<ntp.server.com>. Jyit, 7E DNS 4545 .

NTP (secure)

2R G, AI{EH NTP (secure)
Jiihe EITHEAE X FR B RATIOAE « SR AT A R RS ST T e A A

A LAVER R E T, B3 T NTP (secure) 22 NTP fIR55 2% .
£ CP LR RS54

M CPU ZRERET 8]

H V4.2 2, CPU wLL 10 B[ A IR b H) i CMICP.

CPU 134

W B 7“CPU [F2E 1 % A E" (CPU synchronizes the modules of the device)
I, WA T S CP (EERAS 2 V2.1.77) UL 10 BN [EE IR S
CPU I [al 47 [F 25 .

RAZHT P [E2B

WIRARTE CP _LAZSHRF, WIATELL R &4F T [F25 CP KR [a]:

WHRAE“PROFINET 11 > B8] [ 22" (PROFINET interface > Time synchronization)
toh CPU Ja H T“CPU [AI5 # #% A" (CPU synchronizes the modules of the
device) i&1i, NuEHIFTA CM/CP %5 CPU i B #HT [F5 .

MAKFEZRER I 8]
JEHREFEEAE G CP R AR AK A I B
MRV, EZS BT 14/ (BT 116).

CP 1243-1
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4.4 i1 a2
#EE M CP # &% CPU
VLA
Keit H] ¥ R 2| CPU

WA T RARGL R AF A, PR LR 5 20K CP i ()46 % 42 CPU:
o flif] PLC ZEK CP A%k % CPU
o HIIEMELN CP I [aF: Kk % CPU

¥ CP A% &k 5 CPU H#A/EEL T CP Al CPU MBI A . &R LL 4T,
o CPE#<V3

KA ZERCARS, CP A LLG £t PLC A &4 CPU 4t &, 2 CPU
JE HAVE LI PLC AR &, CPU 2R CP Hf[a].

#£5 CPU j#1%”(Communication with the CPU) ¥ 41, mi% & CP
UETRR R S @ PLC AR &4 CPU. H X PLC & &, 20, CP
12545 CPU iif5”(Communication with the CPU).

e CP [ 2 V3.0 f1 CPU 2 V4.2
ARG R P AR S B R EER A 2 —, 206 CP RIS IA] B 3h$% & 45 CPU.

IEERERI 26 7E“PROFINET % 1 > i 8 [ 25" (PROFINET Interface > Time-of-
day synchronization) 4 CPU 1% 7 “CPU [FZ X & " (CPU synchronizes the
modules of the device) &1,

Wi e, shEETA E RERLOR 5 CPU I REEAT [R5
H-T CPU H3R A CP 1), Bt A 28 PLC BT K.

CP 1243-1
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4.5 LIKPELT
4.5 PIRM# 0
4.5.1 PAK A Stk
R P bt
LIS, KUK E DB AR 1Ptk 24
A LATE S B R R “ B 2k I > 3 1 [Xn P1]°(Advanced options > Port [Xn P1])
N A v R R o
BEEZHRELE, EZ N STEP 7 5 R R%t.
45.2 IPv6

FIAZ IPv6 Hhhk

WHRAZSIE IPve il (“Fzh41245"(Manual configuration) &30 , i5Hi{RFIA IPv6
Huhk 53 J8 A [F] )

ARABHELE, S STEP 7 58 R4,

BEIKAEA IPVE

ViEA

BT IPv6 31T Internet EfE

RS IPv6 Hidik 31K CP 3323 Internet, &R O Internet 8% H 23 A1 I FH
Internet A% (54, HLFERAR) BIFRHERS 2R IPve Huhilk,

@it IPv6 347 OUC &E1fE

f#i Ffl Open User Communication IFH0GE 1PV i, SRR {RIE 5 0k AL FE IPv6. dn st
DNS fR45 a7 2, R el fsthhk o5 e 8 IPve sk, SRJE R IPv4 k.

453 CP ##iR
KA R MEEEGEE, WSRAFTTH. 26, ESNAST /4 (7T 116).

CP 1243-1
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A&
4.5 LUKz

454 B8P [F] 20

e i R 2
HARTE R, 5 NG (7 48) 5%

455 =%l

TCP &EZ MW
TEMH T E 4 REH T CP Bl AR 4 TCP iE#:.
o TCP &AL H]

Difg: i TCP
HERE IS AR CER B, W E A B S K RIS R EFIE T, IF HNAE TCP
PR AR 12 MR LIS [R) P R4S

RN E: 180s. AUFAITEE: 1..65535s
o TCP {REFEEBR

AR RRHURIE ORFFE R WS, NAE DRI AL [R) USRS KPR M B SRAR
BRAE L AR IS 18] AR USCRIMA S, Hofg 5C PR Sl BB T A

BRINKE: 10s. RUHITEHE: 1..65535s

e E

YRR T REEIEEE, WiRre e EA T . B2EE, 155 WAETM /4
(7 116).

CP 1243-1
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4.6 KFE

45.6 i Web iR%%

VilE CPU 1 Web fIR%52%
S7-1200 %) Web #3662 F CPU H . it CP, I LLii1a CPU ) Web %545
A PC % LAN Vi s Web fi 4585 .
17K Web %5 281015 2., 1EZ WF WA/ (T 115).
T 141 (VT 116) TF A4 T {8 TeleControl Basic I 1 1] Web i 5% % (451
43 S7-1200 ff) Web 25 (02 K, 2 LFEM 1/ (7 115)) .

4.6 Ak FE s
HAERHEZEBEG, WSHAASERT K.

4.7 DNS A

DNS fik%#2

ML EEIKE. NTP B T HR AR 45 25 55 Nl i EAL 2 FK (FQDN)
Vilalmy, "REFE 2 DNS iR4s 4.

PL FQDN F XS HE SRR, FFEE4H S DNS RS 4. 5@ 4751 DNS
k55 50 e B AE AR 1P 3tk (IPv4/IPVG).

] IPv6 Huhibi, 1% 5506%F DNS iR 548t T HNM A A

CP 1243-1
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4.8 5 CPU il

4.8 5 CPU #fE
4.8.1 5 CPU &EfE
5 CPU i&fs

IS HR S Ea k.

&1L
e CP itk
CP A &S CPU i,

CP % 5 #fgizfif) CPU {412 —k, #RJ54EF—4 CPU
RAE R AR R AL AR IR R AL i2 % A. X ¥ 17 CPU
KRS RS S .

&AL PLC AR & A ZB b F P R e EAT DA

CP K]

e CPHf[HRZ3| CPU
Wit iZiEe, CPU Azl CP Hymf#f. Ik T7%, CP H 5 CPU IfAI[FEIA .
LR

|
>

- CPU i FH 2 7 44 4 NI [ fh &2 22 & (Time trigger variable) (BOOL) %224 1.
- )5, CP MK EE N“CP i [E7E&"(CP time variable) (DTL)
FEB“rf a] fi &% A% 5 (Time trigger variable) {274 0.
- M FERFEC“CP i8] 48 & (CP time variable) LA & CPU K a].
WL
B I [R] fik & A8 £ (Time trigger variable)
I AF R R — IR, DA AE T B 2 b AR A ZE S .

YA
WS IR (0T 48)E i HHIE R .

CP 1243-1
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4.8 5 CPU ¥

4.8.2

56

CP Lt
[ RA N V3 e Bh ERRAH) CP SCRFIX L TIRE -

7E“CP 21" (CP diagnostics) 441+, wE#R{#H PLC ZE& N CPU #t CP
(1 = 12 W A -

A LLiEE CPU 1) Web R4 %5 27~ PLC B EAVIRE .

JBR®Z% CP i

Je FIZs LA = 4% CP 21K

USRS FZak I, )b 2506t 12 Wi < 7% 5" (Diagnostics trigger tag) AT 47 .
AR A AR T2 Widiols &S00 PLC AR &

LWl R R

i CPU F 27 i) PLC 485 (BOOL) i E v 1, M| CP

W TH LR T = a2 i PLC R & M1E.

FUATES AN T PLC &), CP 2“2 Wifil k% 5" (Diagnostics trigger tag) %4
0, $H7% CPU mJ LM PLC 25 &5 HUsE B i

L
SR AR R K RE R E
i A ) BEE IR AN L R — IR

WRHs CP RIS R TIRE, AN LA R 2 Eda 4125 PLC A& :

UPERE e itk

- A 5EEEEA K -

WUFERE RS G P&

- A 5B EA X -

A7 1P ikt

T35 CP £ IHT IP #uhkf) PLC 288 (P48 52k i)
BJE— KBTI &3 TCSB i1 H #

- A 5B EA X -

CP 1243-1
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A

(]

4.8 5 CPU il

o BJE—ARBINER TCSB KHMN
- A 5B EA K -

e TeleService IRA

- ASEEEEE K -

e /PN IPsec &

PLC 75§ (BOOL) #5752 7 CL g3 VPN IPsec fikii:

- 0= REVFEE
- 1= cgkEE

e %323 SINEMA Remote Connect

PLC 75 (BOOL
- 0= Rk
- 1= @

m =

<t

B

CP 1243-1
#AE UL, 12/2018, C79000-G8952-C365-05
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4.9 SNMP
4.9 SNMP
SNMP
CP SZ##LLF SNMP it A
e SNMPV1
J& FHFN2A 22 A= Th RE I ¥ mT H
VERG BT USEBUIZAR R R S U A . fEIXMIEAL T, AREH T HE®RE
REERBHZERNIENT, A4 ] DU E HE 7456 .
EERNEE H, CP A LU R AT 47 8 36k @it SNMPv X H: SNMP
AEEFEAT T 7] «
Y55 CP i) SNMP {3 #£ SNMPv1
W T S AR ) Bk R )
BV ) public
LA E T 7] private
) VEEAEH NG B
Vi BA
Vil =&t
T e R, B s E AT AT FN A5 B "public” AT "private”.
WS 24 ThRg, e LS IR RFE
e SNMPv3
24 J5 %2 A= Th AR AT
Rl E SNMPV3 1152, 152 ILSNMP (1T 64)#47 .
HE

e “j5H SNMP”(Enable SNMP)
WA AR, WIHE CP 18 s SNMPv 1S

IR AR kI, W) CP A4t SNMPv1 5 SNMPv3 %k H SNMP
B v R A o

CP 1243-1
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4.10

4.101

AR REM

4.10.2

ZHH

CP 1243-1

4.10 1t

etk

WAL IR AS R BT 3 2 A

AR LZEDIREREEAEHRBEE S, 1§23 W zaTheg (1 18)M 7.
ARLZEDIREMALSIRE], TS WASIREAERE SR (W 21)8 70
BHFZEIGE, KERQE DM, w2 (T 59)Mr

ZER P

AL ETNRETH E AL ASHIR . v, FE@EEMHENAREEE D P

SiE 4R E > “H P AT (User and roles) >“f F77(Users) &3 .
1. BIER P IHAESE.

2. {E“7rELH ff € (Assigned roles) T 7 XA 7 43 Be A1 L “NET FRifE"(NET
Standard) 5“NET % # i1 "(NET Administrator).

FJE, AP ATLE STEP 7 WiH T Rk E .
FEUUE A 2240, 154k LLZH P S0 8ok

SEBE

WHRAH T CP Mz 4 Thag, Wnl LIREIHT44 CP L NS84
e CP#riR
IV R TeleControl Basic /X

FEMALSRSH, DR R 5545 XF CP
BEATISUE. AR ERBEIEAMER, WS T

e DNP3 &4
1L PR DNP3 3
ESAL, ATV MR R 2 & ThRE. AR ERSHHEMER, ES T .

#AE UL, 12/2018, C79000-G8952-C365-05 59



4.10 21t

* Bikig
B2 LB K (T 60)iH 5 -
o HBPFEE
AR R LS, ES Bk RS (T 48)8 77 -
* HTHMHAS
HZ W T IRAHZ (T 62)E7 .
e HAX®RE
FE MAERT 2 A G FAF AL SR F H AT .
HZWHERE - IR RGHEM (T 64)H70 .
e SNMP
FEREAL, TR CP L) SNMP (AT 0 E .
1H 2 WSNMP (51 64)iB77
o EPEHES
H S WA E S (T 74)i 5.
BbAh, fE STEP 7 &R aix B, BB LU 2404
e VPN4A
FESEALZHAS VPN EAE, 12 IWVPN (T 66)#: 7).
o RPEH
FERALHSH . AT .

4.10.3 B K355

4.10.3.1 MAC B KBS 2ETE B .
BN FE MRS L WA 2t MAC BhkEs (56 2 )2) o WRmiEZRet =5, W IP
By kis (38 3 2) ASXHITH A . XFR, BidA&ER MAC
B K BRI, T AR i s FH Ak 1P A .

CP 1243-1
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4.10 w1*

4.10.3.2 TR P HhbRRREE (R R KB
WIEAE CP IR 5 K U E P T U 1P HbhE b hE S B, A R 3 RV IR i
o {UfHHETFRRITBENA IP Hidik.
IE#fi: 192.168.10.0-192.168.10.255
o RNTLEFHAN IP bk [E4 N H e /5.
#i5: 192.168.10.0 - 192.168.10.255
R NS R, AN S T 9 K RN«

4.10.3.3 ELHA VPN BB KB K B

T R B K IR Y 1P AL

WRTE CP ALEAS Ak id it VPN BeiE @y ks, WFRZE % CP
hESbiPe e R

TE =B KB (22 4s > B kdi% > IP BE"(Security > Firewall > IP rules)) ~, A
VPN B&3E )N85 77 1) 5 Allow™ £ 4F

RAE R, TES KBS TS O T AELL 2 a2 Wi Al R R Bl e B (U 61)# 70

4.10.3.4 B K BRBIEE N T ELKZE2H R TR E

XL TR B B BT K5
U A e TRe, T T i) R R TR

ERRETRE:

1. L H Pk EE > RS > N IP #NE LIRS (Firewall > Services > Define services
for IP rules).

2. EFICMP LI K.
3. 4fi N — 25 Echo Reply”#1—425%1 Jy“Echo Request” {13 2% H

CP 1243-1
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4.10 21t

4.10.4

CP MIA 2 2 ThAE:
WAERES: ST ¥ CP.

1. 7£ CP HyAM A B, fE“&4: > P KiE"(Security > Firewall)
ZHH A R FH = B K

2. FTIFIP BN (IP rules) Z44 .
3. fEFR Y, &7 SO OB 4 R R S5 1 N H 1P HE

— #EME. Accept; M: AMEE: . ¥l RS > ICMPV4/6 Ilk%: > Echo
Request (745002 1 ARSD

- FfE: Accept; M: uhi; F: AN ARSS > ICMPv4/6 % > Echo
Reply CLATG4: )00 %2 FI RSSO

. X}F"Echo Request’ilR 551 IP B, 7E"JH IP iihk"(Source IP address)
NN ARG 1P Mk

FeTax s, R agim By KM ICMP Edi £ (ping) B TAZNTuS V5 i) CP.

N

YL
FELZ AW T HI MRS

T B 75 A48 F PR 28 22 4512 7 (Online security diagnostics) Bt K #8311 4" (Download to
device) ZhAg, IIFEZA0EEH InM N 4% H “Echo Request’/“Echo Reply”flz%5 -

Pl S

1E STEP 7 A ETHI4F

62

X FREA AT, i, CPU STOP, CP

AT LARGE IR IE . X5 A Rl ook,

i HlE I ER, /£ CPU

I REWAR TN S I F A AT DU A A I& 7R o R K th mT DA L BB 08
RV B giiEd: (T4 E"(Messages) 2 H) ™1, Al &AL TR, EZHEE
(7 78)i -

CP 1243-1
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4.10 w1*

HLT BB ER
EE CP AR TALE T I AFHI LR 2K
o ZaEIRECHM.
e CP HyifE 2R,
FOHATHZS, WFEE SMTP AR 5545 A1 ik R4 A
o JRgSastdl. dmiS. M)A EL KA (CP) BT HBA L
o EMINEALIE: ARSSASIES

BB RS
] SMTP i 11 25 FIBRINBCERS, BIHURLAR AN 2 HL 7 R A .
DR MR AE AR S5 SR BE R USSR I AR 1L, R LR EIie —:
e i[5 587
I STARTTLS, Mo hnss o1 ML A 2 55 1 i 1 WIS I 55 42 14 s 11
SMTP k%5 %=

AU G S ) B R S5 SR AL R R R AR P Ak T (STARTTLS /
SSL/TLS), Mifdiff] STARTTLS Jifi [ 587.

o MI1E 465

W SSLTLS

(SMTPS), HHHeLs s By - ME A A ik B8 1 B T HIB R AR 45 3 Ak e 1) SMTP R %575
T A A8 () F 1 IS AR 35 B AL 7 140 ) T DA SCRE B iz 10

FNIEAGIAFT R HUESS

NBEW A FTINE L1, 7 2AE STEP 7
R VIE 7 T 8 o 2B H - MR A FROIE 5 e R P MBS FR FL 7 S R 5 SR AR 7o A R

THIAT DA T A BRDAS HIIE
1. T IR IR 55 4 A6 R B AL R S R A7 3 ARl (R SO R G
2. ffif“ )Rz R E > IE P %8 (Global security settings > Certificate manager)
BAEE SN STEP 7 Wi H .
3. JE AHL 2 42" (Security) Z2EU2H 1) IR E HEER " (Certificate manager)
s B FNIIESS FH T4 — A 2 e R (R

CP 1243-1
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4.10 w1*

AHREEE DR, 1S WALFRUET (BT 75)584)

4.10.5 HE®E - TR RSGEH

ROEAHERE R RN A KO8R

R KRG FA M E R BES S, WA REToiE S (5 e
R S RV B AT I IR By P I (R i R AL B

1E“Security > HE & B > HE RS F44"(Security > Log settings > Configure system
events) 11, $“%%4%. "(Level:) I A3 (HiR) *(3
(Error)), VPAME AR 7 7T 5E B 1E# .

4.10.6 SNMP

SNMP
A% SNMP ) CP Zjfeiill, 12 WSNMP (17T 96)#i 77 .
WMARJFH T ahge, WA BUR SRR &k,

SNMP
e “j5H SNMP”(Enable SNMP)
AR A FZIE T, R 4 i SNMP #4710 (E . BRIMEDL TS H SNMPv1.

U RAEF R TR, A2k H SNMP % i i A CEig 28 it SNMPv1
AT SNMPV3) .
o “ffiFf SNMPv1"(Use SNMPv1)

Ja X CP A SNMPv1. USRI EIER, ST
(SNMPV1).

o “ffiFf SNMPv3"(Use SNMPV3)
Je X CP f#H] SNMPV3. H RHAFT T HZEIER, 152 0N (SNMPv3).

CP 1243-1
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4.10 1t

SNMPV1
H A 745 B R B 5 Al — il i SNMPv1 &% E CP.
o “[REYF{AFAF 8 "(Reading community string)
B I TR EAZ A
TR B T 745 HR "public” B A8 A R
o “FR¥FBVE"(Allow write access)
W IR, IR CP IS Vi), HL T DA 4R AH B I AR 775 5
o “HMH{kZRFE"(Writing community string)
BU N FHE X TR, SRR T .
R B T 74 R "private " B AL A HT T R R

FE RO B R 7455 B A N5 5 B !

Vi BA
Vi a] 22 4
WA R, S O TR A 2 H "public” A1 "private”.

SNMPv3
T EA A LU N HL LGB SNMPV3 X CP #EA7 N 1 1] .
o “ISYFHE"(Authentication algorithm)
MR REF1 2 0k RS R 38E T 12
*  “hInZHEBE"(Encryption algorithm)
M RLB gk A T IR s
THERAELRT B A X TR LM 2 215 B

DAk €
M EE AR ek BRI, WHERFONE R,

FEMEREIET, FTUAEERE M OrBRSIE, FlinfEh SNMP
R AT R R X T, P BLE SN ABUR .

FI{E STEP 7 5 R ARG PR BIA R . MEOMEL RIS AIE R .

CP 1243-1
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4.10.7

4.10.7.1

VPN - IPsec

JE A

Fiff

66

A

£

VPN

VPN (Virtual Private Network)

Virtual Private Network (VPN) J&F T7E A 38 1P W48 (40
Internet) e LR EARHEAR . FIFH VPN, FliEddE 22 MR A~ 24 1T
RG22 A% (IPsec Bl FRHFITHRAE

IPsec BEIEH & T Hidl, HEOFREEREIL (HTTP. FTP &) (4.

9 /I ] 2 2L AP ) PR 00 308 £ e o e I 2% R AT T PR 1 A o T (S0 P 3 A 08 8 T 190 2%
WA TR

VPN #J 7 — MR IR (S0 ED M2 247k . VPN
it P L2 HE X 2% PR3 o - b L (EDst e 5, HoAR s e Cimi, BRI %
KR IBAT.

VPN Fe¥F VPN £k f it 7y e i i 25 EA T 3815
VPN BB HOR, R T

RS APPSR (BRI RS VPN
KA 1] R I8 15 G0 18 B3 W BER A

AT Internet K JE 3B 22 A U EEFRAE — kD (il s B AR .

XoF A T 8 AT 22 A Vs ) (i Bk UE RS

Xof HR 45 2 FEAT 22 A Vg ) (i B 3" 4D

To Vi1 58 =07 B AT AE PR AN IR 45 48 (BIEAT I8 A5 (o B de 4 B E LB NS
BORERM IR B Bk RGP 015 B ek

P B B L 2% R BGE R Internet

BEAT IR 22 A R U5 e v (R AR SO A5 1 T L R 4

CIBGiBUR/AS S YIN

PC/4iTE B A % 2 AR (1) 5 S A B o5 B 25 BEAT 22 A AR vl

CP 1243-1
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HITRT B
410.7.2

R
BIEPR

CP 1243-1

4.10 1t

A AL IR R 224, A B Bl UK I R BLIA o] 52 31 fR 37 :
o SVFUS i LAY 1A B AR B
o Id AR A P LRSS LB K AR BN T R

HEIA R 2 45 (Banps k3. NAT/NAPT % H#8F1 IPsec BEiE 1)
VPN) A, ZaRiBn] Bk

o i
o iRy
o KA

AL S7 Ef5 61 VPN #iE

BRI %4 CP (I CP 1628) M/ S7 ulilalf) S7 ilif5, =0y S7
uli 5 ARG R S7 381560 & VPN BEIE, U250 2 LA T 23K -

o CARXMAuE,
o P uiTh ) CP L ZiH S i % A UIfe .
o AT LUK DAL T 40— M

L
WAE IP B A AT IEE
trridE 1P

B AR A AT . (R, BMEHIEE R, HE TP iRE

LA VPN F5iE, 75258 TR
1. g4
MR AR WP S SR,
2. 3 B 24 F i (Activate security features) i1
3. @l VPN I/ lic e ik

#AE UL, 12/2018, C79000-G8952-C365-05 67
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4. A7 VPN A i
5. M CP KA VPN J& i
ARETEBTVEA U, 1S WA KL T Bk .

1% FP 0 22 " (Activate security features)

GxJGE, TELAMA CP P4 ik s BuE & 2 Fe " (Activate security features)
SIEHE

XKFE, EHUATCMERIPAS CP 24 Thig.

A1 VPN HH A2

1. EERE W EY, P H DK > VPN 24 > 3 iE VPN 417 (Firewall > VPN
groups > Add new VPN group).

2. Mdi%k H 4 n#r VPN 41”(Add new VPN group) K f1j7 VPN 4.
ZEHL. W VPN SRS H T .

3. A Rw AR EY, XWHsk HVPN 4 > HEH L4 VPN 41”(VPN groups > Assign
module to a VPN group).

4. Sy BCKGTE LIRS ) VPN 11 VPN BEIE (122 A ik .

Vi BA

CP I VPN #8424 71 H BAFIE |

WE, NS VPN

R AR AR N AR RS IETS, K 5 B IREUE BT AR, 1) 2410 H RN A].
5 TR sE ST VPN SRR, 35 1% TR [F) i SO RS54
TCSB) , £ bh T 5 AL IEERE CP i b 7] 35 B 1

£ TLREIMsS (354 TCSB) w1, {#] CP Sk VPN &4z, Hif#i% CP
WA B AT e, RS VPN

B, B YATE R, BT R R A R, TR AT R A .
EER#E )5, CP &5 PC

[F0 IR Bl FOMEEAE G G, B R SS2% T R 3230 .
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#H7 VPN ApEtE
1. Xk FT A VPN 4.
45K VPN A&V SR 1E 5§ ik (Authentication) T .
2. N VPN HI4FR. EJEIEHAE VPN Ak E.
XEJE M E L VPN HRIERARCE, W] DA 21T 5.

i
85 CP i) VPN B

T LE AR S (2 502 “Security > Blj k3% > VPN”(Security > Firewall > VPN) #1455 CP
[¥1 VPN JE 1

Bl VPN BEiE. CP 1B Kkt B 3. 1 VPN
RF, CUERIAE A S B K 5" (Activate firewall) SIEHE . TEIERUHIE X FIEAE.

BAHE T HEE T1% VPN AR T

4.10.7.3 SOFTNET Z4£%& 4@ VPN s (TREImus)

ﬁa‘%f SOFTNET %A% i fl CP 2 [Al 7. VPN [l i@ S 1S 5., 155 0N & b6 1
WS ANE VPN @i (7 67) 4

HEZHTAMY A, VPN RIEBEASTIE
EHERE LT, #E SOFTNET Security Client 5 CP 2 [Aj&57. VPN P& i@ 52 .

SOFTNET Security Client 1558 32 5K 0 A #8715 1) VPN
BRIEIE S . SAFIERIT S LB E TN E CP AL AT a1 s

LRSS CP ) VPN BEEEAE, 77 EAEH P ET .
FA B R 1 e U, A 2 R IR R D R

7 SOFTNET Security Client i A 5122 H 5 i

1. #5350 217 (Enable active learning) & & HE T 1 & ik bric .
RS AR IR AFETE 5112 i 2K o

2. fEREIESIFR S, EFFHR CP &k,
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4.10.7.4

410.7.5

3. A BARGEE, 7EPRAESE R A RS 5 H A B 51" (Enable all members).
RGO RV I R B R E SR T

4. TERFIE AR PR Z0 A.

5. fHIBlbn Ao, EPRAESE B bk kR % H " (Delete entry).

g5 DUEC e 2 ARG . TR VPN BRIE RS .

7E CP fil SCALANCE M 2 Ja]gt 7. VPN R8BI

TR AN A, 7E CP il SCALANCE M i H#8  [A] & 37, VPN B&iE .

RAEAECDEIER VPN 41 (“VPN 41 > 543 5%4F" (VPN groups >

Authentication)) )4 J&) 42 4% 15 B ik 156 35 1l ) ‘%2 4= 14" (Perfect Forward Secrecy)
SIRHE, 7 fgdSr VPN BEEE S .

WR ARG 1% ZIRAE, CP 2Eduid rhsiE.

CP {5 VPN #8183

W EEE I AP EL VPN ZEZRBR

70

R CP T M iR B —A VPN FI /Y, T4 &S VPN
HERIRUR % E N “Responder”,

PAF SRS 22 rh o LI R 0L -

VPN HIF (F3) o MK (313 IP k) < Internet & W% ([E @ IP Hhih) <
CP (#3h)

AT, A CPEANEAI A P Ear VPN ERE AU R -

1. £ STEP 7 v, B E|R MM ALK

#H% CP.

FEARMZ 2R BT, T VPN 4.

XK CP R N3 VPN H P ) VPN
R, FERIN R E “Initiator/Responder” 5 i A % & “Responder”.

A w DN

CP 1243-1
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4.10.7.6 SYSLOG

AL 1 4 VPN E#{EH SYSLOG

W EE T VPN ERA 25 7 (debug) i1 SYSLOG, MIIXAX PR F—A> 2417451 VPN
pUEE

410.7.7 SINEMA Remote Connect

f#F SINEMA Remote Connect (SINEMA RC) BT 4E4~
N FHREFE“SINEMA Remote Connect”(SINEMA RC) A F T 24k
SINEMA RC 18 Fl OpenVPN St % inas . ué:i: wj SINEMA RC

fR45 2%, JEIZARSS A% T SEEL A R A IE(E R LB R A
&R
7E STEP 7 T TtAH AR SINEMA RC ER: 2 B, HHATUL R, X 2R
STEP 7 Ti H — &My de e 2kt
o /A7 SINEMA Remote Connect Server
HRPE 75 B4 A SINEMA RC Server (AfE STEP 7 H1) . 4ZifE SINEMA RC
M55 2 A AR E B AR S L EAS KA
o SH CAUEP (Wik)
R LA 7 7 % e S TR R AR 55 2Rl P i A B ) By 4 BRAIE =, 1B
SINEMA RC Server 5 CA iFH.
R CA IEF M SINEMA RC Server 5 A\ T2k .
B, ] DU AR 85 Al 5 R RS A D ad {3 AR i S A BE 7 3. RIS A &K
HHPR vT Re 08 TE P A RUWIR .
HER, BRAREREEE SR,
CP 1243-1
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27 SINEMA Remote Connect

72

SAHCHIES

1. /£ CP L, SMiBIZHM 24 > uFHE B > & 1IIE 5" (Security > Certificate
manager > Certificates of the partner devices).

2. Wi — R AT AT HIE PRI BN IEAE .
3. i%F SINEMA RC Server ] CA iE15.
WG SRS HH %4 > VPN"(Security > VPN).

VPN > &# (VPN > General)
1. BUE VPN

2. XFF“VPN E#:2887(VPN connection type), @1 #iEik SINEMA Remote Connect
HEATIELS, MikEEEid SINEMA Remote Connect il 45 #5447 4 5 OpenVPN
ZHZ"(Automatic OpenVPN configuration via SINEMA Remote Connect Server)
I

W Rk Internet ZEAZ R (IKE)...”(Internet Key Exchange (IKE)...), T a] DL it
IPsec F&IE 317 IE1E

SINEMA Remote Connect IR %4%

i NAZ R 55 2 ) otk A g 115

JR 55 2R A
FE AT DA 43¢ 22 S F2 S 1) FA B A A 3 6 7 5
e CAIED

7E“CA iET5"(CA certificate) N, MZHI'FAFFAEAHIE P& HE 28 TR AT 40 B 1Y)
SINEMA RC Server H1i% £ CA iF.

PEHOE A AR5 4 00 CA RS KA. XA TIEI 2L
o U

R B EeE T 2, Rifi N SINEMA RC Server g 85 ##1E 45 (1R HY .

CP 1243-1
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S RiE
e #%ID
i NAE SINEMA RC MR AE B 45 1D
* WHEN
i NAE SINEMA RC H A (RIS ERL ) B 4% 2665
BRRKTFFH: 127
AR E
fE“22 4 > VPN > 1] 3% % & ”(Security > VPN >Optional settings)
SR Pl T SR E 2R (Connection type) X iR @ BT
o TEHAIRE (Update interval)
@ S E CP 7F SINEMA RC k4545 L 2 h 2 A 1 18] [ .

THER, WK SINEMA RC RS54 FASWEE SN 0 (), W CP ¥ LiEHS
SINEMA RC Ik 55 #s 3L #

o “EH:RAI”(Connection type)
USRI IE TR R A A DU ER
- H3h (Auto)

ZfEH 5 SINEMA RC IR%5 28 @ 3% 4% . 7£ SINEMA Remote Connect
R 2% 24T OB SR 1T, OpenVPN S5 . tnsiZEsrhlr, CP
2 H Bl B ST

% SINEMA Remote Connect it 45 %8 5 2 T iE#5 %, | CP
P AE A 28 25 1 5 T 1] B 45 AR J5 1 SR SRR e B U -

- PLC filik
LT TR i SINEMA RC RS #4347 148 k@1 .

IR EAEMIRAN PC Z [ AL I IR 3R, WP AE AT fildn, I s
PLC Ag &y, " THRAtss.

CP 1243-1
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L
HEgPIE

AR SR T SR B R B e AT R 2 CPU 51k, U OpenVPN s k.
IAE 5 HI* B 3" (Auto) 1B 74 RE A HIIX L5 D) BE -

o FTHEEREIK PLC R

B E ik FE T “PLC fili %" (PLC trigger), 24 PLC 28 & (Bool) 28 i 1
PR S N, — /iR . R ) AR B 5 Ed M TR &5 i B PLC
# PLC ZEEENO )G, SHR&IEER.

4.10.8 IEPEERE

5

USRS HE (S R S S8 E, Bk A SSLITLS
PASEE 22 e Ain il 1A, M FREE . 2R Siemens IBEAEIEF T A
STEP 7 Wi H, IR H SHBHIE—E TR

1. A 4Ry 2 A E P AE S BELAS N B E KR HIES
2. ARl PUME— U7 S0R SN BIE A 7 Be 45 AR

- AR A E B2 AE UE AR A IEN LA (Trusted certificates and root
certification authorities) %

— A (2D BOASHIE 5 BE 38 B kP B FIE T (Certificates of the

partner devices) %

ZRIECHECAER— STEP 7 T H A B HAE 5 (3845 Ak PR HIIE T .
A REAELRUH], S WAEHIES (T 75)#87) .
HEZMRELR, BHZSNW STEP 7GR AR%.

CP 1243-1
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CP 1243-1

4.10 1t

AEFRIE

WHR CONBE RS T HE SO IRIE N 24865, W E S 5K # LA IE-B A
ReEATIEE .

Ca 22D STEP 7 WL H BT A 7 s HE iR . STEP 7 WUH £ IENLA .

L
BTSRRI EUESS
WNSRAE STEP 7 W H 450 T CP &g, WAL CP A RUIE .

N T8 SSL/TLS 4 ARik s FHlf:, #HE )y CP 8l SSLiE+. ik %E/R7E STEP 7
Rz E > IERE LR > WAIET"(Global security settings > Certificate
manager > Device certificates) H. “i%#%ilE 5" (Device certificates)
REURERE . ARNE UEH ORSIIHRET) M HE AN v Lodid 7R
IEREUE 5 FF IR BRI F 7R (Show) SRIFH A RIE B E 245 8. ZRKiE /R STEP 7
A BT A LR B A T S AN RJIET .
Bz, YU AT LSRR T AR AT A, A R e 20 S i KRR R A O
U FEEBPRHLE =T R, 151k DU T P ERRAE.
1. MBE KRR =T

> BHKNERZARE GEREHE)
2. 8 AR5 o Bk

- SRTAWRE > IEPE R > “ZEIE R AR IGENF”(Global security settings >

Certificate manager > Trusted certlflcates and root certification authorities)

— PR AR E > IE T EEEY > KA IUIE 15" (Local security settings of
the module > Certificate manager > Certificates of the partner devices)

LU E AN T IS R
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MBF KRB =TS
it 42 JRy 22 A BB P RS 8 AR SN =07 SO R R A5 AR R IE S o TR IIEN IA1
D PRBEAT AT -

1.
2.

W 5 =TT IR ORAF 2 T IE ARG PC BISCHE RGP,
£ STEP 7 U H Fh 4TI 4 Rl o/ s -
g > IEE A

- AT ZAFIE B AR VAR LR (Trusted certificates and root certification authorities)

IR .

- R P AT AR SRS 3 N (Import) .

FEATIFRORSIEME S, RFIESS RIS (30 R 42 A2 STEP 7 Wi H .

R RERE PO RIES

LR TSN EIES: 2R 7ewE > IEER S > ZEEIE >
il A RIRIEB NS CP GAFEES > i BAra#) .

2o U UE S

76

1.

FTIFZ 5B AR YL (Trusted certificates and root certification authorities)
IR

IR
CAEPRBESE R (Rl AR ) ik /il (Assign).
- AEZ RN HIEHES, ARICTE E IR

ARG, RS SRR E AR AR HE 5 B A P i “fk A1 15 & IAIE 157 (Certificates of the
partner devices) & .

SERHR AP E S ARIES,  # 2 AERBR K2 42" (Security)
SR BN RAE S TR T 81 0 PRAEAT 15 AT

1.
2.

£ STEP 7 Il H rhik Bt .
SRS H 24 > IFE B LAY (Security > Certificate manager).

CP 1243-1
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3. fER, Xk BAT 2% H<SBril>" 1 ook .

BB R4 R 22 42 B (Global security settings) FI“iE 158 B 25" (Certificate manager)
e

4. ERH, IEFITH K =N U IR AR R SR R R BRI R S .
PITIAE A SR ERER (M A R

RIS 55 =I5 UEA5 A4 R DA R

RIS CAER— STEP 7 3 H A 28 sl HAIE 5 138 45 Ak A BIE S

ANE=ZTFHNE MR (AdRREES) FHIES
FE5 55 =57 BN A N TR PP a5 I, 55 =07 IR Pl L 75 B A AE S

FHBGES, HIT =0 N R RGP RS IAREL (W3O . R
NS D SR AT A

1. #£ STEP 7 Tl H ih T JF &R ik /8 B 45 -
G REARE > IEDE
2. T A4 UE 15" (Device certificates) &+ .
3. fERPIRFERATIETIAT, AL BRAE AT 1" (Export).
4. FUEFORAT 2 PnE TN ES PC MRS .
PUAE T LK 3 H BRI P AR R 2 58 =T (N R R GE

RS A HIIEFS
WRAER P RG] VAR SS &, WS AR S5 A A T RRURAIE ) SSLIES.

ERES: #HEES

STEP 7 XMk H STEP 7 4% & H 34" (Subject Alternative Name)
ZH (Windows: “#&HINHFEFZF”) [I“DNS 45" (DNS name). “IP Huii"(IP
address) F1“URI"J& 4.

A DM R 2 W B IE B B P BUE RN S8, i, EERESIEHR Tk
W, RGPS B 3" (Renew). STEP 7 il H 1k RAE STEP 7

R LR “IE S BT AT 1 4% 4% B (Alternative name of the certificate owner)

ZH R

CP 1243-1
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4.11 ## 5
4.11 BIE R
A AEASF MR EE @R e S50 u e, BiRiES L4/ (7T 116)7.
412 HE
HA TR
R KA FEEREM, CP A AENEE . A RTHRS: #UCT v PLEZESRE Internet 1Y
PC 5k S7 ¥k,
A LMER CP [ Bémiags AT B . B3, mld PR 7 20330 A
e CP HPfEsgs
o EIIH SMHi: “uhH > ALk > CP”(Directory of the station > Local modules >
CP)
HRIHE B XXAMLESE T RPN TFRIERE, 153 I99EE7R4E (1 84) 47 -
Ti H R RN EER
BEAEEE S, ANHTEEEHEREE (S EEZEA"(Communication types)) . J#id
CP i HiZ i imE Bl i S .
15 HL T BB BT R 145 S
o SMTP HREE:MVT M Ed: Huhbk. 5. 4. %G
o f§if] STARTTLS &5 SSL/TLS i}: H 7M1 IR SR AL BTUE
o SR A T A
CP 1243-1
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ATUAERL S S8 B A A .

o A ThRE
BT B, FFEBH CP Mxalige (34l % 4" (Security)) .
o JREMIIMALE:

“BH,T-HR 141 25”(E-mail configuration), %52 WL TFHEAFAHZS (T 62)E85 .
i il STARTTLS &} SSL/TLS Hf:
- AR TR RS AR AL AIE TS
“4rJ5 4= 15 B (Global security settings)
- BSAMIERHT CP:
S 24 > IR HLEE(Security > Certificate manager)

HESBESRTHAS
FJ{E STEP 7 H i EE mMH S gdE as PSS 80, WA
o i PEEE I
PR PR ST I E R 2T AT B dnfE 45" (Open the data point and messages editor)
o HILTH M-

“IUH > ARG H 3% > AL > G E P (Project > directory of the relevant
station > Local modules > required communications module)

XA H Bl s B AT T

CP 1243-1
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~ [ ] Project
[ e
oy R T
=~ rL_[. S7-1200 [CPU1211C ACI
) BT
W/ FE2eFTioHR
v ol
» [ TEE
v L eI
v G PRCTE
v [ PLC grimeeny
v [l mimsignE
v 6l tsin
¥ '—ﬁ Traces
v [l B remenE
B s
& wARE
~ [0 F s
;I S7-1200 [CPU1211..
~ [ CP 1200 TeleControl
1] Ee2=F:F
| FEssFnishR
i3 HHES
& ug
b ai oteneE

Kl 4-1 I H AT I S R A

IOt as 2 ), AERRKE A BT AN 2% F AR S0 mORH 2 g R A 2 (8] HEAT DI e

| E#Es |2ER
K| 4-2 TEPA Y 2% 2 1] D) e
Bl S m iR gy (N S 4 5 A K

AN 5

AL X AR 2% H S — DRI AT T 1 <BInxs 8>"(<Add object>)
A — MR GHED -

AR 5 R BN R, (H %A BRAE AR D 2R —

CP 1243-1
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4.12 5.5

HAFIMT, BoR/FE5835
S ZHEREF—FF, IR DUARYE 5 251 5 51 I X LAk HE e -

o HEZIF
AR BUbR ZE BEAAE SRR, AT LARR 1% 51 o
o HIFXR

AR SR bR e B R By S bR, DU AT AR 1281 T ) 2% A% R O RBEAT T
o R FPHES . HEFP B B 81 bl o FR) i SR AR 7

Xt AR FEAESI IS, AT LI R o S bR AU B BEAT S ] HE P o
o HEEIE
FIAE I BL R A Sl Thge -
— A R A RS RN T T PR S A
“t Ak 5 B2 (Optimize width), “PRALFT A %1 55" (Optimize width of all columns)
- WO B B IR A LG MHE, IR RS
b
HIZFF 55, RIAT W sUbs . 3 SEd RS A5 o i FE 2% H B AT %
o BIR/KEEE
5 FH A B Bt ) b BN T T PR SR R H L T e -

HFHE B

AT LA IR IGE o n RAT SR T A% 2R AR R 04T, AT ARSI S5 1) T T 41
R BE:

o Y
o i
o R
PRI FEZA% B T 7 3 — I AT AR I 5 5 B ) A R R

X T (A — 22 ELR A [ 2 DS AR L el A A, th ] DK B 70 sl B A6 0 GOk
FIFRAE T

o R
fZAE <Ctrl> §#, WIEFZ D AELIT,
UISRAZAE <Shift> 8, ATk PEESE IR AN R

CP 1243-1
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fEH 2" (Messages) RAEFH S . AT LLERKE T 7 ik 5 Pk i 2 RS

“YH 523" (Message parameter)

FEMCAH A R TR N 38 CRRF R A B SCA .

“fh 2 98" (Trigger)

fEfil k% 48" (Trigger) Z8H H, HEKEHE B E S HHI AL .

o HT kAR
R AR B RE RS

4.12
FFAZH B HER R
82

M PLC & &

SR Al R AT S ROE TR, T PP R B B R AR A ik ke A PLC

A5 &”(PLC tag for trigger) K454k (0 —

1) B, ATPOSEERE BHS— DRI A AL . ARMAMNKER, EZL

T
fil AL AL

Un SR e (S AT fik X AEAT A X B dle e b, WIFES R ROE G, AR R AN E .

el T, w2 R R Al e R A

L
LWk R EKPRE R E
iR 4 ) B B A NGB L R IR

CPU j#:2] STOP #=

CPU #J#:3] RUN =,

VPN EZE O

) VPN & g s, il v BRI
VPN E& B %1k

2 VPN FERI, Al BRE.

SINEMA RC %88

2 OpenVPN &4z B S, AR B R%.

CP 1243-1
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- SINEMA RC #0411
2 OpenVPN &4z By, il i B k%
° fl RN PLC &
fi & %5/ PLC 48 &"(Use PLC tag) I PLC % &
o BHAIREIRRFF

AR R I I, AR AIE A 2 IR [l —ANIRES, FF SR 56 2R B AR EAR
HMEE.

RS H H N UHRZ ) PLC A2 & (PLC tag for processing
status). GISRALIETH SR IR, ATLUEETE CPU 1) Web k% #% I niZ PLC
& R RS

A RAINHERPIRS S R S, 32 WA T R R A DR (0T 98)#B 7).
o NHEREFK PLC ZE

FT I B Ab #UIRZS 1) DWORD 2671 PLC AL
o G¥E

WA HZIE I, W CP <y B E A 4F $8 kik CPU

e X EME. Nk, TN SSE R AR, DUELEE B SCAR R BR e KIE I
WHIEFE—> PLC

A, ZABENEBERENEE . Sk, BZERAZIWEE TR, 8 SR
$3.

$$ FERREIE SUEM) S ALARF, SCRFCL N RSS A

Bool, Byte, Char, Int, UInt, Word, DWord, UDInt, Dint, Real, String,

R B R B

* fHIIPLCRE
FG N RIEMEI) PLC A&

CP 1243-1
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4.13 B i

4.13 MEPSE AT

HREXATRE

84

SCRFAESCAFAE I LU ASCI 7475 (HNBERMEM TR 475D

O0x0A

LF CHA7FP)
0x0D

CR ([HIZFP)
0x20

T

0x21 ... Ox5A

1"#$%&'()*+,-./0123456789:;<=>?@ABCDEFGHIJKLMN

OPQRSTUVWXYZ
Ox5F

£

0x61 ... OX7A

abcdefghijklmnopqrstuvwxyz

CP 1243-1
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P (OUC) 5

5.1 FF OUC e FH

f#H Open User Communication (OUC) FIFEFFH
HEAE ST whZ M EEEE, WA TRIES (EFPO .

el EHRMAE, Open User Communication 675 £ CP
HEFEH, FONTEZENHAVEMR R, FXEFRNEAEL, ES 0 STEP7
HIfE B RS

L
AR PR A
TR, /£ STEP 7 1, Affe—Mulfih i —MEFIEIA R .

Secure OUC 3R
1t Secure OUC A ] %2 4 AL 4 B 3K -
e STEP7: V16 KHEmhRA
e CPU [Eff: H V4.4
o CP[iff: V3.2 KM mEfRA

XFH T OUC HifEfrik
DA€ R (kR A 454 7T T Open User Communication 412
e TSEND_CV3.0/ TRCV_C V3.0
RKEMY, HT
— R SLIZ B R IR R
— R

CP 1243-1
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FE/FHE (0UC)

5.1 /57 OUC HIFe/7 5k

BE AR -
e TCON V4.0 / TDISCON V2.1
ST 2 bR
e TUSEND V4.0 / TURCV V4.0
I UDP AR A 8 o
e TSEND V4.0/TRCV V4.0
BT TCP 8¢ ISOonTCP ik FE UL 5
e TMAIL_C V4.0
HIE LR
BRI 2P IR E BT, CP i Z A AU RS eI Bh . ZHASI B[R .
IR AT 18] 5 25 CP 454k -
e T_CONFIG V1.0
IP ZHU R 1 H S

A 5% T_CONFIG #1 SDT K58, #iZ WALizAT WIIm ek IP Hudik
(7T 89)# 7 1 HI“IF_CONF_...",

L
AXHFFHRE CP KRB

“T_CONFIG” A 3Z#F CP %} CPU
St Hui e B s S8 LR R A s . TR B O E NS, YUl
i “BUSY 5 “DONE”

fa] LIfE“He 4 > #15 > Open User Communication”(Instructions > Communication >
Open User Communication) 1F45-k /4K STEP 7 FR R P B,

CP 1243-1
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FEFEH (0UC)
5.1 /57 OUC HIFE/7 1k

RAHIERA (SDT) WD

ER A ek CONNECT S8 Mk Edkdtiid . TMAIL_C iS4
MAIL_ADDR_PARAM.

RN IR LR PO (7, IR BR PR S5 th R G 8uiE2R A (SDT) 5€ X

BIEHIES SDT
NEAEIES (27 DB) AW EEMR e &R SDT.

SDT AUl I AR - BR 75 B 28 1 “$e i 25 747 (Data type)
TRANER A EFE K H AT, s 7 A dE 2R Y (Data type)
EFFIEANLGIR FU“TCON_IP_V4™) #1745,

B, MR SDT 5HSH IRl K.

HFIHy SDT
e TCON_IP_V4
3T TCP 5 UDP f%i&Mi
e TCON_QDN
Wit 5E 4 R 24 (FQDN) (IPv4 / IPv6) 47 TCP 5% UDP j@{3
e TCON_IP_RFC
$:T 1SO-on-TCP f£i&MT (P54~ S7 uhila] ELFZHE(E)
e TADDR_Param
3T UDP %31
e TMail_V4
T 1Pv4 ik A T B R 55 4 - IR A% 3K L B
e TMail_V6
T 1Pv6 ik AT B R 55 4 - R A% 3K HL B
e TMail_FQDN
AN R EALIE H AR, A A4 AR (FQDN) S5-Ik 7 ISP R 55 2%
e TCON_IP_V4_SEC
M T2T TCP L1k 3R
e TCON_QDN_SEC
T3 T A4 2B ik Bl

CP 1243-1
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FE/FHE (0UC)

5.1 /57 OUC HIFe/7 5k

B EER

88

e TMail_V4_SEC

BT 1Pva kLT B AR 55 4 3 kR 22 A A a4 v 1 IR
e TMail_V6_SEC

HeT 1Pv6 bk 7 I A 55 4% T hik SR 22 AR BT B A
e TMail_QDN_SEC

B BN S TR AR 55 8% TR AR R A

A % TMail_Vx_SEC/TMail_QDN_SEC {15
X Fixie SDT, Kl RSS2 miE, mAZ“TLSServerCertRef” (STEP 7
W5 D EFE ID.

A5 SDT KHZHIM UM, 1§52 W STEP 7 5 R RGN AR TN A .

FMERES AP TCON #57. VER: DAUVERNERR ] IR R 58 TCON.
WIUNERAEAE AR L AR A E R, RIS ACE A [F) Kdh b .
IR 2 5, AT Z bR e L@ A TDISCON £ 1biE .

L
HEgPIE

I SR E AR IE A5 AP A b B T R 2 B P Ak, 0 R AR A it i 1
TDISCON K& L& . Jfeit i ff% B2 — 5.

CP 1243-1
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FE/F L (0UC)

5.2 AT HIE E 2 IP #h it

5.2 AT E B IP Huht

FEBAT AR E Y IP Mk
RIS AT B AR 2 AR FP A2l ) CP il 24
e |P Hhuhik
* T
o frhidsibil

L
fERZE IP bk ER IP 23

AR CP MAHEER B th 23R 15 8075 IP Sk, TBVEERE P21 1P
SHCESI: ARSI, Sk EEE AU CP.

R - FERRA
IR ) 1P S8 AR A 2R
® CP [fff 2Vv2.1.7x
PA K
e CPU [fff 2Vv4.2
B3R - BFYYSTEP 7 fRA
ALEE R P PSR R P 1P S50 0. R U 1) DUIE 24 1) RS8R 54 (SDT)
A7 M- 2000

K CP ik = %04b, {#H T_CONFIG & 7] DL R 7 4% ) 5k 56 2t DNS k45 2%
(IF_CONF_DNS) Fil NTP fi%% (IF_CONF_NTP) {41,

CP 1243-1
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FE/FHE (0UC)

5.2 AT HIEE 2 IP #h 4t

W5 STEP 7 A, AT LAE A BU R FE 7 Bl &R G i S 7
e STEP 7 Basic 2 V14

T_CONFIG

LW
IF_CONF_V4

IF_CONF_NTP

IF_CONF_V6
IF_CONF_DNS

HARHUESEAE CP h A e 2 E A % MM IF_CONF_..."SDT 1, WAlkE
"Mode" = 2 Z4{.

L
AXHFFHRE CP KRB

“T_CONFIG" A 3Z#F CP %} CPU
St B H e B s S8 LR R A S s . oI T IR E ML 2L
e “BUSY 5. “DONE”.

e STEP 7 Basic < V14
TC_CONFIG
LW
- IF_CONF_V4
AR TEAE S, ES N STEP 7 5 E R4,

B3R - CP ffE

el IR H 7 E L IP S8, AR CP LLRMEE 1) IP
bk, B EREAE RS % E IP Hilik”(IP address is set directly at the device) £,

CP 1243-1
90 EAELBE, 12/2018, C79000-G8952-C365-05



ZrA{RTE

6.1 WG IR
A LA TS WAL

ALK LED

Ak LED Bori eSS, 12 WLED (7T 28)#7r .

STEP 7: &HL& O f“i2 MW" (Diagnostics) ETF
A LE AR BT S i R ZRIR S LA R (S B

STEP 7 Basic: “7E£k > fE£8F12H"(Online > Online and diagnostics) 3.2 Wi ThRE

fEHIAELRThRE, ATRAMNAAE 1 CP T H #) AR th 32 CP 215 5

IR ELEIE CP X TARHa T LIS W, NI 2k SRR 2R 8 FE L ThRe

online functions), &% ILIEAEZRM (T 47)EH 7.

[Elaaast
“iZ MW" (Diagnostics) £
WO 2 9 PUT LA

p=i|

°
NF ik
&

N>

WL H LS B
SRR
ZAH E7s CPU ML H LR FIR A E
- BRI
BEAR R AT R A B SR A
* LIKMED
HudE R G B

[ ]
¢

CP 1243-1
UL, 12/2018, C79000-G8952-C365-05
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B HIGRF

6.1 2T

92

Industrial Remote Communication

A AAT LR 2 T

fk

AP R O B, G R, KR AR DL e I
HR 1912

AXHUR S AR SR, Pl SR (A, A

s i

15 F“ 5 F B R I (Enable protocol trace)
FoER, AP ISR 3% A Wi R T LRD Bl

1 FH“2% B B IR 57 (Disable protocol trace)
Dife, Res 1 bid g I 8ds 5 N H B0

il fH“0RA7"(Save) Thig, WK HESCHFIRAFAE TREnG, AR5 FREEAT 7047 o

P

A RBE LI ERE S
zaetk

A HA LN 2 U -

P2 Wi o iy R 2 e E L e, LSS R EE.
AGHE

R 75 SCALANCE S
FEHL RS, W ATLE L2 Ui B RIC R R G4 H . W UMREEH .

HitH&

A TFAEAE A2 I D F Al st H S8 . ATRAMRAE SR H «
WAFIRAS

U2 W GUH s VPN A 22 RS . 4 B P & 1k
SINEMA RC - 3] VPN #H7&

%12 W T 55w [ 31 OpenVPN ZH245F1 OpenVPN JE R HR

CP 1243-1
#AE UL, 12/2018, C79000-G8952-C365-05



B FIRTF

LT TR

P M

1 BT

“ThAE"(Functions) 4
o [EMHEH
ARUH], HS W EE A (5T 101)H#85)
o S IP Hiht
e 4rfic PROFINET #£& &R
o REFMREZLIE
ZIIRE T ICRAE P TG0V B ATV BR U 2 AR BN 06 B (AR ERAT i) 1) A S i

1 FH“LRA7 IR %5 B (Save service data)
Fe B0k H S B RAFAEAS KON dmp B SCFH, wEid Siemens
AT VPA

Rk CPU STOP &8 a5, | CP
ARG Tl A RASHIELR, S HE

AR, CP Al AR & i) CPU AIZlAE Ik FEAERRA . T Lt CPU )
Web k55 8% Bon BB HPRE . ATEU TS HAPHELRE:

e TeleControl Basic: “fkf}:uli"(Partner stations)
e DNP3/IEC: “5 CPU #17i#{5"(Communication with the CPU)

CP W] LK 2 Wil A7 7 PLC A2 g rh . W LUEIE CPU ) Web il 45%% 78 PLC
AEPIRE.

ﬁ?@éﬂﬁﬁ/ﬂu ) LH%J{J ‘CP l//\Hfﬁ' (ﬁ 56) LB%

CPU [¥] Web fig %528

CP 1243-1

3T CP w1iH CPU [ Web
MRSV HELA R AE R . BTN VTR, 152 U5 Web iR45 2% (7L 54)3 457 .

#AE UL, 12/2018, C79000-G8952-C365-05 93



B HIGRF

6.2 Web k%75 S7-1200: HE1#%#

SNMP

6.2

ARGINAERER, 1S WSNMP (1T 96)# 73

Web fR%-2& S7-1200: &g T

S5 CPU [ Web RSS2 %R

94

LT BB PC 43| CPU 1) Web k554 .

CPU ARFEXR

1. FE ARG EFTHARRIH

2. £ STEP 7 ik #prid Juki) CPU.
3. EFE“Web k% #%"(Web server) %6 H .
4

. TESHUEHH I (General) /1, AR 0 E B Web R4 %5 (Enable Web server for
this interface) &

5. /] CPU V4.0 s A, 728 B rh QU A i BRI 7

AL —AF] Web H&K%&EﬁLTﬁﬁj‘ﬁﬁﬁﬁﬁﬁ/%@Eﬂ@%ﬂ: EJE A G R EEH 7 W #1"(General)
SR F R SR VFEE HTTPS 5 i ”(Allow access only using HTTPS) #7i:

o EIE HTTP B ri%s:

AEFH TN FeFIEIE HTTPS 7 )" (Allow access only using HTTPS) JEIi i 5 3%
o &I HTTPS B L

Ja TN e i@ HTTPS 15 19)”(Allow access only using HTTPS) 3T i ()25 3§
X P FPE BLAE LR 8 2 HEAT U
£ STEP 7 15 B & G id id S5 7 “Web JIR %5 25 IAH A5 BRI £ 2197 17 CPU 1) Web
AR5 AR HOELR (AR Web U8 AU IR,
Bt HTTP g s

LK # PC #4:3] CPU.

2. £ Web W WA HHEAE i\ CPU [¥thdik: http:/<IP Hhik>
O RS

HATIT Web iRk 5545 FEC 46 T

CP 1243-1
¥AEURT, 12/2018, C79000-G8952-C365-05



B FIRTF

6.2 Web [k #% S7-1200: F##%E# 7

R A BB R R #AE 15" (Download certificate) 45 H -

B FTFF9UE " (Certificate) X 15 HE
g 3EE . (Install certificate ...) #4HKEHIEB T #3] PC.
W nEE PC .

7E Web Y3 H B LA AE STEP 7 (5 8 R4 il i R 7 HTTPS 8 “{i i
HTTPS ijiil (S7-1200) /] 4 % FHIEBIE L.

- MR YR 2N HTTPS (Web Il 55 #% Hiuhib AE H 1 “https://<IP

Hohib>/..7) W, AT AR IR B TR AR SRR AT .

WL F] Web R4 00i&R:, W~ —xrlidid Web 4548 Sk A H HTTP
AR,

B HTTPS & &

1. i
2.
3.

CP 1243-1

R LUK 0K PC i3] CPU.
£ Web 3 5 28 hEHE FR 4 N CPU Kl https:/<IP Hihit>
LTI N
4TI Web IR 5545 4G T
CLEA AR T P B3 6 5 Web JIR S5 25 HUESE T
fili FHAE CPU 1) Web I 5% & ] /4 B vh Bir 4L 25 10 - ot
BakJa, 15 Web IlR25#% 1 S I iRk ik £ 2% H “BEHUREE"(Module status).

- FERLERBIFR L FE CP.

He iR CP AFE I A 2%

#AE UL, 12/2018, C79000-G8952-C365-05 95



Z B RIRTF
6.3 W11 5 17 8448 P 1T 1ELE 2+ 2

6.3 BiduE O 8448 PUTHELR Z LK

BT %G O 8448 PATRELHT
K
o il HTTPS Hudinfulift] Web g5 #5015 1 .
o WUEDI KIS, AR TR .
R EAE STEP 7 Professional AT %42 Wr, 1651% T 712D JRIEAT#AF -
1. 7£ STEP 7 #i&$: CP.
2. FTIFAEL A2 " (Online & Diagnostics) tRIESZHL,
3. 1“4 ME"(Security) S, Hfi“fE 4%+ (Connect online) $#4H
XRE, RIATEL i 1 8448 AT % 4L

ey
By K B OE TOLF FIFE LR 22 A2 W f N #0380 1 B (T 61)
6.4 SNMP

SNMP (Simple Network Management Protocol)
SNMP & -8 BLANS W ) 2 AR 26 b 45 s i) il . SNIMP {5 FH 634 UDP
INBURGEER -
A% SNMP FE K& B MERE BAEEE MIB 3 4E (MIB = Management Information
Base).

CP {E5 SNMP AU B i 44: e F
CP SZH{E L FIUAS Y SNMP A3t 47 s A ik «
e SNMPv1 (hRAEMR)
e SNMPV3 (%24)

CP 1243-1
96 EAELBE, 12/2018, C79000-G8952-C365-05



B FIRTF

EARYE RFC1213 iR [BIFR#E MIB I /1] MIB X %1 %5
e MBI
CP ZHrLL T MIB X541

System

Interfaces

“EMIB X RIRHAT I CP #Z LFIRS(E 2.
IP

ICMP

TCP

UDP

SNMP

ASCRFELN AR MIB I FRif :

Adress Translation (AT)
EGP

Transmission

e LLDP MIB
CP ISP

A% MIB /R SNMP [E ZVE4iE B, 152 W, 15/ (1L 116) Tt

AR

ARASHER, HS W

o ZMH4ThEe (SNMPv1): SNMP (71 58)

o A4 ThaEE (SNMPV1 / SNMPV3): SNMP (T 64)

CP 1243-1

#AE UL, 12/2018, C79000-G8952-C365-05
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B HIGRF

6.5 HFHEHHI L PEIRAS
6.5 BT B4R A BUIR S
A L TR AR R A RS

PLURARSHRARTE H Ti8d CP

(Y 2 S R A LS I LTI o IRZSHR VAT (104 HE e T 5 H AR FAR S HR IR A5 (Enable
identifier for processing status) Ji . IRESFRRFPHE AN CPU I “ALHERZS ) PLC

A7 &"(PLC tag for processing status).

ARAFMEL, HS AT (T 62)5 7

BT ISR A RS
KEFRARZS tH CP A B B 5 R 55 AR 55 85 42 K& T JE 22 SR iR [B]
WARALE W S B A, T LLEE CPU ) Web i 55 3 2 IR 2

CP 1243-1
98 EAELBE, 12/2018, C79000-G8952-C365-05



2B IR

6.5 T HE 1T HI L BERES

FEF BRI A DR S

CP 1243-1

“NEFIRZS ) PLC A2 &”(PLC tag for processing status) IRAFRRFFHIS LT -

Tt 6-1 LhoNab i U PR 1D B8

RE | &X

0000 |f&ixcog i HoAR i

82xx | K H LT R AR 55 A O H B R 2
B 1 RIS 874k, ZIH RIEXS T SMTP B = AL R 5 -

8401 | LR HEIEM REEI: CAF/EiE CP
T IR R . ANBEFRI 57 55— NIk

8403 | LiEE L E] SMTP k%548 TCP/IP 4.

8405 | SMTP JIks5 & CAEZ4E & 515K

8406 | 1 SMTP 7 s erll 21 A & SSL i iR Bl 4544 17 L

8407 |ffi ] SSL Ml Rpkth4e.

8408 | &/ i CiF R R 5 B AF R 55 2 57 TCP/IP R B

8409 | ik LT EN . ATREE: AR TIERBUER O IE.

8410 | okl EERRHEAT . ATRESR A AR PR E TR EE Ok,

8411 | RIEH BRI JRIA: o2 8 ROl s A 0K

8412 | HAH) DNS ik 5585 JCiL AT 45 € A4 o

8413 |1 DNS 7 R#ZHIN AR, SIS BT .

8414 | NTFRH .

8415 |cURL A NI R iTEH 1k,

8416 | SMTP fHUL LW it ik, $uTCH Ik,

8417 |l Q2 HAYIEIE ] SMTP i K elGliE ID . $aTeHik.

8418 | KX THRMFC A 1E. FrReIRA: AT I T

8419 | HIE P W HAEE A b AT VA I -

8420 | JCikH] CP HIMRIEFIRUESK H IR 55 a5 HIE P gk -

8421 | KAEWHIR. PATCIFIE,

8450 | #RAEARIAT: WEFARTHAAIVIR . PUSFER.

84xx | KHHETHRIRE ML EH RN R
B 7 HTF“874b, 1ZIH BIEXT BT SMTP Bl i =8 w5

#AE UL, 12/2018, C79000-G8952-C365-05
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B HIGRF

6.5 T ST HI L PRI

RE | EX
8500 |iEvkAliR: KA.

[iss
AR KRR R SR RE S BT IRAE R 9% 28 A SCRF LOGIN
BUETT

LRSI UE T &% BT CERF %) .
8501 |ifVEAiR. Wk A DU HSHE:
B > T 2dE (Content):
o WtfE NHbHE CUSAE NTEPBIE .
8502 | Bk IR, TR A DU HSHE:
A > T 2dE (Content):
o HITHBMRHbEE CRIETD
8535 | SMTP HHiF A TERL. 1A CP LA I“FH P 2 " F 5" 24
8550 | Joikijinl SMTP k55 . WA VAR . ke DN ASEE:
o CP Y& > HTIRAFAS:
- W4
-
- s aE CRI%ETTD
o REAZ > W FHFEIE (Content):
— e NHRE CYAE N IE
8554 | fLiEKIL
85xx | ok H LT BB AT AR 5% s I HL e A R B
B 7 HTS87Ah, I EAER T SMTP sl i) =085 8 5

CP 1243-1
100 #AE UL, 12/2018, C79000-G8952-C365-05



B FIRTF

6.6 F#E A
6.6 TEE 4
CP (%7 E kMR A
G SR B B AR BT AERT, AT R P ] 7 DML AR 2637 FF Internet
U _EaE ek DA s kR A

% (https://support.industry.siemens.com/cs/ww/zh/ps/15922/dl)
THER, JoioRk V3 LR [ A I A B R A D 1 /9 CP L.
A =FARIRI 75 RITE CP b e [ 4 ST 4+

o R SCAHRAEAE CPU A7 R L

A RAEP ] TAAE 2 SCRF Internet DT 4% 214 < /£ CPU
A7~ _EHEAT N 3R R IR .

e dil WAN i [f] STEP 7 {175 £ Th RE N &k [ 1

YL
Xt CPU KRR A il o BT

o WIRfEH SIMATIC fEfi R 2 ST, WO B ORFFVEAAA% 25
o IR LThRE AR, RFHEAF SRR

CP iJ LED NHFRs IEFE #1162 WLED (1T 28).

iEi+ WAN fEF STEP 7 BIZEL DhEe sk & 4

BR:

o Al CP i IP Huhikxf Fodk ATV 1]
o [LFRIMHsAN CP AL T [F—F M.

o CHTHI R SO AR AR L

BR:

1. W CRRT S B Y 45

2. (TN EFTITAHSCH) STEP 7 i H .

3. MR TR EE A o CP B (EHHiIL CP) ) CPU.
4. ffi il “7E £63%42”(Connect online) EIkxJE I ELThAE .

CP 1243-1
#AE UL, 12/2018, C79000-G8952-C365-05 101
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B HIGRF

6.7 L

5. 7E“fE k% 2" (Connect online) X iFHE K “PG/PC #2125 (Type of PG/PC interface)
HIFHE A8 LUK X2 O “PN/IE”

6. LHE CP B CPU [ifl.
PR IT I
7. {# %8 (Connect) T4 43 TR .
“TEL R 7] A AR T I S R AR K R P IR
ARELIEENELZER, SN STEP 7 5E A%

6.7 P Hn

PR 1

A/j\ I

PR R F“S7-1200 ] JmfEFEm) 28

PR AT, SEli ARG FM"S7-1200
ARG PRI RN AR 2> (GBS WA SR B =)
RFNERERS, IR KRG T ST-1200 v] Rz hl 38" Frik D IR AT .
IR BRI, ORI LY

CP 1) STEP 7 Il H B A fE A CPU Hho W R & A ks, A7 S
CP, AN BRI H Kot 283l

s R B, B CP RN CPU AR st Bt H #idl -

B4k

SINEMA RC 4135 %4 1 SINEMA RC IR S5 2 HIE R LRAF/E CP e IXEEE B IEM
CPU iz,

CP 1243-1
102 AU, 12/2018, C79000-G8952-C365-05




BAREH 7

7.1 CP 1243-1 I AR#TE

L 7-1 CP 1243-1 [FF ARG

AR

] 6GK7 243-1BX30-0XEO

Tl PR WS

K 1

wit RJ-45 #ifL

JE 100BASE-TX, IEEE 802.3-2005, X T/4X T, H#IERE, Hhh
M, JGHREES

Fehimid [Z 10/100 Mbps

AFRBBKE (DKM (BMKEEENERAE) *

0..55m o K 55m A IE FC RJ45 Plug 180 (] IE TP Torsion Cable

e K 45m A IE FC RJ45 ¥] IE TP Torsion Cable + 10 m i
IE FC RJ45 Ouitlet [ TP Cord

0..85m e ¥ 85miiyA IE FC RJ45 Plug 180 {7 IE FC TP
Marine/Trailing/Flexible/FRNC/Festoon/Food Cable

e K 75 m IE FC TP Marine/Trailing/Flexible/FRNC/Festoon/Food
Cable + 10 m it IE FC RJ45 Outlet [ TP Cord

0..100 m e K 100 m 77 IE FC RJ45 Plug 180 ] IE FC TP Standard Cable
e 1K 90 m |IE FC TP Standard Cable + 10 m ifijl IE FC RJ45 Outlet
f) TP Cord

S BE

FEL K E S7-1200 HH i 2% 5VDC

HITHFE (JLAYAED K H S7-1200 T 2% 250 mA

ARBIFE (HURUED K E S7-1200 HH i 2% 1.25 W
CP 1243-1

#AE UL, 12/2018, C79000-G8952-C365-05 103



HEREE

7.1 CP 1243-1 F9 AR

BRI
RIS R
PRBE FHUKT 2 RIZ AT -20 °C % +70 °C
T E R IS AT A -20 °C % +60 °C
A7 fif 1] -40 °C £ +70 °C
iz A -40 °C ¥ +70 °C
FHX IR BT 25°C It} <95 %, Jordkt

Wity RoTHEE

RHA S HIT S7-1200 M5B R, B8
B 4755 2% IP20
HE 122 g
JAsF (W x HxD) 30x 110 x 75 mm
AT Fr#tE DIN F51
TF IR HLAR

7= e DRE *

*HREAELR, EZ W IKPIH R L AR

RO Z R RE R, TS WS AT RE (U 13)#4 .

CP 1243-1

104 HRAEVIEA, 12/2018, C79000-G8952-C365-05



7.2 LUK L1179 7] BBl

7.2 PAK P2 O B 51 93T
DA PR F 51 140 Bic
RERF T KRB BT 515 RLAT A LAKIURRYE 802.3-2005, 100BASE-
TX AR
Tkg 7-2  LLKMZ 5] 7 BT
RJ-45 #ELEIRLE el 55 %% Z
-ﬁ—":F—d 1 D Transmit Data +
!IIJHI_”JUIJ i 2 TD_N Transmit Data -
3 RD Receive Data +
4 GND Ground
5 GND Ground
6 RD_N Receive Data -
7 GND Ground
8 GND Ground
CP 1243-1

#AE UL, 12/2018, C79000-G8952-C365-05
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7.2 LIKPIEE LTI 7] A B

CP 1243-1
106 #AE UL, 12/2018, C79000-G8952-C365-05



IR

6 € HIAIE

EC fr&tEE i

C€

CP 1243-1

YL
B4 B E IAE

FE7 i o B 1 € IR BIAR 35
B B R bR TR OOV iR T T U AIE A AR LA IE

CP it BA N IAIEIF AT & PA T At

CP

W2 DLR R 82 B R AN 224 H bR, IR A MR A SC R A 26 1] G F42 1) 23 A O T i
#E (EN).

e 2014/34/EU (ATEX BifE#4>)

A U B AU T FE RN E PR IR B A Ve e MO R S8 TT7 AR 2014 4F 2
26 HERPHL = H T4, EU LIS A, 2014 43 H 29 H, #309-356 11
e 2014/30/EU (EMC)
2014 4 2 [ 26 HERMIL B F2r EMC
a4, T Wi % R 5 [ AR e AR 1 T TR EU L96 A3C, 2014 4F 3 29
H, #79-106 7l
® 2011/65/EU (RoHS)
A 9% SR R 10 HP R E FE R o A BR A1) 1 2011 4 6 1 8
H KR 2= FIEE S 245 4
[ T VLR B EC £ & FR v A WY T M BLR Mk SRR
Siemens Aktiengesellschaft
Digital Industries
P.O.Box 48 48

90026 Nuremberg
Germany

#AE UL, 12/2018, C79000-G8952-C365-05 107



IECEXx

ATEX

108

FXRZ M EC fFEtER B, U LLT Internet Huhik:
% (https://support.industry.siemens.com/cs/ww/zh/ps/15922/cert) >“EC &1 7 1"

P 2 IECEX HIB R ORA 25K
IECEx 432K
e ExecllICT4 Ge
iE+i: IECEx DEK 18.0019X
IARER i
— EN 60079-0 - Explosive atmospheres - Part 0: Equipment - General requirements

— EN 60079-7 - Explosive Atmospheres - Part 7: Equipment protection by increased
safety 'e'

AJ{E IECEX ilE 5 A 4R Bhr vk K ST iAS, & V5 IR LA R Internet Hdik$REX IECEX iE 13-
BERz:  (https://support.industry.siemens.com/cs/ww/zh/ps/15922/cert)

WAL AR ATEX/IECEX 3K 75 f& 56 [X sk 5 FH Aoy = i

(UL 35)H 5 R HIAR G2, A RE L A B A= o

AN, RN R R “Use of subassemblies/modules in a Zone 2 Hazardous
Area’ {5 2, 1EVTHLLR Internet bk 3R HZ SCRY -

¥i¥z:  (https://support.industry.siemens.com/cs/ww/zh/view/78381013)

FAIH AL EU 54 2014/34/EUF] T EVERA B O BEE AR R G HIEEK
ATEX AiIE:
e [I3GExecllCT4Gc
Type Examination Certificate: DEKRA 18 ATEX 0027X
IARER i
— EN 60079-0 - Explosive atmospheres - Part 0: Equipment - General requirements

— EN 60079-7 - Explosive Atmospheres - Part 7: Equipment protection by increased
safety 'e'

CP 1243-1
BT, 12/2018, C79000-G8952-C365-05


https://support.industry.siemens.com/cs/ww/zh/ps/15922/cert
https://support.industry.siemens.com/cs/ww/zh/ps/15922/cert
https://support.industry.siemens.com/cs/ww/zh/view/78381013

o\ o

ZHRUEN

U SRAE 2 A AT WAL ST DU RO, U7 R 2R
o MBI E EEREF I (VT 33) 0 Hh B
o /1/ (W 115) TR ) 2228 i )

AI7E EU FF& P B AR 3R B hR R M RTARAS, S I .

AT SR M ATEX/NECEX 23R 7E £G 56 X 45 A F 33 2 5 00

(U1 35)ERAr R IAH 6, A e AT M.

AN T B R “Use of subassemblies/modules in a Zone 2 Hazardous
Area”HIME R, M SCRY AT FEIL AL B -

e 7f SIMATIC NET FHER
“BT A SCRS”(All documents) >"Use of subassemblies/modules in a Zone 2 Hazardous
Area"

e Internet Hiuhit:
BEfE.  (https://support.industry.siemens.com/cs/ww/zh/view/78381013)

I FH B «
C @ us ® Underwriters Laboratories, Inc.: UL 61010-1 (Safety Requirements for Electrical
Equipment for Measurement, Control, and Laboratory Use - Part 1: General
Requirements)

e |EC/UL 61010-2-201 (Safety requirements for electrical equipment for measurement,
control and laboratory use. Particular requirements for control equipment)

e (Canadian Standards Association: CSA C22.2 No. 142 (Process Control Equipment)
File Number: E223122

CP 1243-1
#AE UL, 12/2018, C79000-G8952-C365-05 109
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cULus Hazardous (Classified) Locations

Underwriters Laboratories, Inc.: cULus IND. CONT. EQ. FOR HAZ. LOC.
GUS ISR

HAZ.LOC. o ANSIISA 12.12.01
e (CSA C22.2 No. 213-M1987
APPROVED for Use in:
e Cl.1,Div.2,GP.A,B,C,DT4A; Ta=-20"°C...60 °C
e Cl.1,Zone 2,GP.IICT4; Ta=-20 °C...60 °C
Report / UL file: E223122 (NRAG.E223122)

i AR A UL Hazloc R fE 7 3 A 2
(U1 35)&R o> FHIIAHIR AR, A BE LA fEH] CP.

FM
Factory Mutual Approval Standard Class Number 3600, 3611, 3810, ANSI/ISA-61010-1
Equipment rating:
APPROVED
Class I, Division 2, Group A, B, C, D, Temperature Class T4A, Ta =60 °C
Class I, Zone 2, Group IIC, Temperature Class T4, Ta =60 °C
Report Number: 3049779, 3049925
T AL FM K 1 G 37 i A P S S T (0T 36)F 4 A OG5, A e & H CP.
BRFT. - RCM
@ CP i /& AS/NZS 2064 trifE (A 28 BIEK.

CP 1243-1
110 BT, 12/2018, C79000-G8952-C365-05



EAC (Eurasian Conformity)

WP AR R B T TR SR ] B
[ H [ T RBLUAM (TR CU) BRI HIFF& 1 75 W]
SIMATIC NET

77 i 2 8 IR AS BIAR S UG A E Gy, BAIRAR 5 i 3 A0S A SG B IAGEE .

R TR A H TR VIER A2, 5% Siemens Bt R A5 % Siemens
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