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The equipment is intended to be installed within an ultimate enclosure. The inner
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WA SCRF TS
WA (O
Iy BCEs P L i 15
I A RBRRES
- 7%
HATFURIF, % T T
- KM
HATFHIRI, 1% H 2K
¥ LIRS
- 7%
gt AR 2R THT THRAS BIGiE 5K H .
- ABEIT
I RS 4TI .
- 79T By, AR

BROAEOLT, s 10T daSum D)5, JEE KPR EE R,

- AFFEXRA
HF CP 4G IR 55 1% - o, i ASK P o 1
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4.2 STEP 7 #1948
o SHIIE
FEVT FIIE], 45 € WSO A5 X E K pEBEAT S0 IE .
Hi/ThaE WOS (B0 |3 ORBRIVRES | 3RS S BE
DNP3 20000 (TCP) | 4] WA IF & U %4540
IOUERS) .
IEC 2404 (TCP) KM WA JEHTIT 7
S7 MELZER: | 102 (TCP) ¥ AT * 7
k=2 | 8448 (TCP) K] HEJEHTIF 4
HTTP 80 (TCP) Kl AT 7
HTTPS 443 (TCP) KM WA IF &
SNMP 161 (UDP) TIF ARSI 2 (i SNMPv3)
* A7 AL W FTIBE G T RS 1 1 L, 25 LIBT3 11 8448 PUTTELL % 4 L I
(T 127)55>
TR KA H 2% 3
B ORAE AR LR B K B b 5 T 385 Ak AR e A B b 2 BT 5 120 P St 1
Hrp .
e TeleControl Basic / 55097 (TCP)
e NTP/123 (UDP)
e DNS/53 (UDP)
e SINEMA RC H#)41%s / 443 (TCP)
e SINEMA RC Fil OpenVPN / 1194 (UDP)
4.2 STEP 7 H4HZ
STEP 7 AR
{E SIMATIC STEP 7 "R AL, . AT LAEFRAFEESR (T 27)38 53 Fh R B BT 6 ARA o
CP 1243-1
46
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A&
4.2 STEP 7 H1H941#

EPLIR 2% CP
AR Z AT =4 CMICP.

ARBERIER

A CP AEE K Z [ 1 — D 2R, X EH CPU
DAL 3k 1 N R R AT A

B PLC A28 LUK Y 7 Hicdi 73 e 21800
ARUEMEL, HS LT

WATTE STEP 7 A BIRES
HASI 2 LU P A
1. /g STEP 7 3iH .
2. HANFTRE 1) SIMATIC 3,
TAEIN L FR AR 04 RO LA CP Ak Al 2 TR i 4%

3. fEukiFiE N CP LUK i i i s A A it AR B
4. QI LUK 2% o

5. Rl g B LK 59

6. AN CP.

HRASBEEAER, ESHLURE .
7. RAFIH .
HRHEL CP WHAER, S0 STEP 7 M5 B ARG M UL N4

IR S B
Inggcsny, w0 H B (B4E CP ASEEE) fFi#fE CPU .
ARMBEEIER, WS W STEP 7 5 R A%,

CP 1243-1
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4.3 TS0

4.3 F-hEFISIE

4.3.1 TeleControl Basic

CP ¥ IP 3t
T CP ffhZe2xidnr s TCSB %, RULmTilid Internet il 55 F2 (LR 1 CP 7 Aish s
IP Hi ik

A EAEBAT IR E S P bk, 5382 WAEIZAT I 5 e 1P bk (U0 124) #8757 .

5 TCSB &= KyHh A REEHE
X} CP 1) TCSB J@{5#ET STEP 7 4145, FHELLINEE:
o “IkEEuTSHAT IS
- KFE 1Ptk
TEA% IR 55 2% 423 Internet B TR 1) DSL # AR 1 IP kB L4 7.
B E 1P ik
— fkfEiEO (TCSB MW A3 15
o “%z%> > CP ¥ril”(Security > CP identification) 2441 1153
- BiH%Y
- Wi
- E (HTUE

4.3.2 DNP3/IEC
BHENIA CP, FELTER:

CP 1243-1
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4.3 A5

F 35 IR B

CP MR THELLT FulifE &
o Lulifulihiil

— (DNP3: ASDU #titik)

- (EC: f5EXRuyhaL)
o Uik

— IP #ifik:

%
— A1 DNS f##r (1) 4 F5%

2 A DNS, M2 DNS kg5 as (B2 W N30, 1 H CP 2 n] LAV; 1] %
DNS Jik55 %%

o LA O e e
e DNS k428l
L S A% FH AT DNS T 2 FRont k-0, 7518 H DNS S5 2e il

JU4 DNP3 Bk IEC Fuh
TUAR FEhHIPIAS et B 5 PR O R A el it
AT EAF R 1P kB LA FR

JEIT Internet BHATERERAS: VPN EH
Xt FIEIT Internet AT HERE, WA IP k.

N LB EE IR R RS AR h 2 B R Y, A E VPN
EIEHATIE . ik, TTLAME A SCALANCE S 5 SCALANCE M R %1245k,

FEHASIEICAE LN LA

o AR GO TN, IP Hidik .

o {EHA CP N, MZHAEE AN IP ik,

o [ifE STEP 7 rftxf At F4z il 0l 8 SCALANCE S/M (1) VPN 4%

CP 1243-1
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4.4 1l #jaE
4.4 izl Eib2
CP MR 5k
Vi BA
CP KBt 8 [F2
YT REN P EIP RN A (FlaniEss) , fREE MDD CP Mt el A E HFL CP
PIEFBl, T CP BB 5 B R R T Re A LD Bk 22
ARG, TEE S HRERE .
PiEA
B[R] 5 B I
EVURERE KL 10 BPat 5 /MR B F 20—k . X2 RATRe4E /N NS ES [R)F1 UTC
I T B A 22
CP SZHFLLF AP I 7 v
o MAKFEIREET B]
CP K HH =3t P d A5 Ak A R i
SGEH T )8 B IEE )G
e NTP
I FTIERZ2% ) NTP IR S5 2% [R5 I
1 J5 F I8 2 8 A5 it nT DU Z 7
W E B ERRA V3 2 CP, NTP AR #% itk tha] AR URL BN, il
<ntp.server.com>. Aitk, 7% DNS k%545
e NTP (secure)
NTP (secure) %47 R IEEA 5L MD5 5 SHA-1 1 F XS #R 23547 .
£ CP hiRE IR 545
7E STEP 7 &Ry % v B A EIRAN NTP (secure) [ NTP JijR%545 .
CP 1243-1
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4.4 it el

o M CPU FKBHT ]
H V4.2, CPU UL 10 # AR B By B CM/CP,

CPU H1Z%L:

W CPU J& A T7“CPU [R5 # 4 1A (CPU synchronizes the modules of the
device) &I, M FTA 2 RERIE (REHRAS 2 V2.1.77 1 CP) ¥LL 10
D S CPU I E4T R

BRI S HA

T8A] DUE U S AL P A )8

* LIKMED
FE AR, R AR AR
- BEEECHEN.
- ZERIFECHEM.

o Z&fk
TE AT, R EIEAR:
- ZEIFECHEM.

RIS TTEXHE R CP Rk
AR (0 R I TR 22 A D RENG L, PIR$E LUR /)28 757
o BREFCOHH, RECOHH
- NTP
- M CPU FRHEU[A]
o BREFCOHH, RECREH
- NTP
— NTP (secure)
- M CPU FRHEU[A]

CP 1243-1
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4.4 it el

o EmEfFENRENCEH
— AR FERH 5]
- NTP
- NTP (secure)
— M CPU ZRE [a]

i&id S7-1200 AT 41 F
{E FHAN BRI TR, S7-1200 3 Ay LUt CPU 2 CP SRHU4 R i .
XIF 87-1200, A SrRetast Nulide & 7.

BLH

B R 1 MR B RS

A H ARG 3t PR B AN TP (RIEAT [R5, DA Aot A RO BRF 1] R 45— 2
%4 CPU M\ CP fREU [/, 451 CPU R B [

CPU HB 4t [F25
CPU W LMEH PAF A5 )7 i
e NTP
HArh CPU EBh2H A ik i
o J\ CP 3REXATA]
W JE M CP 1] CPU ¥ /it fa] (MRS , CPU ¥R H s CP HIR & .

e E M CP &% CPU

YA

et IRl &% 2] CPU

WA T RARG R AF A, PR LR 5 20K CP i )46 % 42 CPU:
o @it PLC AR H, K CP A (AJik)

o IHITMRELAK CP T (i)

CP 1243-1
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55

¥ CP I [a]%% & %2 CPU [#RIEE T CP Al CPU [ A . = LR AT 9.
e CP [E# <Vv2.1.6x

K HZE A A, CP AT Lk FRiE it PLC 485y CPU #24Lrf A, 24 CPU
JE EAM A % PLC 2B ), CPU 2% H CP ],

7“5 CPU ] F (Communlcatlon with the CPU) Z%4il+, mIiXE CP
MR Bpe A ATIEN PLC B4 CPU. X PLC &, 152 L CP
P50 CPU JB{5”(Communication with the CPU).

e CP[E# 2V2.1.77 A1 CPU E# 2Vv4.2
AR R PSRRI B g IR PERRAS, 2K CP I IR] B 3% & 45 CPU.
i1 CPU H3R A CP 1), UL A 2 PLC AR EHATH K.

WRAE“PROFINET #:11 > i8] [F] 22" (PROFINET interface > Time synchronization)
Hi>h CPU Ja A T“CPU [A25 # # [ "(CPU synchronizes the modules of the
device) I, s FTA R RERIEHLE S CPU B TEEHAT [R5

4.5 BfERA
LS A+, 7L H CP s E 874,

ﬁmﬁ%ﬂ”ﬁﬂﬁ&ﬁi?ﬁ*ﬂﬁﬁﬂ%)ﬁkkuitl_hﬁllﬂifﬁlﬁﬁ’]ﬂ[&, G B A HEfERS, C
P R 7 BISATIREE AR S5 . HIP ATRAAS R I RA S B 1L, (5 5520 N A L A — AN e

“BERSHA
* EAEHERE
— TeleControl Basic
- DNP3
- |EC 60870-5

Xt Fifid SINEMA Remote Connect #H7HiE{2IE(E, ES ILiEid SINEMA RC
HEATRESS (WL 54)584) .

HER, WRZEESOEIEERE, WSMBRIrA R e 25 1hh, SRR
AR PEAE B

CP 1243-1
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HE
4.6 1511 SINEMA RC JE78&#

* BUETELThRE
FVFERL CP Vi CPU
IfELEThae G2Wr. EITH BdRs) - WRE fkThee, TR anE CP 1l
CPU.

W SAEH ik I, JoikiEnt CP i CPU
MFELeThAE . AN, 3sRT LLEN H%E R3] CPU 32 LI E L2 CPU.

* J3H S7 HEf5
fE CP LJH 5 SIMATIC S7 Z IRl S7 il {5 1hf
GRS T EHISGHE K S7 &k, I HENE CP KI&AT, NI ZE M ik .

4.6 J&iT SINEMA RC #E4T1%#%

HKilid SINEMA Remote Connect il {5 AT M HME B, 152 WiEH: SINEMA RC
(5T 12)EB53

R
ELHA CP 2 BidHA SINEMA Remote Connect - Server (AfE STEP 7 F1) o WAZifE
SINEMA RC k45251417 CP 1 CP HidE1k k.

BT FER B MY

DL PR R SINEMA Remote Connect il {5 :
® TeleControl Basic

e DNP3

e |EC 60870-5-104

ifid SINEMA Remote Connect 34T BB S AR
74 CP Lldid SINEMA RC HHTEFSEASET, %I LLUT D Bk
. FEiEE 250" (Communication types) 234l i s B 458 A2 Ik Bl .
L SINEMA RC #EAT AR A I A A] I

CP 1243-1
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4.6 1511 SINEMA RC W 7&#

2. W2 4" (Security) ZE040 I B 24 Thig

(fE“i (% 247" (Communication types) 2441+, SINEMA RC
IR A B AR A HA R BRES)

3. fIIF %4 > VPN Z U IF 5 F VPN,

4. xS HVPN E 2R (VPN connection type) #£#%“il ik SINEMA
TR IEE %545 E 24T OpenVPN 4H7%5"(Automatic OpenVPN configuration via
SINEMA Remote Connect Server) #E5i (U5E AT -

({E“{5 257" (Communication types) %14+, SINEMA RC
IR A HPIRES . )

5. Y3 {524 %9”(Communication types) 241 32 Fi“ifid SINEMA Remote
Connect #1712 185" (Telecontrol communication via SINEMA Remote Connect)

iﬁlﬁo
6. 7E“%4>>VPN"(Security > VPN) il CP [ SINEMA RC &1 H R4
HRAFMEE, 152 ILSINEMA Remote Connect (11T 93)#54)

SN
BERS (1T 11)
HAE2RA (L 53)
VAR 5] 3 15 B i B
A
i SINEMA RC BHTi@$E f8T 8] [F] 25
28 H SINEMA Remote Connect #EAT 342 @ 5 1, 105 HER T E#H SINEMA RC
k45 28 E R AT TR AT B B0AIE . 1 SRR R, ARERS . CPU B NTP
JIk 55 2842 USCHS 1]
-
ER AN, Z/EH STEP 7 fE4& TG F3h% E — Ik CPU
). W S I A [P A T “OkFE ] (Time from partner)
PRI, XA NEE, IXFE, ATLARROREL B Bh CPU M %k, 3 H CP
Al LLE SINEMA RC AR 45 2828 e fir 75 HOAIE 45
CP 1243-1
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4.7 LT
4.7 LR E: O
471 CP ##iR
HEEHEREERE, WSHdE AT,
CP 3t
SHAHTFWLEH CP SRR R
® TeleControl Basic
T e 22 42" (Security) F1#k 2 TeleControl Basic il 154k, 152 WAEH
TeleControl Basic #/}iX1] CP #xi (71 76)iB4) »
e DNP3
Vil DNP Hidik .
ONEEHE (IR BE) o« RVFRMETEE: 1...65519.,
o |EC
vl “ASDU A Ml 85 Bt R bk .
W ONEEHE (IR BE) o« RVWRMETEE: 1...65534.
4.7.2 B B [R5
B8 [F) 2
HRE R EZPRIAES, 5SS IR EZE (T 50)F64) .
4.7.3 LI
TCP £

FEMEREAT BB A A& H T CP 4l 4 TCP ik,

CP 1243-1
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4.7 LK

1§ FH TeleControl Basic #1 DNP3:
VEE A SANEE AT 35 U A S I R T, 155 WAk fEsh (T 65)¥47 .
o TCP #E# PN
ThRg: WIRAE TCP &Rz AL B N EE B, W CP
)3 AE Ak AR R IE R ERE R R .
RN E: 180s. RYFMIEHE: 1..65535s.
- DANEBEOTHSH
LA A2 1A 1 A TB) 4 Rl & T BT A5 TCP i&E . S BHiish 180
s (BRAED

— “4kfE35"(Partner stations) T IS 3

H4 P HL L4k £ %% (Connection to partner) 22541 o &k £E“TCP
R RS [A]”(TCP connection monitoring time)

S8 BSHACE R T R ERANMAAE . 7E LUK BT 180 s
ZHEIE T &AM

D SR AR T O &AM “TCP i&E 42 I ML 8] ”(TCP connection monitoring time)
, W{E“GkfE3E"(Partner stations)
MO RN TR BEAZ AR o BT, SRR A T R ) ) A 20, T Rk
/NZAE .

o TCP {REFERIANLATH]

CP SO RFFERIE B Ja, NAEORRFER MU (8] A R A5 Ak RO R . n 2R CP
FELH AR (8] Y ORUSCR R N, e 25 RIS

BRINRE: 10s. RVFMTEHE: 1..65535s.
- DAMBOTHSH

9 LUK oA 2R 25 11 M AT TR 18 B 42 JRod& L T BTl TCP iz,
- “4kfE¥"(Partner stations) T HIZS3L

5 TCP &£ W4} ] (TCP connection monitoring time)
SR, TN RN R K 15 (Partner stations) [F{H -

CP 1243-1
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4.7 LK

4.7.4 5% B - TeleControl Basic

#5514 B — TeleControl Basic
o EBEIER
AT IR BIE TR 55 2 iE L.

HIEIEIR &R, é%/ilﬁlﬂk?ﬂ&%%&jz Efecirpibry, CP
A S N R 2 R SRR TR

RS 8] 3 S £ A7 0 3 122 1) A DA e [ B S il N 2

N IR IERL /T SR TR A — NS . MRS, 2l 3
R BURIGUR 2 RTE A IR TR A%, B2 KE 900 s.

BOARE: 10s. FEMEEIUETEEY: 10..300's

[y
SZHD%SE‘J%Y&{E% 20 I ER S (M RIS (ZEAFIN R 40 7R
- 3k 20s
- 3#k40s
- 3k 80s

- fRUEEHE, EFIHKME 900 s

YL

WNARZAK P TICIE S, W R B Jo Lk W 4 SO AT RE R 2 LBl . X AT RE AR T
FLAR I 2% DL KRI85 3

RIS LER, R SRR T R E € .

o RIXMALT H]

MEB RS ISR PE GEIZARS ) BT MR (e, Ea30 ki mis RIT6
TH o A RGE MR RIS, UARCRIPRAEIRAIN, W B2 BRI =k =
RERMUR, ERA LRI

FOABLE: 60s. SLVFHITMEH: 1..65535s.
o E[1FALR ]

FEETVHAYN, CP &t 5B RS s 2 AR %IVJ’JHE}%ETH CP
5B IR 55 #2210 TE B A e () — B[R] () B, i iz Il el g s, C
SRR RS A IR T . & 1] A T ad i

TCSB (Z#(“{RFFi&EH: AL [H]”(Keepalive monitoring

CP 1243-1
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4.7 LK

time)) BEATAHA. EXEILERLG, £ TCSB U HIME 2 g Ik 55 ds ik 2
CP.

CP B Hiffi 515 5] TCSB
TR R AR S5 B R M BIE R R, Bt RshE T I . A1 EE T, CP
SRRl S oy e sy IE ] 1

RIEFET WG, CP < RzhAE 14 AL Al (watchdog monitoring
time), SRJGFERX BN i) P S5 R REAZE IR S5 A B B . B 2R CP
TE IR 8] A RSB RE P IR 55 S IO WAL N, B 26 b I BTl ST B

HRIAKE: 30s. RUMTEE: 0..65535s., MIRHA 0 () , MLEEHZIEE.
B AT He (B BB

FELE AL N CP ANRESE R 55 o S B B IR TB] [B]BR (B9 /NmED o 5 4H2 CP A
TCSB V3 {i I A3 £ Pl (1) % 2 Th -

BRA®E: 8s. AVFMIEH: 0..65535s. WIRHA 0 (F) , M %6,

4.7.5 1E5T B — DNP3

ekt B — DNP3

CP 1243-1

FHAL

F-#Hefr vl FHE“Internal Indication Bytes 47 1.6 (1IN1.6), LA7E CPU 4T STOP
o 368 2R

WERBEANBRAE 2 R R B I ]

MR ERAE L M BRI HR BRI (] (D) o R i 1415 8] CPU
FFE AT SR, M LR 5 BRAE Z (M AN RE R 1A il Ak H e it

FVFHVEH:  1..65535

BOABRLE: 1

{E R

FEARLR| T AL T, B R E R W H
FVFHIVEHE]: 0 ... 255

PRINBHE: 0

MAKAN 0 (), WM iZIhEE.
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A&

4.7 LK

60

HEERIA
CP i sk Fuli R ILEHAAIIIBLL AR IRZ (R BUD
pe: gl
HASB R SRR R CRAARD) o
AVFRIEE: 0...65535
BRINKE: 2
WREA 0 (F) , NEEEHZbE.
AR £
AL
- HK

LRI AR
- AZMFEK

AR S ATE I I B Bl f e ST TR 3%
ESM B SR
FERBWENEE AEFINEIL T, EE R R .
FVFITEH: 0...255
BRINEHE: 3
F BT W AR )
JO1ER A s B 3 T S TR LRI [R] CRRA AR
ARVFRITEE: 1...65535
BRINKE: 5
112/3 KB Zrh

R, XFEANFEEAMAE A, fEedEiIl2 DHEMA GBS RIEZREE
FKAE
FVFRIVEE: 1 ... 255,

CP 1243-1
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4.7 LK

1/2/3 KB FEIR B[]

FEM, W T =ASEAERE A, SREEEEIROR Ml E AT, R ARAEAE K%
et XIS 18] CRRLANFD)

AVFHITEHE: 0 ... 65535

WREA 0 (F) , WM ZIhEE.

AR A AR O B 280

T K OB 1) A BB AP T AOE B X v (28531

EERINBCE T, 1 M 2 SEHA M A EMA B ROE e X, 3
FFIAEAE AT (R .

A RWAR G2 b XA I b X A T3 SN A R AR IR R e U PRARME 2, TS L
(U 113)#&B 57 -

4.7.6 feERE - IEC

fHi%E - IEC 60870-5

CP 1243-1

RN Z (8] B B A I 8]

R Z ) B B KRR LRI [R] (AP o R ik 387 dr 24415 3] CPU
FFEA AT SR, M LR 5 A Z (M AN RE R IR il Ak H e ot

RVFHIVERE:  1..65535
B ST BARET A] (to)

A S M AL 8]
(to), AL ARD. W RIEEIAEAIZ AL (8] R W& E 5L, CP
R R ALERS

FVFHIVE ] 1..255
BOAE: 30
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HE

4.7 LK

62

AR (8] (t1)

EAEIKFEERIAN CP R IE MU AL 18] CRALNAD) o ML TaE T CP RIS e
I S Al U 4% A

AR SRAE MERLIS TR AR FER ACE RN, CP 2R 1k 5z Ak fF (%
FEVFHYEE: 1..255
BOANRE: 15

L

EWHRE

AP 8] 4 A1t

I, BAORAE T AT AN BEE, DU G AR B A A R B BOE R P IR,

S A U gty BERER 8] (t2)
CP A\ - ub B it i) AL 18] CRRALNAD) o
MBS B JG, CP #n 5 AN = e Bt -

- R CP 1 b WHEIRAGRE Fui A S, e REE W
RO HIFIARIALE to PYMSCER A 3t AoR Hcdfa ot

- iS5, CP EHf Eu AEAM (S #0D .
VI 1. 255

BRINKE: 10

to BRI Tt BOMEL.

TR 22 R BT A] (ts)

CP A M = sl 2SO ST AT IS f) W LRSS 1) CBRTNAD)

ts i &5, CP [a]E b A ARSI (U R0 .
BESHOE & 72 NI BE (BRI B 5 n i D) B i it .
AVFIITEHE: 1. 255

RINKE: 30

CP 1243-1
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A&
4.7 LU

o RIZFS N(S) &K FS N(R) (k) HIZEE
iR R T B AT 5 2 2 .

Tl [al CP AR K iE 5, Kik CP
b5 27 SRR SO . N BILAMAS I EE)E, RIEFH5E/D T8I
FE A5 (e AL R IEIE T CP RS Z2 i X A IR o

FVFHIVER: 1. 64
N E: 12
o RETAZEEMKIBATE (W)
w: R EdE I (1-APDU) 1S KECE, A ZIU I 5 foe 57 DA st e A R it o
FVFIIVEH: 1.8
RN E: 8
A IUN T RIEFENF 5 272 7 (k) I

IEC Sl FIBE AL

X R IE AN S, CP

HB o RIB L RILIT T o AR WHCYIAAEE R IBE MR X .

Fuh I BB EWUE, 2RIEZW SRR L N, WEAEE — D AR IE AR
X CP [k iEHiN. CP

S IR [ () RO T S AR N S ARG R, Tk L A R BN

AL TP 5 /N T BT ST 5 I A C &% IF N CP

[ 536 22 DX A Tk o
RV AR :

o wARET kI 2/3,
o JEFM Kk E: 12
o fEFEMwWIE: 8

CP 1243-1
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4.8 SNMP

4.8

SNMP

AR

64

SNMP

CP HFLLT SNMP fift A

SNMPv1

ZEM T A ThREMITE LR .

R, T LLSEB IZ IR B U . ERXMELLT, AREHATHERE

RPN ZENRENEL T, 4 DR E R 7475 o

CP fi FI AT Bl A7 155 3 o} i

iF SNMPv1 i [r] H: SNMP A EAT 46 0F -

Tiln] CP Hff] SNMP Q2 £ SNMPv1

W T BRI B Bk Z R/ )
B ] public
LA E T 7] private

) ERAL /NG FRE

L
Vi ] B 2 A

T A R R, B P R A B R N = A R "public” F1 “private”.

SNMPv3
2 5 Y 2 4= ThRe i wl i

A RIE SNMPV3 5 R, 15

“Ja /i SNMP”(Enable SNMP)

% ILSNMP (7T 83)i45 -

W B R %3k T, MIZE CP 15 il SNMPv1 3815

IAREEH Bk T, W CP A2l

7 i ) B o

i+ SNMPv1 5t SNMPv3 %K H SNMP

CP 1243-1
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A&
4.9 ks

4.9 A
RAERBHEZEEEE, WSHAASERHFK,

4.9.1 fktEsh > BARSH

B Wiy 283 1

X FR-F DNP3/IEC

S A S A e s W 2 ity L RIER A ke S e R 1 o 1

e DNP3 X B IA{H: 20000

® |EC Ml ERIME: 2404

Yo A DA BSOREBR A3 115 o i IR @K (RS ERRE.
FRVFHITEE:  1024...65535

KX | EE RSS2
o Bomker
— TeleControl Basic
FEERACE T, 5 RIS IR 55 A e — T BRI A
— DNP3J/IEC
JA R ZIETUS AT AT 25 3k AT A
o KEHT

kPR S R GE I BC . Bt s A2 1) 75 2 v AR A PR o B wi
o uhHbhk / FEhHibk
— TeleControl Basic
SRR T REEEAE, W ARG H 3 BORE R SS A Bl
— DNP3
NEATHRR, AE T uk b uhht.
- IEC
3t ASDU Hihik:
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4.9 1k

iktes
o fkfEIP Mk
PRAER 1P HhEELEHLAZ PR (FQDN). i, w75 DynDNS %5 ¥) FQDN.
— TeleControl Basic i3 & F i

U CP %435 TCSB A4 (TCSB V3), NI7EMZHA DSL i hias A3t 1P
ik, MIMAE Internet 17 A RS %%, 7E DSL
PR ge FREE N R, IXFEATE IP Ml (UML) missEich TCSB RS 2% PC

kel 1P
M CERRZE) o DR, R S S R R B T AP & L
GRS,
532 AETU A TCSB R4 Fhk (1T 68)14

o EEUH

&R T TeleControl Basic #1 DNP3
Ja FZIhaens, Bl RIE R FFIEFEWOR M 5 18 KR+ .

TELUR M2 440 9 CP BT TCP &4 & TCP
R ). 1B BT CP BT TCP &,

TESHUEA Ik FEuG" (Partner stations) It AL, T RLUNAK AR B B 42 = % B 1 TCP
TR IR AL TA] o BEAL AR AR B ME 2 S5 A S B LUK 2 1T (X)) > =gk o >
TCP &2 i (Ethernet interface (X1) > Advanced options > TCP connection
monitoring) HF % B K4 R .

o TCP EEIMRM
{X3& AT TeleControl Basic F1 DNP3
Thke: R TCP 4 A B L HHE @15, W CP [l fE ikt AR IE TRIFIERIN 2 o
BRINEHE: 180s. SVFMYEH: 1..65535s.
TE O VLS W4 1R E 1) WAL TR BROE F T AT 204 TCP i d%.
- DAMEOTHSH

LK VA AL TR 2R d T Ty TCP &R, IS HTiis oy 180
s (BUAMED

— “fkfE¥5"(Partner stations) THIZ%

ST H R4 B 2 1k ££”(Connection to partner) %40t & ML) “TCP
HERE W ALES 17]”(TCP connection monitoring time)

CP 1243-1
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4.9 ks

SR USHAOUE TR AR A2 BRI O BT 180 s
SHUEER T SR

W SAR B &AM B TCP JE#2 I AL [H]”(TCP connection monitoring time)
{8, AIE“fkFE3G(Partner stations)

MO RN TR BEAZ AR o T, SRR A O R ) ) A 2 0%, T 5 ik
NZAE

o TCP fRFrER AT 6]
&R T TeleControl Basic #1 DNP3

WHRAE A A S FIME S DK B S B S EANE, T4 R 0k fEih(Partner
stations) 2% 2H i i ALAST 7]

CP JIAPRFHERE G, NAEORRRESE AU (8] A WSO8 AR P RO B . B CP
FELH SIS (8] RSO N, e 25 1R

BRINE: 10s. RVFMTEHE: 1..65535s.
- DAMEBOTHSH

9 LUK I 2R 25 11 M AT TR 18 B 42 JRod& L T BTl TCP iz
— “tkfE3E"(Partner stations) T KIS 3

5 TCP &£ W4} ] (TCP connection monitoring time)
S, AR ROk 55" (Partner stations) FI1E

o EBEMK (Connection mode)
TEK A" (Permanent) JEHARE AT, @S FE IAAAE K ATERE
CP N Rz Bt
o EEEY
TR E R RS OER DB A% CP)
° WICERE
L& T DNP3
BRI TCP/ UDP
o fkfEmO
{XFRTF TeleControl Basic
TR RS A% 0 MR T 5

CP 1243-1
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4.9 (kFE

492 TeleControl Basic

4.9.2.1 FEJL4 TCSB &%+ Fik:

TUARIE R %4 0 T4k
o HEER—A IP Hubbxt TCSB TUARZ#AT Ik

£ LAN 1) TCSB flk%5#s PC 5 DSL B #% (41 SCALANCE
M) sz £ b, THEHUIRIE RS ML 73806 (NLB) JIRER A Mk ss#43 PC
S — AN ASER AL 1P k.

% IP U hEAR A 0 2% 1 B AT 2

- IRDGERE—N%A DSL #iidsi) CP, WL ZiHE CP i NLB
3 RO R S I 4125 9 8 17 iR 55 4 1) 1P Hiudik

— WRAEH] DSL Beehids, Xfub iU ARIE IR 55 43T FHE A FHHE A4 IP
udik, RP DSL b & A3k .

7F DSL g h#% D Eim ik, XFEASL IP bl (AREMZE) mia oy TCSB
%28 PC FRERL IP Hihk (IR . 83T Internet A g5 Al A S IP
Hohiko DR, Zah A SR R L ERE R TR AW S EHLR W — & FAE A S

S|

iy o

4922 BEBE
BERER > BEERE
o REIKFERS

W a3 T RS KR (Report partner status) I6E, CP
2 L FEAK AR B IRAS

- WA SEEE, KRS R PLC 22 &"(PLC tag for partner
status) (¥#i247% WORD) U147 0 BN 1.

- WRBFLZFEAER T BRARIER GO IURERIEERD , A 1 & 1.

— A7 2-3 FRARAOIR G (WifEfEas) BIRES
A RE MR B4

-0: RIRZEMHIXIEH

-1 RIRGEMP IO ER Y (R 80 %) .

-3: RIEZMX Cuit GEiE] 100 %) -

— BT R 50% LAN, Az 2 A6z 3 HiEALN 0.

CP 1243-1
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49.23

vhFESS

Pk

i H

i

WA 2

Yila ID

CP 1243-1

4.9 thitih

PLC A2 &4z 4 BIf7 156 ARAEH HATE ZAERE R Pt AT 174l .

s Al KK AR

FEMLERME T, F8E MG Bl A5 1K S7 il Sl [ADE A (1 e i R 4% R 25 345 S5 3L

PR S5 HARGE e . Bt s ZH 29I R] 75 22 17 FLE A B P2 B odfs
X T ubAESE, EESHCTE" A AEE AT T

TESEALT NAK RS ) CP T E 5. (fk LS54 “Security > CP #51K"(Security >
CP identification) )

TEMEAR I N PR ) CP sk s . (fkfE 2241 “Security > CP FriR"(Security >
CP identification) )

£ B AR A AR o F DR SR CP iR 5 .

o eCy =R G ER b umy

WAGERSZ BT, MUK A% #E CP
HIRIRZEPPIX (WSS ) o THVER, P B EocrE I F iy i 5 1 A

BEAL RV R ID HITH 5 . a5 MEERE 7Nt ) E 4 % . DWORD
RIS Ho Fn T -

o f/0-7: it
o {78-20: Widwm's
o f721-31: HiH%S
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493

4.9.3.1

RS E

70

DNP3/IEC

RERE

AR BE AL 8]

WIR CP RAEALZS I 8] U BIK H B E KA ar L B f5 5, Tl CP
SR SRR AR PR R . CP R PR T Sl B NI

AR 0, MEER BT RE

DNP3 & {55

L& T DNP3

87~ CP 3 ##f1) DNP3 implementation level

7E DNP3

MO e LT SR EL T E P, XS T Sk sk i 52 SZ RE I Th g va [
(subset). X4t DNP3 sLHlZ54: (implementation levels) FxA“DNP3 Application
Layer protocol Level”, F4i5 5y DNP3-L1 £| DNP3-L4.

X ¥ CP M A i8S, T ubSCHrH) DNP3 &7 A0 EL A o

ik () DNP3 CP fii i (45 4% i 2242 STEP 7 H oMl f5 tkf (DNP3
Tl AT UCE, A R N 3wl SR B

CP 3 #FLAF DNP3 SEH5F 4L
- Level 1

— Level 2

— Level 3

— Level 4

— Level 4+

TEFRUER AF8 21 DNP3 sEHIZE 0 (AR CFRA Level 4+) 15 Level 4
FIEFhINRE, EAMEZRF T 51 DNP3 i35 A5 & .

— R 64 fr i S EUSME
— AP 64 ALVF S BERUE
— i EP 16 fk% X Counter event

CP 1243-1
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4.10 5 CPU W15

— it 32 fzA% LAY Counter event
o EHfREIAREK

L& T DNP3

[ W3 15 4K A% 1% DNP 0 R A A

— I ENG PP A% 35 ot

sk

— BB A BRI E AP T AR

o REKERE

W B T RS Ak FEIRAS”(Report partner status) ZhigE, CP
2 LT FEAK AR IR

- WERATSEER:, WK AIRES ) PLC A2 &"(PLC tag for partner
status) (¥#i24% WORD) 17 0 BN 1.

- WERBLZFEAER T BRI IER OO IUREREERD , A 1 & 1.

- B 2 RN REGEMRIX (hifrfifds) RS,
A RE AR A -

-0: RIRZEMIXIEH
o RGP ERE T GeiiiEid 80 %)
-3: REZMFX Cuit (GEiHE] 100 %)
REIAFEKFREE] 50% LAN, 2 3 §iE LN 0.
PLC A2 &[4z 3 BINL 16 AR Ak HATE ZAERE P rhEEAT VAl o

410 5 CPU iEfg

5 CPU &5

AT =ANS80E CPU H13E 9 #52 CP #) CPU Vi M AUR . < CPU
FHE R 458, 1S IR (T 13)3% 57 .

CP 1243-1
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4.10 5 CPU W15

55 DU S HC WA 2% K /N (Frame memory size) e iE F T 174l 20745 9 FAE 500 S50
CP RIZEZM X KN,

o AME N E
CPU £k [X P71 i Ja 391 1] S5 A5 Ak 1)
o HEVHIBRARHEHE
—/> CPU 3t A N ) CPU A7A# X 5 N IR ML) e K H
o BEARNHKBRAREH
—> CPU =il I M CPU A7k X B BRI AL Se Aok (e K H
o MUFFRER R/
fE, BCEFFRIWAAAERS KRN ORI

A7t o (R R/INRE 32 23 20 BT AT CALS HIRE KR . AR s AMIE R, 1520
S PR BIANE Bt (0T 18)# 70

ARFEGMX TR N (FFERRE ) DAL A BIR R EE S, S0
(0T 113)#&B 57 -

Z=R WK VA
e CP M
W ET AL, AR CP BEZIEF RS Kik% CPU.
CP B4
e 3| CPU I CP Ffig
itk ThRE, CP ml¥g b T CPU.
ﬁ?%liéﬁﬂn YRy _LH %JL; STEP 7 'f; oy %éé}ﬁ
P M

W SHH, LRSS PLC BRI CP Hr it m s Wi .

* JEH®Z CP i2H#i
JA FZE IR LAE ] 2% CP 21K .
WA PR 0, 25064 W i &% 4% & (Diagnostics trigger tag) #HT4H74 .
ARV JE R B T2 Wi s & AN PLC AR,

CP 1243-1
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4.10 5 CPU W15

o LW kTR
i CPU H 2 i PLC 45 (BOOL) & N 1, N CP
F A JE T A H T S0 Wi PLC A= ME .
FUFMES AN MY PLC )5, CP 2 “2Wifil k7% 5"(Diagnostics trigger tag) %4
0, f&7~x CPU aJ LI PLC 25 & 35U B (14H

HH
SR R K RE R E
AMFH AR BB IR T 500 ZEAD IR/ AR -

o MiEfE AR

T RE i X P 1 PLC AR & (BRRA 7)) o ARG X He RIA S
80% A7 0 & 1.

o MUFEER A

T RRRIEGMIX (5 AR PLC A8 & (DWord ##i 2880 o SRR {RAFIIMIEL
o 47T IP Mkt

T37" CP 2410 IP #hdik i) PLC & (7R B8 A
* B —KEIIER TCSB K H#

{¥i& F T+ TeleControl Basic

M TR CP dJa — G FIEFEIRS#3 1 H W1 PLC 485 (DTL #dlak2Y) .
o BRE—KRBIER TCSB KHM

{Xi& F T+ TeleControl Basic

M TR CP i Ja — R BEE T4 I 5% 45 10 H I PLC A28 (DTL #E2kAL) .
® TeleService R7&

3% T TeleControl Basic / ST7

PLC 22 (BOOL) f7~ TeleService 231 /& 75 N BT IR A

- 0= L#uHIRAR TeleService 21

- 1 =TeleService 2 1H 4 THIFIRE

CP 1243-1
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4.11 21t

4.11

411.1

AR REM

74

e VPN IPsec ]R%
PLC 7& i (BOOL) /4275 B VPN IPsec BXiK:
- 0= REFEHE
- 1= O PEIE
e E#:3] SINEMA Remote Connect
PLC “Z# (BOOL) fa/r /& /- 1E 5 SINEMA RC IR 55 #% (1)1 £z
- 0= RIS
- 1= CEER

zetk

ST 32T A AL A R BT Y B0 4% A

AR ZEYIREEEAE I RBEE S, 1§23 W zaThee (1 16)M 7.
A RZ D REMALSIRE], 52 WS RE A REREE (5T 18)& 7).
VAR ZEIGE, KERQE DM, w2 (74857,

ZER P

B ZETNRETH EREMRHASHIR . Jhit, 2B NAREE 20— 2/ P

SiE 4R E > “H P Al (User and roles) >“f F77(Users) &3 .

1. AR E (B & 4y 36 E AR 30 (authentication mode). 2% RF4EHT ] (session
duration)%5) €& /.

2. 1E“5r B €6 (Assigned roles) T 7 X 38 R iZ B 7 40 B M (4 “NET FruE"(NET
Standard) 5“NET % # i1 "(NET Administrator).

HRJE, AP ATLE STEP 7 T H il T T R s AE .
TELMEAE 228, a8l P S i g .

CP 1243-1
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4.11.2 ZHEER

WEREH T CP Wy Zashfe, WA LLREI M T4 CP LU 244

CP 1243-1

CP #riR
{VFR TeleControl Basic /X

FEMALISRSH, DU RS2 R 5545 XF CP
BEATISE. AR ERBEIEMEE, WS I T

DNP3 &A%

X B DNP3 #rid

FEUCAL, ATRLAS MR E 22 DRe. AKX ERSENTEAE R,

Bl k3
Z: W7 K3 (T2 80) 53

e B [ 25

AR B FEPE AL, 162 Wah[EE (5T 50)EE 7).

T BB 2

W2 T IR (T 81).

HE&RE

TEIL AT 22 ARSI S S B AT W E
ZHHERE - TIERFFEM (U 82)H 5

SNMP

FEMEAL, WIXF CP L) SNMP BT I E .

52 ILSNMP (7T 83)%7>

W

B2 WAL LA (T 84).

IIL

#AEULE, 02/2018, C79000-G8952-C365-04
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411.3

76

AN, fE STEP 7 AR ax it B, HRREILL N S 4.
e VPN#A

FESLALALA VPN J#(E, 152 ILVPN (1T 87)i 5} .
* RPEHE

1F A 4HZSE 5% TeleService A A~ AEAFIIR, 152 ILTeleService
Vi R I ZHAS (0T 93)#i 47

1 Fl TeleControl Basic ¥} CP #7if

7E“CP ##15"(CP identification) 34l H, W LAZLAS L5 B DA F B8 5 i 45 28 56 IE
CP:

o iH4%

STEP 7 Wi H iy 4% CP (3 H 4 5 ¥4 [F. TCSB M 1 £ 2000
Z BT H 9

WRFER THHES, W STEP 7 HiH FHiA CP LS H#G Hik.
* Ui
XA CP A/~ S7-1200 3, K2 A s34 . TCSB M 1 % 8000
Z AT
o EEY
TR iRk 5545 B CP i AT I8k i 35 5
ASCIl 7454 0x20 ... Ox7e (1] 8 ... 29 NF1F
ATLIYT STEP 7 i H W FTA CP S FHAHIF % Y. £ TCSB H o AiZuli ZH A5 AH [Rl 25 85
e Uil ID
BRIV D HITH 5.l S A ) S f{E 4 R . 1% DWORD
ESLTNES (G W/
— £ 0-7: Hfift
- fir 8 & 20: %5
- {721 % 31: HiH%S

CP 1243-1
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4.11 w£1#

4.11.4 DNP3 4%

1k FE'X

BBV : RUEMERAZTHR
AR A 24k T, DNP3 Eufifl CP s A E &Y (W& X H S #ATIeIE.

B A UL =R E T 0l 5 CP
IS — AR, T S TP RO S i . I e R sh 2 1A
RSB AR £ IS Hh 4R & R P bR HE -

o HHIZHIAR
IR B R U

HER R H AR — DR, BB E .
¥

J& F DNP3 &4 31
an SREAL ] 22 AL, 3 S e I
o IKE xR
L RRE A BUE TG
— Aggressive Mode
Aggressive Mode H tR—SH A2 I EIE S
— Main Mode
Main Mode J9tniER A
BRINEE: Aggressive Mode
o ZAZIHER
i 8 R R 2 A FA G HE BAOR R E . waFEE CP
MIIRIEIE SR . WS 2k, & HI BRSBTS R SR (R 7 1E CP
TR RIE 2 AT VA
HUEVE T -
- ANREZEGHEE
- RiEZEGIHER
BRABRE: AREZEGIHER

CP 1243-1
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e SHA-1 B4#f

CUK“SHA-256" 20745 N 2 A B v, (B E 3G A3 SHA-256 i, ik & H Tk %
CP J& 15 ] {8 F % 4= Bl F 532 SHA-1.

BB TG .
- ARVEH SHA-1 =X
CP "I BEAN A SHA-1. T AR SHA-256 I, KA S iR
- fvFE A SHA-1 =X
F A HF SHA-256 1), CP 7] LU#EH SHA-1.
BROANBCE : AV SHA-1 K
o RZEHFIHEE (SHA)
%4 Secure Hash Algorithm (SHA)
BB EH -
— SHA-1
— SHA-256
FRINBLE: 256
* MEHE
%+ Advanced Encryption Standard (AES)
BB VEHE -
— AES-128
— AES-256
BRAWE: AES-128
o EFHKE
o E PRI (F75)
MR FE M U K.
- XF AES-128: 16 ¥
- XT AES-256: 32 FT¥

CP 1243-1
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HE

4.11 221t

GHE R R ARE
AR SRAE B B AT 0 [8] B YR HH AL S ) 2l G i Bl K, CP 2 #E CPU
ZWrgm XA —FIER .
HUETER: 2..255 BRINKHE: 5
o HPARTHATHIBAEE RIKH
CP [ Euliif KIS UE ) i K IRE. IABIBLEH I, g i s i
WUAYEE:  1..10000 BRABEE: 1000
W R CP S UE R st BN 3l Bk AU P A o
o HAXHAE
CP M1 2 3t 22 [ P A2 6 BH RO I 8] TE) R o 36815 K HH XU P ) B A DG o

HUETEE: 0...65535 4340, %A
0 (&), MERLFHH (ZEHIIEE) o« BRINEKE: 15 4.

UL e CP BT SR 0] BN o 1R 0 s O 3
o WEARH
L CP BiF 1R I 1 5 K A5 ]

SRR (R, CP L iR . EIXMEOLR, CP
At e AR R RO T

HUESEM: 1. 65535 s BRAKEE: 5
o TFtEHE
AJ LU PR 7 SR A T = 4
- FHHE
£ STEP 7 th L+t hilE B AT shim A it =2 9.
- e AEA

USRI B 5 A RGO RS, I TR S R 5 5 U
HH.

CP 5 Fufi (R P E = 3 b U )

CP 1243-1
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411.5

4.11.5.1

4.11.5.2

41153

Bi7 K354

MAC B KIS B B -
BEABIA MY 5 FemiAf =20 MAC B kB (56 2 12) o WSRmifE )2 E5, N IP
By okis (G 3 2) A H#TR A, XFoR, #idAE&ER MAC
B7 KRR, AT DABR ) =i BE 1E 1P EAE

¥ IP MBI R (BRGSO R)
HIAE CP (R K B P R 50 (P M M P, 5 v TE MR 1
o (LM RS HRFA 1P HbE,
1Ef: 192.168.10.0-192.168.10.255

o BRI IP L [ AEFIH S 2
% 192.168.10.0 - 192.168.10.255

0 S NS PR DU 2 6 R

BV VPN BB KB kBG4

T R B KEEAR B 1P AL

41154

W RAE CP AE S Ik FE 2 3@ VPN i @ g A% s, MIFE % CP
(A H 7 K 55 % 1

TE =B KB (“224s > B kdi% > IP BN (Security > Firewall > IP rules)) ~, A
VPN B&3E 17N 815 77 1Al 28 Allow™ #:4F
FRABR, 1EZ W KBGO EL 22 Wi Al R 33 E (T 80)# 47 .

B KR BIE RO T KL RS WA T BB R E

FEITTELR T RE B B BT KR

80

O ZAeTRe, TS P BRI AT R A

1. EERLERE (SWTEM) b, EEXE P> RS >N IP
LU 52 SRS (Firewall > Services > Define services for IP rules).

2. EFEICMP LT,

CP 1243-1
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3. NN B N [A]% B & (Echo Reply) Ail—/NJ57 4[R]3 1% >k " (Echo Request)
(B %% H o

4. PUEESE ST wid i) CP.,

5. &£ CP ARz &% B, fE“Security > [fj k$%"(Security > Firewall)
SR JE B K ) e AR

6. FTIFIP FLN(IP rules) 441,
7. R, Fen N RO Z A AN R 4 RIR S BT 1P
- ¥ME (Action): fUVF; AJRBIEER“[EIETE K" (Echo request) k55 MAMEE ->

F)3%f”(From external -> To station) i {5
— H#1F (Action): oir; AJRGIEEM“RIE R RS sl -> B2 E

8. TRk IE R A 1P F, 7E“V5 IP Hudik"(Source IP address) T4 A\ LAt IP
Hhb . SXETAAAR A SR A TS £ ICMP i (ping) AT LA [ k3% .

4.11.6 B FERRH S

fE STEP 7 AR H T4

XHFREREA, #iln, CPU STOP, CP
I UURE TR X 5 R S R E A k.

A EAEER, /£ CPU
IR AR AR NH 25 B A AT DA A A8 B o o R B P LABE R T R i

TR B (S (Messages) 2 HD 1, AI 3 AAHASSAE TR, W2 ILHE
(T 118)& 57

B3R

TE R 1% LIS P 2EL 25 v 0 20096 A2 DA 223K

o ZeIgtHM.

o CP If[E R

o fE“HHTHRH4LZS"(E-mail configuration)
ZEH, TSI IR IR S5 A A A P SR £

CP 1243-1
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BT HR RS
XFF SMTP 3 1 25 HERINE, BEHCRALIAARINE /e 1 s
AR AR AE IR L B R 55 SR AL R S RF I AR 3%, 1B LA Iz —
e [ 15 587
WL STARTTLS, A2 i f - WA A1k B4 10 e 1 S A A 54 R 1)
SMTP fil % 45

AU G S R IR AR S5 PR AL R R AL P Ak T (STARTTLS /
SSL/TLS), Miffiff] STARTTLS Jifi [ 587,

o 1% 465

B AdF SSL/TLS

(SMTPS), AEBR20 %8 B 1 M4 326 B4 O FE IR 2F AR S5 $RAIL R 1) SMTP IR %5 %% -
T 1) S5 P PR IS R 5% A 7 1 D) T A SRR s 1

FANINEAZIA TR HIESS

NRENSE RTINS LE, /%4 STEP 7
FRTTIE 5E BHL 88 o 28 F - R FROIE 5o S E 5 P MBS P FL - S IR 45 B A 7 A R

THAT LR 2B R LA AT
1. K TR R S5 SR B 4R B IR T CR A B ARG F) ST R Gi b

2. Rz aRE > IE P H 58" (Global security settings > Certificate manager)
FUEH SN STEP 7 TiH .

3. @ AHL 2 42" (Security) Z2EU2H ) IR E HE AR (Certificate manager)
X, B NBIUETS T AR s B R A A

MRBIED IR, S WAL (1T 85)7)

4.11.7 HE®RE - T RSGEH

RGHEE B B KR A BB 1=

AR e ARG F R B E AT S, W BRI s (5 PR RE .
R A E B R R P IR P L SE AR R A AL P

CP 1243-1
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SNMP

CP 1243-1

4.11 21t

7E“Security > HE R B > 21 RS F 14" (Security > Log settings > Configure system
events) 1, K. "(Level:) ZEH AMME 3 (5% (3
(Error)), LUE A OR  57 mT 5 18 (5 % 12

SNMP

A% SNMP ) CP Zjfgitll, 12 WSNMP (7T 130)#:4) .
IR T A ThRe, WA A DU IR BT B T

SNMP
e “J5H SNMP”(Enable SNMP)
WO E IR, RS % FiE R SNMP 3EAT i8S . BRAIESL T S A SNMPV,

AR kT, WA RIZ R H SNMP 22 - i & i) (Joig2ifid SNMPv1
Ll SNMPV3) .

o “ffifl] SNMPv1"(Use SNMPv1)

Ja X CP i SNMPv1. XS FRRE/FEIER, ST
(SNMPV1).

o “ffifl] SNMPv3"(Use SNMPv3)
JE X CP ] SNMPV3. 4 RS FRFEMELE, 1S W H3C (SNMPV3).

SNMPV1
PA7 7o FHE S Al il SNMPv1 Ki% 5] CP.
o “FEEHIAFAFH"(Reading community string)
BV I R EAX TR
T PR B IS ¥ £ "public" B AH S T AT E
o “RFE;H"(Allow write access)
WA FZIE T, WPEETBO CP S Vsie), I HLAT DAZmBEAH B A A 57 5
o “HMRH{kZRFE"(Writing community string)
BUj T E LT E, 2R T .

T TR B T 745 R "private " B AL A HT R R
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4.11.9

Wi

84

R S 4 8 R/ 5 B

Vi BA
5 ) R4
B 2R, 5 SO TR AT R R "public” A1 "private”.

SNMPv3
A LLUF L L@ SNMPv3 Xt CP 47 & v 1A «
o “IGYFHE"(Authentication algorithm)
M RLB R 3 B A FH PR B0 IE 525 o
o “iN#EEE"(Encryption algorithm)
MR8 3 rh gk 6 LA N 7
THVER SCT LM BV T T RS 2 25 R .

DAk ¢
R B R ek BRI, WELFONE P R,

FEMEREIET, FTUAEE R E M OrBRSIE, FlinfEh SNMP
R A TSR XA, P BLE S ABUR .

FI{E STEP 7 5 B ARG PR EIA R . M s i sk (5 2

EHEES

W S BB AE R 5t BeiE, 9 Wik SSL/TLS
PLSCEl e AR B IR AE, R EE . BFREEIE Siemens @ EIKFEITIET T A
STEP 7 IiiH, I S5HEEE— iTﬂZ?U’I‘%ﬁ%.

1. A 4Ry 2 A E TP AIE S BELAS NGB E KR HIES

2. SRJEAER IR AR I 22 A e B R T AR o N BIEAS 2 O e 1k
ARBAL TR, 12 WALEIES (T 85)#E7) .

BLMRMEE, S0 STEP 7 (5 A4t

CP 1243-1
#AEULE, 02/2018, C79000-G8952-C365-04



4.11.10
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AEFRAE

mE N CP
HE T RESMBIER Z48E, W EE SSBERESTTRIED A sedH s

CJa = 4 ThBe) STEP 7 T H M BT % m ¥ ik e ik, STEP 7 I H & IAUENLIY .

YA
REDREEE A TCIESS .
WnSRAE STEP 7 W H 450 1 CP i 2Thfg, WAL CP ARUE .

T i SSLITLS 2 ALin i iy, Ty CP g SSL ikt iEHEIR{E STEP 7
MRz E > IERE L > WAIE 1" (Global security settings > Certificate
manager > Device certificates) H. “i%#%ilE 5" (Device certificates)
KBIRERE . ARME UEF RSB HRET) A HAEAEAEA . v Lod it fER
IEPRUE T FF R FEPRAESE F 7R"(Show) SRIFH A RIE B HE 245 8. ZRE /R STEP 7
A BT R B A T S AN BJIET .
JB % 4ahRefa, CP gLl 3E Siemens
PKAEEATIEAE, EE R DA AR A SGIE T . #m] CP
UL =5 uETS, 1 CL T A A
1. MIBEIKFE RN =T E

> HM R RZeRE GEREHEE
2. Aoy BoiE+

= CP AN 2% E (IEHEMREE)
AN BRI A T R ES 7 B

MEFK R A =TTES

CP 1243-1

5 4 ) 22 A B0 B A HOAE P BEER N B = 5 B N B A AR PR IE TS o T IR T HY Y
D PRBAT AT -

1. B8 =7 U ARAE B P TR, PC IS R4,
2. {£ STEP 7 Ii H ¥ JF & il P P25
R EAeRE > IFHE s
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735 Bo e

3. I UEB AR NN (Trusted certificates and root certification authorities)
TR .

4. B R P AT AT R PRESE H % N (Import) .
5. EFTITHIXFTAE R, KA W TREIT S R St 3 A5 STEP 7 T H .

N CP A AMIES, & ZEAE CP "% 4" (Security)
SRR EMNAET . TR T A S D BT R A

1. 7£ STEP 7 Ii H Hi&# CP.
2. SHEIS B %4 > IEPE A (Certificate manager).
3. TERT, Xk A K H <HIG>"I ok .

B8R4 R 22 42 B (Global security settings) F“IE 158 B 28" (Certificate manager)
e

4. R, JEFTH N =N R A R S R PRI R ZAE .
PG UE /R E CP A& .
HA A 2858 =I5 iEH H CP.

NE=ZJTRNEMNARRF (ieRRSES) SHIETD

86

NS H =TT N RN I RE 85, 2 =7 MR il B R 2 CP AL,

KHEFARETTA, kB2 =J7 N R rEE kS CP
EAS (B3O o BT A1 2D SR AT A

1. ££ STEP 7 Ti H "F4TJT & /R ik P g
BRZRRE > IERE RS
2. T4 IF7 (Device certificates) &1 .
3. fERPIRFEAATIETIAT, RGP AT " (Export).
4. FE P IRAT B BT LRI SG PC HISIA R G
PUAETT LK ) CP IR AR 1A 2158 =I5 LR 1 R GE

WWFRIRE SHIUESS
WRAEE R RG] IR Ss &%, WS Ak SS % BT CP SRIER) SSLiEF.

CP 1243-1
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ERIET: #FHEES

STEP 7 XAk H STEP 7 A% H % FH 3-8 44" (Subject Alternative Name)
Z4 (Windows: “#HNHIEFAF" [1“DNS ZF5"(DNS name). “IP Hiilk"(IP
address) fI“URI”J&E 14

AT DATE A R 2 A B AE A 338 S Ui PBIIX AN S8 ik, IBTE RS TR iE s
WEH, ARGV RS SE 55 37 (Renew) . STEP 7 i H A& KAE STEP 7

rh B B IE TS TS 1) % 44 FR (Alternative name of the certificate owner)

ZH B

4.11.11 VPN
411111 VPN (Virtual Private Network)

VPN - IPsec

Virtual Private Network (VPN) J&F T7E A 3% 1P W48 (fil4n
Internet) H e AEHIR LR HEA . FIFH VPN, mli@Ed A2 M Em A~ %4 1T
RGN (A @S e A (IPsec fgiE) FHFHE TH4E.

IPsec FEE KT K, HBEOFEREESZE (HTTP. FTP 55) K%

79I ] 2 2L AP ) PO 00 30 £ e o e I 2% R AT T PR 1 A o T (S P e e A 408 B i 190 2%
R B W 28 A — i

Btk

VPN #J 7 — MRAZIAEAE (B0 80 M2 7. VPN
i FH CL 0 BE 9 2% B3l o F-aEALE, (Edidim s, HAERE SR, KM Ti% M
| T

® VPN fo¥F VPN fKfi L 7 Be i 0 2% AT 3845 -
o VPN BRTFRRHEROR, AHRMBEATA.

o fHHEN., AEECFUET (S HIIED AT {RY" VPN
AP T8 R 388 15 G 3 D T AR

CP 1243-1
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IAE
o WEIT Internet K R A ML REAE D (Ul g5 B RS .
o AT MZSHEAT A ia] (Ui Bl p )
o RS EBAT AT (Ui B IR
o  TLF VIS =TJ7 BRI FE AN IR 45 48 (BIEATI8AE (o B e e sl E WL B ML
o THLRIKIN I H Bk R IME B etk
o [Ry S AWM EiET Internet
BEAT 1R 22 At A U7 1) Hh R R SC B 18 A5 TR R 4t
LI B U/ TN
PC/4iTeE v £ ) 52 22 A AHARA (1) H BN A 5% BN 28 BEAT 22 A RE ) )
BITRPEES

A Ak AR R 22 4, B B il UK R ] BEES) i) 52 31 OR 37 :
o SUVFS i LA ORY 1A B AT B
o HlId AR A P LRSS LB S AR BN T RE

BN E 2 a0 (Bl ki, NAT/NAPT 2%l #5#1 IPsec [#iE F )
VPND e, ZatBar ik

o HdlAlik
o HIEiRH
o AFEMVIIF

4.11.11.2 &k S7 EfE 61 VPN H#iE

B3R

BRI %4 CP (I CP 1628) M/~ S7 ulilalf) S7 ilf5, =0y S7
uli 55 ARG )Y S7 A5 61 E VPN BEE, L2500 2 AT 25K

o AKX,
o AU ) CP L ZHSIFF 2% A UIfe .
o AIEH LUK DAL T4t — T M

CP 1243-1
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L
WANEN IP B a1 T@ s

wriEe 1P
B AR E ANl I HHMTEE . (He, BEAHIEERE, &ER TSR E

BESR
LAl VPN F5ilE, FHEERL T AR
1. gz
mRCEIEZ e HUZH P S hE%.
2. 3 B 24 F i (Activate security features) i3
3. @l VPN 4/ fie 22 ik
4. 47 VPN A1k
5. HAPIA CP A VPN JE Ik
A REDBPVEGIULA, 5S WA LT Bk

T BT 22 (Activate security features)

FJa, TEAMWD CP B A IE T B % 2R (Activate security features)
SR

XFE, SRR LMEFI A CP 2 4 Thiig

£ VPN HH 2B

1. fEA Rk B, 8% E P k8 > VPN 4 > 3 VPN 417 (Firewall > VPN
groups > Add new VPN group).

2. A4 H 4 VPN 447(Add new VPN group) Skfil7d VPN 4H.
ZESL: B VPN 4R AE Tk 4 H

3. fE R AR EY, Wiz H VPN 4 > B migs VPN 41”(VPN groups > Assign
module to a VPN group).

X MCKAE LA 57 1) VPN 411 VPN BEIE ) 22 ik .

CP 1243-1
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L

CP I VPN #8424 71 H BAFIE &)

HH, NES VPN

RN RERE A N R A e RS, R 7 BRBOE T TAESE 0 417 H AT A
5 TR a7 VPN JERERT, 351% TR F B R S5 s (e

TCSB) , N£H A T 7 s I ERE CP A Bh [R] B4 A«

1E ARG (354 TCSB) H, i CP ki r VPN &4z, Hffii% CP

WA B AT, ST VPN

B B YA, B R P A R, AT AT AT 2 A A .
EiEs# 5, CP &5 PC

[FDH B, RO IE(E R G, @RS 28 N k.

47 VPN ARt
1. Xk FT A VPN 4.
45K VPN A&V SR 1E 5§ ik (Authentication) T .
2. N VPN HI4FR. R4 VPN Ak E.
XLEJE M E L VPN HRIERA R E, W] DA 21T 5.

i
85 CP K VPN B &

T AE AR SRR (2 504 “Security > [ k3% > VPN”(Security > Firewall > VPN) #1457 CP
[¥1 VPN J&E 1.

BN VPN f%iE . CP IR K56 H shigd: 214 VPN
I, CERIANIE T BOE 5k BE (Activate firewall) S EHE . ToIEBUN %% EEAHE .

RS T EEE T 1% VPN A A

4.11.11.3 SOFTNET %4 4 VPN s (TR

7E SOFTNET “%4x% il CP 2 [A] B E VPN FEE I8 (5 P PR SLbr b5 )y % uba] () 7
HAE A VPN EIE (5T 88) i A A .

CP 1243-1
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REZHTHEY A, VPNRBEERFASTHE

411.11.4

fEXNE LR, 76 SOFTNET Security Client 15 CP 2 a7 57, VPN [ 5 2 5.

SOFTNET Security Client 150 2 5K 400 A H15 s 1) VPN
BRIEE(E . SAFIERT S LIBE R YIRS CP EA LB & i E.

LR CP 1) VPN BEEIE(E, AN A
PR TR B TR RN, A S TR IR AR AP R

7 SOFTNET Security Client i A F1 28 H 5 &

1. B H 3302217 (Enable active learning) & HE 41 ) E ik Fric .
ARG T sAERIIR IS BETE B2 il 2%

2. fEREIEZIR Y, LR CP &4k,

3. fEH AR AHE, RS aL £ I3 H PTA 5" (Enable all members).
ARG T AR I O BRI A1

4. EREIEIZR PR PRGN T A

5. fEHIBbRA i, EPRESE B i BR 5% H " (Delete entry).

ZR: DUEC 8 &S RGU 1 . PTRLEESL VPN BRIEIETS .

Al VPN EZEERES %

CP 5 TCSB [d] VPN EZHAZR

CP 1243-1

N T PRIE VPN BRIEREE 24, EE KRB 2A3E VPN H. AT ERAS
CP 5 TCSB [aJff] VPN 4%, PIOURESR IS4 ICikAE STEP 7 ik 4T 4.

HHA CP 1243-1 5 TCSB [A]3 T VPN IEH @S, 180G LT B 5R:
o A PC uikMEEZ RS E.

Z PC i i1F O Im AR 2 iR 55 d R AL S e a ], BOA R e g,
o EREREIINE, WUk

- fEREEIRSS SN ENL 224 CP 1628 (a5 , K CP 1243-1 il CP
1628 7 fic £ SRR T AR — 244

— FEIBPEIRSS S0 223 SOFTNET Security Client (FREFAIIE) , FF7E
STEP 7 Wi H 4% 216
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TR X P AT ‘”%’KTUJ“ TCSB i SEHUH R (R R, JRIEIZFEES ) CP
AIRE NS5 & Z 1A RERS I 22 45 VPN HEHEHEAT 22 4315 .

HH# EIRNARAS CP ML 2T)Re

4.11.11.5 7E CP #1 SCALANCE M 2 Ja]& . VPN [&iE &S
PR AN 4R, 76 CP fl SCALANCE M #8188 > [i] & 57 VPN FiE .

HEECHER VPN 41 (“VPN 4 > H4354F" (VPN groups >
Authentication)) E’Jéﬁﬁéu%ﬂlﬁiqj ‘SEIETT IR 22 4P (Perfect Forward Secrecy)

HEHE, ARedar VPN FEIEH S .
MR RIEFZEIENE, CP B4R FFIE.,

4.11.11.6 CP /B4 VPN ZEBS A

WEIES BB 8L VPN ZEE R
WE CP i MR A —4 VPN H P, 75 Z0% a7 VPN
BB % B N “Responder”.
DL A 25 rp 2 X A 100«
VPN F 7 (F3)) o WE (312 IP #idl) < Internet « M¢ ([ll5E IP k) <
CP (#3h)
fean v 7k, HESK CPEAWEIH - 85 VPN IEE AR :
1. 7£ STEP 7 1, % 225 F1 N 28 40 1&]

2. i&# CP.,
3. fEAM W ET, T VPN ZHAL.

4. XTRAK CP R N33 VPN H i VPN
Rz, BB E “Initiator/Responder” 5 B A E “Responder” .

411.11.7 SYSLOG

0 1 4~ VPN EZ#EH SYSLOG
R ELEE VPN &8 H 0 7 (debug) ) SYSLOG, NIXAYPRF—AN @521 VPN

JEE 7

CP 1243-1
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4.11.11.8 SINEMA Remote Connect

4.11.12 TeleService ViR IR

f#FH TeleService B AR
i /& CP i A TeleService DJREMS I EsK, FHEAE STEP 7
HEEXS LR % AT A6 2L
CP K)“ifi{525%!"(Communication types) S¥t4
e T 5 LT
o 5B
o MURELIIRE
CP HJ“fkfEu5"(Partner stations) T B2 R % 2%
A DATE AR A DR A5 B
o EFEIRS AL
At DNS it (8 428 IR 55 25 1) 1P Mkl 42
o il
TEAR RS AR S

ERZEREFHAFAE
1. FETUH B TR AR BT -

“PRE e E > H P& " (Global security settings > User management)
2. ity

HI“fa " (Roles) &I+

bt R 27w f €47 (Roles) F1“ff (LA IR (Rights of the role) iX P4~ 3e4% .

A A K (Roles view) #“Mf (AL IR"(Rights of the role)
TG, M ATARE 75 E AT Z A

TE“fA " (Roles) &A% H (AL TTiiE) , A TeleService Fr— N H & LKA .

CP 1243-1
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3. fE“H F"(User) i&mi~, lgE—"MH P, irHAEUE#AT CP 1) TeleService
Tife.
HELUTZHL:
- M4
SrHiks BA TeleService SR F 4 .
£ J5 3] TeleService 2 1IN 7 2% H 4 .
- BIE )
PRI UE VA % 5" (Password) .
- G
P T
1E 3 3l TeleService 41 75 Zi% %
T
LA Y)RE IS 8 AR % 15 SR BE " (Password policies) &R H1#E & .
JA%h TeleService 2x i, 7 ZAE TAEIMuS P AN IZ 1D .
— BTN (]
BLAbZH A I () R A fE 7 i) SCALANCE S

BB 5 2L, AR FTEEE R P UEH] - TeleService
U, AR B BOAE AR

4. ¥t (Roles) LTI .

5. 7E“BIHALR”(Module rights) 201~ 7 71138 f A AL R " (Rights of the role) H1ik#
CP,

6. I IR FRRE 2 on A2 B BR 511327 (List of rights) 2%
BRE ] TeleService”(Use TeleService) ALK .

7. o B (% ] TeleService”(Use TeleService) AR .

8. Bfijm, (ERiKiE¥ ST BN AL VE (allow).

CP 1243-1
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4.12 £
4.12 HE N
4.12.1 g mAS
5 CPU TR ARSI
T RO A B, BEAESEAUE S K AR P s, CRwmAREIART
Be.
CPU

At A T T S B K AR REAT A B X AR LS9 R oG RSl
3> PLC AR B An AL & .

ER: CAIE PLC ZEA/EIES (DB)
Wadest CPU 4% PLC AR &8l DB, A RVFHASEIE .

AR HEAR SR B 7 B AR R AR T A M T Bl M 41351 PLC
. FTAERTHE SASK PLC RS LAUEA BYEHMI Fm] i,

PLC A& kX /2 CPU LRI L it B A7 it 25 X

ViEA
PLC ZZE#
WA AL SR E APERE R R (VT 18)3 4 A ml F T4 s 27810 PLC BB KB H .

5 R SR 8 HO B SRR A ) PLC ARG aUNT S7 Bl R, 1525 WA mi ey
(7 102)F5)

Vilg CPU HIF#X
Hod =5 ) PLC A28l DB B FB S S U 5358 23 15 Ak A o
MBS KRS o Kis dr i PLC 225 8k DB 5 A\ CPU.

CP 1243-1
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4.12 HH#r7

£ STEP 7 FATHHE R AIE B
7E STEP 7 1 H)%#hs sUFHYH B i o vh 4S80 sl AT 40 S Frik s2 B AT TP G 25 -
LI STEEY T EE
PR S BRST I E R SR B Yn e 45" (Open the data point and messages editor)
o HEILTHH S

“ILH > ARG H 3% > AL > 5 E P (Project > directory of the relevant
station > Local modules > required communication module)

W H L HE s B0 S R AT T

~* ] Project
B mhnias
o SR
=~ rL_[. S7-1200 [CPU1211C ACI
) RS
W/ FEERFTOMR
v gl 1B
v [ TEmE
v L hapE
v G RCTE
v U PLC grimsem
v [l mmmsigE
v (W fissin
r '} Traces
v [, g reamsme
LT e ]
E wAIE
~ [0 Fpasn
!I S7-1200 [CPU1211..
~ [ CP1200 TeleControl
1] et=FFo
R yEeEFnishR
2 HHES
T
v i ortenE

Kl 4-1 B AT

FTFFRARL B T 125, SEFR R A 7 B A 26 7 SR SR i 2 0 47 D

=ES T EN T

K 4-2 FE PTG B4 2 TRV D) 46t

CP 1243-1
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HE
4.12 £0# k5

AR

TEEHE A B A T RSN, @ X5 2K B 4% B BIEE — AN RAGAT R <N st
%>"(<Add object>) GIEE—ANHXT % .

PICHEGATR AR ARG 7 B Oz A0k, (EiZ A PRI R s 20—,

B FLCTEE
DataPoint “Tag_1-BI"
DataPoint_1 “Tag_2-BQ"

1
2
3 DataPoint_2 “Tag_1-BI"

NN

K 4-3 B R

A B RS 1 (0T 5 81 AT 7 e e 0 S ) S B S R R R

U SERE, REBT AR = Bo g AR . ARG Kl S s e R, PLC
Ap Al LU BRI

rELEF, LD R
o Hifi“PLC A 8" (PLC tag) ¥ o rh 3k 155 [E.
BEED R A C 4450 PLC
AR A AR SR P A & I BRbR BB A R T T AR YR
o s .
BEED 27 DA PLC AR B A AE RS . IAH IS H 3R A IR B B 75 £ Ui
e 7£ PLC I AMMES, AT 8RR FR I —E 7.

B RIS A AR T B S P TR I 4L PLC AR MBI A &

val EIN
<1 Variable_5

<l Ulnt_Var_6

<0 DB_VarsStatic_1

B PTG B AR

L
N PLC B EESHE

BEAE Pk FIHLAE 75 20 2 B fd 7 sy PLC AR B ARG M. PLC
RN (B, KRS H PLC 288 Skl ik il Tk % PLC A2 & DI fE

CP 1243-1
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HE

4.12 HH#r7

HeB MR 3T R

58 B0 B AR T IV 2 LSRR R, AT DURSE TR ZHESIS . X R AR B
LI R o

FHM A R

2151
AR BRUbR 2 B L AR, AT LARR %A o
HEFP T 5

AR SR B bR e B By S bR, U] AR 1281 T ) 2% H A% R O RBEAT T
o B PRSI HEFP BT B 2 b ) SRR 7R

XFREFFHEF G, AT LA P R S B R 1 BEAT S [
ik 2710
A DA T #4E SE Lt D g -
— fE R B A B B BRI T I PR SR
“fRAL %5 FE" (Optimize width), “MEAkFira 41 56" (Optimize width of all columns)
- RIS BRI IA %, KL RS
tetpizeRl i

limee e o [+1

IR MBLZAT T, TESLBI R AIRR . B BERARE A 7 P i B8 2% H EAT TR
B/ FEE S
F bR A B e AR A, A AT O DRAESE B 2 D g
S ORI BT DA R R

AR SR BRbR A B R R AR I RS HHE, AT DU DABRGESE i 44 I Th g (
Sl K. B0 MHERD .

FLE AR T BRSNS — AT IR RABEAT R BT V)R A

ZRCBCRR T TR, T Lo QAL S A 3, R AT E e
Berpro I RN B2 A 22 AR [R] SR Bh st BB RS A T H R4 70 A o

B, ZAE P 2% B AL PR RO e B B PR S B, R AT RERT A

98
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S

G4 Y SCAF

CP 1243-1

4.12 HH 7

STEE Ctrl+Shift+C
lh B4 TCSBEME...
& s Alt+Enter
Tz HEIES

[+ 5r8ES
D SYEHES

o SRR

Kl 4-4 PRI PRAE S

T B RS S SN CSV X

S T I RE, P HIIEEITOT . AR AR T A S S BRI IUE f A e
AL, AL, AT DARI 5 I o A R Y i

FE P HXHEHES, AT RESC MR B S A AL E . 2 T R I, 3 AT DASE T
IS fE 44

MEAREGG I, SO B T4 IR s, Tl A4 Bk ot A2 R RTRSERR A2 R AL A o
B T B mAE R AN, AR IR S LU E R

o HHLAFK

o B

e CPU %k

e CPU M

A DAE 7 ) CSV
AT AR A RS R e XS RDRAZ SO IR VR 2 B uh SRR

URSRITH AR VR 2 AR Rt , AT DY B R S 1ok R RS C5e e 4L R
s fi i) CSV 3, SRR TUR € vl IS8 IXFEEA LA STEP 7
ORI S B . RS E R AME S CSV

A FASLE AR R . RZ S N 5 — MR, CSV

A B S BAE R BN BB A S
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A

100

CSV BT S LT WA
e 47 1: ,Name,Type,
ANREIBBUAT -
e {7 2: PLC,<CPU &#k>. <CPU %!>
¥ PLC (uiZRpl4#%) « CPU &%k, CPU KA!
HEeh <CPU £ #5> il <CPU K> Juz.
CPU A4 a2 5 40 N T H v CPU B4 H5K .
® 17 3: Module, <BiHAZFR>. <HHKEAY>
& X: Module CREERZGAFR) « BEREAY B4 FR
HEEE <B4 FR> Ml <BEdRKM> oK.
IR ELR S R AR, MBS AR R EEE (W3O .
RPN 25158 A0 T H S B 4 R
o T4 BWIHWSHEAI (FKiF)
AREB AT .
o 175.n: XRNTAT 4 P &ANHHE S EUE
TSR LU 8 il B X e 2 AU

SNHE AT, TR OBV BE ST PLC AR E.

EE, H3ACSV

SCHERE, BB FpAFAE I B i AR B B, 35 908 S N A A
P, RJE MNIZAEB IR B R G 5% TN ThAE . S ASIRHERERDFT T, RI7ESL
HI RS H s R IR CSV Xt

RSl S BRI PLC

AR R O B 5 FUA B ) 7 BOAHUG D, DU 245 8 s BC4a AR PLC AR H .
AR R RN L HIE R PLC 2R AR AE CPU

AR, R TCVE 2 EOAH R Bt A5 S . FERXAMEOL T, T AR A B sk k) PLC
REINHD TS ANEE REE . e, TR RO ThEE (T30 .

IR SRR R T 3 AR ) PLC

AR EE IR, MITCIRR A B s 5 e 4 1) PLC AR 8

CP 1243-1
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4.12 HH 7
FAR BB
R8T LUK 2B B 808 R AR RITH . Ohitt, FES A IRHE Pk BT A
IR PTH CSV 3XfF.
SNBSS, R CAH N B AT H A4 CPU. R BERA[F] 44 PLC AR & [l .
SENTHH XS B, F T CSV
A A R R I e . G SRI H T ANEAE H ARl SR A RRAN R, B E
CSV fFHIF A
B SRR
FE LA TR O R ok 3 N B R
o AR CSV A HAHR T 75 ) 1tk ik 2k o
Al IR SN BB R AR, UAE AT R AL 2SI b [R5 g op 1 3
Ao
o BRLHAL Y & 12 B BOMAWT GG AR AL B B AN TR
IAE SN BN Z AL -
o Nfitkal CPU 4 FK S CSV X s AR, HgrhibS AR,
T
5k FHAR 5] DA AR R B AT S 2 -
® TeleControl Basic
fi ] TeleControl Basic #}l [f]T47 SIMATIC NET #:
CP 1243-1, CP 1242-7 GPRS V2, CP 1243-7 LTE, CP 1542SP-1 IRC
e ST7
CP 1243-8 IRC, CP 1542SP-1 IRC, ST7 TIM
e DNP3
CP 1243-1, CP 1243-8 IRC, H. A5 DNP3 Ijjfie[#) TIM ik
e |EC
CP 1243-1, CP 1243-8 IRC
FAE Fe A 2 T) 5 A3 s
CP 1243-1
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4.12 HH#r7

FEER

4.12.2

RGN EAEAR T T CSV XA w b T S AHRAE, JF HEXZud i) PLC
BEAT A A4, MR AR T HE R PLC AR 2 [ 70 Be s 22K

BRI, AT DAE RS S HONELE PLC AR AT Ean 44, B AT LR NSk PLC
AhE. Za, FTMER RN KEE <A PLC

AR EE 2 A 3. 2D RERE W] DUB IR pREE S (I B30 AT, AT DU K r
G As e EAMM T ERRRA: Y.

I B R IR E] 1 A RS Bl UL PLC

Ak, WMFCKIRE .. (HASK AR R HHE R,
MOBHATER )G, FUREFECH PLC AL &2 L.

R A REITETE

e BRI TRIE

4.12.3

102

7 K i, SR TR 44 FR“DataPoint_n”. T LAYE SR 25 24 RIS £ 05 4L (Gener
al) e rp S s AR

SRR, ATREAUEHYE I 7E 0x20 ... Ox7e (45 32-126) 1 ASCII
T, BIAMEOLE TSI

AP 77

e '[1/\]
fT . BES . RS R B, B2 (pipe)

e R REY

M CPU LR A - 8 Gt CP B CPU ) PLC A2 & 51 HlD AHAJvEdE i
FEXE SRS FM L, CP SCRFAIEUE RS K T e (1 S7 B AL E T 3o
T3 S ARIETT

e “in”: HALTTI:

* “out’: FEJIIH

HH
TEE B R BB 5 IR
AR JE B SO, U T 6 i R A

CP 1243-1
B, 02/2018, C79000-G8952-C365-04



4.12 H#
“TeleControl Basic™ X &35 MK E
T 4-1 SCHFPROEUE RN A 1) ST R
W CGREER) g KA 75 S7 ¥R BIER X R
(A HraEiA in Bool I, Q, M, DB
PGS T in Bool Q, M, DB
¥ G PN in Byte, Char, USInt |1, Q, M, DB
HraEimh out Byte, Char, USInt | Q, M, DB
FRSEH (16 £D (EDSE PN in Int I, Q, M, DB
AU R A H out Int Q, M, DB
e (16 6D THE R in Word, Ulnt I, Q, M, DB
BERSEH (32 fD PR PN in Dint Q, M, DB
BV T out Dint Q, M, DB
e (32 A0 THE R in UDInt, DWord l,Q, M, DB
BERSEAS (3240 EEPSEE PN in Real Q, M, DB
BV T out Real Q, M, DB
BERS5E RS (64 A EEPSEE PN out LReal Q, M, DB
BV T out LReal Q, M, DB
Bk (1..64 FF) I in/out |ARRAY " DB
A€ in / out ARRAY 1) DB

N A K ARRAY Hi KRR A gEM 30, 1S WEL R ER 7).

R (ARRAY)

i H ARRAY #4267,
Hm oo .

e Byte, USInt (M EdEYRZ S8 64 1S

e Char (FNMHiEEZ I 64 D) - BMEIA 2.1.77 )Ll EK) CP
e Int, Uint, Word (/MR £ 3t 32 4Y)

e Dint, UDInt, DWord (/MR £ st
W 7 JEAE OB, W0 O R

CP 1243-1
#AEULE, 02/2018, C79000-G8952-C365-04
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4.12 £#i7
e TRJBR A% 2K
TRk T OPC M5 28 KLFIARIF LA UTC #6348 i) it JLh e,

“DNP3" il I Hi#E R REY

i 4-2  SCFRIOEEE AR AY. DNP3 XT R4, BRFIFA M) ST HimkA!

A FFREER) o FEREL CP DNP3 X & 4H 73 ] S7 HERA | BAEHX B
(B SR A TIM] [variations]

YDA Binary Input 101, 2] in Bool I, Q, M, DB
Binary Input Event 211, 2] in Bool I, Q, M, DB
Binary Output 1 10 [2] out Bool Q, M, DB
Binary Output 111, 2] out Bool Q, M, DB
Event 1
Binary Command 12 [1] out Bool Q, M, DB

16 HrEERY Counter Static 20 [2] in Uint, Word |1, Q, M, DB
Frozen Counter 2 212, 6] in Uint, Word |1, Q, M, DB
Counter Event 22 [2, 6] in Uint, Word |1, Q, M, DB
Frozen Counter 23 [2, 6] in Uint, Word |1, Q, M, DB
Event 3
Analog Input 30 [2] in Int [, Q, M, DB
Analog Input Event 32 [2] in Int I, Q, M, DB
Analog Output 40 [2] out Int Q, M, DB
Status 4
Analog Output 41 [2] out Int Q, M, DB
Analog Output 42 [2, 4] out Int Q, M, DB
Event 4

32 frEEA Counter Static 20 [1] in DWord I, Q, M, DB
Frozen Counter 2 2111, 5] in DWord I, Q, M, DB
Counter Event 22 [1, 5] in DWord I, Q, M, DB
Frozen Counter 23 [1, 5] in DWord I, Q, M, DB
Event 3
Analog Input 30 [1] in Dint Q, M, DB

CP 1243-1
104 HAEULHT, 02/2018, C79000-G8952-C365-04




4.12 H#

R CFREERD Bl K7 CP DNP3 X R4 7518 S7 HIERA | BAEHX B
[l KA TIM] [variations]
Analog Input Event 32 [1] in Dint Q, M, DB
Analog Output 401, 3] out Dint Q, M, DB
Status 4
Analog Output 41 [1] out Dint Q, M, DB
Analog Output 42 [1] out Dint Q, M, DB
Event 4

Fa% (3240 Analog Input 30 [5] in Real Q, M, DB
Analog Input Event 32[5,7] in Real Q, M, DB
Analog Output 40 [3] out Real Q, M, DB
Status 4
Analog Output 41 [3] out Real Q, M, DB
Analog Output 42 1[5, 7] out Real Q, M, DB
Event 4

FEE (64 £1) Analog Input 30 [6] in LReal Q, M, DB
Analog Input Event 32 [6, 8] in LReal Q, M, DB
Analog Output 41 [4] out LReal Q, M, DB
Analog Output 42 [6, 8] out LReal Q, M, DB
Event 4

g (1...64 Octet String / Oc- 110 -] in, out 5) DB

FH) 9 tet String Output
Octet String 1111-] in, out 5) DB
Event %

1) X G AL AT DU s et G4 12 #E STEP 7 RIS s gmii s h 4135

2) ot G AT LA B et R 41 20 8 STEP 7 I & g s h 413

3) St G2 AT LA FH B et R 41 22 7 STEP 7 H%¥s s g s b 417 .

4) R AL AT LR B et R 41 41 1F STEP 7 (8t & 4 s vh 4135

5) i FHIX Se s i KR, e 2 I AL 1% 64 FATHIESATMEIX . FTE K/NE 1 B 64 2371 S7
K R A M2

CP 1243-1
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106

(RIEHED, 2,9, 4) HEHENRA

AT Fd B 0t G A SR ZE S DL 0 G W AR s i 2R
e 10[2]

e 11[1,2]

e 21[1,2,5,6]

e 23[1,2,5,6]

e 40[1,2, 3]

e 42[1,2,4,5,6,7,8]

274 DNP3 CP, MAY 5 & I B4 nt R4

£ STEP 7 wrn] i mT 2045 808 sz 51 40 B £k B &40k 5. DNP3 CP
(R RO BE R 22 4 IO 4 sl b (R AH B 350 A

H %095 5 Binary Output (10 [2]) K71

Hdl RO AT DU RS

7 DNP3 CP 41754 Binary Command (12 [1])

7F F vl E 41254 Binary Output (10 [2])

X TR0 A gk e A (1) AR A A
(42), ETREFHABG: BESITF 0.
EHELA (HRA 11 R 42) KRESEGAS

B, 1% ORGSRy Tk s A O RA 1) A E R S RA
42) M AR R 12 841 15 .

AR A0 A A MBI AL TG DL, IS ARG DA% 16 28 o
(). AMAEBARMEEAG 250, Gl 2RI T a2 SR E S

RAE SRR T A A BT B I8 28 F2h, 75 BEONA B A PR AT S A AR R TE
o TE“HHL"(General) ETI-RH, i L S ZS F 0“(E 1AL (Value monitoring)
RIS %R M AR T RE .

L, FEMERRIBR DI RERT, 75 2R 8% i A HUE A S A O PLC
A e H k.

b T BRI X

WL, UTC w82 (48 i) 121k, Hrpf&=ibe.

CP 1243-1
B, 02/2018, C79000-G8952-C365-04
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“IEC™ B B MR T

Rk 4-3 SRRSO SR, IEC RAUFIFRA ) ST Hiffs2eAy

B (FEEER | HdE kR IEC KA | HM |S7THHERE | BEHXS

)

A Single-point information <1> in Bool I, Q, M, DB
Single-point information with <30> in Bool I,Q, M, DB
time tag CP56Time2a "

Single command <45> out Bool Q, M, DB
Single command with time tag <58> out Bool Q, M, DB
CP56Time2a "

Double command with time tag <59> out Bool DB
CP56Time2a "

= Step position information <5> in Byte, USInt |1, Q, M, DB
Step position information with <32> in Byte, USInt I,Q, M, DB
time tag CP56Time2a "

Regulating step command with <60> out Byte, USInt DB
time tag CP56Time2a "

16 frEERy Measured value, normalized <9> in Int I,Q, M, DB
value
Measured value, normalized <34> in Int I,Q, M, DB
value with time tag
CP56Time2a "

Measured value, scaled value <11> in Int I,Q, M, DB
Measured value, scaled value <35> in Int I, Q, M, DB
with time tag CP56Time2a "
Set point command, normalised <48> out Int Q, M, DB
value
Set point command, scaled <49> out Int Q, M, DB
value
Set point command, normalised <61> out Int Q, M, DB
value with time tag
CP56Time2a "

CP 1243-1
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4.12 £
R CEER | B0 kR IEC K% | M | S7T HERE | HBIEHXK
)
Set point command, scaled <62> out Int Q, M, DB
value with time tag
CP56Time2a M
32 frEEA Bitstring of 32 bits <7> in UDint, I, Q, M, DB
DWord
Bitstring of 32 bits with time tag <33> in UDInt, I,Q, M, DB
CP56Time2a M DWord
Integrated totals <15> in UDInt, I,Q, M, DB
DWord
Integrated totals with time tag <37> in UDInt, I,Q, M, DB
CP56Time2a M DWord
Bitstring of 32 bits <51> out UDInt, Q, M, DB
DWord
Bitstring of 32 bits with time tag <64> out UDInt, Q, M, DB
CP56Time2a - control direction DWord
1)
FEHE (32 Measured value, short floating <13> in Real Q, M, DB
A1) point number
Measured value, short floating <36> in Real Q, M, DB
point number with time tag
CP56Time2a M
Set point command, short float- <50> out Real Q, M, DB
ing point number
Set point command, short float- <63> out Real Q, M, DB
ing point with time tag
CP56Time2a 1
Ik Double-point information <3> in 2) DB
(1.2 Bit) 2 Double-point information with <31> in 2) DB
time tag CP56Time2a "
Double command <46> out 2) DB
Regulating step command <47> out 2) DB

CP 1243-1
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4.12 £#i7

W FEER | $iE ARE IEC KA | | S7 BIERE | HIEHXE
)

Double command with time tag <59> out 2) DB

CP56Time2a

Regulating step command with <60> out 2) DB

time tag CP56Time2a "
BIEh Bitstring of 32 bits 3) <7> in 3) DB
(1..32Bit) ¥ | Bitstring of 32 bits with time tag | <33> in 3 DB

CP56Time2a M 3

Bitstring of 32 bits 3 <51> out 3) DB

Bitstring of 32 bits with time tag <64> out 3) DB

CP56Time2a - control direction
1) 3)

D RT I E AR, S WS
2 X TR St R R, QU EE B RS B 2 MR BUE I EA L.

Eavinll

3 A A X e e R A,

Frf TR R A A K
I Rl # M IEC

i, LA“CP56Time2at& i Tf&i%. 16T

==

F5"Ho

4.12.4 HAELHE SR

ABHIE KRS

PN ik o2 9 & A S A A s s R 5 SR

TeleControl Basic

£ CP 1, ¥l i 280 IR 51 AL AT 5 LR U

CP 1243-1

o KA

i

B % W UMEIE 32 AL HIELLAAAE X . DUl ST A /R B2k .

R ARRWT RIS Z A M 7 51 TR 3

A Hds S 2E R (B RN BUERAS) PRASEE R I LA,

o i

P Bl 2R e BN BRSNS e A R S L

#AEULE, 02/2018, C79000-G8952-C365-04
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4.12 HH#r7

YA

v RLEAR BE AR5

R, TS ST 5l CP Ak @ E, AikMEzL CP

PRI A AR B A B X)) IR 51 A AR o

[ RABIEE, ESIHA TeleControl Basic £ SrIk A . (T 116)# 5.

DNP3

fE CP L, LRSS G BB i R 51 AR T —

Binary Input / Binary Input Event
Binary Output / Binary Command
Counter / Counter Event

Analog Input / Analog Input Event
Analog Output

Octet String / Octet String Event

ANTEL XS G A (R P Bt s 2R 1R AAR ]

IEC

CP i) %udhs i R 51 b JiME— .
AR EE R G M, MIFE — Bk A & vh AR R BRI B EGR AP I H .

4125 e RHPIRES ID

REIRRRF

R A F S A R AR SR IR AR R o (E — FARIR BB AE e . B AE KPR T X
EATHAT VAL .
CEOCRRAT RS B 5UAOIRE R AT T 5% H AR L

110
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4.12 £0# k5

FEHHE RORS AL RS 4 R
T HBNE IR S, T IRIRESPRIRFFPIRS AL A A L Wt SRR A

Bt whEzht, iR LFAE T SRS B EE R "RESTART R ZAE A
1 (EEBAHER) HHo8 0 (ECERD , sS4 K.

{# i TeleControl Basic #H¥ FPRA&HRIR
R HARES, RS (AT H TCSB #4574 OPC Jii =AY .
® Quality = BAD
fr287=1
e Quality = UNCERTAIN
21, 38 5="1
® Quality = GOOD
1. 2. 3. 5f16=0

T 4-4  RETH 0 L EC

fr| 7 6 5 4 3 2 1 0

ANIRE Y - NON_ Substitute |LOCAL_ |CARRY |OVER_ RESTART | ONLINE
EXISTEN |d FORCED RANGE
T

&YX - S | Bl AHEAE | EBUE B | RsEM | EA R
1E{EE S7 T I | BN | REHTE
Rk AT =i M BRAE
i 7]

(VRICS (A2 1 1 1 1 1 1 1

K 0)
CP 1243-1
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4.12 HH#r7

/] DNP3 il KPR AR IRAF
ARA ID XN T PLN R H LT TR
OBJECT FLAGS - DNP3 Specification, Volume 6, Data Object Library - Part 1

R 4-5  REFHTHALHAC
fr| 7 6 5 4 3 2 1 0
AT - - - LOCAL_ DISCONTI |OVER_ RESTART | ONLINE
FORCED |NUITY RANGE
X - - - AR R | B2 | BIUHAEEE | JEalEMAR [ EHA R
kil AUTHEE b | b oA |
Vi PRAH
PLRZS (IH28 | (4528 (454 1 1 1 1 1
0D | H0) | KO
fEF 1IEC ML KRS RAT
RZS ID MR TF A R HVER I LL R JC &K
Quality descriptor - IEC 60870 Part 5-101
Tk 4-6  REFHWIASHE
fr| 7 6 5 4 3 2 1 0
FRiC & FR - - SB - cY oV NT \Y;
substituted carry overflow not topical |invalid
& - - Bl - EiEiUE | BHEEEE [ EAES  |[HEX
HIiHBUE F |, BERUE
Vi
YORSS (2% | (4 1 (%454 1 1 1 0
K0 | K0 H0)
CP 1243-1
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4.12 £0# k5

4.12.6 TEEX A B

B RIS

it CPU EC4rACH PLC
AR R JA S R U A\ s s AR, AT S SO AT

Fi 431> CPU
b AR R B . TIXT B MO AR A, TEREA CPU
Y ST

Al LAFE STEP 7 #dE S A K H M (General) #E3-Erf, 8“5 HUR H1”(Read cycle)
SRR E B SN . H AR AE LU PN N B8 s e I

o M JHIH"(Fast cycle)
e “IEH A" (Normal cycle)

A DA I 3R T ik i O

CPU i A B4+
CP 3t CPU {7t X P g i) Al (48T L TR B ik
ER KRR R
RS HO m LS 20 B N E s B AE RS A I ) s i
o ROUSESEEEL
BB R S ORI S 20 B N EH s B S AR R 14 S I b e

CP &/ #s i B % B &t “5 CPU J#1{%”(Communication with the CPU)

Z A S BUE ML A K2R (Max. number of read jobs)

SHORARE o MBI ZAE N ICVEAE — A R SR R T — AU 8 Rz —H
B

o EAEL

T I 2 — e BRI 335 AN ELEE N3] CPU . CP

A AIE NE % E 2@id“5 CPU {5 (Communication with the CPU)
S 15 NMEL i KEER"(Max. number of write jobs)

SRR E . BRI E AR AE T — AR — IR BN

o JAHE

T P A i ) TR R A AR e TR . T oA L el il AR 4y 1) CPU
PRI R T B AL 05 (R A 1]

CP 1243-1
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4.12 HH#r7

412.7

4.12.8

IR (B A

114

“fith & "(Trigger) % -F

R R

L

B AR R EDETCE 2 R AT

ER, ERENTHE O R E AT AT IME AL B
XN B R AL AR

YL
AR T A RCFE TR A ST B E AR
WARAR TAESCTMEDIRE, W KIS E S A SRR

KA BHUE AL L A TR, 35 2 WBBUE TACEE (0T 116)#5 7).

Thig

IR REE S BE WA, W PR Z AR .
RIS RN PR 5 T 5 R AR A 22 -

o AN T¥E

Xt S A AT R AT RO E DL RSB, AT P 40 0592 v R B A D
=

* ERITE
X T RSB A RREAE, AT B T 0 SR W =
FERATH MR TR, AR AT R S B E R0 w22, TR 54
JEAR 22 o

R IRrS

XFFEA TR, TR A DIE SET (TREC 2R B i R TEE . 2
AT B LV B o — R ORAT B R T AL 2 1) BB SO -

o RMEVEH EMR: Foa— RIRAF A + BI{E
o BEVEH TIR: Ha—XRAFHIE - R1E

CP 1243-1
B, 02/2018, C79000-G8952-C365-04



4.12 £0# k5

AR IR B Y ) EBREC IR, KL EMRAF %A . BRI i S8 R v
I -
ERTTE

S BRME T SO I IR U AR I 2 HTE S A RO (ER ST X P ANMELREAT LB
THE AW 500 24D,
(EE: AR HARS CPU /7% X IE 4 A WiARE .

FERFASTHS S SR IBCS B R 0 22 S R o A 2 & T AAELIA 22385 1 IRE R AT
T BEAT fid R AR RAE G X R AR I R A

FATOUN m s Bk B %0575, Hep H S RE N 2.0,

Fig 4-7  AEN 2.0 HIBE RIS SR

IR [s] FRERRSE | LW EE | SHFEEREX ERIRE
Gregg) | wXHEREE iz
i}

0 20.0 20.0 0 0
0.5 20.3 +0.3 0.3
1.0 19.8 -0.2 0.1
15 20.2 +0.2 0.3
2.0 20.5 +0.5 0.8
2.5 20.3 +0.3 1.1
3.0 20.4 +0.4 1.5
3.5 20.5 20.5 +0.5 2.0
4.0 20.4 -0.1 -0.1
4.5 20.1 -04 -0.5
5.0 19.9 -0.6 -1.1
55 20.1 -04 -1.5
6.0 19.9 19.9 -0.6 2.1

R BT RS FEAR A, AR 2.0 W ERME il AR BOE X :
o {E3.5s W%l FRMEMN 2.0. THEFERIEG X FFTLFEE )y 20.5.
o 7£6.0s W%l ERREMN 2.1. fEMEERIEZMX FFERE N 19.9,

CP 1243-1
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A&
4.12 £0# k5

A, WmH 28 0.5
(It FEAE A 22 RE S A, TUAR S LLAL Fros R FEAE AR VE, T BEHE 1NN 1.5 .25
1) BRI 1E

4.12.9 BME PiAL 2

4.12.10 e

4.12.10.1 DNP3 Fl IEC iz i Itk RS

)& e B4k £ - DNP3/IEC

Ja F R I 508 55 0T F T3S e 30ds 1 FT LS. ATE“Pk £ 357 (Partner stations)
ZH AR E CP [ EIk A

o JERkFEA

FERH SRR SR T, R BRKRE 1 BB s AR,

BERT, 7E“PkfEuh”(Partner stations) TR, 2B KA 1, ZETEKE.
o FERtkfEN

U RARAERE YT A OB fUB A FK B AR, R etk fE st (Partner
stations) ET-RH A A, H T DOERREEIGH &R A 4 ANk

4.12.10.2 BA TeleControl Basic $3E &5 kLRSS

J& FBEE B i1k £E - TeleControl Basic
St FH BT ade 204 ] FH A8 #8504 1Ak A
AHASIELG . AREIFIR IR 5 R 528 1 S7 Wi E s Ak FE.

CP 1243-1
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4.12 HH 7

AR EE AT A
o EIEMRSE
TR RS AR LAy CP B KRB Y, PR AE e TR i BRI
CLik 98 2 ik 45 2% T8 FI”(Telecontrol server enabled) i% 1 7% i .
o S7if
WIiE I “TeleControl Basic™ B v 4] Lt .
AIYE“Pk A" (Partner stations) 2441 HiE € CP Rl E k1T
BOm AR L —
EBEREHRCEH
AR 42 iR 55 5 2 At A I AB AR AE
o ULALELE KTk
X S7 b 2 K s HIEAE KB -

kg S (BERERD
W AR RTRRAKEE, DI A Rl T S R R A
CP. MSAKFERI VI ID s fE T H

AJ DA PR P fE 3G > 35 6] 15 1k £ (Partner stations > Partner for inter-station
communication) #F1$5 & Ik .

HE KR
S KA EAR RN B SR S
ER:

o RIAFFEN CP HIHE X AURA AR IR 8 rizk 5. CP 2
ISR i 5 R A RS R 51 CP A A& S s

o Xf T HEE T, WAZRAIEEE X HdE . CP 2

R &t 5 B A AR TR Bt s 511 CP A
PR AR L. FIRE, P R RS R 5.

CP 1243-1
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4.13 JHE
413 VEPS)
HA BT IR
W RAE T B, CP af S Ptk &% B TR AE
KT BT IR B R, 155 0L P IS (0T 81)E6%7 .
Al{E STEP 7
o TS ERE SAE B i A S T I R, A EIR BN A, AE A I E R
“TH > kSR H s > A > CP”(Project > directory of the relevant station >
Local modules > CP)
AKX STEP 7 i, 1EZ WAHE A (I 95)i 57 .
TH BRI Ih A R HIES R ED 5EE A AR I Th AR .
BERMLEFR
Wi CP AN T-f1% F T IR LA ZEK -
o JHZ“HL T4 A" (E-mail configuration) 284 (i5& W2 4S54
Mk, FEELLTE R
— SMTP R0 5. Hubk. oS, AP 4. %
- CP [ QI H-THB {4 Hihk
= WS N E T I
FEMCAL LAV S WA N R SOA

FE“f k75" (Trigger) ZHUAA Y, A KRIAH BRI ESHHI A LS .
°  RTHR RS

€ il T R AR AR R A

- fiiH PLC & &

BLE i R AR TSI TR AR A%, 7R VAL Al AL i R 2R  PLC AF&"(PLC tag
for trigger) 24 (0 -

CP 1243-1
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HE
4.13 5

1o WERF, ATPOEEAS T IS — Ml L. AR ALIE S, TS I
NERAY

- CPU §J#:3] STOP X
- CPU §#:3] RUN #x{
— SRR Pk
FES K FE R T IR, AR FE AR 3%
- ENLHIKPERERE
HERE R SN s A FL B A A%
X AiEd TeleControl Basic fili & LA F 4371 :
- ESLHIKPERERERIL
ToVE RS Ak, filUk B TR R %
- Teleservice i 4fi
- Teleservice 2145 W
o fRAH PLC &
FAE B I fid % 254 FH PLC 85" (Use PLC tag) ¥ PLC A&
AN SRAZ i KA R4k DX AR LA DX BRm e, Uk A A3 A 7 IS A& S A

o RRAEREFAK

DR R e I, A3 IR R IR AR 8] — AR, IFR A Rk SR B AR EIRS
5.

ZIRAH B N AFIR A PLC A2 &”(PLC tag for processing
status). WIERALEH S HILR A, v LUEE/E CPU 1) Web fik4548 2 7~i% PLC
AR (WA R IR

A RANBEFPIRE S WS W T IR R BRES (U 131) 87
o NHERFEFK PLC ZE
T AL BIRZAS Y DWORD K741 PLC A& &

CP 1243-1
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4.14 iy 1] Web JR55 7

o G¥E

IR A ZAE I, W CP 2 [y 2 i S 24T $8 ik CPU
AR IE . J9uk, AN SS1E 9 AAT,  PAEAETH B SO BoR e RIE HIE -

iHiE#HF—> PLC
A, 1R R AR B b I, Rz A BNE ESCK T, R SALRF
$$.
$$ AT LUREE AR (% 32 ML B AR ED 15 AR
o fHXEXH) PLC &
TG NP RIE{EK) PLC A&

4.14 il Web %552

Vi 15] CPU f] Web k%523

S7-1200 %) Web HR458:47F CPU . @it CP, mLAiiiH CPU i Web Al 4525,
R 2iEn LAN K PC & 3R RS 2%, WAfdEsk PC i H TCSB i %4 ) Web
AR5 75 o

FHRERTES WM/ (7T 146).
% Web R 82115 8, %2 T/ (T 145).

CP 1243-1
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EIERES 5

5.1 FF OUC e Fik

¥ F Open User Communication (OUC) K27kt
i EAE ST vz B EEGE(E, WM TS (EFPPO .

HHEMERMAR, Open User Communication 7o £ CP
HEPEH, EATEALGIEMMKREF. ARIEFROEAEE, H2 W STEPT
HIfEE RS

YL

AR FFHAR A
TR, /£ STEP 7 1, A —Mulfih i —MEFIEIA R A .

XHHF OUC HIREFH
DA € R Rk A 454 7T T+ Open User Communication 41
e TSEND_CV3.0/ TRCV_C V3.0
REMY, T
— RS R
— R ST R AR
e
e TCONV4.0/ TDISCON V2.1
R NT R I 2
e TUSEND V4.0 / TURCV V4.0
i UDP ik Az 4

CP 1243-1
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FE/T 5

5.1 /57 OUC HIFe/7 Lk

e TSEND V4.0/TRCV V4.0
L TCP 8¢ ISOonTCP ik FE:USCEL H
e TMAIL_C V4.0
K LR
FHE I 2P ILINE BT, CP i Z A AU RS eI Bh . ZHASI B[R .
MFAEIZAT IR B 2 CP A% -
e T_CONFIG V1.0
IP ZHURE 1 H S
A 5¢ T_CONFIG A1 SDT HIf5 8., 162 WAEIEAT WiE] 5E i IP ik
(01 124)F 5 1 “IF_CONF_...",

f& ] LIFE“F54 > JE{E > Open User Communication”(Instructions > Communication >
Open User Communication) {£45 -~ /143 STEP 7 F IR 7L,

RAHIERA (SDT) WEHEHR

122

R prA e CONNECT Z 40 T H R iEdtiid . TMAIL_C IS4
MAIL_ADDR_PARAM,

A AR B A, BRI S5 h R GRS (SDT) & o

KRS SDT
NEMHED (427 DB) TR SRS IA B 7&K SDT.
SDT SRAUA: Ry H AR Ty AR AERE e HL s B (1 K 25 2L (Data type)
HEFRFBHALFR (I TCON_IP_V4™) , 1A N 2L 41" (Data type)
TSR PEE-AKH. BEE, MK SDT 5HZH—IF eI ik,
£/ SDT
e TCON_IP_V4

3T TCP 5 UDP %14
e TADDR_Param

3T UDP &3
e TCON_IP_RFC

T 1SO-on-TCP A&k Mii (#4> S7-1200 3 ] FLHEF)

CP 1243-1
B, 02/2018, C79000-G8952-C365-04



FE/T 5

5.1 /1 F OUC HIFe/F7 1k
e TMail_V4
T 1Pv4 Hhhk =X 7 I R 55 4T 1k R A 1% HL T A
e TMail_V6
£ T 1Pv6 ik 2 rE - MR AR IR 55 2 - ik kA% 5k F - Il 2F
e TMail_FQDN

U SR EARIE Ll AE A A PR (FQDN) -4k i1 B0 IR 55 4
e TMail_V4_SEC
ST 1Pva bk 7 R R 55 4% T kSR 22 A BT A
e TMail_V6_SEC
BT 1Pv6 bk LT B AR 55 4 3 kR 22 A A a4 v IR
¢ TMail_QDN_SEC
FeT ENLAA 3 T IR R 55 A8 T-hb ok 2 4 ik BTl
A% SDT kHZHI UM, 152 W STEP 7 5 R RGP M AR T HINE .

B EERE
FMERGES PP TCON Zar. VER: RAURENEREH SR 58 TCON.
WAUAERAEAE KPR S IR, RO AEAH R i dh b
IR G 2 5, T IZ& bR, B W] PLER ] TDISCON £ 1k

L
EEPIE

U SRIAT SRR A AR P b B T R g P ok, 0 R AR 0 it i 3
TDISCON K& &R . Jifei i ff% B2 — 5.

CP 1243-1
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FE/T 5

5.2 AT HIE E 2 IP #h it

5.2

FEBAT R E B IP ikt

FEIBAT VIR SE 5 IP Hiuhik

124

EZAT I B DA T AR PP ) CP iS4
o |P ikl

o TN

o fihiashil

HH
EAZIES IP HbkE S IP 23

WA CP M Internet IR HEALETIRGBNAS IP ik, 573 SR P61 1P
SHCESI: RGO, ISk AU CP.

R - Bk
PR ) 1P S8 A A N 2K
® CP[Eff 2V21.7x
LLR
® CPU [} 2Vv4.2
ER - BFFYYSTEP 7 fiA
ALE AR PP PO 2 AR P i 1 1P S 2. R By 1) UG 24 1) R e 45 257 (SDT)
A7 R M- 2000

¥ CP KyHbhZ%4h, {8 T_CONFIG i ] DU #2542 1) 5K 5 2 DNS 55 2%
(IF_CONF_DNS) 1 NTP fiz45#5 (IF_CONF_NTP) it 244

CP 1243-1
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P2/ LR
5.2 AT HIIEE 2 IP #hhif

HRHE STEP 7 fiAs, AT LA LAR R 7 B R e 2R -
e STEP 7 Basic 2V14

T_CONFIG

[
IF_CONF_V4

IF_CONF_NTP

IF_CONF_V6

IF_CONF_DNS

HAERHUESEAE CP h A e 2B NA 2. MM IF_CONF_.."SDT 1, WAl%E
"Mode" =2 Z:4{.

YL

AR E CP KRR

“T_CONFIG" /32 #§ CP X CPU

)5t Bl F BB B o S50 B R AN ety o OIS R E A B4,
Yottt “BUSY B “DONE”.

e STEP 7 Basic < V14
TC_CONFIG
[
- IF_CONF_V4
ARPImFEMEAE S, ES W STEP 7 5 E &%

K - CP %t

NRERS W R R IP 248, L AEHR CP LUK B IP
by, B RCEREAE RS EE IP Hilik”(IP address is set directly at the device) £ 5i.

CP 1243-1
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FE/T 5

5.2 AT HIE E 2 IP #h it

CP 1243-1
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A {RIE 6

6.1 121
ey

R (U 133)

6.2 Bt a0 8448 PATHELR Z LK

AT O 102 BB FPATZESHT
AN SRABAEANT I3 11 102 BOIE B0 T AT 2242 W, T84 N A IR T
1. 7£ STEP 7 "i%$ CP.
2. FTIFHEL A2 K7 (Online & Diagnostics) tRiESZHL,
3. 1" 4" (Security) ZHUH T, HE“EZIEHE"(Connect online) 4 .
IXFE, RIALE o 8448 PuiT 2 AL

Z 1
15 K AR 1 DL N AL LR 2 A2 Wi AN R BRI B E (UL 80)
CP 1243-1
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2B RIRTF

6.3 4 TFER] TeleService

6.3 ELRINREM TeleService

FELR T RERT TeleService
CP 5Tk (ES) L STEP 7 —ifg, AU FAE 144 IR AL Z 2 Wi 4E 4 D ge
o {EZ TR
M ES it LAN i) 5
FR: ES M CP i J[F—7 M.
® TeleService
M ES i#it WAN (Internet) v 1] s

TOR: CP M FLERIRSG 25, I H T LB R AEI, 2 Ui Web 7% 58
(ﬁ 120)ﬁ‘B/\EPE/]{;uL\o

XL FAF P M, i%TLL Internet 15 M) A Fal, HAEIEE VPN B
ES (EA CP 1628 #ilit SCALANCE S) & H:FiZ ki A fef B ix Le Th g

FH T4 F P 50 1 CP RN IE 428 iR 55 2% 2 [ FH TA%32% F P BB M A 28
TeleService &4 .

XL D REAIE K SLAEAR KRR S TELR D BE A TeleService A

i
TeleService HIf&%iHT 8]

BV, H#id WAN (Internet) &4k &= 2E il 58 75 ZAR KA 7]
WA R T, W T EBEIR A f  k

i3 DA W ST A P AR % Th RE U e

BR:

1. ¥ ES ERFIM LS.

2. f£ ES EATIFAHICH) STEP 7 5iH .

3. kR L E 4 SR CP Byl (EEEEHiIL CP) ) CPU.
4. f§ F“fE k3% 2 (Connect online) K¥5JE I E£E Th

CP 1243-1
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2B RIRTR

6.3 HZET)FER TeleService

5. TE“7E £k % 3" (Connect online) XﬁﬁEﬁP H:3“PG/PC 4% 1 2£%4"(Type of PG/PC
interface) ThidFR, % HELEESLI] TeleService”(TeleService via
telecontrol).

6. 7E“PG/PC #:11"(PG/PC interface) ~$i%1|3 H1ik+% 2% H “TeleService board”.
7. AR MARERE CP, NIFERHIE#E CP,
Wit CP k CPU (#4248l 17
8. H.ii“PG/PC #11"(PG/PC interface) N5 551 [pi ¥z .
A AT P I 18 4% 37 I A% 27 (Establish remote connection via telecontrol) X 4G HE .
9. TEHAHEHEF T L E AN (LR , A5 RT9%H"(Connect).

B3 B L FE % 32 (Establish remote connection via telecontrol) X EHEH I B .
EZSHEHER, SN HI7E STEP 7 (19 LLF bn i 41748 F 55 -
o BIERS#ETeleService MX...

1 TeleService 22 ik & T LAEMEE ) PC _Eif Mg, DL A i@ Internet
HEAT VT 1A)

TeleService M5 AN REAN I REF7 1 55 2 HOAZ #eii o
— N REFERSS d H ML

A1 DNS T 842 i 55 45 1 1P Mk 44 AR DA Ko 15
N & T

by A P 4% TR 25 B85 CP AT B8 IS {5 FH 1038 2 551G

CP HyiEix B0 {E 2 4 ¥ B rh i “CP #5iK”(CP identification) T4, HiEZ WAEH
TeleControl Basic #4i3f] CP #xiR (1L 76)3 57

o IHE...
- Teleservice il J 4 A g
FENLAL, % NTE STEP 7 11427 TeleService ¥ & H4H 41 Security
P ¥dE, 5152 W TeleService 15 v (412 (T 93)#553
KILTELRERE
SERAEL SR E, E T2 (Disconnect) #4H F Ik 2% 1B AE 2z .

CP 1243-1
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2B AIRTR

6.4 SNMP

6.4 SNMP

SNMP (Simple Network Management Protocol)
SNMP & -8 BLAS W I 2 AR 26 b 45 s i) il . SNIMP {5 FH 634 UDP
PR AEH -
A K SNMP FRE % & B MG BEE MIB XU 1ig47 (MIB = Management Information
Base).

CP fE>h SNMP ARE R )4 fi v Fl
CP SCHFELL T AA ) SNMP rh AT $c5 25 140 -
® SNMPv1 ChRifERR)

e SNMPv3 (%4
‘B RFC 1213 A1 Siemens Hzh1k MIB iR [BEIFR#E MIB 11 1] MIB X R A 25 o
e MBI

CP SZHFLAR MIB X 44

System

Interfaces

“B2"MIB X R34t % CP # HIPRERF R

P
ICMP
TCP
ubP
SNMP

ASCRFELN AL MIB I FRif :

130

Adress Translation (AT)
EGP

Transmission

CP 1243-1
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ZWHIRSF

6.5 T HE1THI L BER S

¢ Siemens Automation MIB
PAT Bl 4M R )3 T CP.
R KRG LT MIB X RBEATE 51«
— sysContact
— syslocation

— sysName

] DHCP i3 12 # B B 1) sysName £y B4 Kk F] DHCP kg% LA
DNS fiz55 s

T B, TRA R E MIB X R/MIB M HA, a7 8.
CP SRR
AR MIB SCIHA1 SNMP 5 2 415 2, i8S W 15/ (I 146) Tt

HA
BRASHEL, HZ0:
o AEF 4T (SNMPv1): SNMP (T 64)
o 44 TR (SNMPv1 / SNMPv3): SNMP (71 83)

6.5 B BRI AL ELRZS

A BT IR A EARTS

PLUTRASFRIRFRE H Tdid CP

(Y 2 S R A LA H LTI AE o IRZSHR VAT (104 HE e T i H AR FAR S HR IR A" (Enable
identifier for processing status) Ji H . IRESFRIRFPRHE AN CPU AL ERZS ) PLC

AF &"(PLC tag for processing status).

ARASHEL, ESWHEE (T 18)E 7

Y T R B AR LIRS
ALFARZS 1 CP 2 B B S R 55 RO Ak 55 2 A2 A8 8 2 e R [
I RALIRTH S LA, FTELEE CPU I Web fik 55 a i IR A

CP 1243-1
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6.5 T HSTTHI L PRI

B B R AL BEARES
“REFIRZS ) PLC A8 8”(PLC tag for processing status) JRZ&ArIRFF & XU T

Tt 6-1 DAt A RS 1D 98

RE | &X

0000 | fhix 2L 5g iRt

82xx | K HLT B R 35 8 P L R B

B T H0S875h, % SIS BT SMTP Bl i) = AL i % =«

8401 | CRTHIEIER REEIN: CAF/EiET CP
FHTIBPFIERE . ANREFRIIN 5L 55 — k.

8403 | ik 3] SMTP iR%4:1 TCP/IP &4z,

8405 | SMTP Jln55 s CLIEZ & kiF Ko

8406 | 1 SMTP 7 s erll 21 A & SSL i iR Bk 4544 17 L

8407 | SSL Ml Rpkth4e.

8408 | %/ CiF R oK S B AF IR 55 2 57 TCP/IP R BT

8409 | ik ERHTEN . ATREE: IEEKHERA TIERBUER O PIE,
8410 | Lkl AT IRE . ATREEN . AR AR E T IERRBOER Pk,
8411 | ROEHTHRAF R, JRIA . TE R ARk TR T R

8412 | HAH) DNS ik 5585 ik AT 45 € A4 o

8413 |1 DNS 7 R#ZHIN AR, SIS BT

8414 | B N TR

8415 | cURL BN ER . PuiTE k.

8416 |SMTP Btk kAWM R, PUTCEH Ik,

8417 | ML HAYIEIE ) SMTP & i K BGliE 1D . ATk,
8418 | Kk T rbib. AR B AT A

8419 | HIE AP W HAEE AR AT VA I o

8420 | JCikH] CP HIMRIEFIRUESK H IR 55 a4 HIE Pk -

8421 | RKAEWHHIR. IATCIFIE,

8450 | #RAEARIAT: WEFAFTHATATViH . DS,

84xx | K E H T HEFAR S S EHIRIE R

Br T RIS 874k, 2 RIEXS N SMTP B = L8R 5 o

CP 1243-1
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ZWHIRSF

6.6 T#/E1F
RE &N
8500 |iBiEEER: A AR
A A R K AR TR IR AT e e HL TR iR 2% 2% A S FF LOGIN
CSATWIRr S
SR IS UE T K& B CEH P4
8501 |ifvEiR. Tk DU AHSHE:
REHL > T2 s (Content):
o Wt Nl CY PR B PPIRT)
8502 |ifVEIR. TR A DU AHSHE:
REHZS > FUREEdE (Content):
o HIFHEfRERIE CRIZTT)
8535 |SMTP iR, 1HtuA CP A H“H P 2 M %S4 .
8550 | ik SMTP JIkR55 5. A UIRIARR . KA LA HASEE:
o CP A > I THRFAHL:
- M4
-
—  EFIREMhE CRIETD
o REAZ > W FHFEIE (Content):
— W AR CUPENTEPIE .
8554 | fLikIRIKL
85xx | R H HL T HE AR IR S5 A O L R R T
R 7RI 874h, %I BB N T SMTP MM B = A7 5 1R 5 5
6.6 TRE M
CP KT Arhi A
U AR RAT T B A RRAS T LA, AT Siemens TAMRAEZSCRFRILLT Internet
U EARE:
BE¥z:  (https://support.industry.siemens.com/cs/ww/zh/ps/15922/dl)

THER, R V3 R DA B B A A I3 R B i ilRA D 1/ CP b

CP 1243-1
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2B AIRTR

6.6 T#/A1T

fE LREIMG (ES) EORAEH IR A SO E, WA LT ik i 15
o KR SCIHRAEAE CPU AR I GEFETT2D)
ARIZAFE VY, S W S7-1200 RGFH -
o il DUKMAE STEP 7 7L D e im#k [ 1+
ARG ES R WMMIER BN, 1152 WALLLIIRER TeleService (U1 128)#(4) .
e fiid CPU (CPU [EfFfiA V4.0 KB mifRA) () Web fg5a% T 2w 1
WL R AL R AT A 4

L
Xt CPU BIfRIFIE A 2R IR

o WIRfEH SIMATIC fif R 2 ST, W O B ORFFVEAAAH 25 o
o WRAEH] Web ik 55 85 8iAE £ Dh BE 2R SCIF, IRFFIEAF GG Z K.

iEid CPU ) Web AR5 T B4

134

LU P B ES %3] CPU 1) Web k5545, JFRe CP BT E £ S0 F T 33wl

o 2 45 2530 [B] Y B2 R
o CPEEFESE MRS, JFHW LUET IR AR 2k
HZ W5 Web fks54s (I 120)#8 7> HHIE R .

CPU HABER

1. #£ ES L IFAHRIHE .

2. {E STEP 7 ik Kk CPU.
3. EFE“Web k554" (Web server) 56 H .
4

. FESHUHFE N (General) h, & NIREE T E ] Web ik 45%8”(Enable Web server for
this interface) £ .

5. /] CPU V4.0 s A, 72 H 8 B rh QI BA i BRI 7
T 75 L3 PR U7 17 2 530 AT 11 1 BB AR AL PR

CP 1243-1
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ZWHIRSF
6.6 FEI1T

HESL—NF] Web k55 &% IR i 75 B2 BRI T 162 8 IR 2251 1 “# #(General)
ZHA ISV HTTPS 11" (Allow access only using HTTPS) i3

o B HTTP B iR
AXF TN FeFiEE HTTPS 7 )" (Allow access only using HTTPS) iE I 5 3%
o &I HTTPS B i
Ja TN Ao i@ HTTPS 15 1) (Allow access only using HTTPS) i 10 i (1) 25 3§
XA HUAE LU T B8 th b T BB .
TR IR A SO AF g R ARt
£ STEP 7 15 B & Gt id i S5 7 “Web JIR %5 #5 1AH A5 BRI #2197 17 CPU ) Web
ARG EER (FRVFR) Web JIHE2%) RUDIRUIIA .
B HTTP gL is:
1.l DUK P2 FURs 3 [ SR BT E ) PCERZ R CPU.
2. 1£ Web B & HHEAE T4 A\ CPU Btidik:  http://<IP $iik>
O RS
W 4TI Web IR 5525 & 4G T
4. JuhE A _EEBE“ T #AE 15" (Download certificate) 25 H -
B FTFF4IE " (Certificate) X 15 HE
5. Hi B EEP.. " (Install certificate ...) ¥ ALKHIEP T 3] PC.
TR Nz PC L.

1E Web Y Y233 B DA AE STEP 7 15 8 R4 il i g 7 “HTTPS 5l H
HTTPS il (S7-1200) 0l 4 % FEIEB IS L.

6. EERECYH 324 HTTPS (Web i 4528 b #HE i i “https://<IP
Hihk>/..”) B, ATRAZ RN — &R0 N #E 1" (Downloading firmware)
F ) I 4k A

R3] Web IR 4528 00ER:, TR — XA Web JIR45 23 & i A HTTP
AL
Bt HTTPS & ig#:
Tt DAOR 422 387 [ SO BT 72 17) PC 4231 CPU
2. 7 Web J¥E#s FHBbEAE A CPU BUHihl: https:/<IP Hifl>

CP 1243-1
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6.7 L

3. f&lnlZE4
FATIT Web 55 4% 248 7T .
4. AL SO R oy P iR Ak SRR

HnERE 1

1. DUEA DEARUR R - 5 43 6 5% Web IRg5 s i IR 7T

fili FHAE CPU 1) Web 5% &3 1] 7 4 B b i 4L 25 10 - ot

GG, 1E Web k55 a3 1 ST AR k£ 2% B “BiHeiR " (Module status).
FERER R ik % CP.

WP E LR 7 B A (Firmware) JE30F o

X YE..."(Browse...) %40 W2 PC - [ 48 S04 344 F “ig 47 587" (Run update)
TR AT T E b

o » w0 N

Vi BA
5% Web k%48

UR SRAE ] 1R BB TR) < P Web iRS54%,  WTEis CPU HUBRAFIRZ DIy
RUN. 7EXFIGA T, #&E%CH CPU JFHXITIT, ¥ CPU Yi#iohy RUN TAERE.

6.7 PR Hn

PP #

A/j\ L

P BE R G TFMS7-1200 T gmfE 55 48”

fE2eds . HERAIARZ AT, ek REFM“S7-1200

Al g FEEE A HH AR R 2 (52 WA SCRE I ISR &

LA RIS, TR RS T WHST7-1200 A m R il 587 B il 5 DR HR A
LA IEIR AR, MRS R

CP [y STEP 7 Tl H ¥¥EAE ik /£ A CPU b, Wil & A ik, AR
CP, i AN SR I H Kt 283l .

B FRA SR, H CP R CPU s H s

CP 1243-1
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AR

7.1 CP 1243-1 B ARFTE

X 7-1 CP 1243-1 [F ARG

AR

RS 6GK7 243-1BX30-0XEQ

Tl PR WS

K 1

wit RJ-45 #fifL

JR 100BASE-TX, IEEE 802.3-2005, X T./4X T, H3hER, Hhh
i, GHBEES

e tiid i 10/100 Mbps

SRS (BURN)

(FMKEEEREERAE) *

0..55m

e K 55m i F IE FC RJ45 Plug 180 HJ IE TP Torsion Cable

o K 45 m 74 IE FC RJ45 ] IE TP Torsion Cable + 10 m j&Eid
IE FC RJ45 Ouitlet [ TP Cord

0..85m o I 85 m 7 IE FC RJ45 Plug 180 ] IE FC TP
Marine/Trailing/Flexible/FRNC/Festoon/Food Cable
e ¥ 75 m IE FC TP Marine/Trailing/Flexible/FRNC/Festoon/Food
Cable + 10 m i#id IE FC RJ45 Outlet 1) TP Cord
0..100m e ¥ 100 m i |IE FC RJ45 Plug 180 1] IE FC TP Standard Cable
e %K 90 m IE FC TP Standard Cable + 10 m i#iit IE FC RJ45 Outlet
(") TP Cord
SR
HLIR KH S7-1200 iR 2k 5VDC
R AE (HLZUAE) K H S7-1200 R B2k 250 mA
AR IFE (IAYED KH S7-1200 iR 2k 1.25 W
AR FR
MR SRR 2R IS AT W 18] -20°C & +70°C
CP 1243-1
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HREH

7.2 LUK L1179 7] BBl

ARG
G A=Rre Y| -20 °C % +60 °C
17 fit 18] -40 °C #| +70 °C
iz -40 °C | +70 °C
AERS R AT 1A 25 °C i} <95 %, ToiA ¥kt
wit. RYMEE
BEHH FT S7-1200 (5 A, FRE
Bi 4P 252 IP20
R 122 g
JX~F (W x HxD) 30 x 110 x 75 mm
GALAT FrifE DIN S50
JF IR I HLR
F= IR **
*HRHLAME R, ES I IK Pl H S E AR
G Z R AR RREEE, S W AITIEE (0T 1) 5.
7.2 PAK 2 O 5] 53 Bt
Yy E AR
TRHUM T LUK 5] BN EL . 511 ELAE & LUK MR 802.3-2005, 100BASE-
TX WA .
T 7-2  DURMEE D 5] BC
RJ-45 3#ifL KL & 58 fE5 8K ZAL
1—-—774 1 TD RIEHA +
ﬂjﬂ 2 TD_N BRI -
Y .
8 1 3 RD PSR +
4 GND it
5 GND Pt
6 RD_N BB -
7 GND it
8 GND Pt
138 #AEVLH, 02/2018, C79000-G8952-C365-04




IE

HRE HIAE

EC #F &7 9

C€

CP 1243-1

L
B4 B R HIAE

FE77 i L BN R 2 VAR AR R bR &
B B R bR TR OOV iR T T U AIE A AR A IE

CP clitlid DU INIEFF AT & DA T At

CP
W2 LR R8BSR AN 224 H bR,  FEERF A MR B SR 26 1] G R42 1) 28 IO RO s R
#E (EN).
e 2014/34/EU (ATEX BiE#4)
A M B B 0 R U TR R AR PR IR B 1 B A AR R 48 7 Ty ) 2014 4E 2 H
26 HEKPNL I E 54, EU LIS A, 2014 4E 3 F 29 H, #5309-356 11
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