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Purpose

The configuration of the SCALANCE S615 is shown based on examples.

IP settings for the examples

Note

The IP settings used in the examples were freely chosen.

In a real network, you would need to adapt these IP settings to avoid possible address
conflicts.

General naming conventions

The designation . . . stands for. . .

SINEMA RC SINEMA Remote Connect
SINEMA RC Server SINEMA Remote Connect server
S615 SCALANCE S615

Further Information

Apart from the Configuration Manual you are currently reading, the following documentation
is also available on the topic of Remote Network:

"Industrial Ethernet Security - SCALANCE S615 Web Based Management" configuration
manual

This document is intended to provide you with the information you require to install,
commission and operate the device. It provides you with the information you require to
configure the devices.

"Industrial Remote Communication - TeleControl SINEMA Remote Connect Client"
operating instructions

This manual supports you when installing, configuring and operating the application
SINEMA RC Client.

"Industrial Remote Communication - TeleControl SINEMA Remote Connect Server"
operating instructions

This manual supports you when installing, configuring and operating the application
SINEMA RC Server.

SCALANCE S615 Getting Started
Getting Started, 03/2015, C79000-G8900-C390-01




Preface

e Getting Started Industrial Remote Communication - TeleControl - SINEMA Remote
Connect"

Based on examples, this document explains the configuration of SINEMA RC.

e The "SIMATIC NET Industrial Ethernet Network Manual" contains information on other
SIMATIC NET products that you can operate along with the devices of this product line in
an Industrial Ethernet network. There, you will find among other things optical
performance data of the communications partners that you require for the installation.

You will find this document on the Internet under the following entry ID: 27069465
(http://support.automation.siemens.com/\WW/view/en/27069465)

SIMATIC NET manuals

You will find SIMATIC NET manuals on the Internet pages of Siemens Industry Online
Support:

® Using the search function:

Link to Siemens Industry Online Support (http://support.automation.siemens.com/)

Enter the entry ID of the relevant manual as the search item.
® |n the navigation panel on the left hand side in the area "Industrial Communication":

Link to the area "Industrial Communication"
(http://support.automation.siemens.com/\WW/view/en/10805878/133400)

Go to the required product group and make the following settings:
"Entry list" tab, Entry type "Manuals"

SIMATIC NET glossary

Explanations of many of the specialist terms used in this documentation can be found in the
SIMATIC NET glossary.

You will find the SIMATIC NET glossary here:
e SIMATIC NET Manual Collection or product DVD
The DVD ships with certain SIMATIC NET products.
® On the Internet under the following entry ID:
50305045 (http://support.automation.siemens.com/WW/view/en/50305045)

Training, Service & Support

You will find information on Training, Service & Support in the multi--language document
"DC_support_99.pdf" on the data medium supplied with the documentation.

SCALANCE S615 Getting Started
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Security information

Siemens provides products and solutions with industrial security functions that support the
secure operation of plants, solutions, machines, equipment and/or networks. They are
important components in a holistic industrial security concept. With this in mind, Siemens’
products and solutions undergo continuous development. Siemens recommends strongly
that you regularly check for product updates.

For the secure operation of Siemens products and solutions, it is necessary to take suitable
preventive action (e.g. cell protection concept) and integrate each component into a holistic,
state-of-the-art industrial security concept. Third-party products that may be in use should
also be considered. For more information about industrial security, visit
http://www.siemens.com/industrialsecurity.

To stay informed about product updates as they occur, sign up for a product-specific
newsletter. For more information, visit http://support.automation.siemens.com.

Trademarks

The following and possibly other names not identified by the registered trademark sign ® are
registered trademarks of Siemens AG:

SINEMA, SCALANCE

SCALANCE S615 Getting Started
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Connecting SCALANCE S615 to the WAN 1

1.1 Procedure in principle

In this example the SCALANCE S615 that is in the factory settings status is assigned an IP
address. Following this, the device will be configured using Web Based Management
(WBM). Access to the WAN via the Ethernet interface P5 of the S615 will be connected.

Structure

LAN 1 (internal)

— WAN
—"
Admin PC S615

M Industrial Ethernet

Required devices/components

1 x S615 (additional option: a suitably installed standard rail with fittings)

1 x 24 V power supply with cable connector and terminal block plug
e 1 x PC for configuring the S615

® The required network cable, TP cable (twisted pair) complying with the IE FC RJ-45
standard for Industrial Ethernet

SCALANCE S615 Getting Started
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Connecting SCALANCE S615 fo the WAN

1.1 Procedure in principle

Settings used

For the configuration example, the devices are given the following IP address settings:

Interface IP address
LAN1 S615 LAN port P1 192.168.100.1
(vlan1) 255.255.255.0
WAN port P5 192.168.50.1
(vlan2) 255.255.255.0
PC1 LAN port 192.168.100.20
255.255.255.0
Gateway: IP address vian1
Note

The IP settings used in the example were freely chosen.

In a real network, you would need to adapt these IP settings to avoid possible address

conflicts.

Steps in configuration
1. Setting up SCALANCE S615 and network (Page 11)

10

o M w DN

Launching Web Based Management (Page 12)

— Creating IP subnet (Page 22)

Logging in to Web Based Management (Page 15)

Changing the IP settings of the SCALANCE S615 (Page 17)
Configuring SCALANCE S615

— Specifying device information (Page 19)

— Setting the time (Page 20)

SCALANCE S615 Getting Started
Getting Started, 03/2015, C79000-G8900-C390-01



Connecting SCALANCE S615 fo the WAN
1.2 Setting up SCALANCE S615 and network

1.2 Setting up SCALANCE S615 and network

Note

Familiarize yourself with the security instructions before you commission the device. You will
find the security instructions in the operating instructions.

Procedure
1. First unpack the S615 and check that it is undamaged.
2. Fit the power supply.

A\ WArRNING

Use safety extra-low voltage only

The SCALANCE S615 is designed for operation with safety extra-low voltage. This
means that only safety extra-low voltages (SELV) complying with IEC950/EN60950/
VDEO0805 can be connected to the power supply terminals.

The power supply unit for the SCALANCE S615 power supply must meet NEC Class 2,
according to the National Electrical Code(r) (ANSI/ NFPA 70).

3. Wire up the S615, see Setup (Page 9).

4. Connect the device to the local network via the Ethernet ports.

5. Turn the device on. After connecting up, the fault LED (F) is lit red.
6. Now, turn on the PC.

SCALANCE S615 Getting Started
Getting Started, 03/2015, C79000-G8900-C390-01 11



Connecting SCALANCE S615 fo the WAN

1.3 Launching Web Based Management

1.3 Launching Web Based Management
In the factory settings, the SCALANCE S615 can be reached at the following IP address:
® |P address: 192.168.1.1
® Subnet mask: 255.255.255.0

In this configuration example, the Admin PC has the following IP address setting to allow it to
access the Web Based Management of the S615.

IP address Subnet mask
192.168.1.20 255.255.255.0

Procedure

1. On the Admin PC, open the Control Panel with the menu command "Start" > "Control
Panel".

2. Click "Network and Sharing Center" and select the "Change Adapter Settings" option in
the navigation menu on the left.

3. Right-click on the "LAN Connection" symbol and select the "Properties" menu command.

4. In the "Local Area Connection Properties" dialog, enable the "Internet Protocol Version 4
(TCP/IPv4)" check box.

SCALANCE S615 Getting Started
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Connecting SCALANCE S615 fo the WAN

1.3 Launching Web Based Management

5. Enter the values in the table above.

ll Local Area Connection Properties

W -+ SIMATIC Industrial Ethemet {ISO)
4. PROFINET 10 RT-Protocol V2.0
[V - Reliable Mutticast Protocol

W] s Intemet Protocol Version & (TCP/IPv6)
[ |- ol Version 4 (TCP/IPv4

W] s Link-Layer Topology Discovery Mapper 1/0 Driver
. Link-Layer Topology Discovery Responder

Internet Protocol Version 4 (TCP/IPv4) Properties

192.168- 1 -20
255. 255, 255. 0

192 168 - -1

£ Obtain DHS server address autormatically:

o

SCALANCE S615 Getting Started
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Connecting SCALANCE S615 fo the WAN
1.3 Launching Web Based Management

6. Confirm the dialogs with "OK" and close the Control Panel.

7. Enter the IP address "192.168.1.1" in the address box of the Web browser. If there is a
problem-free connection to the device, the login page of Web Based Management (WBM)

is displayed.
English % So
SIEMENS
? 3
Login L=

Mame:
Fassward:

Login

Switch to secure HTTP

Faor information about browser compatibility please refer to the manual

SCALANCE S615 Getting Started
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Connecting SCALANCE S615 fo the WAN

1.4 Logging in to Web Based Management

1.4 Logging in to Web Based Management

Procedure

1. Log in with the user name "admin" and the password "admin". You will be prompted to
change the password.

& Default admin password must be changed

2. Confirm the dialog. The "Password" WBM page is opened automatically.

SIEMENS

Local Passwords

Current Admin Password: |
Username: admin
Mew Password:
Password Confirmation:

| || Refresh |

3. In"Username", select the user "admin".
4. Enter the default password "admin" in "Current Admin Password".

5. Specify the new password in "New Password".

SCALANCE S615 Getting Started
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Connecting SCALANCE S615 fo the WAN

1.4 Logging in to Web Based Management

6. Repeat the password in "Password Confirmation" to confirm it. The entries must match.

SIEMENS

Local Passwords

Current Admin Password: sssss
Usemame: admin
[Mew Fassword: ssssss
Password Confirmation: ------|

|Set Values || Refresh |

7. Click the "Set Values" button.

Result

English [ So

The password for the "admin" user is changed. The changes take immediate effect.

16
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Connecting SCALANCE S615 fo the WAN
1.5 Changing the IP seftings of the S615

1.5 Changing the IP settings of the S615

Procedure

1. Click on "Layer 3" > "Subnet" in the navigation area and on the "Configuration" tab in the
content area.

2. Enter the IP address for vlan1 according to the table "Settings used (Page 9)".
3. Click "Set Values".

The IP address is adjusted automatically in the address bar of the Web browser. The
Web browser on the Admin PC can no longer access Web Based Management because
its IP settings no longer match.

4. On the Admin PC, open the Control Panel with the menu command "Start" > "Control
Panel".

5. Click "Network and Sharing Center" and select the "Change Adapter Settings" option in
the navigation menu on the left.

6. In the "Local Area Connection Properties" dialog, enable the "Internet Protocol Version 4
(TCP/IPv4)" check box.

SCALANCE S615 Getting Started
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Connecting SCALANCE S615 fo the WAN

1.5 Changing the IP settings of the S615

7. Enter the values for the PC from the "Settings used (Page 9)" table.

lgl Local Area Connection Properties ﬂ
Networking |
Connect using:

I & Intel(R) PRO/1000 MT Network Connection

This connection uses the following items:

. SIMATIC Industrial Ethemet (1SO) -]
-4 PROFINET 10 RT-Protocol V2.0
- Reliable Mutticast Protocol
- Intemet Protocol Version 6 (TCP/IPvE)
B8 Intemet Protocol Version 4 (TCP/1Pv4)
& Link-Layer Topology Discovery Mapper /0 Driver
4. Link-Layer Topology Discovery Responder -
4| | B
Install._ ihatal | — Internet Protocol Version 4 (TCP/IPv4) Properties K E3
r— Description = 1) General |
Transmission Control Protocol/Intemet Protocol. The defz ) 4 4 ) .
wide area network protocol that provides communicationv You can get IP settings assigned automatically if your network supports
across diverse interconnected networks. this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.
- | Ca— {” Obtain an IP address automatically
—{% Use the following IP address:
IP address: | 192. 168. 100. 20
Subnet mask: | 255. 255. 255. 0
Default gateway: | 192 168 100- 1
(@)

€ Obitain DN server address autamatically

—{% Use the following DNS server addresses:
Preferred DNS server: |

Alternate DNS server: |

[~ validate settings upon exit Advanced... |
oK I Cancel |

8. Confirm the dialogs with "OK" and close the Control Panel.

In the address box of the Web browser, enter the IP address for vlan1, see table
"Settings used (Page 9)". If there is a problem-free connection to the device, the login
page of Web Based Management (WBM) is displayed.

10.Log in with the user name "admin" and the modified password.

SCALANCE S615 Getting Started
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Connecting SCALANCE S615 fo the WAN
1.6 Specifying device information

1.6 Specifying device information
To allow better identification of the SCALANCE S615, specify general device information.

Procedure

1. Click "System" > "General" in the navigation panel and on the "Device" tab in the content
area.

2. In "System Name", enter a system name for the device, e.g. "S615-1".
3. Enter the contact person responsible for the device in "System Contact".

4. Enter the identifier for the location at which the device is installed in "System Location",
for example the room number.

Device

Device | Coordinates

Current System Time: 01182015 09:22:43
Systern Up Time: 1d1h 24m 1=
Device Type: SCALANCE 5615
Systern Mame: 86149-1
Systerm Contact: Service:
Systern Location: 20121

[Set Values|[Refresh|

5. Click the "Set Values" button.

Result
The general device information for the SCALANCE S615 has been specified.

SCALANCE S615 Getting Started
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Connecting SCALANCE S615 fo the WAN

1.7 Setting the time

1.7 Setting the time

The date and time are kept on the SCALANCE S615 to check the validity (time) of
certificates and for the time stamps of log entries. You can set the system time yourself
manually or have it synchronized automatically with a time server. For this example, the time
server is configured using NTP.

Note
Manual time setting - reaction after interrupting the power supply
Note that the time is reset to the factory setting if the power supply is interrupted. On return

of the power, you need to set the system time again. As result, certificates can lose their
validity.

Synchronization using a time server
Synchronization of the system time using a public time server creates additional data traffic

on the connection. This may result in additional costs, depending on your subscriber
contract.

Requirement
® An NTP server can be reached in the local network.

® The IP address of the NTP server is known.
For this example, a local time server with the IP address 192.168.100.87 is used.

Procedure

1. Click on "System" > "System Time" in the navigation area and on the "NTP Client" tab in
the content area.

Network Time Protocol (NTP) Client

Manual Setting  SNTP Client NTP Client | SIMATIC Time Client

[ NTP Client
Current System Time: 05/22/2013 06:07.58
Last Synchronization Time: Dateftime not set

Last Synchronization Mechanism: Not set
Time Zone: +00:00

NTP Server IP Address: 0.0.0.0

MTP Server Port: 123
Paoll Interval(s): 64

||Refresh|

2. In"Time Zone", enter the local time difference to world time (UTC). For Central European
Summer time (CEST) +02:00.

SCALANCE S615 Getting Started
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Connecting SCALANCE S615 fo the WAN

1.7 Setting the time

3. In"NTP Server IP Address", enter the IP address 192.168.100.87. It is not possible to
enter the NTP address as a host name.

If necessary, change the port in "NTP Server Port". As default, 123 is set.

In "Poll Interval (s)", enter the interval for synchronization. As default, 64 is set.
Select NTP Client".

Click "Set Values".

N o g &

Result
System time using NTP is set. Click "Refresh" to refresh the WBM page.

MNetwork Time Protocol {(NTP) Client

Manual Setting | SNTP Client | NTP Client | SIMATIC Time Client

M MTP Client

Current Systerm Tirme: 070172014 13:33:19
Last Synchronization Time: 07/01/2014 13:30:31

Last Bynchronization Mechanism: Manual

Time Zone: +02:00

TR Server P Address: 192.168.100.87
MTP Server Port: 123
Fuoll Interval[s]: 64

Set¥alues || Refresh |

SCALANCE S615 Getting Started
Getting Started, 03/2015, C79000-G8900-C390-01 21



Connecting SCALANCE S615 fo the WAN

1.8 Creating IP subnet

1.8

Procedure

22

Creating IP subnet
The interfaces are handled differently.
e FEthernet interface P1 (vlan1): Connection to LAN
e FEthernet interface P5 (vlan2): Connection to WAN

For this configuration example, only the IP subnet for the Ethernet interface P5 needs to be
configured. The IP subnet for the Ethernet interface P1 is already configured.

1. Click on "Layer 3" > "Subnets" in the navigation area and on the "Configuration" tab in the
content area.

For "Interface" select "vlan2".

For "Interface Name" you can enter a name.

Enter the IP address for vlan2, see table "Settings used (Page 9)"
Click "Set Values".

o > w BN

Connected Subnets Configuration

Cverview | Configuration

Interface (Name): | vlan2 (vlan2) A

Interface Mame: vlan2
MAC Address: 00-1b-1b-b6-32-Th
DHCP
|F Address: 192.168.50.1
Subnet Mask: 255.255.255.0
Address Type: Primary
TIA Interface

[Setvalues|[Refresh]

SCALANCE S615 Getting Started
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Connecting SCALANCE S615 fo the WAN
1.8 Creating IP subnet

Result

The IP subnets have been created. The IP subnets are displayed in the "Overview" tab.

Connected Subnets Overview

B?
Overview | Configuration
Interface: yviapt *
Select Interface TIA Interface Interface Mame MAC Address IP Address Subnet Mask Address Type IP Assgn. Method Addres_.s Callision
Detection Status
vlani Ves vlani 00-1b-1h-bB-32-79 192168.100.1 255.255.255.0 Frimary Static Mot supported
|| ylan? - wlanz 00-1b-1h-bB-32-Th 192.168.50.1 28526626850 Frimary Static Mat supparted
loopbackl - loophackd 00-00-00-00-00-00 127.0.0.1 255.0.0.0 Primary Static Mat suppaorted
3 entries.

SCALANCE S615 Getting Started
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Connecting SCALANCE S615 fo the WAN

1.8 Creating IP subnet

24
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OpenVPN tunnel between SCALANCE S615 and 2

SINEMA RC Server

2.1 Procedure in principle

In this sample configuration two distributed stations are connected using a SCALANCE
S615. The devices communicate via the SINEMA RC Server located in the master station.

A KEY-PLUG SINEMA Remote Connect is required for each SCALANCE S615 device. The
KEY-PLUG enables the connection from SCALANCE S615 to SINEMA RC.

To do this, the devices need to logon to the SINEMA RC Server. The VPN tunnel between
the device and the SINEMA RC Server is established only after successful authentication.
Depending on the configured communication relations and the security settings, the SINEMA
RC server connects the individual VPN tunnels.

Structure

Master station

internal network 3 - LAN3

PC3

Router E

external network

WAN WAN

Router

Station 1

internal network 1
LANA1

PC1

O VPN tunnel
B Industrial Ethernet

SCALANCE S615 Getting Started
Getting Started, 03/2015, C79000-G8900-C390-01

SINEMA RC Server

Station 2

internal network 2
LAN2
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OpenVPN tunnel between SCALANCE S615 and SINEMA RC Server

2.1 Procedure in principle

Master station - connection to SINEMA RC Server

® |n the test setup in the internal network, a network node is implemented by a PC
connected to the LAN port of the SINEMA RC Server.

— PC: represents a participant in internal network 3
— SINEMA RC Server
® Connection to the external network via a router

Access to the external network is via a router connected to the WAN port of the SINEMA
RC Server.

Station 1/ 2 - Connection to SCALANCE S615

® |n the test setup in the internal network, a network node is implemented by a PC
connected to the Ethernet interface P1 of the S615.

— PC: represents a participant in internal network 1/2
— S615: SCALANCE S module for protection of the internal network 1/2
® (Connection to the external network via a router

Access to the external network is via a router connected to the Ethernet interface P5 of
the S615.

Required devices/components
Use the following components for setup:
® 2 x S615 (additional option: a suitably installed standard rail with fittings)
e 2 x KEY-PLUG SINEMA RC
® 2 x 24V power supply with cable connector and terminal block plug
® 2 x PC each connected to a SCALANCE S615.
e 1 x PC on which the SINEMA RC Server is installed.
e 1 x PC that is connected to the SINEMA RC Server.
e 3 xrouter

® The required network cable, TP cable (twisted pair) complying with the IE FC RJ-45
standard for Industrial Ethernet

SCALANCE S615 Getting Started
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OpenVPN tunnel between SCALANCE S615 and SINEMA RC Server

Settings used

2.1 Procedure in principle

For the configuration example, the devices are given the following IP address settings:

Name Interface IP address
Station -1 S615-1 LAN port P1 | 192.168.100.1
LAN1 (vlan1) 255.255.255.0
WAN port P5 | 192.168.50.1
(vlan2) 255.255.255.0
Default gateway is the LAN IP address of the router
192.168.50.2
PC1 LAN port 192.168.100.20
255.255.255.0
Router1 LAN port 192.168.50.2
255.255.255.0
Station-2 S615-2 LAN port P1 | 192.168.10.1
LAN2 (vlan1) 255.255.255.0
WAN port P5 | 192.168.40.1
(vlan2) 255.255.255.0
Default gateway is the LAN IP address of the router
192.168.40.2
PC2 Ethernet 192.168.10.20
(LAN 2) 255.255.255.0
Router 2 LAN port 192.168.40.2
255.255.255.0
Master station | SINEMA RC WAN port 192.168.20.250
LAN3 Server 255.255.255.0
The WAN IP address via which the SINEMA RC
Server can be reached is the WAN IP address of
the router in this example.
192.168.184.20
Default gateway is the LAN IP address of the router
192.168.20.2
PC3 Ethernet 192.168.20.20
(LAN3) 255.255.255.0
Router 3 LAN port 192.168.20.2
255.255.255.0
WAN port 192.168.184.20
Note

The IP settings used in the configuration example were freely chosen.

In a real network, you would need to adapt these IP settings to avoid possible address

conflicts.

SCALANCE S615 Getting Started
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2.1 Procedure in principle

Requirement
SINEMA RC Server

o The SINEMA RC server is connected to the WAN. You will find the configuration steps in
the Getting Started "SINEMA Remote Connect".

SCALANCE S615

® The S615 is connected to the WAN , refer to "Connecting SCALANCE S615 to the WAN
(Page 9)".

The steps in configuration are the same for all devices, the only difference being the
settings, see table "Settings used (Page 25)".

® The S615 can be reached via PC1 or PC2 and you are logged in to the WBM as "admin".
e Avalid KEY-PLUG SINEMA Remote Connect is inserted in the SCALANCE S.

Steps in configuration
Configuring access to SINEMA RC server
To allow a VPN connection to the SINEMA RC server, a route must be created on the S615:
1. Configuring a route (Page 29)

For the PC to be able to access the WBM of the SINEMA RC server via S615 as well, the
following steps are necessary on the S615:

1. Activate Basic NAT (Page 30)
2. Allow access (Page 31)
Configure a remote connection on the SINEMA RC server
1. Creating participant groups (Page 32)
2. Create devices (Page 34)
3. Configure communication relations (Page 36)
Configure a remote connection on the S615
e Secure OpenVPN connection with fingerprint (Page 38)
e Secure OpenVPN connection with CA certificate

— Loading a certificate (Page 41)

— Configure an OpenVPN connection to the SINEMA RC server (Page 42)

SCALANCE S615 Getting Started
28 Getting Started, 03/2015, C79000-G8900-C390-01



OpenVPN tunnel between SCALANCE S615 and SINEMA RC Server
2.2 Configuring access to the SINEMA RC Serve

2.2 Configuring access to the SINEMA RC Serve

2.2.1 Configuring a route

The stations and master station are in different IP subnets. So that the stations can
communicate with the master station, the appropriate default route is created on the S615.

Procedure
1. In the address box of the Web browser, enter the LAN IP address of the S615, see table
"Settings used (Page 9)".
2. Log in as the "admin" user and the corresponding password.
3. Click "Layer 3" > "Routes" in the navigation area.
4. Configure the route to the router with the following settings:
Destination Network 0.0.0.0 (all IP addresses)
Subnetmask 0.0.0.0
Gateway LAN IP address of the router according to the
table "Settings used (Page 9)"
Metric -1
5. When you have entered the values, click "Create".
6. To update the display, click "Refresh".
Result

The route is created.

Routes

Drestination Metwork
Subnet Mask
Gateway
Metric: -1
Select  Destination Network Subnet MaskiPrefix Gateway Interface Metric Status
0000 0.0.0.0 192.168.50.2 vlan2 notused active

1 entry.
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2.2 Configuring access to the SINEMA RC Serve

222 Activating IP masquerading

IP masquerading is used so that the internal IP addresses are not forwarded to external. In
addition to this, no further routing settings are necessary on the router.

Procedure
1. Click on "Layer 3" > "NAT" in the navigation area and on the "Masquerading" tab in the
content area.
2. Select "Enable Masquerading" for vian2.
3. Click "Set Values"
Result

Masquerading is activated on the WAN port vlan2. When a packet is sent via this interface,
the source address is translated to the IP address assigned to vlan2.
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2.2.3 Allow access

So that the PC can access the SINEMA RC Server, access from vlan1 to vlan2 is enabled
on the device.

Procedure
1. Click on "Security" > "Firewall" in the navigation area and on the "IP Rules" tab in the
content area.
2. Click "Create". A new entry is created in the table.
3. Configure the firewall rule with the following settings:
Action Accept
From vlan1 (internal)
To vlan2 (external)
Source (Range) 0.0.0.0 (all IP addresses)
Destination (Range) 0.0.0.0 (all IP addresses)
Service all
As default, the service is always available
4. Click "Set Values".
Result

Due to this firewall rule, all services between vlan1 and vlan2 are possible without
restrictions, e.g. HTTPS

Internet Protocol {IP) Rules

General Predefined IPv4 | IP Senvices | ICMP Services | IP Protocols | IP Rules

IP ersion: | |pya »

Select Protocol Action From To Source (Range) Destination (Range) Service Log Precedence
1P Accept ¥ |[vlant ¥ || vlan2 ¥ | nnnnin 0.0.0.0i0 all ¥ lnone  ¥I|0

1 entry.

[Create][Delete][Set values | [Refresh|
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2.3 Configure a remote connection on the SINEMA RC Server

2.3 Configure a remote connection on the SINEMA RC Server

2.3.1 Creating node groups

Users and devices can be put together in participant groups. You can also specify whether
the communication between the participants of an individual group is permitted or forbidden.

For this sample configuration, the following groups are created.

Requirement

Station -1
Station-2

Service

The SINEMA RC Server is connected to the WAN.

. In the address box of the Web browser, enter the WAN IP address of the SINEMA RC

Server "https://[<WAN IP address>", see table "Settings used (Page 25)".
Log in as the "admin" user and with the corresponding password.

In the navigation area, click "Remote connections" > "Participant groups". The participant
groups that have already been created are listed in the content area.

4. Click "Create". The page "New participant group" is opened.

5. Enter "Station 1" for group name and click "Exit".

Procedure
1
2.
3.
6.
32

Repeat steps 1 - 3 for the groups "Station-2" and "Service"
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Result

2.3 Configure a remote connection on the SINEMA RC Server

The participant groups have been created.

Participant Groups

i Mo Filter active

Exact match

Group Name

SErVICE
Station-1
Station-2

Create Delete

SCALANCE S615 Getting Started
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Members may
Communicate

no
na

YES

Apply Filter

Number of
Users

o o =

Shiow All

Number of
Devices

1]

1
1

Actions

0=
oz =
0=
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2.3 Configure a remote connection on the SINEMA RC Server

2.3.2 Create devices

Procedure

. In the navigation area, click "Remote connections" > "Devices". The devices that have

already been created are listed in the content area.

Click "Create" button to create a new device.

3. Enter the device name for the device e.g. "S615-1" for station 1 and "S615-2" for station

2.

Click "Continue".

5. Enable the option "Connect local subnet”

Configure the devices with the following settings:

Local LAN IP address IP address for vlan1 according to the table "Settings used".
Network mask 255.255.255.0

7. Click "Continue". The "Group memberships" tab is displayed.

9.

Enable the appropriate group.
For the "S615-1" device, the group "Station 1"
For the "S615-2" device, the group "Station 2"

Click "Continue". The "Password" tab is displayed.

10.Specify the password for access e.g. An:t_010 for S615-1 and An:t_020 for S615-2.

The password must be made up of uppercase and lowercase letters, numbers and
special characters.

11.Click "Exit".

Result

The devices are listed with the devices that have already been created.

34

Device password
Device ID

Fingerprint
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2.3 Configure a remote connection on the SINEMA RC Server

You will find the device ID and the fingerprint in the device information. Click on the @
symbol to open the device information.

Devices / S615-1

Device Details

Device Information:
Device ID:
Fingerprint;

Device Name:

Local LAN 1P Address:

wirtual Local LAN 1P Address:

Type:

wendor:

Location:
Connection Type:
Comment:

Eroups:

SCALANCE S615 Getting Started

Network Settings

Group Memberships

2

Change Password

Device Summary

60075 25:06:46:5C:86: 5AD6:A4:A4: 08 3E: 45 28:ES: 7 7. AD D4 FF

56158-1

Local Subnet Network GUW

192.168.10.1/24 TES

Virtual Local LAN Lacal Subnet

‘irtual local LAN device specific

Virtual Local LAN Destination IP

Station 1

FPermanent

Station-1

Getting Started, 03/2015, C79000-G8900-C390-01

Network G

Network GW

35



OpenVPN tunnel between SCALANCE S615 and SINEMA RC Server

2.3 Configure a remote connection on the SINEMA RC Server

233 Configure communications relations

So that participant groups can communicate with each other, communication relations are
necessary. A communication relation can be created for every direction.

For this sample configuration, the following communication relations are created:

from group to the destination group
Service Station -1

Station-2
Station -1 Station-2

In this configuration example, communication is only from the group "Station 1" to the group
"Station 2". In the opposite direction, no communication is possible. For the communication
from the group "Station 2" to the group "Station 1" another communication relation is
necessary.

The group "Service" can also communicate with the groups "Station 1" and "Station 2" but
not the other way round.

Procedure
1. In the navigation area, click "Remote connections" > "Participant groups". The participant
groups that have already been created are listed in the content area.
2. For "Station 1", click the symbol = in the "Actions" column. The page "Destination group"
is opened.
3. Enable "Station 2" and click on "Save".
4. Click "Exit dialog".
5. For "Service", click the symbol = in the "Actions" column. The page "Destination group"
is opened.
6. Enable "Station 1" and "Station 2". Click "Save".
7. Click "Exit dialog".
Result

The communication relations have been created.
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2.3 Configure a remote connection on the SINEMA RC Server

Click "Remote connections" > "Communication relations" in the navigation area. The created
relations are listed in the content area.

Communication Relationships

i Mo Filter active

Search Filter: Source Group v Exact match Apply Filter
Showm All
Source Group +  Destination Groups Actions
Station- 1 Station-2 fe:it
Station-1
Station-2
Station-2 %

SCALANCE S615 Getting Started
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2.4 Configure a remote connection on the S615

24 Configure a remote connection on the S615

241 Secure OpenVPN connection with fingerprint

Requirement

® On PC1/2 there are two Web browser windows open.

e Web browser 1:
You are logged on to the WBM of the S615 as "admin".

o \Web browser 2:

You are logged on to the WBM of the SINEMA RC Server as user "service" or "admin".
e Avalid KEY-PLUG is inserted in the S615.

Procedure

1. Change to Web browser 1.

In the address box of the Web browser, enter the LAN IP address of the S615, see
table "Settings used (Page 25)".

Log in as the "admin" user and with the corresponding password.
Click "System" > "SINEMA RC" in the navigation area.

For "SINEMA RC Address", enter the WAN IP address of the SINEMA RC Server, see
table "Settings used (Page 25)".

2. Change to Web browser 2.

38

In the address box of the Web browser, enter the WAN IP address of the SINEMA RC
Server, see table "Settings used (Page 25)".

Log in as the "admin" user and the corresponding password.

In the navigation area, click "Remote connections" > "Devices".
Click on the symbol @ in "Actions" to open the device information.
Holding down the left mouse button, select the entry for device ID.

Right-click on the selection and in the shortcut menu, select the copy command.

SCALANCE S615 Getting Started
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2.4 Configure a remote connection on the S615

3. Change to Web browser 1.

Right click in the input box of "Device ID".
In the shortcut menu, select the menu command for inserting.

In "Device Password", enter the password you have configured for access, An:t_010
for S615-1 and An:t_020 for S615-2.

Enable "Auto Firewall / NAT Rules".
When enabled, the suitable NAT and firewall rules are created automatically.

For "Verification Type" select "Fingerprint".

4. Change to Web browser 2.

Holding down the left mouse button, select the entry for fingerprint.

Right-click on the selection and in the shortcut menu, select the copy command.

5. Change to Web browser 1.

Right click in the input box of "Fingerprint".
In the shortcut menu, select the menu command for inserting.
Select "Enable SINEMA RC" and click on "Set Values".

SINEMA Remote Connect (SINEMA RC)

[] Enahle SINEMA RC

SIMEMA RC Address: 192.165.134.20
SINEMA RC Port: 443

Device ID: &

Device Password: s

Auto Firewall/MNAT Rules
Use Proxy. none it

Verification Type: Fingerprint =]

Fingerprint. 87:38:54:8F AG.AD:FG:39.E0:8ACAD3:69:24:09.06.7AFB:F4:93
CA Certificate: - ~|

SetValues || Refresh
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2.4 Configure a remote connection on the S615

Result
The device establishes an OpenVPN tunnel to the SINEMA RC Server.
You can check in the WBM to see whether the connection was successful.
Web browser 1: In the navigation area, click "Information" > "SINEMA RC".
SINEMA Remote Connect (SINEMA RC) Information
Status: established
Eemote Address: 172.31.254.127
Tunnel Interface Address: 10.8.1.2
Connected Local Subnet(s): 192.168.1.1/24 franslated to 10.100.1.1/24
Connected Remote Subnet(s): 10.8.1.2/24
108.00/24
192 168.104.0/24
192 168.105.0/24
192 168.109.0/24
192.168.108.0/24
192 168.111.0/24
192 168.107.0/24
192 168.110.0/24
192 168.103.0/24
192.168.2.0/24
192 168.106.0/24
192 168.102.0/24
Fingerprint: 87:3B:54.8F AG:AD:F6:39:EQ:BA.CAD3:69:2A4:09:06:7A:FB:F4.93
Web browser 2: Click "Remote connections" > "Devices" in the navigation area.
Devices

i Mo Filter active

Search Filter: All v Exact match Apply Filter Show All
Device Name * VPN Address $ Remote Subnet 3 Yirtual Local LANS Status % Location % Connection Types Actions
56151 10.3.1.3 192.165.100.0/24 None @ online Station 1 PERMAMENT R N ||
5615-2 10.6.0.2 192.166.10.0/24 Mone & online Station 2 PERMANENT [ - R | |
Create Copy Delete
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2.4 Configure a remote connection on the S615

242 Secure OpenVPN connection with CA certificate

2421 Loading a certificate

Requirement

® The correct time is set on the S615 and the SINEMA RC Server.

® On PC1/2 there are two Web browser windows open.

e Web browser 1:
You are logged on to the WBM of the S615 as "admin".

e Web browser 2:
You are logged on to the WBM of the SINEMA RC Server as the user "admin".

Procedure

1. Change to Web browser 2.

In the address box of the Web browser, enter the WAN IP address of the SINEMA RC
Server, see table "Settings used (Page 25)".

Log in as the "admin" user and the corresponding password.
Click "Security" > "Certificates" in the navigation area.

Click on the & symbol in "Actions" to export the certificate.

2. Change to Web browser 1.

In the address box of the Web browser, enter the LAN IP address of the S615, see
table "Settings used (Page 25)".

Log in as the "admin" user and with the corresponding password.

Click on "System" > "Load & Save" in the navigation area and on the "HTTP" tab in the
content area.

Click the "Load" button next to "X509Cert". The dialog for loading a file is opened.
Navigate to the exported server certificate. Click the "Open" button in the dialog.

The file is now loaded on the device. After loading successfully, confirm the next
dialog with "OK".
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2.4 Configure a remote connection on the S615

Result

The certificates are loaded. With "Security" > "Certificates", you can display the certificates.
The loaded certificates must have the status "valid".

Certificates Overview

Overview | Certificates

Select  Type Filename State Subject DM Issuer DM Issue Date Expiry Date Used
CA 000001 SINEMA RC.crt

CA Cert

1 entry.

valid CN=CAO000001 SINEMARC  CH=CADDO001 SINEMARC  01/16/2015 11:20:30 011452025 11:20:30 -

24.22 Configure an OpenVPN connection to the SINEMA RC Server

Requirement

e Avalid KEY-PLUG is inserted in the S615.

Procedure

1. Change to Web browser 1.

Click "System" > "SINEMA RC" in the navigation area.
For "SINEMA RC Address", enter the WAN IP address of the SINEMA RC Server, see

table "Settings used (Page 25)".

2. Change to Web browser 2.

42

In the navigation area, click "Remote connections" > "Devices".
Click on the symbol @ in "Actions" to open the device information.
Holding down the left mouse button, select the entry for device ID.

Right-click on the selection and in the shortcut menu, select the copy command.
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2.4 Configure a remote connection on the S615

3. Change to Web browser 1.
— Right click in the input box of "Device ID".
— In the shortcut menu, select the menu command for inserting.

— In"Device Password", enter the password you have configured for access, An:t_010
for S615-1 and An:t_020 for S615-2.

— Enable "Auto Firewall / NAT Rules".
When enabled, the suitable NAT and firewall rules are created automatically.
In "Verification Type", select "CA Certificate".

— In"CA Certificate" select the server certificate. Only loaded certificates can be
selected.

SINEMA Remote Connect (SINEMA RC)

[] Enahle SINEMA RC
SINEMA RC Address: 192.163.184.20
SINEMA RC Port: 443
Device ID: 6
Device Password: sesssss

Auto Firewall/MAT Rules

Use Proxy. none P |

Verification Tvpe: CA Cedificate |
Fingerprint:
CA Certificate: CA_DDDDD‘I_SINEMA_RC.CH_:_}

SefValues || Refresh

— Select "Enable SINEMA RC" and click on "Set Values".

The device establishes an OpenVPN tunnel to the SINEMA RC Server.
You can check in the WBM to see whether the connection was successful.

Web browser 1: In the navigation area, click "Information" > "SINEMA RC".
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2.4 Configure a remote connection on the S615

SINEMA Remote Connect (SINEMA RC) Information

Connected Remote Subnet(s):

Devices

i Mo Filter active

Search Filter: Al

Device Name

5615-1
5615-2

Create

44

Eemote Address:
Tunnel Interface Address:
Connected Local Subnet(s):

established
172.31.254127
10812

192.168.1.1/24 translated to 10.100.1.1/24

10.81.2/24
10.8.0.0/24
192.168.104.0/24
192.168.105.0/24
192.168.109.0/24
192.168.108.0/24
192.168.111.0/24
192.168.107.0/24
192.168.110.0/24
192.168.103.0/24
192.168.2.0/24
192.168.106.0/24
192.168.102.0/24

Exact match

Delete

Mone
Mone

Remote Subnet 3 Yirtual Local LANs Status
192.168.100.0/24
192.166.10.0/24

& online
& online

Fingerprint. 87:38:54:8F AG.ADFE:39.E0:8ACAD3:69:24:09.06.7AFB:F4:93

Web browser 2: Click "Remote connections" > "Devices" in the navigation area.

Show All
% Location % Connection Types Actions
Station 1 PERMANENT [ 3~ L | |
Station 2 PERMAMENT (R R ||
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