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Legal information

Use of application examples

Application examples illustrate the solution of automation tasks through an interaction of several components in the form of
text, graphics and/or software modules. The application examples are a free service by Siemens AG and/or a subsidiary of
Siemens AG (“Siemens”). They are non-binding and make no claim to completeness or functionality regarding configuration and
equipment. The application examples merely offer help with typical tasks; they do not constitute customer-specific solutions. You
yourself are responsible for the proper and safe operation of the products in accordance with applicable regulations and must
also check the function of the respective application example and customize it for your system.

Siemens grants you the non-exclusive, non-sublicensable and non-transferable right to have the application examples used by
technically trained personnel. Any change to the application examples is your responsibility. Sharing the application examples
with third parties or copying the application examples or excerpts thereof is permitted only in combination with your own
products. The application examples are not required to undergo the customary tests and quality inspections of a chargeable
product; they may have functional and performance defects as well as errors. It is your responsibility to use them in such a
manner that any malfunctions that may occur do not result in property damage or injury to persons.

Disclaimer of liability

Siemens shall not assume any liability, for any legal reason whatsoever, including, without limitation, liability for the usability,
availability, completeness and freedom from defects of the application examples as well as for related information, configuration
and performance data and any damage caused thereby. This shall not apply in cases of mandatory liability, for example under
the German Product Liability Act, or in cases of intent, gross negligence, or culpable loss of life, bodily injury or damage to
health, non-compliance with a guarantee, fraudulent non-disclosure of a defect, or culpable breach of material contractual
obligations. Claims for damages arising from a breach of material contractual obligations shall however be limited to the
foreseeable damage typical of the type of agreement, unless liability arises from intent or gross negligence or is based on loss of
life, bodily injury or damage to health. The foregoing provisions do not imply any change in the burden of proof to your
detriment. You shall indemnify Siemens against existing or future claims of third parties in this connection except where Siemens
is mandatorily liable.

By using the application examples you acknowledge that Siemens cannot be held liable for any damage beyond the liability
provisions described.

Other information

Siemens reserves the right to make changes to the application examples at any time without notice. In case of discrepancies
between the suggestions in the application examples and other Siemens publications such as catalogs, the content of the other
documentation shall have precedence.

The Siemens terms of use (https://support.industry.siemens.com) shall also apply.

Security information
Siemens provides products and solutions with industrial security functions that support the secure operation of plants, systems,
machines and networks.

In order to protect plants, systems, machines and networks against cyber threats, it is necessary to implement — and
continuously maintain — a holistic, state-of-the-art industrial security concept. Siemens’ products and solutions constitute one
element of such a concept.

Customers are responsible for preventing unauthorized access to their plants, systems, machines and networks. Such systems,
machines and components should only be connected to an enterprise network or the internet if and to the extent such a
connection is necessary and only when appropriate security measures (e.g. firewalls and/or network segmentation) are in place.

For additional information on industrial security measures that may be implemented, please visit
https://www.siemens.com/industrialsecurity.

Siemens’ products and solutions undergo continuous development to make them more secure. Siemens strongly recommends
that product updates are applied as soon as they are available and that the latest product versions are used. Use of product
versions that are no longer supported, and failure to apply the latest updates may increase customer’s exposure to cyber threats.

To stay informed about product updates, subscribe to the Siemens Industrial Security RSS Feed under
https://www.siemens.com/cert.
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Introduction

‘1. Introduction

1.1. Overview

The rising level of automation of industrial plants, with the focus set on enhancing productivity and quality, also increases
dependence on the availability of automation systems. The failure of an automation system (e. g., due to the failure of a
CPU) or the network connection (e. g., due to cable breakage) can result in high costs due to downtime and the loss of
production.

To counteract this, it is very important to implement a redundancy procedure that guarantees system availability even in
the event of an error. There are a variety of redundancy options with different solution and implementation approaches.
The application essentially determine which mechanism is used is.

If Ethernet is used in automation, special protocols and associated hardware must ensure availability. Time- and safety-
critical applications in systems (e. g., in power distribution, power plant and ship automation, tunnel construction) do not
tolerate downtime. In these cases, implementation of seamless redundancy without switchover times is the highest
priority.

Supervision level

Redundant coupling

Fail-safe, industrial system
network

Redundant coupling Redundant coupling

Production cell A Production cell B
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Introduction

To ensure full network functionality despite component or link failure, an automation system is equipped and configured
with a redundancy procedure. The redundancy procedure prevents a single error from bringing the system to a standstill
and ensures that communication is still guaranteed.

In all redundantly designed systems, monitoring is extremely important. A failure means a loss of redundancy which must
be detected, located, and repaired before a second failure happens. For this reason, various diagnostic options must be

implemented in the automation system.

In this application example, we describe how to set up a system network redundantly to enable seamless redundancy and

meet the following requirements:

¢ In the event of a component or network connection failure, data transmission continues without interruption.
¢ In the event of a fault, the application continues to operate unaffected.

e The network is not hindered or overloaded by duplicate frames or looping.
e Transparency, compatibility, and investment security are guaranteed by utilizing standardized protocols.
¢ In the event of a fault, the cause of the error can be quickly detected and localized.

In the application example, we show possible reactions from the redundancy devices to the detection of a network fault.

e Errorindication via LEDs for hardware components

e Statistics display in the Web Based Management (WBM) of the components
e Visualization through redundancy status display for software components

e Network information via the Simple Network Management Protocol (SNMP)

1.2.

Components Used

This application example was created with the following hardware and software components:

Components Quantity  Article number Note

PRP und HSR

PS 407 4A 1 6ES7407-0DA02-0AA

CPU 416-3 DP 1 6ES7416-3XR05-0AB0O S7-400 CPU as of firmware V5.3.2

CP 443-1 RNA 1 6GK7443-1RX00-0XEQ . Firmware V1.4.1
e Asof SIMATIC STEP7 V5.5 SP3,

the module is integrated in
STEP7.

The module cannot be configured in the
TIA Portal.

CPU 1513-1 PN 1 6ES7513-1ALO1-0ABO Firmware V2.8

STEP 7 V5.6 SP2 1 6ES7810-4C.11-..

TIA Portal V19 1 e DVD: 6ES7822-1AA23-0YA5

e Download: 6ES7822-1AE23-0YA5
e Upgrade: 6ES7822-1AA23-0YE5

PRP

SCALANCE XC332 2 6GK5332-0GA00-2AC2 Firmware V1.2.2
Alternatively, switches from the
SCALANCE XC300, XR300, XC400 and
XR500 model series can also be used.

SCALANCE XB208 2 6GK5208-0BA00-2AB2 Firmware V4.2

SOFTNET IE-RNA V19 DL 1

6GK1711-1EW23-0AKO0

Gigabit Ethernet network adapters can
be used to connect PCs to a PRP
network.

It is necessary that the Gigabit Ethernet
network adapters support long Ethernet
frames (jumbo frames).

HSR

SCALANCE XC332 4

6GK5332-0GA00-2AC2

The listed components can be purchased (e. g., via the Siemens Industry Mall).
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Introduction

1.3. RNA (Redundant Network Access)

The RNA concept is used to implement the requirements.

At Siemens Industry, RNA stands for the implementation of redundancy solutions in hardware and software. RNA includes
the following redundancy procedures, which are standardized in IEC 62439-3:

e PRP: Parallel Redundancy Protocol
e HSR: High-availability Seamless Redundancy Protocol

The PRP and HSR redundancy procedures are protocols for compensating for line and module failures in the network.

The great advantage of PRP and HSR is the uninterrupted switching, which avoids any switching time in the event of an
error and thereby offers the highest possible availability.

The basis for this is the double transmission of the frames in two directions.

The receiver, therefore, receives two identical frames in error-free operation. The redundancy protocol ensures that it only
uses the first frame and discards the second.

If only one frame is received, the receiver knows that a failure has occurred on the other connection and reacts
accordingly.

Detailed information on PRP and HSR can be found in Section 5.1.
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Installation Options

‘ 2. Installation Options
2.1. RNA with PRP

PC with SOFTNET-IE RNA

Control center

Redundant LAN A

industrial
system LAN B
network
JE % SCALANCE SCALANGE
S - | XC332 oI5 B BB | xcasp
8 5 i
O 8] |Od] |O Al Bl Bl B
ol ol @l . E HA AR
s o [
S o |
< — m O
Ka) 3 =
o o A 3
s c ) c
2 r1 O S7-400 with S
s 7 S CP443-1RNA =
5
= RR 3 3
¢ L1 g g
S7-1500

In the PRP redundancy procedure, a redundant network (RNA) consisting of two separate network topologies is set up.

In this application example, the following devices, which have two RNA interfaces, are connected to two independent
networks (LAN A and LAN B):

e SIMATIC NET SOFTNET-IE RNA
e CP443-1RNA
e SCALANCE XC332

It is possible to connect end devices or production cells that do not support the redundancy procedure (e. g., S7 CPUs) to
a SCALANCE XC332.

The redundant, parallel network structure is based on the PRP mechanism standardized in IEC 62439-3.

Detailed information about PRP can be found in the Section 5.1.1.

Advantages and customer benefits

e Very high system availability due to parallel data transmission via separate network structures

e (Canalso be used in time-critical applications due to seamless switching

e High flexibility in network construction, as the network topology can be structured as line, tree, star, or ring
e Integration into network management systems possible

e Fast commissioning without mandatory configuration
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2.2. RNA with HSR

o)
> PC S7-400
c SCALANCE m
ie] XC332 = =
2 = % T ) O o H
: . HHE : Al
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E HEEE 5
- 8
f — [a
Redundant industrial
system network
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&) ! (S} al o u|

3 S ﬁ

o SCALANCE © SCALANCE

o XC332 O XC332

S7-1500

In the HSR redundancy procedure, a redundant communication structure is set up in the form of a ring topology.

In this application example, the following components are redundancy devices and have two RNA interfaces to connect
network segments to the ring structure:

e SCALANCE XC332

The redundant ring structure is based on the HSR mechanism standardized in IEC 62439-3.

Detailed information about HSR can be found in Section 5.1.2.

Advantages and customer benefits

e Very high system availability thanks to parallel data transmission in a ring topology
e Can also be used in time-critical applications due to seamless switching

e Integration into network management systems possible

e Fast commissioning without mandatory configuration
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2.3. Configuration modes

The SCALANCE models with PRP or HSR functionality are used to connect end devices or network segments without PRP or
HSR capability to a PRR network setup or HSR ring.

It is also possible to use the corresponding SCALANCE switches of the XC300, XR300, XC400 and XR500 series in an HSR
ring as a coupling link between a PRP network and the HSR ring.

The different modes are set in the WBM of the SCALANCE XC332. You can reach the WBM via https://{IP address}.
The following modes can be set:

e PRP mode

e HSR mode

e HSR-HSR mode

e Redundant HSR PRP coupling, LAN A
e Redundant HSR PRP coupling, LAN B

SIEMENS
Germany/Redundancy-HSR-PRP

weicome sdmin | | jnk Redundancy (LRE) Configuration

Changes will be saved automatically in 17 seconds.Press "Write Startup Config’ to save immediately

Logout
¥ Information
» System Interface: | |re2 w
=3
wLayer 2
_ PorfLan A: | -

r Configuration PRP

» QoS F'oﬁlLan B:

-| HSR-HSR
rRate Control PO FE | LE HESR-PRPA
FVLAN detID| 4sR-PRPE
¥ Private VLAN Peer: -~
rProvider Bridge TX Mode: | Disabled
¥ Mirroring R Mode: | Disabled v
» Dymamic MAC VLAN Mode:  Huhr

Aging ode. Hybrid w
» Ring FDE Sync: | Disabled »
Redundancy LRE Red-Box:
+Spanning Tree OperState; Inactive [
rLoop Detection
v Link [Set Values| [Refresh
Agaregation
rLink
Redundancy
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PRP

In the PRP redundancy method, a redundant network (RNA) consisting of two separate network topologies of the PRP
redundancy network is connected to end devices or network segments that are not PRP-capable.

PC with
SOFTNET-IE RNA

S7-1500

SCALANCE m =
XC332 ——

PRP network

SCALANCE
XC332

©

——fEooEE

HSR

The HSR ring is connected to end devices or network segments that are not HSR-capable.

I Configuration computer
S7-1500 i
|‘|
C1 I 1
u
I__I 4 4 =g 1 I | |
|| SCALANCE
332
SCALANCE
o] XC332 o_|
[
S7-400 with
CP 443-1 RNA
HSR ring ol [0
® .
T

mi(E
E IHHEH
SCALANCE SCALANCE
XC332 XC332

@ HSR mode
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HSR-HSR coupling
The SCALANCE XC332 switch offers the possibility to have two HSR rings communicate with each other.

SCALANCE
XC332

HSR ring

SCALANCE
XC332

HSR ring

SCALANCE

XC332
57-1500 (I ] -

@ HSR-HSR coupling

Entry ID: 78790945 | V3.0 | 08/2024 © Siemens 2024 | 12



Installation Options

Redundant HSR PRP coupling, LAN A

Use this mode for redundant coupling of the HSR ring and PRP mesh. HSR-PRPA is connected to LAN A of a PRP network.
HSR-PRPB is open and may not be used.

Redundant HSR PRP coupling, LAN B

Use this mode for redundant coupling of the HSR ring and PRP mesh. HSR-PRPB is connected to LAN B of a PRP network.
HSR-PRPA is open and may not be used.

)
PC with
= SOFTNET-IE RNA
L
1
L _| =
sis0 2 =
) PRP network —
SCALANCE
XB208
LAN A
SCALANCE| SCALANCE |
XC332| XC332
HSR ring
P I P ] P ]
SCALANCE|, 'ﬂ SCALANCEL, 5 l%% SCALANCE
Xc33lh o o 2 " = | A ElE XC332
A LR
ol b 0
s7-1500 [ - S7-400 PC
s o [
[l D)
S o r—7—
LuJ = 1 I i |

@ Redundant HSR PRP coupling, LAN A
@ Redundant HSR PRP coupling, LAN B

Detailed information about HSR-PRP coupling can be found in Section 5.1.3 and in the device manual for SCALANCE
XC332 (see Section 6.2).
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2.4. SIMATIC NET Product Portfolio for
RNA

Overview

SIMATIC NET offers the following components in its product portfolio, which are ideally suited for use in time- and safety-
critical applications due to their support of the PRP and HSR protocols:

e SCALANCE XC300, XR300, XC400 and XR500 series

e (P443-1RNA

e PCstation with SOFTNET-IE RNA

e RUGGEDCOM RSG907R

e RUGGEDCOM RSG909R

o RUGGEDCOM RST2228

e PRP-capable protection devices SIPROTEC (EN100 module with LC connections and application status as of V4.1x)
Detailed information can be found via the following link: http://www.siprotec.com

Detailed information on the modules can be found in the corresponding device manuals (see Section

NOTE 62).

SCALANCE XC300 Serie

SIEMENS

The SCALANCE XC300 series (here the SCALANCE XC332 switch) has several ports that are available for PRP or HSR
functionality. Up to two different redundancy networks can be created, which can be used in a different mode (see
chapter 2.3) can be used in parallel.

Two free ports are required for configuration per PRP or HSR redundancy network.

Entry ID: 78790945 | V3.0 | 08/2024 © Siemens 2024 | 14
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CP 443-1 RNA

The CP 443-1 RNA has the following interfaces:

e Ethernetinterface:
A standard Ethernet port as an alternative to the PRP ports (e.g., for connecting a PG, a PC, or a superordinate
company network)

e RNA interface:
Two independent PRP ports for connection to LAN A and LAN B, operable as follows:

- PRP operation with both ports as redundancy solution
- Port 1 as the only used port of the RNA interface (port 2 is disabled)

The Ethernet interface or the RNA interface can only be activated alternatively. Parallel use of both

NOTE interfaces is not possible.

The setting of the active interface happens in the properties of the CP (see Section 3.2.3).
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The following figure shows the connection variants of the CP 443-1 RNA:

=]

==
FTE
=]

® ©) ®

LAN A
Industrial Ethernet Industrial Ethernet Industrial Ethernet
LAN B
No. Description
1 Connection to port X1P1 of the Ethernet interface (ISO transport)

Connection of the RNA interface to a PRP network

Connection to port X2P1 of the RNA interface (ISO transport/ISO-on-TCP/TCP)

The CP 443-1 RNA enables the data request at the RNA interface via SNMP in version V1. It provides the contents of
certain MIB objects according to Standard MIB-II (RFC 1213), PRP MIB IEC62439 (IEC-62439-3-MIB), and Automation MIB.

If SNMP is needed (e. g., for diagnostic purposes), it is necessary to activate this in the properties of the CP (see Section
3.2.3).

In order to use the CP443-1 RNA as a terminal device with PRP function, which has one connection to each of the two
independent networks (LAN A or LAN B), it is necessary to enable the PRP function in the properties of the RNA interface
(see Section 3.2.3).
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SOFTNET-IE RNA

SIEMENS

_Certificate of License

&

SIMATIC NET
SOFTWARE

Using the software "SOFTNET-IE RNA", two real Ethernet network adapters of the PC can be configured into one virtual
RNA adapter. If an application uses a virtual RNA adapter, then the Ethernet communication takes place simultaneously
via these two real Ethernet network adapters. Ethernet communication takes place based on PRP mechanisms.

The "SOFTNET-IE RNA" software requires the following points for operation in PRP networks:

e Two Gigabit Ethernet network adapters in the PC
e Administrator rights for the installation
e Exactly one software license per PC and product
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RUGGEDCOM RSG907R

SIEMENS RUGGEDCOM
3 POWER A RSGOO7R

ONSOLE
AB

5
COUPLER

The RUGGEDCOM RSG907R is a fully managed Ethernet switch with integrated HSR/PRP RedBox.
The RUGGEDCOM RSG907R has the following interfaces:

Port Type Description

Aand B SFP transceiver These ports allow the device to be connected to a PRP network or
to an HSRring.

1to4 Ethernet ports in fiber-optic technology These ports allow access to the local area network (LAN).

5 SFP transceiver The coupler port is used for the following purposes:

e Connect a RUGGEDCOM RSG909R or RUGGEDCOM
RSG907R to connect two HSR rings

e Connecting regular Ethernet end devices to HSR or PRP
networks

e Connecting an HSR ring to a PRP network and vice versa

e Connect the HSR ring to a Rapid Spanning Tree Protocol
(RSTP) network
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RUGGEDCOM RSG909R

SIEMENS RUGGEDCOM
A RSGOO9R

S COUPLER

The RUGGEDCOM RSG909R is a fully managed Ethernet switch with integrated HSR/PRP RedBox.
The RUGGEDCOM RSG909R has the following interfaces:

Port Type Description

Aand B SFP transceiver These ports allow the device to be connected to a PRP network or
to an HSRring.

1to6 Ethernet ports in copper technology These ports allow access to the local area network (LAN).

7 SFP transceiver The coupler port is used for the following purposes:

e Connecta RUGGEDCOM RSG909R or RUGGEDCOM
RSG907R to connect two HSR rings

e Connecting regular Ethernet end devices to HSR or PRP
networks

e Connecting an HSR ring to a PRP network and vice versa

e Connect the HSR ring to a Rapid Spanning Tree Protocol
(RSTP) network
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RUGGEDCOM RST2228

The RUGGEDCOM RST2228 is a compact Fully Managed Ethernet Switch. The highly modular RUGGEDCOM RST2228
switch supports up to 28 interfaces.

The RUGGEDCOM RST2228 has the following interfaces:

Port Type Description
0 SFP/SFP+ transceiver Port 0 has four sockets for smaller pluggable transceivers (SFP)
1t06 Field replaceable modules There are numerous modules available, each equipped with ports

of a specific type:
e Ethernetin copper technology
e Ethernetin fiber-optics and SFP

The RUGGEDCOM RMM2972-2RNA module is used to connect the
device to a PRP network or to an HSR ring. It is equipped with 2
SFP sockets.
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2.5. Diagnostics Options

To receive indications of errors in the redundancy network, the SIMATIC NET components offer different possibilities.

2.5.1. Overview

SCALANCE XC332
The SCALANCE XC332 offers the following diagnostic options:

e LED displays
Detailed information on the LED indicators can be found in the device manual (see Section 6.2).
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e Statistics display

In the WBM, you can find the Statistics display under "Information > Redundancy > Link Redundancy".

SIEMENS
Presales/INF-AEC-Cabinet-White-XC332

wecome =dmin  Link Redundancy: Interface Statistics

Logout
Spanning Treel Ring Redundﬂncyl Standby | MRP Interconnectionf Link Redundancy
Information

rStart Page HEEaR
U TS Interface s Tx Count A Tx Count B Tx Count C
F &M Ire1 Reset counters | 0 0 7610
»ARP/ 4

Neighbors
+Log Table
) Eauts
r Redundancy
» Ethemet

Statistics

Detailed information on the Statistics display can be found in Section 2.5.2 and in the device manual (see Section 6.2).
e Troubleshooting via the WBM
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e Notification when an error occurs:

- Email (SMTP)
- SNMP-Traps
- Syslog

e SNMP V1, V2, V3 (including PRP-MIB IEC62439 (IEC-62439-3-MIB))

CP 443-1 RNA
The CP 443-1 RNA offers the following diagnostic options:

e LED displays
Detailed information on the LED indicators can be found in the device manual (see Section 6.2).

CP443-1 RHA

MAINT

RUH
ITop

e Statistics display
In the WBM, you can find the Statistics display under "RNA configuration” in the "PRP statistics" tab.

RNA configuration

PR configuraion PR staistics [

SIMATIC
STCP

Received data packets:
Port number: X2 P1 (LAN A}  Port number: X2 P2 (LAN B)

Frame with right LAN ID: 155495 155482
Frame with wrong LAN I1D: 0 0
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e Detailed information on the Statistics display can be found in Section 2.5.2 and in the device manual (see Section 6.2).
e Diagnostics with STEP 7

e Diagnosis of the communication with the NCM S7 diagnostics

e Diagnosis via WBM

e SNMP (including PRP-MIB IEC62439 (IEC-62439-3-MIB))

e |P double address detection

SOFTNET-IE RNA

The SOFTNET-IE RNA software offers the following diagnostic options:
e SNMP (including PRP-MIB IEC62439 (IEC-62439-3-MIB))

e "SOFTNET-IE RNA diagnostic" is used for the following tasks:

- System setup

- Monitoring system for indications of errors in the redundant network

In the Node table of the "SOFTNET-IE RNA diagnostic", it is possible to monitor the PRP communication of all

devices in the PRP network.

¥l Siemens SIMATIC NET SOFTNET-IE RNA diagnostic —OX

- .
£ B 2 7 i
Overview Adapter 1 Refresh Help Info
Statistics | Node table| Settings
Nn.l MAC address ‘ Type |Dﬁltel|Seqnn. ‘SFseq.lm. RX frames| TX frames lasllrame‘ lastSF‘ered.frames e red.frameisxSFl Wrong LAN \;
1 00:1b:1b:36:75:6e DAN P 1/ 2873 2785 96 0 89 89 96 96 ]
96 0 89 89 96 96 ]
2 00:1b:1b:36:75:78 REDBOX P 1 48223 2785 96 0 10 10 96 96 0
96 0 10 10 96 96 0
3 00:1b:1b:77:95:06  DAN P 1 9503 3664 83 0 2510 2510 83 83 0|
95 0 110 110 95 95 ]
4 20:87:56:04:23:2b SAN 0 0 0 (1] 0 0 0 0
7 0 507 0 0 0
5 20:87:56:04:23:31 SAN 0 ] 0 ] 0 0 0 ]
39 0 a5 0 0 ]
6 20:87:56:1:55:2b SAN 0 0 0 38 0 420 0 0 0
Number of nodes: "
Maximum number of nodes: 1024 Export

- Check redundant communication and network connections

The link and redundancy status are displayed in the "SOFTNET-IE RNA diagnostic" overview. With the help of the

link and redundancy status, you can detect a redundancy or connection error.
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%W Siemens SIMATIC NET SOFTNET-IE RNA diagnostic —=0OX
= B o 7 i
Overview Adapter 1 Refresh Help Info
Adapter name Network name Link status Redundancy status

LAN A LAN B

SOFTNET-E RNA Ethernet 2 @ & 2

- Evaluate the Statistics display
Important diagnostics are displayed in the statistics tab in the SOFTNET-IE RNA diagnostics (e. g., number of
received and sent frames). The meters are broken down by LAN A and LAN B.

%W Siemens SIMATIC NET SOFTNET-IE RNA diagnostic —OX
I} n L |
= B 2 ? i
Overview Adapter 1 Refresh Help Info
Statistics | Node tablel Settings
LAN A LAN B
Adapter name: Intel(R) Ethernet.. Intel(R) 1210 Giga..
Network name: [P1] Ethernet [P2] Ethernet
Link status: connected connected
Frames sent (Tx): 61 61
Frames received (Rx): 502 502
Bad frames: 0 0
Frames (Rx) on wrong LAN: 0 0
Generated supervision frames: 17
Reset

- Detailed information about the Statistics display can be found in Section 2.5.2.

NOTE Detailed information on "SOFTNET-IE RNA diagnostic" can be found in the manual (see Section 6.2).
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RUGGEDCOM
RUGGEDCOM RSG907R, RSG909R, and RST2228 offer the following diagnostic options:

e LED display
e Troubleshooting via RUGGEDCOM ROS

Detailed information on the diagnostic options for the RUGGEDCOM RSG907R, RSG909R, and RST2228

NOTE can be found in the FAQ 109780236 and in the device manuals (see Section 6.2).

2.5.2. Statistics display

The Statistics display in RNA-capable devices provide information about the number of frames in the PRP network or HSR
ring.

Devices with PRP Function

The SCALANCE switches of the XC300, XR300, XC400 and XR500 series perform the following measurements, among
others (detailed information can be found in the manual for the WBM \8\):

e Number of frames sent from port A/B/C

e Number of frames received from port A/B/C that were destined for another port

e Number of frames received from port A/B/C

e Number of bad frames per port

e Number of received frames per port generated by the device itself (HSR mode only)

NOTE Port C includes all ports to which end devices are connected. The Port C information listed in the table
is the total statistics collected across all interlink ports.

NOTE If all ports are networked correctly, the measurements that indicate an error will return the value zero
"0" in the statistics display.

Devices with PRP Function

The CP 443-1 RNA and SOFTNET-IE RNA perform the following measurements:
e Number of telegrams received (identifier "LAN A") at PRP port A (LAN A)
e Number of telegrams received (identifier "LAN B") at PRP port B (LAN B)

e Number of telegrams received (identifier "LAN A") at PRP port B (LAN B) (error)
e Number of telegrams received (identifier "LAN B") at PRP port A (LAN A) (error)

NOTE If all ports are networked correctly, the measurements that indicate an error will return the value zero
"0" in the statistics display.
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3. Engineering

3.1. Hardware Setup

RNA with PRP

The following figure shows the hardware setup of the application for RNA with PRP.

SCALANCE
XB208

PC with S7-400 with
SOFTNET-IE RNA CP443-1 RNA

SCALANCE
XC332

SCALANCE

XC332

EmEg Tﬂ I
E===s===
[

SEES SEEs|
E======s
E=sm==as

==k B

T
il

-

SCALANCE
XB208

\ |[|:E:||

—1—

S7-1500

Engineering PC

Connect all SIMATIC components each to a 24V power supply.

Engineering

Connect the defined PRP nodes (in this application example, these are ports P0.7 and P0.8) to the first SCALANCE XB208

via their LAN A port and to the second SCALANCE XB208 via their LAN B port.

Connect the S7-1500 to port P4 of the SCALANCE XC332 via the integrated CPU interface.

Connect the Engineering PC to port P3 of the SCALANCE XC332 via the Ethernet network adapter

Use Industrial Ethernet cables.
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NOTE

Engineering

Ensure that the PRP ports of the devices are correctly connected to LAN A or LAN B. A frame with the
identifier "LAN A" must also be received by the receiver at the "LAN A" port. A frame with identifier "LAN

B" must be received by the receiver at the "LAN B" port.

Set up the networks as symmetrically as possible. Differences in the number of frames received on the
LANs (see Statistics display of the XC332 and SOFTNET-IE RNA) make it easier to identify redundancy
errors in the network.

RNA with HSR

The following figure shows the hardware setup of the use for RNA with HSR.

S7-1500

S

T T
-\_|I_|:U:|

B o0
EEssELL
EEEsEs 5
EEEsEs 5
-

% SCALANCE
XC332

) n|'3‘

2=
E==

ENEE

Engineering PC

HSR ring

S7-400 with
CP 443-1 RNA

— ﬁ il % =
H EI IEI ]

0O

| % il
SCALANCE SCALANCE
XC332 XC332

Connect all SIMATIC components to a 24V power supply.

Connect all HSR nodes via their HSR ports (in this application example, these are ports P0.7 and P0.8) to form a ring

topology.

Connect the S7-1500 to port P1 of the SCALANCE XC332 via the integrated CPU interface.
Connect the CP 443-1 RNA via port X2P1 of the RNA interface to port 3 of the SCALANCE XC332.
Connect the Engineering PC to a free port of the SCALANCE XC332.

Use Industrial Ethernet cables.
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3.2.

Configurat

ion

Engineering

The application example provides a user program for the S7-400 CPU and the S7-1500 CPU for data exchange between
the controllers via an S7 connection. The S7-1500 transmits its time every 5 s to the S7-400 CPU. For the S7-1500 CPU,
there is a Watch table in the STEP 7 project where the data exchange can be observed. For the S7-400 CPU, there is a

Variable table in the STEP 7 project where the data exchange can be observed.

With this data exchange, it is possible to demonstrate the redundancy (see Section 4.1.2 and Section 4.2.2).

3.2.1.

e The SIMATIC components are reset to their factory settings.
e The following software components are installed on the Engineering PC:

Requirements

- STEP 7 V5.6 SP2 or higher
- TIA Portal V19 or higher

e The following software component is installed on the PC:

- SOFTNET-IE RNA V19 or higher

NOTE

3.2.2. Assigning IP Addresses

Instructions for resetting to factory settings can be found in the device manuals of the SIMATIC

components (see Section 6.2).

Overview for RNA with PRP

In this application example, the following IP addresses are assigned to the hardware components:

Hardware Component IP address Subnet mask
CPU 1513-1 PN 172.16.43.35 255.255.0.0
CP 443-1 RNA 172.16.43.55 255.255.0.0
SCALANCE XC332 172.16.43.21 255.255.0.0
SCALANCE XC332 172.16.43.22 255.255.0.0
SCALANCE XB208 (LAN A) 172.16.43.30 255.255.0.0
SCALANCE XB208 (LAN B) 172.16.43.31 255.255.0.0
PC with SOFTNET-IE RNA 172.16.43.40 255.255.0.0
Engineering PC 172.16.43.199 255.255.0.0

Overview for RNA with HSR

In this application example, the following IP addresses are assigned to the hardware components:

Hardware Component IP address Subnet mask
CPU 1513-1 PN 172.16.43.35 255.255.0.0
CP 443-1 RNA 172.16.43.55 255.255.0.0
SCALANCE XC332 172.16.43.21 255.255.0.0
SCALANCE XC332 172.16.43.22 255.255.0.0
SCALANCE XC332 172.16.43.23 255.255.0.0
SCALANCE XC332 172.16.43.24 255.255.0.0
Engineering PC 172.16.43.199 255.255.0.0

NOTE

All hardware components are in the same subnet.
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Engineering PC

Engineering

Set the IP address and subnet mask of the Engineering PC in the properties of the network adapter in Windows.

Internet Protocol Version 4 (TCP/IPvd) Properties
General

You can get IP settings assigned automatically if your network supports
this capability, Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(") Obtain an IP address automatically
(®) Use the following IP address:

IP address: | 172. 16 . 43 . 199 |
Subnet mask: | 255.255. 0 . 0 |
Default gateway: | . . . |

Ohtain DMS server address automatically

(®) Use the follawing DNS server addresses:

Preferred DNS server: | . . . |

Alternate DMS server: | . . . |

[]validate settings upon exit

>
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SOFTNET IE-RNA

Engineering

Set the IP address and subnet mask in the properties of the virtual SOFTNET-IE RNA interface in Windows.

Internet Protocol Version 4 (TCP/IPvd) Properties

General

for the appropriate IP settings.

(") Cbtain an IP address automatically
{®) Uze the following IP address:

You can get IP settings assigned automatically if your network supports
this capability, Otherwise, you need to ask your network administrator

IP address: | 172, 16 . 43 . 40 |

subnet mask: | 255.255. 0 . 0 |

Default aateway: | |
Ohtain DMS server address automatically

(®) Use the follawing DNS server addresses:

Preferred DMS server: | |

Alternate DMS server: | |

[]validate settings upon exit Advanced. ..

Cancel

pod
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SIMATIC components

To assign an IP address to the SIMATIC components, connect the Engineering PC to the respective module via an Industrial
Ethernet cable.

The example of the SCALANCE XC332 shows how to assign an IP address to a module in TIA Portal. Proceed according to
these instructions when addressing the other modules.

1. Open TIA Portal.
2. In the project navigation under "Online access", click the arrow to the left of the network adapter to which the
SCALANCE XC332 is connected.
3. Double-click the "Update accessible devices" command.
All devices available on the network adapter are displayed with IP address or MAC address.
4. Click the arrow to the left of the SCALANCE XC332 to which you want to assign an IP address and subnet mask.
5. Double-click the command "Online & diagnostics".The "Online & diagnostics" dialog will open.

Project tree
Devices

e
E=

~ [ig Online access
1 Displayhide interfaces

b tﬂ Com5et
: * [ B vrmanet3 Ethernet Ada pter
@ &? Update accessible devices I
lgt Dizplay maore information
v [l plc_1.profinetinterface_1 [172.16.4335]

¥ [ sysName Mot Set [172.16.43.22]
~ [ sysName Mot Set [172.16.43.21]

@ I_ﬂ Online & diagnostics | .
» [f xb208a [172.16.43.30]
» [ xb208b [172.16.43.31]

b Eﬂ vmxnet3 Ethernet Adapter <2

» [0 Microsoft KMTEST Loopback Adapter

¥ [ siemens PLCSIM Virtual Ethernet Adapter
r Eﬂ PC internal [Local]

6. Under "Functions”, click "Assign IP addresses".
7. Enter the desired IP address and subnet mask.
8. Click the "Assign IP address" button to set the parameters.
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 Diagnostics

ol Assign IP address
» Funrtinnc |
ssign IP i Assign IP address to the device

e name
Reset to factory settings 1
For more infermation about industrial security, please visit
http:fiwww.siernens.comiindustrialsecurity

IPaddress: 172 16 .43 _21
2 Subnetmask: 255 255 .0 .0

D Use router

Y
Routeraddress: 172 . 16 .43 21 @

| Assign IPaddress '|

NOTE

You may only assign an IP address to the CP443-1 RNA (PRP) in the factory settings state.

3.2.3. Configuring an S7-400

Requirements

e STEP 7 V5.6 is open.
e A new project is created, or an existing project is opened.

Inserting an S7-400 station
1. Select the menu "Insert > Station > SIMATIC 400 Station".

& SIMATIC Manager - RNA
File Edit Insert PLC View Opticns Window Help

O = Station > 1 SIMATIC 400 Station ,\U

- N
Subnet ¥ 2 SIMATIC 300 Station @
£ RNA -

Program > 3 SIMATIC H Station
E..
_%Eﬁ 4 SIMATIC PC Station

- 57 Software
57 Block 5 Other Station
o SIMATIC 53
Symbol Table 7PG/PC

Text Library

External Source...

A SIMATIC 400 station is created in the STEP 7 project.
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Devices connected to an enterprise network or directly to the internet must be appropriately
H protected against unauthorized access, e.g. by use of firewalls and network segmentation.

If you have an S7-1500 CPU, you can also set the IP address and subnet mask on the display.

Engineering
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Configuring the SIMATIC 400 station

1. Select the SIMATIC 400 station in the STEP 7 project.

2. Double-click the entry "Hardware".

Engineering

2 SIMATIC Manager - RNA

File Edit Insert PLC View Options

Window Help

[ @& | &7 Sr | | < No Fitter > -
9 RNA -- D:\Projekte\Rna E'@
- RNA

S8 SIMATIC 400 :
“[§ LPO 4163 L)
:ﬂ': CP 443-1 RN

The hardware configuration opens

} HH CPU4163DP  fCP 4431 RNA

3. Insert all modules that you use in your hardware setup of the SIMATIC 400 station via drag & drop from the hardware

catalog into the hardware configuration.
The following modules are used in this example:

- Rack: UR2

- Power supply: PS407 4A
- CPU:CPU 416-3 DP

- CP: CP443-1 RNA

E@ HW Config - [SIMATIC 400 (Configuration) -- RNA]
Eﬂ] Station Edit Insert PLC View Options Window Help

ain alin || 23| 28 | w2

D8 § | &

Find: |

Frofile: | Standard

=52 PROFIEUS DP

-2 PROFIBUS-PA

- %2 PROFINET 1D

-l SIMATIC 300

=]

oy uR2
1 PS 407 4A ~
2 CPU 416-3 DP
Az DP
X1 MPLDP
IF1
4 CP 443-1 RNA
X1 Ehemet
X1°1 Port 1
Az RMA
X2 Pt Port 1
xz2ez Port 2
g
6
= v

B+ 5M-400
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Configuring a CP443-1 RNA
1. Double-click the CP 443-1 RNA.

E@ HW Config - [SIMATIC 400 (Configuration) -- RNA]
E“] Station Edit Insert PLC  View Options Window Help

D28 §(& =0 ddamE 8
o uR2 o
1 E PS 4074A ~ End |
2 CPU 416-3 DP Prafile: IStandard
X2 E oF =52 PROFIEUS DP
X7 MPLDP .22 PROFIBUS-PA
IF1 - =32 PROFINET IO
4 JECPa43-1RNA | B SIMATIC 200
X7 M = B SIMATIC 400
X1PT Part T ( @ \ - CP-400
Xz ANA \ /] -] CPU-400
X2Pt Port T B0 FM-400
xerz Port 2 B30 IM-400
5 -0 PS-400
6 v B RACK-400
7 & 5M-400
B[ SIMATIC PC Based Contral 300/400
-8, SIMATIC P Station

The properties dialog of the CP opens.

2. Inthe "Options" tab, select the RNA interface as the active interface.

Properties - CP 443-1 RMA - [RD/54) >
SNMP I Web | Diagnostics
General I Addresses Options Time-of-Day Synchronization I IP Access Protection

— Module Access Protection
Protection level Mot locked -

— Bthemet Profile for Fault-Tolerant Connections
[~ Activate fast switchover of the connections

— Send Keepalives for Connections
Interval [zeconds] (value range [-65535) 30

— UDOP Buffering
[~ Disable UDP frame buffering

— Artive irtedfacs

Fdciace RNA Mﬂ

Ok Cancel Help
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3. In the "SNMP" tab, enable the "Activate SNMP" function.
4. Click "OK" to apply the settings.

Properties - CP 443-1 RMA - (RO/54)

General | Addresses |

ptions ] Time-of-Day Synchronization

pos

IP Access Protection ]

SNMP Web Dizgnostics ]
v Activate SMMP
()
Cancel Help

5. Double-click the RNA interface of the CP.

E’a HW Config - [SIMATIC 400 (Configuration) -- RNA]
Wy station Edit Inset PLC  View Options  Window  Help

D=2 & & g g || 58 w2

o uR2
1 PS 407 4A
2 CPU 416-3 DP
X2 OP
X7 MPLDP
IF1
4 CP 443-1 RNA
XT Ehemet
X}' I.IJI',\‘ Dk 7
x L3 _Ana
X2Pt Fort 1 Y\;\
xX2P2 Pot2 [ V@ \
5 \/
6
7

The properties dialog of the RNA interface opens.
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Eind: |

Profile: | Standard

[]--ﬂ! FROFIBUS DP

.22 PROFIBUS-PA
=32 PROFIMET IO
=-FJ SIMATIC 300
- SIMATIC 400
G- CP-400
#-{ CPU-400
-] FM-400
-2 1M-400
-] Ps-400
#- RACK-400
- SM-400

BB, SIMATIC PC Station

Bl SIMATIC PC Based Cantrol 300,400
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Engineering

6. Deactivate the "PRP" operating mode in the "PRP" tab if you use the CP 443-1 RNA as the standard component (SAN),
(e. g., with an HSR ring).

Properties - RMA - (R0/54.3) x

ot [

—~ Operating Mode
I¥ Activate PRP

Y
RMNA Parameter — @ )
[~ Limitation allowed

Madmum data throughput [50..80%]: I'Bﬂ

G|t

7. On the "General" tab, click the "Properties" button.

Properties - RMA - (R0/54.3) x

E=l |

Shert 1D: RNA

Device name: IHNA

—Interface
Type: Ethemet

Device no.: 0

Address: 172.16.43.55

MNetworked: Yes Properties. ..

|
Commert B

rcnl |t

The properties dialog for networking the RNA interface opens.
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8.

9. Assign an existing subnet to the RNA interface or click the "New" button to create a new subnet.

Engineering

In the "Parameters” tab, enter the IP address and subnet mask that you have assigned to the CP 443-1 RNA.

10. Click the "OK" button.

11.

The settings are confirmed and the Properties dialog for networking the RNA interface is closed.

Properties - Ethernet interface RMA (R0/54.3)
General  Parameters |

[T Set MAC address # use 150 protocol

MALC address: I
IP address: [17216.4355 Catewy
' Do not use router
Subret mask: |255.255.0.0
- " Use router
Address: I
Subnet:
| — et metwarked — Mew...

Ethemet(1)

Properties. ..
| Delete

>

5
:IQ

oK Cancel |

Help

Click the "OK" button in the properties dialog of the RNA interface.
The settings are confirmed, and the Properties dialog of the RNA interface is closed.

Properties - RMA - (R0/54.3) x

General IF‘F{F' |
Short ID: RMA

Device name: IF{N.&

—Interface
Type: Ethemet

Device no.: 0
Address: 17216 4355

Metworked: Yes Properties... |

Comment:

)

0K Cancel Help
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3.2.4. Configuring an S7-1500

Requirements

e TIA Portal is open.
e A new project is created, or an existing project is opened.

Insert device

1. Double-click the command "Add new device" in the project tree.
The dialog box "Add new device" opens.

Project tree a4

Devices

atle
s
[=

> |1 BNA _57-1500

""‘ Add new device
giy Devices & networks
% Ungrouped devices ~—"
E:'. Security settings

(3@ Cross-device functions
[g# Common data

rj]] Documentation settings

j

r:@ Languages & resources

v v v v v v .w

:ﬂ", Wersion control interface
» [ Online access
b rL_w Card Reader/iUSE mernory

Click the "Controllers" button.

Select the S7 CPU according to your hardware setup, e. g. CPU 1513-1 PN.
Enable the option "Open Device view".

Under "Version:", select the firmware version of the S7 CPU.

Click the "OK" button.

oA wN
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Add new device

Device name:

5

I —

03
=

PC systems

T

Cantreol
devices

I [+ Open device view 1

[ cPU 15131 PN

Tl ccc— ciz 10 nnnasn

[PLC 1 |
~ [ cru
v [ CPU 15111 FN
» [Ig CPU 1511C-1 PN
s
» [l cPU 1512C1 PN
Controllers | -
-

N
5

| ] EGES7 513-1AL01-0ABO] i

E BC>/ D13~ 1ALULUREU
[ crPu 1515-2 PN
[ CPU 1516-3 PMIDP
[ cPU 15173 PNIDFP
(i cPU 15184 PNIDP
[/ CPU 15184 PNIDP ODK
[/ CPU 15184 PNIDF MFP
[ cPU 1511F-1 PN
[[§ cPU 1513F-1 PN
[ cPU1515F2 PN
(@ CPU 1516F-3 FNIDP
(@ cPu 1517F-3 PNIDP
(@ cPU 1518F-4 PNIDP
[ CPU 1518F-4 PN/DF QDK
(@ CPU 1518F-4 FNIDF MFF
(g crU 151171 PN
[ crPu 1515T2 PN
[ cPu 151672 PHIDP
[ CPU 151773 PNIDP

- w T T OWw W W T T T OW OW W Y W W W W

=W TET-LEL, W

r

)

The selected S7 CPU is inserted into the STEP 7 project.

NOTE

in the hardware and network editor.

Entry ID: 78790945 | V3.0 | 08/2024

a—r

(R

Device:

CPU 1513-1 PN
Article no.: | 6ES7 513-1AL01-0AB0 |
Version: |V2_8 |V|
Description:

CPU with display; work memaory 300 KB code and
1.5 MB data; 40 ns bit operation time; 4-stage
protection concept, technology functions:
motion control, closed-loop control, counting
and measuring; tracing; Runtime options;
isochronous mode (central); for all FROFINET
interfaces: transport protocel TCPIP, secure
Open User Communication, 57 communication,
57 routing, IP forwarding, Web server, DNS client,
OPC UA: Server DA, Client DA, methods,
companion specifications; PROFINETIO
controller, supports RTIRT, performance upgrade
PROFINETVZ2.3, 2 ports, |-Device, MRP, MRPD,
isochronous mode; firmware V2.8

= ®

| Cancel

Engineering

If you enabled the option "Open device view", the "Device view" for the S7 CPU will open automatically
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Open the Device view

1.
2.

In the project tree, open the device folder of the S7 CPU.
Double-click the "Device configuration" command.

Project tree m 4

| Devices

a) e
i)

¥ | ] RNA_S7-1500
B Add new device
ﬁﬂh Devices & networks

: = [ PLC_1[CPU 1513-1 PN]
u“ Device configuration {

| Online & diagnostics @
rﬁg Software units

|5 Program blocks
[ Technology objects

External source files
r:j FLC tags

[ PLC data types

[z Watch and force tables

- T v v v v v

The "Device view" of the S7 CPU opens in the hardware and network editor.

Set address parameters

1.

w

Select the S7 CPU in the Device view.

The properties of the S7 CPU are displayed in the Inspector window.

In the "General" tab, navigate to "PROFINET interface [X1] > Ethernet addresses".

Enter the IP address and subnet mask that you have assigned to the S7-1500 CPU.

Click on the "Add new subnet” button to create a new subnet or select an existing subnet.

Engineering

J General || 10 tags || System constants || Texts |

» General

Ethernet addresses

Fa
~ PROFINETinterface [¥1] || Ethemetaddresses
General 1 Interface networked with

lime-of-day synchronization subnet: | PINIE_1
Operating mo.de v, [ Add new subnet
b Advanced options @
Web serveraccess
IP protocol
startup L
Gycle @ SetIP address in the project

Communication load 2

systern and clock memary IPaddress: | 172 .16 .43 .35
SIMATIC Memary Card Subnet mask: | 255 . 255 .0 .0

Entry ID: 78790945 | V3.0 | 08/2024
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3.2.5. Configuring a Connection

To be able to exchange data between S7-1500 CPU and S7-400 CPU, it is necessary to configure a communication link. In
this application example, an S7 connection is configured.

Creating a connection

1.

~

Double-click "Devices & Networks" in the project tree.
The graphical area of the "Network view" opens in the hardware and network editor.

Project tree o 4

Devices

al e
=]

> | 7] RNA_S7-1500
ﬁ"" Add new device
I EEH Devices & networks I
* 1§l PLC_1 [CPU 1513-1 FN]
I} pevice configuration

4] Online & diagnostics

In the function bar, click the "Connections" button to enable the connection mode.

Select the connection type "S7 connection” in the nearby dropdown menu.

In the "Network view", the S7-1500 CPU that is available for an S7 connection is marked in color.
Right-click the S7-1500 CPU.

The context menu opens.

Select "Add new connection”.

The "Add new connection” dialog will open.

Ha:

nn Connections |S? connection |v| ﬂﬂ_.j !g ‘i

o Y

[l"‘ Device configuration

% Network

PLC_1
CPU 1513-1 PN

Change device

PN/IE 1 x Cut Crrl+X
= Eg| Copy Crrl+C

:g Paste Ctri+v

% Delete Del

Add new connection 5
| Highlight connection partners [

. Specify the following connection parameters: "Unspecified".
. Set the local ID of the connection (e. g., 100 (hex)).

Select the local interface in your station via which the S7 connection is established (e. g., the integrated PROFINET
interface of the S7-1500 CPU).

. Click the "Add" button.

An unspecified S7 connection is added.
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10. Click the "Close" button.
The "Add new connection” dialog is closed.

Add new connection

Flease select connection partner for PLC_1: Type: ‘ 57 connection | - |

o nralintafora BLC 4
Sm—

1{ PLC_1,PROFINETinterface_1[X1] I

L : ) :
I Local ID (hex): ‘ Establich active connection One-way

e

Information

An unspecified S7 connection is created.

e The connection path is highlighted.

ﬁ—f MNetwork 5,__'_] Connections| | 57 connection |v| ﬂ-j g =
1 Highlighted: Connection
PLC_1
CPU 1513-1 PN
[ 57 connection ———
e The S7 connection is entered in the connection table.
| Network overview || Connections || IO communication ” VPN || TeleControl |
'ﬂ’ Local connection name | Local end point Lacal ID (hex)  Partner ID (hex} |Partner Connection type
57 connection [l PLC_1 [CPU 15131 PN] 100 E |i|[ﬂ Unspecified IL‘ 57 connection

e The S7-1500 CPU actively establishes the S7 connection.
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|§, Properties ||"_i.'.lnfo y"ﬂ Diagnostics

J General || 10 tags || System constants || Texts
General 1 . . .
I Special connection properties
Local end point
Address details
One-way

Active connection establishment

The active connection establishment cannot be deactivated if the Partner TSAP in the address details has the
value 3.

send operating mode messages

If the connection parameters are not yet fully set up, the S7 connection will be shown with errors in the

NOTE connection table.

Set connection parameters

1. Select the S7 connection in the connection table.
The properties of the S7 connection are displayed in the Inspector window.

2. Enter the IP address of the communication partner in the "General" tab under "General". In this application example,
the CP 443-1 RNA is the communication partner.

|§,Properties ||"_i.',lnfo y"ﬂ Diagnostics |

General " 10 tags || System constants " Texts |
Local 1D enera
Special connection properties Connection

Address details

Name: |S7 connection

Connection path

Local Fartner
— 1?

L]
End point: |FLC_1 [CPU 1513-1 PN] | [unknown |
N Interface: | PLC_1, PROFINETinterface_1[X1] [+ [unknown [~]
L Interface type: |Ethernel | |Ethernet |
i Subnet: |PNAE_1 [ \
Address: [172.16.43.35 | J[17216.43.55 i‘ |

| Find connection path | -

3. In the "General" tab under "Address details", enter the partner TSAP. The partner TSAP is composed as follows:
03.<CPU slot> (e. g., S7-400 CPU on slot 2): 03.02

|§, Properties "‘A-I. Info (4) " ) Diagnostics

JGeneraI || 10 tags || System constants || Texts |
General I
Local ID
Special connection properties

Address detgjls: Local Partner
End point: |[PLC_1 [CPU 1513-1 PN] | Tunknown
Rackislot: [0 | [1 [0 NE

Connection res. |

thex |
TSAP: [SIMATICACC10001
[v) simamC-ACC

Address details

SubnetID: |8CF4-0001
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3.2.6. User Program of the S7-1500 CPU

"SendData" data block

The "SendData" data block stores the send data (e. g., the time of the S7-1500 CPU).

=+ A0 00 s WA s ) Rd =

=]

SendData
MName
<0 * Static

Data type

* data

Start value

_|Array{lil_.?] of Byte

EAAEAEEEEE

data[0]
data[1]
data[2]
data[3]
data[4]
data[5]
data[&]
data[7]

“"InOutData" data block

Byte
Byte
Byte
Byte
Byte
Byte
Byte
Byte

(53]
H
]

on (53] (s3] () (53] (53]
F F F H F i
(== I = BRI = IR = (R = IR = |

[y
F

o]

Manitar value

16821
16805
16827
16814
16828
16822
16800
16&#55

Engineering

Variables are created in the "InOutData" data block to assign the inputs and outputs of the "PUT" and "RD_SYS_T"
instructions.

AAAAAALL S

InOutData
Marmne
* Static

L] id
L] done
errar

L] status

] retval

= request

L statusSave

] moduleTime

Data type

Bool
CONMN_OUC
Bool

Bool

Wiord

Word
Date_And_Time
Int

Entry ID: 78790945 | V3.0 | 08/2024

Start value

16%100

Monitor value

FALSE
1680100
FALSE
FALSE
1680000
1680000

0

DT#2021-05-27-14:27:32.005
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OB1 "Main"

To send data from the S7-1500 CPU to the S7-400 CPU, it is necessary to call the "PUT" instruction in the user program of
the S7-1500 CPU.

The following figure shows the call of the "PUT" instruction in OB1.

"instPut"

PUT
Remote - Variant &/ %

we— EN

"DataPut”.
request — RgQ

"DataPut™.id — D

O BYTES ADDE_1

"SendData".data — sp_1 DONE — "DataPut".done
ERROR — "DataPut”.error
STATUS — "DataPut”.status
" END —

The send job is activated by a positive edge at the input "REQ". The activation of the send job is done in the cyclic interrupt
OB "OB30".

When a send job is completed with "DONE"=1 or "ERROR"=1, the "REQ" input is reset.

"DataPut’.
m=1 request

"DataPut”.done — R
"DataPut”.ermor — 3 —|_ -

"Cyclic interrupt” OB30
To read the time of the module, it is necessary to call the "RD_SYS_T" instruction in the user program of the S7-1500 CPU.
The following figure shows the call of the "RD_SYS_T" instruction in the cyclic interrupt OB "OB30".
RD_SYS_T
Date_And_Time
RET WAL — "DataPut”.retval

"DataPut”.
ouT — moduleTime

= EN ENO —
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The FB "PrepareSendData" is called in the cyclic interrupt OB "OB30" to prepare the read-out time so that it can be

transferred to the S7-400 CPU with the "PUT" instruction.

"InstPrepareSen
dData"
"PrepareSendData”
o= EN
"InQOutData".
moduleTime — moduleTime ENO —

In the cyclic interrupt OB "OB30", the send job is activated.
RD_SYS_T
Date_And_Time
RET_WAL — "DataPut”.retval

"DataPut’.
ouT — moduleTime

w— EN ENO —

The time interval of the cyclic interrupt OB "OB30" is set to 5 s.

Therefore, the following actions are performed within a time interval of 5 s:

e Read S7-1500 CPU time
e Prepare time as send data
e Activate send job

Entry ID: 78790945 | V3.0 | 08/2024
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3.2.7. User Program of the S7-400 CPU

In the user program of the S7-400, a data block is required in which the received data is stored.

In this application example, the received time is stored in DB1.

HEE LAD/STL/FBD - DB1 -- "RevData”
File Edit Insert PLC Debug View Options Window Help

L=EsEH S iRl OE S50 s

i} DB1 -- "RevData" -- RMNAVSIMATIC 4000CPU 416-3 DPALADET

wralue

Type Initial
o.a STRUCT

+0_0| moduleTime DATE AND TIME DT§90-1-1-0:0:0.000

3.2.8. Loading the Configuration

Requirements

e Engineering PC and S7 CPU are in the same subnet
e You have set the IP address and subnet mask for the S7 CPU that you entered in the hardware configuration (see
Section 3.2.2)

Load Project Configuration into the S7-400 CPU

1. Select the S7-400 station in the STEP 7 project.
2. Click the "Download" button.

& SIMATIC Manager - RNA
File Edit Insert PLC View Options Window Help

0= | &7 & B3 ﬁj% fo - :
D RNA -- D:"aProjeRte"aan':@ _(@ ) (= [ |mesm)

|:N|:|F|fter> -

- =

Hardware CPU4163DP  JERCP 4431 RNA

ATIC 400
I+ g LU 416-3 DF

w58 CP 4431 RNA

The configuration is loaded into the S7-400 CPU.
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Load configuration into the S7-1500 CPU
Compiling:

1. Select the S7-1500 CPU in the project navigation.
2. Click on the "Compile" button in the function bar.

T Siemens - D:\Projekte\RNA_S57-15000\RNA_57-1500

Project Edit VWiew Insert Online Options Tools Window Help

F (Y saveproject  Zh M i Jg W ) x| T G [ & Goonline
Devices
-Li.l'& E=ZS) ?_:I-'}

> | ] RMA_57-1500
K Add new device
w, Devices & networks

b i Ungrouped devices
¥ E§ Security settings

v [ Cross-device functions

The Inspector window displays the result of the compiling process.
When the compiling process has been completed without errors, the configuration may be loaded into the S7-1500 CPU

as follows.

Download:

1. Select the S7-1500 CPU in the project navigation.
2. Click on the "Download to device" button in the function bar.
The "Extended download to device" or "Load preview" dialog will open.

T Siemens - D:\Projekte\RNA_S57-15000\RNA_57-1500

Project Edit VWiew Insert Online Options Tools Window Help

f (R saveproject 2 M i g W ) H MG [ & Goonline

Devices

ol Ls == —

> | ] RMA_57-1500
K Add new device
w, Devices & networks

b i Ungrouped devices
¥ E§ Security settings

v [ Cross-device functions
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- Type of PG/PC interface: PN/IE
- PGIPC interface: PG/PC network adapter

- Connection to interface/subnet: Subnet of the S7 CPU,

Select the "Show all compatible devices" option.
Click the "Start search" button.

Select the S7-1500 CPU as the target device.
Click "Load".

The "Load preview" dialog window opens.

Nowuya

Engineering

Configure the following settings in the "Extended download to device" dialog to access the S7-1500 CPU via TCP/IP:

e. g. PN/IE_1

Extended download to device [X
Configured access nodes of "PLC_1"
Device Device type Slot Interface type | Address Subnet
FLC_1 CPU 1513-1 PN 1x1 FMIIE 172164335 PNIE_1
———
Type of the PGIPC interface: |—LPNI'|E |'|
PGIPC interface: |ﬁ\.rmxnet3 Ethernet Adapter |'| @ gl
! Connection to interfacelsubnet: | FMIE_1 |V| @
stgateway: | /@}
Select target device: Show all compatible devices |q
Nevire Nevice fine Intarfare hune Addrace Tarnet deice
[ ]
I PLC 1 CPU1513-1 PN FHNIIE 172164335 PLC_1 I
y— —
= FIlE ACCESS aOAress =
@
D Flash LED

Online status information:

1 Found accessible device scalancexb208

I Found accessible device vm-z0031axk
) scan completed. 7 compatible devices of 26 accessible devices found.
=2 Retrieving device information...

| Startsearch

3
[ Display onlyerrg es
=]
i ]
| Load | | Cancel |

Entry ID: 78790945 | V3.0 | 08/2024
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8. Click the "Load" button to start the load process.
The "Load results" dialog opens.

Engineering

Load preview [
9 Check before loading
Status ! Target Ieszage Action
4 & - rc Ready for loading. Load 'PLC_1' |~
1 * Protection Protection from unauthorized access
Devices connected to an enterprise network or directly to the
internet must be appropriately protected against unauthorized =
access, e.g. by use offirewalls and network segmentation. For
mare information about industrial security, please visit
- http:fiwww.siemens.comiindustrials ecurity
[ b Stop modules The modules are stopped for downloading te device. stop all
0 ¥ Device configurati... Delete and replace system data in target Download to device
0 » Software Download software to device Consistent download
-
<] i |
3
Finish | E Load i | Cancel |
-y
9. Click the "Finish" button to finish downloading.
Load results [X
9 Status and actions after downloading to device
Status ! Target Mezszage Action
*E 0 * PLC 1 Downloading to device completed without error. Load 'PLC_1"
[ b Start modules Start modules after downleading to device. Start module
[<] I [>]
S
F Finish i | Load | | Cancel |
=

The configuration is loaded into the S7-1500 CPU.
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3.2.9. Configuration of the SOFTNET-IE RNA

Requirements

e For the operation of the SOFTNET-IE RNA on the PC: at least two free Ethernet network adapters for connection to LAN
A and LAN B of the PRP network
e Administrator permissions

Configuration

The assignment of the network adapters to the SOFTNET-IE RNA protocol is done in the SOFTNET-IE RNA configuration.

¥ Siemens SIMATIC NET SOFTNET-IE RNA configuration

Configured adapters

Adapter name Adapter LAN A Adapter LAM B MAC address

Remaove

Configure further adapters

Adapter name: |SOI——I'NET—IE RMA Connection Name: |

IP Address Type: ® Dynamic () Static

IP Address: | Subnet Mask: |
|
Adapter LAN A | Adapter LAN B |
Available adapters Connection name Available adapters Connection name
(no adapter) (no adapter)

MAC address

20-87-56-32-3F-AB Apply | 20-87-56-33-50-EF Apply

MAC address of virtual adapter ‘ 20-87-56-32-3F-AB Add

Cancel | Finish |

The two selected adapters are joined together by the SOFTNET-IE RNA software to form one virtual adapter. After the
configuration is complete, only the virtual adapter appears in the Windows network connection overview instead of the
two network adapters provided for PRP.

For detailed information on the SOFTNET-IE RNA configuration, refer to the corresponding SOFTNET-IE

NOTE RNA device manual (see Section 6.2).
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3.2.10. Configuring the SCALANCE XC332

In this application example, the "PRP" and "HSR" coupling modes are used.

SIEMENS
Germany/Redundancy-HSR-PRP

weicome sdmin | | jnk Redundancy (LRE) Configuration

Changes will be saved automatically in 17 seconds.Press "Write Startup Config’ to save immediately

Logout
B onnour=ton
¥ Information
» Syatem Interface: | re2 w
Mode.
~Layer 2
_ PorfLan A: | -
» Configuration PRP
oS F'oﬁlLan B:
- HSR-HSR
+Rate Control Port HS|: FREY HSR-PRPA
YWLAN et D HsR-PRPE
¥ Private VLAN Peer:| -©
»Provider Bridge TX Mode:| Disabled
+Mirroring R Mode! | Disabled w
» Dynamic MAC VLAN Mode: Hybri
Aging oode’ Hybrid b
v Ring FDE Sync: | Disabled »
Redundancy LRE Red-Box:
+3panning Tree OperState: Inactive If\\s‘
+ Loop Detection
 Link [Set Values] [Refrash |
Aggregation
»Link
Redundancy

The PRP or HSR redundancy network is configured using the following steps. Carry out these steps for each switch used
for redundancy.
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3.2.10.1.

Deactivating the spanning tree for PRP or HSR ports

Engineering

The ports used in the redundancy network must first be deactivated in the spanning tree, as double assignment is not
possible. To do this, proceed as follows:

1. Open the "Spanning Tree" configuration under "Layer 2" in the WBM of the switch.

2. Switch to the "CIST Port" tab.

3. Deactivate the corresponding ports, here "P0.7" and "P0.8".

4. Click on the "Set Values" button to confirm the changes.

SIEMENS

Welcome admin

Logout
* Information
r System

~lLayer 2
» Configuration
» QoS
»Rate Control
HWVLAN
» Private VLAN
» Provider Bridge
¥ Mirroring

» Dynamic MAC
Aging

»Ring
Redundancy

» Spanning Tree
rLoop Detection

¥ Link
Aggregation

» Link
Redundancy

+DCP
Forwarding

HLLDP

» Unicast

r Multicast
»Broadcast
»PTP
»RMON

¥ Layer 3 (IPv4)

 Security

Germany/Redundancy-HSR-PRP

Common Internal Sparv' q Tree (CIST) Port

General | CIST General | CIST Port | MST General |MST Port| Enhanced Passive Listening Compatibility -

Cost Calc.

(=R =R = R = N = R = R o= R o R o= R o= Ri = Ri o= RH o= Ri o= R o Y o i - R = RN = RN = RN = NN = RN = RN = N =]

Spanning Tree Status Copy to Table

Allports  [No Change ~|[ CopytoTable |
Port Spanning Tree Status Priority
P01 128
PD.2 128
P03 128
PO.4 128
P05 128
POE ] 128
P07 [ 128
P0.8 ] T g
P0.9 4 1
PO.10 A
PO.11 128
P 12 128

.13 128

()14 128
P0.15 128
P0.16 128
P0.1T 128
P0.18 128
PO.19 128
P0.20 128
P0.21 128
P0.22 128
PD.23 128
PD.24 128
P0.25 128

4
Set Values

Entry ID: 78790945 | V3.0 | 08/2024

Path Cost
20000
20000
20000
20000
20000
20000
200000
200000
20000
20000
20000
20000
20000
20000
20000
20000
20000
20000
20000
20000
20000
20000
20000
20000
20000

State
Disabled
Disahled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disahled
Disahled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disahled
Disahled
Disabled
Disabled
Disabled
Disabled
Disabled
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3.2.10.2. Activate PRP- or HSR redundancy

1. Open the "Link Redundancy" configuration under "Layer 2".
2. Activate the "LRE" checkbox and assign an "LRE ID".
3. Click on the "Create" button to create the network.

SIEMENS
Germany/Redundancy-HSR-PRP

Weleome admin  Link Redundancy (LRE) Overview

Changes will be saved automatically in 54 seconds.Press "Write Startup Config’ {o save immediately

Logout
G\rewiewl Co/ ¥~ \tion
+Information @
¥ System E4LRE -
Al
vLayer 2 LRE ID: .
» Configuration
+ QoS Select Interface Mode Port Lan A Port Lan B Port HSR PRP
»Rate Control 0 entries.
FVLAN
» Private VLAN Create || Delete|[ “<l V=12 |[Refresh |
» Provider Bridge ¢
rMirroring
¥ Dynamic MAC
Aging
»Ring
Redundancy

r Spanning Tree
¥ Loop Detection

¥ Link
Agagregation
+ Link i

Redundancy

»DCP
Forwarding

Switch to the "Configuration” tab and select the created network "lre1".

Select PRP or HSR in the "Mode" drop-down menu.

Assign the ports previously deactivated in the "Spanning Tree", here "P0.7" and "P0.8", to "Port Lan A" and "Port Lan B".
Activate the "TX Mode", the "RX Mode" and the "LRE Red-Box" option.

Click on the "Set Values" button. The "OperState" status display should change to "active".

O N A
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SIEMENS
Germany/Redundancy-HSR-PRP
welcome admin | | jnk Redundancy (LRE) Configuration
Logout
Overview Cunﬁnurﬂtmn
» Information
» System Interface: | jre1 w ‘
Mode: PRP
Theere Port Lan A
ort Lan A
r Configuration POT ~ .
CIaS PortLan B:[P0.8 v
v Rate Control Port HSR PRP: - w
»VLAMN NetID: -«
» Private VLAN Peer: _«
4
» Provider BEridge TX Mode: | Enabled ~w
» Mirroring BX Mgde::
» Dynamic MAC e 2
Aging VLAN Mode: Hybrid w
»Ring FDE Sync: | Disabled v
Redundancy

LRE Red-Box: N
e ot Enable =
LRI UiEE OperState: Inactive
¥ Loop Detection
» Link |SelVﬂhEB||REfresh|
Aggregation 7

rLink
Redundancy

»DCP
Forwarding

3.2.10.3. VLAN configuration

Finally, you must set the generated redundancy network "lIre1" to "Untagged” in the VLAN settings. To do this, proceed as
follows:

1.
2.
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Go to the "VLAN" settings under "Layer 2" and switch to the "Port Assignment" tab.

Engineering

Scroll all the way to the right in the port table to the redundancy network "Ire1" and select the "U" option in the drop-

down menu to set the network to "Untagged".
Click on "Set Values" to confirm the changes.

ce
SIEMENS

Germany/B==ndancy-HSR-PRP
Weicome admin | \fjrtual Local Ar rk (VLAN) Port Assignment
2 |y

General | Port Assignment | GVRP | Port Based VLAN | Protocol Based VLAN Group | Protocol Based VLAN Port | IPv4 Subnet Based VLAN _

P016 P031 P0.32 -
ald

01/02/2000 04:24:20%

Logout

¥ Information
VLANID Name PO.7 P08 P09

1 u
~Layer 2 4

» Configuy 1 entry.

» QoS

»Rate Cy 1 Sl Valles]
PVLAN

» System POIU P011 P012 P013 POM P015

» Private VLAN
» Provider Bridge
» Mirroring
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4. Redundancy Device
Reactions in the Event of
Network Failures

4.1. RNA with PRP

4.1.1. Requirements

e All components are networked in accordance with chapter

to PRP ports A and B of the redundancy devices.
e The Engineering PC is connected to the still free LAN port of the SCALANCE XC332.
e The configuration was loaded into the S7-1500 CPU and S7-400 CPU.

4.1.2. Demonstration of Redundancy

1. Click the "Monitor all" button in the Watch table of the S7-1500 to monitor the send data.

The time of the S7-1500 CPU is transmitted to the S7-400 CPU in a time interval of 5 s.

. Ensure that LAN A and LAN B are correctly connected

S o i[5 E
e
= = yr 2| de

i Mame

"DataFPut”.moduleTime
“sendData”
“sendData”
“sendData”
“sendData”
“SendData”
“SendData”
“SendData”
“SendData”

ESR T S

“ WO 0O =1l v L

A X1EE
Ad

data[0]
data[1]
data[2]
data[3]
datal[4]
.data[5]
data[6]
data[7]
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Display format
DATE_AND_TIME
Hex

Hex

Hex

Hex

Hex

Hex

Hex

Hex

Mt sem e

DT#2021-05-07-11:15:51.745
16821
168035
16807
16811
16815
16851
16874
16856

Modify value
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2. Click the "Monitor variable" button in the Variable table of the S7-400 CPU to monitor the received data.
The S7-1500 CPU time is received in a time interval of 5 s.

K2 Var - SendData
Table Edit Inset PLC Variable View Optiens Window Help

| D||| 8| %lm(e]o]«| X|[% 8] W Sl || Fil=| o

ﬁ SendData -- @RNANSIMATIC 4000,CPU 416-3 DPAST program OMLINE @
,:'; Address Symbol Display format)| Status value | Modify value

T 0B1.0BB O HEX B#16#21

2 0B1.0BEB 1 HEX B#16#05

3 DB1.0BEB 2 hHEJ( B#16%07

4 bB1.0BB 3 e B#16#10

5 0B1.0BB 4 HEX B#16#02

[ 0B1.DBB S HEX B#16#36

7 0B1DBB & HEX B#16#T4

2 oB1DBB 7 HEX B#16#55

9

3. Remove a network connection between two devices (e. g., remove the network connector from PRP port A of the CP
443-1 RNA).

Because of the double network design, the data exchange between S7-1500 CPU and S7-400 CPU continues.
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4.1.3. Redundancy Device Reactions

SCALANCE XC332
A missing network connection (e. g., at PRP port A), is detected and indicated by various mechanisms.

1. Error indication via LED:

Due to the missing network connection, PRP port A and PRP port B are receiving a different number of PRP frames.
This redundancy error is indicated by the Redundancy Manager LED "RM" lighting up yellow.

NOTE The switch must be set up as a redundancy manager so that this LED flashes in the event of a
redundancy error. If this is not the case, the LED will not light up/flash even in the event of an error.

2. Troubleshooting via WBM:

In the Statistics display of the SCALANCE XC332 the value for the number of frames at the PRP A port (LAN A)
remains static, while at the PRP B port (LAN B), the counter is increased.

SIEMENS
Germany/Redundancy-HSR-PRP

welcome admin | |_jnk Redundancy: Interface Statistics

Logout

Spanning Treel Ring Redundancy | Standby | MRP Interconnection | Link Redundanw-
~Information

k Start Page Resat

r\ersions TEZEE counters

Ire Reset counters| 0 358 350
4

Tx Count A Tx Count B Tx Count C

k&M

rARP
Meighbors

rLog Table

—

r Redundancy

» Ethernet
Statistics

- The XC332 switch reports in its "Log Table" that the port at "P0.8" is not available.

SIEMENS
Germany/Redundancy-HSR-PRP

Welcome admin | og Table
Logaut

~Information Warning Events (last 24h): 0
+ Start Page Critical Events (last 24nh): 0
rVersions
FIEM Severity Filters

yARP/ ] Info
—_ (] warning

' Log Table [T Critical
+Faulis

» Redundancy
» Ethernet 1 06:29:22 01/01/2000 06:29:22.782 6 -Info Link down on P0.3

Statistics 0022 17 DIT01/2000 06 22,17 241 6-1nfo To0 e cleared.

+Unicast 2 entries.

+Multicast

HLLDP
+[Pv4 Routing

+DHCP Server
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CP 443-1 RNA
A missing network connection (e. g., at PRP port A), is detected and indicated by various mechanisms.

1. Error indication via LED
Because of the missing network connection, an error is detected at the RNA interface. If an error is detected on the
RNA interface, the BUS2F LED lights up red.

CP443-1 BHA

WAIHT

RUH

2. Troubleshooting via WBM

- In the Statistics display of the CP 443-1 RNA, the value for the number of frames at port X2 P1 (LAN A) remains
static while at the X2 P2 port (LAN B), the counter is increased.

RNA configuration

PR configuration | PR statistics |

SIMATIC
ST CP

Received data packets:
Dorf number: X7 21 (1 AN AY  Borf number: X7 D2 (1 AN B}

I Frame with right LAN ID: 0 a79
Frame with wrong LAN E): 0 0
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- In the diagnostic buffer, the CP443-1 RNA reports an absence of frames from LAN A and the missing link at the
port.

SIMATIC Diagnostics buffer

ST CP

CPU 416-3 DP | CP 443-1 RNA
Time of day Date Event (language cannot be changed)
00:00:21:547 01.01.1984 Downloading the module database causes module restart

00:00:21:545 01.01.1924 The SIMATIC mode was selected automatically for synchronizing the intemal clock. Forwarding the time of day is not activated.
00:00:21:544 01.01.1984 Anew IP address was assigned by a STEP 7 configuration. IP address: 172.16.43.55
00:00:12:180 01.01.1984 Interface X2 contains & valid P configuration. |P communication via this interface is allowed.
00:00:08:906 01.01.1984 Module STOP due to modification of the database
00:00:08:900 01.01.1984 the intemnal clock. Forwarding the fime of day is not activated.
00:00:08:378 01.01.1984 I PRP error incoming: missing packages at PRP port A (X2P1)

9 00:00:06:880 01.01.1984 = = Full duplex

8 00:00:05:970 01.01.1984 -

7 00:00:05:970 01.01.1984 I Network seffing X2P1: No link. I

6 00:00:01:761 01.01.1984 ————

5 00:00:01:761 01.01.1924 Network interface X2: The MAC address was taken from the module fiash. This is the factory setiing for the address.

4 00:00:01:761 01.01.1984 Interface X2 activated by configuration

3 00:00:01:760 01.01.1984 Interface X2: PRP mode is activated

2 00:00:00:782 01.01.1984 Network sefting X1P1: Deactivated

1 00:00:00:580 01.01.1984 WModule database invali

3. Diagnostics with STEP 7 and NCM S7 Diagnostics
In STEP 7 and in the NCM S7 diagnostics, you may display the diagnostic buffer of the CP 443-1 RNA (PRP).

- Click in the STEP 7 project with the right mouse button on the CP 443-1 RNA (PRP).
The context menu opens.

- Select the context menu "PLC > Module information".
The dialog "Module information - CP 443-1 RNA" opens.

& SIMATIC Manager - RNA
File Edit Insert PLC View Options Window Help

O = 87 9 228,

9 RNA -- D:\Projekte\Rna

< No Fitter » | a9 &

E--% RMNA, Program
- SIMATIC 400
-8 Pl a1R3 0y 1

Cut Ctrl+X
Copy Ctrl+C
Paste Ctrl+V
Delete Del
Insert New Object ¥

I PLC >| CPU Messages... |
Rename F2 I Module Information... S+ D I
Object Properties... Alt+Return Operating Mode...

<)

‘ Clear/Reset...
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- Open the "Diagnostic Buffer" tab.

In the diagnostic buffer, the CP443-1 RNA reports an absence of frames from LAN A and the missing link at the

port.
- Click on the "Special Diagnostics" button. The "NCM S7 Diagnosis" view opens.

@ Module Information - CP 443-1 RMA

[ & Sl

Path: |F{NA\SII‘H‘IATIC AD0NCP 4431 RNA Operating mode of the CPLU: @ RUM
Status: #24 Emor Operating mode of the module: @ RUM
General | Dizgnostic Buffer | \dentffication I
M
Events: [~ Fill @ g achive [~ Time including CPUAocal time diference
Mo. | Time of day | Date | Event | ~

12:00:08.378 AM 01/01/1584  PRP emorincoming: missing pq

5 12:00:05.570 AM 01/01/1584  Metwark setting X2P2: Deactivated.

| 12:00:08.500 AM 01/01/1584  The SIMATIC mode was selected automatically fors. ..

2 12:00:06.820 AM 01/01/1984  Metwork setting X2P2: Automatic setting , TPAITP wi...

10 12:00:05.570 AM  01/01/1384  Network setting ¥2P1: No link.

Details on event: Tof 16 Evert D

11 12:00:01.7671 AM 01/01/1984 Interface X1 deactivated by configuration
12 12:00:01.761 AM 0170171584 Metwork inteface X¥2: The MAC address was taken... W

168 FOCT:0234

PRP emor incoming: missing packages at PRP part A (2P 1)
Extemnal emor, Incoming event

Save fs.. | Settings... |

Close I Update | Prirt... | Special Diagnostics

i

Help on Evert |

Help

- Click the entry "Diagnostic Buffer".

In the diagnostic buffer, the CP443-1 RNA reports an absence of frames from LAN A and the missing link at the

port.

EE| NCM 57 Diagnostics - CP 443-1 RNA 0/4 172,1643.55 ONLINE
Diagnostics  Operating Mode  Diagnostic Buffer View Options  Help

(=) B =

2|2 | &ler| 2|V E
[~ Modules
92 Industrial Ethernet Mo || Time Stamp | Funclion | Event
&) Tie of doy B0 010118 Mot Dowrloading the module database causes moduls testart
i bl 15 B1/01/19. Time synchia.. The SIMATIC mode was selecled automaticallyfor synchrorizing the ininal slock. Foruwaiding the time of day is not activated!
T 1 01/01/13.. Ip Carlig A newIP addiess was assigned by a STEP 7 canliguration, IP addiess: 172.16.43.55
5 Dizg 1 O1/01/19.  Ind Ethemet..  Inteiface 32 contains & valid IP configuration. IP communication vis this inteiace is allwed
= o o0a Mot Moduls STOP dus to modiicstion of the databsss
"1 History buter
B T/TA9. Mgt Network ssting®2P1: Na fink |
5 0AE. Mal Network intetfase %2: The MAG addrass wias fetched from the flash of the module. Thais the adcress: setin the factoy
4 0101713, Mgl Inteiface 42 activaled by configuration
3 01/ Mt Inteiface 12 PRP mode is activated
2 0 Mat Netwcrk. seting1P1: Desclivated
i HANAR Mat Module databiase invald
< >
EventID: D4FICT:040284 / 0x0001 0241
Decoded event message:
PRF error incoming missing packages at PRP port & p<2P1)
Press F1 for help y

NOTE Automation > Diagnostics".

Entry ID: 78790945 | V3.0 | 08/2024

The view "NCM S7 Diagnostics" may alternatively be opened in Windows via the menu "Siemens
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SOFTNET-IE RNA diagnostic

1. In the "SOFTNET-IE RNA diagnostic" view, a redundancy error is represented by an exclamation mark. A redundancy
error occurs in the following cases, for example:

- LAN A and LAN B are connected to the ports of the PC reversed.

%W Siemens SIMATIC NET SOFTNET-IE RNA diagnostic —OX
sz B & 7 i
Overview Adapter 1 Refresh Help Info
Adapter name Network name Link status Redundancy status

LAN A LAN B

SOFTNET-E RNA Ethernet 2 V) V] 1

- ALAN s not connected to the port of the PC; alternatively, the line of the connected LAN is defective.

%W Siemens SIMATIC NET SOFTNET-IE RNA diagnostic —OX
= B O 7 i
Overview Adapter 1 Refresh Help Info
Adapter name Network name Link status Redundancy status

LAN A LAN B

SOFTNET-E RNA Ethernet 2 Q V]
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3.

In the "SOFTNET-IE RNA diagnostic" view, the connection error is indicated by an "X" under the corresponding LAN
(e. g., if a LAN is not connected to the port of the PC or the line of the connected LAN is defective).

Redundancy Device Reactions in the Event of Network Failures

W Siemens SIMATIC NET SOFTNET-IE RNA diagnostic
. “ -
= B & ? i
Overview Adapter 1 Refresh Help Info
Adapter name Network name Link status Redundancy status
LAN A LAN B
SOFTNETIE RNA Ethernet 2 (%] V] 1

In the "SOFTNET-IE RNA diagnostic" view, the number of frames received and sent at LAN A and LAN B is displayed in
the statistics. If, for example, fewer PRP frames are received at LAN A than at LAN B, this indicates an error.

W Siemens SIMATIC NET SOFTNET-IE RNA diagnostic
E N - R 4 i
Oview | Adsprt  Retresh Hetp o
statistics | Node table | Settings
LAN A LAN B

Adapter name:
Network name:
Link status:

Frames sent (Tx):

Frames received (Rx):

Bad frames:

Frames (Rx) on wrong LAN:

Generated supervision frames:

Intel(R) Ethernet..
[P1] Ethernet
connected

1724

18913

0

0

1231

Intel(R) 1210 Giga..
[P2] Ethernet
connected

1724

24070

0

0

Reset
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4. In the "SOFTNET-IE RNA diagnostic" view, open the Node table to monitor all devices. You can identify the device that
is experiencing a malfunction when sending or receiving PRP frames.
At the CP 443-1 RNA, the value for the received PRP frames at LAN A remains static while the counter is incremented

at LAN B.

W Siemens SIMATIC NET SOFTNET-IE RNA diagnostic =X
- .
& B 7 i
Overview Adapter 1 Refresh Help Info
Statistics | Node table| Settings
Nn.l MAC address ‘ Type |Dlillel|Seqnn. |SFseq.nn. RX frames| TX frames I_astlramell_astSF‘ered.lrames T red.frameisxSFl Wrong LAN I;
1 00:1b:i1b:36:75:6e DAN P 1 2873 2785 96 0 g 29 96 96 0
96 0 s 8g 96 0 9 0
2 00:1b:1b:36:75:78 REDBOX P 1 48223 2785 96 0 10 10 96 [T 0
96 0 10 10 96 [T [}
3 00:1b:1b:77:95:06  DANP 1 9503 3664 83 0 2510 2510 83 0 83 0|
g5 0 10 110 g5 0 95 0
4 20:87:56:04:23:2b SAN 0 0 0 0 0 0 o 0 [}
7 0 507 0 o 0 [}
5 20:87:56:04:23:31 SAN 0 o 0 0 0 ] 0 0 0
EL] 0 a5 (] 0 0 0
& 20:87:56:/1:55:2b SAN 0 0 0 38 0 420 0 o 0 0w
Number of nodes: "
Maximum number of nodes: 1024 Reset Export
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4.2. RNA with HSR

4.2.1. Requirements

Redundancy Device Reactions in the Event of Network Failures

e All components are networked in accordance with chapter 3.1. Ensure that the ring ports are connected correctly.
e The Engineering PC is connected to a free LAN port on the SCALANCE XC332.
e The configuration was loaded into the S7-1500 CPU and S7-400 CPU.

4.2.2. Demonstration of Redundancy

1. Click the "Monitor all" button in the Watch table of the S7-1500 to monitor the send data.

The time of the S7-1500 CPU is transmitted to the S7-400 CPU in a time interval of 5 s.

¥ & &l 2% 2T

"sendData” data[0]
"sendData” data[1]
"sendData” data[2]
"sendData” data[3]
"sendData” data[4]
"sendData” data[5]
"sendData” data[6]
"sendData” data[7]

B

=+ 0o o=l v

o

i Mame AY w
"DataPut” moduleTime @

3Ih

Display format
DATE_AND_TIME

Hex
Hex

Hex

Hex

hAnrmitnrsealie
p— —

DT#2021-05-07-11:15:51.745
16821
16805
16807
16811
16815
16&51
16874
16856

Modify value

2. Click the "Monitor variable" button in the Variable table of the S7-400 CPU to monitor the received data.
The S7-1500 CPU time is received in a time interval of 5 s.

K2 Var - SendData

Table Edit Insert PLC Variable View Options Window Help

| Dl & & |2[e o]« X [B 8] » Hle || &9

ﬁ SendData -- @RNANSIMATIC 4000,CPU 416-3 DPASY program OMLINE }E\
,:'; Address Symbol Display format)| Status value | Modify value \/

1 0B1.0BB O HEX B#16#21

2 DB1.DBE 1 HEX B#16#05

3 De1.0BB 2 HEX B#16#07

4 DB1.0BEB 3 LEX B#16#10

5 DB1.DBEB 4 HEX B#16#02

(1 DB1.DBEB S HEX B#16#36

T DB1.0BB & HEX B#16#74

8 De1.0BB 7 HEX B#16#56

]

3. Remove one of the network connections between two devices in the HSR ring (e. g., remove the network connector
from the ring port "HSR 1" of the SCALANCE XC332 to which the S7-1500 CPU or CP443-1 RNA is connected).

Because of the double network design, the data exchange between S7-1500 CPU and S7-400 CPU continues.
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4.2.3. Redundancy Device Reactions

An open ring (e. g., due to a missing network connection at the HSR ports) is detected by the SCALANCE XC332 and
identified by a variety of mechanisms.

1.

Error indication via LED:

- Due to the missing network connection, PRP port A and PRP port B are receiving a different number of PRP frames.
This redundancy error is indicated by the Redundancy Manager LED "RM" lighting up yellow.

NOTE The switch must be set up as a redundancy manager so that this LED flashes in the event of a
redundancy error. If this is not the case, the LED will not light up/flash even in the event of an error.

. Troubleshooting via WBM

- In the Statistics display of the SCALANCE XC332, the value for the number of frames at the "HSR 1" HSR port
remains static, while at the "HSR 2" HSR port, the counter is incremented.

SIEMENS
Germany/Redundancy-HSR-PRP

weicome admin.  Link Redundancy: Interface Statistics

Logout
Spanning Treel Ring Redundancy | Standby | MRP Interconnection | Link Redundanw-

~Information

» Start Page
erei Intert: Reset
ersions counters

¥ &M Ire1 Reset counters | 0 358 350

Tx Count A Tx Count B Tx Count C

»ARP / 4
Meighbors

¥ Log Table

» Faulis

r Redundancy

» Ethernet
Statistics

- The XC332 RNA reports the missing link from the port in its "Event Log" table.

SIEMENS
Germany/Redundancy-HSR-PRP

Welcome admin | og Table

Logout
~Information Warning Events (last 24h): 0
» Start Page Critical Events (last 24h): 0
HVersions
rI&M Severity Filters
»ARP/ [_JInfo
Neighbors ("] Warning
o
+Faulis
»Redundancy Restart System Up Time System Time Severity Log Message
»Ethernet 11 04.56.08 01/01/2000 04.56.08.602 6 _Info Device configuration changed.
Statistics q 04:50:57 01/01/2000 04:50:57.492 6 - Info Link down on P05 I
»Unicast 04:/13:'55 01m Log 1| e cleared.
» Multicast 3 entries.
MLLDP Clear
+IPv4 Routing

+ DHCP Server
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Useful Information

5. Useful Information

5.1. Fundamentals

Demanding industrial applications require seamless switching in the event of an error. One approach to implement this
procedure is to transmit each frame several times on different, independent paths at the same time.

The receiver uses the first frame received and discards the duplicate that arrives later.
The IEC 62439-3 standard specifies two such protocols:

e PRP: Parallel Redundancy Protocol
e HSR: High-availability Seamless Redundancy

5.1.1. PRP (Parallel Redundancy Protocol)

PRP belongs to the category of network redundancy and is based on two independent networks of any topology (LAN A,
LAN B).

In contrast to other redundancy procedures, PRP is implemented in the end devices. The protocol is implemented in a
software layer that is inserted above the link layer.

The end devices each have at least two separate network connections which are connected to independent networks.

PRP is a redundancy solution on layer 2. A component appears on both networks with the same MAC address (Media
Access Control), so that all protocols for network management can be used without any changes.

The duplicate frame is detected via an additional trailer at the end of the Ethernet frame.

PRP PRP
terminal terminal

NN\

PRP PRP PRP
terminal terminal terminal

To ensure high availability in the event of an error, the redundancy nodes send their frames via LAN A and LAN B.
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Establishment of a redundant network with PRP

The topology of a redundant network with PRP consists of two completely independent Ethernet subnets. These two
networks (LAN A and LAN B, respectively) can either have identical structures or they can differ in topology or
performance.

However, the structures should at least be similar, as extreme differences will cause the duplicate filter

NOTE to be overridden due to excessive time difference.

You have the option of setting up the redundant network with PRP-capable end devices and with standard components.

The following figure shows the structure of a redundant network with PRP.

DAN P SAN DAN P
Lan A | | |
Lan B
SAN = RedBox DAN P SAN

e Terminal (DAN P):
A terminal device with PRP function is called "Double Attached Node for PRP" (DAN P) and has one connection to each
of the two independent networks (LAN A and LAN B).
In the SIMATIC NET product range, the following modules, among others, are PRP-capable:

- CP443-1RNA

- PCstation with SOFTNET-IE RNA

- PRP-capable protection devices SIPROTEC (EN100 module with LC connections and application status as of V4.1x)
- SCALANCE model series XC300, XR300, XC400 and XR500

- RUGGEDCOM RSG907R, RSG909R, and RST2228

Each frame that is sent via the PRP mechanisms is given an identifier that determines whether it is sent
via LAN A or LAN B. The identifier is used to identify the frame.

Ensure that the PRP ports of the devices are correctly connected to LAN A or LAN B throughout.

A frame with the identifier "LAN A" must also be received by the receiver at the corresponding port.

NOTE

e Standard Components (SAN):
Standard components with a single network interface are called "Single Attached Node" (SAN) and can be connected
directly to one of the two networks. In the event of a failure, the device has no redundant connection available and
does not benefit from network redundancy.

e ltis possible to connect a SAN as a Virtual DAN (VDAN) to a redundancy box. It is not necessary for SANs to support
PRP.

e System connection (redundancy box)
A redundancy box (RedBox) allows one or more SANs to connect to both networks and performs PRP functions on
behalf of all SANs connected to it.
The following SIMATIC NET products can be used as a RedBox:

- SCALANCE XC332
- RUGGEDCOM RSG907R, RSG909R, and RST2228
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Communication in a redundant network with PRP

Useful Information

The specification of PRP requires that two end devices are connected to each other via two independent networks (LAN A
and LAN B). Each end device is represented with the same MAC and IP address in both networks.

Use

Transport layer
Network

Network layer

/_/

Redundancy @ TX PRP Rx

Port A Port B

Ethernet

LAN A

Use

Transport layer

Network layer

L

TX PRP Rx

Port A Port B

Tx || Rx Tx

LAN B

e Send:

A PRP-enabled terminal device doubles each frame to be sent via the PRP interface.
The two duplicates are sent to the communication partner via the two ports of the PRP interface over the two separate
networks LAN A and LAN B. The duplicates are sent to the communication partner via the two ports of the PRP

interface.

If a SAN is connected to a RedBox, the RedBox performs the PRP functions on behalf of the SANs: It doubles the frame
to be sent and sends it via LAN A and LAN B to the communication partner. The RedBox thus works as a kind of

redundancy proxy for any kind of standard components.

e Receive:

Accordingly, the two duplicates are received by a PRP-capable terminal via LAN A and LAN B on the two ports of the
PRP interface. The PRP unit forwards the first incoming frame to the application layer and discards the second
(identical) frame. The interface to the application is, therefore, identical to any other Ethernet interface.

If the receiver is a standard component connected by a RedBox, the RedBox takes over the detection of the duplicate
and forwards only the first incoming frame to the addressee. The second frame is discarded.

e Special case with SAN:

A SAN connected without RedBox can communicate in a PRP network with all DAN Ps and with SANs of the same
network (either LAN A or LAN B). A SAN has no connection to the nodes of the other network.
If a SAN must also communicate with the nodes of the other network, a RedBox is required.

NOTE In PRP mode, the first frame from an unknown device is discarded and remains unanswered. This
behavior must be considered for services that generally do not initiate retrying frames, such as:

e Firmware loading
e Network searching

e Ping
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Modification of the Ethernet frame

Duplicates are detected by means of a "Redundancy Control Trailer" (RCT) inserted into each frame by the DAN P or
RedBox.

The identification field consists of the following parameters:

e Sequence number (16-bit)
e Identifier for the LAN (4-bit)

- OxAfor LANA
- OxBfor LANB

e Payload length (12-bit)

The RCT is inserted at the end of the frame. This means that all data traffic can be read without restriction even by SANs
that do not support PRP. SANs interpret the trailer as meaningless "padding".

NOTICE The additional trailer increases the size of the Ethernet frame to 1532 bytes (standard Ethernet: 1518

bytes).
Ensure that the standard components used can process frames with a larger size of up to 1532 bytes
(oversize frames).

NOTE An overview of the compatible SIMATIC NET components can be found in the manual of the

SCALANCE XC332 and CP 443-1 RNA (see Section 6.2).
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5.1.2. HSR (High-availability Seamless Redundancy
Protocol)

HSR is defined in the same specification as PRP. HSR belongs to the category of media redundancy and is designed for use
in ring topologies.

HSR is also a redundancy protocol implemented in the end devices.
The protocol is implemented in a software layer that is integrated above the link layer.
The end devices each have at least two network connections that are interconnected to form a ring.

The frame duplicate is detected by extending the Ethernet header (HSR tag).

HSR HSR
terminal terminal

al |= al =

| | = | | = | | =

HSR HSR HSR
terminal terminal terminal

To ensure high availability in the event of an error, the redundancy devices send one frame clockwise and an identical one
counterclockwise.
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Establishment of a redundant network with HSR

The ring structure serves as the HSR network topology. This can be set up with HSR-capable end devices as well as with
standard components via a ballast (RedBox).

HSR allows a redundant design of the ring and a coupling to a PRP network.

The following figure shows how an HSR network can be set up with the components mentioned.

DAN H DAN H

RedBox DAN H

SAN

e Terminal (DAN H)
A terminal device with HSR function is called "Double Attached Node for HSR" (DAN H) and has at least two integrated
network interfaces (ring ports) for connecting to the ring. Some devices have multiple internal ports.

e Standard component (SAN)
Standard components with a single network interface are called "Single Attached Node" (SAN) and can only be
connected to the ring via a redundancy box.
SANs do not need to support the HSR feature.

e System connection (redundancy box)
With the help of the Redundancy Box (RedBox), one or more SANs are integrated into the HSR network. The RedBox
takes over the HSR functions on behalf of all SANs connected to it.
In addition, the RedBox enables the coupling of PRP networks and HSR ring.
Two HSR rings are connected via two redundant paths using "quad boxes". These HSR end devices have at least four
integrated ring ports.

NOTE Coupling an HSR ring to the rest of the network requires parameterization of the ports via the WBM.
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Communication in a redundant network with HSR

Useful Information

The specification of HSR provides that all end devices are connected via a ring.

Use

Transport layer
Network

Network layer

/._/

Redundancy | TX HSR Rx

Use

Transport layer

Network layer

L

Tx HSR Rx

Port 1 Port 2

Tx || Rx Tx

] t

e Send:

An HSR-capable terminal device doubles each frame that is sent at the HSR interface.
The two duplicates are sent to the communication partner via the ring ports as follows:

- Aclockwise frame
- A counterclockwise frame

- If a SANis connected to a RedBox, the RedBox performs the HSR function on behalf of the SANs: It doubles the
frame to be sent and sends it accordingly via the ring to the communication partner. The RedBox thus works as a
kind of redundancy proxy for any kind of standard components.

e Receive:

The two duplicates are received by an HSR-capable terminal via the two ring ports. The HSR unit forwards the first
incoming frame to the application layer and discards the second (identical) frame. The interface to the application is,

therefore, identical to any other Ethernet interface.

If the receiver is a standard component connected by a RedBox, the RedBox takes over the detection of the duplicate
and forwards only the first incoming frame to the addressee. The second frame is discarded.

NOTE

e Special case with SAN

Due to the double transmission of the frames in both directions, only 50% of the network bandwidth is
effectively available for data traffic.

Itis not possible to integrate a SAN into an HSR network without a RedBox. A SAN lacks the second network interface
to close the ring. The ring would be disconnected. In addition, the HSR header encapsulates the network traffic. In
PRP, SANs can interpret the RCT as meaningless padding. This is not possible with the HSR tag. Due to its position in
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the frame, the HSR tag is always interpreted by the SAN as valid layer 2 information. Therefore, a correct readout of
the data payload is not possible. If a SAN is intended to connect to the network, a RedBox is required.

Modification of the Ethernet frame

To detect duplicates, the DAN H devices or RedBoxes extend the Ethernet header in the frame by an HSR tag. The
identification field consists of the following parameters:

e Sequence number (16-bit)
e Identifier for the port (4-bit)
e Payload length (12-bit).

The HSR tag is positioned at the beginning of the frame. The position offers the advantage that the detection of the
duplicate for each individual frame in each device takes place immediately after receiving the HSR tag. Waiting until the
frame is completely received is no longer necessary.

Therefore, the HSR end devices already start forwarding the frame at the second ring port as soon as the HSR information
has been completely read in and the duplicate has been detected.

Only frames addressed to itself are forwarded by the HSR terminal to the application and taken off the network.

Multicast or broadcast frames are forwarded by each node on the ring and are also forwarded to the application.

To avoid permanent circling of multicast or broadcast frames in the ring, they are taken off the network

NOTE after one loop through the ring.
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5.1.3. Combination of PRP and HSR

With the help of the redundancy box, it is possible to implement the coupling of a PRP network and an HSR ring.

The SCALANCE XC332 is used as a coupling link between a PRP network and HSR ring. Two Ethernet ports defined as PRP
are used for the connection to the two PRP networks (LAN A and LAN B). Two other Ethernet ports defined as HSR are
used to set up the HSR ring topology.

To enable this, the mode of coupling between HSR and the rest of the network must be set in the WBM of the
SCALANCE X(C332) (see Section 3.2.10).

Establishment of a redundant HSR-PRP coupling

The following figure shows the redundant coupling of an HSR ring with a PRP network.

DAN P SAN DAN P

LAN A
PRP k
networ LAN B
RedBox RedBox
(coupling link) (coupling link)
HSR ring
SAN  =—— RedBox DAN H DAN H

This coupling is designed redundantly, as described in the IEC62439-3 standard.

Two SCALANCE XC332 switches are required for redundant coupling. The first device connects the HSR ring to the PRP
network LAN A. The second device connects the HSR ring to the PRP network LAN B.

In case of failure of a transition point, complete communication is still guaranteed. The exceptions to this are SANs that
are connected to the disconnected PRP network without a RedBox.

Coupling with a PRP network can also be non-redundant. Only one SCALANCE XC332 is used. This

NOTE device is connected to the PRP network LAN A and to LAN B.

This type of coupling is not recommended because, if the transition point fails, communication
between HSR and PRP devices will also be interrupted.
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5.2.

Alternative Solutions

Useful Information

Several redundancy options are available to increase availability in Communication networks. Special protocols ensure a
loop-free network topology and the detection of communication interruptions.

In practice, neither the perfect network topology nor the perfect media redundancy protocol exists to cover all application

a

reas and requirements.

The following factors influence which topology and which protocol is most suitable for the automation network.

The following table shows the most common protocols.

Physical installation specifications

Requirements of the application for the switching time

Number of network devices

Data transmission requirements (real-time or standard Ethernet)

Report Abbreviation Reference Category

Link aggregation LAG IEEE 802.1ad Redundant paths
Spanning Tree Protocol STP IEEE 802.1d

Rapid Spanning Tree Protocol RSTP IEEE 802.1d-2004

Multiple Spanning Tree Protocol MSTP IEEE 802.1s

High Speed Redundancy Protocol HRP SIEMENS proprietary Ring topology with
Standby coupling - SIEMENS proprietary redundancy manager
Media Redundancy Protocol MRP IEC 62439-2

Media Redundancy for Planned MRPD IEC61158

Duplication

Parallel Redundancy Protocol PRP IEC 62439-3 Double network design
High-availability Seamless HSR IEC 62439-3 Ring topology
Redundancy
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6. Appendix

6.1. Service and support

SiePortal

The integrated platform for product selection, purchasing and support - and connection of Industry Mall and Online
support. The SiePortal home page replaces the previous home pages of the Industry Mall and the Online Support Portal
(SI0S) and combines them.

e Products & Services
In Products & Services, you can find all our offerings as previously available in Mall Catalog.

e Support
In Support, you can find all information helpful for resolving technical issues with our products.

e mySieportal
mySiePortal collects all your personal data and processes, from your account to current orders, service requests and
more. You can only see the full range of functions here after you have logged in.

You can access SiePortal via this address:

Technical Support

The Technical Support of Siemens Industry provides you fast and competent support regarding all technical queries with
numerous tailor-made offers — ranging from basic support to individual support contracts.
Please send queries to Technical Support via Web form:

SITRAIN - Digital Industry Academy

We support you with our globally available training courses for industry with practical experience, innovative learning
methods and a concept that's tailored to the customer’s specific needs.
For more information on our offered trainings and courses, as well as their locations and dates, refer to our web page:

Industry Online Support app

You will receive optimum support wherever you are with the "Industry Online Support" app. The app is available for iOS
and Android:

Available on the i Aiunnu APPON
D App Store P> Google play
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Appendix

6.2. Links and literature

No. Topic

\T\ Siemens Industry Online Support
https://support.industry.siemens.com

\2\ Link to this entry page of this application example

https://support.industry.siemens.com/cs/ww/en/view/78790945

\3\ SIMATIC NET: S7-400 - Industrial Ethernet CP 443-1 RNA
https://support.industry.siemens.com/cs/ww/view/69265740

\4\ SIMATIC NET: Industrial Ethernet Switches SCALANCE XC300
https://support.industry.siemens.com/cs/document/109964 146

\5\ SIMATIC NET: Industrial Ethernet Switches SCALANCE XR300
https://support.industry.siemens.com/cs/document/109972620

\6\ SIMATIC NET: Industrial Ethernet Switches SCALANCE XC400
https://support.industry.siemens.com/cs/document/109964151

\7\ SIMATIC NET: Industrial Ethernet Switches SCALANCE XR500
https://support.industry.siemens.com/cs/document/109823936

\8\ SIMATIC NET Industrial Ethernet Switches SCALANCE Layer 2 |/ Layer 3 Web Based Management (WBM) V1.2
https://support.industry.siemens.com/cs/document/109826940

\9\ SIMATIC NET: PG/PC - Industrial Ethernet SOFTNET-IE RNA
https://support.industry.siemens.com/cs/ww/view/77377603

\10\ How to Configure RNA on RSG907R, RSG909R and RST2228 devices
https://support.industry.siemens.com/cs/ww/view/109780236

\T1\ RUGGEDCOM RSG907R Installation Manual
https://support.industry.siemens.com/cs/document/109827420

\12\ RUGGEDCOM RSG909R Installation Manual
https://support.industry.siemens.com/cs/document/109827421

\13\ RUGGEDCOM RST2228 Equipment Manual
https://support.industry.siemens.com/cs/document/109825997

6.3. Change documentation

Version Date Modifications

V1.0 09/2013 First version

V2.0 08/2021 Complete revision

V3.0 08/2024 Complete revision — replacement of SCALANCE X204 (RNA)
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