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Warranty and Liability

Warranty and Liability

Note

The application examples are not binding and do not claim to be complete
regarding configuration, equipment and any eventuality. The application
examples do not represent customer-specific solutions. They are only intended
to provide support for typical applications. You are responsible for ensuring the
correct use of the products described. These Application Examples do not
relieve you of the responsibility of safely and professionally using, installing,
operating and servicing equipment. When using these application examples, you
recognize that we cannot be made liable for any damage/claims beyond the
liability clause described. We reserve the right to make changes to these
application examples at any time without prior notice. If there are any deviations
between the recommendations provided in these application examples and other
Siemens publications — e.g. Catalogs — the contents of the other documents
have priority.

We do not accept any liability for the information contained in this document.

Any claims against us — based on whatever legal reason — resulting from the use of
the examples, information, programs, engineering and performance data etc.
described in this Application Example shall be excluded. Such an exclusion shall
not apply in the case of mandatory liability, e.g. under the German Product Liability
Act ("Produkthaftungsgesetz"), in case of intent, gross negligence, or injury of life,
body or health, guarantee for the quality of a product, fraudulent concealment of a
deficiency or breach of a condition which goes to the root of the contract
("wesentliche Vertragspflichten"). However, claims arising from a breach of a
condition which goes to the root of the contract shall be limited to the foreseeable
damage which is intrinsic to the contract, unless caused by intent or gross
negligence or based on mandatory liability for injury of life, body or health. The
above provisions do not imply a change in the burden of proof to your detriment.

It is not permissible to transfer or copy these application examples or excerpts of
them without having prior authorization from Siemens Industry Sector in writing.

Wireless data communication with S7-1200 via GPRS
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1 Overview of the Library

1.1

Overview of the Library

The software SINAUT Micro SC offers wireless data communication between S7-
200, S7-300 and S7-1200 stations, as well as communication with a Control
Center.

This document includes a description of the libraries available for download which
provide a solution for S7-1200-based applications.

In any case, we recommend using the documents listed in Table 5-1 as
supplementary literature to this document.

Program blocks

Table 1-1
Library Group Program block Number
sinautmicrosc sinautmicrosc_com Function data block: com [FB144]
Instance data block: [DB-specific
specific name number]

Global data block: data_DB | [DB144]

sinautmicrosc_chart | chart_cmd-return -

chart_rs232blocks -

In order to use the scope of functions offered by MD720-3, the function block
"com" must be_called cyclically.
When the function block "com" is called, an instance data block will be created.

We recommend to name this data block "com DB", so as to make use of the watch
tables described further below.

The global data block "data_DB" is used as a pool for the sending and reception
of process values.

The watch table "chart_cmd-return" enables direct access to the input and output
parameters of the function block "com".

With the help of the watch table "chart_rs232blocks", the point-to-point
communication blocks required by the RS232 communication module can be
monitored.

Wireless data communication with S7-1200 via GPRS
V1.5, Entry ID: 39863979
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1 Overview of the Library

1.2 Library resources

Each program block in the main memory is approx. 16.7 Kbytes in size. These
blocks are made up as follows:

Figure 1-1

Instance data block “com_DB”
Global data block “data_DB”

Call of function block

Function data block “com”

If function block "com" is called twice, it requires approx. 19 Kbytes in the main
memory.

Figure 1-2
19,0KB

Instance data blocks “com_DB”
and “com_DB_2”"

Global data block “data_DB”
Call of the function blocks

Function data block “com”

When the function block is called next time, the memory of a second instance data
block of type "com" will be used.

Note The main memory required for calling the function data block "com" varies
according to the length of the parameters used at the inputs of the function data
block "com".

Note In order to free up memory space, the size of the global data block "data_DB"

may be modified as described in chapter 1.5.2.

Wireless data communication with S7-1200 via GPRS
V1.5, Entry ID: 39863979 7
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1 Overview of the Library

1.3 Hardware / software requirements for this library

The table below shows the minimum hardware and software requirements of the

Remote Station.

Products
Table 1-2
No. Order number Qty. Component
1. 6EP1332-1SH71 1 SIMATIC S7-1200, PM 1207, 2,5A
2. 6ES7211-1AD30-0XB0 1 SIMATIC S7-1200 CPU 1211C
3. 6ES7241-1AH30-0XB0 1 SIMATIC S7-1200 CM 1241, RS232
4. 6NH9720-3AA00 1 SINAUT MD720-3, GSM/GPRS modem
5. 6NH9860-1AA00 1 SINAUT ANT 794-4MR, antenna
6. 6NH7701-5AN 1 SINAUT ST7 connecting cable, RS232, 1:1, or
a similar "modem cable"
7. 6XV1870-3QH20 1 Ethernet cable for configuration, 2 meters, or a
similar cable
Configuration software / tools
Table 1-3
No. Order number Qty. Component

1. 6ES7822-0AA01-0YAOQ

SIMATIC STEP 7 BASIC V11

Wireless data communication with S7-1200 via GPRS
V1.5, Entry ID: 39863979
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1 Overview of the Library

14 The functions block "com" in detail

4)
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Figure 1-3
%DB145
“‘com_DB"
WFETEY
“com"
ENO
< cmd_request_stat return_busy
- cmd_re quest_remote siatonaddress retum_error
- cmd_request_data_start return_status
- cmd_request_data_length return_time sync_clock_set
-|{emd_request_send feth return_request ok
i< return_request abored
cmd_timesynec_enable return_init_ok 4
< cmd_init_stan return_init_aboned 4
-{emd_init_size_of_amay return_rev_ndr 4
-{emd_init_hw:_id return_rcv_remote stationaddress |
-{emd_init_STATION_ID return_rcv_data_start |-
cmd_init_IP_ADDRESS return rev data [engh |-
cmd_init_DEST_PORT return_sms_ok 4
-{emd_init_MODEM_NAME return_sms_abored 4
-{cmd_init MODEM_PW
emd_init_SIM_PIN
| emd_init_APN
| cmd_init_APN_USER
{emd_init_APN_PW
cnel_init_DNS
= cmd_sms_start
cmd_sms_SERVICE_CENTER
cmd_sms_TARGET_NUMEER
cmd_sms_MESSAGE_TEXT

On the following pages the meaning of the individual parameters is described in
further detail.

Table 1-4

Group

Chapter

Chapter 1.4.1

Chapter 1.4.2

Chapter 1.4.3

Chapter 1.4.4

GISIDUSIS)

Chapter 1.4.5

Wireless data communication with S7-1200 via GPRS
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1 Overview of the Library

1.4.1 Initiating the GPRS communication platform

Note Before process data can be exchanged with the central station or other remote
stations?, the modem parameters are to be defined. This is effected with the help
of the input and output parameters, see Figure 1-3 (1). For a detailed description
on how to select the specific parameters, please refer to chapter 3.1.

Figure 1-4

Provider's infrastructure

Internet port + router

INTERNET

APN? :}:):
“APN user?

Sinaut Micro SC

“APN-PW? )
lljl
e PO Ay A G
modem name, modem password «Station number?
Remote Station 01 Central Station
Modem login to SINAUT Micro SC
Table 1-5
Digit Description
A If the PIN number of the inserted SIM card has been accepted as valid, the
modem logs in automatically to the provider's GSM network.
B The modem logs in to the GPRS access point of the mobile network operator by

means of the APN address, the APN user name and the APN user password.
Then, an IP address from the provider's address range is assigned to the
modem. The modem is now accessible over the Internet and can also send IP-
based requests to all other communication partners connected to the Internet.

The modem sends a connection query to the Central Station. To do so, it
requires the static IP address of the internet port used for communication with the
Central Station.

As an option, this can also be effected with a combination of DNS name server
(in the form of an IP address) and host address (in the form of an URL).

The connection query has been received by the router of the Central Station's
local IT network. On the basis of the port number, the router forwards the query
to the Central Station PC.

The SINAUT Micro SC software checks the connection query sent by the
modem. It checks the transmitted modem name and modem password in
combination with the station number configured in SINAUT Micro SC .

If this combination is accepted as valid, the SINAUT Micro SC software updates

the internal routing chart entry with regard to the station number and the
associated IP address of the modem currently valid.

The transparent data connection between Remote Station and Central Station is
active now. This connection will later be used for all communication paths between

' (CS) refers to the platform (e.g. the PC) on which the software for this remote solution is installed
2 (RS) refers to the remote SIMATIC PLC with a connected MD720-3

10

Wireless data communication with S7-1200 via GPRS
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e RS<->RS
e RS<&->CS

Monitoring Remote Station login by means of the LEDs on the MD720-3

Table 1-6
No. Instructions Note
1. After activation of the voltage supply,

the LEDs S and C start blinking at one-
or two-second intervals.

2. After initialization has been triggered,
the modem performs a parameter
check.

3. The modem attempts to build up a

GSM connection.

4, The modem logged in successfully in
the provider's GSM network.

5. The modem has successfully
established the GPRS connection.

6. The modem attempts to login to the
Central Station.

7. The modem has successfully logged in
to the Central Station.

Wireless data communication with S7-1200 via GPRS
V1.5, Entry ID: 39863979 11
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1 Overview of the Library

1.4.2

12

Control of the process data transfer in the Remote Station

With this remote solution, the transfer of process data can be initiated by different
communication partners and executed in different directions. With the help of the
input and output parameters Figure 1-3 (2) the local Remote Station can initiate the
following communications:

¢ Remote Station sends data to Central Station
¢ Remote Station sends data to another Remote Station
¢ Remote Station requests data from another Remote Station

For further details on how these functions are executed, please refer to chapter 0.
Figure 1-5

Central Station with
station number 0

Remote Station with Remote Station with
station number 1 station number 2
Table 1-7
Digit Description
A e Remote Station 1 sends a telegram with process values to the Central
Station

e Directly after receipt of the process values, the CS returns a response
telegram to RS 1

B RS 1 sends a telegram with process values to RS 2
e The process values are first sent to the CS

e The receiving station is determined with the help of a routing chart, then the
data is forwarded to RS 2

e RS 2 receives the telegram with the process values and transfers them to
the global data block "data_DB[DB144]"

e Aresponse telegram is generated and returned to RS 1 via the CS

C RS 1 requests process values from RS 2
e RS 1 sends a retrieve telegram to RS 2 via the CS

e RS 2 evaluates the telegram and compiles the requested process values in
a telegram

e The response telegram with the requested process values is returned to RS

1 via the CS

Wireless data communication with S7-1200 via GPRS
V1.5, Entry ID: 39863979
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1 Overview of the Library

143 Analysis of process data received in the Remote Station

All process data received are stored in the global data block "data_DB[DB144]".

The output parameter Figure 1-3 (3) is used to identify by whom and how many
data has been stored in the global data block. The process values received can
originate from different stations.

¢ Adistant Remote Station sends data to the local Remote Station
e The Central Station sends data to the local Remote Station

For details on the meaning of the response values, please refer to chapter 3.3.
Figure 1-6

Central Station
station number 0

Remote Station Remote Station
station number 1 station number 2
Table 1-8
Digit Description
A ¢ Remote Station 1 receives process values from the Central Station

e The process values are extracted from the telegram and stored in the global
data block "data_DB[DB144]"

e Aresponse telegram is generated and sent directly to the CS

B e RS 1 receives process values from RS 2

e The process values are extracted from the telegram and stored in the global
data block "data_DB[DB144]"

e Aresponse telegram is generated and sent to RS 2 via the CS

Wireless data communication with S7-1200 via GPRS
V1.5, Entry ID: 39863979 13
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1 Overview of the Library

1.4.4

14

Updating the clock time in the Remote Station

The UTC system clock in the Remote Station can be set from the Central Station.
To do so, the Central Station continuously transmits its own system clock
information.

This procedure enables time synchronization throughout the system.
Time synchronization can be initiated by two telegrams.

Table 1-9
No. Description
1.
004
’ = = Stationnumer -
< : -- | ~GPAS mofem———————
Name modemd
— Password ra—
L/
.
Remote Station - Central Station £ satipirking deachaied
- (" Stabus monitoring by RealTimeClock sy
15 minutes el

In the Software SINAUT Micro SC of the Central Station a time synchronization
interval can be specified for each station. Based on this specification, a time
synchronization telegram will be sent at the specified time.

Central Station

Remote Station

Each time when process values are transmitted from the Central Station to the

Remote Station, the system clock of the Remote Station will be set anew.

In order to make use of this feature, the relevant parameter of the Remote Station
must be defined as described in chapter 3.4.

Wireless data communication with S7-1200 via GPRS
V1.5, Entry ID: 39863979
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1 Overview of the Library

1.4.5

Sending short messages

Function data block "com[FB144]" can be used to transmit short messages,
provided the relevant parameters have been set as described in chapter 3.5.

As long as short messages are being transmitted, no process values can be sent
or received via GPRS.

The transmission of short messages includes the following steps.

Table 1-10
No. Description Comment/lllustration
1_ The Remote Station iS |Ogged in. " GPRS / server connection is active

Exchange of process data via GPRS is
possible.

“m 5

OPC mode é

Remote Station Central Station

After a command for the transmission
of a short message has been issued at
function data block "com[FB144]", the
GPRS connection to the server will be
deactivated.

No GPRS / server connection

Remote Station Central Station

The modem switches over to the AT-
compatible mode, so that

AT commands can be received in the
S7-1200 and analyzed.

No GPRS / server connection

Central Station

Transmission of the short message.

AT mode
Remote Station

After successful transmission of the
short message or after unsuccessful
termination, the modem will be
initialized anew (see chapter 1.4.1). In
the course of initialization, the modem
switches back to OPC mode and re-
establishes its GPRS connection to the
Central Station. Now, the exchange of
process data via GPRS possible again.

GPRS / server connection is active

B

Central Station

OPC mode

Remote Station

Wireless data communication with S7-1200 via GPRS

V1.5, Entry ID: 39863979
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1 Overview of the Library

1.5

1.5.1

The global data block "data_DB" in detail

Function principle of "data_DB" for the storage of process values

The global data block "data_DB" is used to store all process data received so that
the desired data can be retrieved from there if process data are to be sent. For
conceptual reasons, the areas for the sending process and the receiving process
should be kept separated. There is no check for cross-references or data
consistency of the process values.

Example of a send process

16

Figure 1-7

CE-X21_lib_V0.12 » PLC_1 » Program blocks * sinautmicrosc_com » data_DB

= gk o
data_DB
Hame Data type Offset Initial value Retain (=]
1 = Static
2 ¥ buffer array [0 1000] of byte  w 0.0 O
3 buffer(d] Byte ]
4 buffer{1] Byte
5 buffer{2] Byte

e
RUISEs <—E—jdata_DB[144].DBD4L‘:fj‘"

Byte

Floating-point numberl / double word
DB123.Real1
Integer / word

<data_DB[144].DBW8 = DB123.Int2

buffer[10] <+=data_DB[144].DBB10- DB123.Byte1
buffer{11] Byte B s

buffer[12] Byte Bytelbyle
buffer{13] Byts —EN

buffer[14] Byte - cmd_request_start

buffe(15) e e = . being transmitted

buffar[15] Bt

N
‘cmd_request_data_length

buffer{17] Byte ... <cmd_request_send _feth
buffer[18] Byte cmd_request_own_timesamp
buffer{19] Byte

buffer(20] Byte B216%00

In the above example, three variables are to the transmitted. This data includes the
data types floating-point number (double word), integer (word) and byte (byte).
With the STEP 7 Basic V11 command "MOVE", the values of these variables are
moved to an absolutely addressed position in the global data block "data_DB[144]".
Now, the "start address" and "length" information required by function block
"com[FB144]" can be read with the help of the array structure in the global data
block "data_DB[144]".

Wireless data communication with S7-1200 via GPRS
V1.5, Entry ID: 39863979
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Example of a receive process

Figure 1-8
CE-X21_lib_V0.12 » PLC_1 » Program blocks » sinautmicrosc_com » data_DB
ol T |
data_DB
Harme Data type Offset Initial value Retain (]
1 = Static
2 array [0 1000] of byte v 00 O
2 boffarlal Buts BRlER00
4 buffer{1] Byte BA16H00
5 buffer[2] Eyte EALETT
b buffer[3] Eyte BA16800
7 buffer{4] Ete BA16H00
g buffer5) Byte BH16400
9 buffer{&] Byte BA1EZ00
10 buffer7] Byte BHIE200 Integer / word
- uReh] DB123.Int3
12 buffer{2]
13 buffer[10] DB1 23.Byt92
14 buffer]
= e Byte / byte
16 buffer[13]
17 buffer[14] o
18 buffer(15] retum_m_nd 4 ... being received
19 buffer[16 Byt return_rov_| L I e
20 buffer[17 ] rexum_mw_dam_sun;
2 T B"“ return_rov_data_length |
22 buffer[12] Byte
23 buffer[20] Bite B#16H00

In this example, three bytes are received at the modem MD720-3 and forwarded to
the S/-1200 PLC. Based on the "start address" and "length" information included in
the telegram, the function block "com[FB144]" can automatically store the values
received at the relevant position in global data block "data_DB[DB144]".

In this case, the first of the three bytes is stored in the array field "buffer[12]" and
the last one in the array field "buffer[14]".

Up to that point, no additional information regarding the data types of the three
bytes transmitted has been stored. The three bytes can now be freely interpreted,
absolutely addressed by the "MOVE" Command and then be moved to any
symbolic variable.

Comparison with the S7-200-based system

The size of the array field in the global data block "data_ DB[DB144]" of the S7-
1200 PLC is equivalent to the address space of a S7-200.

Figure 1-9

Excerpt from the S7-200 System Manual, Appendix A

Table A-4 CPU Specifications

CPU 221 CPU 222 CPU 224 CPU 224XP CPU 226
CPU 224XPsi

Memory
User program size

with run mode edit 4096 bytes 8192 bytes 12288 bytes 16384 bytes

without run mode edit 4096 bytes 12288 bytes 16384 bytes 24576 bytes
User data 2048 bytes 6192 pytes 10240 bytes 10240 bytes
Backup (super cap) 50 hours typical (8 hours min. at 40°C) 100 hpurs typical (70 100 hours typical (70 hours min. at 40°C)

hoursjmin. at 40°C)

(optional battery) 200 days typical 200 dhys typical 200 days typical

CE-X21_lib_V0.12 » PLC_1 » Program blocks » sinautmicrosc_com » data_DB

= 2 7 ]
data_DB
Marme Data type

v Static

Offset Initial value Retain (=]}

1
» buffer p.0 O

ot zann

Wireless data communication with S7-1200 via GPRS
V1.5, Entry ID: 39863979 17
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1 Overview of the Library

1.5.2

18

Note

For 100% compatibility with a S7-200 CPU 224, the array field of the S7-1200
would require a size of 8192 bytes.

This, however, should not be the objective of array field dimensioning. Actually, it
should include the maximum number of bytes to be sent and received, so that the
global data block "data_ DB[DB144]" can be kept at a minimum.

Changing the size of the global data block

The size of the global data block "data_DB[DB144]" can be modified in two steps.
Table 1-11

No. Description

1. CE-X21_lib_V0.12 » PLC_1 » Program blocks } sinautmicrosc_com » data_DB

130 fer
emad_init_hw_id
{emd_init_STATION_ID
|emd_init_IP_ADDRESS
|emd_init_DEST_PORT
|emd._init_MODEM_NAME

emd_init_APN_USER
cmd_init_APN_PW.
{emd_init_DNS

e  Enter the value in the input parameter "cmd_init_size_of _array" of

function block "com_DB[DB145]".

The default value for the array field size, as well as the start value for the input
parameter "cmd_init_size_of array" of function block "com_DB[DB145]" is
"1000". If this start value shall be retained, none of the above settings should be
modified.

Wireless data communication with S7-1200 via GPRS
V1.5, Entry ID: 39863979
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2 Working with the Library

2 Working with the Library

21 Integrating the library into STEP 7 Basic V11

In order to use the library functions described above, they have to be integrated
into the configuration software. The necessary steps are listed in the table below.

Table 2-1
Steps Function Figure/Comment
1. The library is available on the HTML We recommend to file all STEP 7 Basic
page from where you have downloaded | V11 projects and libraries in the
this document. Save the library to your "Automation" directory.
hard disk. -
CE-X21_S7-1200_GPRS_library.zip
(& Deskiop
= ) My Documents
S o otomation
B [2) CE-¥21_57-1200_GPRS_ibrary
() project]
% reraiacb?
Open STEP 7 Basic V11.
% |+ Oenthe Libares” tab
e  Click the "Open global library" e =
button = 2
= - 3
= =
: a =W
» B pAY Bt O Q-_u:tnl\As g
' [0 Moouejeunaglobal library %
» LLJuss @
4. e Navigate to the folder where the - @ m
library file with the filename Name —° Datemodified  Type Size
extension *.al11 is stored e
e Select this file and click "Open" to System SR/ 3ASPM | Filefokder
. . T™P 6/7/201111:31 AM File folder
confirm your selection acfila 6/1/201111:31 AM  File folder
S/20112355PM__Siemens TIA Porta..

« i

File name: sinautmicrosc al11 -
Files of type [Gl-ahal library -:
] Open as read-only

e The library is being loaded and will,

from now on, be available in the
"Global libraries" folder

"+ | Global libraries

st it =] ¥

F ¥ Y4 i El

CoEnmEEE )
v__'E'g_, Types

w [Tz] Master copies
~ [ ] sinautmicrosc_chart
] Library element
~ [ ] sinautmicrosc_com

\_ il Copy of 7 blocks J
¥ | 1] Buttons-and-Switches

Wireless data communication with S7-1200 via GPRS
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2.2 Using library blocks

Table 2-2

Step Function Figure/Comment
1. e Open STEP 7 Basic V11 and This library can be used in combination
create a new project with all controller types of the S7-1200
e Select "Add new device " to add series
the desired S7-1200 PLC
2. e Navigate to the "Program blocks" PLC_1 [CPU 1214C DG/DC.. e

folder
e Open the "organization block" OB1

1Y Device configuration

| Online & diagnostics |~ ILAGAUGLIE
« [l Frogram blocks

Comment

i Add new block /
! Main [oB1 l
» :‘ Technological Objects
» (G FLCtags
» [ watch tables

| RS v  Network 2:
b 1 Local modules

Cormment

3. e Navigate to the library group

. . . Devices I | options
"sinautmicrosc_com" in the opened P00 ?|aaFs &
library "sinautmicrosc” e |~ [Proect by
. Y Ak 4k —o— i} (Y/Globallibraries
o Drag&drop the "Library elements" s Ovices Erwworts | STREE T 70
H H " ~ W PC 1 [CPU1214CDC | comment '!,L.Ilsma utmicrosc
of this group into the "Program (T Ve
" Qnline & diagne st |~ et | il Mestercopies
blocks" folder (5 e o] *Lisrwamers or
T | | B
x ;*Tﬁh"mgiu' e » uttorjs-and-Switches.
e 5 I Morivhing and-<onvokoh
» (g PLC data types | Parts (Global libraries)
» 53 wetch and force ta Name
5§ Progrom info M com
&) Tenlists - data_DB

4. e Navigate to the library group

"sinautmicrosc_chart" in the open Jf‘g“; e et R

library "sinautmicrosc" Tiv Project library
. =3 Pryjehl R | Global libraries

e Drag&drop the "Library elements" - Bl R
i evices & networks ¥ Blocktitle: .|+ 0[] sinautmicrosc
of this group to the "Watch tables" “anc o avese | e
Device configuration ~-
folder 8 ol adogros. |+ [TTICRAE e

g Program blocks Comm ; -
| Add new block. - -
= ] + [ ffinautmicrosc_com

» [ Technologicel cbje. pel copyar2 blecks

» & External mm(ey/ v . hes

= | » L] Monitpring-and-centrolob
. . v [ Parts (Global libraries)
B R Name

. Bl chan_cmdrewm
Ei Forcetabelle 3l chan_rs232blocks

5. ¢ Now drag&drop the function block
"com[FB144]" to any network in the Devices

A I y = 8 = =1
previously opened OB1 = s
v ] Projects a4 A =0 A

B 2dd ne

i Dev

~ [ PLC_1 [cPU 1214C DE/DCIDC]
IY Device configuration

@) Online & diagnostics ¥ Network 1:

Lomment
B add \

o

T DETA4] 1

b [ Technoloaical Obiects

wBlock title:  “11ain Froaram

Comment

w [ Program blacks

ne:

Wireless data communication with S7-1200 via GPRS
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2

Working with the Library

Step Function Figure/Comment
6. e Enter the relevant "Name" and . -
"Number" to select an instance (e e =
data block o .. -
¢  Click "OK" to confirm your entries g Nurber
Instance * Manual
Automnatic
' The called function black saves its data in its own instance
data block
More...
oK Cancel
7. The numbers and symbolic names of -t
the library blocks can be freely : soas
28 com [FE144) FOTT
selected. & com_08 [08145] -
@ data_DE [DE144] EN
r—rt—t- cmd_request_start
Harces S L

Wireless data communication with S7-1200 via GPRS
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2 Working with the Library

2.3

22

Check and update of the library version

Table 2-3
Step Function Figure/Comment
= Comn General
L 1=
-Zc-mpl\atl-:f\’
% L Protection
+ [frechnolog 93] copy culec Arbutes
» g Ficrag: 7 trla
» [ watch tab)
i ¥ Delete Del
1 Author:
Cornpile >
Download to device »
& Goonline
;J
s Compare offlinefoniine 4
Showusage
% Assignmentlist
T Call structure
Ll Resources lemd_init_APN_USER
w Details \jiew ;\;(rois-referenm; cmd_init_APN_PW
cmd_init_DNS
& Print Ctrl+P e
[ Mame & Print preview cmd_sms_SERVICE_CENTER
e Properies At Enter] ema_sms_T
2. Perform the following steps for each element of the library.
e  Click the function or data block with your right mouse button and select the
item "Properties" from the context menu.
e Inthe Properties dialog window, select the "Information” menu.
e  Compare the current version number in the "Version" field with the latest
version available in the Service&Support Portal.
3. If you wish to update your library, download and integrate the latest library version
as described in chapter 3.1 .
4. o Delete all relevant elements in the =B BEa
"Program blocks" folder. | o 08"
¢ Do not delete the function block - Ceor
call command in OB1. 7 T Technological Objeces cmd_request_stt
» [ PLC tags cmd_request_remoteswatonaddress
5. Add the new library elements as describe

d in chapter 3.2 up to step no. 3.

The updated block elements have now
been integrated. The previous call of
function block "com[FB144]", however,
still shows a missing instance data
block.

| ccom 0BT I

EN
cmd_request_start

o0 199
“com"
END!
return_busy

L

Wireless data communication with S7-1200 via GPRS
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2 Working with the Library

Step

Function

Figure/Comment

~ | 7 Frojects
B 2dd new deice
s & Networks

[CPU 1214C BE/DA

Add new block

Name:
com_DE

1Y Device configuration

% Online & diagnostics

E .de new block

Type:

Language:
Number:

» (g PLC tags
» Watch tables

xt hists
¥ [ Local modules
» [g# commen data
4 45 Languages & Reso\rees

» (3 Online access

» (B SIMATIC Card Reader

[ g

Description:

Data block

(DE) rmare...

¥ Details view » Further information

+ Add new and open

Hame

Data blocks (DBs) are data areas in
Select ane of the following types

- A global data block

- Aninstance data block

1
I-u— i == 7t s conv move 5k ~(R)-

com [FB144] =

o]}
145
* Manual

Autornatic

-
-

Symbalic

access only

e program that contam user data

Add the instance data block manually.
e Doubleclick "Add new block"

e Select "Data block" as block type and define a name.
e Select the instance data block "com" as data block type.

e  Click "OK" to confirm your entries

The library update is now completed.

w [ Program blacks
B ~dd new block

o -
» L3 PLC tags

2% com [FE144]
&8 com_DE [DB145]
@ data_DE [DB144]

Comment

%0B145
“com_DB

EN
cmd_request_start

. emd_request_remotesttonaddress

emd ranuace data o

RFETAT
l “com®

Wireless data communication with S7-1200 via GPRS
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3 Library Interface Description

3 Library Interface Description

Figure 3-1
w  Network 1:
Camment

%DB145

“tom_DB"

[
|

WFETAY
“com"

JEN

169
111.222.333.444’
26862’
‘modem169’
‘secret169’

1234
‘web.provider.de’
any’

any’

+49111111171°
+4922222222'
‘message’

_icmd,re quest_start
;:md_request_remotesmomddness
|cmd_request_data_start
| emd_request_data_lengh
|emd_request_send feth
;(md_re quest_own_timestamp
|emd_timesync_enable

< cmd_init_stant
|cmd_init_size_of_amay
i(md_lnlt_hw_ld
|cmd_init_STATION_ID
|emd_init_IP_ADDRESS
|cmd_init_DEST_PORT
| emd_init_MODEM_NAME
|emd_init_MODEM_PW
| emd_init_SIM_PIN
|cmd_init_APN
|emd_init_APN_USER

cmd_init_APN_PW

|emd_init_DNS

-cmd_sms_start
{cmd_sms_SERVICE_CENTER
|emd_sms_TARGET_NUMBER
|emd_sms_MESSAGE_TEXT

ENO

return_busy 4

return_ermor o
return_status
return_timesync_clock_set .4
return_request ok o
return_request abored 4
return_init_ok o
return_init_abored 4
return_rov_ndr 4
return_rcv_remote stationaddress
return_rcv_data_start
return_rcv_data_lengt
return_sms_ok 4
return_sms_aborted &

3.1

Figure 3-2
IN

= cmd_init_start
cmd_init_size_of_amay
cmd_init_hw_id
cmd_init_STATION_ID
emd_init_IP_ADDRESS
cmd_init_DEST_PORT

cmd_init_MODEM_PW
cmd_init_SIM_PIN
cmd_init_APN
cmd_init_APN_USER
cmd_init_APN_PW

Parameter for initialization:

Ve e L
felurn_init_o«E

return_init_aborted

cmd_init_MODEM_NAME

_init

cmd_init_DNS

Table 3-1
No. Designation Transfer Data type Description/Comment
1. cmd_init_start IN Bool e Activates the initialization process

e Reacts to a positive edge

e The start trigger is cached when the Function
Block “com” is currently busy. Only one start
trigger can be cached if it cannot be processed
immediately.

e [f the initialization process is terminated with
error the routine is re-triggered automatically
after five seconds. This becomes an endless
loop until the process finished successfully.

o4 Wireless data communication with S7-1200 via GPRS
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3 Library Interface Description

No. Designation Transfer Data type

Description/Comment

2. cmd_init_start_ | IN Time
auto

Activates the initialization process if no GPRS
communication was detected during the
specified time

Is activated with >= 5m (minutes)

Is deactivated with < 5m (minutes)

Consider the note at the end of the table

3. cmd_init_size_ | IN Int
of_array

Enter the size of the array in the global data
block "data_DB[144]"

Default value: 1000; no entry required, if the
global data block is not modified

4. | cmd_init_hw_id | IN PORT

HW-ID of the RS232 communication module
Default value: 269;

Check hardware ID in device
information/RS232_1-Properties/RS232
interface/l/O addresses hardware ID

5. cmd_init_ STAT | IN Int
ION_ID

Specific and unique station number
Admissible values: from 1 to 256

Corresponds to the station number allocated in
the SINAUT Micro SC software

6. cmd_init_IP_A | IN String
DDRESS

Static IP address of the Internet connection to
the Central Station

or host name, if DynDNS is used
Admissible value: max. 50 characters

7. cmd_init DEST | IN String
_PORT

Port number used for routing to the Central
Station

Corresponds to the port number allocated in
the SINAUT Micro SC software

Admissible value: max. 6 characters

8. cmd_MODEM_ | IN String
NAME

Modem name for authentication

Corresponds to the modem name used in the
SINAUT Micro SC software

Admissible value: max. 16 characters

9. cmd_MODEM_ | IN String
PW

Modem password for authentication

Corresponds to the modem password used in
the SINAUT Micro SC software

Admissible value: max. 16 characters

10. cmd_init_SIM_ | IN String
PIN

PIN number of the SIM card used in the
modem

If the PIN number is deactivated, enter "0000"

11. cmd_init_APN IN String

GPRS access point address of the relevant
provider

Allocated by the provider

Admissible value: max. 30 characters

List:
http://www.unlocks.co.uk/gprs_settings.php

12. cmd_init_APN_ | IN String
USER

User name for login to GPRS, allocated by the
provider

Admissible value: max. 30 characters

Wireless data communication with S7-1200 via GPRS
V1.5, Entry ID: 39863979
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3 Library Interface Description

No. Designation Transfer Data type Description/Comment
13. cmd_init_ APN_ | IN String e User password for login to GPRS, allocated by
PW the provider

e Admissible value: max. 30 characters

14. cmd_init. DNS IN String e DNS name server of the provider in the form of
IP addresses

e Up totwo IP addresses, separated by a
semicolon

¢  Only relevant in combination with a host
address instead of a static IP address (see
Table 4-1 No. 5)

e Example: IP1;IP2

15. return_init_ok ouT Bool e Gives feedback, if modem initialization has
been successfully completed.

e This does not imply, that the PLC is also
logged in to SINAUT Micro SC

e  After this output has been set, it takes at least
20 seconds until the station will be logged in to
SINAUT Micro SC

e Remains set to TRUE until initialization is
triggered anew.

o Default setting: TRUE

16. return_init_abo | OUT Bool e Gives feedback, if modem initialization was

rted terminated with error. See Table 4-6 No. 3

e Remains set to TRUE until initialization is
triggered anew

e Default setting: FALSE

Note When selecting the APN address, please note that the provider makes a
distinction between APN access points for WAP and for the "real" Internet.
WAP access point will not function with this system.

Note With the solution based on this S7-1200 PLC, a teleservicing function cannot be
realized. For this reason, the parameter "CLIP", as known from the GPRS
solution based on the S7-200 unit, has been omitted.

Note Parameter ,cmd start init auto®

Running the complete initialization process of the modem will cause a new
assigned IP-address and a new connection to the Central Station. This can help
in rare situation when there are some problems with the provider’s network.

When the connection to the server breaks down normally no new initialization of
the GPRS-Modem MD720-3 is not required. The modem tries to re-establish the
connection by itself.

Wireless data communication with S7-1200 via GPRS
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3 Library Interface Description

3.2 Parameter for data transfer: _request_

Figure 3-3

IN ouTt

—EN e
= cmd_request_start
{cmd_request_remote siatonaddres
{cmd_request_data_start
{cmd_request_data_length
{cmd_request_send_feth
cmd_request_own_timesiamp

return_request ok H
return_request sborted 4

Table 3-2

No. Designation Transfer | Data type

Description/Comment

1. cmd_request_ | IN Bool
start

Starts the send or request process

Reacts to a positive edge

The start trigger is cached when the Function
Block “com” is currently busy. Only one start

trigger can be cached if it cannot be processed
immediately.

2. cmd_request_r | IN Int
emotestationa
ddress

Addresses the desired recipient of the send or
retrieve request

Value: 0 - Central Station
Value: from 1 to 256 - other Remote Station
Admissible values: from 0 to 256

Corresponds to the station number in the
SINAUT Micro SC software for the station to be
accessed

3. cmd_request_ | IN Word
data_start

Specifies from which address onwards (from
which array element) of the global data block
"data_DB[144]" the data shall be retrieved or
stored

This entry corresponds to the array index and
the absolute address. Example: value 77 =
array element buffer[77] = DB144.DBB77
Admissible value: not larger than the size of the
array in the global data block "data_DB[144]"
(see Table 4-1 No. 2)

4. cmd_request_ | IN Byte
data_length

Specifies how many bytes (as from the start
address, see Table 4-2 No. 3) shall be retrieved
or stored

Admissible values: from 1 to 239; summed up
with the start address it must not be larger than
the array in the global data block
"data_DB[144]" (see Table 4-1 No. 2)

5. cmd_request_ | IN Int
send_fetch

Specifies whether data shall be sent or retrieved
to or from a distant station.

Default value: 1
Admissible values: 1,2 or 3

1: Send data to a distant station (CS or RS) incl.
a systeme-internal time stamp from the PLC

2: Retrieve data from a distant station

3: Send data to a distant station (CS or RS) incl.
the own time stamp, see Table 4-2 No. 6

Wireless data communication with S7-1200 via GPRS
V1.5, Entry ID: 39863979
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3 Library Interface Description

No. Designation Transfer | Data type Description/Comment

6. cmd_request_ | IN DTL e  Offers the opportunity to enter an external time
own_timestam stamp, so as to enable transmission of historic
p data and their correct chronological sorting in

the Central Station

e The "nano seconds" component will not be
considered for transmission

7. return_request | Out Bool e Gives feedback, if the last send or retrieve job
_ok has been successfully terminated®
e Remains set to TRUE until the next job is
triggered
e Default setting: FALSE
8. return_request | OUT Bool e Gives feedback, if the last send or retrieve job
_aborted has not been successfully terminated*

e Relevant in combination with Table 4-6 No. 3

e Remains set to TRUE until the next job is
triggered

o Default setting: TRUE

® This means that this local Remote Station has not only successfully sent its own telegram, but
has also received a response telegram from the distant station that matches the telegram sent
from this Remote Station.

* This means that the response telegram from the distant station did not match with our request
telegram, or that no response telegram at all has been received within a period of 10 seconds.

Wireless data communication with S7-1200 via GPRS
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3 Library Interface Description

3.3 Parameter for the receipt of data: return_rcv_
Figure 3-4

return_rov_ndr
return_rev_remotestationaddress

return_rov_data_start
return_rov_data_length

Table 3-3
No. Designation Transfer Data type Description/Comment
1. return_rcv_ndr | OUT Bool e Gives feedback, if data from a distant station
(RS or CS) have been received
e Gives no feedback, if data has been received
which has been sent in response to a request
from the local station (retrieve job).
e Setto TRUE for one cycle and will then be
reset automatically
e The subsequent parameters (see Table 4-3
Nos. 2-4) are to be considered immediately
after this output has been set
2. return_rcv_rem | OUT Int e Specifies the station from where data has
otestationaddre been received
ss e Value: 0 > Central Station
e Value: from 1 to 256 - other Remote Station
e Possible values: from 0 to 256
3. return_rcv_dat | OUT Word e  Specifies from which address onward (array
a_start element) writing to the global data block
"data_DB[144]" starts
e The value corresponds to the array index and
the absolute address. Example: value 77 =
array element buffer[77] = DB144.DBB77
4. return_rcv_dat | OUT Byte e  Specifies how many bytes (as of the start
a_length address, see Table 4-3 No. 3) were received
and written to the data block "data_DB[144]"
e Possible value: from 1 to 239
Note When a telegram is received from a CS or another RS and if the total of start

address (Table 4-3 No.3) and length (Table 4-3 No.4) exceeds the array in the
global data block "data_DB[144]" (see Table 4-1 No. 2), the telegram will
automatically be rejected. There won't be any information at the return_rcv_
parameters for data reception.

Wireless data communication with S7-1200 via GPRS
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3 Library Interface Description

3.4

Parameter for clock time synchronization: _timesync_

Figure 3-5
In Out
) :: ::;;:t;,::‘;:!;: & relurn_timesynt_clc:ck_sei |.<
Table 3-4
No. Designation Transfer Data type Description/Comment
1. cmd_timesync_ | IN Int Default value: 1
enable Admissible value: 1 or 2
1: Activates clock time synchronization. The
CS is authorized to set the controller-internal
system clock by the following means:
"status monitoring
clock time synchronization" (see. Table 6-
1 No. 1, chapter 6.1)
- send request to the RS
2: Deactivates the clock time synchronization
function
2. return_timesyn | IN Bool Gives feedback after the internal system clock
c_clock_set has been set
Set to TRUE for one cycle and will then be
reset automatically
30 Wireless data communication with S7-1200 via GPRS
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3 Library Interface Description

3.5

Figure 3-6

-{cmd_sms_slart
{emd_sms_SERVICE_CENTER

In

|emd_sms_TARGET_NUMBER
l
i_:md_sms_MESSAGE_IEXf

Table 3-5

Out

return_sms_ok ':

return_sms_aborted

Parameter for sending SMS messages: _sms_

No. Designation

Transfer

Data type

Description/Comment

1.

cmd_sms_start

IN

Bool

Starts the SMS transmission process

Reacts to a positive edge

The start trigger is cached when the Function
Block “com” is currently busy. Only one start

trigger can be cached if it cannot be processed
immediately.

cmd_sms_SER
VICE_CENTE
R

String

Enter the short message center of your
provider here

Example: +49123456789
Admissible value: max. 20 characters

cmd_sms_TAR
GET_NUMBER

String

Calling number of the receiving device to
which the SMS shall be sent

Example: +49123456789
Admissible value: max. 20 characters

cmd_sms_ME
SSAGE_TEXT

String

Content of the SMS to be sent
Admissible value: max. 160 characters

return_sms_ok

ouT

Bool

Gives feedback when the last SMS send job
has been successfully terminated

Remains set to TRUE until the next job is
triggered anew

Default setting: FALSE

return_sms_ab
orted

ouT

Bool

Gives feedback, if the last SMS job for data
transmission has not been successfully
terminated

Relevant in combination with Table 4-6 No. 3

Remains set to TRUE until the next job is
triggered anew

Default setting: TRUE

Note This SMS send block has been designed exclusively for the use with a SINAUT
Micro SC Central Station. If the SMS function is used without connection to the
Central Station, the data volume will increase as a result of failed connection
trials after SMS transmission.

Wireless data communication with S7-1200 via GPRS
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3 Library Interface Description

3.6 Return parameter: return_

Figure 3-7

Out

ENO f——
return_busy i ..
return_error I-I .

return_status - .

Description/Comment

Signals if the block "com[FB144]" is busy with
a routine operation

Changes over to TRUE after a "cmd_"
command has been triggered

May also change over to TRUE, if telegrams
from distant stations (CS or RS) are being
processed internally. If so, no "cmd_"
command has been actively triggered.

Changes over to FALSE as soon as the
routine is terminated

Gives feedback, if an error occurred in the
course of a routine operation

Always relevant in combination with Table 4-6
No. 3

Returns status information after an error, so
that the cause of the error can be localized
Always to be considered in combination with
the status list in Chapter 5

Table 3-6
No. Designation Transfer Data type
1. return_busy ouT Bool
2. return_error ouT Bool
3. return_status ouT Int
32
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4 Library Status Words

4 Library Status Words

If a routine cannot be terminated successfully, each routine of the function data
block "com[FB144]" provides information about the error cause by means of a
common status word. The symbolic address of this variable is "return_status".

The status word is issued in the form of a decimal number and can be allocated as

shown in the table below.
Table 4-1

Status Meaning

Tips for help/Comment

1000 Buffer in the RS232 communication
module could not be cleared

Read out the diagnostic buffer of the controller
Read out the variable
"com_DB[DB145].rst_rcv_status" and
compare it with Table 6-1 No.2 Chapter 8.6.7

1010 The presently relevant AT command or
telegram could not be transmitted from
the RS232 communication module to

Read out the diagnostic buffer of the controller

Check the cable connection between the
RS232 communication module and the

configuration: PORT_CFG

the MD720-3 MD720-3 (use a modem cable, not a null
modem cable)
e Read out the variable
"com_DB[DB145].ptp_send_status" and
compare it with Table 6-1 No.2 Chapter 8.6.5
3000 Incorrect termination of the port e Read out the variable

"com_DB[DB145].cfg_port_status" and
compare it with Table 6-1 No.2 Chapter 8.6.2

3010 Incorrect termination of the

RCV_CFG

configuration for character reception:

Read out the variable
"com_DB[DB145].cfg_rcv_status" and
compare it with Table 6-1 No.2 Chapter 8.6.4

3020 Incorrect termination of the

SEND_CFG

configuration for character transmission:

Read out the variable
"com_DB[DB145].cfg_send_status" and
compare it with Table 6-1 No.2 Chapter 8.6.3

3999 Timeout during configuration of the
RS232 module.

Transfer of wrong hardware ID at the input of
block "com_DB[DB145]" (see Table 4-1 No. 3)

4400 APN address could not be transferred

4440 APN user name could not be

4160 Provider class could not be set e  Check MD720-3 with regard to the latest
firmware version
4200 IP address could not be transferred e  Check the relevant parameters
4240 Port number could not be transferred
4280 Modem name could not be transferred
4320 Modem password could not be
transferred
4360 PIN number could not be transferred

be transferred

transferred
4480 APN user password could not be
transferred
4520 First DNS address could not be e  Check the parameters
transferred e If not relevant, enter a semicolon
4560 Second DNS address could not be
transferred
4900 Terminal mode stop command could not | ¢  Start initialization anew

Wireless data communication with S7-1200 via GPRS
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4 Library Status Words

Status Meaning Tips for help/Comment
4940 Parameter mode could not be left Reset the modem to factory settings
4999 Timeout during modem initialization Check connectivity between the S7-1200 PLC
and the MD720-3
Check whether the cable used is a modem
cable (serial standard cable), not a null
modem cable (see.
http://de.wikipedia.org/wiki/Nullmodem-Kabel)
6090 A write request from the local station Send the write request again
has not been answered with a plausible
acknowledgement.
o different sequence number
e incorrect function code (e.g. read
instead of write acknowledgement)
6100 A read request from the local station Send the read request again
has not been answered with a plausible
acknowledgement.
o different sequence number
e Incorrect function code (e.g. write
instead of read acknowledgement)
6990 The acknowledgement to be sent from Check each of the possible communication
this station was not accepted by the directions
modem. If a fault was found in a specific
communication path, check the relevant
parameters
6999 Timeout while the function block Check cable connection of all communication
processed telegrams received from the partners
CS or from another RS Check status of the Central Station
7000 Override of global data block "data_DB" The total of
"com_DB[DB145].cmd_request_data_start"
and
"com_DB[DB145].cmd_request_data_length"
exceeds the size of the array in the global data
block "data_DB"
Check the actual size of the array in the global
data block "data_DB" in comparison to the
parameter
"com_DB[DB145].cmd_init_size_of_array"
7990 The telegram to be sent from this The parameter
station was not accepted by the modem "com_DB[DB145].cmd_request_data_length"
7999 Time-out while the function block was must have a value >= 239
processing a write or fetch job. The parameter
"com_DB[DB145].cmd_request_send_fetch"
must include the value 1,2 or 3. Any other
values are not admissible
7998 The acknowledge on our Write- or Check the parameter
Read-request was not received within ,com_DB[DB145].cmd_request_remotestation
10 seconds from the remote Central address*
Stat!on or from an other Remote Try again (maybe a telegram got lost)
Station.
8120 The active modem connections could Make a further attempt
not be terminated quickly enough or not
at all.
Wireless data communication with S7-1200 via GPRS
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4 Library Status Words

Status Meaning

Tips for help/Comment

8160 Short message center of the provider
could not be transferred.

Check
"com_DB[DB145].cmd_sms_SERVICE_CENT
RALII

8200 Target number of the receiving device
could not be transferred.

Check
"com_DB[DB145].cmd_sms_TARGET_NUMB
ER"

8240 Message text could not be transferred

Check
"com_DB[DB145].cmd_sms_MESSAGE_TEX
Tll

Do not use any control characters in a
message text

8999 Timeout while the function block was
processing the transmission of an SMS

Check all SMS-relevant parameters

Use a mobile phone to test transmission of an
SMS with the same SIM card

10001 An error message from SINAUT Micro
10002 SC has been received

General error, not specified in detail

Timeout while a function was being processed

10010 Unknown communication partner. The station
stated in
"com_DB[DB145].cmd_request_remotestation
address" cannot be identified by the SINAUT
Micro SC software

10011 Invalid start address. The start address for the
user data is invalid

10012 Invalid length. The number of user data is
invalid (i.e. it is too large)

10013 Function not supported. The required function
is not supported

Note With regard to trouble-shooting, please refer to the document listed in Table 5-1
No. 1 Chapter 10 in any case.

Note For assistance in problem elimination, please make also use of our technical
forum in the Service&Support Portals.
http://www.siemens.de/forum-configuration-example

Note If these instruments for problem elimination do not lead to the desired result, it

may be helpful to reset the MD720-3 to the factory settings. This can be done
with a paper clip. Press the SET button until the "C" LED lights up, then remove
the paper clip. Wait until the boot process is completed and the modem is in a

status as shown in Table 1-5 No. 1.

Wireless data communication with S7-1200 via GPRS
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Literature

Table 5-1

Nr.

Document / Link

SINAUT Micro SC System Manual
http://support.automation.siemens.com/WW/view/en/23119827

2. SIMATIC S7-1200 System Manual
http://support.automation.siemens.com/WW/view/en/36932465
3. S7-300 based application example with a remote control system
http://support.automation.siemens.com/\WWW/view/en/27038105
4. MD720-3 system manual

http://support.automation.siemens.com/\WW/view/en/23117745

History

Table 6-1
Version Date Revisions
V1.5 06/2011 New library version V1.5
e Library adapted to STEP 7 V11
¢ No changes in functionality
V1.3 01/2011 New library version V1.3
e Enhanced start conditions for the initialization routine, see
Table 3-1 Nr.1, Nr.2
o Modified default values for the return parameters of the
initialization routine, see Table 3-1 Nr.15, Nr.16
e  Status 9998 is now described, see Table 4-1
The application code (second download on the HTML page)
based on this library is not adapted to the library version V1.3.
V1.1 04/2010 New library version V1.2.
e Changes in Table 3-1 Nr. 1, Table 3-2 Nr. 1 and Table 3-5
Nr. 1 concerning the starting behavior
e Patched problem concerning switching between AT-
compatible Mode and OPC-Mode (see Chapter 1.4.5)
during SMS sending process
V1.0 02/2010 First edition

Wireless data communication with S7-1200 via GPRS
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