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Use of application examples
Application examples illustrate the solution of automation tasks through an interaction of several
components in the form of text, graphics and/or software modules. The application examples are
a free service by Siemens AG and/or a subsidiary of Siemens AG (“Siemens”). They are non-
binding and make no claim to completeness or functionality regarding configuration and
equipment. The application examples merely offer help with typical tasks; they do not constitute
customer-specific solutions. You yourself are responsible for the proper and safe operation of the
products in accordance with applicable regulations and must also check the function of the
respective application example and customize it for your system.
Siemens grants you the non-exclusive, non-sublicensable and non-transferable right to have the
application examples used by technically trained personnel. Any change to the application
examples is your responsibility. Sharing the application examples with third parties or copying the
application examples or excerpts thereof is permitted only in combination with your own products.
The application examples are not required to undergo the customary tests and quality inspections
of a chargeable product; they may have functional and performance defects as well as errors. It is
your responsibility to use them in such a manner that any malfunctions that may occur do not
result in property damage or injury to persons.

Disclaimer of liability
Siemens shall not assume any liability, for any legal reason whatsoever, including, without
limitation, liability for the usability, availability, completeness and freedom from defects of the
application examples as well as for related information, configuration and performance data and
any damage caused thereby. This shall not apply in cases of mandatory liability, for example
under the German Product Liability Act, or in cases of intent, gross negligence, or culpable loss of
life, bodily injury or damage to health, non-compliance with a guarantee, fraudulent
non-disclosure of a defect, or culpable breach of material contractual obligations. Claims for
damages arising from a breach of material contractual obligations shall however be limited to the
foreseeable damage typical of the type of agreement, unless liability arises from intent or gross
negligence or is based on loss of life, bodily injury or damage to health. The foregoing provisions
do not imply any change in the burden of proof to your detriment. You shall indemnify Siemens
against existing or future claims of third parties in this connection except where Siemens is
mandatorily liable.
By using the application examples you acknowledge that Siemens cannot be held liable for any
damage beyond the liability provisions described.

Other information
Siemens reserves the right to make changes to the application examples at any time without
notice. In case of discrepancies between the suggestions in the application examples and other
Siemens publications such as catalogs, the content of the other documentation shall have
precedence.
The Siemens terms of use (https://support.industry.siemens.com) shall also apply.

Security information
Siemens provides products and solutions with industrial security functions that support the secure
operation of plants, systems, machines and networks.
In order to protect plants, systems, machines and networks against cyber threats, it is necessary
to implement — and continuously maintain — a holistic, state-of-the-art industrial security concept.
Siemens’ products and solutions constitute one element of such a concept.
Customers are responsible for preventing unauthorized access to their plants, systems, machines
and networks. Such systems, machines and components should only be connected to an
enterprise network or the internet if and to the extent such a connection is necessary and only
when appropriate security measures (e.g. firewalls and/or network segmentation) are in place.
For additional information on industrial security measures that may be implemented, please visit
https://www.siemens.com/industrialsecurity.
Siemens’ products and solutions undergo continuous development to make them more secure.
Siemens strongly recommends that product updates are applied as soon as they are available
and that the latest product versions are used. Use of product versions that are no longer
supported, and failure to apply the latest updates may increase customer’s exposure to cyber
threats.
To stay informed about product updates, subscribe to the Siemens Industrial Security RSS Feed
at: http://www.siemens.com/industrialsecurity.
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1 Task

1 Task

Introduction

The infrastructure of a sewage treatment plant contains two SIMATIC S7-1200
substations. One station is to communicate with a master station via the cellular
network and the other station is to communicate via Ethernet.

The TeleControl Server Basic V3.1 software is installed in the master station. Its
OPC interface allows you to connect any OPC client, for example WinCC.

Overview of the automation task
The figure below provides an overview of the automation task.

Figure 1-1
Master station
TCSB
WinCC Adv
Ethernet
Fill level Fill level
Outflow Outflow
Inflow

Inflow

Station 1 Station 2

Requirements
This application example is intended to meet the following requirements:

e Both remote stations send some process tags to the master station on a
"threshold-triggered" basis.

e Both remote stations cyclically send important process tags to the master
station.

e Both remote stations send some process tags to the master station on an
"event-triggered" basis.

e The master station monitors the status of the connected remote stations.

The simulated process in the remote stations is to be operated and controlled with
the aid of visualization software.

S7-1200 with TCSB
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2 Solution

2.1 Overview

Diagrammatic representation

The diagrammatic representation below shows the most important components of
the solution:

Figure 2-1

Master station

SCALANCE
M816

Internet

)

Station 1 Station 2
S7-1200 with S7-1200 with
CP 1242-7 V2 CP 1243-1

@ industrial Ethernet

[ Tunnel connection

S7-1200 with TCSB
Entry ID: 39863979, V2.0, 09/2019



© Siemens AG 2018 All rights reserved

2 Solution

Configuration

TeleControl Server Basic V3.1 (TCSB) in the master station allows a direct
connection to the S7-1200 stations.

Communication takes place via the following paths and communication modules:

S7-1200 with CP 1242-7 VV2: communication via the cellular network and the
Internet.

S7-1200 with CP 1243-1: communication via Ethernet. By using single-mode
optical fiber technology, here, too, systems can span several kilometers.

Any OPC client visualizes the data via the integrated OPC UA server of
TCSB V3.1. In this example, we demonstrate the functions using UaExpert and the
WinCC Advanced SCADA system.

Advantages

The solution presented here offers the following advantages:

Scope

TeleControl Server Basic V3.1 enables economic data communication
between remote stations and a master station.

The core application areas are industrial applications where the objective is to
transmit data in a cost-effective way on a wireless basis, for example in water
treatment plants, for water purification or in pumping stations.

TCSB's OPC UA interfaces provide the data of the connected stations to one
or more connected OPC UA clients.

GPRS and Internet: Always-on functionality.

To increase reliability, the CPs can, in the event of a connection failure, buffer
the data of events of different classes and transfer the aggregated data to the
TeleControl server.

If there is a brief interruption on the connection between the OPC UA client and
the TCSB OPC UA server, the data remains available in the data buffer. Once
the connection has been re-established, all values that have not been
transferred will be sent to the OPC UA client.

This application does not include a description of

SIMATIC NET TeleControl Server Basic. See document \4\.
SIMATIC HMI configuration
the LAD/FBD/STL/SCL programming languages.

Basic knowledge of these topics is required.

S7-1200 with TCSB
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2 Solution

2.2 Description of the core functionality

Functions implemented
The following core functions are implemented in the application example:

Threshold-triggered

Data is not transmitted until the current data has changed by a threshold compared
to the last sent data.

Time-triggered
The data is transmitted from the CP to TCSB in a specified time frame.

Event-triggered

The data is transmitted when a configured trigger signal is triggered. The edge
change (0 — 1) of a trigger tag set by the user program is evaluated as a signal.
Once the data has been successfully transferred, the trigger tag will be reset.

Transfer after call by master station
The data is transmitted at the initiative of the master station.

Status monitoring
The master station monitors the status of the connected remote stations.

Note For a more detailed description of these functions, please refer to Chapter 3 and
the following chapters.

S7-1200 with TCSB
Entry ID: 39863979, V2.0, 09/2019 8
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2.3 Overview and description of the user interface

The application example is visualized with WinCC Advanced using two configured
screens: "TCSB Communication" and "S7-1200 Application".

"TCSB Communication"

The "TCSB Communication" screen shows the status of the connection to the two
substations. It additionally shows the process data sent from the stations.

Figure 2-2
SIEMENS 6/20/2018
SIMATIC HMI 4:51:26 PM
© ©,
Communication Status Communication Status
ConnectionState 1 ConnectionState 1
SignalQuality - PLCConnected 0
PLCConnected 0 PLCCpuState 1
PLCCpuState 1
@ Buffer Buffer <4D
InflowUp 25.00 | % InflowUp 25.00 | %
Outflow 20.80 | % Outflow 21.00 |%
Filling Level [ 69.00 | % Filling Level [ 000 |%
Overflow . Overflow .
Start screen S7-1200 Application Stop Runtime
Table 2-1
No. Item Description
1. Communication Status: Information about the communication status of
e  Connectionstate Station 1

e SignalQuality
e PLCConnected

« PLCCpuState TCSB itself determines the values.

2. Buffer Maximum inflow, outflow and fill level of Station 1 that
are saved in the master station.

Overflow alarm:
- green: no overflow
- red: overflow

3. Communication Status: Information about the communication status of
e  Connectionstate Station 2
e PLCConnected
« PLCCpuState TCSB itself determines the values.
4, Buffer Maximum inflow, outflow and fill level of Station 2 that
are saved in the master station.
Change screen Click the buttons to display the appropriate screens.
Stop Runtime Clicking this button stops Runtime.

S7-1200 with TCSB
Entry ID: 39863979, V2.0, 09/2019 9
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"S7-1200 Application™
The "S7-1200 Application" screen visualizes the processes of stations 1 and 2.
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Figure 2-3

SIEMENS
SIMATIC HMI

Filling Level Inflow
36.00 %% 2000 9

Threshold Value Trigger

Filling Level Inflow

@ 33.00 o 17.00 %%

Threshold Value Trigger

3 Outflow

max. Amplitude 20.00
min. Amplitude
‘ Data Simulation

H -

%

4 Outflow

max. Amplitude 2040 94
min. Amplitude
‘ Data Simulation

H -

Start screen TCSB Communication

e |

Stop Runtime

Table 2-2

No. Item

Description

Filling level and Inflow

Current fill level and inflow of Station 1.

Filling level and Inflow

Current fill level and inflow of Station 2.

Parameters for the threshold
trigger process of Station 1.

e  Outflow: current outflow
e On: starts the data simulation
e  Off: stops the data simulation

4. Parameters for the threshold
trigger process of Station 2.

e  Outflow: current outflow
e On: starts the data simulation
e  Off: stops the data simulation

5. Change screen Click the buttons to display the appropriate
screens.
6. Stop Runtime Clicking this button stops WinCC Runtime.

S7-1200 with TCSB

Entry ID: 39863979, V2.0,

09/2019

10




© Siemens AG 2018 All rights reserved

2 Solution

2.4

24.1

Note

24.2

Station 1 hardware components

Hardware and software components

Validity

This application is valid for

o CP 1242-7V2 (FW V3.1)

e CP1243-1 (FW V3.1)

e STEP7V151

e S7-1200 CPU V4.1 or higher

e TCSBV3.1.0.1

For the STEP 7 V13 SP1 project, refer to the archive on the download page of

the entry (see \2)).

To configure the SIMATIC CP 1243-1 module with STEP 7 V13 SP1, you need

HSP 0170. (See \3))

Components used

The application was created with the following components:

Table 2-3

Component

No.

Article number

Note

S7-1200 PM1207

6EP1332-1SH71

Power supply

SIMATIC S7-1200

6ES7217-1AG40-0XB0O

Any S7-1200 CPU V4.1 or

CPU 1217C higher can be used.
DC/DC/DC
CP 1242-7 V2 6GK7242-7KX31-0XEO Firmware V3.1
COMMUNICATIONS
PROCESSOR
ANT794-4MR 6NH9860-1AA00 GSM quad-band and
ANTENNA UMTS and LTE (Europe)
SIMATIC Memory 6ES7954-8LF01-0AAQ Memory card for the
Card S7-1200 CPU
Station 2 hardware components
Table 2-4
Component No. Article number Note

S7-1200 PM1207

6EP1332-1SH71

Power supply

SIMATIC S7-1200
CPU 1217C
DC/DC/DC

6ES7217-1AG40-0XB0O

Any S7-1200 CPU V4.1 or
higher can be used.

CP 1243-1
COMMUNICATIONS
PROCESSOR

6GK7243-1BX30-0XEO

SIMATIC Memory
Card

6ES7954-8LF01-0AAQ

Memory card for the
S7-1200 CPU

S7-1200 with TCSB
Entry ID: 39863979, V2.0, 09/2019
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2 Solution

Accessories

Table 2-5
Component No. Article number Note
SIM card 1 Available from your mobile service Enabled for data
provider communication
DSL router & 1 Specialist retailers SCALANCE M816
modem
Static IP address for | 1 Can be requested from your
DSL Internet service provider
or
DynDNS

Software components

Table 2-6
Component No. Article number Note

SIMATIC STEP 7 V15.1 1 6ES7822-1AA05-0YAS Trial download:

The software is subject to
export restrictions. The
download is only available
for registered users. (See
\5\

TCSB8V3.1.0.1 1 6NH9910-0AA31-0AA0 Number of connectable

software stations: 8.

(see \9)) The product is available in
other configurations and
license options, see
document \5\.

SIMATIC WinCC 1 6AV2102-0AA05-0AA7 Trial download:

Advanced V15.1 The software is subject to
export restrictions. The
download is only available
for registered users. (See
\5\

UaExpertv1.4.4 1 Free download from Requires registration with

Unified Automation

the vendor (see \8))

Sample files and projects

The following list contains all files and projects that are used in this example.

Table 2-7

Component

Note

39863979 S7 1200 WinCC_Adv_PROJ_V20.zip

This zip file contains:

the STEP 7 / WinCC
Advanced V15.1 project

TCSB project
UaExpert project

39863979_S7_1200_WinCC_Adv_DOC_V20_en.pdf

This document.

S7-1200 with TCSB
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3 Mode of Operation

3 Mode of Operation

Key points of this application example:

e Configuration of an S7-1200 station with the CP 1242-7 V2 for data
communication with the master station via the cellular network and the Internet.

e Configuration of an S7-1200 station with the CP 1243-1 for data
communication with the master station via Ethernet.

e Configuration of TeleControl Server Basic in the master station.
e Data exchange between the stations and the master station.

3.1 Complete overview of the configuration

With the CP, it is not necessary to program program blocks in order to transfer data
to the master station. The data areas in the memory of the S7-1200 CPU intended
for communication with the master station are configured in the CP on a data point-
related basis. In this configuration, each data point is linked to a PLC tag in the
CPU.

In this example, the current fill level, outflow value and inflow of the station are read
and transferred to the master station via the CP. The following transfer methods
are set in the data configuration in STEP 7:

Threshold-triggered

The current outflow is transmitted to the master station if it has changed by a
threshold compared to the last sent outflow.

The threshold calculation does not evaluate the absolute value of the current
outflow value's deviation from the last saved outflow value, but the value of the
integrated deviation.

Deviations of the current outflow value are totalized in each calculation cycle
(500 ms). The trigger is not set and the current outflow is not transmitted until the
totalized value reaches the configured threshold trigger value (here: 2).

Figure 3-1
Threshold=2
o © ™ AR @ ~
o =] — o o o \n Q@ < N o
1l 1l 1l Il 1l Il Il 1 1l 1l 1}
[ ] () (] [} (3] [} [} [} [} (3]
= = = El = = = = = = e
g £ g g g £ g g g g g
g & & & & g g & & g 8
£ £ £ £ S £ £ 1S £ £ £
22 _| 09 09
0.5 0 0
21.5 — / q |—~
21 9 A &I 0.2 0.2
20.2 -1.1 0
20 13
| | | | | | | | | | |
Time

500ms 1s 15s 2s 25s 3s 35s 4s 45s b5s b5b5s

= Transmitted value
———  Currently acquired value
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3 Mode of Operation

Time-triggered
The

Event-triggered
The

current fill level is cyclically (here: 30s) transmitted to the master station.

inflow alarm bit (overflow) is transmitted to the master station if the trigger

signal is triggered. The trigger signal is set by the user program if the current inflow

is greater than the limit value. This transfer of the alarm bit resets the trigger signal.
The following figure shows the configuration of the S7-1200 stations for data
communication with the master station.
Figure 3-2
Master station
| WwinccC ;
i HMI tag OPC tag 9 TCSB :
. HMI tags E
o; — e P ey o
! e —— - e ——— - i - ] Archive | [v] Data g g 313 poINTTYDE
: I <0 CP1242-7_FillLevel l InS=TC5(S=TC5:[CF| 2oexwith TCSB Station 1.101]DFfillLevel lh :
= T =TSP Bt TCS Sttion § 104 0F ot v I
H 4 CF12427_Outflow ns=TCS;s=TCS :[CF1200x with TCSB Station 1.101|DF,outflow B o ol ST H
! @ cP12427 overfiow ns=TCS ;5=TCS :[CF1 2xex with TCSE Station 1.101]DF,overflow = L inflow ek I H
'@ cP12627_PLCConnected ns=TCS ;5=TCS :[CF1 2x0ex with TCSE Station 1.101JFLCConnected = st IV H
! 4 CF1242-7_PLCCpuState ns=TCS s=TCS:[CF1 200 with TCSB Station 1.101|FLCCpuState = = =y CEnich H
! 4@ CP12427_SignalQuality ns=TCSs=TCS:[CP1 2xex with TCSB Station 1.101]SignalQuality !
Station x
E S7-1200 CPU . CP 12XX-X :
! Data DB Data point '
' PLC tag Data points :
H Name FLC tag Type of transmission 1
o o
51 a 'arr:”i’ 2 |« atipw Data.outflow Current value triggered E
e P - ow Data.overflow Current value triggered E
53 a = inflow 4 0 inflowUp Data.inflowlp Current value triggered H
54 = inflowlp 5 |« inflow Data.inflow Current value triggered 5
| Z g - TOELE 6 |0 start Data.start Transfer after call (class 0} |
1 L] start - - 1 :
E 7 . ctartirror j AT st.a rtMllrr.or Data starthirror Current value triggered :
Table 3-1
No. Station 1 Station 2
1. In the CP, the "Data.fillLevel" PLC tag is used to configure the "FillLevel" data point.
2. The data point is sent to the master station when the transmission criteria are met.
3. It is then passed on to the WinCC OPC client as an OPC tag.
4, The OPC tag is used to configure the HMI tag.

S7-1200 with TCSB
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3 Mode of Operation

Station 1/ Station 2 program overview

The structure for the simulation program is identical for both stations. The figure
below shows the most important elements.

Figure 3-3

£

= = S

1
1
1
1
. I_, SimProg

Main : CPx :
1 1
1 1
1 1
1 1
: FB : HB
1 <
! DataThres - Data !
1 Sim 1 1
1 1 1
1 1 1
1 1 1
} 1 }
1 EB 1 1
1 . 1 1
1 InflowFill [+ 1
| levelSim | ! !
1 1 1
1 1 I Station 1: CP 1242-7 V2
| User block | Data blocks | Station 2: CP 1243-1

Table 3-2
Element Symbolic name Description

OB1 Main Cyclic OB: call of the user program

FB1 SimProgCPx The "SimProgCPx" FB contains the
simulation for the event-triggered
process (Table 3-1, step 4).

FB2 DataThresSim The "DataThresSim" FB simulates the
"outflow" for the threshold-triggered
process.

FB3 InflowFilllevelSim The "InflowFilllevelSim" FB simulates the
"inflow" and "filllevel" parameters.

DB1 Data Global data block for saving the data:
e Send data
e  Status tags
e Tags for the data simulation

Data points Configured data points for data exchange between a station and the

master station.

S7-1200 with TCSB

Entry ID: 39863979, V2.0, 09/2019
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3 Mode of Operation

Global data block: "Data" (DB1)

The "Data" DB contains:

e The PLC tags required for the data configuration of the CP12xx-x,

o the PCL tags used for the data simulation for the threshold-triggered process,

e the status tags.
The structure of the global data block is identical for both stations.
Figure 3-4
Data
Marne Data type Start value
1 <@ ™ Static
2 & w fillLevel Real 0.0
3 | m inflow Real 0.0
4 g = inflowlp Real 250
5 & w overflow Bool falze
6 g = start Bool falze
A starthirror Bool false
g |« = maxAmplitude Real 220
<] = minAmplitude Real 200
10 |« = pericd Time T#16s
11 < = outflow Real 210
2 4] = done Bool falze
3|0 . partnerstatus Yiord 16£0
14 < = networkstatus Uint 0
15 <4q = triggerDiag Bool true
Table 3-3
Name Data type Description
fillLevel Real Current fill level of Station 1 or
Station 2.
inflow Real Current inflow of Station 1 / Station 2.
inflowUp Real Limit value of the inflow of Station 1 / Station 2.
Start value: 25.0
overflow Bool Indicates the status of the current inflow.
True:
current inflow has exceeded limit value.
False:
current inflow less than limit value.

S7-1200 with TCSB
Entry ID: 39863979, V2.0, 09/2019
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Name

Data type

Description

start

Bool

True:

data simulation active.
False:

data simulation stopped.

startMirror

Bool

Mirrors the "start" tag.

maxAmplitude

Real

Maximum value for the implemented function in
the simulation program, "DataThresSim"
(triangle function)

Start value: 22.0

minAmplitude

Real

Minimum value for the implemented function in
the simulation program, "DataThresSim"
(triangle function)

Start value: 20.0

period

Time

Duration of the implemented function (start
value: 16 s)

outflow

Real

Current value of the outflow of Station 1/
Station 2.

Start value: 21.0

done

Bool

The data was successfully transferred to the
CP.

partnerStatus

Word

Status of connection to TCSB (see
Chapter 3-3).

networkStatus

Uint

Status of connection to data service in cellular
network (see Chapter 3-4).

Only relevant for CP1242-7 V2

triggerDiag

Bool

Diagnostics trigger tag.

Set when the sample plant is started for the first
time to enable the CP 1242-7 \VV2's advanced
diagnostics (networkStatus).

Only relevant for CP1242-7 V2.

S7-1200 with TCSB
Entry ID: 39863979, V2.0, 09/2019
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3 Mode of Operation

3.2

3.2.1

Note

Functionality of Station 1/ Station 2

Program details about the "SimProgCP12xx" FB

The "SimProgCPxx" function block sets the trigger signal for sending an alarm bit
("overflow") to the master station if the current inflow of Station 1 or Station 2 is
greater than the limit value (inflowUp).

The trigger signal is automatically reset when the data is transmitted to the CP.
Figure 3-5

Inflow
Limit value

Inflow<>
InflowOld

Inflow >
Limit value

yes

Set
trigger signal

End

If the inflow of Station 1 or Station 2 is greater than the limit value (inflow >
inflowUp), a timer is started in the user program. When the time (500ms) has
elapsed, the "statTriggerOverflow" trigger signal is set in the user program and the
inflow status (Overflow) is sent to the master station.

It is recommended to set the trigger signal for the event-triggered process with a
delay of approx. 500ms to ensure that the value change of the PLC tag is reliably
applied to the appropriate data point.

S7-1200 with TCSB
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3 Mode of Operation

Note Each trigger signal should be linked to a static tag in the instance data block in

the CPU.

If the trigger signal is interconnected with a global tag, it is possible that the
trigger signal may not be automatically reset. This is due to runtime differences
between the CPU cycle and the CP cycle.

The following figure and table show the call interface of the user block, FB
"SimProgCP12xx" (FB1). It is identical for both stations.

Figure 3-6
WR1
“SimProgCP1 2xa
—EN
inflow
inflowlUp done —
— overflow EMO —
Table 3-4
Name Data type Description
inflow Real Current inflow of Station 1 or
Station 2.
é inflowUp Real Limit value of the inflow of Station 1/
= Station 2.
Entered manually by the user.
Start value: 25 %.
overflow Bool Indicates the status of the current inflow.
5 True:
(2 current inflow has exceeded limit value.
- False:
current inflow less than limit value.
done Bool True:
o the data was successfully transferred to the
3 CP. (only for one cycle)

S7-1200 with TCSB
Entry ID: 39863979, V2.0, 09/2019
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3 Mode of Operation

3.2.2 Call of the "SimProgCP12xx" FB in OB1

The "SimProgCP12xx" FB (FB1) is called cyclically in OB1. The input and output

parameters are stored in the global data block, "Data".

Figure 3-7

"instDBSimProgCP

“WB2

120

"Data”.inflow
"Data”.inflowlp
"Data”.overflow —

EM
inflow
inflowlp

overflow

WFB1
SimProgCP1 2o

done
EMO

—"Data”.done
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3 Mode of Operation

3.2.3 Program details about the "DataThresSim" FB

Using a cyclic triangle function, the "DataThresSim" function block simulates the
"outflow" of the process.

Figure 3-8

Max. amplitude
Min. amplitude
Duration
Outflow

dA= max. amplitude- min. amplitude

S7-1200 with TCSB
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3 Mode of Operation

The following figure and table show the call interface of the user block, FB
"DataThresSim" (FB2). It is identical for both stations.

Figure 3-9
B2
“DataThresSim"
EM
start
maxAmplitude
rinAmplitude
period
outflow END —
Table 3-5
Name Data type Description
start Bool True:
The data simulation for the threshold-triggered
process is active.
False:
The data simulation for the threshold-triggered
process was stopped.
maxAmplitude Real Maximum value for the implemented function in
g the simulation program, "DataThresSim"
< (triangle function)
Start value: 22.0
minAmplitude Real Minimum value for the implemented function in
the simulation program, "DataThresSim"
(triangle function)
Start value: 20.0
period Time Duration of the implemented function (start
value: 16 s)
outflow Real Current value of the outflow of Station 1 /
= Station 2.
Q Start value: 21.0

S7-1200 with TCSB
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3.24 Call of the "DataThresSim" FB in OB1

The "DataThresSim" FB (FB2) is called cyclically in OB1. The input and output
parameters are stored in the global data block, "Data".

Figure 3-10
“DB3
“instDEDataThres
Sim”®
YrB2
"DataThressim™

= EM
"Data”.start— start
"Data”.
maxAmplitude — maxamplitude
"Data”.
minAmplitude — minAmplitude
"Data”.period — period
"Data”.outflow — gutflow END —

© Siemens AG 2018 All rights reserved
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3 Mode of Operation

3.25 Program details about the "InflowFilllevelSim" FB

The "InflowFilllevelSim" function block simulates the values for the "Inflow" and
"Filllevel" tags. The "LGF_Sawtooth" function block from the "LGF_Library" was
used to generate a sawtooth signal.

In addition to this, the "Start" tag sent from the master station is relocated to the
"StartMirror" tag and then sent back to the master station. As an acknowledgment
mechanism, this procedure ensures that the values sent from the master station
have been written in the CPU.

Figure 3-11

no

no
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3 Mode of Operation

The following figure and table show the call interface of the user block, FB
"DataThresSim" (FB2). It is identical for both stations.

Figure 3-12
B3
InflowFilllevelsim™
inflow
fillLevel
— EN sta rehdirrar
=—lctart EMNO [
Table 3-6
Name Data type Description
start Bool True:
The data simulation for the inflow and fill level is
3 active.
o
= False:
The data simulation for the inflow and fill level
was stopped.
inflow Real Current value of the inflow of Station 1/
o Station 2.
=}
% filllevel Real Current value of the fill level of Station 1/
o Station 2.
startMirror Bit Mirrors the "start" tag.
3.2.6 Call of the "InflowFilllevelSim" FB in OB1

The "InflowFilllevelSim" FB (FB3) is called cyclically in OB1. The input and output
parameters are stored in the global data block, "Data".

Figure 3-13

YDE S5

“inztDBInflowFillle
wvelsim®
YFB3

InflowFilllevelsim®

inflow "Data”.inflow
fillLevel “Data” fillLevel
—==EN startMirror = "Data” . starthiirror
"Data” start— ctart ENO —
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3.3 Partner status

Using the "Report partner status" function in the CP configuration, the CP signals
the status of the connection to TCSB to the CPU. This information is written to the
"partnerStatus" PLC tag in the "Data" DB.

The following figure shows the bit assignment of the "partnerStatus" tag (Word).
Figure 3-14

Bytel Byte O

!

Not assigned

git7 | site | Bits | mit4 | sit3]Bit2 | Bit1] Bito

\ J\ J
|

Not assigned

0: Partner not reachable
1: Partner reachable

\ 4

0: All paths to partner OK
1: Paths to partner not OK

0: Send buffer OK

1: Send buffer overflow imminent
(above 80% of fill level )

3: Send buffer overflow imminent
(above 100% of fill level)

Bits 2 and 3 will be reset to 0 as
soon as the value is below 50% of
the fill level.

3.4 CP diagnostics

Advanced "CP diagnostics" in the CP 1242-7 configuration (see \5\) allow you to
read the status of the connection to the data service in the cellular network from the

CP.
This information is written to the "networkStatus" PLC tag (UInt) in the "Data" DB.
Table 3-7
networkStatus Meaning
0 Cellular network status: not connected
1 Wrong PIN number
2 SIM card missing or defective
3 Waiting for PIN to be entered
4 Cellular network status: connected

S7-1200 with TCSB
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4 Configuration and Project Engineering

4

Note

4.1

Configuration and Project Engineering

In the project, the configuration and project engineering have already been fully
implemented. This chapter is for information only.

The configuration is performed in the following configuration tools (first STEP 7,
then TeleControl Server Basic):

e STEP7V15.1:
- Configuring Station 1 (S7-1200 CPU with CP 1242-7 GPRS V2)
- Configuring Station 2 (S7-1200 CPU with CP 1243-1)
- Configuring the data points for both stations
e TeleControl Server Basic V3.1:
- Creating and configuring the project
- Creating and configuring connections
- Configuring general parameters
e UaExpert
- Establishing the connection to the server
- Configuring OPC items
- Creating the History Trend View

IP addresses in the application example

This application example uses the IP addresses shown in the following table.
Table 4-1

Station Module IP address
Internal External
Master station PG/PC 172.16.62.100/16
Engineering station PG/PC 192.168.0.100/24 (for loading the stations)
DSL router SCALANCE M816 172.16.0.1/16 Static IP address
from provider or
DynDNS
Station 1 CP 1242-7 V2 Dynamic IP address
CPU 192.168.0.1/24
Station 2 CP 1243-1 172.16.62.1/16
CPU 192.168.0.2/24

S7-1200 with TCSB
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4 Configuration and Project Engineering

4.2

Configuring Station 1

The following table shows you how to configure an S7-1200 station with the
CP 1242-7 GPRS V2 for data communication with the master station via the
cellular network and the Internet.

Table 4-2

No. Action

Create a STEP 7 V15.1 project.

In the security settings, create a user with "administrator rights".

Project tree m «
Devices
] ¥ Froject protection M

Fessward policies el (e ey

¥ | ] Projectl
B Add new device

g Devices & networks
This settina cannot be undone._

~ {1 Unaruned devices
—————

~ =5 Securitysettings 1 Protect this project

{4 Serttings

» |5 Documentation settings
» [@ Languages & resources
» '::“ Online access
v [ Card ReaderiUsB memory

Protect project [%

Define credentials for the project administrator

Username: | adminiztrator

Confirmn password: | EREXARERRXARES

Pascward: |************** |

Comment: |

r DK ‘ | Cancel |

Your project will be protected as soon as you specif
project protection cannot be removed again.

Add the S7-1200 CPU (V4.1 or higher) for SIMATIC Station 1.

Insert the CP 1242-7 GPRS V2 into the station.

~ [l Communications modules

- p_[. Industrial Rernote Communication
v g CP 124341
» [ CF 12431 DNF3
» [l CP 12431 IEC
~ [ CP 12427 GPRS
Il sGk7 242-7Kx30-0XED

I [6GK7 242-7KX31-0XEQ;
v [ CP 12437 LTE
v [ CF 12438 IRC
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4 Configuration and Project Engineering

No.

Action

5.

Enable telecontrol communication and S7 communication:
"Properties > General > Communication types".

General || 10 tags || System constants || Texts |

- General

Communication types

Project information
Catalog information

Identification & Mainten_.. [¥ Enable telecontrol communication (

Communication types:

[¥) Enable online functions

w hdnhila wiralare cararanie

Make the required mobile wireless communications settings:

"Properties > Mobile wireless communications settings":

e Enable PIN

e Enable data services

e Make the APN settings / depend on the provider.
Mobile wireless communication settings

Mobile wireless settings

CP phone number: |+491 23456789
[+ Enable FIN

P

N: [eewe

Repeat FIM: | L X L)

[+ Enable data services

SMsC: |

APN settings

Country : | Germany

APN provider : | D2 Vodafone

APN: |-r.'eb.~.r0da1‘one.de

AFN user name: | guest

APM password: | seeee

Repeat APM password: | 11y

Enable the security functions.
"Properties > Security > Security properties".

S7-1200 with TCSB
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4 Configuration and Project Engineering

No.

Action

8.

Configure the CP parameters required to configure the TeleControl server:
"Properties > Partner stations > Connection to partner"

e Partner IP address (static IP address / depends on the provider)

e  Partner port

> Connection to partner

[ connection menitoring

TCP connection monitoring
time: |18IZI 5|

TCP keepalive monitoring time: |1IZI 5 |

IF address: |, WAN-IP-ADDRESS” |

Connection mode: | Permanent

Connection establishment: | Connection establishment by CP

I Fartner port: |SSIZIB.'-" Ij

"Properties > Security > CP identification”

e "Project number”

e  "Station number"

e "Telecontrol password" (here: "CP1242-7")

CP identification

Project number: |1 |

Station number: |1 |

Access ID: |200165 |

Telecontrol password: | IIITITIT Y

Repeat password: |iiiiiiii-i

The parameters assigned here must be identical to the parameters in TCSB.

Check "Report partner status™:
"Properties > Partner stations > Advanced settings"”

> Advanced settings

| [ Report partner status (connection to partner)

Link a PLC tag you have created in the user program.

S7-1200 with TCSB
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No.

Action

10.

Check "Enable advanced CP diagnostics":

"Properties > Communication with the CPU > CP diagnostics".

CP diagnostics

Diagnostics trigger tag:

PLC tag for send buffer overflow
warning:

Send buffer level:
Current IF address:

Mobile wireless signal quality
(LED):

Mobile wireless signal quality
(dBm}:

'"METWORK" LED:

Date of last successful logon to
network:

Date of last unsuccessful logon
to network:

Date of last successful logon to
TCSEB:

Date of last unsuccessful logon
to TCSB:

IE Enable advanced CF diagnostics I

"CP1242-7_with_TCSB_DB® statDiagosticTrigger |

"CP1242-7_with_TCSB_DB" statBufferOverflow

"CP1242-7 _with_TCSB_DE" statMetworkStatus

Link the "diagnostics trigger tag" and the PLC tags you want to read from the CP

1242-7 GPRS V2.

11.

Configure the desired data points (see Chapter 4.2).

S7-1200 with TCSB
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4.3

Configuring the data points for Station 1/ Station 2

With the CP 1242-7 GPRS V2 or CP 1243-1, it is not necessary to program
program blocks in order to transfer user data between station and master station.
The data areas in the memory of the CPU intended for communication with the
master station are configured in the CP 1242-7 GPRS V2 or CP 1243-1 on a data
point-related basis. In this configuration, each data point is linked to a PLC tag in
the CPU (see Figure 3-2).

Threshold trigger

The value of the data point is transmitted when it reaches a certain threshold.

The threshold calculation does not evaluate the absolute value of the process
value's deviation from the last saved value, but the value of the integrated deviation

(see Figure 3-1).

Table 4-3
No. Action
1 Open the data point configuration ~ [ 57-1200_cP12427_v2 [CPU 1217CDC..
editor. 1 Device configuration
%| Online & diagnostics
» gl Program blocks
] r*_* Technology objects
[ External source files
» [a FLCtags
» [ PLC data types
v [5 Watch and force tables
» [ Online backups
» r:.ﬁ Traces
» [ Device proxydata
B8 Pragram info
E| Text lists
~ [ Local modules
T8 571200 _CP12427_v2 [CPU121...
= P_m CF 1242-7 [CP 1242-7 GFPRS V2]
[I{ pevice configuration
Y. Online & diaonostics
= Messages
2. Insert the "outflow" data point as an analog input and link it to the "Data.outflow" PLC
tag.
Marme PLC tag Data point type
1 <1 fillLevel Data fillLevel Analog input
2 |« outflow Data.outflow Analog input
3 |4 overflow Data.overflow Digital input
3. Set the transfer method for this data point (here: Current value triggered).
Transfer method
Current value triggered
4, Set the data point index.
Transfer method Data point index
Current value triggered 0
ICurrent*.ralue triggered 1 I
Note:
The index of a data point of the Input type must be unique across all data point types
(digital inputs, analog inputs, etc.).
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No.

5.

Action
As the communication partner, select "Telecontrol server".
Data point index Partner of data point
0 Telecontrol server
1 Telecontrol server

Configure the "threshold trigger":
"Properties > General > Trigger > Threshold value trigger"

J General || 10 tags || System constants || Texts |

General

Trigger

Trigger
Analog value preproces..

Partner stations EThreshold value trigger

Threshold value: |2.EIDDDDDDEIDDDDDDEIDDEIDDDUDDUDDD

Time trigger

The data point value is transmitted cyclically (30 s).
Table 4-4

No.

Action

1.

In the data point configuration editor, insert the "fillLevel" data point as an analog
input and link it to the "Data.fillLevel" PLC tag.

Mame PLC tag Data point type
1 I@ fillLevel DatafillLevel Analog input I
2 < outflow Data.outflow Analog input
3 |4 overflow Data.overflow Digital input
2. Set the transfer method for this data point (here: Current value triggered).
Transfer method
l[urrentualue triggered I
3. Set the data point index.
Transfer method Data point index
Current value triggered 0
Note:
The index of a data point of the Input type must be unique across all data point
types
(digital inputs, analog inputs, etc.).
4, As the communication partner, select "Telecontrol server".
Data point index Partner of data point
0 Telecontrol server
1 Telecontrol server
S7-1200 with TCSB
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No. Action
5. Configure the "time trigger":
"Properties > General > Trigger > Time trigger"
|_C3, P
J General || 10 tags || System constants || Texts |
General I Thi
Trigger rigger
Analog value preproces..
Partner stations [:]Threshold value trigger
Threshold value: [1.0000000000000000000000000000
[ Time trigger
@ cyelic s [=f[50 [+]
O Daily 1 1

Event trigger
The data point value is transmitted when a configured trigger signal is triggered.

Table 4-5
No. Action
1. In the data point configuration editor, insert the "overflow" data point as an analog
input and link it to the "Data.overflow" PLC tag.
Marme FLC tag

1 -l fillLevel Data fillLevel
2 -1 outflow Data outflow
3 |- overflow Data.overflow

2. Set the transfer method for this data point (here: Current value triggered).

Transfer method

Current value triggered

3. Set the data point index.
Transfer method Data point index
Current value triggered 0
Current value tfrinnered 1
Current value triggered 2
Note:
The index of a data point of the Input type must be unique across all data point
types
(digital inputs, analog inputs, etc.).
4, As the communication partner, select "Telecontrol Server".
Data point index Partner of data point
0 Telecontrol server
1 Telecontrol server

2 l Telecantral server I
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No. Action
5. Configure the "event trigger":
"Properties > General > Trigger > Event trigger"
|§. Proper
J General " 10 tags " System constants ” Texts |
General 1 .
Trigger Trigger
Analog value preproces_
Partner stations [ Threshold value trigger
Threshold value: |D |
DTlme trigger
i
[V Event trigger
: Trigger tag: |instDBSimProgCP1242.5tatTriggerO‘.rerﬂw.' | ]
L Transrission mode: | Direct transfer :
In the user program, create a trigger tag and link it to the "event trigger".

Note It is recommended to set the trigger tag with a delay of approx. 500 ms to ensure
that the value change of the inflow is reliably applied to the appropriate data
point.

Note The trigger signal should be linked to a static tag in the instance data block in the
CPU.

If the trigger signal is interconnected with a global tag, it is possible that the
trigger signal may not be automatically reset. This is due to runtime differences
between the CPU cycle and the CP cycle.
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4.4 Configuring Station 2

The following table shows you how to configure an S7-1200 station with the
CP 1243-1 for data communication with the master station via Ethernet.

Table 4-6

No.

Action

Add a second S7-1200 CPU (V4.0 or higher) for SIMATIC Station 2.

Insert the CP 1243-1 (V3.1) into the station.
~ | il Comrnunications modules

- r\-_[. Industrial Remote Communication
« 1@ CP 1243-1
I F6GK7 243-1BX30-0XEQ

v g CF 1243-1 DNF3

v (g CP 124341 IEC

v [ CF 1242-7 GFRS

v [ CF 12437 LTE

v [ CP 12438 IRC

Enable telecontrol communication and S7 communication:
"CP 1243-1 Properties > General > Communication types"

General || 10 tags || System constants || Texts |

v General

Communication types

Project information
Catalog information

Identification & Mainten...

Comrunication types:

- Rlahila wiralare carmenimie

E Enable telecontrol communication |

E Enable anline functions

"CP 1243-1 Properties > Ethernet interface”

Ethemet addresses

Create an Ethernet network and connect the CP to the Ethernet network.

Interface networked with

Subnet: | PNIIE_2

IP protocol

@ Set|Faddress in the project

IF address: | 172 . 16

. B2

Subnetmask: | 255 . 255

.0

Enable the security functions.
"CP 1243-1 Properties > Security > Security properties"
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No.

Action

e Partner IP address
e  Partner port

> Connection to partner

Configure the CP parameters required to configure the TeleControl server:
"CP 1243-1 Properties > Partner stations > Connection to partner"

IP address:

[172.16.62.100 ]

TCP connection maonitoring
time:

TCP keepalive monitoring time:
Connection mode:

Connection establishment:

—
[ Connection manitaring

[180 5|
10 5
I |

|Permanent

| Connection establishment by CP

I Fartner port:

| 55097 I]

e "Project number"
e  "Station number"

CP identification

"CP 1243-1 Properties > Security > CP identification"

e "Telecontrol password" (here: "CP1243-1")

Project number: |1 |

Station nurmber: |2 |

Access ID: [200265 |
Telecontrol password: | sessBBRRRRS

Repeat password: |ll-------l

The parameters assigned here must be identical to the parameters in TCSB.

Check Report partner status:

*»  Advanced settings

"CP 1243-1 Properties > Partner stations > Advanced settings"

| E Report partner status (connection to partner)

Link a PLC tag you have created in the user program.

Configure the desired data points (see Chapter 4.2).
The configuration is identical to that of Station 1.

Download the project data to the station.
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4.5 Configuring TeleControl Server Basic (TCSB)

Table 4-7

No. Action

1. Start the configuration and monitoring user interface of TCSB (CMT):

"Windows Start menu > All Programs > Siemens Automation > SIMATIC > TCS
Basic > Config and Monitoring Tool"

After starting the program, the CMT Logon window opens.

127001

Enter a configured user name or keep the default user name.
e  Enter the associated password.
e Enter the IP address or the TeleControl server name resolvable by DNS.
- Computer name
or
- IP address (default IP address: 127.0.0.1)

Default logon data:

User name: administrator
Password: 0000

3. Create a new project:

¢ Inthe navigation pane, select the "Projects" item.

e In the command bar, click the "Add" button.

The new project appears in the navigation pane and in the object pane.

4. Configure the new project:

In the navigation pane or object pane, select the project and click the "Settings"”

tab.

parameters: "Project name", "Project

number", "Server password". Ganaral

Click "Create". Project name: | |
Project number: | 2 |
SMS gateway provider: |T-Mohile | - |

Server password: | |

Repeat password: | |

Comment:

$7-1200 with TCSB
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No.

Action

6.

"Save & activate" the configuration to
activate the configuration data for
connection establishment.

Project l 9 Discard I‘H Save & activate "I

wn

System variables | Activated parameters | v

Create a new connection for Station 1:
connection.
"Connection type" drop-down list.

desired CP.
e  Enter the "station name".
e  Enter the "station number".
e  Enter the "telecontrol password".

Note:

STEP 7 project.

¢ In the navigation pane, select a project for which you want to create a new
e Inthe command bar, select the required connection type from the

e In the object pane, select the "Add" button from the command bar. Select the

The parameters assigned here must be identical to the parameters in the

e Click OK.
] J 0]
(| |
Cnnnel:ﬁnn‘ 7 Edit l\ e Add vl 7 Delet= ” Import ¥ ijm e Save & activate ~
EREL efisAdd a connaction Add a conmection .
(AR (S e rdd mutiple comectionl — .. — " |&=
B34 U PR tation name | station Station number: | 3
cPiza31 Slot: 101 -]
CP1243-7 ITE Telecontrol password |-....-...... Rgpga[pa;wm-|.-....--....
57-200
MD720-3 / MD720
MD720(Secure)
S$7-300
MD7203 / MD720
MD720(Secure)
I
RTU3030C
RTU3010C
ET 2008P
CP15425P-1 IRC [ o

The new connection appears in the object pane.

Save the changes and activate the
project.

LH Save & activate

Project [ .) Discard

w

System variables | Activated parameters | v

Repeat steps 7 and 8 for Station 2.
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No. Action
10. Configure the IP address and the ports of the TeleControl server:
"TCSB system > "TCM" tab > General > Address TCM 1".
TCSB system
TCM | Database |
General
Address TCM 1 |1?2.16 62.100 | -
Address TCM 2 |
Address TCM 1 {IPvg): (USER-PC A
‘Rddress TOM 2 (IPVG: | |
Listener ports
|_msrticraner oo | 26552 |
IPTlistenerpart: | 55097 ‘
Contrel port | 26861 |
Data port: | 26860 |
TCSB port: | 26864 |
11. Save the changes and activate the —
project. Project .; Discard ‘I\H Save & activate "I
s | System variables | Activated parameters | v
Note Once the stations have established a connection to TeleControl Server Basic,

the configured data points are known to the server. Only then can you assign the
"Archive" and "Data buffer" attributes to the data points.
Both attributes are necessary for this application.

Note If you create a new TCSB project for this application example, modify the
relevant HMI tags in the visualization software accordingly.

S7-1200 with TCSB
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4.6 Configuring UaExpert

TCSB's OPC server enables OPC clients (UaExpert) to access process tags of the
connected stations and status information of the individual connections. TCSB's
OPC server is displayed with the name "OPC.SimaticNET.TCSB". Monitoring the

OPC items requires an existing connection to TCSB.
Table 4-8

No. Action

1. Open UaExpert:

"Windows Start menu > All Programs > Unified Automation > UaExpert"

2. Insert the OPC server:
-
D PEO[#]=2 x4W8 e K
Project & X | Data Access View
v B Project Bl 2dd Server ? X P
2 Servers

v [1 Documents

Configuration Name bPC.Simaﬁd‘\Jl:—I'.TCSB - None - Mone (uatcp-uasc-uabinary) |

[1 Data Access View
Discovery Advanced

Endpoint Filter: |No Filter

| 1 Local

T, L.

v &% Custom Discovery
& < Double click to Add Server... »

L) RECenTly Used

€

Authentication Settings
@ Anonymous

Username

Password

Address Space

Certificate

Private Key

Connect Automatically

Store

Cancel

3. Enter the following URL:
"opc.tcp://172.16.62.100:4852"

B Enter ur ? >

Enter the Url of a computer with discovery service running:

|ope. tep: //172. 16.62. 100: 4852 |

S7-1200 with TCSB
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No.

Action

Select the OPC.SimaticNET.TCSB server and choose the desired authentication
method (here: no authentication). Check "Connect Automatically":

B Add Server ? *

Configuration Mame bPC.Simaﬁd\Jl:‘I’.TCSB - Mone - None (uatcp-i_lasc-uabinary)l

Discavery Advanced

Endpaint Filter: |Mo Filter -

v % Custom Discovery ~
b - Nooble click to Add Senver
v O, opctep://172.16.62.100:4852
v ) OPCSimaticNET.TCSE (opc.tep)
@ Mone - None (uatcp-uasc-uabinary)

A IELENILY UEeU

Authentication Settings
(®) Anonymous

Username

Password Store

Certificate

Private Key

Connect Automatically

Cancel

Open the DP directory of the first station:

"OPC.SimaticNET.TCSB > CP12xx-x with TCSB > Process Stations >
Station 1.101 > Objects > DP".

Address Space B X
# | No Highlight -
I3 Root ™
v [P Ohierts
v ) OPC.SimaticNET.TCSE
v 2 CP12wcx with TCSE
~ | Process Stations
v [ Station 1,101
v |3 Objects
v [DDP
0 DP fillLevel
0 DP,inflow
@ DP,inflowUp
@ DP,outflow
& DP,overflow
@ DP,start
& DP,startMirrar

S7-1200 with TCSB
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No.

Action

Use drag and drop to move any data points to the "Data Access View" area.

' Unified Automation UaExpert - The OPC Unified Architecture Client - NewProject™
File Server Document Settings Help

DN DPBO =2 X428 B K| w

Praoject g x Data Access View
v [3 Project # Server Node |d Display Mame Value
v [ Servers

Q OPC.SimatichNET.TCSE - Mone - None (uat

~ [A Documents /f-
(3 Data Access View

< >
Address Space 8 x
% |No Highlight -
L3 Reot

v [ Objects /

~ [ OPC.SimaticNET.TCSB
~ [ CP12wcx with TCSB

~ |3 Process Stations

v [ station 1101

v [ Objects

[

@ DP fillLevel
@ DP,inflowlp
@ DP,outflow

@ DP,overflow
@@ DP,start

@/

Create a "History Trend View":

File Server Document Settings Help

DWB[B P = K‘ﬂg;‘l B | | e

Project B X Data Access View

~ [ Proiect || F-4 Sernser

Select the "History Trend View" and click "Add" to confirm:

B Add Document ? >
Document Type:

History Trend View -
Description:

This document type can be used for obtaining
historical data for one or more OPC UA Modes. The
received values are displayed in a graphical trend
wiew,

S7-1200 with TCSB
Entry ID: 39863979,

V2.0, 09/2019

43



© Siemens AG 2018 All rights reserved

4 Configuration and Project Engineering

No.

Action

Check the data points' attributes in the CMT.

Only data points with the "Archive" attribute can be monitored using the
"History Trend View".

<]

-Cunnecﬁun| fEd'n || +Add v|| ?(Delete || Import v|

Process items Station 2

| Archive | | Data buiffer | Name | Data point type | Data type | Data poir
W start Binary cutput 1 bit 5
W o fillLewvel Analog input Floating-point number 32 bits 0
W W outflow Analog input Floating-point number 32 bits 1
W W overflow Binary input 1 bit 2
W W inflowUp Analog input Floating-point number 32 bits 3
W [ inflow Analog input Floating-point number 32 bits 4
W W startMirror  Binary input 1 bit [

Use drag and drop to move any data points with the "Archive" attribute to the
"Configuration" area:

Bl Unified Automation UaExpert - The OPC Unified Architecture Client - NewProject*
File Server Document Settings Help

DpPBE| # =0 %2 B B|<=

Project & X DataAccessView  History Trend View
v Proj
B Poject
~ [ Servers
12 OPC.SimaticNET.TCSE - Mone - None (uat | seryver Node Id Color ® sin
v [ Documents OPC.SimaticNE... NS2[String[TCS:... red St
3 Dats Access View OPC.SimaticNE... NS2[String[TC5:... green z
£ History Trend View OPC.SimaticNE... NS2[String[TCS:... blue
En
[2

-
= /7y %)

4 Mo Highlight - U
(2 Root Numeric Ylues
~ [ Objects

2 i

~ () OPC.SimaticNET.TCSE
v (3 CP12ocx with TCSB

v [ Process Stations

v ) Station 1101

v [0 Objects

@ DPinflowlp
@ DPoutflow

®

@ DP,overflow
42 DP,start
@@ DP startMirror 4

Il

10.

Repeat steps 5, 6 and 9 for Station 2.

Note

tags in the visualization software accordingly.

S7-1200 with TCSB
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5 Installation and Startup

5.1 Installing the hardware

For the necessary hardware components, please refer to Chapter 2.4.

Note Always follow the installation guidelines for all components.

NOTICE Before you switch on the power supply, complete and check the
installation!

5.1.1 Station 1 hardware configuration

The following figure shows the hardware configuration of Station 1. S7-1200 CPU
with the CP 1242-7 GPRS V2.

Figure 5-1

)

[ﬂ:mv

CP 1242-7 CPU 1217C
GPRS V2

Table 5-1

No. Action

Insert your SIM card into the CP 1242-7 GPRS V2.

Insert the SIMATIC Memory Card into the CPU.

Connect the CPU to the CP 1242-7 GPRS V2 via the backplane bus.

Attach the two modules to a suitable rack.

Connect the antenna to the CP 1242-7 GPRS V2.

Connect the CPU and the CP 1242-7 GPRS V2 to a 24 V DC power source.

Njo|ga|lkiw N|E

Connect the DC power source to the power grid
(220/230 V AC).

S7-1200 with TCSB
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5.1.2 Station 2 hardware configuration

The following figure shows the hardware configuration of Station 2: S7-1200 CPU
with the CP 1243-1.

Figure 5-2

Master station

CP 1243-1 CPU1217C

24V

— /- -\

172.16.62.1 172.16.62.100

M Industrial Ethernet

Table 5-2

No.

Action

Insert the SIMATIC Memory Card into the CPU.

Connect the CPU to the CP 1243-1 via the backplane bus.

Attach the two modules to a suitable rack.

Connect all relevant components to a 24 V DC power source.

aih|lwinvE

Connect the DC power source to the power grid
(2207230 V AC).

Connect the master station to the Ethernet interface of the CP 1243-1.

S7-1200 with TCSB
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5.1.3 Master station hardware configuration

The following figure shows the hardware configuration of the master station.

Figure 5-3

Table 5-3

Master station DSL router

TCSB V3.1

WinCC Adv. Static IP address |- LJ

Internet
e (DSL)

o

172.16.62.100 | 172.16.0.1

M Industrial Ethernet

No.

Action

Connect your PC on which TeleControl Server Basic is installed to the router

via Ethernet.

2. If the DSL modem is not integrated in the router, connect the router to the

DSL modem.
5.2 Installing the software
Engineering PC/PG

Table 5-4
No. Action Comment
Install STEP 7 V15.1.
Install WinCC Advanced V15.1. Follow the instructions of the installation
program.

PC/PG as the master station

Table 5-5
No. Action Comment
1. Install TeleControl Server Basic
V3.1.0.1 Follow the instructions of the installation
2. Install WinCC Advanced V15.1 program.
Runtime.
3. Install UaExpert. optional

S7-1200 with TCSB
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5.3 Installing the application software

Unzip the "39863979_S7 1200 WinCC_Adv_PROJ_V20.zip" file. This folder
contains:

e The archived STEP 7 project,
"39863979_S7-1200_WinCC_Adv_CODE_V20.ap15_1"

"S7-1200_CP1242-7" Station 1 project

"S7-1200_CP1243-1" Station 2 project

"Data communication TCSB" WIinCC project

e "39863979 S7-1200_with_TCSB.bak" TCSB configuration file

e "39863979 S7-1200 with_ TCSB.uap" UaExpert configuration file.

5.4 Startup

54.1 Assigning the IP address of the master station

The following table shows the network properties you must set for the master
station.

Table

5-6

No.

Action

1.

Open the Internet Protocol (TCP/IP) Properties:

"Start > Control Panel > Network and Internet > Network Connections > Local
Connections"

In the open window, select Internet Protocol (TCP/IPv4) and open Properties.

Enter the IP address for your master Interet Protocol Version 4 (TCP/IPv4) Properties [
station.

In the "Default gateway" and
"Preferred DNS server" fields, enter
the DSL router's internal IP address.

utomatically
@ Use the following P address:

1P address: 172. 16 . 62 . 100
Subnet mask: 255.255. 0 . 0

Select "OK" to close the window.

Default gateway: 72,16 .0 .1

Obtain DNS server address automatically
@ Use the following DNS server ddresses:

Preferred DNS server: 172.16 .0 .1

Alternate DNS server:

validate settings upon exit Advanced.|

If your PG has a WLAN interface, disable it.

S7-1200 with TCSB
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5.4.2 Configuring the DSL router

For the configuration, no specific router will be discussed as the screen forms will

differ from router to router.

Table 5-7
No. Action
1. Open the router's configuration user This can be additional software,
interface. "Telnet" or a Web page.
2. Enter the access data for your Internet | Login, password, etc. you received
account. from your provider.
3. Enter your DNS server. The address is provided with your
access data.
4. Assign a LAN IP address to the router. | In this example:
172.16.0.1.
5. Forward the partner port. TCP port 55097 to port 55097 of
172.16.62.100.
Note To configure the router, you have to assign an IP address to your PG/PC that is

in the router's internal network.
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5.4.3

database backup copy into TCSB V3.1.0.1

Table

5-8

Inserting the "39863979 S7-1200_ with_TCSB.bak"

No.

Action

1.

Stop the existing database by selecting

"Windows Task Manager" > "Services" tab > "Services" button > "TCS Basic

Database Service" (right-click) > "Stop".

File

Options

View Help

| Applications I Processes | Services | performance | Metworking I Users |

=
Name: PID
AdobeARMservice 1592
AeLookupSve

ALG

almservice 1616
AMPPALR3 5224
AppHostSvc 1548
AppIDSvc

Appinfo 408
AppMgmt

aspnet_state

AudioEndpoin tBuilder 608
AudioSry 404
AxInstsy

BDESVC

BFE 1488

Description

Adobe Acrobat Update Service
Application Experience
Application Layer Gateway Se...
Automation License Manager ...

Intel® Centrino® Wireless Blu...

Application Host Helper Service
Application Identity

Application Information
Application Management
ASP.NET State Service

Windows Audio Endpoint Builder
Windows Audio

ActiveX Installer (AxInstsv)
BitLocker Drive Encryption Ser. ..
Base Filtering Engine

Status

Runn...
Stop...
Stop...
Runn...
Runn...
Runn...
Stop...
Runn...
Stop...
Stop...
Runn...
Runn...
Stop...
Stop...
Runn...

Group
NJA —
netsves

TfA

TfA

A

apphost

LocalServic...

| »

netsvis

netsves

TfA

LocalSyste...

LocalServic...

AxInstSVG...

netsvis

LocalServic... -

File

Ll

Action

View Help

E g

dl= B » = nmwn

. Services (Local)

. Services (Local)
TCS Basic DatabaseService

Stop the service
Restart the service

Description:
Database Service Interface for
TeleControl Server Basic,

-
Name

. SPP Notification Service

£, 5QL Active Directory Helper ...

54 SQL Server (TCSB)

54 5QL Server Agent (TCSB)
£, SQL Server Browser

54, SQL Server WSS Writer

£ 55DP Discovery

& Superfetch

4, System Event Motification 5.,

&4 Tablet PClInput Service
£ Task Scheduler
54 TCPR/IP MetBIOS Helper

"3 TCS B

Description

Provides So...

Enables inte...

Provides sto...

Executes jo..
Provides 5Q...
Provides th...
Discovers n...

Maintains a...

Monitors sy...
Enables Tab...

Enables a us...

54, TCS Basic TCM Ser, Started Automatic
% Telephony Manual Met |
% Themes Started Automatic Loq &
£ Thread Ordering 5 Resume Manual Loc |
&4 TPM Base Services Restart Manual Loc
L4 TraceConceptX Started Automatic Loc
% Trend Micro Unaut] All Tasks ¥ |Started Manual Loc
54 UPnP Device Host Manual Loc ~
a ]7 Refresh | »
' Extended | Standard o
Stop service TCS Basic DatabaseService on Local Computer Help

Status Startup Type Log *
Manual Loc
Disabled Met
Started Automatic Met
Disabled MNet
Started Automatic Loc
Started Automatic Loc
Started Manual Loc
Manual Loc
Started Automatic Loc
Manual Loc
Started Automatic Loc
Started Automatic Loc

Started Automatic Lo

S7-1200 with TCSB
Entry ID: 39863979,

V2.0,

09/2019

50




© Siemens AG 2018 All rights reserved

5 Installation and Startup

No.

Action

2.

Start SQL Server Management Studio as an administrator:

"Start > All programs > Microsoft SQL Server 2008 R2 > SQL Server

Management Studio (right-click) > Run as administrator"

Nnan

Run as administrator I

Troubleshoot compatibility

Open file location

“1 Windows Update

-« XPS Viewer Scan with OfficeScan Client
J Accessories Pin to Taskbar
. Games Pin to Start Menu
J Intel

| Intel PROSet Wire Restore previous versions

i Java Send to 3

. Java Developmer

| Maintenance Cut

. Microsoft Office Copy

 Microsoft SOAP ]

. Microsoft 5QL 5

| Microsoft SL 5¢ ¥ Rename
4 Import and E

Az SQL Server M.

. Configuration Tools

Delete

Properties

;,:* Reporting Services Configuratior
ﬁ SQL Server Configuration Manac
_2 SQL Server Error and Usage Repo
T SQL ServerInstallation Center  +

4 Back

The "Connect to Server" dialog opens with the following settings:

e Server type: Database Engine
e  Server name: <PC name>\TCSB
e Authentication: Windows Authentication

Verify the server name; it must be as follows:
"<PC name>\TCSB".
Then click "Connect".

- e

@l Connect to Server

Microsoft*

2 SQLServer2008r2

Server type: [I" l Engine v]
Server name: USER-PC\TCSB -
Authentication: [Windows Authentication v]

User-PCh\User

I[ Connect WI Cancel H Help H Options > ]

SQL Server Management Studio opens with the database's
object navigation.
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No.

Action

4,

Select the "Databases" item.

File Edit View Debug Teools Window G

S NewQuery | [y |y | & 4 -

Connect - ﬂ !E v 5

= E LISER DA TOER (SOL Server 10.50.4000 - User-

B Yoo
1 security
[ Server Objects
[ Replication
[ Management

Select the context menu (right-click) "Restore Database...".

File Edit View Debug Tools Window Communi

B NewQuery | [0y | [y |5 & 4 | B -

Connect~ 4 & - 5
= [B USER-PCANTCSE (5L Server 10.50.4000 - User-

+]
= W Mew Database...

[ Secur

3 Server Attach...

3 Heplic| Restore Database...

+ Mana

= 0 Restore Files and Filegroups...
Start PowerShell
Reports 3
Refresh

The "Restore Database..." dialog opens.

S7-1200 with TCSB
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No.

Action

6.

e In the "Destination for restore" field, select the "TCSB" database ("To

database").

e Inthe "Source for restore" field, select the "From device" option and use
the "..." button to open the "Specify Backup" dialog.

e Select the "39863979_S7-1200_with_TCSB.bak" backup copy by first
opening the file browser using the "Add" button.

Selecta page f .

Script = [} Hek
1% General Ssewt ~ [ Heb
1% Options
Destination for restore

To database: TCSB

To 3 point in time e possble

Source for restore
Speciy the source and location of backup sets to restore

(™ From database:

Select the backup ses fo restore

Select ortype the name of a new or existing datbase for your restore operation

___opening the te browser using the _Ace buton.

Restore  Name  Component B oo Bacion

Backup media

Backup location

File

Speofy the backup media and its location for your restors operation

[

0K

J [ Cancat ||

Help

In the "Restore Database - TCSB" dialog, select the selected “backup set” in

the "Restore" column and click "OK".

Click "OK" to close Management Studio.

Restart the computer.

S7-1200 with TCSB
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5.4.4 Configuring the IP address and the ports of TeleControl Server Basic
V3.1
Table 5-9
No. Action
1. Start the configuration and monitoring user interface of TCSB (CMT):

"Windows Start menu > All Programs > Siemens Automation > SIMATIC > TCS
Basic > Config and Monitoring Tool".

After starting the program, the CMT Logon window opens.

CMT Logon

Enter user name and user password

User name: [administrator 1
Password: [oooooooooonooool }

TCSB server: |12?.0.0.1

e User name: administrator

e Password: administrator

e Enter the IP address or the TeleControl server name resolvable by DNS.
— Computer name
or
— IP address (default IP address: 127.0.0.1)

Configure the Telecontrol server's IP address by selecting:

"TCSB system > Edit > Address TCM 1".
Set "IPT listener-port" to 55097.

TCSB system

S7-1200 with TCSB
Entry ID: 39863979,

7 Projects
03 CP1230¢-x with TCSB(L) T | 2lL | (B LT |
_-.di Inter-project communication General _
e, Users Address TCM 1: |‘_?2.1E.51.10|:| | -
| TCSB system
Address TCM 2: | |
Address TCM 1 {IPvE): |L.SER-PC | - |
Address TCM 2 (IPve): | |
Listener ports
MSC listener port: | 26862 |
I IPT listener-port: | 55057 I_|
Control port: | 26861 o
Data port: | 26860
TCSB port: | 26864
Data buffer port: | 26866
Data buffer synchronization port: | 26867
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No. Action
4. Configure the settings for the integrated OPC server.
o ©MT - Configuration and Monitoring Teol
File View Options Help
——
4 | =7 Projects
€3 P12 with TCSB(1) TCM | Dawbase OPC  Databuffer
3 Inter-project communication OPC DCOM
S E=E OPC DA interface: |Activated | -]
I 1| TCSB system
OPC UA
Transfer data on change of: |\."a|ue or guality | - |
Security policy for OPC UA
Supported security profiles:
No security profile
Basic128Rsal5s - sign
|E| Basic128Rsal5 - sign and encrypt
|:| Basic256 - sign
[] Basic256 - sign and encrypt
[] Basic2565ha256 - sign
|:| Basic2565ha256 - sign and encrypt
Anonymous access: |Read and write | " |
OPC UA certificates
Issued by | DNS name Status |
OPCSimaticNETTCSE  USER-PC Accepted
5. Save the changes and activate the project.
Project l 'D Discard ]IH Save & activate "I
5 I System variables [ Activated parameters l v
6. Restart the computer.

S7-1200 with TCSB
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5.4.5

Opening the "39863979_S7-1200 with_TCSB.uap"
UaExpert configuration file

To monitor the process data at the master station, you must open the

"39863979 S7-1200_ with_TCSB.uap" UaExpert configuration file included in the

project.
Table 5-10

No. Action

1. Open UaExpert:

"Windows Start menu > All Programs > Unified Automation > UaExpert"

2. Open the "39863979_S7-1200_with_TCSB.uap" file:
"File > Open ...".

3. Open the OPC server settings:
I Unified Automation UaExpert - The OPC Unified Archite
File Server Document Settings Help

P BBO + =0
Project 5 X

~ [ Project
v [ Servers
{3 OPC.Simati~MFT TrGR - Mans - Mans (at)
v [ Doc o Remaove

! es [ Connect
o Tre Disconnect

< L_henge User...

4. Enter the following endpoint URL:

"opc.tcp://172.16.62.100:4852"
Alternatively, you can enter the PC name instead of the IP address.

B server Settings - OPC.SimaticNET.TCSE - None - No... ? >

Server Information

Endpaint Url |opc.b:p:f,‘1?2. 16,62, 100p4852

Security Settings

Security Policy MNone -
Message Security Mode | Mone -
Authentication Settings

@ Anonymous

Username

m

Password Stor

Certificate

Private Key

Session Settings

Session Name |JSER-PC:UniﬁedAumeation:UaExpert@USER-PC
cancel

S7-1200 with TCSB
Entry ID: 39863979, V2.0, 09/2019

56



ghts reserved

<
@
=1
o
«
Q
<
1)
c
<
£
2
2}
©

5 Installation and Startup

No.

Action

Connect UaExpert to the OPC UA server:

. Unified Autemation UaExpert - The OPC Unified Archite

File Server Document Settings  Help

PP PBE =0 x:
Project B X
v [ Project

v [ Servers
Cﬂ Opclsima{-i.—hlrr'rf"cﬂ - Mlana - hlnne (uat

" D oo & Remoues
i) @ t} Connect
[ Feton %, DISCONNEeC

“4, Properties...
< ™ Change User... 2

Address Space [

In the next dialog, select "Trust Server Certificate” to confirm the certificate
and then click "Continue":

[ Certificate Validation 7 X [ Certficate Validation ? x|
. Validating the certiicate of server 'OPC.SimaticNET.TCS returned an error: The certfcate of server 'OPC.SimaticNET.TCSB was valdated successfuly.
| [ | ¥ [t
Certificate Chan Certificate Chain
Name Trust Status Name Trust Status
A icNET.TCSB Tr

Certficate Detais Certficate Detals

Sublect
CommonName ~ OPC.SimaticNET.TCSB. CommonName ~ OPC.SimatichET TCS8
Organization Siemens AG Organization Siemens AG
OrganizationUnit OrganizationUnit
Locality Locality
State State
Country DE Country

DomainComponent _ USER-PC DomainComponent _ USER-PC

Common Name OPC SimaticNET.TCSB. Common Name OPC.SimaticNET.TCSB.

Organization Siemens AG Organization Siemens AG
OrganizationUnit OrganizationUnit

Locality Locality

State State

Country DE Country oE

DomainComponent  USER-PC DomainComponent  USER-PC

Valid From Mi 20, Jun 09:44:45 2018
Valid To Di 15. Jun 00:44:45 2038

Valid From Mi 20, Jun 03:44:45 2018

Valid To Di 15. Jun 00:44:45 2038

Serial Number 5B2A05ED Serial Number 582A05ED
Signature Algorithm  RSA-SHA256 Signature Algorithm ~ RSA-SHA256
PSA (3040 bis) o REA (2048 i) v
Trust Server Certificate Trust Server Certficate
[ Accept the server certificate temporariy for this sessien Contrue Cancel Accept the server certficate temporarily for this session Cancel

S7-1200 with TCSB
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No. Action

7. Open the "OPC.SimaticNET.TCSB" server. If the connection to the server was
successful, you will see the OPC items.

. Unified Automation UaExpert - The OPC Unified Archite
File Server Document Settings Help

DPBBE &= x-
Project a x
v [ Project

v [ Servers

{2, OPC.SimaticNET.TCSB - None - Mone (uat|

v [ Documents

1 Data Access View
[ History Trend View

< >
Address Space 8 %
7 | Mo Highlight hd
LD Root

v (2 Objects

v [ OPC.SimaticMET.TCSB
~ I CP12eexwith TCSB

~ | Process Stations
VI Station 1.101

v [ Objects

v \_‘lpp

DP,inflow
DP,inflowlp
DP,cutflow

DP,start

[ ]
L]
|
@ DP.overflow
[ ]
@@ DP,startMirror
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5 Installation and Startup

5.4.6 Loading Station 1/ Station 2

Requirements
e Connect your PG to the CPU.
e The CPU must be in a mode that allows downloading.

e Before downloading the user program, a general reset of the CPU should be
performed to ensure that no "old" blocks are on the CPU.

Table 5-11

No. Action

Connect the engineering PG to the PROFINET interface of the S7 CPU.

Unzip the "39863979_S7-1200_WinCC_Adv_PROJ_V20.zip" project.

Open the following STEP 7 project:
"39863979_S7-1200_WinCC_Adv_CODE_V20.ap15_1"

4. Log on:
Log on %

This project is protected, log on with valid credentials

Usertype: QByGitagiTly

User name: | |

Password: | |

o[ cancer |

User name: administrator
Password: administrator

5. Customize the mobile wireless
communications settings of the emconstants | Texts
CP 1242-7 GPRS V2: Mobile wireless communication settings
"Properties > Mobile wireless e
communications settings": ) .
. CF’p one number: | 140123456789
e Activate and enter the PIN ™ Activate PIN
e Change the APN settings PN: (eeee
RepeatFIN: eee®
SMSC: |
APN settings
Country : ‘Germany
APM provider : | D2 Vodafone
Not APN: | web.vodafone.de
ote:
A . ) APM username: ‘guest
This step is only required for the CP rEEszie [T
1242-7 GPRS V2. Repeat APN password: | eeeee

S7-1200 with TCSB
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5 Installation and Startup

No.

Action

6.

Change the partner IP address (static IP address of your DSL router) required for
the connection to the TeleControl server in the master station:

"Properties > Partner stations > Connection to partner”

> Connection to partner

P address: | ,WAN-IP-ADDRESS" ]

@ Cennection maonitering

Note:
This step is only required for the CP 1242-7 GPRS V2.

Compile and save the project.

Select the "S7-1200_CP1242-7" or "S7-1200_CP1243-1" station.
T Siemens - C:\Users\SIOS\Desktop\39863979_57_1200_with_TCSB_PROJ_V12\39863979

Project Edit View Insert Online Options Tools Window Help
BF (S saveproject S X 5 3 ¥ Dy T MG [ & Goonline |

Project tree

Devices

* ] 39863979_57-1200 withTCSB_CODE_V12
ﬁh&dd new device

n_ . _ .
- —
T

v [1g 57-1200_CP1242-7_V2 [CPU 1217C DC/DC/DC]
F LI S/ 1ZUU_CP 1283 1 [Py 12 190 Do)
'Tj Data communication TCSB [TP1200 Comfort]

i Ungrouped devices

- v v

5§ Security settings

Download the project to Station 1 or Station 2.
T4 Siemens - C:\Users\SI05\Desktop\39863979_57_ _with_T

Project Edit VWiew Insert Online Options Tools Window Help
5 (Y sevepoie @ X % 2 X 0: e S[M]G B R I coonine

Project tree

Devices

* ] 39863979_57-1200 withTCSB_CODE_V12

K Add new device

EE'El Devices & networks

|1 57-1200_CP12427_V2 [CPU 1217C DC/DC/DC]
(7§ 57-1200_CP1243-1 [CPU 1214C DC/DC/DC]

'Ij Data communication TCSB [TP1200 Comfort]
% Ungrouped devices

* v v v.w

5§ Security settings

10.

Configure the hardware as described in Chapter 5.1.
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6 Operation of the Application

6.1 Overview

HMI menu

The application is visualized with WinCC Advanced using two configured screen forms:
"TCSB Communication" and "S7-1200 Application”.

Figure 6-1
Start screen

SIEMENS w218
S 250029

571200 CPU with CP 12427 V2 71200 CPU with CP 12431

TCSB Communication | S7-1200 Application ‘ Stop Runtime ‘

sssssss ea00ie SiEmENs g
SMATCHM praEa sancne Pash

Alng Lol Flog ol oo
w0 % 1 i

o | e

Threshold Valus Tigges Thresbold Valus Trigger
ouetan Gt

——— i (]| e nn m
|Tﬁ/, SN AN
T

i, Aottt

LS OS]
min. Ampttuds ~ -

Dot Semikacon

Start screen | §7-1200 Application ‘ Stop Runtime ‘ Start screen I TCSB Communication Stop Runtime J

Dt Simidon

TCSB Communication S7-1200 Application

"Start screen" main menu

The "Start screen” main menu allows you to open the application example and
toggle between "TCSB Communication" and "S7-1200 Application".

"TCSB Communication" screen

The "TCSB Communication" screen shows the status of the connection to the
remote stations. It additionally provides information about data traffic. You can
toggle between "Start screen" and "S7-1200 Application".

"S7-1200 Application" screen

The "S7-1200 Application" screen visualizes the processes of stations 1 and 2. You
can toggle between "Start screen" and "TCSB Communication".

S7-1200 with TCSB
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6 Operation of the Application

Watch table of Station 1/ Station 2

The "WT_SetResetParameter” watch table also allows you to monitor or modify the

tags of the "Data" DB directly in the CPU.
For a description of the tags, please refer to Table 3-3.

Figure 6-2
39863979_S7-1200 withTCSB_CODE_V12 » $7-1200_CP1242-7_V2 [CPU 1217

= = [BslE) £ 2 & o

i MName Address | Display format

1 "Data” fillLevel %DB1.... Floating-point number

2 "Data”.inflow %DB1.... Floating-point number

3 "Data".inflowUp %DB1.... Floating-peint number

- "Data”_overflow %DB1.... Bool

5 "Data”.outflow %DB1.... Floating-peint number

6 "Data” start %DB1.... Bool

7 "Data”.startMirror %DB1.... Bool 1

Note For Station 1 (CP 1242-7 GPRS), the TeleService function must be activated in
order to monitor or modify the table's tags as the master station and the CP are
not in the same IP network. (See \7))

The TeleService function is not necessary for Station 2 as the master station and

the CP are in the same IP network.
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6 Operation of the Application

6.2 Starting / stopping the simulation

To start or stop the simulation, proceed as follows:
Table 6-1

No.

Action

1.

Project Edit View Insert Online Options

F (W saveproject S M =2 3 X D )M mrn!,r & Goonline

Click the "Start Simulation" icon to start the WinCC Advanced simulation.
Siemens - C:\Users\SI05\Desktop\39863979_57_1200 with_TCSB_PROJ_V12\39863979_9

Tools  Window Help

Devices

39863979_57-120(

ol
=)
> ] 39863979_57-1200 withTCSB_CODE_W12

K Add new device
g Devices & networks

Visualization

“'f Device configuration

v [ 57-1200_CP1242-7_V2 [CPU 1217C DC/DC/DC]
v [ 57-1200_CP1243-1 [CPU 1214C DC/IDC/DC]

- F,:_ MNota roameannicadian TOCE TTO1 300 Camafat]

%/ Online & diagnostics
1 Runtime settings
i h screens
B ~dd new screen

F_| Root screen

[] 57-1200_~Application

E] [

il
1

Go to the "TCSB Communication" screen.

SIEMENS
SIMATIC HMI

Communication Status Communication Status
ConnectionState [I] ConnectionState E
SignalQuality - PLCConnected E
PLCConnected [ o ] PLCCpuState 1]
PLCCpuState E

Buffer Buffer
Outflow 20.80 | % Outflow %
Filling Level % Filling Level %
Overflow . Overflow .

Start screen ‘ $7-1200 Application Stop Runtime ‘

6/20/2018
4:51:26 PM

Verify that both nodes have established a connection ("Connection = 1"). If this is not
the case, check the hardware configuration and the configuration of both stations.

S7-1200 with TCSB
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6 Operation of the Application

3. Go to the "S7-1200 Application" screen.

Data communication between S7-1200 and TCSB

§7-1200 with CP 1242-7 V2

Filling Level Inflow

0.00 %%

0.00 %

Threshold Value Trigger

§7-1200 with CP 1243-1

Filling Level

000 o

TH

Inflow
0.00 9%

Value Trigger

max. Amplitude

min. Amplitude

Outflow

N

I Data Simulation

~ N

Outflow

max. Amplitude 21.00 o
min. Amplitude V\/\

Data Simulation

~ |

Start screen

TCSB Communication

Stop Runtime

4. Use the "On" button to start the data simulation for the respective station.
The master station therefore sends a 'start data simulation' command to the station.
The station reports that the data simulation has started. In the HMI system, the "On"
button is displayed in green.

To stop the data simulation, click the "Off" button.

6. To stop WIinCC Runtime, click "Stop Runtime".
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6 Operation of the Application

6.3 Station 1/ Station 2 sends data to the master station
on a "threshold-triggered" basis

Station 1 or Station 2 sends its outflow value to TeleControl Server Basic in the
master station on a threshold-triggered basis.

Table 6-2
No. Action
1. When the threshold value "2" is reached
(see Figure 3-1), the outflow value is sent e
to the master station. 6600 %  17.00 O

In the "S7-1200 Application" screen, the
"Outflow" field displays the value the
master station has received.

Threshold Value Trigaer

Outflow
max. Amplitude 2120 9%
A~ I
[ — —_
min. Amplitude

Data Simulation

o -

2. Go to the "TCSB Communication" screen.

The outflow value received by the master station can also be monitored in this
screen; it is displayed in the "Outflow" field.

Communication Status
ConnectionState \:’
SignalQuality -
PLCConnected \:’
PLCCpuState \:’

Buffer
InflowUp m %

| outfiow | 2020 | %]
Filling Level %
Overflow .

Alternatively, you can monitor the data using UaExpert.

Data Access View History Trend View

# Server MNode Id Display Name Value Datatype wource Timestamg Server Timestamp Statuscode
1 OPC.SimaticME.. NS52|String|TCS:... DP fillLevel 33 Float 11:20:00.169 14:23:03.738 Good
2 OPC.SimatichE NS2IStrinal TCS:... NP inflow 11 Float 11:12:43.412 14:73:03.758 Good
E w1 T e v T p=y TIoat e ErEREnE e
1_1 NS2| Strinq T DP,outflow 204 Float @29 14: Zg% Good I
6 OPC.SimaticME... NS2|String|TCS:... DP,startMirror false Boolean 11:12:43.813 14:23:03.758 Good
Note:

"Threshold trigger"=2 was configured in the data point configuration (see
Chapter 4-2).

3. Repeat the step for Station 2.
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6 Operation of the Application

6.4

station

Station 1 or Station 2 sends its fill level value to TeleControl Server Basic in the

Station 1/ Station 2 cyclically sends data to the master

master station at a defined interval. The following table provides instructions for this

job.
Table 6-3
No. Action
1. Open the "S7 1200 Application” screen
and monitor the current fill level value. —
. . Filling Level Inflow
The fill level value is updated after 30 6600 %[ 17.00 o
seconds.
Threshold Value Trigger
Outflow
max. Amplitude 21.20 9%
min. Amplitude W\
‘ Data Simulation
N -
2. Go to the "TCSB Communication” screen. In this screen, you can also monitor the
fill level value.
Communication Status
ConnectionState \:’
SignalQuality -
PLCConnected \:’
PLCCpuState 1 ]
Buffer
outtiow 2020 | %
IFiIIing Level | 69.00 |% I
Overflow .
Alternatively, you can monitor the data using UaExpert.
Data Access View History Trend View
1 OPC.SimaticNE.. NS52|String|TCS:... DP fillLevel 33 Float 11:20:00.16% 14:23:03.738 Good I
3 OPCSimaticNE.. NS2[String[TCS... DPlinflowlp 25 Float 10:27:48.732 14:23:03.758 Good
4 JOPC.SimaticNE... NS52|String[TCS:.. DP,outflow 204 Float 11:12:44.620 14:23:03.758 Good
5 fOPC.SimatichE... | NS2|String|TCS:... DP,overflow false Boolean 11:12:41.697 14:23:03.758 Good
i) OPC.SimaticNE.. MN52|String|TCS:... DP,startMirror false Boolean 11:12:43.813 14:23:03.758 Good
3. Repeat the step for Station 2.
S7-1200 with TCSB
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6 Operation of the Application

6.5 Station 1/ Station 2 sends data to the master station
on an "event-triggered" basis

If the inflow of Station 1 or Station 2 exceeds a maximum value, the inflow value is
sent to the master station. The following table provides instructions for this job.

Table 6-4

No.

Action

Open the "TCSB Communication" screen.

The "InflowUp" field displays the

maximum inflow value.

In the application example, the value in Communication Status
the program is set to 25%. ConnectionState Il
PLCConnected l:'
PLCCpuState E
Buffer
IIanowUp | 25.00 | °/o|
OQutflow 20.40 |%
Filling Level %
Overflow .

Open the "S7-1200 Application” screen.

The "inflow" field displays the current

Filling Level Inflow

inflow value.
36.00 O 32.00

%

If this value exceeds the maximum
inflow value (InflowUp) (e.g., 25%), an
overflow alarm is sent to the master
station.

Threshold Value Trigger

max. Amplitude 2040 9
min. Amplitude

Outflow

EJ

[ Data Simulation

[
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6 Operation of the Application

6.6

No. Action

4, The overflow alarm is displayed in the "TCSB Communication" screen.

Communication Status

ConnectionState |I|

PLCConnected E

PLCCpuState E
Buffer

Outflow 2100 |%
Filling Level 51.00 |%

Overflow

Alternatively, you can monitor the data using UaExpert.

Data Access View Histary Trend View

® Server Nede Id Display Mame Value Datatype ource Timestamg Server Timestamp Statuscode
1 OPC.SimaticME... NS2|String|TCS:... DP fillLevel 33 Float 11:20:00.169 14:23:03.758 Good
2 E... NS2|String[TCS:... DP,inflow n Float 1:12:43.412 14:23:03 Good
3 NS52|String| T DP,inflowlp 25 Float 10:27:48.732 14: Good
—
= T oo T — o — T perere
I § ”2 §trmq I§§ pE’,DVEfﬂUW false @DUIean 11:1;:4] 69? 14;}0?2?8 @Dud I

5. Repeat the step for Station 2.

Monitoring value changes in UaExpert

The "History Trend View" allows you to monitor value changes of data points.
UaExpert graphically represents the trend.

Table 6-5

No. Action

1. Check the data points' attributes in the CMT.

Only data points with the "Archive" attribute can be monitored using the
"History Trend View".

CP12xx-x with TCSB(1)

Projes

Connections | TeleService connections to ES | Semings | User rights |

[x] Station 1 1 101 sToP Activated 57-1200 (CP1242-7V2GPRS HC-128
[x] Station 2 2 101 sToP Activated §7-1200 CP1243-1 HC-128

| statust | swtion name | Stationnumber | Siat | WakeupsMs | CPUstatust | Projectdata | 57type | Connectiontype | Encryption | SMSnumber

Cunne(u‘nn‘ /Ed\l H +Aud VH 75 Delete H Import v‘

Project |l Save & activate

| archive | [+ Data buffer \ Name \ Data point type \ Data type | Data point index \
B ™ fillLevel Analog input Floating-paint number 32 bits 0
¥l M overflow  Binary input 1 bit 2
Fl M outflow Analog input Floating-paint number 32 bits 1
" ™ inflowUp Analog input Floating-point number 32 bits 3
= v inflow Analog input Floating-peint number 32 bits 4
v start Binary output 1bit 5
" v startMirror  Binary input 1bit 6

tation 1 ‘ Configure connection | Process items I System variables | Activated parameters
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6 Operation of the Application

No. Action
2. Open the "History Trend View" in UaExpert.
- Unified Automation UaExpert - The OPC Unified Architecture Client - NewProject®
File Server Document Settings Help
lePBEO + L WY
Project B X Data Access View History Trend View
T
Q OPC.SimaticNET.TCSB - None - Mene (uat) | Sepyer Mode Id Color
~ [3 Documents OPC.SimaticNE.. NS2|String|TCS:. red
[1 Data Access View OPC.SimaticME.. MNS2|String|TCS:.. green
[3 History Trend View OPC.5imaticNE.. NS52|String|TC5:... blue
< >
3. Use drag and drop to move the desired data points to the "Configuration" area.
- Unified Automation UaExpert - The OPC Unified Architecture Client - NewProject®
File Server Document Settings Help
DPBPBPE #=0 XKL B K =
Project & X Dats Access View History Trend View
v e gojse:':vars Configuration
{2y OPC.SimaticNET.TCSB - None - None (uat| | server Mode Id Calor ® Ein
v [3 Documents OPC.SimaticNE.., NS2|String|TCS:... red 5t
{3 Data Access View OPC.SimaticME... =g TCS:... green E
[3 History Trend View OPC.SimaticME... [ @ C5:... blue
En
\.j 2
< >
Address Space 5 X
#3 |No Highlight -
2 Root Humgffic Values
~ 2 Objects
v 23 OPCSimaticNET.TCSB
v 12 CP12ocx with TCSB
~ [ Process Stations J
v [ Station 1.101
v ) Objects
v Doe 7
> 0 DPfillLevel i
> 4@ DPinflow B
> 4@ DP,inflowl)
> @@ DP,outfloy)
> 4@ DP,overflol 0
> @@ DP,start
» 4@ DP,startMirror 4
4. Select "Cyclic Update" and click "Start".
Configuration
Server Mode Id Color O single Update ® cydicUpdate
OPC.SimaticNE... NS2|String[TCS:... red Start Time: Timespan:
OPC.SimaticME., NS52|String|TC5:., green 5 e 1.
OPC.SimaticME.. NS2|String|TCS:... blue #1.06.15 D5:00:00.000 |00.01.00
End Time: Update Interval:
21.06.18 20:00:00.000 |00:00:01
Get Start Time Update
History Data
5. Go to WinCC and start the value simulation as described in Chapter 6.2. Now you
can monitor the data points' trend.
Alternatively, you can use the "Trend view" WinCC control. To this end, an optional
screen is configured in the HMI.
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7 Appendix

v

7.1

Appendix

Service and Support

Industry Online Support

Do you have any questions or need assistance?

Siemens Industry Online Support offers round the clock access to our entire
service and support know-how and portfolio.

Industry Online Support is the central address for information about our products,
solutions and services.

Product information, manuals, downloads, FAQs, application examples and videos
—all information is accessible with just a few mouse clicks at:
https://support.industry.siemens.com/

Technical Support

The Technical Support of Siemens Industry provides you with fast and competent
support regarding all technical queries with numerous tailor-made offers
— ranging from basic support to individual support contracts.

You send queries to Technical Support via Web form:
https://www.siemens.en/industry/supportrequest

SITRAIN = Training for Industry

With our globally available training courses for our products and services, we help
you achieve these goals — with practical experience, innovative learning methods,
and a concept that’s tailored to the customer's specific needs.

For more information on our offered trainings and courses, as well as their
locations and dates, refer to:
https://www.siemens.en/sitrain

Service offer

Our range of services includes the following:
e Plant data services

e Spare parts services

e Repair services

e On-site and maintenance services

e Retrofitting and modernization services
e Service programs and contracts

You can find detailed information on our range of services in the service catalog:
https://support.industry.siemens.com/cs/sc

Industry Online Support app

You will receive optimum support wherever you are with the "Siemens Industry
Online Support" app. The app is available for Apple iOS, Android and Windows
Phone:

https://support.industry.siemens.com/cs/ww/en/sc/2067
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8 Links & Literature

8 Links & Literature

Table 8-1
Topic

\1\ Siemens Industry Online Support
http://support.industry.siemens.com

\2\ Download page of the entry
https://support.industry.siemens.com/cs/ww/en/view/39863979

\3\ Support packages for the hardware catalog in the TIA Portal (HSP)
https://support.industry.siemens.com/cs/ww/en/view/72341852

\4\ SIMATIC NET Industrial Remote Communication - TeleControl TeleControl Server
Basic - Version V3.1
https://support.industry.siemens.com/cs/ww/en/view/109755138

\5\ SIMATIC STEP 7 V15.1 and WinCC V15.1 TRIAL Download
https://support.industry.siemens.com/cs/ww/en/view/109752566

\6\ How do you read out advanced diagnostics data from the CP 1242-7 GPRS V2?
https://support.industry.siemens.com/cs/ww/en/view/109480967

\7\ | TeleService of an S7-1200 station via mobile network (Set 33)
https://support.industry.siemens.com/cs/ww/en/view/56720905

\8\ UaExpert download page
https://www.unified-automation.com/downloads/opc-ua-clients.html

\9\ Sales and delivery release TeleControl Server Basic V3.1 + Update 1 (V3.1.0.1)
https://support.industry.siemens.com/cs/ww/en/view/109757071

9 History

Table 9-1
Version Date Modifications

V1.0 05/2016 First version

V1.1 02/2018 e Upgraded to STEP 7 V14.
e New block and data point link for the simulation and

transfer of fill level and inflow.

V1.2 06/2018 e Upgraded to STEP 7 V15.
¢ New TCSB functions added.
e  OPC Scout replaced by UaExpert.

V2.0 09/2019 Upgraded to STEP 7 V15.1
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