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1 ZERHHER
1.1 PCS7V9.0 KR ERZER

1

E 2:

L‘I‘Z-?):

F 4:

7 5:

Unrestricted

Windows 7 Professional SP1 (64 1)

Windows 7 Ultimate/Enterprise SP1 (32 1)
Windows 7 Ultimate/Enterprise SP1 (64 1)
Windows 10 Enterprise 2015 LTSB (64 1)

Windows Server 2012 R2 Standard Edition (64 17)( Windows Server 2012 R2
Standard with Update %% £ 7 5 ¥ KB 2919355)

Windows Server 2016 Standard Edition(64 1)

: Windows #{F R R JERA

245 PCS 7 U, S%EA 3.4 2P OB S, R XANE S A8
BEOAFASSC (PED 5 2% PCS 7 SCRARE, ERwEPiEEa, H
Fe i X AR F #8 1 B O English (United States).

XTF Windows 7 Professional SP1(64 i), #1E RGN ABEE AT LIRS, Bl
RY BN NI, FrLLIRAS Windows HAVE T 75t SRR PCS 7 11
PR o

{4 F§ Windows 10 Enterprise 2015 LTSB 73 & 5 37

RAFAE PRI R, —HECE 7 — PO A E MG, AT REH DA N

& R E BRI OCHLHEF X R 1P PR SCRITAK s TR, G SRR R IR AN AT,
W) DX R 7 22 R S B R MR A5 1 253

< WCRHEIAKEATTIE, BRAREE ARP 247

e 2235 Windows 10 7 (KB3156387)

HE$%:  https://support.microsoft.com/en-US/kb/3156387

5 Windows Server 2016 Standard F# %) PCS 7 it AN V9.0 SP1, 1MiA&
PCS 7 V9.0, EEMFENMSHE 1-1,


https://support.microsoft.com/en-US/kb/3156387

T IR EE RS, HARMATE N PCS 7 A, BAAMIRAXRIE 1-1.

Copyright © Siemens

% g Windows .
3 Windows Server Windows
o= Embedded Windows 7 Windows 7 | Windows 7 | Windows 10 2012 R? Server
<= STar? dar?j Professional Ultimate/ Ultimate/ Enterprise Ubdate 2016
2009 64-Bit SP1 | Enterprise | Enterprise | 2015 LTSB Ste?n dard Standard
! 32-Bit SP1 | 64-Bit SP1 64-Bit . Edition
32-Bit Edition 64-Bit*
64-Bit*
ES — X — X X X X
OS Huh — x? — X X X X
ES/OS Huih — x? — X X X X
OS k%5 #% - - - - - X X
OS %& ' ufiy — X — X X X X
Web k%28 — — — X X X X
Web 7% F i — X — X X X X
Process Historian — — — — — X X
Information Server - - - X X X X
SIMATIC Management _ _ _ _ _ X X
Console
SIMATIC BATCH B - - - X X X X
SIMATIC BATCH % J' i — — — X X X X
SIMATIC BATCH JI%%52% — — — — — X X
SIMATIC Route Control . . . . . X X
55 2%
SII\{IA:;I’IC Route Control . . . X X X X
& v
OpenPCS 7 Bz — - - X X — —
OpenPCS 7 7 OS _ _ _ _ _
P i
OpennPCS 7 OS . . . . . X X
55 2%
OpenPCS 7 1 OS
" - - - X X - -
LYk
PCS 7 BOX — — — X X _ —
PCS 7 BOX RTX - - X - - - -
OS-Client Microbox - - - X X - -
PCS 7 AS mEC RTX X — — — — — —
PCS 7 ASRTX X — X — — — _
S ULH:
= ANFHRA
XK'= A
FRiE:

1) R34 7E ES ke OS #i (Windows 10 RGN Y OS Hiif)

2) dETiR

3) hRA "Windows Server 2012 R2 Standard with Update" 3¢ A £ KB 2919355 ] Windows Server 2012 R2 Update*

4) Windows Server 2016 £l PCS 7 V9.0 SP1 #%, F1 PCS 7 V9.0 Rt

® L1#IERSGS PCS 7 A MFRE KRR
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1.2 Z4E Microsoft Office B4

W 223 PCS 7 V9.0 B RITHENIA 223 Microsoft Office B4R, A4
TEFFA LAV A 2R, H R EAE %3 PCS 7 8 2 1 3% Office.
PCS 7 V9.0/9.0 SP1 3t %) Office A

¢ Microsoft Office Professional 2013 32-Bit SP1 (Excel, Word, Access !
PowerPoint)

¢ Microsoft Office Professional 2016 32-Bit (Excel, Word, Access #ll PowerPoint)

e Word Viewer 2003 SP3

e Excel Viewer 2007 SP2

e PowerPoint Viewer 2010

Unrestricted 5
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2 BEMFTEK

XT3 PCS 7 V9.0 tH5HENL, R IRIPE ] T TR S, AU E

W 2-1.
S8 BREEEREMNPRIRY , OS &/ ,
Process Historian , Information Server , | BATCH &/ |
—& PCHiy PCS 7 OS/ SIMATIC BATCH | Route Control 2/ i
/ SIMATIC Route Control ,
TREM
OS RS8R,
oS &y,
43y,
—& PCH# PCS 7 Web [RE88. OS EF
M BATCH &/ ,
BATCH FR% 88 ,
BTACH #34 |
Route Control JR&88 |
Route Control B3 |
SIMATIC Management Console
BRIt EN(GERAE) SIMATIC IPC 847C/ 847D/ 647C/ 647D/ | SIMATIC IPC 847C/ 847D/ 647C/
547D | 547E/547G 647D / 547D | 547E/ 547G
AhIBES Min. INTEL Core 2 Duo; >=2.4GHz, INTEL Core 2 Quad
A1F (RAM) >=8 GB (64 LR L) >=4 GB (64 fURER L)
wE >=200 GB HDD/SSD >=160 GB HDD/SSD
2 EKAD C:\100 - 128 GB C:\100- 128 GB
W & EE 2/ B iflEED
b g g * RISIREL TR AAN * RI4 & T I LA
o R0 N SR .
. « CP 1623 S &FBCEM KB EL 3=
o T BE@H
H IR DVD DVD

Unrestricted
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3 B AKRE

3.1 RGHXFR
NTRIERG R E . 7 EIHE BSR40, @I PC AL LI W N IIRERI 43 X -
o JHTEIERGAN PCS7 24223551 C X (i 100 GB LL |, NTFS #&z0)

o M1t PCS 7 WiH KX (WY NTFS #8520
o FHTHRBAME. REMIH WX GEBNTFES %30

3.2  ZEBIERZM Microsoft Internet Explorer

RIEZHR 1-1 ZHEEREEIE RS, SIMATIC PCS 7 V9.0 FF{X St 4{# F Microsoft
Internet Explorer 11.

Internet %%

http://windows.microsoft.com/en-US/internet-explorer/ie-11-worldwide-languages
%t WebUX, Information Server SZ 57 () HA X W28, &S5 M T o

3.3 ZTEWMEAITE

PCS 7 KRG AIAN T H1E %55 PCS 7 HIBHESIRYEEAE R AMAF B ah 23 .
%+ Windows 10 Enterprise 2015 LTSB #:/E 41, #E#{E %% PCS 7 V9.0 Z Hi 5
1 Windows 10 #h T £ (KB3156387) -

Internet 544%: https://support.microsoft.com/en-US/kb/3156387

¥ £ Windows #h ]85 PCS 7 38 &5 M:15 5, Vi Internet B2

https://support.industry.siemens.com/cs/ww/en/view/18752994

3.4 ZEPIES
PCS 7 MR RGN RAS, ST PCS 7 ASIA A, FHEZ M RS h
BEE, ARG R E N,
N1 PA Windows 10 2015 LTSB A5l 48 tnfa] 2 255 AIfd & oh 3R E%, Windows
Server 2012 /2016 ¥ & 1% 5 Windows 10 AH[A .

1) ITHF “¥HIEMR”  (Control Panel) iy “Hf4h, &S MXIK” (Clock,
Languange, and Region) TH “i&5F” (Languange) XfifiHE

2) “WINiEE” (Add alanguage) , MEFEFC (fAik) > dor (hte AR
FED

Unrestricted 7
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£¥ Language - ] X

& - 4 ﬁ* » Control Panel » Clock, Language, and Region > Language v @ | Search Control Panel ]

Gantrat Ranel Home Change your language preferences

Advanced settings Add languages you want to use to this list. The language at the top of your list is your primary language
(the one you want to see and use most often),

Add alanguage] Remove Moveup Move down

; : Windows display language: Enabled
ol Keyboard layout: US Options

Change date, time, or number
formats

States) Date, time, and number formatting
FP}:C[;FE;K B Input method: Microsoft Pinyin Options

3-1 Windows 10 HINE =

3) TP AHL““Options”  CIEWD XHHE, WM “TFHIF2iEF a7
(Download and install Language pack)
VR 7R SR T
o
L w ﬁ?a Language » Language options v & Search Control Pansl
Chinese (Simplified, China)

Windows display language
Alanguage pack for Chinese (Simplified, China s available for download

& Download and install language pack |

Input method
[M] Mierasoft Pinyin Y

Add an input method
3-2 Windows 10 F#(JF =3B F M

4) PFHRE-MIMETREEIES (BRRMERHES) , sl
(R NRIEFE) i8S #3125 77 (Move up / down) .

Unrestricted 8
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€% Language = O X

il ﬁi » Control Panel » Clock, Language, and Region » Language w | @ | Search Control Panel P

GontialfanetHame Change your language preferences

Advanced settings Add languages you want to use to this list. The language at the top of your list is your primary language

Change date, time, or number (the one you want to see and use most often),

formats
Add alanguage  Femove  Moveup  Move down
4 H
EFK(E;EE;\%' ® | Input method: Microsoft Pinyin Options

: : Windows display language: Enabled
English (United piay amjuag
glish { Keyboard layout: US Options

States) Date, time, and number formatting

3-3 Windows 10 B FiE S

5) WH “IXiK” (Region) &AL, WK 3-4 £ 3-6
o 1% (Format) : 3¢ (fiifk, #E) , Chinese (Simplified, China) .

¥ Region x

Format:

| Chinese (Simplified, China) | 7

Change sorting method

Language preferences

Date and time formats

Short date: yyyy/M/d v
Long date: yyyy E'MBE'd'8'

Short time: H:mm

Long time: H:mm:ss

First day of week: EE—

Examples

Short date: 2018/2/1

Long date: 20182818

Short time: 532

Long time: 5:32:40

Additional settings...

o] [Tom

3-4 Windows 10 #% 58
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fr#E (Location) : H[E (China)
b
Formats Administrative

Some software, including Windows, may provide you with additional content
for a particular location. Some services provigle local information such as news
and weather.

Home location:

I China I v

& 3-5 Windows 10 /7 &

= (Administrative) :

% HHlikE (Copy Settings...) , Ak “XGlFEM RG0K 77
(Welcome screen and system accounts) Fl “FraH ik >

(New user accounts)

< 3JE Unicode #2/71i&5 (Language for non-Unicode programs) 1%

BHAHI

10
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S 4
Formats Location Administrative

Welcome screen and new user accounts

View and copy your international settings to the welcome screen, system
accounts and new user accounts.

L =) Copy settings...

Language for nen-Unicode programs

This setting (system locale) controls the language used when displaying
text in programs that do not support Unicode.

Current language for non-Unicode programs:

English (United States)

GChang: system locale...

# Region Settings x

Select which language (system locale) to use when displaying text in programs
that do not support Unicode. This setting affects all user accounts on the
computer.

Current system locale:

[Chinese (Simplified, China) | v

3-6 Windows 10 &

6) HaiFHEAHL

3.5 TEIAFBRMY
DL 2% S 20 3 2 PRI T DAZE PCS 7 V0.0 R A

Symantec Endpoint Protection
Trend Micro OfficeScan

McAfee Endpoint Security

T AAE TAVAE LR SR M 28 4R B AT PCS 7 WA 1R 3 30

SN

Internet #%4%: https://support.industry.siemens.com/cs/ww/en/view/64847781

3.6 &KEIHBBAFIARSME B RS IS

FE 220 PCS 7 i, WbAU%2H B AR % MSMQ.

Unrestricted

7E Windows 7 / Windows 10 £ % (I#A/EL R F -
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1) f£ “#Hil > (Control Panel) Hi# LL I “4filintk > 7 >FEF M)

fi£”” (Control Panel > Programs > Programs and Features) .

2) fEAMSEER G« PR Windows Zhfg”” (Turn Windows features on
or off) . KFTIT “ )i HEEH Windows Zijfg>” (Turn Windows features on or
off) X iFHHE.

3) EBEAA:“Microsoft Message Queue (MSMQ) %5 #%”~ (Microsoft Message
Queue (MSMQ) Server)

4) BAE LA LT

5) ““Microsoft Message Queue (MSMQ) Ik #3#% 27~ (Microsoft Message Queue
(MSMQ) Server Core) -
VE R R A AL

6) i “H#iE”” (OK) HEATHIIA .

a
« - @A ZEEE > BE v ] EBEREEE
B Windows IN&g — O %
ez il Enl i
EEEEE Windows Thid 7] )
ERilEe B
: SEER—RIE  SnEEERE, SEXTH0E  HEEEER
PRSI Jederriet 2. eEEERERE 85,
- B Internet Explorer 11 A s
. BF + I:‘ Internet Information Services 3 :
FF#S [0  Internet Information Services B FE5a1 Web (s
s, EEHER o W | Microsoft Message Queue (MSMQ) EBS2EEG
SHMEE [1  MSMQ Active Directory iSEBSH

O MSMQ HTTP Zi5
O | msmQ s
O | =&E=is
O/ | MSMQ DCOM {22
Microsoft Print to PDF
[0 MuliPoint Connector
8 []  NFs RS e

3-7 Windows 10 “Z3&7H S b\

e Windows Server 2012 R2 /2016 £ 4 HIHI3RVE L BT -
1) IR 2 FE%: (Server Manager)
2) “WnftAIEE”  (Add Roles and Features)
3) £ “iRe” (Features) kRSB Z] (Message Queuing) , #fE] 3-2,

Unrestricted 12
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i EnEENNEaS - O X

. A ShEES
lﬁj%:%lj] HE SRVZ016CHS
] IEEEESTITRREE M — S e
I eeinE | =T WINaows fvETHFESIE \ CEEIEE TN EEE RS
REEEE [] EETCh/IP BBE HEIEEEE AEs. =
S [ wissst SHHIETRESNEEEE,.
O 5= SR E R i2EE
[] giE 52 | ZETEEEETT AR
0 BiEES L FREFENFESHE
O i, ETRIEE  SEEES
. E HEETEA.
2 [m]
] HTTP =35
[ s&==
[ EERs
[ BEZessd
[ =ENFISES
[ 4S5 DCOM RE
[ BrstasEn VW IFIE
[ 8 Windows E5RisHE
[ &EssEs
» [ EEBSSEETR
< F—#{P)| | F—=5N) = =) s

& 3-8 Windows Server 2016 35 KB\
4) LS.
5) XF+ Web Server, Information Server, PDM Server &5 PC #Lid 75 5242 %%
Microsoft Internet {5 2 k%5 IS.

KT NS Bk 354155 % Fit, <<SIMATIC Process Control System
PCS 7 - PC Configuration (V9.0 SP1)>~ , 4.

https://support.industry.siemens.com/cs/ww/en/view/109754983

3.7 &I NET Framework

fE2Z2%E PCS 7 V9.0 20, Wi Fzh2edE NET Framework 3.5, PCS 7 £ %238 id firh
H 223 NET Framework 4.5,

3.7.1 Windows 7

224 HBAFIIN 2 1% NET Framework 3.5.1 22380, 41/ 3-9.

Unrestricted 13
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i Programs and Features
F ™ ! Uninstall a program | B/ Turn Windows features on or off | View installed updates
sl r

Run nroarams made for nrevions versinons of Windows Hnw tn jnstall 2 program

_loix

| = Iways open in a spedfic program

Turn Windows features on or off (@

To turn a feature on, select its chedk box, To turn a feature off,
dear its check box. A filed box means that anly part of the feature

is turned on. tall a gadget
= [ | Games N
O | Indexing Service
| Internet Explorer &
F [ | Internet Information Services
[ | . Internet Information Services Hostable Web Core
| Media Features

[
&

O | Windows Communication Foundahon HTTP Active__
O | Windows Communication Foundation Non-HTTP 2
= Microsoft Message Queue (MSMQ) Server
= Microsoft Message Queus (MSMQ) Server Core
D MSMQ) Active Directory Domain Services Inte
O . MsMQ HTTP Support
O . MsMQ Triggers
O . Multicasting Suppart
M| MSMQ DCOM Proxy -
| | »

oK I Cancel |

K 3-9 Windows 7 Z235 3 K. BA %

3.7.2 Windows 10/Windows Server 2012/2016
B 223E NET Framework 3.5, 1] % 22358 75 v
o JBC I BE T 2 Ak
1) TFENLEE Internet

2) PR 2)%.NET Framework 3.5, 2235 5d frh 248 T 8 0 2o

Windows 5.
o (RN TAENCIE, i dr 4728
1) TFEHLEE: Windows 234 T )
2) UUEELRBURITH 44T (4% > Run as administrator)
3) HAf4A (WK 3-10, FEMAL BT .

Dism.exe /online /enable-feature /featurename:NetFx3 /All
/Source:<DVD drive letter>:\sources\sxs /LimitAccess

Unrestricted
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ffeaturename :NatF

4 3-10 Windows 10 iy 417 % %% .NET Framework 3.5(00%# #1754 D)

3.8 #BIERARE
3.8.1 {HHEMLA

f£ PCS 7 58 M Ja NREFHME DTN, W AR B s/ ZAE O 5HLA%, T RUE
PCS 7 ZHZ HMEH. R LT HIL:

BRI 12" A ~ 4= N @*#$%&E°()[]{}<> I
BT, AT (), TRIZ (")

K 15 M5

VY PEYNCE S

EEg DAV e as:

3.8.2 P &ME

AEE SR SRS R A o SERLB B AR R 46 BT, SR
T 2 R LAV VER R

3.8.3 £H Windows 454

7£ PCS 7 FAREMd A Windows DL R 451 -

SIE]

Unrestricted

XP Mode(Windows 7)

HomeGroup (Windows 7 #1 Windows 10)
Parental Control (Windows 7 #1 Windows 10)
Windows Defender

Bit Locker

Fast User Switching

I DLUR AP IR AR 11 Bk ] P D)3 (Fast User Switching), 2% 3-11,

15
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1. Windows % + R f4E#E (<Win> + R) Ja3h<<ig477~ (Run) X 1GAHE A
AL R4 "gpedit.msc”, 1 7F=< A Hi2H 5 ms 4 2% (Editor for local

group policies).

2. FEMTEALET, R AR EALENE 7>« TR B >

B 7>

“« RYt>7><<F x> (Local Computer Policies > Computer Configuration >

Administrative Templates > System > Logon).

3. Ja =B« PUEH P Y BN &7 (Hide entry points for fast user

switching) & .
4. NHKE.

F4Y )5, Windows 2%

R BEW BBV EEH)
&8 | AEIHE T

< PR DI e

I iR, B8 AR e & par teERPE A LS
v HEES g ’
- A R e g Nl 2 S
o _ [Flsrmrmzay sty [T B9 RERTIER HADS 7
S REERAS Eemrnas ‘
T remsanEst || = Elzampzass | OxEE© R
% Windows 1% Windows Vista B HKES ElsEgismsuns CEEG)
5 $TFIEL i [ElsEgizss T
< B o [laesnes T s
sl ERIEEAE TUBBOTER e neccns SEFE [Windows Vista BELEEE
d T FFRE. TR SRS e
| SRR R [Elramras—smsis
v OB [Elzmesm baomAE ST s
" Device Guard NFEERALSEEE  NAFSHE [F]5 Windows B3ES
7 Internet BEE zﬂf?&;@iﬁﬁgﬁﬁgﬁéﬁ [Elremmmzz u FEEREEE, gl
 iscsl ' v T ElFEa s e sy By RS R
KDC & i 5
2 RS RIS RASRE. Im&ﬁim -
 Kerberos A EEEREEES, B gﬁiﬁ%ﬁ;—%
B, | PR e o
3 ;;E;;s it e ?}mi - Hg“ﬁ‘!"f‘m;%ﬁ Elesfmzass SRR RELH
_ =E, Flessrssmnss NSnEEEENE
_ [Flegreanamzses o
S S EltEnssmasnssssmng i :
| BRSNS ; ety
< syt COM [Elusrrszvesss
‘| pEaEEs

3.8.4 Windows HJEETR

HF Xt OS AT HEEAEA ES MEREHRE, BEBGHAT

o MUETHRIERE S TER
(Turn off the display) % &N “MAAR”
o EAMIRBE: WHRLIBEN “AA7

. CRHIERH

Unrestricted

K 3-11 2 1k P H P )4

& (High performance)

(Never)

LR E, Wk 3-12,

(Never)

16
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[l v P BEEE > BUIES > BEST o SESHHES v| O EEESER

FEOHRIENRE: SiteE
EERE S EANERASNSTAS,

2 =asTs | W

8 S ETEAERRS: MR

EMEREIRESC)

ERITRIEERARER)

B mEEm ?

=RRE

G IEEAESEVATERIY . AR RS B
J RIFETRAE,

G s as
| Eteae =l v

= EERE
o R
B HEETEEEEESR
@ Internet Explorer
B SEEREE
= FEEEEEEE
= =R
# USB g8
= EEIEEHAE T

TR EGAER)

K 3-12 H YRR TR B

3.8.5 Windows ¥ J&]

1T Windows ZRIAKF K B Internet F ) NTP BF405 SA4E it HLA IR, (B2
WHEANLE PCS 7 R4t A HHERT Internet, T2 K HE SR R [E 25 77 2,

R, BEiZZEIE eIl 4nf 3-13,

Unrestricted
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0 MEAES | =se i
I=h= | ¥
HERFOAY 8]
XEFmES 201852858 , 13:28
B B ERE

@ BHER > R ESHRE il BeRL Imcrnct B

Ll 1) ERERIAIE] B B REASAS timewindows.com .
g HEY ZEAERIRE | S
= bﬁ &7 Internet EIEREE *
P& Internet ‘""*' E
B s AT mmmm | mmens | | ER nemeniEam:
B2 9 Xig 015 Internet FEERSERLE(S)
ETar sxeE | ExAas o - — -
IR2E5%(E): |time.windows.com RIEERIU)
SREMER
o [ ESHEE

pEzinEd ]

| s

K]3-13 2511 [F] 25 2 Internetis 8] Y&
39 ZRIEPCS7RSG

PL Windows 10 2015 LTSB #2223 TREfinG (ES) Nl PCS 7 V9.0 22355 1%,

e 8 SIMATIC PCS 7 V9.0 Yt & B2 —5k DVD i A GO, 7R AR H 3% B
i Setup.exe BOGAL HB1IE1T Setup.exe. (EFH & O AR A] LLUER 23ES, W
K 3-14.

Unrestricted 18



Copyright © Siemens
AG Copyright year
All rights reserved

Unrestricted

Setup

SIEMENS

" Setup language: English

F‘ REATEE  PHEFTO |

W) > I e

K 3-14 %Z%PCS 7

mir N R R E IR, R R

Setup

(Install) , 4P 3-15.

sgme [ msms | e

K 3-15 ik B ERM

s N E T e, 1EIERE “HdRE L dk”  (Package

Installation) , &l 3-16.

19
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Setup

e

13 ===
=aEFE

C EENES
SENEEnFEREE TSR,

CAProgram Files {xBE)\SIEMENS

|

e o] w |

K3-16 i 22

o plili T, MHFEFHIEOXEE, KR TAE)NE“<PCS 7 Engineering””
e 3-17.

20

B
Y
-

J00000000

(S 7 Engineering

- BAILH Engineenng

* Route Control Engineering
* SIMATIC PDM Basic

" SIMATIC PDM Server

* Logic Matrix Engineering
Runtime

£} single Station

O o5 Single Station
| 05 Single Station for Process Historian
| BATCH Single Station

" | Route Control Single Station

ooo

| OSServer

| OS Server for BATCH

| 05 Server for Route Control

| 05 Server for BATCH and Route Contral

| 05 Server for Process Historian

© Maintenance Station

! Maintenance Station for Process Historian
| BATCH Server

| Rauts Cantral Saner

~EE
A | pCS 7 Engineering EIIE:
- Automation License Manager
- Microsoft SQL Server
- STEP7
- §7-5CL
- CFC
= SFC
-TH
- [EAPO
- PCS 7 Basis Library
- PCS 7 ADV Library
- VXM
- PID-Tuner
- DOCPRO
- WinCC
- Remote Publisher
- SFC Visu,
- AS-0S-Engin.
PVl

- PC5 7 Basis Faceplates
- PCS 7 ADV Faceplates
- SIMATIC NET

- System Document,

W

R E B, EE - BBOAEIL R A S H SRR LR AN IR,

<3E[E(B)

| msm>

KI3-17 2224& T A2 Mk

VT, PLCSIM, SIMATIC Logon %, #n& 3-18.
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----- D Process Historian Server 2014 SP2 Upd3 ”
-d Process Historian GPC UA Server 2014 SP2 Upd3

D Process Historian Ready Component 2014 5P2 Upd3
= D Process Historian Witness 2014 5P2 Upd3

DA Information Server 2014 S5P2 Upd3

D Information Server - MS Office Addin 2014 5P2 Upd3
i DA Information Server - BATCH Options ¥9.0

EI {_] Options

----- Automation License Manager V5.3 5P4 Updi

----- DA SIMATIC Management Consale VO.00

----- D SIMATIC Management Agent V3.0

----- O @ SIMATIC Logon V1.6

-----

----- D SOFTMET-IE RNA V14

----- [ | salL server 2014 5P2 - (WinCQ)

----- D S0OL Server 2014 5P2 - [Information Server] [x64)

----- DA S0L Server 2014 5P2 - [Process Historian)
----- O | pcs 7 Trial License ARSI (R ) |

----- M/ | pcs7Tools va0 =
----- O System Hardening ¥ =EM 22413 MB

57-PLCSIM V5.4 SPE.

o sz | <EE® | THms | wE |

K3-18 LA MR AT ik T

o S N CHBIFFMh %% PCS 7 V.0 HilE)E—F, WK 3-14. CERT R
G BE B B R RN . ARG B N b TR e

BelZU THPE ) ~
“Siemens TIA Engineer” (Administration of Siemens TIA products)

“SIMATIC Management Users” (SIMATIC Management Users)

“SIMATIC NET" (SIMATIC NET Group)

BEEUTEMEESHNR
HEEY_LOCAL_MACHINE'SOFTWAREAMicroszoft\Windows\CurrentVersion'Internet Settings\ZoneMap
“EscDomainz\security_pdlrt. exe

about = 2
HKEY_LOCAL_ MACHINE\SOF TWARE\ODBC\ODEC. INI\
HEEY_LOCAL_MACHINEA\SOFTWARE\Policies'\Microsoft\Windows NT\RPC

RestrictRemoteClients = 0
HEEY LOCAL MACHINEASOFTWARE\Policies\Microsoft\Windows\ScFPnFP

EnableScPnP = 0
HEEY I.'OC::L M&CHIJIE\SOFW&RE\S;mns\Redmdmcy\

1)
HEEY I.‘OC&LC H&C&ilﬂE\SOFTW&RE\SJ.nens\SCS\

i =
HEEY_LOCAL MCH]]E\SOFTWP.KE\SlmnS\WnﬁC\

WinCC =
HKEY_LOCAL MCHIHE\SOFTW&RE\'MH‘ZNQde\SIEIEHS\STE?T\z O\Applications\STCHFX
\SubstituteGsdFiles
HEKEY_LOCAL_MACHINE‘\SOFTWARE\Wow6432Node\Siemens\StepT\2. O\Applications\57info\SETUP ATTRIBUTES
HEEY_LOCAL_MACHINE“SOFTWARE\Wowf432Node\Siemens\StepT\2. 0\General\Errors
HKEY LOCAL _MACHTNE\SOF TWARE \Wow6432Node\Siemens\STEPT\2. 0\General\Languages v

|v sesnEsmasnEy.|

4TED | s | sgme || F-sm> B
K3-19 A4 B KBS #
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3.10 WEIHEVIMZ

£ PCS 7 ZH5E A, IETH BT NN AT B

3.10.1 ZE IR AT REIE TN

Jir A B PC LRI -RAn By A 1T ik 0, @i aihatih . fEM R0t R e
# (Power Management) (J&f% > FLE > HIFE T, Properties> Configure...
-> Power Management) , HUHHR) “ oot EHLOC X A58 DL 2 FLjE =
(Allow the computer to turn off this device to save power) EiEHE.

3.10.2 & EFRHEME (BCE # Softnet)

XA TCPAP Hhl ) T b =, WE W T
o2& ““Microsoft M2 B SCAFFIFTENSL 2" (File and Printer Sharing for
Microsoft Networks)

o ZEH]<“Microsoft X %$% P ”  (Client for Microsoft Networks )
e Ji% "SIMATIC Industrial Ethernet (ISO)"

3.10.3 # & SIMATIC Shell

GHESE PCS T Ja, TEER PCS7 M&um/ask, XEHEFTF “RATHEMNK [/ XGH
k7, LB E] SIMATIC Shell F:XH:4THF SIMATIC Shell & 11, 78 FH 4 HEER
i SIMATIC Shell 2} J5 %% Settings, 7E3#H & I H ] LLE 2ITHEALRT 2225 1 BT
¥, EREFEFENLmALHIME, A OK BRI AER FE K Ima s, I H M
RATEAT AT A LA N
o R B 2N, V& d & RN T b (2% JE
Advanced > Advanced Setting)
vEZ: 7F Windows 10 1 Windows Server 2016 H ikt A T L ik % &

o WZREEFIRAE I MR

3.10.4 WEARELK
PCS 7 %3 S A R 75 2L EAT DA N 3
o JEHIM % " Turn on network discovery"
o A HSCAHAIFTENHLALE " "Turn on file and printer sharing"”
o SR F U I3 2 Turn off Public folder sharing”

Hikw B 2% K 3-20,
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d SEnERE = (m] X
- v o o« FRIEED Internet > FEEHEIESG > EEAFEE v i | REsER p

RN SR E A E R EIAN
Windows H{FfFEmRNS MREARSRNREEEYE, FILSTS NEETHEREENETN.
o5
FEET
NBCERMEER | MRS ENALERMAS FOREHBDEE | AERERS NG
ALERE At EL

EEREE e =k
QFAAEER

SEHTERE

BANHHTEIYREST , WS CARSEl LRI i B EAT AT Fot,

| @ ERXHHTENAE |
O ST TR

FIEOEE

HR , Windows BESROREETHENNSE, E8  NRFEFATHRI-SEERNE~%K
FHIEES . METLAE R AR eraor,

(@ ftiF Windows EEFGEEERES
O ERAFRFHIEEEERRETEN

=
3-20 iy 2% IE B2y 15 B

3.11 ZIEHMA PCS 7

M PCS 7 V8.0 FFif, PCS 7 BRiMHEH APL EAE NErHEThREZE, N7 IHRMCAS) PCS
7 Library, A LLE PCS 7 5 5k 4% Additional_Products #$£%] PCS 7 Library
V7.1 #1 PCS 7 Faceplates V7.1 5 T3 %3,

{HiEM PCS 7V8.2 FHif, HfEF AFHAEIHERALE, TEMNEITF TR T
#, Internet BE¥EU0T -

https://support.industry.siemens.com/cs/ww/en/view/109480136
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